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INTERNATIONAL ELECTROTECHNICAL COMMISSION 

____________ 

 
GLOBAL MARITIME DISTRESS AND SAFETY SYSTEM (GMDSS) –  

 
Part 16: Ship earth stations operating in mobile-satellite  
systems recognized for use in the GMDSS – Operational  

and performance requirements, methods of testing  
and required test results  

 
FOREWORD 

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising 
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote 
international co-operation on all questions concerning standardization in the electrical and electronic fields. To 
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications, 
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as "IEC 
Publication(s)"). Their preparation is entrusted to technical committees; any IEC National Committee interested 
in the subject dealt with may participate in this preparatory work. International, governmental and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely 
with the International Organization for Standardization (ISO) in accordance with conditions determined by 
agreement between the two organizations. 

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international 
consensus of opinion on the relevant subjects since each technical committee has representation from all 
interested IEC National Committees.  

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National 
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC 
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any 
misinterpretation by any end user. 

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications 
transparently to the maximum extent possible in their national and regional publications. Any divergence 
between any IEC Publication and the corresponding national or regional publication shall be clearly indicated in 
the latter. 

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity 
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any 
services carried out by independent certification bodies. 

6) All users should ensure that they have the latest edition of this publication. 

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and 
members of its technical committees and IEC National Committees for any personal injury, property damage or 
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and 
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC 
Publications.  

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is 
indispensable for the correct application of this publication. 

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of 
patent rights. IEC shall not be held responsible for identifying any or all such patent rights. 

International Standard IEC 61097-16 has been prepared by IEC technical committee 80: 
Maritime navigation and radiocommunication equipment and systems. 

The text of this International Standard is based on the following documents: 

FDIS Report on voting 

80/928/FDIS 80/932/RVD 

 
Full information on the voting for the approval of this International Standard can be found in 
the report on voting indicated in the above table. 

This document has been drafted in accordance with the ISO/IEC Directives, Part 2. 
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A list of all parts in the IEC 61097 series, published under the general title Global maritime 
distress and safety system (GMDSS), can be found on the IEC website. 

The committee has decided that the contents of this document will remain unchanged until the 
stability date indicated on the IEC website under "http://webstore.iec.ch" in the data related to 
the specific document. At this date, the document will be  

• reconfirmed, 

• withdrawn, 

• replaced by a revised edition, or 

• amended. 
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GLOBAL MARITIME DISTRESS AND SAFETY SYSTEM (GMDSS) –  
 

Part 16: Ship earth stations operating in mobile-satellite  
systems recognized for use in the GMDSS – Operational  

and performance requirements, methods of testing  
and required test results  

 
 
 

1 Scope  

This part of IEC 61097 specifies the minimum operational and performance requirements, 
methods of testing and required test results for any ship earth stations intended for operation 
in mobile-satellite systems and services which are recognized by the International Maritime 
Organization as meeting the criteria required by the IMO under regulation IV/4-1 of the 
International Convention for the Safety of Life at Sea, 1974, as amended, for the provision of 
mobile-satellite systems and services in the GMDSS, regardless of the mobile satellite 
provider used. 

This document incorporates the minimum criteria and performance standards of the IMO, 
currently prescribed in IMO Resolution A.1001(25) in IMO Resolution MSC.434(98) and is 
also associated with IMO Resolution A.694(17) and IEC 60945. 

All text of this document whose wording is identical to that of resolution MSC.434(98) is 
printed in italics and reference is made to that resolution and the sub-clause number.  

Matters relating to the installation of the ship earth station are given in Annex A.  

2 Normative references  

The following documents are referred to in the text in such a way that some or all of their 
content constitutes requirements of this document. For dated references, only the edition 
cited applies. For undated references, the latest edition of the referenced document (including 
any amendments) applies.  

IEC 60945, Maritime navigation and radiocommunication equipment and systems – General 
requirements – Methods of testing and required test results  

IEC 61162-1, Maritime navigation and radiocommunication equipment and systems – Digital 
interfaces – Part 1: Single talker and multiple listeners 

IEC 61162-450, Maritime navigation and radiocommunication equipment and systems – 
Digital interfaces – Part 450: Multiple talkers and multiple listeners – Ethernet interconnection 

IEC 61162-460, Maritime navigation and radiocommunication equipment and systems – 
Digital interfaces – Part 460: Multiple talkers and multiple listeners – Ethernet interconnection 
– Safety and security 

IEC 62288, Maritime navigation and radiocommunication equipment and systems – 
Presentation of navigation-related information on shipborne navigational displays – General 
requirements, methods of testing and required test results 

IEC 62923-1, Maritime navigation and radiocommunication equipment and systems – Bridge 
alert management – Part 1: Operational and performance requirements, methods of testing 
and required test results 

Full document details: IEC 61097-16 2019
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IMO Resolution MSC.191(79), Performance standards for the presentation of navigation 
related information on shipborne navigational displays 

IMO Resolution MSC.434(98), Recommendation on performance standards for ship earth 
stations for use in the GMDSS  

3 Terms, definitions and abbreviated terms  

3.1 Terms and definitions 

No terms and definitions are listed in this document. 

ISO and IEC maintain terminological databases for use in standardization at the following 
addresses: 

• IEC Electropedia: available at http://www.electropedia.org/ 

• ISO Online browsing platform: available at http://www.iso.org/obp 

3.2 Abbreviated terms 
BAM bridge alert management 
CAM central alert management  
EGC  enhanced group call  
EUT  equipment under test  
GMDSS  global maritime distress and safety system  
HMI  human machine interface  
IMO  International Maritime Organization  
ISO International Organization for Standardization  
ITU  International Telecommunications Union  
MSI  maritime safety information 
REDS removable external data source 
RCC  rescue coordination centre  
SES  ship earth station  
SET  simulated earth termination 

4 Functional and operational requirements  

4.1 General  

(See 6.1)  

4.1.1 System operator requirements 

(MSC.434(98), Annex, 2.1.1) The ship earth station shall operate using a recognized mobile-
satellite service and meet the functional requirements of resolution A.1001(25). The ship earth 
station shall comply with the technical standard provided by the recognized mobile-satellite 
system provider and be certified by this provider for operation in the GMDSS, in order to 
ensure operational reliability.  

(MSC.434(98), Annex, 2.1.2) The ship earth station shall comply with ITU Radio Regulations. 
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4.1.2 General requirements 

(MSC.434(98), Annex, 1) The ship earth station installation capable of two-way 
radiocommunications shall comply with the general requirements set out in resolutions 
A.694(17), A.813(19), MSC.191(79), MSC.302(87). 

Annex D gives, for information purposes, details of ship motion likely to be experienced by 
ship earth stations. 

4.2 Functional requirements  

(See 6.2)  

MSC.434(98), Annex, 2.2.1) The ship earth station shall be capable of automatically 
recognizing the priority of ship-to-ship, ship-to-shore and shore-to-ship communications and 
shall process them in accordance with the message priority defined by the ITU Radio 
Regulations. The order of processing these communications shall be:  

1) Distress;  
2) Urgency;  

3) Safety; and  
4) other communications. 

(MSC.434(98), Annex, 3.1.1) The primary HMI shall provide all functions necessary to carry 
out all communication procedures, including those required by the GMDSS. 

(MSC.434(98), Annex, 2.2.2) The ship earth station shall provide a specific visual indication 
when unable to detect or otherwise make contact with the satellites of the mobile-satellite 
system for a period of one minute or more, as referred to in Table 3.  

4.3 Integrated systems and equipment interfaces  

(See 6.3)  

4.3.1 General 

The ship earth station equipment shall be capable of at least transmitting and receiving data 
using the IEC 61162-1 sentences specified in Table 1 and Table 2. IEC 61162-460 shall be 
applied wherever reference to use of IEC 61162-450 interfaces is specified (see also 4.11). 

Interfaces are shown in Figure 1, where required interfaces are indicated with solid lines and 
optional interfaces are indicated in dashed lines. 

For systems that do not have an integral electronic position fixing system, the interface for the 
external device is mandatory.  

  

Figure 1 – Interfaces of ship earth station 
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Table 1 – IEC 61162-1 sentences received by the ship earth station equipment 

Mnemonic Interface Name Comment 

ACN  CAM Alert command  Alert command for instance 
acknowledge  

HBT  CAM Heartbeat  Support reliable alert 
related communication  

GLL, GGA, GNS, RMC  External position 
information equipment 

Position If position not internally 
provided 

 

Table 2 – IEC 61162-1 sentences transmitted by the ship earth station equipment 

Mnemonic Interface Name Comment 

SM1, SM2, SM3, SM4, 
SMB and SMV 

Navigation display 
systems 

Maritime Safety 
Information  

For SMV, see Annex C 

ARC, ALC, ALF, HBT CAM Alert information  

 

4.3.2 CAM interface 

(MSC.434(98), Annex, 2.3.1) The equipment shall meet the requirements for Bridge Alert 
Management system (BAM). Equipment interfaces shall comply with recognized international 
standards. Where the ship earth station is part of an Integrated Communication System (ICS), 
Integrated Navigation System (INS) or Integrated Bridge System (IBS), or connected to a 
navigation system, this shall not impair any of the GMDSS functions of these systems or the 
ship earth station itself. 

In the BAM concept, the SES acts as the alert source and the CAM acts as the target of alert 
reporting by alert sources. 

For bridge alert management, the classification of alerts shall be as given in Table 3. 

Table 3 – Classification of ship earth station alerts  

Cause  Alarm  Warning  Caution  Cat. A  Cat. B  Alert ID 

No contact with satellites (4.2)    X  X 3116 

Received distress alert relay (4.3.2)   X  X  3122 

Received urgency message (4.8)  X  X  3122 

Received MSI (4.9)    X  X 3123 

Paper low/mass storage full (4.9)    X  X 3079 

Loss of position (4.10)    X  X 3016 

Manual position older than 4 h (4.10)    X  X 3013 

NOTE A simplified description of the terms in accordance with IMO Resolution MSC.302(87) is:  

• Alarm: Audible announcement until acknowledged by the operator  

• Warning: Short audible announcement repeated every 5 minutes until acknowledged by the operator  

• Caution: Silent  

• Category A: Acknowledge possible only at source or when full source information is available. Audible 
announcement only at location at which acknowledge is possible.  

• Category B: Acknowledge possible both at source and at CAM. Audible announcement in every location at 
which acknowledge is possible. 
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The SES shall be provided with a data interface for communication compliant with the BAM 
concept capable of transmitting the sentences ALC, ALF, ARC and HBT and receiving the 
sentences ACN and HBT in accordance with IEC 61162-1 or IEC 61162-450 and IEC 62923-1. 
The text information used in the ALF sentence shall be as given in Table 4. 

Table 4 – Alert titles and text 

Alert ID Alert text 
(1st ALF) 

Additional information 
(2nd ALF) 

3116 Lost connection Check GMDSS satellite terminal 

3122 Distress Rx Incoming distress. Check GMDSS display 

3122 Urgency Rx Incoming urgency warning. Check GMDSS display 

3123 MSI Rx Check new received maritime safety information 

3079 Paper low Check GMDSS printer paper 

3079 Storage low Check GMDSS message storage medium 

3016 Lost position Check GMDSS terminal for lost position 

3013  Doubtful pos GMDSS update manual position 

 

4.3.3 Other interfaces 

(MSC.434(98), Annex, 2.3.2) The ship earth station shall provide an interface from which data 
from Enhanced Group Call communications (EGC), including Maritime Safety Information 
(MSI), can be provided to navigation display systems, in accordance with the recognized 
international standards. 

The SES shall be provided with a data interface for communication with navigation display 
systems capable of transmitting the sentences SM1, SM2, SM3, SM4 and SMB in accordance 
with IEC 61162-1 or IEC 61162-450. 

(MSC.434(98), Annex, 2.3.3) The ship earth station shall provide either an integral electronic 
position fixing equipment or have an interface for position updating conforming to the 
recognized international standard. 

The SES shall be provided with a data interface for updating position information capable of 
receiving the sentences GLL, GGA, GNS, RMC in accordance with IEC 61162-1 or 
IEC 61162-450, unless an integral electronic position fixing equipment is provided. 

Formatting and transmission of distress alert position information shall be clearly and 
unambiguously labelled as such and presented in the format of degrees, minutes and decimal 
fraction of minutes. 

NOTE The format is specified in Volume II of the IAMSAR Manual. The position format is degrees-
minutes.decimal minutes hemisphere (N,S,E,W, no preceding space as in dd-mm.mmmH ddd-mm.mmmH), leading 
zeros optional (because the "-" and "." remove the ambiguity that would result otherwise), latitude first, longitude 
second, space separating latitude and longitude. 

(MSC.434(98), Annex, 2.3.4) The ship earth station shall provide an interface in accordance 
with the recognized international standards to report a ship's identifier and location data from 
a received distress alert relay to navigation display systems in order to enable graphical 
display and possible linking to target information.  
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The SES shall be provided with a data interface to report a ship's identifier and location data 
from a received distress alert relay capable of transmitting the sentence SMV in accordance 
with IEC 61162-1 or IEC 61162-450. The SMV sentence shall not be transmitted if the latitude 
and longitude information is not present or is invalid. 

4.3.4 Interface to office equipment 

The SES may optionally have an interface to provide an internet connection for the ship's 
office equipment. When this interface is provided, appropriate provisions shall be made to 
isolate the interface and functions from the interfaces and functions related to GMDSS. See 
4.11. 

4.4 Ship earth station identity  

(See 6.4)  

(MSC.434(98), Annex, 3.2.1) No control external to the equipment shall be available for 
alteration of the ship station identity.  

Changes may only be carried out by authorised authorities or the manufacturer's 
representative. 

4.5 Transmission of distress alerts/calls  

4.5.1 Priority 

(See 6.5.1)  

(MSC.434(98), Annex, 3.3.1) It shall be possible to initiate transmission of distress alerts/calls 
at any time. It shall be possible to initiate transmission of distress alerts/calls whilst the ship 
earth station is transmitting lower priority communications, and whilst it is receiving 
communications of any priority, if necessary by pre-emption of those communications.  

4.5.2 Distress initiation 

(See 6.5.2) 

(MSC.434(98), Annex, 3.3.2) It shall be possible to initiate and make distress alerts/calls from 
the position at which the ship is normally navigated. The equipment shall include an option 
making it possible to initiate transmission of distress alerts/calls at a position remote from the 
primary HMI of the equipment.  

(MSC.434(98), Annex, 3.3.3) The HMI shall include a dedicated distress button that has no 
other function than activating distress transmissions.  

(MSC.434(98), Annex, 3.3.4) A distress alert/call shall be activated only by means of a 
dedicated distress button (a physical button, not a touchscreen button). The dedicated 
distress button shall not be any key of a digital input panel or a keyboard provided on the 
equipment. The distress button shall be clearly identified and protected against inadvertent 
activation, requiring at least two independent actions. Lifting of the protective lid or cover is 
considered as the first action. Pressing the distress button as specified above is considered 
as the second independent action.  

(MSC.434(98), Annex, 3.3.5) The distress button shall be red in colour and marked 
"DISTRESS". Where a non-transparent protective lid or cover is used, it shall be red in colour 
and also be marked "DISTRESS".  

(MSC.434(98), Annex, 3.3.6) The required protection of the distress button shall consist of a 
spring-loaded lid or cover permanently attached to the equipment by e.g. hinges. It shall not 
be necessary for the user to remove additional seals or to break the lid or cover in order to 
operate the distress button.  
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(MSC.434(98), Annex, 3.3.7) The equipment shall indicate the status of the distress alert/call. 
The operation of the distress button shall generate a visible and audible indication. The 
distress button shall be kept pressed for at least 3 seconds. A flashing light and an 
intermittent audible signal shall start immediately. After the transmission of the distress 
alert/call is initiated, the visual indication shall become steady and the audible signal shall 
cease.  

4.5.3 Automatic repetition of distress alert 

(See 6.5.3) 

(MSC.434(98), Annex, 3.3.8) The equipment shall automatically initiate repetitive initial 
distress alerts/calls, which are repeated until cancelled on the ship or until appropriately 
acknowledged. It shall be possible to interrupt repetitive initial distress alerts/calls. Such 
operation shall not interrupt the transmission of a distress alert/call in progress but shall 
prevent repetitive transmissions of a distress alert/call.  

4.5.4 Content of distress alert 

(See 6.5.4) 

(MSC.434(98), Annex, 3.3.9) The distress alert shall contain identification of the station in 
distress, its position and the time of the position fix. 

4.5.5 Subsequent distress communications 

(See 6.5.5) 

(MSC.434(98), Annex, 3.3.10) The equipment shall be capable of transmitting and receiving 
subsequent distress communication.  

4.5.6 Cancellation of false distress alert/call 

(See 6.5.6) 

(MSC.434(98), Annex, 3.3.11) After initiating a false distress alert/call, it shall be possible to 
send a cancellation of the alert/call. This cancellation alert/call shall not be initiated by cutting 
the power supply to the ship earth station nor by the operator switching the ship earth station 
off.  

4.6 Test facilities  

(See 6.6)  

(MSC.434(98), Annex, 3.4.1) It shall be possible to test the distress capability of the ship 
earth station without initiating a distress alert/call.  

4.7 Reception of distress urgency and safety alerts/calls  

(See 6.7)  

(MSC.434(98), Annex, 3.5.1) It shall be possible for the ship earth station to receive distress, 
urgency and safety priority alerts/calls whilst it is being used for communications of a lower 
priority than that being received.  

(MSC.434(98), Annex, 3.5.3) For the presentation of received distress and urgency 
alerts/calls intended as text to be read, the equipment shall include or interface to either:  

1) an integrated printing device; or   
2) a dedicated display device, printer output port and a non-volatile message memory; or   
3) a connection to a navigation system and a non-volatile message memory. 
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4.8 Audible signals and visual indications  

(See 6.8)  

(MSC.434(98), Annex, 3.5.2) Provision shall be made for an audible signal and visual 
indication at the position from which the ship is normally navigated, to indicate receipt of a 
distress or urgency enhanced group call message. It shall not be possible to disable this 
indication and it shall only be possible to reset it manually and only from the position where 
the message is displayed or printed. The audible signals for distress, urgency and their 
acknowledgements shall be continuously repeated until manually terminated.  

(MSC.434(98), Annex, 3.6.1) The audible signals shall be activated in relation to:   

1) distress alert/calls or distress relay alert/calls; and   

2) urgency calls and messages.  

Definitions of audible signals are given in Table 5. 

Table 5 – Definition of audible signals 

Fixed alarm 

sounds  

Tone 1 

Frequency (Hz)   

Tone 2  

Frequency (Hz) 

Tone 1 

Duration (ms)   

Tone 2 

Duration (ms)   

Distress Ack 

(see Note)  

2 200  1 300  500  500  

Urgency 

(see Note)  

2 200  Silence  250  250  

Urgency Ack 

(see Note)  

2 200  Silence  500  500  

Count  2 000  Silence  500  500  

The Distress Ack, Urgency and Urgency Ack alarms shall not be able to be customized. These alarms shall be 
continuously repeated until manually terminated.  

 

(MSC.434(98), Annex, 3.6.2) For visual indication the ship earth station shall conform to MSC 
191(79).  

NOTE (MSC.434(98), Annex, 3.6.3) BAM classification of priorities and categories are given in Table 3. 

4.9 Enhanced group call messages, including MSI  

(See 6.9)  

(MSC.434(98), Annex, 3.7.1) Facilities shall be provided for the ship earth station to receive 
maritime safety information (MSI) for the NAVAREA/METAREA and the coastal warning areas 
and different classes of messages: 

1) where the ship is sailing and 300 NM beyond the limits of the NAVAREA/METAREA;   

2) for the planned voyage; and   
3) for a fixed position.  

Additional means shall be provided to filter received MSI based on NAVAREA/METAREA and 
the coastal warning area codes and different classes of messages.  

The acceptance or rejection of service codes shall be under the operator's control except 
when the equipment always receives navigational and meteorological warnings and forecasts, 
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search and rescue information and shore-ship distress alert relays that are directed to a fixed 
or absolute geographical area in which the ship is operating.  

Means shall be provided to enter the ships' planned NAVAREA/METAREA codes manually so 
that area group calls can be received. Means shall be provided to enter current and planned 
coastal warning service coverage areas and different classes of messages. 

NOTE NAVAREAs and METAREAs are geographical sea areas for the purpose of co-ordinating the broadcast of 
navigational and metrological safety information. The world is currently divided into 21 areas (I – XXI) the 
boundaries are shown in the IMO SafetyNET Manual. 

(MSC.434(98), Annex, 3.7.2) The station shall be able to receive and filter distress relay and 
urgency messages in accordance with area defined within the EGC message and the ship's 
position.  

(MSC.434(98), Annex, 3.7.3) For the presentation of received EGC communications intended 
as text to be read, the equipment shall include or interface to either:  

1) an integrated printing device; or  
2) a dedicated display device, printer output port and a non-volatile message memory; or  

3) a connection to a navigation system and a non-volatile message memory.  

(MSC.434(98), Annex, 3.7.4) If a dedicated display device or a connection to a navigation 
system is used, it shall meet the general requirements of the IMO for such devices and the 
following additional requirements:  

1) the capability of showing at least 16 lines by 40 characters, with a non-volatile memory of 
at least 255 messages of 1 023 characters;  

2) an indication of newly received unsuppressed messages shall be immediately displayed 
until acknowledged as referred to in Table 3; and  

3) the design and size of the display device shall be such that displayed information is easily 
read under all conditions, by observers at normal working distances and viewing angles.  

Any message shall be printed/displayed regardless of the character error rate of its reception. 
Corrupted characters received shall be printed/displayed as an asterisk (the "*" character) or 
as a low-line (the "_"character).  

Means shall be provided to prevent the reprinting/displaying of a message which is once 
received without error. 

(MSC.434(98), Annex, 3.7.5) If a printing device is used, it shall meet the general 
requirements of the IMO for such devices and the following additional requirements:  

1) the printing device shall be capable of printing at least the standard International 
Reference Alphabet (IRA) character set. Other character sets can be optionally used 
according to ISO 2022 standards and ITU-T Recommendations T.50;  

2) the printing device shall be able to print at least 40 characters per line;  
3) means shall be provided to prevent the re-printing of a message once it has been received 

without error;  
4) any messages shall be displayed or printed regardless of the character error rate of its 

reception. The equipment shall use an asterisk (the "*" character) or a low-line (the "_" 
character) if a corrupted character is received; and  

5) a "paper low" condition shall generate a caution, as referred to in Table 3.  

(MSC.434(98), Annex, 3.7.6) For the presentation of received group call messages intended 
as text to be read, or intended as imagery to be viewed, on another connected device or an 
integrated system, MSC.434(98), Annex, 2.3.1 (see 4.3) also applies.  
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4.10 Position updating  

(See 6.10)  

(MSC.434(98), Annex, 3.8.1) Facilities shall be provided to automatically update the ship's 
position and the time at which the position was determined from a suitable electronic position 
fixing equipment which may be an integral part of the equipment.  

(MSC.434(98), Annex, 3.8.2) To enable updating of the position:  

1) the status of the position update shall be visible to the operator (e.g. offline, manual or 
automatic); 

2) if position data is being updated automatically, a caution shall be raised if no update has 
been performed for a period of 10 minutes, as referred to in Table 3. The caution shall be 
removed by receiving new position data;  

3) the equipment shall have facilities for manually entering the ship's position and the time of 
the position fix;  

4) if the ship's manually-set position is older than 4 hours, a caution shall be raised as 
referred to in Table 3. The caution shall be removed by inputting or receiving new position 
data; and  

5) if the ships' position is older than 24 hours, the position is clearly identified with date and 
time of the fix in UTC for distress alerting purposes. 

4.11 Cyber security 

(See 6.11) 

General guidelines on means to isolate GMDSS-related functions from an optional Internet 
connection and general guidelines on how to reduce the possibility of illicit access to GMDSS 
functions via local interfaces are as follows. 

NOTE It is assumed that interfaces that are used to connect the SES to the CAM and to NAV/COM equipment are 
primarily secured by means of installation techniques whereas the interface for office equipment may not be 
isolated to a similar level. 

The minimum precautions to be taken are: 

• the operating system of the SES shall not be directly accessible from the internet; 

• the interfaces of the SES that are used for GMDSS shall be protected from access from 
the internet; 

• measures shall be taken to protect any local interface for threats related to data files, 
auto-run of executables, user authentication, system defence, network access, access to 
the operating system, booting environment, configuration management, protection against 
unintentional crash caused by user input, USB interfaces for other than storage purposes, 
USB ports and interfaces for REDS, other interfaces, software maintenance and remote 
maintenance. 

Reference architecture that can fulfil the requirements set out above is shown in Figure 2. 
Dashed lines in Figure 2 describe connections that shall be protected from illicit access. 
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Figure 2 – Reference architecture for ship earth station cyber security  

5 Technical requirements  

5.1 Power supply changeover  

(See 6.12)  

(MSC.434(98), Annex, 4.2) Changing from one source of supply to another or any interruption 
of up to 60 seconds duration of the supply of electrical energy shall not require the equipment 
to be manually reinitialized, shall not result in loss of received communications stored in the 
memory and shall not render the equipment inoperative when power is restored.  

5.2 Antenna siting  

(See 6.13)  

(MSC.434(98), Annex, 5.1) Where an omni-directional antenna is used, it is desirable that the 
antenna be sited in such a position that no obstacle is likely to degrade significantly the 
performance of the equipment. The manufacturer shall provide information, in the installation 
manual, on the required free line of sight and the angles in the fore and aft directions and in 
the port and starboard directions that are required for reliable operation, taking into account 
ship movements in heavy seas.  

(MSC.434(98), Annex, 5.2) Where a stabilized directional antenna is used, it is desirable that 
the antenna be sited in such a position that no obstacle is likely to degrade significantly the 
performance of the equipment. The manufacturer shall provide information in the installation 
manual, on the required free line of sight and the angles of elevation required for reliable 
operation, taking into account ship movement in heavy seas.  

(MSC.434(98), Annex, 5.3) For omni-directional antennas, the manufacturer shall specify 
sizes and critical distances of objects related to the antenna which cause a shadow sector, 
likely to degrade significantly the performance of the equipment, taking into account ship 
movement in heavy seas. This information shall be documented in the installation manual.  

(MSC.434(98), Annex, 5.4) For directional antennas, the manufacturer shall specify sizes and 
critical distances of objects to the antenna, which cause shadow sectors, likely to degrade 
significantly the performance of the equipment, taking into account ship movement in heavy 
seas. This information shall be documented in the installation manual.  

(MSC.434(98), Annex, 5.5) To ensure reliable and continuous operation of the satellite 
communication system the manufacturer shall specify the necessary distances required 
between the satellite antenna and marine radar in the installation manual.  
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(MSC.434(98), Annex, 5.6) In case of multiple ship earth stations operating on adjacent 
frequency bands, the antenna should be installed such as to ensure electromagnetic 
compatibility. 

5.3 Radio frequency radiation hazards  

(See 6.14) 

(MSC.434(98), Annex, 6) A label shall be attached external to a radome or antenna indicating 
the distances at which radiation levels of 100 W/m2, 25 W/m2 and 10 W/m2 exist. These 
distances shall be noted in the user manual. 

6 Methods of testing and required test results  

6.1 General  

(See 4.1) 

6.1.1 System operator requirements 

The requirements of this document are in addition to the type approval of the recognized 
mobile-satellite system operator's requirements. The manufacturer shall, unless otherwise 
agreed with the test authority, set up the equipment and ensure it is operating normally before 
testing commences. If the test site used for SES type approval is also an accepted test facility, 
both series of tests may be combined, with the prior agreement of recognized mobile-satellite 
system operator and the responsible test authority.  

After successful completion of the recognized mobile-satellite system operator's tests, 
compliance with the requirements of this document shall be demonstrated by carrying out the 
tests described in Clause 6.  

Confirm by inspection of the manufacturer's documentation that the equipment to be tested 
matches the status of the hardware, firmware and software as submitted prior to testing and 
complies with the ITU Radio Regulations in regard to the frequency band assigned to the 
system under test and the unwanted emissions. 

6.1.2 Test set-up 

The equipment to be tested shall be provided with an HMI with which it can be demonstrated 
that all functions necessary to carry out all communication procedures, including those 
required by the GMDSS, are provided. 

To enable the testing, a suitable simulated earth termination (SET) simulator arrangement, 
with at least the following characteristics, is required: 

• capable of transmitting and receiving data messages to and from the equipment under test 
(EUT) with each of the priorities (Distress, Urgency, Safety, Routine); 

• capable of transmitting and receiving duplex calls to and from the EUT with each of the 
priorities (Distress, Urgency, Safety, Routine); 

• capable of transmitting MSI in accordance with the international Enhanced Group Call 
(EGC) service; 

• capable of generating invalid data; 

• capable of generating loss of satellite, edge of coverage and poor signal (as required); 

• capable of monitoring the status of the EUT as required. 
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6.1.3 Definition of standard tests   

Standard tests, as defined in Annex B, comprise the setting-up and clearing-down of calls with 
different priorities, and the setting up and clearing down of data alerts and messages with a 
subjective check of the circuit quality and message accuracy.  

NOTE Definitions of operating conditions and quality of circuits can be found in ITU-R Recommendation BS 1284.  

6.1.4 Required results from standard tests  

For the tests in A and B (see Annex B) for communication, calls shall be set up and cleared 
down satisfactorily. The correct priority shall be received at the SET or the EUT, as 
appropriate. Quality shall be good in both directions and it shall be possible to distinguish 
clearly the content of the messages.  

6.1.5 Guidance on testing 

The methods of test used in this document (observation, inspection of documented evidence, 
measurement and analytical evaluation) are described in IEC 62288. 

6.1.6 General requirements 

The equipment shall be tested for compliance with the requirements of IEC 60945. 

The manufacturer shall state which items of equipment are classified as exposed and which 
are protected. 

The equipment normally protected by a radome shall be tested with the radome in situ under 
the "exposed" environmental conditions stated in IEC 60945. 

For the purposes of IEC 60945, the following terms apply: 

• performance test – a measurement of transmitter power output and frequency response 
and a measurement of receiver noise, temperature and tuning; 

• performance check – successful transmission of a distress alert, distress priority message 
and reception of maritime safety information.  

The test authority may decide that measurements made during the recognized mobile-satellite 
system operators tests may be acceptable to show compliance with the requirements of 
IEC 60945. 

The equipment shall be tested for compliance with MSC.191(79) with the relevant test 
requirements of IEC 62288. 

6.2 Functional requirements  

(See 4.2) 

Check by inspection of manufacturer's documentation that the equipment to be tested has 
been designed to automatically recognise the priority of communications. 

Check by observation that the primary HMI provides all functions necessary to carry out 
communications procedures, including those of the GMDSS. 

Check by observation of the equipment and by inspection of manufacturer's documentation 
that the equipment has interfaces suitable to enable the initiation and making of distress calls 
or distress alerts from two different positions.  
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Check and confirm by observation of the equipment and inspection of the manufacturer's 
documentation, that the equipment provides direct access by a simple user action, such as 
menu entry or soft keys to enable the initiation and making of Urgency, Safety and Routine 
(general communications).  

Check and confirm by observation of the equipment and inspection of the manufacturer's 
documentation that the equipment complies with IEC 62923-1, provides a visual indication 
and raises a caution priority alert when unable to detect or otherwise make contact with the 
satellite(s) of the mobile-satellite system for a period of one minute or more.  

6.3 Integrated systems and equipment interfaces  

(See 4.3)  

6.3.1 CAM interface 

Confirm by observation of the equipment and by inspection of the manufacturer's 
documentation that it meets the requirements for the BAM concept in accordance with Table 3 
and Table 4 and that equipment complies with at least one interface, in accordance with 
IEC 61162-1 or IEC 61162-450. 

Where the ship earth station is part of an integrated communication system (ICS), integrated 
navigation system (INS) or integrated bridge system (IBS), it shall be demonstrated and 
observed that normal system operation does not impair any of the GMDSS functions of these 
systems. 

6.3.2 Other interfaces  

Confirm by inspection of the equipment and the manufacturer's documentation that at least 
one interface in accordance with IEC 61162-1 or IEC 61162-450 is provided.  

Confirm by analytical evaluation and using a simulator or the international EGC system that 
sentences SM1, SM2, SM3, SM4 and SMB are transmitted as appropriate on receipt of a 
SafetyNET message. Check also that sentences SM3, SMB and SMV are transmitted as 
appropriate on receipt of a shore-to-ship distress relay EGC message, including the 
appropriate handling of partial or missing information in the SMV of MMSI, vessel name, 
provided that there is valid information in the position fields. 

Confirm by observation that the SES provides at least one interface for position updating 
conforming to IEC 61162-1 or IEC 61162-450 unless integral electronic position fixing 
equipment is provided. 

Confirm by analytical evaluation the contents of the SMV sentence and confirm by observation 
that the ship's identifier and location data from a received distress alert relay is disseminated 
to the navigation display system in order to enable graphical display and possible linking to 
target information.  

6.4 Ship earth station identity  

(See 4.4)  

Confirm by observation of the equipment and by inspection of the manufacturer's 
documentation that there is no control external to the equipment that can enable the ship 
earth station's identity to be altered.  

6.5 Transmission of distress alerts/calls  

6.5.1 Priority 

(See 4.5.1) 
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6.5.1.1 Method of test 

The combination of standard tests and priorities given in Table 6 shall be performed.  

Table 6 – Testing with different priorities  

Test  Priority  

Test A  Distress priority   

Test A  Urgency priority   

Test A  Safety priority   

Test A  Routine priority   

 

All distress priority tests shall be set up from the local distress button.  

Duplex calls shall be set up from the EUT with each of the priorities (Distress, Urgency, 
Safety, Routine) shown in column 1 of Table 7. Test A shall then be performed with all of the 
priorities (Distress, Urgency, Safety, Routine) shown in column 2 of Table 7, without first 
clearing the original call in progress.  

Duplex facsimile calls (if provided) shall be set up from the EUT each with priority Routine 
(only priority available) as shown in column 1 of Table 8. Test A shall then be performed with 
all of the priorities (Distress, Urgency, Safety, Routine) shown in column 2 of Table 8, without 
first clearing the original call in progress.  

6.5.1.2 Required results  

Check by analytical evaluation that the EUT automatically pre-empts on-going calls of a lower 
priority of any type, no matter whether set up originally from the EUT or from shore-side. 

Check by analytical evaluation that pre-empted calls clear in accordance with normal clearing 
procedures and the higher priority call is set up automatically. 

Confirm by analytical evaluation that all results are in accordance with 6.1.4. 

Confirm by analytical evaluation that the outcomes are as shown in column 3 of Table 7.  

Confirm by analytical evaluation that the outcomes are as shown in column 3 of Table 8 if 
duplex facsimile calls are provided.  
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Table 7 – Pre-emption of calls set up from ship 

Priority of original  
call set up at ship  

Priority of subsequent calls set  
up from ship (from another  

authorized extension)  
Pre-emption  

required?  

Routine Routine No 

Routine Safety Yes 

Routine Urgency Yes 

Routine Distress Yes 

Safety  Routine  No  

Safety  Safety  No  

Safety  Urgency  Yes  

Safety  Distress  Yes  

Urgency  Routine  No  

Urgency  Safety  No  

Urgency  Urgency  No  

Urgency  Distress  Yes  

Distress  Routine  No  

Distress  Safety  No  

Distress  Urgency  No  

Distress  Distress  No  

 

Table 8 – Pre-emption of facsimile audio call set up from ship 

Priority of original  
facsimile call  
set up at ship 

Priority of subsequent call set  
up from ship (from another  

authorized extension) 

Pre-emption  
required? 

Routine Routine No 

Routine Safety Yes 

Routine Urgency Yes 

Routine Distress Yes 

 

6.5.2 Distress initiation  

(See 4.5.2) 

6.5.2.1 Distress button 

Confirm by observation that, when a distress button is operated, the audible and visible 
indications are made at all the positions from which distress calls/alerts can be made. Confirm 
that the equipment is indicating the status of the distress alert/call. 
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Confirm that the HMI includes a dedicated distress button that has no other function than 
activating distress transmissions. 

Confirm that a distress alert/call is activated only by means of a dedicated distress button (a 
physical button, not a touchscreen button) and that the dedicated distress button is not any 
key of a digital input panel or a keyboard provided on the equipment. 

Confirm that the distress button is clearly identified and protected against inadvertent 
activation, requiring at least two independent actions. The lifting of the protective lid or cover 
is considered as the first action and pressing the distress button as specified above is 
considered as the second independent action.  

Confirm that the distress button is red in colour and marked "DISTRESS" and that where a 
non-transparent protective lid or cover is used, it is red in colour and also be marked 
"DISTRESS".  

Confirm that the required protection of the distress button consists of a spring-loaded lid or 
cover permanently attached to the equipment by, for example, hinges and that it is not 
necessary for the user to remove additional seals or to break the lid or cover in order to 
operate the distress button.  

Confirm that the distress button has to be kept pressed for at least 3 seconds and that a 
flashing light and an intermittent audible signal starts immediately. 

Check and confirm by observation of the equipment and by inspection of the manufacturer's 
documentation that the equipment has interfaces suitable to enable the initiation and making 
of distress calls or distress alerts from a position remote from the HMI. 

Confirm by analytical evaluation that the distress button remote from the HMI, if installed, is in 
compliance with 4.5.2 and operational. 

6.5.2.2 Test using local distress button  

6.5.2.2.1 Purpose  

This test checks the operation of the EUT when setting up a distress call/alert using the local 
distress button and subsequently clearing it down by whatever means.  

6.5.2.2.2 Method of test  

Check by observation that dedicated distress buttons are provided with the equipment and 
confirm by observation that their design and operation comply with the requirements for 
distress alert in IEC 60945.  

Check by observation of the equipment and by inspection of the manufacturer's 
documentation that the equipment has interfaces suitable to enable the initiation and making 
of distress calls.  

Check by inspection that it is possible to select the contents of a distress alert before initiating 
a distress alert, but check also that it is possible to initiate a distress alert without selecting 
any content and that, in this case, the alert is undesignated. 

6.5.2.2.3 Required results  

Results shall be in accordance with 6.1.4.  
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