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INTERNATIONAL ELECTROTECHNICAL COMMISSION

INDUSTRIAL NETWORKS -
SINGLE-DROP DIGITAL COMMUNICATION INTERFACE -

Part 2: Functional safety extensions

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote international
co-operation on all questions concerning standardization in the electrical and electronic fields. To this end and
in addition to other activities, IEC publishes International Standards, Technical Specifications, Technical Reports,
Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC Publication(s)”). Their
preparation is entrusted to technical committees; any IEC National Committee interested in the subject dealt with
may participate in this preparatory work. International, governmental and non-governmental organizations liaising
with the IEC also participate in this preparation. IEC collaborates closely with the International Organization for
Standardization (ISO) in accordance with conditions determined by agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
misinterpretation by any end user.

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence between
any IEC Publication and the corresponding national or regional publication shall be clearly indicated in the latter.

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

6) All users should ensure that they have the latest edition of this publication.

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of patent
rights. IEC shall not be held responsible for identifying any or all such patent rights.

IEC 61139-2 has been prepared by subcommittee 65C: Industrial networks, of IEC technical
committee TC65: Industrial-process measurement, control and automation. It is an International
Standard.

The text of this International Standard is based on the following documents:

Draft Report on voting

65C/1168/FDIS 65C/1174/RVD

Full information on the voting for its approval can be found in the report on voting indicated in
the above table.

The language used for the development of this International Standard is English.
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This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in
accordance with ISO/IEC Directives, Part 1 and ISO/IEC Directives, IEC Supplement, available
at www.iec.ch/members_experts/refdocs. The main document types developed by IEC are
described in greater detail at www.iec.ch/standardsdev/publications.

A list of all parts in the IEC 61139 series, published under the general title Industrial networks
— Single-drop digital communication interface, can be found on the IEC website.

The committee has decided that the contents of this document will remain unchanged until the
stability date indicated on the IEC website under webstore.iec.ch in the data related to the
specific document. At this date, the document will be

e reconfirmed,

e withdrawn,

e replaced by a revised edition, or

e amended.

IMPORTANT - The "colour inside" logo on the cover page of this document indicates that it
contains colours which are considered to be useful for the correct understanding of its
contents. Users should therefore print this document using a colour printer.
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INTRODUCTION

The base technology of 10-Link™ 1 is subject matter of the international standard IEC 61131-9
being part of a series of standards on programmable controllers and the associated peripherals
such as remote I/O (RIO).

It specifies a single-drop digital communication interface technology — named SDCI, which
extends the traditional switching input and output interfaces as defined in IEC 61131-2 towards
a point-to-point communication link using coded switching. This technology enables the cyclic
exchange of digital input and output process data between a Master and its associated Devices
(sensors, actuators, I/O terminals, etc.). The Master can be part of a fieldbus communication
system or any stand-alone processing unit. The technology also enables the acyclic transfer of
parameters to Devices and the propagation of diagnosis information from the Devices to the
upper-level automation system (controller, host) via the Master.

Physical topology is point-to-point from each Device to the Master using 3 wires over distances
up to 20 m. The SDCI physical interface is backward compatible with the usual 24 V I/O
signalling specified in IEC 61131-2 and supports three transmission rates of 4,8 kbit/s,
38,4 kbit/s and 230,4 kbit/s are supported.

The main advantages of the SDCI technology are:

e dual use of either switching signals (DI/DO) or coded switching communication respectively,

e traditional switching sensors and actuators now providing alternatively single drop digital
communication within the same Device,

¢ one thin, robust, very flexible cable without shielding for power supply and signalling,

o lowest-cost digital communication down to the lowest end sensors and actuators.

The functional safety variant of SDCI is called SDCI-FS. Figure 1 shows an example positioning
of SDCI-FS in functional safety automation.

FS-PLC with
any FSCP
Ethernet-based fieldbus
“Classic” fieldbus
FS-Master
FSCP FSCP
RIO FS-DI SDCI-FS @ Local safety
A\~ signal processing
0OSSDe .
switching signals FS-Devices
«. @ .~

Same FS-Device

OSSDe — Communication IEC

Figure 1 — Positioning of SDCI-FS in functional safety automation

I0-Link™ is a trade name of the "lO-Link Community". This information is given for the convenience of users of

this specification and does not constitute an endorsement by the 10-Link Community of the trade name holder or

any of its products. Compliance to this document does not require use of the registered logos for | inkI™,

of the registered logos for 10-Link™ requires permission of the "1O-Link Community". blﬂ&ulﬁients
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In this example, a remote /O is connected to a functional safety programmable controller using
one of the FSCPs of the IEC 61784-3 series [1]2 to communicate with an FS-DI module and a
gateway to an SDCI-FS FS-Master. FS-Devices with OSSDe can be connected to FS-Dls or
FS-Masters. All FS-Devices can communicate with any FS-Master using the SDCI-FS protocol
regardless of the upper-level FSCP-system. The same is true for safety actuators (FS-Devices)
such as drives with integrated safety. This means the largest component commonality ® for
sensors and actuators similar to the DI and DO interfaces standardized within IEC 61131-2.

Safety sensors with OSSDe interfaces — equipped with SDCI-FS communication — can be
parameterized via auxiliary tools such as "USB-Masters", then connected to an FS-DI and
operated in OSSDe mode. They also can be operated in OSSDe mode on an FS-Master that
supports OSSDe. In case these safety sensors are equipped with SDCI-FS communication in
addition, they can be operated in both modes @, either OSSDe or SDCI-FS. This corresponds
to the SDCI SIO paradigm.

The concept of SDCI-FS allows for local safety signal processing if the gateway/FS-Master
provides a local safety controller ®.

This document provides the necessary extensions to IEC 61131-9 for functional safety
communication including standardization of OSSDe and parameterization within the domain of
safety for machinery. Figure 2 shows its relationships to international fieldbus and safety
standards as well as to relevant specifications (see Clause 2 and bibliography). Any functional
safety starts with risk assessment and risk reduction (ISO 12100). One possibility of risk
reduction is the usage of electrical or electronic control systems. For the design of those,
standards such as IEC 61508, |IEC 62061, and ISO 13849 can be used. Environmental
conditions such as EMC are covered by for example |IEC 61000-6-7. Further aspects are
installations and security issues. A number of product standards such as IEC 60947-5-3 and
ISO 14119 complement the generic or sector standards.

2 Numbers in square brackets refer to the Bibliography. Documents

Document Sharing Hub

Full document details: IEC 61139-2-2022


http://www.avadocuments.com/doc/iec-61139-2-2022
http://www.avadocuments.com/doc/iec-61139-2-2022

-16 — IEC 61139-2:2022 © IEC 2022

Product standards

1ISO 14119 IEC 60947-5-3 IEC 61496 IEC 61131-6 | | IEC 61800-5-2
Interlocking Proximity Safety f.e.g Safety for Safety functions
devices switches light curtains PLC for drives

1ISO 12100
General principles for design -
Risk assessment and risk reduction

A 4

FSCP Security IEC 62443 E Design of safety—_related electrical, electronic, and program- i

Guide - Security ' mable electronic control system (SRECS) for machinery :

; SIL based PL based i

IEC 62453 SDCI Design E Design objective i
Communication server Guide 4_5;| """"""""" 7T 7| Applicable standards |
i v 1

I I IEC 61000-1 2___-E IEC 002041 . |

o ! Safety of 1ISO 13849 i

AIDA Msthods i electrical Safety-related parts | !
Position | <«— [|EC 61000-6-7 : equipment of machinery i
paper IEC 61139-2 Generic EMC | 7Y (SRPCS) :
Functional safety and FS ' v . '

extensions +— IEC61326-31 | | |Us:NFPATS Non-electrical 1

ZVEI i S0, EMC and FS ! (2006) Electrical |
Position i i
paper i !
IEC 61784-3 ; !

4 Functional safety i A4 v !

IEC 61131-9 communication : IEC 62061 - i

Single drop digital f i Functional safety :

communication interface IEC 61508 ! for machinery i

for small sensors Fumeiorel sefel > E

and actuators (SDCI) (FS) Y i (SRECS) !

Key |:| (yellow) safety-related standard/documents |:| (blue) fieldbus-related standards

[ (orange) SDCl-related standard [ (dashed orange) this document
IEC

Figure 2 — Relationship of this document to standards

SDCI-FS can be used for functional safety applications according to IEC 62061 and IEC 61508
up to SIL3 and/or according to ISO 13849 up to PLe.
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INDUSTRIAL NETWORKS -
SINGLE-DROP DIGITAL COMMUNICATION INTERFACE -

Part 2: Functional safety extensions

1 Scope

This part of IEC 61139 specifies the extensions to SDCI in IEC 61131-9 for functional safety.
This comprises:

e a standardized OSSDe interface for redundant switching signals based on IEC 61131-2,

e minor modifications/extensions to state machines of SDCI to support the safety operations,

e alean functional safety communication protocol on top of the standard SDCI communication
which is a black channel according to IEC 61784-3:2021,

e protocol management functions for configuration, parameterization, and commissioning,
o |ODD extensions for functional safety,

e a Device tool interface to support Dedicated Tools according to functional safety standards.
This document does not cover:

e communication interfaces or systems including multi-point or multi-drop linkages,
e communication interfaces or systems including multi-channel or encrypted linkages,
e wireless communication interfaces or systems,

e integration of SDCI-FS into upper-level systems such as fieldbuses/FSCPs.
2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies.
For undated references, the latest edition of the referenced document (including any
amendments) applies.

IEC 60204-1, Safety of machinery — Electrical equipment of machines — Part 1. General
requirements

IEC 61010-2-201, Safety requirements for electrical equipment for measurement, control and
laboratory use — Part 2-201: Particular requirements for control equipment

IEC 61131-2, Industrial-process measurement and control — Programmable controllers — Part 2:
Equipment requirements and tests

IEC 61131-9:—3, Programmable controllers — Part 9: Single-drop digital communication
interface for small sensors and actuators (SDCI)

IEC 61496-1, Safety of machinery — Electro-sensitive protective equipment — Part 1. General
requirements and tests

3 Under preparation. Stage at the time of publication: IEC/CFDIS 61131-9:2022. Documents
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IEC 61508-3, Functional safety of electrical/electronic/programmable electronic safety-related
systems — Part 3: Software requirements

IEC 61784-3:2021, Industrial communication networks — Profiles — Part 3: Functional safety
fieldbuses — General rules and profile definitions

IEC 62061, Safety of machinery — Functional safety of safety-related control systems
IEC 62443 (all parts), Security for industrial automation and control systems
ISO 639-2, Codes for the representation of names of languages — Part 2: Alpha-3 code

ISO 639-3, Codes for the representation of names of languages — Part 3: Part 3: Alpha-3 code
for comprehensive coverage of languages

ISO 13849-1, Safety of machinery — Safety-related parts of control systems — Part 1. General
principles for design

3 Terms, definitions, symbols, abbreviated terms, and conventions

3.1 Terms and definitions

For the purposes of this document, the terms and definitions given in IEC 61131-1 and
IEC 61131-2 apply. ISO and IEC maintain terminological databases for use in standardization
at the following addresses:

e |EC Electropedia: available at http://www.electropedia.org/
e |SO Online browsing platform: available at http://www.iso.org/obp

3.2 Common terms and definitions

3.2.1

address

part of the M-sequence control to reference data within data categories of a communication
channel

3.2.2

application layer

AL

<SDCI>*4 part of the protocol responsible for the transmission of Process Data objects and On-
request Data objects

3.2.3
block parameter
consistent parameter access via multiple Indices or Subindices

3.24

checksum

<SDCI> complementary part of the overall data integrity measures in the data link layer in
addition to the UART parity bit

4 Angle brackets indicate validity of the definition for the SDCI technology Documents
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3.2.5
coded switching
SDCI communication, based on the standard binary signal levels of IEC 61131-2

3.2.6
CcCOoM1
SDCI communication mode with transmission rate of 4,8 kbit/s

3.2.7
COM2
SDCI communication mode with transmission rate of 38,4 kbit/s

3.2.8
COM3
SDCI communication mode with transmission rate of 230,4 kbit/s

3.2.9
COMx
one out of three possible SDCI communication modes COM1, COM2, or COM3

3.2.10
communication channel
logical connection between Master and Device

Note 1 to entry: Four communication channels are defined: process channel, page and ISDU channel (for
parameters), and diagnosis channel.

3.2.11
communication error
unexpected disturbance of the SDCI transmission protocol

3.2.12

cycle time

time to transmit an M-sequence between a Master and its Device including the following idle
time

3.2.13
Device
single passive peer to a Master such as a sensor or actuator

Note 1 to entry: Uppercase "Device" is used for SDCI equipment, while lowercase "device" is used in a generic
manner.

3.2.14

Direct Parameter

directly (page) addressed parameter transferred acyclically via the page communication
channel without acknowledgement

3.2.15

dynamic parameter

part of a Device's parameter set defined by on-board user interfaces such as teach-in buttons
or control panels in addition to the static parameters

Documents

Document Sharing Hub

Full document details: IEC 61139-2-2022


http://www.avadocuments.com/doc/iec-61139-2-2022
http://www.avadocuments.com/doc/iec-61139-2-2022

-20 - IEC 61139-2:2022 © IEC 2022

3.2.16
Event
instance of a change of conditions in a Device

Note 1 to entry: Uppercase "Event" is used for SDCI Events, while lowercase "event" is used in a generic manner.

Note 2 to entry: An Event is indicated via the Event flag within the Device's status cyclic information, then acyclic
transfer of Event data (typically diagnosis information) is conveyed through the diagnosis communication channel.

3.2.17
fallback
transition of a port from coded switching to switching signal mode

3.2.18

ISDU

indexed service data unit used for acyclic acknowledged transmission of parameters that can
be segmented in a number of M-sequences

3.2.19
M-sequence
sequence of two messages comprising a Master message and its subsequent Device message

3.2.20

M-sequence control

first octet in a Master message indicating the read/write operation, the type of the
communication channel, and the address, for example offset or flow control

3.2.21
M-sequence type
one particular M-sequence format out of a set of specified M-sequence formats

3.2.22

Master

active peer connected through ports to one up to n Devices and which provides an interface to
the gateway to the upper-level communication systems or PLCs

Note 1 to entry: Uppercase "Master" is used for SDCI equipment, while lowercase "master" is used in a generic
manner.

3.2.23

message

<SDCI> sequence of UART frames transferred either from a Master to its Device or vice versa
following the rules of the SDCI protocol

3.2.24

On-request Data

acyclically transmitted data upon request of the Master application consisting of parameters or
Event data

3.2.25

physical layer

first layer of the ISO-OSI reference model, which provides the mechanical, electrical, functional,
and procedural means to activate, maintain, and de-activate physical connections for bit
transmission between data-link entities

Note 1 to entry: Physical layer also provides means for wake-up and fallback procedures.

[SOURCE: ISO/IEC 7498-1, 7.7.2, modified — the descriptive text has been extracted from 7.7.2,
the note has been added.]
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3.2.26
Port
<SDCI> communication medium interface of the Master to one Device

3.2.27
Port operating mode
state of a Master's Port that can be either INACTIVE, DO, DI, FIXEDMODE, or SCANMODE

3.2.28

Process Data

input or output values from or to a discrete or continuous automation process cyclically
transferred with high priority and in a configured schedule automatically after start-up of a
Master

3.2.29

SIO

Port operation mode in accordance with digital input and output defined in IEC 61131-2 that is
established after power-up or fallback or unsuccessful communication attempts

3.2.30

switching signal

binary signal from or to a Device when in SIO mode (as opposed to the "coded switching" SDCI
communication)

3.2.31

System Management

SM

<SDCI> means to control and coordinate the internal communication layers and the exceptions
within the Master and its ports, and within each Device

3.2.32

UART frame

<SDCI> bit sequence starting with a start bit, followed by eight bits carrying a data octet,
followed by an even parity bit and ending with one stop bit

3.2.33
wake-up
procedure for causing a Device to change its mode from SIO to SDCI

3.2.34

wake-up request

WURQ

physical layer service used by the Master to initiate wake-up of a Device, and putitin a receive
ready state

3.3 Terms and definitions related to SDCI-FS

3.31

error

discrepancy between a computed, observed, or measured value or condition and the true,
specified or theoretically correct value or condition

Note 1 to entry: Errors may be due to design mistakes within hardware/software and/or corrupted information due
to electromagnetic interference and/or other effects.

Note 2 to entry: Errors do not necessarily result in a failure or a fault.

SOURCE: [IEC 61508-4:2010, 3.6.11, modified — The notes have been added.]
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3.3.2

failure

termination of the ability of a functional unit to perform a required function or operation of a
functional unit in any way other than as required

Note 1 to entry: Failure may be due to an error (for example, problem with hardware/software design or message
disruption)

SOURCE: [IEC 61508-4:2010, 3.6.4, modified — The notes have been removed and replaced
by a new note and the figure has been deleted.]

3.3.3

fault

abnormal condition that may cause a reduction in, or loss of, the capability of a functional unit
to perform a required function

Note 1 to entry: |EV 191-05-01 defines “fault” as a state characterized by the inability to perform a required function,
excluding the inability during preventive maintenance or other planned actions, or due to lack of external resources.

SOURCE: [IEC 61508-4:2010, 3.6.1, modified — The reference to Figure 4 of IEC 61508-4:2010
in the note has been removed.]

3.34

FS-Device

single passive peer such as a functional safety sensor or actuator to a Master with functional
safety capabilities

3.3.5

FS-Master

active peer with functional safety capabilities connected through Ports to one up to n Devices
or FS-Devices and which provides an interface to the gateway to the upper-level communication
systems (NSR or SR) or controllers with functional safety capabilities

3.3.6
FSP parameter
parameter set for the administration and operation of the SDCI-FS protocol

3.3.7
FST parameter
parameter set for the safety-related technology of an FS-Device, for example light curtain

3.3.8

Safety PDU

Safety Protocol Data Unit

SPDU

PDU transferred through the safety communication channel

[SOURCE: IEC 61784-3:2021, 3.1.47, modified — Notes have been removed and admitted term
Safety Protocol Data Unit has been added.]
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3.4 Symbols and abbreviated terms

AIDA

AL
BEP
Cc/Q

CRC
DDO
DI
DIP
DL
DO
DS
DTI
DTM
FDI
FDT
FS
FSCP

FS-AI/AO
FS-DI/DO
FSP

FST

I/0

IODD
IOPD

1/Q

L-

L+

LSO, MSO
M12

N24

NSR

oD

OK

0OSSD

0OSSDe

OSSD1/2e
OSSDm

Automatisierungsinitiative

DeutscherAutomobilhersteller (Automation initiative of

the German automotive manufacturers)
application layer
bit error probability

connection for communication (C) or switching (Q)
signal (SI0)

cyclic redundancy check
Device data object
digital input

dual in-line package
data link layer

digital output

data storage

Device Tool Interface
Device Type Manager
Field Device Integration
Field Device Tool
functional safety

functional safety communication profile (for example
IEC 61784-3 series [1])

functional safety analog input/output
functional safety digital input/output
functional safety protocol (parameter)
functional safety technology (parameter)
input / output

IO Device Description

SDCI Parameterization & Diagnostic tool
connection with several options: DI, OSSD2e, or DO
power supply (-)

power supply (+)

least significant octet, most significant octet
circular connector

24 V extra power supply (-); Port class B
non-safety-related

On-request Data

"OK", values or state correct

output signal switching device (self-testing electronic
device with built-in OSSD)

output signal switching device (self-testing electronic
device with built-in OSSD according to this document)

pin assigment of both OSSDe signals

output signal switching device (relay and solid state
outputs)
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P24
PD
PDin

PDout

PDCT
PDU
PFH
PID
PL
PLC
PS
RIO
rms
SCL
SDCI
SDCI-FS

sio
SLM
SM
SPDU
SR
ssl
TAF
TBF
TPF
UART
UML 2
USB
WURQ
XML

—24—

24 V extra power supply (+); Port class B
Process Data

functional safety input process data (from an FS-
Master's view)

functional safety output process data (from an FS-
Master's view)

port and Device configuration tool

protocol data unit

average frequency of a dangerous failure per hour
program interface description

physical layer

programmable logic controller

power supply (measured in V)

remote 1/0

root mean square ("effective")

safety communication layer

single-drop digital communication interface

single-drop digital communication interface for
functional safety

standard input output (digital switching mode)
safety layer manager

system management

safety protocol data unit

safety-related

synchronous serial interface (usually for encoders)
temporary acknowledgment file

temporary backchannel file

temporary parameter file

universal asynchronous receiver transmitter
unified modeling language, edition 2
universal serial bus

wake-up request pulse

extensible markup language

3.5 Conventions

3.51 Behavioral descriptions

IEC 61139-2:2022 © IEC 2022

[IEC 61508-4]

[IEC 61131-9]

[IEC 61131-2]

[ISO/IEC 19505-2]

[www.usb.org]

For the behavioral descriptions, the notations of UML 2 are used, mainly for state and sequence
diagrams (see [2], [3], [4]).

Events to trigger a transition usually can be a signal, service call, or timeout. Logic conditions
(true/false) shall be the result of a [guard]. To alleviate the readability and the maintenance of
the state machines, the diagrams do not provide the actions associated with a transition. These
actions are listed within a separate state-transition table according to [5].
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The state diagrams shown in this document are entirely abstract descriptions. They do not
represent a complete specification for implementation.

3.5.2 Memory and transmission octet order

Figure 3 demonstrates the order that shall be used when transferring WORD based data types
from memory to transmission and vice versa.

NOTE Existing microcontrollers can differ in the way WORD based data types are stored in memory: "big endian”
and "little endian". If designs are not considering this fact, octets can be erroneously permuted for transmission.

Depending on the architecture

"Big endian" «—— . ) "Little endian”
of the microcontroller in use
D ERGELEE TR PP EEEE .
Memory n+1 LSO : » MSO | n+1 | Memory

addresses MSO 4------------": . o Lso " addresses

vy \ A

Transmission «——— MSO LSO

0 Transmission time !

IEC

Figure 3 — Memory and transmission octet order

4 Overview of SDCI-FS

4.1 Purpose of the technology and feature levels
4.1.1 Base SDCI-FS technology

This document specifies a new lean functional safety communication protocol on top of the
existing SDCI transmission system specified in IEC 61131-9. Figure 4 illustrates how the
corresponding SDCI-FS communication layers are located within the architectural models of
Master and Device such that they become FS-Master and FS-Device. Most of the original SDCI
design remains unchanged for this document.

To upper-level safety system [ 4
4
FS-Device Application FS-Master Application
Safety Safety

Communication Layer Communication Layer (FS-Master) Tool:

- Configuration,

- Parameterization,

- Diagnosis,

- Identification and
maintenance

[ SDCI+SDCI-FS data transmission

IEC

Figure 4 — SDCI-FS communication layer model
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The SDCI-FS communication layer accommodates the functional safe transmission protocol.
This protocol generates a safety PDU consisting of the FS-1/0 data, protocol control or status
data, and a CRC signature. The safety PDU together with optionally non-safety-related data is
transmitted as SDCI Process Data between an FS-Master and one single FS-Device
(point-to-point). It is suitable for functional safety applications up to SIL3 or PLe and the PFH
for one connection is less than 10-9/h.

SDCI-FS increases the number of Port modes and thus requires changes to the Physical Layer
and Configuration/System Management.

Changes are required for the Master-(Software)-Tool to provide the necessary safety-related
configuration and parameterization of the protocol (FSP-Parameter) as well as of the particular
FS-Device technology (FST-Parameter).

SDCI-FS also supports OSSDe as a migration strategy, like the SIO mode. It does not support

e wireless connections between FS-Master and FS-Device (see Clause H.2),

e cascaded FS-Master/FS-Device systems.
4.1.2 From "analog" and "switching" to communication

In "Safety-for-Machinery", usually the switch states (on/off) of relays or sensors are transmitted
similar to standard SDCI (SIO) as a 24 V or 0 V signal to FS-DI-Modules within remote 1/Os. In
contrast to standard SDCI-FS, due to safety requirements, these signals are redundant, either
equivalent (OSSDe = 11>00) or antivalent (OSSDm = 01->10) switching.

NOTE OSSDe stands for IEC 61496-1 and OSSDm for IEC 60947-5-5 concepts (see [6]).

The electrical characteristics for the OSSDe interface are following IEC 61131-2, type 1
(see Figure 5).

Pin Signal Definition Standard

1 L+ 24V IEC 61131-2

2 1/1Q Not connected, IEC 61131-2
DI/ 0SsD2e, or DO

3 L- oV IEC 61131-2

4 Q DI/ 0SsD2e, or DO IEC 61131-2

4.8 /38,4 /230,4 kbit/s [¢] "Coded switching” COM1...3 IEC 61131-9

+new SDCI-FS IEC 61139-2

Key: OSSDe = Equivalent switching redundant signals

IEC
Figure 5 — Port interface extensions for SDCI-FS

Measurement of physical quantities such as temperature, pressure, position, or strain
(FS-Al-Modules) has several interface solutions such as 4 mA to 20 mA, 0V to 10 V, or SSI,
but no common signal transmission technology (see Figure 6, left).

Actuators such as motors can be de-energized via FS-DO-Modules and connected relays as
shown in Figure 6 (left).
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FS-Al FS-DI FS-DO FS-Master
eg.0..10V OSsD PM-switching SDCI-FS
C a =
_-_
Measurement: Electro-mechanics: Electro-mechanics: Measurement: Sensors: Actuators:
- Temperature, - E-Stop, - Relays - Temperature, - E-Stop (self-testing) - Drives
- Pressure, - Two hands control - etc. - Pressure, - Light curtains - Switch gear
- Length, - Floor mat - Length, - etc. - Valves
- Strain, - etc. - Strain,

IEC
Figure 6 — Migration to SDCI-FS

Without additional interfaces, it was not possible in all cases to configure or parameterize the
safety devices or to receive diagnosis information.

SDCI-FS can now provide a functional safe and reliable solution for process data exchange
(signal states and measurement values) via single drop digital communication (SDCI), as well
as parameterization and diagnosis (see Figure 6, right).

41.3 Minimized paradigm shift from FS-DI to FS-Master

Similar to nowadays safety devices for FS-DI modules (see Figure 7) and in contrast to FSCP-
based safety devices, it is not necessary to

a) setup an authenticity code switch or adequate software solution,

b) assign a watchdog time,

c) use any software tool in case of FS-Device replacement.

Authenticity is guaranteed through checking of the correct FS-Device to the assigned FS-Master

Port during commissioning like FS-DI modules. However, SDCI-FS provides means to discover
any incorrect plugging.

SDCI-FS uses a watchdog timer for the transmission of safety data in time (Timeliness). The
system is able to calculate the required watchdog time automatically due to the point-to-point
nature of the transmission.

FS-Device replacement without tools can be achieved using the original SDCI Data Storage
mechanism.
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FS-DI FS-Master
* No authenticity code switches m
* No watchdog time assignments @2
Redundant . ><
signals (OSSD) SDCI-FS * No tool at FS-Device replacement
£ £ .
' « Port selective passivation in case of Port fault ><

Safety sensor FS-Device + SDCI cable: 20 m, flexible, no shielding

IEC
Figure 7 — Minimized paradigm shift from FS-DI to FS-Master

The FS-Master supports port selective passivation in case of a port fault and signal granular
passivation in case of a channel fault within for example a remote /O terminal ("Hub")
connected to an FS-Master Port.

Cables are the same as with SDCI, i.e. unshielded with a maximum of 20 m. However, due to
the higher permitted power supply current of 1000 mA per Port, the overall loop resistance RL

can only be 1,2 Ohm (see Table 9 and IEC 61131-9).

Compliance to AIDA rules requires cable color to be any except yellow. However, the connector
color shall be yellow (RAL 1004).

4.1.4 Following the SDCI paradigm (SIO vs. OSSDe)

Standard SDCI-FS supports a port type A (4 pins) without extra power supply and a port type
B (5 pins) with extra 24 V power supply (see IEC 61131-9). SDCI-FS takes care of several
specification levels "a" to "d" (see Figure 8). The number of pins refers to the possible FS-

Master pins.
2 )
>
o
P
% SDCI class B paradigm tier Level d:
i Extra 24 V power
(5 pins)
SDCI SIO paradigm tier Level c:
OSSDe supported
(4 pins with 5t pin as hole in M12)
Level b:
OSSDe tolerated
(4 pins with 5t pin as hole in M12)
Level a:
Safety communication only
(maximum of 3 pins; open wires)

FS-Master types

IEC

Figure 8 — FS-Master types and feature levels
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The original pin layouts of SDCI for port class A are shown in Figure 9 together with the

extensions for level "a" through "c". Table 1 shows the details of these levels.

FS-Master

L+ (24 V /> 1 000 mA)

?

FS-Device

L+ (24 V /< 1 000 mA)

Q/C/OSSDe1
+ SDCI-FS

Q/C/FS-DI 1

OSSDe2 + SDCI-FS

O

L- (0V /<1000 mA) L- (0 V/> 1000 mA)

Type C (class 1):
test pulse length < 1 ms

Port off / on

Test pulses Test pulses
0SSDef 0SSDef _|_| |_| |J
0SSDe? || || || 0OSSDe2 || || ||

Possible operations:

- S10/ 0SSDe

NC/DI/FS-DI 2

Wake-up pulse

[

- SDCI/ SDCI + SDCI-FS

Figure 9 — Original pin layout of SDCI (port class A)

IEC

Level "a" provides communication only (Pin 1, 3, and 4). That means support for sensor-type

FS-Devices and actuator-type FS-Devices.

Due to the redundant nature of most of the safety device interfaces, SDCI-FS considers pin 2
for the redundant signal path (e.g. OSSD2e) besides pin 4 for the primary signal path
(e.g. OSSD1e)>. Thus, level "b" allows FS-Devices to provide OSSDe outputs besides the
SDCI-FS communication capability. They can be parameterized with the help of a "USB-Master"
and be connected to any FS-DI module in switching mode. When connected to an FS-Master,

safety and standard non-safety communication is possible.

Level "c" corresponds to the SIO level of standard SDCI Master. In this case, the FS-Master

supports an OSSDe mode besides communication (Pin 1, 3, 4 and 2).

Table 1 shows the pin layout and possible operational modes for the feature levels

the port class A FS-Device and FS-Master.

a" to "c" of

S FS-Devices are based on electronics and not on relays. Thus, the electronic version OSSDe'is corD(QrQuments
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Table 1 — Operational modes of feature level "a" to "c" (port class A)

Feature FS-Device FS-Master
level
Pin 2 Pin 4 Pin 2 Pin 4
"a" - NC, DI, DO - DI, DO - NC, DI, DO - DI, DO
- SDCI - SDCI
- SDCI + SDCI-FS - SDCI + SDCI-FS
"pb" - NC, DI, DO - DI, DO - NC, DI, DO - DI, DO
- OSSD2e - OSSD1e - SDCI
- SDCI - SDCI + SDCI-FS
- SDCI + SDCI-FS
"c" - NC, DI, DO - DI, DO - NC, DI, DO - DI, DO
- OSSD2e - OSSD1e - FS-DI2 - FS-DI1
- SDCI - SDCI
- SDCI + SDCI-FS - SDCI + SDCI-FS

Figure 10 shows the optimized OSSDe commissioning with FS-Masters:

e No filter adjustments due to fixed maximum test pulse length of 1 ms according to type C
and class 1 in [7], and

e No discrepancy time adjustments due to fixed maximum discrepancy.

* No filter adjustments %

» No discrepancy time adjustments X

FS-DI FS-Master

Redundant signals -
(OSSDe) - Port selective passivation in case of Port fault ><

f « SDCI cable: 20 m, flexible, no shielding

Safety sensor FS-Device
IEC

Figure 10 — Optimized OSSDe commissioning with FS-Master

4.1.5 Port class B
A Port class B provides for an extra 24 V power supply for actuators supplementing the main

24 V power supply of SDCI. See IEC 61131-9 for constraints on this extra power supply
especially the requirement for electrical isolation of Power 2 from Power 1.

Figure 11 shows the pin layout, signal, and power supply assignment as well as the internal
switch for L+.
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FS-Device FS-Master
L+ (24 V)

T ?

Power switch control

Q/C + SDCI-FS [ P24

L- (0V) L-(0V)
IEC

Figure 11 — Level "d" of an FS-Master (Class B)

4.1.6 "USB-Master" with safety parameterization

It is possible to use upgraded "USB-Masters" for off-site configuration, parameterization and
test as shown in Figure 12.

Due to functional safety requirements, it will be necessary to extend the Master-Tool software
for the functional safe configuration and parameterization of the FS-Device technology
(FST-Parameters). See F.4.1 for use case.

Table 2 shows the device types that can be supported by such a "USB-Master".

Off-Site configuration and parameterization

FS-DI Module
4 "USB Master”
Tool software
with safety
A UsB
~—
0OSSDe ’ ’ ~"USB Master"
FS-Device FS-Device

IEC
Figure 12 — Off-site configuration and parameterization

4.1.7 Interoperability matrix of safety devices

Table 2 provides an overview of typical safety sensors and actuators and their interoperability
with FS-Masters of different feature levels, a "USB-Master" upgraded to safety
parameterization, and conventional FS-DI modules connected to FSCPs.
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Table 2 — Interoperability matrix of safety devices

Device type FS-Master "USB- FS-DI
; Master" module
Communi- 0SSDe 0SSDe with safety (FSCP)
cation tolerated supported parameteri-
wan wp" nen zation
Sensor with OSSDe 2 - - OSSDe - 0OSSDe
Sensor with OSSDe and SDCI - - 0OSSDe SDCI b OSSDe
Sensor with OSSDe and SDCI-FS SDCI-FS SDCI-FS OSSDe or SDCI OSSDe
SDCI-FS
Sensor with SDCI-FS communication SDCI-FS SDCI-FS SDCI-FS SDCI -
only, e.g. light curtain
Sensor with OSSDm, e.g. E-Stop - - - - OSSDm
Actuator with SDCI-FS, e.g. 400 V SDCI-FS SDCI-FS SDCI-FS SDCI -
power drive, low voltage switch gear
Key SDCI-FS = SR and NSR data exchange USB = Universal Serial Bus, currently the most
s ) ) common interface amongst possible others for offsite
Pin layout according to [8]. parameterization tools due to fast communication
b Pin layout may differ combined with power supply

4.2 Positioning within the automation hierarchy

Figure 13 shows the positioning of SDCI-FS within the automation hierarchy.

Classic safety is relay based and thus seemed to be straightforward, easily manageable, and
reliable. However, the same criteria that led to the success of fieldbuses, led to the success of
functional safety communication profiles (FSCP) on top of the fieldbuses also: reduced wiring,
variable parameterization, detailed diagnosis, and more flexibility. SDCI is the perfect
complement to the fieldbus communication and bridges the gap to the lowest cost sensors and
actuators. It not only provides communication, but power supply on the same flexible and
unshielded cable. One type of sensor can be used in the traditional switching mode or in the
coded switching mode (communication).

SDCI-FS follows exactly this paradigm with its OSSDe.
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Engineering:
Parameter - configuration
PLC/FS-PLC/OCP-UA ’
Internet, IT, l I server 4 - parameterization,

browser

Fieldbus controller i | A : Sirzgszzigata

C
.9
© - identification and
E maintenance
C
e.g. XML, JSON 2 Ethemet
e}
2 Master Tool:
ic ) . (PDCT/IODD):
Embedded Webserver| OPC-UA | Fieldbus interface ubP 4 - configuration,
controller: e.g. Gateway Application Gateway Application GA d parameterization,
Drive, Client ID a ClientID b (FSCP) ClientiDb | |CID d - process data
- - diagnosis,
Standardized Master Interface (SMI) _identification and
FS-Master Data storage ! ! maintenance
g Port 1 Port 2 Port n
? Key
CID ClientID
) ) GA Gateway Application
Device FS-Device FS-Device ) JSON  JavaScript Object Notation
Dedicated L
tool OPC-UA Open platform communications
Application FS-Terminal AR Application Unified Architecture
e L UDP User Datagram Protocol
L description Dovicon =X

Device e XML Extensible Markup Language
description description Combined NSR and
Switching devices I:I SR technology
IEC

Figure 13 — SDCI-FS within the automation hierarchy

It aims for two main application areas. One is building up safety functions across the SDCI-FS
communications and the functional safety communications across fieldbuses. The other builds
up safety functions "locally" between an "embedded" safety controller and safety sensors/actua-
tors using SDCI-FS communication.

SDCI-FS allows for building up power saving FS-Devices ("green-line"), for self-testing safety
sensors in order to avoid yearly testing, for the reduction of interface types (e.g. 0 Vto 10V,
4 mA to 20 mA, etc.), and for robust and reliable transmission of safety information.

Finally, it is a precondition for new automation concepts such as Industry 4.0 or the Internet-of-
Things (loT).

4.3 Wiring, connectors, and power supply

Port class A types (3 to 4 wires): Cables and connectors as specified in IEC 61131-9 for Class
A can be used for SDCI-FS also. However, due to the higher permitted power supply current of
up to 1000 mA per Port, the overall loop resistance RL; can only be 1,2 Ohm. No shielding is

required.

Port class B types (5 wires): Cable, wire gauges, shielding, maximum switched currents,
interference, signal levels, etc. are not specified within this document.

4.4 Relationship to SDCI

The SDCI communication and its SIO mode are used as the base vehicle ("black channel") for
SDCI-FS. Besides SDCI-FS, any FS-Master Port can also be configured for standard SDCI
operation.

The independent signal inputs of the SIO mode on Pin 2 and Pin 4 are scanned by an FS-Master
simultaneously to achieve an OSSDe interface. The result is propagated to the upper-level
safety system as one safety signal. A new Safety Layer Manager supports this feature.
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Another new Port configuration mode enables the SDCI-FS communication. Standard state
machines are slightly extended to support

e detection of a Ready pulse from the FS-Device on Pin 4;

e power supply (Pin 1) switching OFF/ON in case an FS-Device missed the Wake-up
sequence and started its OSSDe operation;

e transmission of functional safety protocol parameters (FSP) during PREOPERATE from FS-
Master to the FS-Device;

e activation of the SDCI-FS communication layer (SCL);

e activation of the FS Process Data Exchange within the Safety Layer Manager.
4.5 Communication features and interfaces

FS Process Data from and to an FS-Device are always packed into a safety code envelop
consisting of the port number, a safety PDU counter, protocol Control/Status information, and
a 16/32-bit CRC signature. The minimum safety PDU size is 4 octets in case of no FS Process
Data. SDCI-FS uses M-Sequence TYPE_2 V.

Only a subset of the SDCI data types is permitted: Boolean (packed as record), IntegerT(16),
and IntegerT(32).

Parameterization within the domain of safety for machinery requires a "Dedicated Tool" per
FS-Device or FS-Device family. The Device Tool Interface (DTI) based on proven technology
has been chosen for the links between FS-Master Tool, FS-Device, and its "Dedicated Tool".
The FS-Master Tool shall provide communication means for a "Dedicated Tool" to allow for the
transmission of safety technology parameters (FST parameters) to and from an FS-Device. The
"Dedicated Tool" and the FS-Device are both responsible for sufficient means to secure the
transmitted data, for example via CRC signature or read-back.

4.6 Parameterization

SDCI-FS comprises a three-tier concept. The first tier is IODD based and contains all basic
non-safety parameters for a Device or FS-Device.

The second tier requires an extension of the IODD for the fixed set of protocol parameters
(FSP). These parameters are safety-related and secured via CRC signature against unintended
changes of the IODD file. The interpreter of the FS-Master Tool provides a safety-related
extension for the handling of the FSP parameters. Usually, the FS-Master Tool is able to
determine and suggest the FSP parameter assignments (instance values) automatically and
thus relieves the user from assigning these values initially. He can check the plausibility of the
values and modify them if required.

The third tier deals with technology specific safety parameters (FST) of an FS-Device. SDCI-FS
classifies two types of FS-Devices. Type "basic" requires only a few orthogonal FST
parameters, whereas type "complex" can have a number of FST parameters requiring business
rules and verification or validation wizards. Usually, the latter comes already with existing PC
software ("Dedicated Tool") used for several functional safety communication profiles for
fieldbuses.

The FST parameters for type "basic" are coded as any non-safety parameter within the 10DD.
They can be modified and downloaded to the FS-Device as usual. However, a diverse second
path allows for checking these assignments for correctness. At the end of a parameterization
session, the user launches a safety-related "Dedicated Tool" (FS-IOPD) for the calculation of a
CRC signature across all FST instance values provided by the FS-Master Tool.
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For both types of FS-Devices, the "Dedicated Tool" presents a CRC signature, which the user
can copy into one of the FSP parameters. Upon reception of the FSP parameters at start-up,
the FS-Device calculates a CRC signature across the locally stored instance values and
compares it with the received CRC signature.

This method is used also for the check after using the SDCI Data Storage mechanism.

4.7 Role of FS-Master and FS-Gateway

The role of the FS-Master is extended to safe monitoring of Process Data, transferred to and
from FS-Devices with respect to timeliness, authenticity, and data integrity according to
IEC 61784-3:2021. Concerning authenticity, it uses the authenticity code assigned to the
FS-Master by the upper-level FSCP system and the port number. This prevents from local port
related misconnections and misconnections whenever several FS-Masters are located side by
side.

An FS-Master can be equipped by a safety controller, for example according to IEC 61131-6,
or vice versa, and thus build-up a stand-alone safety system with its own complete safety
functions.

With the help of an FS-Gateway in conjunction with the FS-Master, safety functions can be
build-up across the upper-level FSCP system using the safety sensors and actuators connected
to the FS-Master.

4.8 Mapping to upper-level systems

Specification of the mapping to an upper-level FSCP system is the responsibility of the fieldbus
organization. SDCI-FS made provisions to meet the majority of FSCPs for example via reduced
number of data types, descriptions of safety 10 data, port selective passivation, and operator
acknowledgment signals to prevent from automatic restart of machines.

4.9 Structure of the document

The structure of this document complies mostly with the structure of IEC 61131-9. Clause 5
specifies the extensions to the Physical Layer (PL), mainly the OSSDe issues, the wake-up
behavior, and the additional Port modes. Extensions to SIO are specified in Clause 6, those to
data link layer (DL) in Clause 7, those to system management (SM) in Clause 8, those to the
FS-Device in Clause 9, and those to the FS-Master in Clause 10.

The core part of this document is the safety communication layer (SCL) in Clause 11. It
comprises the SCL services, protocol, state machines, and management. In addition, it deals
with integrity measures, with protocol (FSP) and technology (FST) parameters, with the
integration of "Dedicated Tools" via Device Tool Interface (DTI) technology, with port selective
passivation, and with SCL diagnosis. Clause 12 complements the core part by functional safety
processing either through mapping to the upper-level system or local.

Extensions to parameters and commands are specified in Annex A, those to EventCodes in
Annex B, and those to data types in Annex C. CRC polynomial issues are presented in Annex D,
the IODD aspects in Annex E, the Device Tool Interface technology in Annex F, main scenarios
in Annex G, and the system requirements in Annex H. Annex | provides information on test and
assessment. Annexes A, C, D, and E are safety related.

5 Extensions to the Physical Layer (PL)

5.1 Overview

Figure 14 shows the adapted physical layer of an FS-Master (class A).
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System Management Data Link Layer
Master Pin 4 Pin 2
Port x handler DL-mode handler Message handler 0ssDe| |0OSsSDe
DI DI
PL-SetMode.req PL-Ready.ind PL-WakeUp.req PL-Transfer.req PL-Transfer.ind A A
Mode switch Y \
---------------------
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Physical Layer (Port)
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IEC

Figure 14 — The SDCI physical layer of an FS-Master (class A)

Pins 2 and 4 shall be scanned simultaneously to achieve OSSDe functionality. The FS-Master
shall scan the C/Q line for the Ready signal of the FS-Device (see A.2.11).

Figure 15 shows the adapted physical layer of an FS-Device (class A).

System Management Data Link Layer
Device . .
Line handler DL-mode handler Message handler Pin 4 Pin 2
0SSDe 0SSDe
PL-SetMode.req v PL-Ready.req PL-WakeUp.ind PL-Transfer.ind PL-Transfer.req

Mode switch  / | / | /  J

Ready/Wake-up Coded switching ! Switching signal ' Optio

Physical Layer
|
Medium
IEC

Figure 15 — The physical layer of an FS-Device (class A)

Pins 2 and 4 carry the OSSDe signals. FS-Device shall set the Ready pulse after internal
testing.

5.2 Extensions to PL services
5.21 PL_SetMode

The PL-SetMode service is extended by the additional TargetMode "OSSDe" (C/Q line and I/Q
line in digital input mode).

5.2.2 PL_Ready

The PL-Ready service initiates or indicates a Ready signal on the C/Q line. Whenever the
FS-Device finished its internal safety-related hardware and software tests, it sets this signal.
The FS-Master polls this signal and upon reception initiates the wake-up sequence. This
unconfirmed service has no parameters. The service primitives are listed in Table 3.

Table 3 — PL_Ready

Parameter name .req .ind

<none>
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5.3 Transmitter/receiver
5.3.1 Assumptions for the expansion to OSSDe

Figure 16 shows the cross compatibility between OSSD based safety sensors and OSSDe
based FS-Devices.

Safety DI-Module FS-Master
Not 0OSSDe
specified (L=20m)
Type C, 0OSSDe
class 1 (L
(L3
Safety sensor FS-Device
(OSSDe according IEC 61496-1) (OSSDe according to this document)

@ length is manufacturer specific £c

Figure 16 — Cross compatibility OSSD and OSSDe

The following assumptions are the basis for the design of the OSSDe expansion:
e The SIO paradigm of SDCI shall apply for SDCI-FS in order to allow manufacturers the
combined function of OSSDe and SDCI-FS communication within one FS-Device.

e A Port on the FS-Master (with "FS-DI" according to Figure 9) shall have fixed configurations
as either SDCI-FS or OSSDe interface with no or minor adjustments in respect to
addressing, watchdog times, discrepancy times, or filter times.

e In order to allow OSSD based sensors on the market to be connected to the FS-Master, the
FS-DI interface shall support the necessary adjustments for Type "C", class "1" devices
according to [7].

e The OSSDe interface shall only be designed as input for the FS-Master port (safety sensors,
Class A connectors). Most actuators are supplied by three-phase alternating current such
as power drives, low voltage switch gears, motor starters, etc.

e Actuators such as valves with diversity and relays shall be supported by FS-Master with
Ports "level d" (see Clause 6).

5.3.2 OSSDe specifics
5.3.21 General

Similar to the SIO approach, FS-Master according to level "c" support connectivity to existing
functional safety devices with OSSDe. OSSDe in this document is defined as two outputs with
signals that are both switching in equivalent manner as opposed to antivalent manner, where
one signal is normally off and the other normally on (OSSDm).

The FS-Master port is designed to achieve a maximum of possible compatibility to existing
OSSD devices using interface type C, class 1 defined in [7].
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Figure 17 shows a corresponding reference model from [7], adapted to SDCI-FS. The
information-"source" on the left corresponds for example to a sensor device, whereas the
information-"sink" on the right side represents an input of the FS-Master Port class A. Power is
supplied by the sink.

* S o5
OSsD 1
TG, —0~ 1 -
TE, U L R =G WL
FS-Device
0SSD FS-Master
TG, —o ¢ 2 -
TE, L L R =¢ N
GND L
Keys L
TG Test pulse generation FS-Device Information source
TE Test pulse evaluation FS-Master Information sink

IEC
Figure 17 — Principle OSSDe function

The worst-case values for the line resistance and capacitance are defined in Table 9. In case
of SDCI-FS, line inductance is negligible at a length of 20 m. The design of the FS-Master Port
shall ensure values for R;, C;, and L; guaranteeing proper signal behavior according to Table 8.

Table 4 shows the OSSD states and conditions defined in IEC 61496-1:2020.

Table 4 — OSSD states and conditions

State Cause Voltage range Current
OFF Demand -3Vto+2Vrms (+ 5V peak) < 2 mA (leakage)?
ON No demand +11Vto+30V > 6 mA

a8 |EC 61131-9 permits 5 mA for the voltage range of 5V to 15V

OFF state:

For this interface, the OFF state is defined as the "powerless" state, where voltage and current
of at least one OSSDe shall be within (voltage) and below (current) defined limits (see Table 4).
If the safety function is demanded, or the source (the device) detects a fault, the OSSDe signals
shall go to the OFF state. Antivalent voltage levels, so-called discrepancy, on both OSSDe
outputs of the device shall be treated as OFF state. The duration of this state shall be within a
specified discrepancy tolerance time. If the tolerance time is exceeded, the port is considered
to be faulty.

ON state:

For this interface, the ON state is defined as the "powered" state, where voltage and current on
both OSSDe outputs shall be within the voltage range and above defined current limits, when
sinked by IEC 61131-2 inputs (see Table 4). Test pulses within specified ranges in voltage
levels, durations and intervals are permitted. Antivalent voltage levels, so-called discrepancy,
on both OSSDe outputs of the device shall be treated as OFF state.
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5.3.2.2 Detection of cross connection faults

Tests are required for the detection of the cross-connection faults specified in IEC 61496-1 and
shown in Table 5.

Table 5 — Cross connection faults

Fault Diagnostics
Short circuit between OSSD 1 and OSSD 2 Test pulses (runtime diagnosis)
Short circuit between OSSD 1 or OSSD 2 and V+ Test pulses (runtime diagnosis)
Short circuit between OSSD 1 or OSSD 2 and V- Test pulses (runtime diagnosis)
Open circuit of the power supply return cable (V-) Type test, maximum leakage current
Open circuit of the functional earth (bonding) conductor Type test, no functional earth
Open circuit of the screen of screened cable Not required due to no shielding
Incorrect wiring Discrete wiring only, organizational issue (test
during commissioning)

The means for detecting short circuits are test pulses at runtime. The means for testing the
behavior in case of open circuits is the type test during the assessment. Figure 18 shows the
test pulses approach for the detection of cross connection faults. A cross fault occurs if one
channel detects both signal patterns.

. Period |

Duration _

e
S |

Check:
Cross fault

IEC

A

Figure 18 — Test pulses to detect cross connection faults

Three methods of testing (intervals) are commonly used:

e Test pulses at each program cycle of the safety device (dependency on configuration);
e Test pulses at fixed times;

e Test pulses after any commutation OFF - ON.
5.3.2.3 FS-Device OSSDe output testing

The test pulses of this interface type for testing the transmission line are created and evaluated
on the safety device side. This way the source can diagnose the correct functioning of the output
stage. In case of any detected error both OSSDe outputs shall be switched to the safe state
(Lock-out condition = OFF).

The test pulses are created in a periodic manner on both OSSD lines. In order to detect short
circuits between the lines or between the lines and power-supply, the test pulses of both lines
can be time-shifted to each other (see Figure 19).
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Figure 19 — OSSD timings

The following parameters specify the characteristics of the test pulses on the OSSD interface:
e Period of test pulses (7p);
e Duration of test pulses (f,);

e Time-shift between test pulses of both channels (41.).

The characteristics of test pulses are classified in [7]. FS-Devices shall meet type C and class 1
requirements with a test pulse length #,< 1 000 ys (see Table 7).

5.3.3 Start-up of an FS-Device (Ready pulse)

Figure 20 shows the typical start-up sequence of an OSSD sensor without SDCI-FS capability.
During self-test for functional safety, both OSSD signals shall be OFF. When finished, the
sensor switches to ON and starts test pulses. A demand causes the sensor to switch OFF. A
fault causes the sensor to switch to lock-out condition (OFF) and to remain in this state until
repair.

NOTE For simplicity, Figure 20 shows only one OSSD channel.

|
N
Self-test (RAM, ROM, etc.): usually upto 5 s 22 Test pulse
Demand
ON state
OFF state Y | OFF state
« |
t

IEC
Figure 20 — Typical start-up of an OSSD sensor

Figure 21 shows the start-up of an FS-Device with OSSDe capability connected to a classic FS-

DI module.
LA
Self-test (RAM, ROM, etc.): usually up to 5 s 2 i Ready pulse Test pulse
i Demand
! ON state
OFF state » OFF state
« = »
t
» R
IEC
Documents

Figure 21 — Start-up of an FS-Device
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In contrast to a classic sensor, the FS-Device provides only on pin 4 (see Figure 9) a so-called
Ready-pulse of a certain length to indicate the FS-Master its readiness after self-testing. After
a certain recovery time, the FS-Device switches to ON and starts test pulses like a classic
safety sensor.

Timings and Wake-up behavior of the FS-Device are specified in 5.7.

5.3.4 Electric characteristics of a receiver in FS-Device and FS-Master
The voltage range and switching threshold definitions are the same for FS-Master and FS-

Device since FS-Master ports shall be able to operate with non-safety SDCI Devices. The
definitions in Table 6 in accordance with IEC 61131-9 apply.

Table 6 — Electric characteristics of a receiver

Property Designation Minimum Typical Maximum Unit Remark
VTHHy \, Input threshold 10,5 n/a 13 \Y See NOTE 1
’ ION!
VTHLp Input threshold 8 n/a 11,5 \% See NOTE 1
' 'OFF'
VHYSy \ Hysteresis between 0 n/a n/a \% Shall not be negative
' input thresholds
'ON' and 'OFF' See NOTE 2
VILG m Permissible voltage | V0p,, -1,0 n/a n/a \% With reference to relevant
' range 'OFF' ’ negative supply voltage
VIHy \ Permissible voltage n/a n/a Vipm t 1,0 \ With reference to relevant
' range 'ON' ' positive supply voltage.
NOTE 1 Thresholds are compatible with the definitions of type 1 digital inputs in IEC 61131-2.
NOTE 2 Hysteresis voltage VHYS = VTHH — VTHL

Figure 22 demonstrates the switching thresholds for the detection of OFF and ON signals.

NOTE 'OFF' and 'ON' correspond to 'L' (Low) and 'H' (High) in IEC 61131-9.

A

Vip m

V+

Voltage range
‘ON’

VTHHyiax

VTHLyax

Threshold ‘ON’  VTHHp N

Threshold ‘'OFF’  VTHLyyN

Voltage range
‘OFF’
Vo

IEC
Figure 22 — Switching thresholds for FS-Device and FS-Master receivers

The FS-Master ignores pulses below 11 V (max. 15 mA or max. 30 mA) that are shorter than
1 ms.

5.4 Electric and dynamic characteristics of an FS-Device

In general, the specified values and ranges of IEC 61131-9 apply (see Figure 23). Documents
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Figure 23 — Reference schematics (one OSSDe channel)

The subsequent illustrations and parameter tables refer to the voltage level definitions in

Figure 24.
FS-Device (OSSDe) Line FS-Master e
M
VD+_ VROHy,
V+p y Y
VROHp,
7Sp Vin VDO, Y
Y
VIp
—_— VI
VROLp M
A / -
VROL
0p Output Input Y VDo, Y o MV y
Vo
Input Output
IEC

Figure 24 — Voltage level definitions

The electric and dynamic parameters for the OSSDe interface of an FS-Device are specified in
Table 7 in accordance with IEC 61131-9.
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Table 7 — Electric and dynamic characteristics of the FS-Device (OSSDe)

Property Designation Minimum Typical Maximum Unit Remark
VSp Supply voltage 18 24 30 \ See Figure 24
AVSy Ripple n/a n/a 1,3 Vpp Peak-to-peak
absolute value limits
shall not be
exceeded.fripme =
DC to 100 kHz
ISy Supply current n/a n/a 1000 mA See 5.9
oIS, Power-up n/a n/a 70 mAs See Equation (1) and
consumption associated text
VROH, Residual voltage n/a n/a 3 \ Voltage drop
'ON' compared with 7+
(see [9])
VROL Residual voltage n/a n/a 3 \Y Voltage drop
'OFF' compared with V0,
NOTE 1
10H, DC driver current 50 n/a minimum mA Minimum value due
L (IQPKL)y) to fallback to digital
P-switching output input in accordance
(‘ON' state) with IEC 61131-2,
type 2
10Ly DC driver current 0 n/a minimum mA Only for push-pull
IQPKH, tput st
N-switching output (e m) oulput stages
("ON' state)
100y Quiescent current to 0 n/a 15 mA Pull-down or residual
Vop current with
('OFF' state) de_activated output
driver stages
COp Input capacitance 0 n/a 1,0 nF Effective capacitance
between C/Q and L+
or L- of Device in
receive state. See
IEC 61131-9 for
constraints on
transmission rates.
LHr Time to Ready pulse n/a n/a 5 (default), s See Figure 21 and
> 5 to 655 A.2.11
as
exception
Irp Duration of Ready 500 n/a 1000 us See Figure 21
pulse
frw End of Ready pulse n/a n/a 50 us See Figure 27
to ready for Wake-up
ro End of Ready pulse 1,1 n/a Data sheet s See Figure 21
to OSSD mode
4 /Tp Test pulse ratio Data sheet n/a 1/100 - See [7] and Figure 19
2 Test pulse duration n/a n/a 1000 us See Figure 19
At Time-shift 0 n/a Data sheet ms See Figure 19
t4isD Discrepancy time n/a n/a 1 ms Demands may occur
during tests
NOTE 1 Pull-down of residual voltage with deactivated high-side output driver stage and activated low-side driver
stages (if available e.g. push-pull drivers) with externally limited DC driver current of 50 mA maximum.
NOTE 2 Characteristics in this table assume OSSD type "C", class "1" or class "2" according to [7] and interface
type 1 according to IEC 61131-2.
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It is the responsibility of the FS-Device designer to select appropriate ASICs according to
IEC 61131-9 and/or to provide mitigating circuitry to meet the requirements of IEC 61496-1.

The FS-Device shall be able to reach a stable operational state (ready for Wake-up: Tgp, ) while
consuming the maximum charge (see Equation (1)).

QISp = ISIRy; x50 ms +(Trp —50ms) x ISy, (1)

5.5 Electric and dynamic characteristics of an FS-Master port (OSSDe)

In general, the specified values and ranges of IEC 61131-9 apply (see Figure 23 and Figure 24).
The definitions in Table 8 are valid for the electrical characteristics of an FS-Master port.

Table 8 — Electric and dynamic characteristics of the Port interface

Property Designation Minimum | Typical Maximum Unit Remark
VSu Supply voltage for FS-Devices 20 24 30 \ See Figure 24
ISy Supply current for FS-Devices 200 n/a 1000 mA Rules in 5.9. shall

be considered
ISIR Current pulse capability for 400 n/a n/a mA See Figure 25
FS-Devices
ILLy, Load or discharge current for See NOTE 1
OV <711, <5V 0 n/a 15 mA
5V <V, < 15V 5 n/a 15 mA
15 V< 71, < 30V 5 n/a 15 mA
VRQOH), Residual voltage 'H’ n/a n/a 3 \% Voltage drop
relating to ¥+,
at maximum driver
current IQH,,
VROLy Residual voltage 'L’ n/a n/a 3 \% Voltage drop
relating to 70, at
maximum driver
current IQLy,
10H), DC driver current 'H' 100 n/a n/a mA -

I0PKH), | Output peak current 'H' 500 n/a n/a mA Absolute value

See NOTE 2
10Ly, DC driver current 'L’ 100 n/a n/a mA -

IQPKL,, |Output peak current 'L’ 500 n/a n/a mA Absolute value

See NOTE 2
COpy Input capacitance n/a n/a 1,0 nF =0 MHz to 4 MHz
tyism Discrepancy time n/a n/a 3 ms See NOTE 3 and
Table 7
2 Test pulse duration n/a n/a 1 ms See Figure 19
Tp Period of test pulses 10 n/a n/a ms See Figure 19
NOTE 1 Currents are compatible with the definition of type 1 digital inputs in IEC 61131-2. However, for the range
5V < VI, <15V, the minimum current is 5 mA instead of 2 mA in order to achieve short enough slew rates for
pure p-switching Devices.
NOTE 2 Wake-up request current (See IEC 61131-9:—, 5.3.3.3).
NOTE 3 Characteristics assume OSSD type "C", class "1" in [7]
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The Master shall provide a charge of at least 20 mAs within the first 50 ms after a power-on
time of 5 ms without any overload-shutdown (see Figure 25). After 50 ms the current limitations
for IS), in Table 8 apply.

ISy &

‘4 = 1000 mA
ISIR\; min

ISM min

FS-Device — It

specific behavior

Minimum current the Master shall provide

5ms
' IEC

Figure 25 — Charge capability at power-up

5.6 FS-Master port FS-DI interface

Since OSSD safety sensors can provide different test pulse patterns, the FS-Master Port shall
have a suitable input filter, or evaluation algorithm. For the sake of EMC considerations, a
combination of both can be used. This means, that the time, in which the signal is below Uynin

shall be less than the maximum allowed test pulse duration.
Any state different to both signals "high", except test pulses, shall be interpreted as safe state.

The EMC levels shall be considered for the layout of an input filter. The communication
transmission rate 230 kbit/s conflicts with the input filter. Possible conflict resolution is shown
in Figure 26.

———————————» Communication

Line with

test pulses ‘
‘ ET 0SSD

IEC
Figure 26 — OSSDe input filter conflict resolution

In general, the specified values and ranges of IEC 61131-9 apply. Basis is interface type 1 of
IEC 61131-2. Deviating and supplementary electric and dynamic parameters for the FS-DI
interfaces are specified in Table 8.

5.7 Wake-up coordination

Figure 27 shows the start-up of an FS-Device (see IEC 61131-9 for standard timing definitions).
After accomplished self-tests, it indicates its readiness for Wake-up through an ON/Ready pulse
on the C/Q line (see A.2.11). If no Wake-up occurs within a defined time frame, it starts with
test pulses (see Figure 20).
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Figure 27 — Start-up of an FS-Device

NOTE Actually, some safety light curtain vendors offer activation of functionality if some connection conditions are
activated during start-up phase (e.g. override).

5.8 Fast start-up
Figure 28 illustrates requirements for certain functional safety applications such as for a tool

changer on a robot. A so-called fast start-up in non-safety cases shall be achieved within 0,5 s
and in case of functional safety within 1 s.

! | .

Fieldbus + FSCP

Fast start-up (safety)

IEC

Figure 28 — Required fast start-up timings

NOTE Current safety devices usually need up to 5 seconds for self-testing prior to functional safe operation.

The Ready-pulse concept allows for easier achievable realizations of these requirements (see
A.2.11).

5.9 Power supply

An FS-Master port shall be able to switch its power supply on and off. This enables the
FS-Master to restart an FS-Device once it failed to establish communication and started OSSDe
operation instead.

The FS-Master port is the only power supply for SDCI related parts of the FS-Device. Any
external power source of the FS-Device shall be totally nonreactive to these parts.

FS-Master shall provide all ports with a minimum supply of 200 mA and at least one port with a
minimum supply of 1000 mA. The FS-Master shall specify the total maximum current
consumption of all its ports and the derating rules.

Higher currents can conflict with the power switching components and cause interference with
the signal lines. The "ripple" requirement in Table 7 shall be considered. The overall cable loop
resistance shall be not more than 1,2 Q (see Table 8 and Table 9).
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5.10 Medium
5.10.1 Constraints
For the sake of simplicity in technology and commissioning, SDCI-FS expects a wired point-to-

point connection or equivalent consistent transmission and powering between FS-Master and
an FS-Device. No storing elements in between are permitted.

5.10.2 Connectors

Connectors as specified in IEC 61131-9 for Class A are permitted.

5.10.3 Cable characteristics

Table 9 shows the cable characteristics for SDCI-FS and non-safety Devices if higher power
supply currents than 200 mA are applied.

Table 9 — Cable characteristics

Property Designation Minimum Typical Maximum Unit
L Cable length 0 n/a 20 m
RL 4 Overall loop resistance n/a n/a 1,2 Q
CL 4 Effective line capacitance n/a n/a 3,0 nF (<1 MHz)
NOTE These characteristics can deviate from the original characteristics defined in IEC 61131-9.

6 Extensions to SIO

SIO is only defined for Pin 4 of the Master/Device port in IEC 61131-9. OSSDe requires
inclusion of Pin 2 as specified in Clause 5. Configuration can be performed within the
Master/Device applications layer (see Figure 32 and Figure 34).

7 Extensions to the data link layer (DL)

7.1 Overview
Figure 32 and Figure 34 show the DL building blocks of FS-Device and FS-Master. No new or

changed services are required. However, both DL-mode handlers are extended by the
Ready-pulse feature as shown in 7.2 and 7.3.

7.2 State machine of the FS-Master DL-mode handler

Figure 29 shows the modifications of the FS-Master DL-mode handler versus the Master
DL-mode handler in IEC 61131-9.

A new state "WaitOnReadyPulse_10" considers the requirement for the FS-Master to wait on
the Ready-pulse of an FS-Device (see 5.7) prior to establish communication via
DL_SetMode_STARTUP.
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Figure 29 — State machine of the FS-Master DL-mode handler

The maximum waiting time is #,g as defined in Table 7. Whenever the time expired, the
FS-Master shall run a power-OFF/ON cycle for the connected FS-Device in order to initiate a

retry for another Ready-pulse.

The criterion to use the extra path is the guard [safety], which is derived from the new port
configuration "FS_PortModes" (see 10.4.2).

Table 10 shows the additional state and transitions as well as internal items considering the

Ready-pulse feature.
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