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INTERNATIONAL ELECTROTECHNICAL COMMISSION

INDUSTRIAL COMMUNICATION NETWORKS -
FIELDBUS SPECIFICATIONS -

Part 4-14: Data-link layer protocol specification —
Type 14 elements

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization f i 30 comprising
all national electrotechnical committees (IEC National Commlttees) The i promote
international co-operation on all questions concerning standardization in the e
this end and in addition to other activities, IEC publishes International chnical Speci |cat|ons
Technical Reports, Publicly Available Specifications (PAS) and Guides [ S “IEC

governmental organizations liaising with the IEC also partlmpate in
with the International Organlzatlon for Standardization (ISO it ditions determined by

2) The formal decisions or agreements of IEC on technical matiers & v @S possible, an international
consensus of opinion on the relevant subjects since gash\te i \ttee has representation from all
interested IEC National Committees

3) IEC Publications have the form of recom ernatiQnal use/and are accepted by IEC National
Committees in that sense. While all reasonable effqrt o-ensdre that the technical content of IEC

Publications is accurate, IEC cannot be he i the way in which they are used or for any
misinterpretation by any end user.

International Standard IEC 61158-4-14 has been prepared by subcommittee 65C: Industrial
networks, of IEC technical committee 65: Industrial-process measurement, control and
automation.

This second edition cancels and replaces the first edition published in 2007. This edition
constitutes a technical revision.

The main changes with respect to the previous edition are listed below:

e Provide stability date for the publication;
e Update the Normative references and Bibliography;
e Corrections the edit error;
e specification changes for CPF3;
— update of the requirements for all conformance classes;
— update of the requirements for all conformance services. Documents
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This bilingual version published in 2012-01 corresponds to the English version published in
2010-08.

The text of this standard is based on the following documents:

FDIS Report on voting
65C/605/FDIS 65C/619/RVD

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

The French version has not been voted upon.

This publication has been drafted in accordance with ISO/IEC Directive

* reconfirmed;

+ withdrawn;

* replaced by a revised edition, or
+ amended.

NOTE The revision of this stan er parts of the IEC 61158 series.
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INTRODUCTION

This part of IEC 61158 is one of a series produced to facilitate the interconnection of
automation system components. It is related to other standards in the set as defined by the
“three-layer” fieldbus reference model described in IEC 61158-1.

The data-link protocol provides the data-link service by making use of the services available
from the physical layer. The primary aim of this standard is to provide a set of rules for
communication expressed in terms of the procedures to be carried out by peer data-link
entities (DLEs) at the time of communication. These rules for communication are intended to
provide a sound basis for development in order to serve a variety of purposes:

a
b
c
d

) as a guide for implementors and designers;

) for use in the testing and procurement of equipment;
) as part of an agreement for the admittance of systems into the open\s) 3 opment;
)

This standard is concerned, in particular, with the communj
effectors and other automation devices. By using this s

positioned within the OSI or fieldbus reference mod
work together in any combination.

tual-property-right holders. In all
e holders of those rights permlts

claimed that compliance Wwj is » iRvoive the use of a patent concerning Type
14 elements and possip S i

CN2004100886
Ethernet

[SP] Zhejiang SU
Donggin FENG
Liuhe Road 309, Bingjiang District,
Hangzhou, 310053

China

CON Technology Co., Ltd.

Attention is drawn to the possibility that some of the elements of this document may be the
subject of patent rights other than those identified above. IEC shall not be held responsible for
identifying any or all such patent rights.

ISO (www.iso.org/patents) and IEC (http://www.iec.ch/tctools/patent_decl.htm) maintain on-
line data bases of patents relevant to their standards. Users are encouraged to consult the
data bases for the most up to date information concerning patents.
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INDUSTRIAL COMMUNICATION NETWORKS -
FIELDBUS SPECIFICATIONS -

Part 4-14: Data-link layer protocol specification —
Type 14 elements

1 Scope

1.1 General

1.2 Specifications

This standard specifies

b) procedures for
sequentially apg

intervals;
c) procedurg I\l munication opportunities available for time-critical data
transmission toggthe on-time-critical data transmission without prejudice to the

yclic and acyclic communication opportunities for time-critical data

with Rprioritized access;
e) procedures for giving communication opportunities based on standard 1SO/ IEC 8802-3
medium access control, with provisions for nodes to be added or removed during normal

operation;

f) the structure of the fieldbus DLPDUs used for the transfer of data and control information
by the protocol of this standard, and their representation as physical interface data units.

transmissio

1.3 Procedures
The procedures are defined in terms of

a) the interactions between peer DL-entities (DLEs) through the exchange of fieldbus
DLPDUs;

b) the interactions between a DL-service (DLS) provider and a DLS-user in the same system
through the exchange of DLS primitives;

c) the interactions between a DLS-provider and a Ph-service provider in the same system
through the exchange of Ph-service primitives. Documents
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1.4  Applicability

These procedures are applicable to instances of communication between systems which
support time-critical communications services within the data-link layer of the OSI or fieldbus
reference models, and which require the ability to interconnect in an open systems
interconnection environment.

Profiles provide a simple multi-attribute means of summarizing an implementation’s
capabilities, and thus its applicability to various time-critical communications needs.

1.5 Conformance

This standard also specifies conformance requirements for systems j
procedures. This standard does not contain tests to demonstrate ¢o
requirements.

erpenting these
with such

2 Normative references

ISO/IEC 7498-3@
Model: Naming and a

between systém ) etropolitan area networks — Specific requirements — Part 3:
Carrier sense R with collision detection (CSMA/CD) access method and

ISO/IEC 10734X._/nformation technology — Open Systems Interconnection — Basic Reference
Model — Conventions for the definition of OSI services

IETF RFC 768, User Datagram Protocol (UDP), available at <http://www.ietf.org>

IETF RFC 791, Internet protocol, available at <http://www.ietf.org>

3 Terms, definitions, symbols and abbreviations

For the purposes of this document, the following terms, definitions, symbols and abbreviations
apply.

1 To be published Documents
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3.1 Reference model terms and definitions

This standard is based in part on the concepts developed in ISO/IEC 7498-1 and ISO/IEC

7498-3, and makes use of the following terms defined therein.

3.11 called-DL-address

3.1.2 calling-DL-address

3.1.3 centralized multi-end-point-connection
3.14 correspondent (N)-entities

correspondent DL-entities (N=2)
correspondent Ph-entities (N=1)

3.1.5 demultiplexing

3.1.6 DL-address

3.1.7 DL-address-mapping
3.1.8 DL-connection

3.1.9 DL-connection-end-point

3.1.10 DL-connection-end-point-ide
3.1.11
3.1.12

3.1.13 DL-data-sink
3.1.14 DL-data-sou
3.1.15
3.1.16
3.1.17
3.1.18
3.1.19
3.1.20 onnection-identifier
3.1.21 DL-protocol-control-information
3.1.22 DL-protocol-data-unit

3.1.23 DL-protocol-version-identifier
3.1.24 DL-relay

3.1.25 DL-service-connection-identifier
3.1.26 DL-service-data-unit

3.1.27 DL-simplex-transmission

3.1.28 DL-subsystem

3.1.29 DL-user-data

[ISO/IEC 7498-3]
[ISO/IEC 7498-3]
[ISO/IEC 7498-1]
[ISO/IEC 7498-1]

O 498-1]
498-3]

SONEC 7498-1]
O/IEC 7498-1]
[ISO/IEC 7498-1]
[ISO/IEC 7498-1]
[ISO/IEC 7498-1]
[ISO/IEC 7498-1]
[ISO/IEC 7498-1]
[ISO/IEC 7498-1]
[ISO/IEC 7498-1]
[ISO/IEC 7498-1]
[ISO/IEC 7498-3]
[ISO/IEC 7498-3]
[ISO/IEC 7498-1]
[ISO/IEC 7498-1]
[ISO/IEC 7498-1]
[ISO/IEC 7498-1]
[ISO/IEC 7498-1]
[ISO/IEC 7498-1]
[ISO/IEC 7498-1]
[ISO/IEC 7498-1]
[ISO/IEC 7498-1]
[ISO/IEC 7498-1]
[ISO/IEC 7498-1]
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3.1.30 flow control
3.1.31 layer-management
3.1.32 multiplexing
3.1.33 naming-(addressing)-authority
3.1.34 naming-(addressing)-domain
3.1.35 naming-(addressing)-subdomain
3.1.36 (N)-entity
DL-entity
Ph-entity
3.1.37 (N)-interface-data-unit
DL-service-data-unit (N=2)
Ph-interface-data-unit (N=1)
3.1.38 (N)-layer
DL-layer (N=2)
Ph-layer (N=1)
3.1.39 (N)-service

DL-service (N=2)
Ph-service (N=1)

3.1.40 (N)-service-access-point
DL-service-access-point
Ph-service-aecess-pQi

3.1.41

3.1.42
3.1.43
3.1.44
3.1.45
3.1.46
3.1.47 recombining

3.1.48 reset

3.1.49 responding-DL-address
3.1.50 routing

3.1.51 segmenting

3.1.52 sequencing

3.1.53 splitting

3.1.54 synonymous name

3.1.55 systems-management

Full document details: IEC 61158-4-14 2010
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[ISO/IEC 7498-1]
[ISO/IEC 7498-1]
[ISO/IEC 7498-3]
[ISO/IEC 7498-3]
[ISO/IEC 7498-3]
[ISO/IEC 7498-3]
O/IEC 7498-1]

O/IEC 7498-1]

[ISO/IEC 7498-1]

[ISO/IEC 7498-1]

[ISO/IEC 7498-1]

[ISO/IEC 7498-1]
[ISO/IEC 7498-1]
[ISO/IEC 7498-1]
[ISO/IEC 7498-3]
[ISO/IEC 7498-1]
[ISO/IEC 7498-1]
[ISO/IEC 7498-1]
[ISO/IEC 7498-3]
[ISO/IEC 7498-1]
[ISO/IEC 7498-1]
[ISO/IEC 7498-1]
[ISO/IEC 7498-1]
[ISO/IEC 7498-3]

[ISO/IEC 7498-1]
Documents
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3.2 Service convention terms and definitions

This standard also makes use of the following terms defined in ISO/IEC 10731 as they apply
to the data-link layer:

3.21 acceptor
3.2.2 asymmetrical service

3.2.3 confirm (primitive);
requestor.deliver (primitive)

3.24 deliver (primitive)
3.2.5 DL-confirmed-facility
3.2.6 DL-facility

3.2.7 DL-local-view

3.2.8 DL-mandatory-facility

3.2.9 DL-non-confirmed-facility
3.2.10 DL-provider-initiated-facility
3.2.11 DL-provider-optional-facili

3.2.12 DL-service-primitive;
primitive

3.2.13 DL-service-pro

3.2.14 DL-service-use
3.2.15
3.2.16

3.2.17
3.2.18

3.2.19

3.2.20 response (primitive);
acceptor.submit (primitive)

3.2.21 submit (primitive)
3.2.22 symmetrical service
3.3 ISO/IEC 8802-3 terms

This standard also makes use of the following terms defined in ISO/IEC 8802-3 as they apply
to the data-link layer:

Documents
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3.3.1 destination address
3.3.2 frame check sequence
3.3.3 length/type

3.3.4 MAC frame

3.3.5 pad

3.3.6 source address

3.4 Common terms and definitions

NOTE Many definitions are common to more than one protocol Type; they are not negé
Types.

all protocol

3.41

communication macrocycle
set of basic cycles needed for a configured communicati
segment

acro network

3.4.2
communication phase
elapsed fraction of a cycle, measured fro

3.4.3

communication scheduling
algorithms and operation for data trans
manner

in a deterministic and repeatable

3.4.4
cyclic

repetitive in a rm@

3.4.5
data DLPDU

3.4.7

DL-segment, link, local link

single DL-subnetwork in which any of the connected DLEs may communicate directly, without
any intervening DL-relaying, whenever all of those DLEs that are participating in an instance
of communication are simultaneously attentive to the DL-subnetwork during the period(s) of
attempted communication

3.4.8

DLSAP

distinctive point at which DL-services are provided by a single DL-entity to a single higher-
layer entity.

NOTE This definition, derived from ISO/IEC 7498-1, is repeated here to facilitate understanding of the critical
distinction between DLSAPs and their DL-addresses. (See Figure 1.)

Documents

Document Sharing Hub

Full document details: IEC 61158-4-14 2010


http://avadocuments2026.com/doc/iec-61158-4-14-2010
http://avadocuments2026.com/doc/iec-61158-4-14-2010

61158-4-14 © IEC:2010 -13 -

DLS-user-entity

DLS-users

DLS-user-entity

7 // N
v DLSAP- ~ P S
7 N - A
DLSAE- address group DL- DLSAP-
addresses address address
DL -layer
Ph-layer
NOTE 1 DLSAPs and PhSAPs are depicted as dyals dary Petween two adjacent layers.
NOTE 2 DL-addresses are depicted as designati ts of access) in the DLL portion of a DLSAP.
NOTE 3 A single DL-entity m and group DL-addresses associated with a
single DLSAP.
Figure 1 — Relatig -addresses and group DL-addresses

3.4.9 O

DL(SAP)-address
either an individ ) gsignating a single DLSAP of a single DLS-user, or a

NOTE This_terminologyy ause ISO/IEC 7498-3 does not permit the use of the term DLSAP-address
to design 9 P at a single DLS-user

3.4.10

(individual) D

DL-address that designates only one DLSAP within the extended link

NOTE A single DL-entity may have multiple DLSAP-addresses associated with a single DLSAP.

3.4.11

extended link

DL-subnetwork, consisting of the maximal set of links interconnected by DL-relays, sharing a
single DL-name (DL-address) space, in which any of the connected DL-entities may
communicate, one with another, either directly or with the assistance of one or more of those
intervening DL-relay entities

NOTE An extended link may be composed of just a single link.

3.4.12
FCS error
error that occurs when the computed frame check sequence value after reception of all the
octets in a DLPDU does not match the expected residual
Documents
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3.4.13
frame
denigrated synonym for DLPDU

3.4.14

group DL-address

DL-address that potentially designates more than one DLSAP within the extended link. A
single DL-entity may have multiple group DL-addresses associated with a single DLSAP. A
single DL-entity also may have a single group DL-address associated with more than one
DLSAP

3.4.15
micro segment
part of a network, where special scheduling is implemented.

3.4.16
multipoint connection
connection from one node to many nodes.

NOTE Multipoint connections allows data transfer from a single
nodes.

gceived, by many subscriber

3.4.17
node
single DL-entity as it appears on one

3.4.18
offset
number of octets from a s

3.4.19
real-time

ability of a syste@pr

3.4.20
real-time comm

3.4.21
real-time the
ISO/IEC 8802-3-bass

d network that includes real-time communication

NOTE 1 Other communication can be supported, providing the real-time communication is not compromised.

NOTE 2 This definition is dedicated, but not limited, to ISO/IEC 8802-3. It could be applicable to other IEEE 802
specifications, for example IEEE 802.11.

3.4.22
receiving DLS-user
DL-service user that acts as a recipient of DL-user-data

NOTE A DL-service user can be concurrently both a sending and receiving DLS-user.

3.4.23
schedule
temporal arrangement of a number of related operations.

3.4.24
scheduling macrocycle
time interval to implement a specific schedule. Documents
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3.4.25
sending DLS-user
DL-service user that acts as a source of DL-user-data

3.4.26
time offset
time difference from a specially designated time

3.5 Symbols and abbreviations

ARP Address resolution protocol
Cnf Confirmation

CSMA/CD  Carrier sense multiple access with collision detection (proto

DHCP Dynamic host configuration protocol
DL- (as a prefix) Data-link-

DLCEP Data-link connection endpoint
DLL Data-link layer

DLE Data-link entity

DLM Data-link-management

DLS Data-link service

DLSAP Data-link service access poigt
bLSDU DL-service-data-unit

ECSME Type 14 comm ent entity
EM_ (as a prefix)

FRT Fast Real-

Ind |ndi©

IANA Internst’ A

IP

LLC

LMP

MAC

MAU

PAD Pad (bi

PDU Protocol data unit

Req Request

Rsp Response

RTE Real-time Ethernet

RT-Ethernet Real-time Ethernet

SAP Service access point

Sbu Service data unit

SME System management entity
SNTP Simple network time protocol
TCP Transmission control protocol
UDP User datagram protocol Documents
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.cnf Confirm primitive
.ind Indication primitive
-req Request primitive
-rsp Response primitive

4 Overview of the DL-protocol

4.1 General

411 DLL architecture

IEC 61158 series, where

AN
i ati L ulal /l 02-3
Application layer | ERT applications | RT applicatimmm
T AF@ 76@PXR>,\(W

FC\791 (I

> \D{L xte&'gn SW
( kal%A&e\%t\d in\§OIIEC 8802-3

\ AN

unication model

Data link layer

Physical layer

fined in RFC 793 is applied;

Additionally, a DLL extension sublayer is defined as the Type 14 communication scheduling
management entity” (ECSME) on ISO/IEC 8802-3 data link protocol to manage the
deterministic communication and regular communication.

This ECSME provides the following functions:

e transparent data transferring between DLE and DLS_User specified in ISO/IEC 8802-3
without modifying the data;
e receiving DLS_User DATA from DLS_User and buffering them;

e transferring DLS_User DATA to DLE in configured order and priority. The DLE will send it
to Ethernet network using the protocols defined in ISO/IEC 8802-3;

e transferring decoded DLPDU from DLE to DLS_User.
ECSME supports two ways of communication scheduling:

e free competitive communication scheduling based on the CSMA/CD;

e deterministic communication based on the time-sharing scheduling policy ¢ finQ%g”ments
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When the former scheduling is used, ECSME shall directly transfer the data between DLE and
DLS_User without any buffering or handling.

When the latter k) is used, the ECSME in each Type 14 device shall transfer DLS_User DATA
to DLE according to the pre-configured timing order and priority, the DLE shall process the
data and send it to PhL, so that the collision is avoided.

41.2 Type 14 communication scheduling management entity (ECSME)

ECSME is the extension based on LLC defined in ISO/IEC 8802-3. It transfers data between
DLS_User and LLC without any changing.

Q/IEC 8802-3

ECSME does not alter the services provided by DLL to DLS_User define(
\ anagement

as well as the interface between PhL and MAC. It only provides the trap
of the DLS_User data.

41.3 Transaction between DLL and PhL

The transactions between DLL and PhL defined in ISO/I
changes.

41.4 Time synchronization

The time in all Type 14 devices sha
scheduling (see IEC 61158-5-14).

4.2 Services provided by the DL
4.2.1 Overview

grvices and connection-mode data transfer
C 768 and RFC 793 protocols.

4.2.2 Priority

Six levels of priopity\{o { sion are defined in this specification, namely 0, 1, 2, 3,
4, 5. These are assotiate i ervices defined in IEC 61158-5-14. The highest priority,

that is 0, isc¢use G s, sending of DLSDUs. The execution timing for this fieldbus
scheduled s K agcurate and repeatable to less than 1 ms for RT applications.
Service ghest\priority are used with UDP/IP protocols. And for FRT applications,
the executiqn s fieldbus scheduled service shall be accurate and repeatable to

protocols directly:

The low priorities provide for sending of DLSDUs only on an as-available basis. Data on these
priorities are sent only when all other higher data priorities have been sent and a sending
opportunity is available. For FRT applications, only one device can send the Nonperiodicdata
in a communication macrocycle. It is recommended that the device which gets opportunity to
send the Nonperiodicdata should send all its Nonperiodicdatas unless non-periodic packet
transferring phase is not enough.

4.2.3 Ethernet type identifier

This specification adopts a registered value of 0x88CB assigned by IANA for LENGTH/TYPE
field in Ethernet frame to identify a Type 14 packet (see Figure 3).
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Figure 3 —

424 Time synchronization

The time in all Type 14 devices sha|l be—synchronized\ for the purpose of communication
scheduling. %

4.3  Structure of de ation)scheduling

Within a Type 1 i
complete a co
Each communicat

phase (Tp) and n

1
Communication Macrocycle T
cket transfer phase Tp :<—Nonperiodic packet transfer phase Tn —>
1
] )
D1 X2 I W ]
] i
[
D2 - e e m e R = mm e
] !
03 b-- NN O
o] )
I D N e
|
- 1
=
N D Ao Wl
1
N !
N NN
]
1
1
. >
n s =
Periodic packet NonPeriodDataAnnunciation packet
I Aperiodic packet E:I EndofNonPeriodDataSending annunciation packet
Figure 4 — Time-sharing communication scheduling Documents
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In the periodic packet transferring phase (Tp), the ECSME of each Type 14 device delivers
periodic DLS_User data to local DLE in a configured order. Local DLE will packet and send
the data on the network after it receives them.

Periodic DLS_ User data contain the data relevant to process parameters, such as
measurement and control data which need to be transmitted periodically in the control loop, or
the input/output data which need to be updated cyclically between function blocks. Periodic
DLS_User data has the highest priority to be sent.

In non-periodic packet transferring phase (Tn), the ECSME of each Type 14 device delivers
non-periodic DLS_User data to local DLE according to their priority and the local IP address
or MAC address. The Local DLE will packetize and send the data on the_network after it
receives them.

For FRT applications:

e DL-manage

5 Procedure-of deterministic communication scheduling

5.1 Overview
The mechanism of ECSME can be described in four states: Standby, Ready,

PeriodicDataSending and NonPeriodicDataSending. The transitions between these four states
are shown in Figure 5.
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R1

Figure 5 — State transitions of EC$§

5.2 State transitions
5.2.1 Standby

After being powered up, the Type 14 d
these parameters have not been co
device is configured.

operation parameters. If
the Standby state until the

Then, the st4 ime of ifs b communication macrocycle (T) is:
starting time = current time + time offset

5.2.2 Ready
In Ready state,

e When receiving DLS_User data from the DLS_User, ECSME shall put it into the
responding unsent message queue according to its transmission priority;

NOTE 1 ECSME shall establish different queues for DLS_User data to be sent with different priorities.

NOTE 2 The queue with priority 0 should be managed according to the value of SendingTimeOffset corresponding
to each DLS_User data.

e When receiving DLPDU from DLE,

— if the DLPDU is a NonPeriodicDataAnnunciation message, ECSME shall maintain local
non-periodic packet transferring management list using the remote IP addresses and
transmission priorities from the DLPDUs;

— for FRT applications, if the DLPDU is a PeriodicData, ECSME shall get DL-
management tag in the packet and maintain non-periodic packet nsferring
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