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INTERNATIONAL ELECTROTECHNICAL COMMISSION

INDUSTRIAL COMMUNICATION NETWORKS -
FIELDBUS SPECIFICATIONS -

Part 5-4: Application layer service definition — Type 4 elements

FOREWORD

all national electrotechnical committees (IEC National Committees). The<objgct\ of promote
international co-operation on all questions concerning standardization in the g a

this end and in addition to other activities, IEC publishes International dare Yechwi pecifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides (heregfte erred to as “IEC
Publication(s)”). Their preparation is entrusted to technical committegs™\a ittee interested
in the subject dealt with may participate in this preparatory WORk, c ignal, governmental and non-
governmental organizations liaising with the IEC also participa 9 S 8 collaborates closely
with the International Organization for Standardization ( i S ce W|th condltlons determined by

agreement between the two organizations.

Publications is accurate, IEC cannot be
misinterpretation by any end user.

the latter.
5) IEC provides ng i
equipment declare
6) d
7)
3 EC National Committees for any personal injury, property damage or
tsoever, whether direct or indirect, or for costs (including legal fees) and
publigation, use of, or reliance upon, this IEC Publication or any other IEC
8) ative references cited in this publication. Use of the referenced publications is

NOTE Use of some of the associated protocol Types is restricted by their intellectual-property-right holders. In all
cases, the commitment to limited release of intellectual-property-rights made by the holders of those rights permits
a particular data-link layer protocol Type to be used with physical layer and application layer protocols in Type
combinations as specified explicitly in the IEC 61784 series. Use of the various protocol Types in other
combinations may require permission of their respective intellectual-property-right holders.

International Standard IEC 61158-5-4 has been prepared by subcommittee 65C: Industrial
networks, of IEC technical committee 65: Industrial-process measurement, control and
automation.

This first edition and its companion parts of the IEC 61158-5 subseries cancel and replace
IEC 61158-5:2003. This edition of this part constitutes a technical revision. This part and its
Type 4 companion parts also cancel and replace IEC/PAS 62412, published in 2005..

This edition of IEC 61158-5 includes the following significant changes from the previous

edition: Documents
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a) deletion of the former Type 6 fieldbus for lack of market relevance;
b) addition of new types of fieldbuses;
c) partition of part 5 of the third edition into multiple parts numbered -5-2, -5-3, ...

The text of this standard is based on the following documents:

FDIS Report on voting
65C/475/FDIS 65C/486/RVD

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

This publication has been drafted in accordance with ISO/IEC Directive

* reconfirmed;
* withdrawn;
+ replaced by a revised edition, or

*+ amended.
NOTE The revision of this standard will be synehronized S of the IEC 61158 series.

The list of all the parts of the
communication networks — Fieldbus sp\

under the general title Industrial
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INTRODUCTION

This part of IEC 61158 is one of a series produced to facilitate the interconnection of
automation system components. It is related to other standards in the set as defined by the
“three-layer” fieldbus reference model described in IEC/TR 61158-1.

The application service is provided by the application protocol making use of the services
available from the data-link or other immediately lower layer. This standard defines the
application service characteristics that fieldbus applications and/or system management may
exploit.

Throughout the set of fieldbus standards, the term “service” refers to the-absiract capability
provided by one layer of the OS| Basic Reference Model to the layer{immediately above.
Thus, the application layer service defined in this standard is a | architectural
service, independent of administrative and implementation division

s
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INDUSTRIAL COMMUNICATION NETWORKS -
FIELDBUS SPECIFICATIONS -

Part 5-4: Application layer service definition — Type 4 elements

1 Scope

1.1 Overview

fieldbus application layer in terms of

a) an abstract model for defining| appticatiox
manipulated by users via the use of\the

take; and
d) the interrela’@u' ; se agtiohs and events, and their valid sequences.

The purpose of thi ine the services provided to

1) the FAL between the user and the application layer of the fieldbus
referenc :

2) Sys at the boundary between the application layer and Systems
Manag hefieJdbus reference model.

conformance with the OSI Basic Reference Model (ISO/IEC 7498) and the OSI application
layer structure (ISO/IEC 9545).

FAL services and protocols are provided by FAL application-entities (AE) contained within the
application processes. The FAL AE is composed of a set of object-oriented application service
elements (ASEs) and a layer management entity (LME) that manages the AE. The ASEs
provide communication services that operate on a set of related application process object
(APO) classes. One of the FAL ASEs is a management ASE that provides a common set of
services for the management of the instances of FAL classes.

Although these services specify, from the perspective of applications, how request and
responses are issued and delivered, they do not include a specification of what the requesting
and responding applications are to do with them. That is, the behavioral aspects of the
applications are not specified; only a definition of what requests and responses they can
send/receive is specified. This permits greater flexibility to the FAL users in standardizing

Documents

Document Sharing Hub

Full document details: IEC 61158-5-4 2007


http://avadocuments2026.com/doc/iec-61158-5-4-2007
http://avadocuments2026.com/doc/iec-61158-5-4-2007

-8- 61158-5-4 © IEC:2007(E)

such object behavior. In addition to these services, some supporting services are also defined
in this standard to provide access to the FAL to control certain aspects of its operation.

1.2 Specifications

The principal objective of this standard is to specify the characteristics of conceptual
application layer services suitable for time-critical communications, and thus supplement the
OSI Basic Reference Model in guiding the development of application layer protocols for time-
critical communications.

A secondary objective is to provide migration paths from previously-existing industrial
communications protocols. It is this latter objective which gives rise to the diversity of services
standardized as the various Types of |IEC 61158, and the corre§ponding protocols
standardized in subparts of IEC 61158-6.

IEC 61158-3-4, al’communication networks — Fieldbus specifications — Part 3-4: Data-
link layer servicedefinition — Type 4 elements

IEC 61158-4-4, Industrial communication networks — Fieldbus specifications — Part 4-4: Data-
link layer protocol specification — Type 4 elements

IEC 61158-6-4, Industrial communication networks — Fieldbus specifications — Part 6-4:
Application layer protocol specification — Type 4 elements

ISO/IEC 7498-1, Information technology — Open Systems Interconnection — Basic Reference
Model — Part 1: The Basic Model

ISO/IEC 7498-3, Information technology — Open Systems Interconnection — Basic Reference
Model — Part 3: Naming and addressing

ISO/IEC 8822, Information technology — Open Systems Interconnection — Presentation
service definition
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ISO/IEC 8824, Information technology — Open Systems Interconnection — Specification of
Abstract Syntax Notation One (ASN.1)

ISO/IEC 9545, Information technology — Open Systems Interconnection — Application Layer
Structure

ISO/IEC 10646-1, Information technology — Universal Multiple-Octet Coded Character Set
(UCS) — Architecture and Basic Multilingual Plane

ISO/IEC 10731, Information technology — Open Systems Interconnection — Basic Reference
Model — Conventions for the definition of OSI services

3 Terms and definitions
For the purposes of this document, the following terms as defined in ey catiens/apply:

31 ISO/IEC 7498-1 terms
a) application entity
b) application process

c) application protocol data unit
d) application service element

e) application entity invocation

f) application process invocation
g) application transaction

h) real open system

i) transfer syntax

3.2 ISOJ/IEC i@te
For the purposes of

application-assoeiation

b) application-context

c) application context name

d) application-entity-invocation
e) application-entity-type

f) application-process-invocation
g) application-process-type

h) application-service-element

i) application control service element
3.4 ISOJ/IEC 8824 terms

For the purposes of this document, the following terms as defined in ISO/IEC 8824 apply:
Documents
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a) object identifier
b) type
3.5 Fieldbus data-link layer terms

For the purposes of this document, the following terms apply.

a) DL-Time

b) DL-Scheduling-policy
c) DLCEP

d) DLC

e) DLPDU

f) DLSDU

g) DLSAP

h) fixed tag

i) generic tag

i) link

=)

o

unscheduled

)
) scheduled
)

©

k) network address
I) node address
m) node
tag
€ ifi rons

3.6 Fieldbus applicatio

For the purposes of th

3.6.1
application
function or data s

3.6.3
application process

part of a distributed application on a network, which is located on one device and
unambiguously addressed

3.6.4
application process identifier
distinguishes multiple application processes used in a device

3.6.5

application process object

component of an application process that is identifiable and accessible through an FAL
application relationship

NOTE Application process object definitions are composed of a set of values for the attributes of their class (see

the definition for Application Process Object Class Definition). Application process object definitions may be
accessed remotely using the services of the FAL Object Management ASE. FAL Object ManagemenDﬂEﬁ ments
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be used to load or update object definitions, to read object definitions, and to dynamically create and delete
application objects and their corresponding definitions.

3.6.6

application process object class

a class of application process objects defined in terms of the set of their network-accessible
attributes and services

3.6.7

application relationship

cooperative association between two or more application-entity-invocations for the purpose of
exchange of information and coordination of their joint operation. This relationship is activated
either by the exchange of application-protocol-data-units or as a result of preconfiguration

activities

3.6.8

application relationship application service element

application-service-element that provides the exclusive ishing and

terminating all application relationships

3.6.9
application relationship endpoint

endpoint.

3.6.10
attribute
description of an externak

NOTE The attributes of a
status information or govefn the bpe

Attributes are dividm@ class attributes
3.6.11

behaviour
indication of ho

3.6.12
bit-no
designate

3.6.13
channel
single physical or logical link of an input or output application object of a server to the process

3.6.14
class
a set of objects, all of which represent the same kind of system component

NOTE A class is a generalisation of an object; a template for defining variables and methods. All objects in a
class are identical in form and behaviour, but usually contain different data in their attributes.

3.6.15
class attributes
attribute that is shared by all objects within the same class

3.6.16
class code
unique identifier assigned to each object class Documents
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3.6.17

class specific service

service defined by a particular object class to perform a required function which is not
performed by a common service

NOTE A class specific object is unique to the object class which defines it.

3.6.18
client
a) object which uses the services of another (server) object to perform a task

b) initiator of a message to which a server reacts
3.6.19

communication objects
components that manage and provide a run time exchange of message

EXAMPLES: Connection Manager object, Unconnected Message Manager (UC
object

3.6.20
connection
logical binding between application objects that may bex

NOTE 1 Connections may be either point-to-point or multipoint.

3.6.21
conveyance path

3.6.22
dedicated AR
AR used directly by the

3.6.23 @
default DL-addr

value 126 as an i

3.6.24

NOTE A device may contain more than one node.

3.6.25

dynamic AR

AR that requires the use of the AR establishment procedures to place it into an established
state

3.6.26
endpoint
one of the communicating entities involved in a connection

3.6.27

error

discrepancy between a computed, observed or measured value or condition and the specified
or theoretically correct value or condition

Documents
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3.6.28
error class
general grouping for related error definitions and corresponding error codes

3.6.29
error code
identification of a specific type of error within an error class

3.6.30
event
an instance of a change of conditions

3.6.31

FAL subnet
subnetworks composed of one or more data link segments, ide
network address

NOTE FAL subnets are permitted to contain bridges but not routers.

3.6.32

FIFO variable
a Variable Object class, composed of a set of homog
written element is the first element that can be read

NOTE On the fieldbus only one, complete elen

3.6.33
frame
denigrated synonym for DLPDU

3.6.34

interface

a) shared boundary bg nits, defined by functional characteristics, signal
characteristi ro appropriate

b) collection of ) ervices that represents a specific view on the FAL
class

3.6.35

invocation

act of usjr i Qtheiresource of an application process

NOTE Eachd ati 8 ents a separate thread of control that may be described by its context. Once the

service complete € e resource is released, the invocation ceases to exist. For service invocations, a

pted but not yet completed is referred to as an outstanding service invocation. Also for
service invocations, anavoke ID may be used to unambiguously identify the service invocation and differentiate it
from other outstanding service invocations.

3.6.36
index
address of an object within an application process

3.6.37

instance

the actual physical occurrence of an object within a class that identifies one of many objects
within the same object class

EXAMPLE California is an instance of the object class state.

NOTE The terms object, instance, and object instance are used to refer to a specific instance.

3.6.38
instance attributes
attribute that is unique to an object instance and not shared by the object class Documents
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3.6.39
instantiated
object that has been created in a device

3.6.40

logical device

a certain FAL class that abstracts a software component or a firmware component as an
autonomous self-contained facility of an automation device

3.6.41
manufacturer ID
identification of each product manufacturer by a unique number

3.6.42
management information

including the application layer

NOTE Managing includes functions such as controlling, monitoring, and

3.6.43
member
piece of an attribute that is structured as an eleme

3.6.44

method
<object> a synonym for an operationz
invoked by a client

3.6.45
module
hardware or logical co

3.6.46 Q

network
a set of nodes cp
repeaters, bridg

3.6.47
object
abstract represewntatiom~of a particular component within a device, usually a collection of
rm of variables) and methods (procedures) for operating on that data

that have clearly defiried interface and behaviour

3.6.48
object specific service
service unique to the object class which defines it

3.6.49
peer
role of an AR endpoint in which it is capable of acting as both client and server

3.6.50
physical device
an automation or other network device

Documents
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3.6.51

property
a general term for descriptive information about an object

3.6.52
provider
source of a data connection

3.6.53

publisher

role of an AR endpoint that transmits APDUs onto the fieldbus for consumption by one or
more subscribers

NOTE A publisher may not be aware of the identity or the number of subscribers ang\j slish its APDUs

using a dedicated AR.

3.6.54
publishing manager

managers, each of which is defined separately

3.6.55

pull subscriber
type of subscriber that recognizes rece
object data

esponse APDUs as published

3.6.56
resource
a processing or inform

3.6.57
route endpoint< >
object container cohté

3.6.58
server

3.6.59
service

operation or function than an object and/or object class performs upon request from another
object and/or object class

3.6.60
subscriber
role of an AREP in which it receives APDUs produced by a publisher

3.7 Abbreviations and symbols

AE Application Entity
AL Application Layer
ALME  Application Layer Management Entity

ALP Application Layer Protocol
APO Application Object Documents
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AP Application Process

APDU  Application Protocol Data Unit

API Application Process ldentifier

AR Application Relationship

AREP  Application Relationship End Point

ASCII American Standard Code for Information Interchange

ASE Application Service Element

Cnf Confirmation

CR Communication Relationship

CREP  Communication Relationship End Point
DL- (as a prefix) Data Link-

DLC Data Link Connection

DLCEP Data Link Connection End Point

DLL Data Link Layer

DLM Data Link-management

DLSAP Data Link Service Access Point
DLSDU DL-service-data-unit

DNS Domain Name Service

DP Decentralised Peripherals

FAL Fieldbus Application Lay

FIFO First In First OQut

Op
PDev Physical Device
PDU Protocol Data Unit
PL Physical Layer

n_Systems Interconnect

QoS Quality of Service
REP Route Endpoint
Req Request

Rsp Response
RT Runtime
SAP Service Access Point

SCL Security Level
SDU Service Data Unit

SEM State event matrix DOCU ments
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SMIB System Management Information Base

SMK System Management Kernel

STD State transition diagram, used to describe object behaviour
VAO Variable Object

3.8 Conventions
3.8.1 Overview
The FAL is defined as a set of object-oriented ASEs. Each ASE is specified in a separate

subclause. Each ASE specification is composed of two parts, its class specification, and its
service specification.

3.8.2 General conventions

This standard uses the descriptive conventions given ip

3.8.3 Conventions for class definitions

Class definitions are described using sists of a list of attributes

for the class. The general form of the t

FAL ASE: ASE Name
CLASS: Class Name

CLASS ID:

PARENT CLASS:

ATTRIBUTES:

1 (o) Ke

2 o) KeyA?

(
3 (m)
4 (m)
4.1 (s) Nbute name(values)
4.2 (s Bute name(values)
4.3 ) attribute name(values)
5. (c) constraint expression
5.1 (m) attribute name(values)
5.2 (0) : attribute name(values)
6 (m) Attribute: attribute name(values)
6.1 (s) Attribute: attribute name(values)
6.2 (s) Attribute: attribute name(values)
SERVICES:
1 (o) OpsService: service name
2. (c) Constraint: constraint expression
2.1 (o) OpsService: service name
3 (m) MgtService: service name

(1) The "FAL ASE:" entry is the name of the FAL ASE that provides the services for the class
being specified.

(2) The "CLASS:" entry is the name of the class being specified. All objects defined using

this template will be an instance of this class. The class may be specified by this
standard, or by a user of this standard.
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(3) The "CLASS ID:" entry is a number that identifies the class being specified. This number
is unique within the FAL ASE that will provide the services for this class. When qualified
by the identity of its FAL ASE, it unambiguously identifies the class within the scope of
the FAL. The value "NULL" indicates that the class cannot be instantiated. Class IDs
between 1 and 255 are reserved by this standard to identify standardized classes. They
have been assigned to maintain compatibility with existing national standards. CLASS
IDs between 256 and 2048 are allocated for identifying user defined classes.

(4) The "PARENT CLASS:" entry is the name of the parent class for the class being
specified. All attributes defined for the parent class and inherited by it are inherited for
the class being defined, and therefore do not have to be redefined in the template for this
class.

NOTE The parent-class "TOP" indicates that the class being defined is an initial class definition. I
TOP is used as a starting point from which all other classes are defined. The use of FOR i
defined by this standard.

e parent class
eserved for classes

(5) The "ATTRIBUTES" label indicate that the following entries s ibutes defined for the
class.

a) Each of the attribute entries contains a line number_in © ' andatory (m) /

optional (o) / conditional (c) / selector (s) indigator in dttribute type label

d optionally a list of
of values, the default

b) 1 or by an object name, or by
are defined under the key attribute.

c) and\the level of nesting of the line. Each

aint statement (5). Attributes may be mandatory

sonstraint is true. Not all optional attributes require

(6) The "S dicates that the following entries are services defined for the

cla
a) n 2 indicates that the service is mandatory for the class, while an (o)

it is optional. A (c) in this column indicates that the service is
conditional. When all services defined for a class are defined as optional, at least one
has to be selected when an instance of the class is defined.

b) The label "OpsService" designates an operational service (1).
c) The label "MgtService" designates an management service (2).

d) The line number defines the sequence and the level of nesting of the line. Each
nesting level is identified by period. Nesting within the list of services is used to
specify services conditional on a constraint statement.
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3.8.4 Conventions for service definitions
3.8.4.1 General

The service model, service primitives, and time-sequence diagrams used are entirely abstract
descriptions; they do not represent a specification for implementation.

3.8.4.2 Service parameters

Service primitives are used to represent service user/service provider interactions (ISO/IEC
10731). They convey parameters which indicate information available in the user/provider
interaction. In any particular interface, not all parameters need be explicitly stated.

—_

) Parameter name,

N

) request primitive,

w

) indication primitive,

N

) response primitive, and
5) confirm primitive.

One parameter (or component of it) i
service primitive columns, a code is use
primitive specified in the column:

M

assumed.

C parameter.is
service
— (blank) pararp

b)

“(n)” indicates that the following note "n" contains additional information pertaining to
the parameter and its use.

3.8.4.3 Service procedures
The procedures are defined in terms of

+ the interactions between application entities through the exchange of fieldbus Application
Protocol Data Units, and

+ the interactions between an application layer service provider and an application layer
service user in the same system through the invocation of application layer service
primitives.

These procedures are applicable to instances of communication between systems which
support time-constrained communications services within the fieldbus Application Layer.
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4 Concepts

4.1 Overview

The fieldbus is intended to be used in factories and process plants to interconnect primary
automation devices (e.g. sensors, actuators, local display devices, annunciators,
programmable logic controllers, small single loop controllers, and stand-alone field controls)
with control and monitoring equipment located in control rooms.

Primary automation devices are associated with the lowest levels of the industrial automation
hierarchy and perform a limited set of functions within a definite time window. Some of these
functions include diagnostics, data validation, and handling of multiple inputs_and outputs.

data exchanged, wider distribution of control between the
control room equipment, and the satisfaction of time critic

Communication Model specifications.

4.2 Architectural relationships

— The FAL i to cover time-critical
requirements. ayer Structure standard (ISO/IEC 9545) was used as
a basis for speci

N\
mh Fieldbus U®

OSI Application Layer Fieldbus Application Layer
D (possibly non-existent)
Layers
OSI Data Link Layer Data Link Layer
OSI Physical Layer Physical Layer
| |
Physical Medium Physical Medium

Figure 1 — Relationship to the OSI basic reference model
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4.2.2 Relationships to other fieldbus entities
4.2.2.1 General

The fieldbus Application Layer (FAL) architectural relationships, as illustrated in Figure 2,
have been designed to support the interoperability needs of time-critical systems distributed
within the fieldbus environment.

Within this environment, the FAL provides communications services to time-critical and non-
time-critical applications located in fieldbus devices.

In addition, the FAL directly uses the Data Link Layer to transfer its application layer protocol
data units. It does this using a set of data transfer services and a set of pQrting services
used to control the operational aspects of the Data Link Layer.

System Mgt Fieldbus User <\\x

Fieldbus
Applic ion}_‘%yer

i NNNIRWAIN

g@fi‘:&m@ I%

N
\%

ALME

~

4.2.2.2 Use of the
The fieldbus Ap'
directly to the fieldby

The Data Link La g ods types of services to the FAL for the transfer of data
between Da c in . DLSAPs, DLCEPs).

4.2.2.3 ieldbus applications

Fieldbus applications\are represented to the network as application processes (APs). APs are
the components of\a distributed system that may be individually identified and addressed.

Each AP contains an FAL application entity (AE) that provides network access for the AP.
That is, each AP communicates with other APs through its AE. In this sense, the AE provides
a window of visibility into the AP.

APs contain identifiable components that are also visible across the network. These
components are represented to the network as Application Process Objects (APO). They may
be identified by one or more key attributes. They are located at the address of the application
process that contains them.

The services used to access them are provided by APO-specific application service elements
(ASEs) contained within the FAL. These ASEs are designed to support user, function block,
and management applications.
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