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INTERNATIONAL ELECTROTECHNICAL COMMISSION

INDUSTRIAL COMMUNICATION NETWORKS -
FIELDBUS SPECIFICATIONS -

Part 6-15: Application layer protocol specification — Type 15 elements

FOREWORD

all national electrotechnical committees (IEC National Committees).
international co-operation on all questions concerning standardization in th
this end and in addition to other activities, IEC publishes International
Technical Reports,

pécifications,
d to as “IEC
ittee interested

Publications is accurate, IEC cannot be |
misinterpretation by any end user.

possibility that some of the elements of this IEC Publication may be the subject of

patent rights. IEC shall not be held responsible for identifying any or all such patent rights.

NOTE Use of some of the associated protocol types is restricted by their intellectual-property-right holders. In all
cases, the commitment to limited release of intellectual-property-rights made by the holders of those rights permits
a particular data-link layer protocol type to be used with physical layer and application layer protocols in Type
combinations as specified explicitly in the IEC 61784 series. Use of the various protocol types in other
combinations may require permission from their respective intellectual-property-right holders.

International Standard IEC 61158-6-15 has been prepared by subcommittee 65C: Industrial
networks, of IEC technical committee 65: Industrial-process measurement, control and
automation.

This first edition and its companion parts of the IEC 61158-6 subseries cancel and replace
IEC 61158-6:2003. This edition of this part constitutes a technical addition. This part and its
Type 15 companion parts also cancel and replace IEC/PAS 62030, published in 2005.

This edition of IEC 61158-6 includes the following significant changes from the previous

edition: Documents
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a) deletion of the former Type 6 fieldbus for lack of market relevance;
b) addition of new types of fieldbuses;
c) partition of part 6 of the third edition into multiple parts numbered -6-2, -6-3, ...

This bilingual version (2014-12) corresponds to the monolingual English version, published in
2007-12.

The text of this standard is based on the following documents:

FDIS Report on voting
65C/476/FDIS 65C/487/RVD
Full information on the voting for the approval of this standard can be fa he report on

voting indicated in the above table.

The French version of this standard has not been voted upon.

The committee has decided that the contents of thi
the maintenance result date indicated on the IEC w
data related to the specific publication. At this da

* reconfirmed;
* withdrawn;

* replaced by a revised edition, or
+ amended.

The list of all the eries, under the general title Industrial
communication /@r ificatjons, can be found on the IEC web site.
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INTRODUCTION

This part of IEC 61158 is one of a series produced to facilitate the interconnection of
automation system components. It is related to other standards in the set as defined by the
“three-layer” fieldbus reference model described in IEC/TR 61158-1.

The application protocol provides the application service by making use of the services
available from the data-link or other immediately lower layer. The primary aim of this standard
is to provide a set of rules for communication expressed in terms of the procedures to be
carried out by peer application entities (AEs) at the time of communication. These rules for
communication are intended to provide a sound basis for development in order to serve a
variety of purposes:

e as a guide for implementors and designers;

e for use in the testing and procurement of equipment;
e as part of an agreement for the admittance of systems into the.opk

e as a refinement to the understanding of time-critical compmunications\withi

work together in any combination.

O
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INDUSTRIAL COMMUNICATION NETWORKS -
FIELDBUS SPECIFICATIONS -

Part 6-15: Application layer protocol specification — Type 15 elements

1 Scope

1.1 General

The fieldbus Application Layer (FAL) provides user programs with a to access the
fieldbus communication environment. In this respect, the FAL can be 5
between corresponding application programs.”

messaging communications between application programs in & envirpbnment and
material specific to Type 15 fieldbus. The term “time-gfiti i S present the

c) the applicatiop\ coR g ~ efining the application service behavior visible
between con@i [ icati iti
the application rélati i achines defining the communication behavior visible

€ , in
conformance with the OSI| Basic Reference Model (ISO/IEC 7498) and the OSI Application
Layer Structure (ISO/IEC 9545).

1.2 Specifications

The principal objective of this standard is to specify the syntax and behavior of the application
layer protocol that conveys the application layer services defined in IEC 61158-5-15.

A secondary objective is to provide migration paths from previously-existing industrial
communications protocols. It is this latter objective which gives rise to the diversity of
protocols standardized in IEC 61158-6.

1.3 Conformance

This standard does not specify individual implementations or products, nor does it constrain
the implementations of application layer entities within industrial automatlobdstems

uments
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Conformance is achieved through implementation of this application layer protocol
specification.

2 Normative references

The following referenced documents are indispensable for the application of this document.
For dated references, only the edition cited applies. For undated references, the latest edition
of the referenced document (including any amendments) applies.

IEC 61158-5-15, Industrial communication networks — Fieldbus specifications — Part 5-15:
Application layer service definition — Type 15 elements

ISO/IEC 7498-1, Information technology — Open Systems Interconnectio 'c Reference

ISO/IEC 9545, Information technology — Open Systems Intercénnect jcation Layer
structure

ISO/IEC 8822, Information technology — Open Sy
service definition

— Presentation

ISO/IEC 8824, Information technology ~ Open emgs

l@ﬁrco gection — Specification of
Abstract Syntax Notation One (ASN. 14

3 Terms and definitions, abbre and conventions

3.1 Terms and definitio

grms as defined in these publications apply:

f) application process invocation
g) application transaction
h) real open system

i) transfer syntax

3.1.2 ISO/IEC 8822 terms
a) abstract syntax
b) presentation context

3.1.3 ISO/IEC 9545 terms

Q

application-association

O

application-context

o O

application-entity-invocation
application-entity-type Documents
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f) application-process-invocation
g) application-process-type
h) application-service-element

i) application control service element

314 ISO/IEC 8824 terms
a) object identifier

b) type

3.1.5 IEC/TR 61158-1 terms

The following IEC/TR 61158-1 terms apply.

3.1.51 application

function or data structure for which data is consumed or produce

3.1.5.2 application layer interoperability

capability of application entities to perform coordina}é
services of the FAL

g operations using the

3.1.53 application object

etwork, which is located on one device and

part of a distd applicatiq

component of\an apyplication process that is identifiable and accessible through an FAL
application relationship

NOTE Application process object definitions are composed of a set of values for the attributes of their class.

3.1.5.7 application process object class

class of application process objects defined in terms of the set of their network-accessible
attributes and services

3.1.5.8 application relationship

cooperative association between two or more application-entity-invocations for the purpose of
exchange of information and coordination of their joint operation

NOTE This relationship is activated either by the exchange of application-protocol-data-units or as a result of
preconfiguration activities.
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3.1.5.9 application relationship endpoint

context and behavior of an application relationship as seen and maintained by one of the
application processes involved in the application relationship

NOTE Each application process involved in the application relationship maintains its own application relationship
endpoint.

3.1.5.10 application service element

application-service-element that provides the exclusive means for establishing and
terminating all application relationships

3.1.5.11 attribute

description of an externally visible characteristic or feature of an objec

Attributes are divided into class attributes and instance attributes.

3.1.5.12 behaviour

3.1.5.13 class

NOTE A class is a generalisation of the object; a

Rlate Yord ing variables and methods. All objects in a
an diffegerit data in their attributes.

g same class

3.1.5.15 class cod

NOTE A class specific object is unique to the object class which defines it.
3.1.5.17 Client

a) object which uses the services of another (server) object to perform a task

b) initiator of a message to which a server reacts, such as the role of an AR endpoint in which
it issues confirmed service request APDUs to a single AR endpoint acting as a server

3.1.56.18 conveyance path

unidirectional flow of APDUs across an application relationship

3.1.5.19 cyclic

term used to describe events which repeat in a regular and repetitive manner
Documents
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3.1.5.20 dedicated AR

AR used directly by the FAL user

NOTE On Dedicated ARs, only the FAL Header and the user data are transferred.
3.1.5.21 device

physical hardware connection to the link

NOTE A device may contain more than one node.

3.1.5.22 device profile

collection of device dependent information and functionality providing g tency between
similar devices of the same device type

3.1.5.23 dynamic AR

AR that requires the use of the AR establishment procedures established

state

3.1.5.24 endpoint

one of the communicating entities involved in a

3.1.5.25 error

discrepancy between a computed, obsgrved or me
or theoretically correct value or condition

value or condition and the specified

3.1.5.26 error class

general grouping for errordefin
NOTE Error codes i ithin an error class.
3.1.5.27 error

identification o ifi of error within an error class

networks compgosed of one or more data link segments

NOTE Subnets are pe
network address.

riitted to contain bridges, but not routers. FAL subnets are identified by a subset of the

3.1.5.29 logical device

FAL class that abstracts a software component or a firmware component as an autonomous
self-contained facility of an automation device

3.1.56.30 management information

network-accessible information that supports managing the operation of the fieldbus system,
including the application layer

NOTE Managing includes functions such as controlling, monitoring, and diagnosing.

3.1.5.31 network

series of nodes connected by some type of communication medium

Documents
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NOTE The connection paths between any pair of nodes can include repeaters, routers and gateways.
3.1.5.32 peer

role of an AR endpoint in which it is capable of acting as both client and server

3.1.5.33 pre-defined AR endpoint

AR endpoint that is defined locally within a device without use of the create service

NOTE Pre-defined ARs that are not pre-established are established before being used.

3.1.5.34 pre-established AR endpoint

AR endpoint that is placed in an established state during configuration that control

its endpoints

3.1.5.35 publisher

role of an AR endpoint in which it transmits APDUs onto thg N ption by one
or more subscribers

using a dedicated AR. Two types of publishers are defined by
each of which is defined separately.

3.1.5.36 server

a) role of an AREP in which it returns a confirm
initiated the request

b) object which provides

3.1.5.37 service

operation or fun

object and/or obje

provided. Object-gpecific servi ose”’which are defined by a particular object class to perform a required
function which ig'not\pekformed by a cognmon service.

NOTE Two types of subScribers are defined by this standard, pull subscribers and push subscribers, each of
which is defined separately.

3.1.6 Specific definitions for client/server

3.1.6.1

coils, discrete outputs

application process object, a set of coils, characterized by the address of a coil and a quantity
of coils

3.1.6.2

discrete, discrete input

application process object, addressed by an unsigned number and having a width of one bit,
representing a 1-bit encoded status value, read-only, with the value '1' encoding the status
ON and the value '0' encoding the status OFF
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3.1.6.3

discrete inputs, discretes

application process object, a set of discretes, characterized by the address of a discrete and
a quantity of discretes

3.1.6.4

coil, discrete output

application process object, addressed by an unsigned number and having a width of one bit,
representing a 1-bit encoded status value, read-write, with the value '1' encoding the status
ON and the value '0' encoding the status OFF

3.1.6.5

encapsulated interface
mechanism encapsulating a service for an interface, which is an applicg Qcess object
characterized by an MEI type

3.1.6.6
exception
encoding used to signal a service request failure

3.1.6.7
exception code
encoding associated with an exception, detailing

3.1.6.8
file
application process object, an organiz

3.1.6.9
function code
encoding of a service

3.1.6.10
holding register,o

application proces by an unsigned number and representing values with

3.1.6.11
holding&egisters output registers

application™~process\object, a set of holding registers, characterized by the address of a
holding registerand a\guantity of holding registers

3.1.6.12

input register

application process object, addressed by an unsigned number and representing values with
16 bits, read-only

3.1.6.13

input registers

application process object, a set of input registers, characterized by the address of an input
register and a quantity of input registers

3.1.6.14

record

application process object, a set of contiguous registers of a specified type, characterized by
the address of the first register and by the quantity of registers; in the context of this
definition, the registers involved have also been called references
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3.1.6.15
reference
denigrated term for register

3.1.6.16
reference type
denigrated term for register type

3.1.6.17
sub-code
specialization of a function code

3.1.6.18
unit ID
logical device identifier

3.1.6.19

MEI type
type specified as an octet value, used to dispatch a servicé to“the appropriate interface in the
context of the encapsulated interface mechanism

3.1.7 Specific definitions for publish/subscri

3.1.71
network object
Publish/subscribe application, reader, or W

3.1.7.2
GUID

3.1.7.3
composite stat
attributes of a set of

3.1.7.4
reader
subscribepor g

3.1.7.5
writer
Publisher or a CSTW

3.1.7.6
CSTReader
meta-information-specialized subscriber

3.1.7.7
CSTWriter
meta-information-specialized publisher

3.1.7.8
communication actor
reader or writer

3.1.7.9

domain participant

application that contains publish/subscribe elements, also called publish/subscribe Qﬂﬁ&#ments
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NOTE (Informative) This terminology is adopted to avoid the overuse of the term “application”. At the same time,
the term “domain” has a place within publish/subscribe. The Type extensibility allows for the concept of “domains”,
or independent communication planes, effectively permitting isolation of application exchanges within domains.
While OMG DDS as in “Data Distribution Service for Real-Time Systems Specification, Version 1.1, December
2005” uses this extension, the feature will not be examined further in this specification, which will consider a single
domain.

3.1.7.10

manager

specialized publish/subscribe application, containing specialized publishers and subscribers,
and involved in the described discovery and maintenance mechanism; not to be confused with
any publishing manager

3.1.7.11

managed participant
a publish/subscribe application; the qualifier refers to its role in relation\to-a_ marnager when
involved in the described discovery and maintenance mechanism; nef\to.be confusedthwith any
publishing manager subordinate

3.1.712

sequence number
number used to uniquely identify elementary publishfst
manner

3.2 Abbreviations and symbols
3.21 Common abbreviations and

AE Application Entity

AL Application Layer

Cnf Confirmation

DL- (as a prefix) data-link-

DLC data-link Connection

DLCEP data-link Connection End Point
DLL data-link Layer

DLM data-link-management

DLSAP data-link Service Access Point
DLSDU DL-service-data-unit

FAL Fieldbus Application Layer

ID Identifier
IEC International Electrotechnical Commission
Ind Indication Documents
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LME Layer Management Entity
LSB Least Significant Bit
MSB Most Significant Bit
(O]} Open Systems Interconnect
QoS Quality of Service
Req Request
Rsp Response
SAP Service Access Point
SDU Service Data Unit
SMIB System Management Information Base
SMK System Management Kernel
3.2.2 Abbreviations and symbols for client/server

C/S Client/Server

FC Function Code

CAN Controller Area Network
CiA CAN in Automation

MEI Encapsulated Interface type
URL Uniform Resource Locaté

3.2.3 Abbreviations and symbols fox publi

CS
DCPS
DDS
DLRL
OMG
P/S

The class specification defines the attributes of the class. The attributes are accessible from
instances of the class using the Object Management ASE services specified in Clause 5 of
this standard. The service specification defines the services that are provided by the ASE.

3.3.2 General conventions

This standard uses the descriptive conventions given in ISO/IEC 10731

3.3.3 Conventions for class definitions

Class definitions are described using templates. Each template consists of a list of attributes
for the class. The general form of the template is shown below:
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FAL ASE: ASE Name
CLASS:Class Name
CLASS ID: #

PARENT CLASS: Parent Class Name
ATTRIBUTES:

1 (o) Key Attribute:  numeric identifier

2 (o) Key Attribute: name

3 (m) Attribute: attribute name(values)
4 (m) Attribute: attribute name(values)
4.1 (s) Attribute: attribute name(values)
4.2 (s) Attribute: attribute name(values)
4.3 (s) Attribute: attribute name(values)
5. (c) Constraint: constraint expression
5.1 (m) Attribute: attribute name(values)
5.2 (o) Attribute: attribute name(values)
6 (m) Attribute: attribute name(values)
6.1 (s) Attribute: attribute name(values)
6.2 (s) Attribute: attribute name(values)
SERVICES:

1 (o) OpsService: service name

2. (c)  Constraint: constraint expression
21 (o) OpsService: service name

3 (m) MgtService: service name

(1) The "FAL ASE:" entry is the name of the FAL A¢

being specified.

(3) The "CLASS ID:" ent 3> the class being specified. This number
e services for this class. When qualified

by the identity of it i Nbiy sly identifies the class within the scope of

the FAL. The~val L indh s that the class cannot be instantiated. Class IDs
between 1 ¢ t 1ig” standard to identify standardized classes. They
have been assighs i npatibility with existing national standards. CLASS

IDs between 256 alocated for identifying user defined classes.
(4) The entry is the name of the parent class for the class being
specified ned for the parent class and inherited by it are inherited for

TOP is used as a starting”point from which all other classes are defined. The use of TOP is reserved for classes
defined by this standard.

(5) The "ATTRIBUTES" label indicate that the following entries are attributes defined for the
class.

a) Each of the attribute entries contains a line number in column 1, a mandatory (m) /
optional (o) / conditional (c) / selector (s) indicator in column 2, an attribute type label
in column 3, a name or a conditional expression in column 4, and optionally a list of
enumerated values in column 5. In the column following the list of values, the default
value for the attribute may be specified.

b) Objects are normally identified by a numeric identifier or by an object name, or by
both. In the class templates, these key attributes are defined under the key attribute.

c) The line number defines the sequence and the level of nesting of the line. Each
nesting level is identified by period. Nesting is used to specify Documents
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i) fields of a structured attribute (4.1, 4.2, 4.3),

ii) attributes conditional on a constraint statement (5). Attributes may be mandatory
(5.1) or optional (5.2) if the constraint is true. Not all optional attributes require
constraint statements as does the attribute defined in (5.2).

iii) the selection fields of a choice type attribute (6.1 and 6.2).

(6) The "SERVICES" label indicates that the following entries are services defined for the
class.

a) An (m) in column 2 indicates that the service is mandatory for the class, while an (o)
indicates that it is optional. A (c) in this column indicates that the service is
conditional. When all services defined for a class are defined as optional, at least one
has to be selected when an instance of the class is defined.

b) The label "OpsService" designates an operational service (

c) The label "MgtService" designates an management ser

3.3.4.1 General

The FAL is defined as a set of object-orig ch ASE is specified in a separate
subclause Each ASE spe |f|cat|on iS y ree parts its cIass definitions, its

attributes are a
specified in IEC
provided by the A

The class defin@ defi S at ibutes Jof the classes supported by each ASE. The
6

This standard

3.3.5 Co

The data-link laye
of a list of attribute
61158-1.

apping definitions are described using templates. Each template consists
for the class. The general form of the template is defined in IEC/TR

3.3.6 Abstract syntax conventions

When the "optionalParametersMap" parameter is used, a bit number which corresponds to
each OPTIONAL or DEFAULT production is given as a comment.

3.4 Conventions used in state machines

The state machines are described in Table 1.
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Table 1 — Conventions used for state machines

Current Eve_n’f
# state | condition Next state
=> action

Name of The Events or conditions that trigger this state transaction. The next

this current _ state after

transition. |state to => the actions
which this | The actions that are taken when the above events or in this
state conditions are met. The actions are always indented below transition is
transition [ eyents or conditions. taken.
applies.

The conventions used in the state machines are as follows:

XXX A parameter name.

Example:

Value of an item on the left is replaced by value of an item on
right is a parameter, it comes from the primitive shown as an

Identifier := reason

means value of a 'reason' parameter is assigned to a para

"xxx" Indicates fixed value.

Example:

Identifier := "abc"

means value "abc" is assigned to a pa

&& Logical
|| Logical

transition.

Example:
If (condition)
actions
else
actions
endif

IINDI

‘o

start_value to end_value.

a sequence of actions in a loop within one transition.

might be the value” of some identifier or the outcome of a previous action) within one

Readers are strongly recommended to refer to the subclauses for the AREP attribute
definitions, the local functions, and the FAL-PDU definitions to understand protocol machines.
It is assumed that readers have sufficient knowledge of these definitions, and they are used
without further explanations.

Full document details: IEC 61158-6-15 2007
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4 Abstract syntax for client/server

The abstract syntax of APDUs is combined with their transfer syntax and is specified in
Clause 5.

5 Transfer syntax for client/server

5.1 General

The sending Application Layer prepares an APDU to transfer to the receiving Application
Layer. It uses the parameters from the service primitives to do so. There are several formats
of the APDU:

— request APDU from Client to Server device or devices, or

5.2 Common APDU structure

All APDUs have a common structure showp’in\Figure

Unit ID \ (to\de Data
~—
ig re\—A.E_Dg{ormat

ddressable by a client. The set of addressable servers is
his set is sometimes called connection.

The Unit ID ideén
device.

ifies Yogical devices. There may be more than one logical device per physical

Some values of Unit ID are reserved and have particular meanings. The value O is reserved
for broadcast.

Field Type: Unsigned8

Allowed values: 1 to 247, and O for broadcast where supported.

NOTE In general the Unit ID is only required for logical devices having the role of servers. Often logical devices
can have either role or multiple roles, via configuration, and their Unit ID is not used when they only perform in the
client role. Depending on the underlying layers some devices can have concurrently a client and a server role on
the same access point, this is the case for client/server on Token Bus/HDLC, outside the scope of this
specification.
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5.2.2 Code
5.2.2.1 General
This field represents
— a requested service, confirmed or unconfirmed, via an identifier called function code,

or

— the normal response and positive confirmation of a requested service, represented by
echoing the requested service identifier, or

— the exception response and negative confirmation of a requested service, represented
by echoing the requested service identifier with its high bit turned on. The latter
representation is also called exception.

Field Type: Unsigned8

5.2.2.2 Service identifiers and function codes

Client/server service identifiers are commonly called functi

Function codes are encodings of services requested to a“serve e function codes are
further specialized by means of a sub-code, spé€cifig he data field. These
encodings are partitioned in three categories, and-sinc ivision may propagate to the
sub-codes, for sake of completeness ta field they will also be

mentioned here:

Publicly assigned function codes

These function codes are elther 3 3|o a standard service or reserved for future
assignment. The stq an ip identifiers will be detailed in this

specification.

User definable func

These funct
environment.

ed Mor experimentation in a controlled laboratory
an open environment.

not available for public use.
NOTE 1 Function code™as

NOTE 2 The following function codes, while publicly assigned, are not covered by this specification: FC 7 (0x07,
Read Exception Status), FC 8 (0x08, Diagnostics), FC 11 (0x0B, Get Com Event Counter), FC 12 (0x0C, Get Com
Event Log), FC 17 (0x11, Report Slave ID).

NOTE 3 The following function codes and function code/sub-codes are reserved: FC 8/19 (0x08/0x13), FC 8/21-
255 (0x08/0x15-0xFFFF), FC 9 (0x09), FC 10 (0x0A), FC 13 (0x0D), FC 14 (Ox0E), FC 41 (0x29), FC 42 (0x2A), FC
43/0-12 (0x2B/0x00-0x0C), FC 43/15-255 (0x2B/0x0F-0xFF), FC 90 (0x5A), FC 91 (0x5B), FC 125 (0x7D), FC 126
(OX7E), FC 127 (OXT7F).

ignments are managed by the Modbus-IDA industrial consortium.

5.2.3 Data

For normal requests and responses this is the user data which is transferred between the
application layer and its user. The application layer assembles it from the parameters of a
service primitive or parses it into parameters of a service primitive. Its structure depends upon
the type of APDU. For exception responses it represents the reason for the exception via an
exception code.

Field Type: from 1 to 252 octects; the Type is APDU specific. Documents
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5.2.4 Client to server confirmed service request

The format is as in Figure 2.

Unit ID

Function code

Request Data

Figure 2 — Client to server confirmed service request

5.2.5 Normal response from server to client

The format for the normal response to a confirmed service is as in Figur
the function code fields are the same as the corresponding fields in the

A\

Unit ID

Function code

S0

Figure 3 — Normal response from sérve c t

5.2.6 Exception response from server to clien

The format for the exception respons
corresponding field in the request.
code of the corresponding request.

Unit ID

Full document details: IEC 61158-6-15 2007
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Table 2 — Exception code

Encoding | Name Description

0x01 lllegal function The function code received in the query is not an
allowable action for the server. This may be because the
function code is only applicable to newer devices, and
was not implemented in the unit selected. It could also
indicate that the server is in the wrong state to process a
request of this type, for example because it is not
configured and it is being asked to return register values.

0x02 lllegal data address The data address received in the query is not an

allowable address for the server. More specifically, the
combination of reference number and transfer length is
invalid. Example (informative): For a contretfe

0x03 lllegal data value
0x04 Server device failure
0x05 Acknowledge
ong time to execute. The
wrns only an acknowledgement of the
nvosatien recgipt. This response is returned to
timewut error from occurring in the client
0x06 Server bu able to accept the request. The client

0x08 mo & iali i j i i i
(0x44)yand 21 (0x15), to indicate that the extended file
area failed to pass a consistency check. For example,
the server attempted to read record file, but detected a
memory parity error. The client can retry the request, but
service may be required on the server device.

0x0A For specialized use in conjunction with gateways, hubs,
switches and similar network devices, to indicate that the
gateway was unable to allocate an internal
communication path from the input port to the output port
for processing the request. This usually means that the

gateway is misconfigured or overloaded.

0x0B teway target device For specialized use in conjunction with gateways, hubs,
failed to respond switches and similar network devices, to indicate that no
response was obtained from the target device. This
usually means that the device is not present on the

network.

5.2.7 Client to server unconfirmed service request

The format is as in Figure 5. These services are used for broadcast. Only a small number of
function codes allow broadcast.

UnitID =0 Function code Request Data

Figure 5 — Client to server unconfirmed service request
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5.3 Service-specific APDU structures
5.3.1 Read Discretes FAL PDU
5.3.1.1 Request primitive

Service identifier, function code = 2 (0x02).

This function code is used to read the status of 1 to 2000 discrete inputs in a remote device.
The request PDU specifies the starting address, i.e. the address of the first input specified,
and the number of inputs. In the PDU Discrete Inputs are addressed starting at zero.
Therefore discrete inputs numbered 1-16 are addressed as 0-15. The starting address can be
from 0x0000 to OxFFFF

The format is given in Table 3.
Table 3 — Read discretes reques x

Parameter
name / field Type O‘é\pM

Unit ID Unsigned8 Addresg’of the 3erv
ed valugs: 1 to247

Function code Unsigned8 unction code = 2 (0x02)
Address of first Unsigned16 rete input
discrete

Quantity of discretes Unsigned16

5.3.1.2 Response primitive

The format is gi\@m able
Jab Read discretes response

Par \T_/ Descripti
na A ype escription

Unsigned8 Address of the server. Echo of requested.

>Jnsigned8 Service identifier, function code = 2 (0x02).
Echo of requested.

Uni
Fu

Data octets Unsigned16 Number of octets read.

Data Status bit sequence Status values of the discretes read.

The field data contains n octets where n is the number in the field data octets count.

The discrete inputs in the response message are packed as one input per bit of the data field.
Status is indicated as 1= ON; 0= OFF. The LSB (least significant bit) of the first data octet
contains the input addressed in the query. The other inputs follow toward the high order end
of this octet, and from low order to high order in subsequent octets.

If the returned input quantity is not a multiple of eight, the remaining bits in the final data octet
shall be padded with zeros (toward the high order end of the octet). The data octets count
field specifies the quantity of octets of returned inputs data, n (including the padded octet, if

any).
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5.3.2 Read Coils FAL PDU
5.3.21 Request primitive

Service identifier, function code = 1 (0x01).

This function code is used to read from 1 to 2000 coils in a remote device. The request PDU
specifies the starting address, i.e. the address of the first coil specified, and the number of
coils. In the PDU, coils are addressed starting at zero. Therefore coils numbered 1-16 are
addressed as 0-15. The starting address can be from 0x0000 to OxFFFF.

The format is given in Table 5.

Table 5 — Read coils request <\(\
A N
Parameter T 5 < \>
name / field ype escription

Unit ID Unsigned8 Address of the serv \

Function code Unsigned8 Service j
Address of first coil Unsigned16 Addref§s of,
owe
Quantity of coils Unsigned16 a
Mllowsd valves: 1 to/2000 (0x7D0)

5.3.2.2 Response primitive s

The format is given in Table 6 Q
M akaNe d coils response

nzan::T\?it;@/{\ W Description
Unit ID SMJ Address of the server. Echo of requested.
Functiop/c nsigued8 Service identifier, function code = 1 (0x01).
Echo of requested.
Dafta oste t Unsigned16 Number of octets read.
Data K tatus bit sequence Status values of the discretes read.

The field datamn octets where n is the number in the field data octets count.

The coils in the response message are packed as one input per bit of the data field. Status is
indicated as 1= ON; 0= OFF. The LSB (least significant bit) of the first data octet contains the
input addressed in the query. The other coils follow toward the high order end of this octet,
and from low order to high order in subsequent octets.

If the returned input quantity is not a multiple of eight, the remaining bits in the final data octet
shall be padded with zeros (toward the high order end of the octet). The data octets count
field specifies the quantity of octets of returned inputs data, n (including the padded octet, if

any).
5.3.3 Write Single Coil FAL PDU

5.3.3.1 Request primitive

Service identifier, function code = 5 (0x05).
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This function code is used to write a single coil to either ON or OFF in a remote device.

The requested ON/OFF status is specified by a constant in the request data field. A value of
OxFFOO0 requests the output to be ON. A value of 0x0000 requests it to be OFF. All other
values are illegal and do not affect the output.

The Request PDU specifies the address of the coil to be forced. Coils are addressed starting
at zero. Therefore coil numbered 1 is addressed as 0.

The format is given in Table 7.

Table 7 — Write single coil request (\
N
Parameter Tvpe Descripti
name / field yp P

Unit ID Unsigned8 Address of the serv \b\/

Allowed values: 1 t06,247

Function code Unsigned8 = 5\(0x05)
Address of coil Unsigned16
Data single coil Status flag i i that has to be written.

N

5.3.3.2 Response primitive

The format is given in Table 8.

single) €oil response

Paramefe e Description
name /Nfiel P P

Unit ID Uhsign \) Address of the server. Echo of requested.

Function cod signed8 Service identifier, function code = 5 (0x05).
Echo of requested.

Address of co signed16 Address of the coil. Echo of requested.

Data single cai Status flag Single coil status value that had to be written.
Echo of requested.

N\
The normalrekpom\e> an echo of the request, returned after the coil state has been written.

5.34 Write Multiple Coils FAL PDU

5.3.41 Request primitive

Service identifier, function code = 15 (0x0F).

This function code is used to force each coil in a sequence of coils to either ON or OFF in a
remote device.

The Request PDU specifies the coil references to be forced. Coils are addressed starting at
zero. Therefore coil numbered 1 is addressed as 0.

The requested ON/OFF coils status is specified by the contents of the request data field. A
logical '1" in a bit position of the field requests the corresponding output to be ON. A logical '0'

requests it to be OFF. Documents
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The coils in the request message are packed as one input per bit of the data field. If the
specified quantity of coils is not a multiple of eight, the remaining bits in the final data octet of
data shall be padded with zeros (toward the high order end of the octet). The octet count field
specifies the quantity of octets of data, n (including the padded octet, if any). The field data
contains the n data octets, where n is the number in the field octet count.

The format is given in Table 9.

Table 9 — Write multiple coils request

Parameter

name / field Type Description

Unit ID Unsigned8 Address of the server.
Allowed values: 1 to 247

Function code Unsigned8

Address of first coil Unsigned16
Quantity of coils Unsigned16
Data octets count Unsigned16

Data

Status bit seq enceQ

5.3.4.2 Resp@e

The format is giv

0 — Write multiple coils response

I

nPare /e'tsﬁ\ Type Description
Unit ID \) Unsigned8 Address of the server. Echo of requested.
Function code Unsigned8 Service identifier, function code = 15 (0x0F).
Address of first coil Unsigned16 Address of the first coil. Echo of requested.
Quantity of coils Unsigned16 Quantity of coils. Echo of requested.

The normal response is an echo of the requested parameters Unit ID, function code, address
of first coil, and quantity of coils.

5.3.5 Broadcast Write Single Coil FAL PDU
5.3.5.1 Request primitive

Service identifier, function code = 5 (0x05); Unit ID = 0.

This function code is used to write a single coil to either ON or OFF in all the Unit ID
addressable servers, by specifying Unit ID = 0.
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This is an unconfirmed service.

The requested ON/OFF status is specified by a constant in the request data field. A value of
OxFFOO0 requests the output to be ON. A value of 0x0000 requests it to be OFF. All other
values are illegal and do not affect the output.

The Request PDU specifies the address of the coil to be forced. Coils are addressed starting
at zero. Therefore coil numbered 1 is addressed as 0.

The format is given in Table 11.

Table 11 — Broadcast write single coil request

Parameter Type Descrir}ﬁ@&\‘ %
name / field
Unit ID Unsigned8 Address of the serv \b\/
Allowed values: 0
Function code Unsigned8 = 5\(0x05)
Address of coil Unsigned16
Data single coil Status flag i i that has to be written.

5.3.6 Broadcast Write Multiple Coi

5.3.6.1 Request primitive

This function codexis a iNn a sequence of coils to either ON or OFF in all
the Unit ID addrle ervess, by spegifyipg Unit ID = 0.

logical '1" in a bit position of the field requests the corresponding output to be ON. A logical '0'
requests it to be OF

The coils in the request message are packed as one input per bit of the data field. If the
specified quantity of coils is not a multiple of eight, the remaining bits in the final data octet of
data shall be padded with zeros (toward the high order end of the octet). The octet count field
specifies the quantity of octets of data, n (including the padded octet, if any). The field data
contains the n data octets, where n is the number in the field octet count.

The format is given in Table 12.
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Table 12 — Broadcast write multiple coils request

Parameter Tvpe Description
name / field yp tptl
Unit ID Unsigned8 Address of the server.
Allowed values: 0
Function code Unsigned8 Service identifier, function code = 15 (OxO0F).
Address of first coil Unsigned16 Address of the first coil.
Allowed values: 0x0000 to OxFFFF
Quantity of coils Unsigned16 Quantity of coils to be written.
Allowed values: 1 to 1968 (0x7B0
consistent with the Data octets
Data parameters.
Data octets count Unsigned16 Number of octets carrying
to be written.
Data Status bit sequence

5.3.7 Read Input Registers FAL PDU Q
5.3.71 Request prim

This function cod
Request PDU specifi
Registers are a
addressed as 0-1

able 13 — Read input registers request

Parameter Type Description
name / field yp P
Unit ID Unsigned8 Address of the server.
Allowed values: 1 to 247
Function code Unsigned8 Service identifier, function code = 4 (0x04).
Address of input Unsigned16 Address of input register.to read.
register to read Allowed values: 0x0000 to OxFFFF
Quantity of input Unsigned16 Quantity of input registers to read.
registers .
Allowed values: 1 to 125 (0x7D)

5.3.7.2 Response primitive

The format is given in Table 14.
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Table 14 — Read input registers response

Parameter Tvpe Description
name / field yp tptl
Unit ID Unsigned8 Address of the server. Echo of requested.
Function code Unsigned8 Service identifier, function code = 4 (0x04).
Echo of requested.
Data octets count Unsigned16 Number of octets read.
Data Array of Unsigned16 Input registers values read.

The response parameter data contains n octets, where n is the number _in the response

5.3.8 Read Holding Registers FAL PDU

5.3.8.1 Request primitive

Service identifier, function code = 3 (0x03).

addressed as 0-15.

The format is given in Tab

mber of registers.

Tabl ad holding registers request

ters in a remote device. The

In the PDU

input registers numbered 1-16 are

Parameter

name / f,e’N

Description

Un'rm/

Unit ID

F Unsigned8
Addr >Jnsigned16
holding

read

Quantity of holding Unsigned16

registers to read

Address of the server.
Allowed values: 1 to 247

Allowed values: 0x0000 to OxFFFF

Quantity of holding registers to read.
Allowed values: 1 to 125 (0x7D)

Service identifier, function code = 3 (0x03).

Address of the first holding register to read.

5.3.8.2 Response primitive

The format is given in Table 16.
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Documents

Document Sharing Hub


http://avadocuments2026.com/doc/iec-61158-6-15-2007
http://avadocuments2026.com/doc/iec-61158-6-15-2007

IEC 61158-6-15:2007 © IEC 2007 -33 -

Table 16 — Read holding registers response

Parameter

name |/ field Type Description
Unit ID Unsigned8 Address of the server. Echo of requested.
Function code Unsigned8 Service identifier, function code = 3 (0x03).
Echo of requested.
Data octets count Unsigned16 Number of octets read.
Data Array of Unsigned16 Holding registers values read.

The response parameter data contains n octets, where n is the number in the response
parameter data octet count, equal to twice the requested quantity of holdirig registers.

register value. For each register, the first octet contains the high ord
the second octet contains the low order register value bits (big-endia

5.3.9  Write Single Holding Register FAL PDU
5.3.9.1 Request primitive

Service identifier, function code = 6 (0x06).

This function code is used to write a sin

s of the regi
N
The register data in the

register, the first octet NS i egister bits and the second octet contains the

low order registe<'>ts

The format is given i

The Request PDU specifies the addre
starting at zero. Therefore register nu

/\ able 1 te single holding register request
naar\aqgié@ Type Description
Unit ID N Unsigned8 Address of the server.
Allowed values: 1 to 247
Function code Unsigned8 Service identifier, function code = 6 (0x06).
Address of holding Unsigned16 Address of the holding register to write.
register to write Allowed values: 0x0000 to OxFFFF
Data Unsigned16 Holding register value to be written.

Allowed valies: 0x0000 to OXFFFF

5.3.9.2 Response primitive

The format is given in Table 18.
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Table 18 — Write single holding register response

Parameter

name |/ field Type Description
Unit ID Unsigned8 Address of the server. Echo of requested.
Function code Unsigned8 Service identifier, function code = 6 (0x06).
Echo of requested.
Address holding Unsigned16 Address of the holding register to write. Echo of
register to write requested.
Data Unsigned16 Holding register value to be written. Echo of
requested.
The normal response is an echo of the request, returned after the registe ats have been
written.

5.3.10 Write Multiple Holding Registers FAL PDU
5.3.10.1 Request primitive

Service identifier, function code = 16 (0x10).

hues data parameter. The register data in the
request parameter data acked—as\two octets per register value. For each
register, the first octet i

low order register bits

The format is gi@
ultiple holding registers request

a
/wgig"?%d \) Type Description

Unit }JnsignedS Address of the server.
Allowed values: 1 to 247

Function code Unsigned8 Service identifier, function code = 16 (0x10).

Address of first Unsigned16 Address of the first holding register to write.

holding register to Allowed values: 0x0000 to OxFFFF

Quantity of holding Unsigned16 Quantity of holding registers to write.

registers to write Allowed values: 1 to 123 (0x7B), must be
consistent with the Data octets count and the
Data parameters.

Data octets count Unsigned16 Number of octets to write.

Allowed values: 1 to 246, must be consistent
with the Quantity of holding registers to write
and the Data parameters.

Data Array of Unsigned16 Holding registers values to write.

Allowed values: 1 to 123 elements, must be
consistent with the Quantity of holding registers
to write and the Data octets count parameters.
Element values can be from 0x0000 to OxFFFF.
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5.3.10.2 Response primitive

The format is given in Table 20.

Table 20 — Write multiple holding registers response

Parameter

name |/ field Type Description

Unit ID Unsigned8 Address of the server. Echo of requested.

Function code Unsigned8 Service identifier, function code = 16 (0x10).
Echo of requested.

Address of first Unsigned16 Address of the first holding regist write.

holding register to Echo of requested.

write

Quantity of holding Unsigned16 Quantity of holding regist

registers to write requested.

The normal response returns the requested parameters Unit ID\funct

holding register to write, and quantity of registers to write.

5.3.11 Mask Write Holding Register FAL PDU
5.3.11.1 Request primitive

Service identifier, function code = 22
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Table 21 — Mask write holding register request

Parameter

name |/ field Type Description
Unit ID Unsigned8 Address of the server.
Allowed values: 1 to 247
Function code Unsigned8 Service identifier, function code = 22 (0x16).
Address of holding Unsigned16 Address of the holding register to change.
register to change Allowed values: 0x0000 to OxFFFF
AND Mask Unsigned16 Binary mask AND_Mask that contributes to the

new content of the holding register to change
according to equation (1).

Allowed values: 0x0000 to 0x

OR Mask Unsigned16 Binary mask OR_Mask th
new content of the holdidg r

according to equation(1).
Allowed valies: 0x00Q00 to F

N\

5.3.11.2 Response primitive

The format is given in Table 22.

Table 22 - MaWe{b@%g r gi reqgiest

N

Type Description
jg fAhe server. Echo of requested.
identifier, function code = 22 (0x16).
Echo of requested.

Parameter
name / field

Unit ID S

Function code
Address of holding
register to ch e
AND Mask

OR Mask Binary mask OR_Mask that contributes to the

new content of the holding register to change
(\ according to equation (1). Echo of requested.
N\

The normal responseis_anjecho of the request, returned after the register contents have been
written.

dress of the holding register to change. Echo
of requested.

Binary mask AND_Mask that contributes to the
new content of the holding register to change
according to equation (1). Echo of requested.

5.3.12 Read/Write Holding Registers FAL PDU
5.3.12.1 Request primitive

Service identifier, function code = 23 (0x17).

This function code performs a combination of one read operation and one write operation on
holding registers in a single service.

The write operation is performed before the read operation.
Holding registers are addressed starting at zero. Therefore holding registers 1-16 are

addressed in the PDU as 0-15.
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The request specifies the starting address and number of holding registers to be read as well
as the starting address, number of holding registers, and the data to be written. The octet
count specifies the number of octets to follow in the write data field.

The parameter data contains n octets, where n is the number in the parameter data octets
count, equal to twice the requested quantity of holding registers to write parameter.

The values to be written are specified in the request data parameter. The register data in the
request parameter data elements is packed as two octets per register value. For each
register, the first octet contains the high order register bits and the second octet contains the
low order register bits (big-endian convention).

The format is given in Table 23.

Table 23 — Read/Write multiple holding registers’r es

Parameter )
name / field Type DQM\ >

Unit ID Unsigned8

Function code Unsigned8

Address of first Unsigned16

holding register to

read

Quantity of holding Unsigned16

registers to read

Address of first signed16 Q
holding register to

llowed’values: 0x0000 to OxFFFF

write

Quantity of holding Unsigned16 ntity of holding registers to write.

registers to wrjte Allowed values: 1 to 121 (0x79), must be
consistent with the Data octets count and the
Data parameters.

Data octets co Unsigned16 Number of octets to write.

Allowed values: 1 to 242, must be consistent
with the Quantity of holding registers to write
and the Data parameters.

D Array of Unsigned16 Holding registers values to write.

Allowed values: 1 to 123 elements, must be
consistent with the Quantity of holding registers
to write and the Data octets count parameters.
Element values can be from 0x0000 to OxFFFF.

5.3.12.2 Response primitive

The format is given in Table 24.

Table 24 — Read/Write multiple holding registers response

Parameter

name / field Type Description
Unit ID Unsigned8 Address of the server. Echo of requested.
Function code Unsigned8 Service identifier, function code = 23 (0x17).
Echo of requested.
Data octets count Unsigned16 Number of octets read.
Data Array of Unsigned16 Holding registers values read.

Documents

Document Sharing Hub

Full document details: IEC 61158-6-15 2007


http://avadocuments2026.com/doc/iec-61158-6-15-2007
http://avadocuments2026.com/doc/iec-61158-6-15-2007

- 38 - IEC 61158-6-15:2007 © IEC 2007

The response parameter data contains n octets, where n is the number in the response
parameter data octet count, equal to twice the requested quantity of holding registers.

The register data in the response parameter data elements is packed as two octets per
register value. For each register, the first octet contains the high order register value bits and
the second octet contains the low order register value bits (big-endian convention).

5.3.13 Read FIFO FAL PDU
5.3.13.1 Request primitive

Service identifier, function code = 24 (0x18).

This function code is used to read a bounded number of holding regi ganized to
facilitate a FIFO policy. The bounded number is a-priori unkno i art of the
response. The bound is 32 registers: the register containing the alov
following registers.

The format is given in Table 25.

Table 25 — Read FIFQ request
D)

Parameter
name / field Type/\
Unit ID Unsigned8
Function code Unsigned8
Address of FIFO Unsjgned1
queue
Allowed values: 0x0000 to OxFFFF

5.3.13.2 Res

The format is givén i

able 26 — Read FIFO response

Ifleld Type Description
Unit ID \/ Unsigned8 Address of the server. Echo of requested.
Function code Unsigned8 Service identifier, function code = 3 (0x03).

Echo of requested.

Data octets count Unsigned16 Number of octets read, including the octets of
the FIFO queue count.

FIFO queue count Unsigned16 Number of data holding registers of the FIFO
queue, read in the Data parameter. The FIFO
queue count holding register itself is not
included.

Data Array of Unsigned16 Holding registers values read.

In a normal response, the data octet count shows the quantity of octets to follow, including the
FIFO queue count octets and the data octets.

The FIFO queue count is the quantity of data registers in the queue (not including the FIFO
queue count register itself).
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The register data in the response parameter data elements is packed as two octets per
register value. For each register, the first octet contains the high order register value bits and
the second octet contains the low order register value bits (big-endian convention).

5.3.14 Broadcast Write Single Holding Register FAL PDU
5.3.14.1 Request primitive

Service identifier, function code = 6 (0x06); Unit ID = 0.

This function code is used to write a single holding register in all the Unit ID addressable
servers, by specifying Unit ID = 0.

This is an unconfirmed service.

The Request PDU specifies the address of the register to be writte
starting at zero. Therefore register numbered 1 is addressed a

The register data in the request parameter data is packed 4
register, the first octet contains the high order register bi
low order register bits (big-endian convention).

The format is given in Table 27.

gister request

\> Description
Wof the server.
lloved values: 0

Service identifier, function code = 6 (0x06).

Parameter
name / field

Unit ID

Function codg
Address of
register to writé

Data

Address of the holding register to write.
Allowed values: 0x0000 to OxFFFF
Holding register value to be written.
Allowed valies: 0x0000 to OxXFFFF

Service identifier, furiction code = 16 (0x10); Unit ID = 0.

This function code is used to write from 1 to 123 holding registers in all the Unit ID
addressable servers, by specifying Unit ID = 0.

This is an unconfirmed service.

The Request PDU specifies the starting register address and the number of registers. In the
PDU Registers are addressed starting at zero. Therefore registers numbered 1-16 are
addressed as 0-15.

The values to be written are specified in the request data parameter. The register data in the
request parameter data elements is packed as two octets per register value. For each
register, the first octet contains the high order register bits and the second octet contains the
low order register bits (big-endian convention).
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The format is given in Table 28.

Table 28 — Broadcast write multiple holding registers request

Parameter

name / field Type Description
Unit ID Unsigned8 Address of the server.
Allowed values: 0
Function code Unsigned8 Service identifier, function code = 16 (0x10).
Address of first Unsigned16 Address of the first holding register to write.
holding register to Allowed values: 0x0000 to OxFFFE

Quantity of holding Unsigned16
registers to write

Data octets count Unsigned16
Allowed value
with the Qua
and the

Data Array of Unsigned16

5.3.16.1 Request primj

Service identifier, func

This function co

The format is give

ords from one or more files.
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Table 29 — Read file record request

Parameter Type Description

name / field yp P
Unit ID Unsigned8 Address of the server.

Allowed values: 1 to 247

Function code Unsigned8 Service identifier, function code = 20 (0x14).
Sub-requests all- Unsigned8 Total count of octets (excluding itself) of all the following sub-
elements actets requests.
count

Allowed values: 7 (0x07) to 245 (OxF5). The minimum is obtained
when there is only one Sub-request element, and the maximum is
obtained when there are 35 Sub-request elements. The upper
bound is dictated by the maximum size of the
client/server (Unit ID + Function Code + Dat .
correct Read File Record request will also Have to(ehsure
total size of the requested response, in ing_all r@%st\ed

records, does not exceed this upper bound.

Sub-request 1 Unsigned8
reference type

Sub-request 1 file Unsigned16
number

Sub-request 1 Unsigned16 C nent used to specify the record number,
record number P

~E4ach file but the last should contain 10.000
the last file allowed to have less. This provides for

t most. As a consequence, the Record Number should
range 0x0000 to 0x270F.

9

TE 1 While it is allowed for any file to have more or less than
10.000 registers, with a maximum of 65.536 (0x10000), and
consequently to have records addressed from 0x0000 to OxFFFF,
N it should be noted that interoperability with legacy equipment may

be compromised if each file but the last does not have 10.000
registers, with the last file allowed to have less.

NOTE 2 Differently from other APOs, like discretes, coils, input
registers and holding registers, where the lowest addressable
instance is known to an application as 1-based and it is
addressed in the protocol as 0-based, the lowest addressable
record is record 0, known to an application as 0-based, and it is
addressed in the protocol using a 0-based register address.

Sub-request 1 Unsigned16 Part of a sub-request element used to specify the record length,
record length that contributes to the qualification of the record. Records are
identified using the address of their first register and their length,
the latter is specified in number of registers; this parameter
represents the length of the record in number of registers.

Allowed values: For a given record number, the record length, in
number of registers, must result in a record contained in the file.
Moreover, such record length, in combination with all the other
parts of the request, shall not produce a response that exceeds
the maximum size of the APDU for client/server (Unit ID +
Function Code + Data = 254 octets).

Sub-request 2

Sub-request n - DOCLImentS
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5.3.16.2 Response primitive

The format is given in Table 30.

Table 30 — Read file record response

Parameter Type Description

name / field yp P
Unit ID Unsigned8 Address of the server. Echo of requested.
Function code Unsigned8 Service identifier, function code = 20 (0x14). Echo of requested.
Sub-requests all- Unsigned8 Total count of octets (excluding itself) of all the/followirg sub-
elements octets responses.

count

sub-response element and that is &
a record of length 1 register. The m
several ways, with different cenikj
responses and record length
responses each with ar

56 registers (2 + (56 (% 2)
dictated by the i
ID + Runction

or client/server (Unit
. A correct read file

Sub-response 1 Unsigned8
octets count

nd“a maximum of 249 (0xF9). The minimum is obtained
requested record has the length of 1 register. The

m um is reached when the requested record has the length of
124/registers, and in this case this is the only sub-response.
Sub-respo 1 nsigned Part of a sub-response element used to specify the reference
reference type. Echo of the requested.
Sub- \Unéigned\é 1-st register of the record data array of a sub-response element.
reco

\&Qsig\ﬁedw 2-nd register of the record data array of a sub-response element.

Unsigned16 n-th register of the record data array of a sub-response element.

Sub-response 2

Sub-response n

5.3.17 Write File Record FAL PDU
5.3.17.1 Request primitive

Service identifier, function code = 21 (0x15).
This function code is used to write multiple records into one or more files.

The format is given in Table 31.
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Table 31 — Write file record request

Parameter Type Description

name / field yp P
Unit ID Unsigned8 Address of the server.

Allowed values: 1 to 247

Function code Unsigned8 Service identifier, function code = 21 (0x15).
Sub-requests all- Unsigned8 Total count of octets (excluding itself) of all the following sub-
elements actets requests.
count

Allowed values: 9 (0x09) to 251 (OxFB). The minimum is obtained
when there is only one Sub-request element, and that is the
smaller sub-request, with a record of Iength 1 register. The

length of 113 registers (for a total
bound is dictated by the maximu
client/server (Unit ID + Functig C
correct write file record req
does not exceed the upper bownd, s

described below, a suceéssf r
exact copy of the writé file recor

Sub-request 1 Unsigned8 Part of a sub-reque
reference type

Sub-request 1 file Unsigned16

number
d beN0 (Qx0A).
k i qwed for the file fumber to be in the range
FFF; uld be noted that interoperability with legacy
may be/ compromised if the file number is greater
Sub-request 1 signed Subyrequest element used to specify the record number,
record numbe ibdtes to the qualification of the record. Records are
i using the address of their first register and their length,

r is specified in number of registers; this parameter
rephesents the address of the first register of the record.

owed values: Each file but the last should contain 10.000
registers, with the last file allowed to have less. This provides for
records addressed from 0x0000 to 0x270F (0000 to 9999
decimal), at most. As a consequence, the Record Number should
x be in the range 0x0000 to 0x270F.

NOTE 1 While it is allowed for any file to have more or less than
10.000 registers, with a maximum of 65.536 (0x10000), and
consequently to have records addressed from 0x0000 to OxFFFF,
it should be noted that interoperability with legacy equipment may
be compromised if each file but the last does not have 10.000
registers, with the last file allowed to have less.

NOTE 2 Differently from other APOs, like discretes, coils, input
registers and holding registers, where the lowest addressable
instance is known to an application as 1-based and it is
addressed in the protocol as 0-based, the lowest addressable
record is record 0, known to an application as 0-based, and it is
addressed in the protocol using a 0-based register address.
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Parameter Type Description

name / field yp P
Sub-request 1 Unsigned16 Part of a sub-request element used to specify the record length,
record length that contributes to the qualification of the record. Records are

identified using the address of their first register and their length,
the latter is specified in number of registers; this parameter
represents the length of the record in number of registers.

Allowed values: For a given record number, the record length, in
number of registers, must result in a record contained in the file.
Moreover, such record length, in combination with all the other
parts of the request, shall not produce a response that exceeds
the maximum size of the APDU for client/server (Unit ID +
Function Code + Data = 254 octets).

Sub-request 1 Unsigned16 1-st register of the record data array of a sub-request.element.
d dat
record cala array Unsigned16 2-nd register of the record data array of a subX&equesté‘ament.

NN
Unsigned16 3-rd register of the record data array of&s&x@ue%ﬂ%n&
CONADS
ZANNENAN
N\

Sub-request 2

Sub-request n

5.3.17.2 Response primitive
The normal response is an echo of thé e format Qi in Table 32.

O
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Table 32 — Write file record response

Parameter Type Description

name / field yp P
Unit ID Unsigned8 Address of the server. Echo of requested.
Function code Unsigned8 Service identifier, function code = 21 (0x15). Echo of requested.
Sub-requests all- Unsigned8 Total count of octets (excluding itself) of all the following sub-
elements actets requests. Echo of requested.
count
Sub-request 1 Unsigned8 Part of a sub-request element used to specify the reference type.
reference type Echo of requested.
Sub-request 1 file Unsigned16 Part of a sub-request element used to specify the-fi
number Echo of requested.
Sub-request 1 Unsigned16 Part of a Sub-request element used to spegify mber,
record number that contrlbutes to the qualn‘lcatlon of the

represents the address of the firs regl cho of
requested.

Sub-request 1 Unsigned16 Part of a sub-request eleme

record length that contributes to the q ecords are
identified using the addfess o nd their length,

of requested.

Sub-request 1 Unsigned16 register ©f the récord takar)'a a sub-request element.
record data array Ech of requested

Unsigned16 2-nd ister recoxd data array of a sub-request element.
Ech of re,gyest

D

Unsigned te heyeegord data array of a sub-request element.
N E_Qho of\requested.

Sub-request 2 [ Eg\qfr ested.
2 ¢ N/

Sub-request n E}h@ o>requested.
5.3.18 ReadDe 'MAL PDU

This function code/MEI Type is used to retrieve the device identification objects.

The format is given in Table 33.
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Table 33 — Read device identification request

Parame_ter Type Description
name / field
Unit ID Unsigned8 Address of the server.
Allowed values: 1 to 247
Function code Unsigned8 Service identifier, function code = 43 (0x2B).
MEI Unsigned8 Encapsulated Interface type.
Allowed values:14 (0x0E).
Read device ID Unsigned8 Requested device access type, that qualifies the requested
code information based on device categories described in Table 34

and, when supported, individually addressed obj
is illustrated in Table 35.

ctretrieval. This

Allowed values: As illustrated in Table 35,

Requested object Unsigned8
ID

initiat’object ID is not
ice ldentification will be
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Table 34 — Device identification categories

Object IDs Object name / description Type Presence Category

0x00 Vendor Name ASCII string [Mandatory Basic

0x01 Product Code ASCII string |Mandatory

0x02 Major Minor Revision ASCII string |Mandatory

0x03 Vendor URL ASCII string Optional Regular

0x04 Product Name ASCII string

0x05 Model Name ASCII string

0x06 User Application Name ASCII string

0x07 Reserved

Ox7F

0x80 Private application-defined Device Optional RExtende
objects. The object ID dependen

range [0x80 — OxFF] can
be used by an application
to define its own objects.

0

OxFF \
Table 3@Mcode
Value RM \IQQ;)D code
0x01 \o&s_'w/the Basic Device Identification

0x02 fects in the Regular Device Identification
is implies a request for the Basic Device

as well. A stream of objects is expected, with

&

jfany, and this implies a request for the Regular Device
ion category, if any, and for the Basic Device ldentification
category as well. A stream of objects is expected, with the Basic
eyice Identification category returned first, the Regular Device
Identification category after that, if any, and finally the Extended
Device Identification category, if any.

/%

0x04 Request to retrieve a specific object. If this feature is supported, a
single object is expected, otherwise an error response is returned.

NOTE While the returned categories are ordered as from Table 35, no assumption should be made about the
order of returned objects within any category, even across service invocations. This is to avoid any extra
processing load on servers that may reside in very simple devices, and to permit the best object packing when the
retrieval of multiple objects requires multiple request/response transactions.

5.3.18.2 Response primitive

The format is given in Table 36.

Documents

Document Sharing Hub

Full document details: IEC 61158-6-15 2007


http://avadocuments2026.com/doc/iec-61158-6-15-2007
http://avadocuments2026.com/doc/iec-61158-6-15-2007

- 48 - IEC 61158-6-15:2007 © IEC 2007

Table 36 — Read device identification response

Parameter Tvpe Description

name / field yp et
Unit ID Unsigned8 Address of the server. Echo of requested.
Function code Unsigned8 Service identifier, function code = 43 (0x2B). Echo of requested.
MEI Unsigned8 Encapsulated Interface type. Echo of requested.
Read device ID Unsigned8 Requested device access type, that qualifies the requested
code information based on device categories described in Table 34

and, when supported, individually addressed object retrieval. This
is illustrated in Table 35. Echo of requested.

Conformity level Unsigned8 Actual object categories and object retrieval acces pe made

More-available Unsigned8
flag
Next-object ID Unsigned8

Number of objeclj nsighe

ing the Returned-object ID, the Object length and the
A \%%;@ value. All is described below.
Object 1 Unsigned8 \Pjéof the Objects array element, and it uniquely identifies the

object. Its description is the same as for the Requested-object ID,
and it is part of the stream that initiated with the Requested-
N object ID.

Unsigyed8 Part of the Objects array element. It describes the length of the
object value, in octets.

Object len

Object 1 >s from Part of the Objects array element and contributes to the device
. Table 34 identification.

Object value

Object 2

Object n
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