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INTERNATIONAL ELECTROTECHNICAL COMMISSION

INDUSTRIAL COMMUNICATION NETWORKS -
FIELDBUS SPECIFICATIONS -

Part 6-2: Application layer protocol specification —
Type 2 elements

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization f i 30 comprising
all national electrotechnical committees (IEC National Commlttees) The i promote
international co-operation on all questions concerning standardization in the e
this end and in addition to other activities, IEC publishes International St ) chni of |cat|ons
Technical Reports, Publicly Available Specifications (PAS) and Guides € S “IEC

governmental organizations liaising with the IEC also part|0|pate in
with the International Organlzatlon for Standardization (ISO with conditions determined by

2) The formal decisions or agreements of IEC on technical matiers & % @S possible, an international
consensus of opinion on the relevant subjects since gash\te i iittee has representation from all
interested IEC National Committees

3) IEC Publications have the form of recom ernatiQnal use/and are accepted by IEC National
Committees in that sense. While all reasonable effqrt o-ensdre that the technical content of IEC

Publications is accurate, IEC cannot be he i the way in which they are used or for any
misinterpretation by any end user.

indispensable fo hecorreet application of this publication.

9) Attention is drawn_to the possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shafl not be held responsible for identifying any or all such patent rights.

NOTE 1 Use of some of the associated protocol types is restricted by their intellectual-property-right holders. In
all cases, the commitment to limited release of intellectual-property-rights made by the holders of those rights
permits a particular data-link layer protocol type to be used with physical layer and application layer protocols in
Type combinations as specified explicitly in the profile parts. Use of the various protocol types in other
combinations may require permission from their respective intellectual-property-right holders.

International Standard IEC 61158-6-2 has been prepared by subcommittee 65C: Industrial
networks, of IEC technical committee 65: Industrial-process measurement, control and
automation.

This second edition cancels and replaces the first edition published in 2007. This edition
constitutes a technical revision.

The main changes with respect to the previous edition are listed below:

— Clause 2 and Bibliography: update of normative and bibliographic references;

Documents

Document Sharing Hub

— subclause 3.4: update of abbreviations;
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— subclause 4.1.2.1: update list of service request/response PDUs (Time Sync and
Parameter ASEs/objects);

— subclause 4.1.8.6: update of Time Sync ASE/object;
— new subclause 4.1.8.7: new Parameter ASE/object;
— subclause 4.1.9.4: minor update of a common parameter;

— subclause 4.1.10.2: update/add object and services codes for Time Sync and Parameter
ASEs;

— subclause 4.1.11: minor updates of error codes;
— new subclause 11.7: new QoS specification.

This bilingual version published in 2012-07 corresponds to the English On published in
2010-08.

The text of this standard is based on the following documents:

FDIS Report on vomkg \

65C/607/FDIS 650/6@@19\\ §
N\

Full information on the voting for the approval of th{s standarthcanshe found in the report on

voting indicated in the above table.
ISO IEgi eCtives, Part 2.

This publication has been drafted in agcorda

* reconfirmed;
* withdrawn;

* replaced by 3
*+ amended.
NOTE 2 The re ill be synchronized with the other parts of the IEC 61158 series.
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INTRODUCTION

This part of IEC 61158 is one of a series produced to facilitate the interconnection of
automation system components. It is related to other standards in the set as defined by the
“three-layer” fieldbus reference model described in IEC/TR 61158-1:2010.

The application protocol provides the application service by making use of the services
available from the data-link or other immediately lower layer. The primary aim of this standard
is to provide a set of rules for communication expressed in terms of the procedures to be
carried out by peer application entities (AEs) at the time of communication. These rules for
communication are intended to provide a sound basis for development in order to serve a
variety of purposes:

e as a guide for implementers and designers;

o for use in the testing and procurement of equipment;

e as part of an agreement for the admittance of systems into thé~qpe nvironment;

e as a refinement to the understanding of time-critical communications

work together in any combination.

o
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INDUSTRIAL COMMUNICATION NETWORKS -
FIELDBUS SPECIFICATIONS -

Part 6-2: Application layer protocol specification —
Type 2 elements

1 Scope

1.1 General

with some defined level of certainty. Failure tg"comptete specified actions within the time
\e st t'o g, with attendant risk to

lisgtion layer protocol data units conveyed

visible behavior provided by the Type 2 fiela layer in terms of
‘ inine Yhe Sob

b) the transfer
protocol dat

and
b) define the externally visible behavior associated with their transfer.

This standard specifies the protocol of the Type 2 fieldbus application layer, in conformance
with the OSI Basic Reference Model (ISO/IEC 7498-1) and the OSI application layer structure
(ISO/IEC 9545).

1.2 Specifications

The principal objective of this standard is to specify the syntax and behavior of the application
layer protocol that conveys the application layer services defined in IEC 61158-5-2:2010.

A secondary objective is to provide migration paths from previously-existing industrial
communications protocols. It is this latter objective which gives rise to the diversity of
protocols standardized in the various IEC 61158-6-x parts.
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1.3 Conformance

This standard does not specify individual implementations or products, nor does it constrain
the implementations of application layer entities within industrial automation systems.
Conformance is achieved through implementation of this application layer protocol
specification.

2 Normative references

The following referenced documents are indispensable for the application of this document.
For dated references, only the edition cited applies. For undated references, the latest edition
of the referenced document (including any amendments) applies.

IEC 61158-3-2:2007, Industrial communication networks — Fieldbus
Data-link layer service definition — Type 2 elements

(CDIs) — Part 3: Device

ISO/IEC 7498-1%
Model: The Basic Mg

ISO/IEC 8825-1, Information technology — ASN.1 encoding rules: Specification of Basic
Encoding Rules (BER), Canonical Encoding Rules (CER) and Distinguished Encoding Rules
(DER)

ISO/IEC 9545, Information technology — Open Systems Interconnection — Application Layer
structure

ISO/IEC 10646, Information technology — Universal Multiple-Octet Coded Character Set (UCS)

ISO/IEC 10731, Information technology — Open Systems Interconnection — Basic Reference
Model — Conventions for the definition of OSI services

1 To be published. Documents

Document Sharing Hub

Full document details: IEC 61158-6-2 2010


http://avadocuments2026.com/doc/iec-61158-6-2-2010
http://avadocuments2026.com/doc/iec-61158-6-2-2010

61158-6-2 © IEC:2010 -17 -

ISO 11898:19932, Road vehicles — Interchange of digital information — Controller area
network (CAN) for high-speed communication

IEEE 802.1D, IEEE standard for local and metropolitan area networks — Media Access Control
(MAC) bridges, available at http://www.ieee.org

IEEE 802.1Q, IEEE standard for local and metropolitan area networks — Virtual bridged local
area networks, available at <http://www.ieee.org>

IETF RFC 791, Internet Protocol, available at <http://www.ietf.org>

<http://www.ietf.org>

IETF RFC 1759, Printer MIB, available at <http://www.ietf.9

and conventions apply.

3.1 Terms and definiti

3.1.1 Terms and definiti

a) abstract synt
b) applica
c) application p
d) applicatig

3.1.2 Terms and definitions from ISO/IEC 9545

a) application-association

b) application-context

c) application context name

d) application-entity-invocation

e) application-entity-type

f) application-process-invocation

g) application-process-type

h) application-service-element

i) application control service element

3.1.3 Terms and definitions from ISO/IEC 8824

a) object identifier
b) type

2 A newer edition of this standard has been published, but only the cited edition applies. Documents
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c) value

d) simple type

e) structured type
f) component type

g) tag

h) Boolean type
i) true

j) false

k) integer type

[)  bitstring type
m) octetstring type
n) null type

0) sequence type
p) sequence of type
q) choice type

ry tagged type

s) any type

t)  module

u) production

3.1.4 Terms and definitions from ISO/IEC 8825-1

a) encoding (of a data value)
b) data value

c) identifier octets (the singular form is us
d) length octet(s) (both singular af
e) contents octets

his standard)

3.2 Terms and definitions from IEC 6
a) application relationship

b) client
c) peer
d) server

3.3.1

allocate
take a resou
specific entit

3.3.2
application
function or data structure for which data is consumed or produced

3.3.3

application objects

multiple object classes that manage and provide a run time exchange of messages across the
network and within the network device

3.34
attribute
description of an externally visible characteristic or feature of an object

NOTE The attributes of an object contain information about variable portions of an object. Typically, they provide
status information or govern the operation of an object. Attributes may also affect the behavior of an object.
Attributes are divided into class attributes and instance attributes.

3.3.5
behavior
indication of how an object responds to particular events Documents
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3.3.6

boundary clock

clock with more than a single PTP port, with each PTP port providing access to a separate
PTP communication path

NOTE Boundary clocks are used to eliminate fluctuations produced by routers and similar network elements.

3.3.7
called
service user or a service provider that receives an indication primitive or a request APDU

3.3.8
calling
service user or a service provider that initiates a request primitive or a req ARDU

3.3.9
class

NOTE A class is a generalization of an object; a template for definipg variak = Rods. All objects in a

3.3.10
class attributes
attribute that is shared by all objects wi

3.3.11
class code
unique identifier assigned to each obje

3.3.12
class specific service
service defined by a| parjicule i is not

3.3.13
client
a) object w
b) initiate

3.3.14
clock

device providing a nréasurement of the passage of time since a defined epoch

NOTE There are two types of clocks in IEC 61588:2009, boundary clocks and ordinary clocks.

3.3.15
communication objects
components that manage and provide a run time exchange of messages across the network

EXAMPLES Connection Manager object, Unconnected Message Manager (UCMM) object, Message Router object.

3.3.16
connection
logical binding between application objects that may be within the same or different devices

NOTE Connections may be either point-to-point or multipoint.
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3.3.17

connection ID

CID

identifier assigned to a transmission that is associated with a particular connection between
producers and consumers, providing a name for a specific piece of application information

3.3.18
connection path
an octet stream which defines the application object to which a connection instance applies

3.3.19
connection point
buffer which is represented as a subinstance of an Assembly object

3.3.20
consume
act of receiving data from a producer

3.3.21

consumer
node or sink that is receiving data from a producer

3.3.22

consuming application

application that consumes data

3.3.23

cyclic

repetitive in a regular maR

3.3.24

device
physical hardwa

device profil

collectio information and functionality providing consistency between
similar g device type

3.3.26

end node

producing or consuming node

3.3.27
end point
one of the communicating entities involved in a connection

3.3.28

epoch

reference time defining the origin of a time scale
[IEC 61588:2009]

3.3.29
error
discrepancy between a computed, observed or measured value or condition and the specified
or theoretically correct value or condition
y Documents
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3.3.30
frame
denigrated synonym for DLPDU

3.3.31

grandmaster clock

clock which serve as the primary source of time to which all others (within a collection of
IEC 61588 clocks) are ultimately synchronized.

3.3.32

instance

the actual physical occurrence of an object within a class, identifying one_of many objects
within the same object class.

EXAMPLE California is an instance of the object class state.

NOTE The terms object, instance, and object instance are used to refer to a spec

3.3.33
instance attribute
attribute that is unique to an object instance and not share€

3.3.34
instantiated
object that has been created in a device

3.3.35
interoperability

services of the FAL

3.3.36

Keeper

object responsir d
3.3.37

little endian

Describes a pode
lowest addre

ganization which stores the least significant octet at the
yhich transfers the lowest order octet first

3.3.38
Lpacket
a piece of appli

NOTE Peer data-link layers use Lpackets to send and receive service data units from higher layers in the OSI
stack.

3.3.39
management information
network accessible information that supports the management of the Fieldbus environment

3.3.40

master clock

single clock which serves as the primary source of time within each region, and which will in
turn synchronize to other master clocks and ultimately to the grandmaster clock

NOTE A system of IEC 61588 clocks may be segmented into regions separated by boundary clocks.

3.3.41
member
piece of an attribute that is structured as an element of an array Documents
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3.3.42
Message Router
object within a node that distributes messaging requests to appropriate application objects

3.3.43
multipoint connection
connection from one node to many

NOTE Multipoint connections allow messages from a single producer to be received by many consumer nodes.

3.3.44

network
a set of nodes connected by some type of communication medium, includirg.any intervening
repeaters, bridges, routers and lower-layer gateways

3.3.45
object
abstract representation of a particular component within a

that have clearly defined interface and behavior

3.3.46
object specific service
service unique to the object class which.define

3.3.47
ordinary clock
IEC 61588 clock with a single PTP por

3.3.48
originator
client responsible for g

3.3.49 <>

point-to-point co

ion path to the target

3.3.51
produce
act of sending data to be received by a consumer

3.3.52
producer
node that is responsible for sending data

3.3.53
PTP message
IEC 61588 time synchronization message

NOTE There are five designated messages types defined by IEC 61588:2009: Sync, Delay_Req, Follow-up,
Delay_Resp, and Management.

3.3.54

PTP port

logical access point for IEC 61588 communications to the clock containing the port Documents
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3.3.55

receiving

service user that receives a confirmed primitive or an unconfirmed primitive, or a service
provider that receives a confirmed APDU or an unconfirmed APDU

3.3.56
resource
resource is a processing or information capability of a subsystem

3.3.57

sending
service user that sends a confirmed primitive or an unconfirmed primiti
provider that sends a confirmed APDU or an unconfirmed APDU

e, Oor a service

3.3.58
server
a) role of an AREP in which it returns a confirmed service respon ' ient that
initiated the request

b) object which provides services to another (client) objec

3.3.59

service
operation or function than an object and/or obj
object and/or object class

3.3.60

synchronized clocks
(to a specified uncertainfy) two cl
measurements of any tighe Ninterva
uncertainty

NOTE The timestamps ge
specified uncertaint@
3.3.61

System Time
absolute time va
time system wh

clock
NOTE | x CPF2\System Time is a 64-bit integer value in units of nanoseconds with a value of 0
corresponding 1-01

3.3.62
target
end-node to which a connection is established

3.3.63
temporary node
transient node

3.3.64
transaction id
field within a UCMM header that matches a response with the associated request

3.3.65

Unconnected Message Manager

UCMM

component within a node that transmits and receives unconnected explicit messages and

sends them directly to the Message Router object Documents
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3.3.66

unconnected service

messaging service which does not rely on the set up of a connection between devices before
allowing information exchanges

3.3.67
vendor ID
identification of each product manufacturer/vendor by a unique number

NOTE Vendor IDs are assigned by ODVA, Inc.

3.4 Abbreviations and symbols

ASCII American Standard Code for Information Interchange

CID connection ID

DLL data-link layer

DSCP DiffServ Codepoint

IGMP Internet Group Management Protocol (see IETF RFC 1 x G 22
IP Internet Protocol (see IETF RFC 791)

IPv4 Internet Protocol version 4 (see IETF RFC 72

IPv6 Internet Protocol version 6 (see IETF RFQ

oslI open systems interconnection (see |

PDU protocol data unit

PHB per-hop behavior

PTP Precision Time Protocol [IEC 61588:2009]

QoS quality of service
Rev receive
Rx
SDU
SEM
STD
TCP
ToS
TPDU
Tx
UDP
Xmit
CM_API

actual packet interval

02T or O=>T originator to target (connection parameters)
CM_RPI requested packet interval

TUl table unique identifier

T20 or T=0 target to originator (connection parameters)

3.5 Conventions
3.5.1 General concept

The FAL is defined as a set of object-oriented ASEs. Each ASE is specified in a separate
subclause. Each ASE specification is composed of three parts: its class definitions, its
services, and its protocol specification. The first two are contained in IEC 61158-5-2:2010.
The protocol specification for each of the ASEs is defined in this standard.
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The class definitions define the attributes of the classes supported by each ASE. The
attributes are accessible from instances of the class using the Management ASE services
specified in IEC 61158-5-2:2010. The service specification defines the services that are
provided by the ASE.

This standard uses the descriptive conventions given in ISO/IEC 10731.

3.5.1.1 Attribute specification

Attributes are defined in an Attribute Table using the format and terms defined in Figure 1.

Attribute ID | Name | Data type Semantics of values

Figure 1 — Attribute table format and terms

that contains the Attribute ID).

Every attribute shall be assigned a Data
data type. The data types specified
implementations.

ibutes shall be used in all

Semantics of value eaningvof the value(s) of the attribute. If this
information needs more\roo_tha he' table it will immediately follow the Class
Attribute table. Ingluded in ti 5 ribute table will be an appropriate reference to this
information. @

If a Class Attribute éfault value or a special case processing method shall
be defined such equester) can process the error message that occurs when

Each service has ique parameters for request and response. The service request and
response parameters shall be defined using service Request/Response parameter tables as
defined in Figure 2.

Name Type Semantics of values

Figure 2 — Service request/response parameter
Name shall refer to the name given to the service request/response parameter.
Type shall specify the data type of the service request/response parameter.

Semantics of values shall specify the meaning of the values of the service request/response
parameter, e.g. “the value is counts of microseconds.”
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3.5.1.2.2 Get_Attribute_All response
3.56.1.2.21 General definition

When the Get_Attribute_All common service is included in the list of supported System/Object
Management services for an object class, then the Get_Attribute_AIll response shall be
detailed for this class : the sequence or order of the data returned in the
Service_ResponsePDU shall be specified. There are three ways in which the
Get_Attribute_All Service_ResponsePDU may be specified:

e list the ordering of the attributes in the response message;

o specify the actual data array of the response message;

e combine the above two methods such that the actual data array also
numbers.

Whichever method is used, the rules specified in Table 1 shall be
the Get_Attribute_All Service_ ResponsePDU of an object clas
and the Instance Attributes.

Rule
number

1 If the definition of the Get_AttributeNAll re
shall be specified in the response dessription. T

— if the class

the implementation of the object,| then '"l following.shalkbe adhered to:
inserted into

and no~eptiapalattribute numbers shall follow;

— if the cl attribute “optional sexvite list” js not supported, the default value of zero shall be
inserted into and\no optional service numbers shall follow.

rr
2 If new attributels are agded\o an xiject, those attributes shall be added to the end of the
response, W te list ox datanarrayNo ensure compatibility with different object revisions.

3 Whiche ethod is™ysed Mthe response, it shall be done in such a way as to be
unamr{g;\(\u incliding\ules to Mdeal with variable length fields and padding.

4 mtt ibute_All hesponse shall include only the open attributes; it shall not include any vendor
ecifi

ibutes.

Table 2 is~an
of a Get_Attri
gettable class at

e attribute ordering method of specifying the service data portion
te_ANresponse for class level attributes of an object which supports optional
i s 1,2,3 and 4.

Table 2 — Example class level object/service specific response data of Get_Attribute_All

Class attribute ID Attribute name and default value
1 Revision, default = 0x0001
2 Max Instance, default = 0x0000
3 Number of Instances, default = 0x0000
4 Attribute list, number of attributes, default = 0x0000

Table 3 is an example of the data array method of specifying the service data portion of a
Get_Attribute_All response for class level attributes of an object which supports optional
gettable class attributes 1, 2, 3 and 4.
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Table 3 — Example Get_Attribute_All data array method

Octet | Bit7 | Bit 6 | Bit 5 | Bit 4 | Bit 3 | Bit 2 | Bit 1 | Bit 0

0 Revision (low octet) Default = 1

1 Revision (high octet) Default = 0

Max Instance (low octet) Default = 0

Max Instance (high octet) Default = 0

Number of Instances (low octet) Default = 0

Number of Instances (high octet) Default = 0

Optional Attribute List : number of attributes (low octet) Default =9,\

Optional Attribute List : number of attributes (high octet) Defau %

Optional Attribute List : optional attribute #1 (low octet) /\& (\
Optional Attribute List : optional attribute #1 (high octet) \

Ol ([ N|oja|d~|[W[IN

2n + 6 | Optional Attribute List : optional attribute #n (low m(ét) \
2n + 7 | Optional Attribute List : optional attribute #n (W t) \\ \

3.5.1.2.2.2 Revisions

3.5.1.2.3.1

When the Set
services, then the
specification. The

ibute_All request shall be included in the object
the data supplied in the Service Data portion of the

o list
e specify
e combine the™a > two methods such that the actual data array also contains the attribute

numbers.

Whichever method is used, the rules specified in Table 4 shall be adhered to when specifying
an object’s Set_Attribute_All request in the object specification for both the Class Attributes
and the Instance Attributes.
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Table 4 — Set_Attribute_All request service rules

Rule number Rule

1 An object shall support the Set_Attribute_All service only if all settable attributes shown in the
Set_Attribute_All request are implemented as settable.

2 If new settable attributes are added to an existing object, those attributes shall be added to the end
of the request attribute list or data array.

3 Whichever method is used to specify the response, it shall be done in such a way as to be
unambiguous, including rules to deal with variable length fields and padding.

4 The Set_Attribute_All request shall include only the open attributes. It shall not include any vendor
specific attributes.

Table 5 is an example of the attribute ordering method of specifying thé\servicedata portion

ich\supports
required settable instance attributes 7,8,9,10,11 and 12.

Table 5 — Example Set_Attribute_All attribute orderi

AN
Class Attribute ID Attribute n\amg \

7 Output Rang/e/ >
8 Value Data typé/ R
o Nreuskey™ [ (), >
10 hl{ ate \ \ )
11 —Fault\alve
NN

d of specifying the service data portion of a
attriblites of an object which supports required

Table 6 is an example
Set_Attribute_All requgst

tribute_All data array method

0cte)/\a\it7\L¥Q6 Bit 5 | Bit 4 | Bit 3 | Bit 2 | Bit 1 ‘ Bit 0
0 o\tp Rah;g
\1 alu\g\Da Tﬁe

< \% Fa\ulté@te
N\ e sate
4
5
6
7

Fg,\ult Value (low octet)
Fault Value (high octet)

Idle Value (low octet)

Idle Value (high octet)

3.5.1.2.3.2 Revisions

A server processing a Set_Attribute_All request may need to process more data than is
expected by the server if the client has implemented a newer revision of this object while the
server an older revision. As a result, the server object may have to process a
Set_Attribute_All request that contains more data because the additional attributes were not
recognized. If the server receives more data in a Set_Attribute_All request than it expects the
server shall respond with a general status code equal to Too much data (0x15).

NOTE The Revision class attribute is not the revision of an implementation (which is reflected in the ldentity
object, Minor/Major revision status bits), but the revision of the class definition.
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3.6 Conventions used in state machines

3.6.1 State machine conventions for Type 2

3.6.1.1 General

State changes may be triggered by events (internal or external) or service invocations.

Reaction to service invocations may depend on the value(s) of the attribute(s) accessed by
the service.

Behaviour of the state machine shall be defined for combinations of :

e the event the machine receives;

e the state the machine is in when it receives notification of a state-ch

3.6.1.2 State Transition Diagram

STD
An event is an external stimulus that may cause/a S An STD graphically
illustrates the states of an object and includes even s i nd’changes of attributes
that cause it to transition to another state. Figur pnle of an STD.

Non-existent

Crefate/
Seq. Cnt =
e N1

Start Stop

I%nningxz |
T Packet arrives /
/Store Seq. Cnt. in T-PDU Dalfl Arrived = 1 )
end Buffer Notify : Data Arrived

Figure 3 — Example of an STD

NOTE Eventth
marked by “Notify™

cause of the State Transition is followed by “/” mark. Notification to upper layer is

3.6.1.3 State Event Matrix

A state is the current active mode of operation of the state machine object (e.g. Running,
Idle).

A state event matrix is a table that lists all possible events, services and changes in attribute
values that initiate a state change, and indicates the response by the object to the event
based on the state of the object when it receives notification of that event.

State event matrix format is as shown in Table 7.
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Table 7 — State event matrix format

State
Event
State 1 State n
Event A Function triggered by Function triggered by
description event A in State 1 (if any) event A in State n (if any)
Notification to FAL user Notification to FAL user (if
(if any) any)
Transition to another Transition to another state
state (if any) (if any)
Event X Function triggered by
description event X in State 1 (if any)
Notification to FAL user
(if any)
Transition to another
state (if any) )
In absence of function, notification or transition, the corresponding entrém be\(nakﬂinh\g table.

3.6.1.4 Example state event matrix

> 2 \/ State
Event
/\\/&on}ertN > Idle Running
AN
Create nsitien toNdle Error: Object already Error: Object already
exists. exists.
Delete Errar: ject does not exist. Transition to Non-existent |Error: Object State Conflict
ken ral BExrof Code 0x16) (General Error Code 0x0C)

Start rror: Object does not exist. Transition to Running Error: Object State Conflict
\(\G epdl Error Code 0x16) (General Error Code 0x0C)

Stop Efyor: Object does not exist. Error: Object State Conflict | Transition to Idle
eneral Error Code 0x16) (General Error Code 0x0C)
Get_Attribute_Single |Error: Object does not exist. Validate/service the Validate/service the
(General Error Code 0x16) request. request.
Return response Return response
Set_Attribute_Single |Error: Object does not exist. Validate/service the Error: Object State Conflict
(General Error Code 0x16) request. (General Error Code 0x0C)

Return response

4 Abstract syntax

4.1 FAL PDU abstract syntax
411 General
FAL_PDU shall be either a UCMM_PDU or a Transport_PDU.
Documents

UCMM_PDU is used to convey information for connection-less services.
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Transport_PDU is used to convey information for connection-oriented services.

A connected message assumes previously negotiated resources and parameters at its source,
its destination(s), and any intermediate transit points. These resources are referenced by a
unique connection identifier and do not need to be contained in each message, only the
connection ID is needed to identify the message and refer to its related parameters, thus
giving significant savings in message efficiency.

An unconnected message provides a means to communicate on the local link without
previously negotiated resources at the destination so it shall carry full destination ID details,
internal data descriptors and full source ID details if a reply is requested. Unconnected
messages are used mainly to create connections.

purpose), or directly to an application object. Conneg |o
connection path and may be elther on the local or a remat

based on the correspondlng connection ID. Con
will be forwarded to the appropriate inte

4.1.2 PDU structure

4.1.21 UCMM_PDU structure

_RequestPDU
equestPDU

- Set_Attribute’Single_RequestPDU
- Set_Attribute_All_RequestPDU

- Set_Attribute_List_RequestPDU

- Reset_RequestPDU

- Create_RequestPDU

- Delete_RequestPDU

- Start_RequestPDU

- Stop_RequestPDU

- Find_Next_Object_Instance_RequestPDU
-  NOP_RequestPDU

- Apply_Attributes_RequestPDU

- Save_RequestPDU Documents
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- Restore_RequestPDU

- Group_Sync_RequestPDU

- Add_AckData_Path_RequestPDU

- Remove_AckData_Path_RequestPDU

- Get_Enum_String_RequestPDU

- Connection_Bind_RequestPDU

- Producing_Application_Lookup_RequestPDU

OM_Response shall consist of MR_Response _Header and a Service_ ResponsePDU.

Service_ResponsePDU shall be one of the following :

- Get_Attribute_Single_ResponsePDU
- Get_Attribute_All_ResponsePDU

- Get_Attribute List ResponsePDU

- Set_Attribute_Single_ResponsePDU

- Set_Attribute_All_ResponsePDU
- Set_Attribute List ResponsePDU
-  Reset_ResponsePDU

- Create_ResponsePDU

- Delete_ResponsePDU

- Start_ResponsePDU
- Stop_ResponsePDU

- AppIy_A
- Save_Respdns

Connectiol~Bind_ResponsePDU

- Producing_Application_Lookup_ResponsePDU

CM_Service shall be either CM_Request or CM_Response.
CM_Request shall consist of MR_Request_Header and a CM_RequestPDU.

CM_RequestPDU shall be one of the following :

-  Forward_Open_RequestPDU

- Forward_Close_RequestPDU

- Large Forward Open_RequestPDU
- Unconnected _Send_ RequestPDU

- Get_Connection_Data_RequestPDU Documents
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- Search_Connection_Data _RequestPDU
- Get_Object_Owner_RequestPDU

CM_Response consists of MR_Response_Header and a CM_ResponsePDU.

CM_ ResponsePDU shall be one of the following :

-  Forward_Open_ ResponsePDU

- Forward_Close_ResponsePDU

- Large_Forward Open_ ResponsePDU

- Unconnected_Send_ ResponsePDU

- Get_Connection_Data_ ResponsePDU

- Search_Connection_Data _ ResponsePDU
- Get_Object_ Owner_ ResponsePDU

4.1.2.2 Transport_PDU structure

Transport_PDU is a sequence of a Transport_Heade
Management ASE) or Application Data.

_Service (Object

OM_Service is defined in 4.1.2.1 aboy#g

Application Data comes from the source fs has been made.

41.3 UCMM_PDUs

All UCMM_PDUs shall be“sent\a 8| ixed tag 0x83 or Management tag 0x88.
When a device Mere the UCMM shall invoke the
DLL enable fixed | i e data-link layer to request that fixed tag 0x83 or
0x88 Lpackets : 4 . Al)/sending and receiving of TPDUs shall use the
DLL fixed reqbé 3 L_fdxed request.ind service primitives of the data-
link layer, respective et\parameter of these services shall be prefixed with the
following header( nspoyt PDU before sending to the data-link layer. The format

of the UCMM RDU

le 9 — UCMM_PDU header format

Parameter name Format
command_code USINT
Timeout USINT
TransactionlD UINT

The command code shall specify the type of UCMM_PDU as shown in Table 10. UCMM
packets received with a reserved command code shall be discarded without
acknowledgement.

Table 10 - UCMM command codes

Command_code Description
0 Reserved
1 acknowledge a request
2 request with retry until acknowledged
3 response with retry until acknowledged DO Cuments
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Command_code Description
4 request with no acknowledge and no response
5 acknowledge a response
6 response which shall not retry (no acknowledge)
7 request with retry until response (no acknowledge)
8 Request which shall not retry and shall cause a code 6 response
9 - 255 Reserved

The timeout field shall specify the duration of the transaction in an 8-bit floating-point format.
The most significant 5 bits of the field shall be an unsigned exponent tha not biased. The
least significant 3 bits shall be the least significant 3 bits of a 4 bit unsi
most significant bit of the mantissa shall be 1 and shall not appe i \_the 8-bit

milliseconds.

NOTE Using ANSI C precedence rules, the number of 0,125 ms ticks i
(8] timeout & 7 ) << ( timeout >>3 & 31).

When an I’'m ali i
Management), a ;

41.4

4.1.41

Content§ o ANSK aders varies depending on the class of transport selected during the

ull or base)
The class 0 transport header shall be an unsigned 16-bit number. This header shall be written

to the TPDU buffer by the transport and shall be simply discarded by the transport from the
packet coming from the consumer. The format of the Header is shown in Table 11.

Table 11 — Transport class 0 header

Parameter name Format

don’t_care UINT

4.1.4.3 Class 1 (duplicate detection)

The class 1 transport header shall be an unsigned 16-bit sequence count. This header shall
be written to the TPDU buffer by the transport and shall be read by the transport from the
packet coming from the consumer. The format of the Header is shown in Table 12. Documents
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Table 12 — Transport class 1 header

Parameter name Format

sequence_count UINT

41.4.4 Class 2 (acknowledged)

Like the class 1 transport header, the class 2 transport header shall be a 16-bit sequence
count. This header shall be written to the TPDU buffer by the transport and shall be read by
the transport from the packet coming from the consumer. The format of the Header is shown
in Table 13.

Table 13 — Transport class 2 header

Parameter name Format

UINT

sequence_count

a

4145

the transport from the packet coming from the don 4
in Table 14.
Table 14 - nspartcla

3 header
Parameté{ nak{e

“Forfat
s}w‘@nce_c}xﬁt\ U W
>/

Class 3 (verified)

e a 16-bit sequence
and shall be read by
T@forat of the Header is shown

4.1.4.6

Class 4 (no
(muI

Table 15 — Classes 4 to 6 header format

N C\:{nM\d Sequence number Data
MSB N\ Bits 15— 12 Bits 11 -8 Bits 7- 0 LSB
Value: | Meaning in Sender Meaning in Receiver Increments from O to For “First”: Number of 256
Header: Header: 15, then rolls over to octet blocks (minus 1) to
zero again. Used in allocate to hold complete
Sender header to message.
distinguish a retry from B
a new transmission. For “NAK”: Reason code.
Used in Receiver For others: Set to zero when
header to indicate generating; ignore when
whllch senqer TPDU YIS receiving.
being ACK’d or NAK'd.
0. Null ACK
1. Only NAK
2. First Not Initialized
3. Middle Undefined
4. Last Undefined

Full document details: IEC 61158-6-2 2010
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Command Sequence number Data

MSB Bits 15 - 12 Bits 11 -8 Bits 7 -0 LSB

5. to 15 are undefined.

The Command identifies the use of the TPDU by the transport. The Command field is defined
differently for the Sender and the Receiver header.

Sender header commands :

Null = no data in this Transport PDU

Only = this is the Transport PDU conveying all of the Application data

First / Middle / Last = position of this Transport PDU within the Application
data

The Sequence Number is used in the Sender header to distinguish ‘g re om a new

transmission. It is used in Receiver header to indicate which_se N bejrig ACK’d or

NAK’d. This is NOT used for applications request/respons i is is\only used by the

transport state machines.

Sender command to indicate the numher of 2§ inus 1) the Receiver shall
allocate for the complete application message’ That'i i essages of size 0 to 256

Class 5 (the Po -Pai nting_neh-Blocking transport) uses two headers in each
TPDU, followed by tife appflicati .
Header is second bythe appli€ation data. Class 5 uses all of the Sender Commands.

Class 6 (the ipQi ion Fragmenting transport) uses one header in each TPDU,
foIIowed b icati

Client TPD

4.1.4.7 Exclusive’owner O=T data format
Exclusive owner connections shall have either of two real-time transfer formats:

e 32-bit header, fixed size;
e no header, variable size.

The 32-bit header prefixed to the real-time data shall be in the form shown in Table 16.

Table 16 — Real-time data header — exclusive owner

Parameter Format Size (bits)
Run_idle RUN_IDLE 1
Reserved UDINT 31
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The run idle flag (bit 0) shall be set (1 = RUN) to indicate that the following data shall be
sent to the target application. It shall be clear (0 = IDLE) to indicate that the idle event shall
be sent to the target application. The reserved field (bits 1-31) shall be reserved and set
to 0.

If the no_header transfer format is used, the reception of a packet with data beyond the
transport header shall indicate the RUN mode. If the packet is truncated after the transport
header, the target shall be sent an idle event.

4.1.4.8 Redundant owner O=T data format

4.1.4.8.1 General format

Redundant owner shall have a 32-bit header prefixed to the real-time dafg header shall

be in the form shown in Table 17.

Table 17 — Real-time data header— redun o
Parameter Format /\ﬁ(e bitsQ\
Run_idle RUN_IDLE MO N\ \
coo BooteaN /[ Jq
ROO USINT f\\)/ﬁ A
Reserved ooiNt N\ & (28 ) ‘\/

4.1.4.8.2 Run_idle flag

The run_idle flag (bit 0) sh ing as it does in an exclusive owner
connection and shall be . rved field (bits 4-31) shall be reserved
and set to 0.

4.1.4.8.3 Cli

application.
be checked

The ROO priority value shall be non-zero when an originator application does not want to
force its connection to be the owning connection of the target application, but is ready to be
the owning connection should there be no originator applications claiming to be the owning
connection. The ROO priority value shall be zero when the originator application does not
want to be the owning connection of the target connection and is not to be the owning
connection should there be no originator application claiming to be the owning connection.
The ROO priority value shall be used only when the COO flag is reset.

The value of the ROO field can range from 0 to 3. The originator applications shall each
determine a unique non-zero ROO value.

4.1.4.8.5 Determining the owning connection

The originator applications shall determine among themselves which originator application
has the owning connection. The owning connection shall be determined by thmgiﬂﬁents
application that sets its COO flag. In situations where multiple originator applic
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their COO flag set or where no originator connections have their COO flag set, the following
rules shall be applied by the target transport to determine the owning connection.

e There shall be no owning connection until an originator application sends a real-time
packet with the COO flag set;

o |If there is only one originator application which had the COO flag set in its last real-time
packet, that originator application shall have the owning connection;

e |f there are multiple originator applications which had the COO flag set in its last real-time
packet, the last originator application that transitioned its COO flag from reset to set shall
have the owning connection.

e |f the originator application with the owning connection resets its COO flag, closes its
connection, or if that connect|on t|mes out and no other orlglnator apllca Qns have their

e When the first real-time packet containing a set COQl i by the target
transport, the originator application that sent the real<i S ave the owning
connection.

4.1.4.8.6 Transporting events and data to a targe
The connection related events fro
combined using the following rules

exclusive owner connection:

e If an owning conn
with the owning co

) the target application. If the Run/ldle flag is
connection, the transport shall indicate the idle

4.1.5 CM_PDUs
4.1.51 General

Connection establishment and maintenance services are provided by the Connection Manager.
They are

CM_Forward_Open (corresponds to Forward_Open and Ex_ Forward_Open PDUs)
CM_Forward_Close (corresponds to Forward_Close PDUs)
CM_Unconnected_Send (corresponds to Unconnected_Send PDUs)
CM_Get_Connection_Data (corresponds to Get_Connection_Data PDUs)
CM_Search_Connection_Data (corresponds to Search_Connection_Data PDUs)
CM_Get_Object_Owner (corresponds to Get_Object_ Owner PDUs)
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4.1.5.2 Connection Manager

The Connection Manager object is used to manage the establishment and maintenance of
communication connections.

The Connection Manager objects at different nodes shall communicate using the UCMM
services described in IEC 61158-5-2:2010. The TPDUs with which peer Connection Managers
communicate shall be derived from the services of the Connection Manager.

4.1.5.3 Forward_Open

4.1.5.31 General

if successful and error information if the connection failed.

NOTE 1 The Forward_Open request sets up network, transport, and application
connection consists of a single transport connection, and one or
comprised of multiple link connections. Each port segment in the co
Forward _Open service between two devices builds one or two

object instances.

4.1.5.3.2

request format

T :
[\ XF\amxkeMm> Format
Q }M@nty_}ﬂd_t}}l& \ SWORD
<c}q\ne}1\on??n(e\@ fcks USINT
Q2T s N/ UDINT
T200CIDY UDINT
cbqnec\ﬁ{n_serial_number UINT
vep)or_lD UINT
originator_serial_number UDINT
connection timeout multiplier USINT
reserved[3] USINT
O2T_CM_RPI UDINT
O2T_connection_parameters UINT
T20_CM_RPI UDINT
T20O_connection_parameters UINT
xport_type_and_trigger SWORD
connection_path_size USINT
connection_path Padded EPATH
4.1.5.3.3 Format of Forward_Open response if success

If the status parameter of the CM open response is zero (no error), the format of the
Forward_Open response TPDU shall be of the form shown in Table 19. Documents
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Table 19 — Forward_Open_Good response format

Parameter name Format
O2T_CID UDINT
T20_CID UDINT
connection_serial_number UINT
vendor_ID UINT
originator_serial_number UDINT
O2T_CM_API UDINT
T20_CM_API UDINT
Application_reply_size; (in 16-bit words) USINT (
Reserved usint - NS
application_reply[] UINT \ \

point forward in the path. This response also shall indicat
the actual packet rate of the connection. Once the su

not zero (error), the format of the
in Table 20.

BAGN =
< \ >\Q'ar}\\@m> Format
/})fl\ew_se ial_n be\ UINT
~&ndorND N UINT
oNM)ré@{ia\l\n\_mb/er UDINT

}e\m\@n}wat>s|ze (in 16-bit words) USINT

rv\a{i USINT

This format shall be vsed for all failures of the connection system. The requested connection
shall not be estabtished, and the object specific status words shall contain information about
the reason for the failure. The remaining path size shall contain the length of the path at
the point the connection failed. This information can be used to debug the problem.

In the failure response, the remaining remaining path size shall be the “pre-stripped”
size. This shall be the size of the path when the node first receives the request and has not
yet started processing it. A target node may return either the “pre-stripped” size or 0 for the
remaining remaining path size.

A duplicate Forward _Open service shall be defined as a Forward Open service whose
vendor ID, connection serial number, and originator serial number match an
existing connection’s parameters. If the duplicate Forward_Open service is a null
Forward_Open service (defined as the connection type in both the O2T and T20 network
connection parameter fields are NULL), then the Forward_Open service shall be forwarded to
the application for further processing. Null Forward Open requests may be used to
reconfigure the connection. The Connection Manager in the intermediate nodes need not
allocate additional resources for a duplicate Forward_Open request since the resoB@éhﬁﬁents
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already been allocated. If the duplicate Forward_Open request is not NULL, then an general
status = 0x01, extended status = 0x0100 shall be returned.

The suggested originator behavior in the duplicate Forward _Open case should be to either
close and re-establish the connection or wait for the connection to time-out and then establish
the connection again. It shall be recognized that in the latter case, it shall take the connection
60 seconds (first data time-out) to time-out before the connection can be re-established.

4.1.5.4 Large_Forward_Open
4.1.5.4.1 General

The Large_Forward_Open shall have the same function as the Forward /Open _except that it
shall allow the establishment of connections larger than 511 octets.

The response to the Large_Forward_Open_Request_PDU is an
Large_Forward_Open_ResponsePDU. The Large Forward_ Opef

connection failed.
NOTE The Large_Forward_Open request is very similar to the }
4.1.5.4.2 Format of Large_Forward_Open re

The format of the Large_Forward_Op

Table 21 — Large¢_Forwar

(@GN
/\ Pm}\qan}e\\ Format
\Qrio\r&\(_a}&_ti% ) SWORD
c&w’e\s\hbqtim&o}t\ticks USINT
8 %

Q 2T_C UDINT
<\K>0}QID NS UDINT
co%wgcﬁb{_serie&number UINT

\kn\doﬁg UINT

rigi}a@/rgerial_number UDINT

envrequest format

coNection timeout multiplier USINT
Negbrved3] USINT
O2T_CM_RPI UDINT
0O2T_ex_connection_size UINT
0O2T_connection_parameters UDINT
T20_CM_RPI UDINT
T20O_ex_connection_size UINT
T20O_connection_parameters UDINT
xport_type_and_trigger SWORD
connection_path_size USINT
connection_path Padded EPATH

The connection size field in the two connection_parameters shall be reserved in this case and
set to zero. The ex_connection_size parameters shall be used instead to specify the
maximum size of the connection (up to 65 535).
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Format of Large_Forward_Open response if success

If the status parameter of the CM open response is zero (no error), the format of the
Large_Forward_Open response TPDU shall be of the form shown in Table 22.

Table 22 — Large_Forward_Open_Good response format

Parameter name Format
O2T_CID UDINT
T20_CID UDINT
connection_serial_number UINT
vendor_ID UINT (
originator_serial_number UDINT A N
02T_CM_API UDINT < \
T20_CM_API UDINPN \

Application_reply_size; (in 16-bit words)

Reserved

>

application_reply[]

If the status parameter
Large_Forward_Open e

s

ard_Open_Bad response format

\ Parar@er name Format
co}Q&@n_}\wiaMber UINT
Nepdo DN, ) UINT
\*QQg?inatBR_serial_number UDINT
r\e@M_path_size; (in 16-bit words) USINT
Reserved USINT

Either a target device or an intermediate router shall return an Invalid Connection Size
extended error code, along with the maximum connection size supported additional status
word, if the connection size requested is not supported while processing a
Large_Forward_Open request.

This format shall be used for all failures of the connection system. The requested connection
shall not be established, and the object specific status words shall contain information about
the reason for the failure. The remaining path size shall contain the length of the path at
the point the connection failed. This information can be used to debug the problem.

In the failure response, the remaining remaining path size shall be the “pre-stripped”
size. This shall be the size of the path when the node first receives the request and has not
yet started processing it. A target node may return either the “pre-stripped” size or 0 for the
remaining remaining path size.
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The suggested originator behavior in the duplicate Forward_Open case should be to either
close and re-establish the connection or wait for the connection to time-out and then establish
the connection again. It shall be recognized that in the latter case, it shall take the connection
60 seconds (first data time-out) to time-out before the connection can be re-established.

4.1.5.5 Forward_Close

4.1.5.51 General

The Forward_Close request shall remove a connection from all the nodes participating in the
original connection. The Forward_Close shall be sent between Connection Managers as
specified in the connection_path. The Forward_Close request shall cause all resources in all
s, link transmit

nodes participating in the connection to be deallocated, including connectig
time, and internal memory buffers.

any resources that were allocated for the connection.

4.1.5.5.2 Format of Forward_Close request
The format of the Forward_Close request shall 0
Table 24 — Forwar oseveque
Parame(er name_ > Format
connecgoﬁ}p\riormr@l\thn\e \\ \ SWORD

conrr\ctiB\tirMut V USINT

confeénqyr\k\m nymber UINT
D ¢ N/

UINT
o(uéh}%h&en\?\nur}bgr > UDINT
\Q_p\n\h_s.ze§ USINT
Reberved USINT
Padded EPATH

4.1.5.5.3 rward_Close response if success

The Forward_Clo sponse shall be sent between Connection Managers in response to a
Forward_Close request, and shall contain the status of the close request. If the status
parameter of the CM_close response is zero (no error), the format of the Forward_Close
response TPDU shall be of the form shown in Table 25.

Table 25 — Forward_Close_Good response format

Parameter name Format
connection serial number UINT
vendor ID UINT
originator serial number UDINT
application_reply_size; in 16-bit words USINT
Reserved USINT
application_reply[] UINT

Full document details: IEC 61158-6-2 2010
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A successful Forward Close response shall be returned when the close has been
acknowledged by all the nodes from this point in the path to the end of the path. The response
shall indicate the connection serial number, vendor ID, and
originator serial number of the closed connection. Once the response indicating
success has been received, the connection shall be closed from this point in the path to the
end. The target application may optionally pass back application specific information in the
successful close response. If no application reply information is contained in the service
the application reply size shall be zero.

4.1.5.5.4 Format of Forward_Close response if failure

If the status parameter of the CM close response is not zero (error), the format of the
Forward_Close response shall be of the form shown in Table 26.

Table 26 — Forward_Close_Bad response fo?m\t

Parameter name /Fc(m\\t \
connection_serial_number }{IN\f\ \
vendor_ID < Ulm’\\ \ >
originator_serial_number /\\L@ N\ \

(lusng

remaining_path_size

reserved

shall be the size of the
processing it. A
remaining p

either the “pre-stripped” size or 0 for the

4.1.5.6

4.1.5.6.1

The Unconnected ge shall allow an application to send a message to a device
without p a cgnnection. The Unconnected Send service shall use the Connection
Manager ohjec termediate node to forward the message and to remember the
return path. MM of each link shall be used to forward the request from Connection

Manager to Connegiion Manager just as it is for the Forward_Open service; however. no
connection shall be built. The Unconnected _Send service shall be sent to the local
Connection Manager and shall be sent between intermediate nodes. When an intermediate
node removes the last port segment, the message shall be formatted as a UCMM message
and sent to the port and link address of the last segment.

NOTE The target node never sees the Unconnected_Send service but only a standard message arriving via the
UCMM.

If the message contains an odd number of octets, a pad octet shall be appended to the end of
the message allowing the remaining fields to be aligned on a 16-bit boundary. The format of
the Unconnected_Send request shall be of the form of the form shown in Table 27.
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Table 27 — Unconnected_Send request format

Parameter name Format
priority/tick time SWORD
conn time-out ticks USINT
Message_size; in octets, not including pad UINT
Message Router PDU ; if message_router_PDU is odd size, MR_Request
include pad octet
pad USINT
path_size USINT
Reserved
path

in the path field.

4.1.5.6.2 Unconnected_Send response

4.1.5.6.3 Format of

This format sh
application resp
contain error code
target node. The

fthe Message response from the target and shall
execution of the message by the application at the
e is shown in Table 28.

connected_Send_Good response format

< \ \\ \ Parameter name Format
plication, replyf ] OCTET
pseploatioh,

4.1.5.6.4 Format of Unconnected_Send response if failure

This format shall be used if the originating node or any intermediate node found a problem in
the message format, message parameters, or a UCMM timed-out due to no acknowledge or
no response received. A UCMM time-out may be the result of

e the target device not being connected or powered up. (link specific time-out);

e an intermediate device not being connected or powered up. (link specific time-out);

e a target device being out of UCMM buffers or overloaded (Flow Control). (link specific
time-out);

e an intermediate device being out of UCMM buffers or overloaded (Flow Control). (link
specific time-out);

e an invalid path segment type (logical or network segment);

e an invalid port segment address (link or port address invalid).
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Since the Unconnected message system does not implement any flow control, the failure of
an Unconnected_Send message need not mean a device is not present in the system. The
format of the Unconnected_Send response service for a failure shall be of the form shown in
Table 29.

Table 29 — Unconnected_Send_Bad response format

Parameter name Format

remaining_path_size USINT

pad USINT

remaining Connection Path Size.

4.1.5.7 Get_Connection_Data

4.1.5.71 General

be of the form shown in Table 30.

Get. Connection_Data request format

‘@“B
<\ \QaraA eteﬁame Format
onpection_number UINT
[onqectiog_muber

4.1.5.7.3 of\Get, Connection_Data response
The fo nnection_Data response TPDU shall be of the form shown in
Table 31.
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Table 31 — Get_Connection_Data response format

Parameter name Format
connection_number UINT
connection_state UINT
originator_port UINT
target_port UINT
connection_serial_number UINT
vendor_ID UINT
serial_number UDINT
originator_O2T_CID UDINT (
target_ 02T _CID UDINT /\& )
02T_connection timeout multiplier USINT \ \
reserved1[3] USI{(T \ \
originator_02T_CM_RPI IN\T\ \\\
originator_02T_CM_API n\ﬁ'\ >
originator_T20_CID / \uxqm\ \
target_ T20_CID /\K )/ %DIRN\
T20_connection timeoyt/hx{ltipliw > ( @S\)NI >
reserved2[3] \ \ usn\yr
originator_TZO_CM_RPI/l UDINT
originator_Tzo_CM_APK N > UDINT

4.1.5.8 Search_Co

4.1.5.8.1 General
This service sh§:> L

able 32 — Search_Connection_Data request format

Parameter name Format
connection_serial_number UINT
vendor_ID UINT
serial_number UDINT

4.1.5.8.3 Format of Search _Connection_Data response

The format of the Search_Connection_Data response shall be the same as the response from
the Get_Connection_Data service (see 4.1.5.7).
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4.1.5.9 Get_Object_Owner
4.1.5.91 General

The Get_Object_Owner service of the Connection Manager shall return data about the
connection(s) that own(s) a particular object. It shall be implemented in any device that
accepts redundant connections.

4.1.5.9.2 Format of Get_Object_Owner request

The format of the Get_Object_Owner request TPDU shall be of the form shown in Table 33:

Table 33 — Get_Object_Owner request format

Parameter name Format
reserved USINT Q
path_size USINT x
path[] UINT \ N
R

The reserved field shall be set to zero.

4.1.5.9.3 Format of Get_Object_Owner re

The format of the Get_Object_Owner responsex] PDU shall be of/the form shown in Table 34.

Table 34 - Forw rd_?.pﬁl d response format

( Pﬁmt{e\war}\) N > Format
\Qum r_oﬂcopngct% ) USINT
[nﬁﬁﬁév\\ogimi}rg_mers ip USINT
Q {umbe&ea foan hip USINT
<Wg@(_§qlon\\/\\/ USINT

cor%%:th&seriey_number UINT

o}gi\na%r\vendor_lD UINT

BQgirMerial_number UDINT

4.1.6
4.1.6.1 onnection parameters
4.1.6.1.1 Format

Network connection parameters shall be provided as a single 16-bit word that contains five
fields, shown in Figure 4. The fields within the 16-bit word shall indicate

e the type of network connection desired;
e whether the buffer size is variable or fixed;
e the priority of the connection;

e the size of the connection buffer required.

The size of the connection buffer shall include any transport header.
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