IEC IEC 61158-6-2

o
®

INTERNATIONAL
STANDARD

NORME
INTERNATIONALE

Edition 4.0 2019-06

Industrial communication networks — Fieldbus specifications —
Part 6-2: Application layer protocol specification — Type 2 elements

Réseaux de communication industriels — Spécifications des bus de terrain —
Partie 6-2: Spécification du protocole de la couche liaison de données —
Eléments de type 2

IEC 61158-6-2:2019-06(en-fr)

Full docu


http://avadocuments2026.com/doc/iec-61158-6-2-2019
http://avadocuments2026.com/doc/iec-61158-6-2-2019

THIS PUBLICATION IS COPYRIGHT PROTECTED
Copyright © 2019 IEC, Geneva, Switzerland

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized in any form
or by any means, electronic or mechanical, including photocopying and microfilm, without permission in writing from
either IEC or IEC's member National Committee in the country of the requester. If you have any questions about IEC
copyright or have an enquiry about obtaining additional rights to this publication, please contact the address below or
your local IEC member National Committee for further information.

Droits de reproduction réservés. Sauf indication contraire, aucune partie de cette publication ne peut étre reproduite
ni utilisée sous quelque forme que ce soit et par aucun procédé, électronique ou mécanique, y compris la photocopie
et les microfilms, sans I'accord écrit de I''lEC ou du Comité national de I''EC du pays du demandeur. Si vous avez des
questions sur le copyright de I'lEC ou si vous désirez obtenir des droits supplémentaires sur cette publication, utilisez
les coordonnées ci-aprés ou contactez le Comité national de I'lEC de votre pays de résidence.

IEC Central Office
3, rue de Varembé
CH-1211 Geneva 20
Switzerland

Tel.: +41 22 919 02 11
info@iec.ch
www.iec.ch

About the IEC
The International Electrotechnical Commission (IEC) is the leading global organization that prepares and publishes
International Standards for all electrical, electronic and related technologies.

About IEC publications
The technical content of IEC publications is kept under constant review by the IEC. Please make sure that you have the
latest edition, a corrigendum or an amendment might have been published.

IEC publications search - webstore.iec.ch/advsearchform
The advanced search enables to find IEC publications by a
variety of criteria (reference number, text, technical
committee, ...). It also gives information on projects, replaced
and withdrawn publications.

IEC Just Published - webstore.iec.ch/justpublished

Stay up to date on all new IEC publications. Just Published
details all new publications released. Available online and
once a month by email.

IEC Customer Service Centre - webstore.iec.ch/csc

If you wish to give us your feedback on this publication or
need further assistance, please contact the Customer Service
Centre: sales@iec.ch.

IEC online collection - oc.iec.ch

Discover our powerful search engine and read freely all the
publications previews. With a subscription you will always
have access to up to date content tailored to your needs.

Electropedia - www.electropedia.org

The world's leading online dictionary on electrotechnology,
containing more than 22 000 terminological entries in English
and French, with equivalent terms in 18 additional languages.
Also known as the International Electrotechnical Vocabulary
(IEV) online.

A propos de I'lEC

La Commission Electrotechnique Internationale (IEC) est la premiére organisation mondiale qui élabore et publie des
Normes internationales pour tout ce qui a trait a I'électricité, a I'électronique et aux technologies apparentées.

A propos des publications IEC

Le contenu technique des publications IEC est constamment revu. Veuillez vous assurer que vous possédez I'édition la
plus récente, un corrigendum ou amendement peut avoir été publié.

Recherche de publications IEC -
webstore.iec.ch/advsearchform

La recherche avancée permet de trouver des publications IEC
en utilisant différents criteres (numéro de référence, texte,
comité d'études, ...). Elle donne aussi des informations sur
les projets et les publications remplacées ou retirées.

IEC Just Published - webstore.iec.ch/justpublished
Restez informé sur les nouvelles publications IEC. Just
Published détaille les nouvelles publications parues.
Disponible en ligne et une fois par mois par email.

Service Clients - webstore.iec.ch/csc

Si vous désirez nous donner des commentaires sur cette
publication ou si vous avez des questions contactez-nous:
sales@iec.ch.

IEC online collection - oc.iec.ch

Découvrez notre puissant moteur de recherche et consultez
gratuitement tous les apercus des publications. Avec un
abonnement, vous aurez toujours accés a un contenu a jour
adapté a vos besoins.

Electropedia - www.electropedia.org

Le premier dictionnaire d'électrotechnologie en ligne au
monde, avec plus de 22 000 articles terminologiques en
anglais et en francais, ainsi que les termes équivalents dans
16 langues additionnelles. Egalement appelé Vocabulaire
Electrotechnique International (IEV) en ligne.

Documents

Document Sharing Hub

Full document details: IEC 61158-6-2 2019


mailto:info@iec.ch
https://www.iec.ch/
https://webstore.iec.ch/advsearchform
https://webstore.iec.ch/justpublished
https://webstore.iec.ch/csc
mailto:sales@iec.ch
https://oc.iec.ch/
http://www.electropedia.org/
https://webstore.iec.ch/advsearchform
https://webstore.iec.ch/justpublished
https://webstore.iec.ch/csc
mailto:sales@iec.ch
https://oc.iec.ch/
http://www.electropedia.org/
http://avadocuments2026.com/doc/iec-61158-6-2-2019
http://avadocuments2026.com/doc/iec-61158-6-2-2019

IEC 61158-6-2

Edition 4.0 2019-06

INTERNATIONAL
STANDARD

NORME
INTERNATIONALE

Industrial communication networks — Fieldbus specifications —
Part 6-2: Application layer protocol specification — Type 2 elements

Réseaux de communication industriels — Spécifications des bus de terrain —
Partie 6-2: Spécification du protocole de la couche liaison de données —
Eléments de type 2

INTERNATIONAL
ELECTROTECHNICAL
COMMISSION

COMMISSION
ELECTROTECHNIQUE
INTERNATIONALE

ICS 25.040.40; 35.100.70; 35.110 ISBN 978-2-8322-9699-8

Warning! Make sure that you obtained this publication from an authorized distributor.

Attention! Veuillez vous assurer que vous avez obtenu cette publication via un dismbuteur agréé.
poctments

Document Sharing Hub

® Registered trademark of the International Electrotechnical Commission
Marque déposée de la Commission Electrotechnique Internationale

Full document details: IEC 61158-6-2 2019


http://avadocuments2026.com/doc/iec-61158-6-2-2019
http://avadocuments2026.com/doc/iec-61158-6-2-2019

-2- IEC 61158-6-2:2019 © |IEC 2019

CONTENTS
O ] T I PP 14
INTRODUGCTION ..ttt et e e e e et e e et et e et e et e et e et e e eanns 16
1 ST e o] o 1T PO PP 17
1.1 GBNEIAl . e e 17
1.2 SPECIICAtIONS L. e 17
1.3 1070101 (o] o 4= o o - 18
2 NOIMAtiVE FEFEIENCES .. oeieiiei e 18
3  Terms, definitions, symbols, abbreviated terms and conventions ................................... 20
3.1 Terms and definitions from other ISO/IEC standards...........cccoooiviiiiiiiiiiiinnenn. 20
3.1.1 Terms and definitions from ISO/IEC 7498-1 ... 20
3.1.2 Terms and definitions from ISO/IEC 9545 ..., 21
3.1.3 Terms and definitions from ISO/IEC 8824-1......cciiiiiiiiiiiiiei e, 21
3.1.4 Terms and definitions from ISO/IEC 8825-1 ... 22
3.2 Terms and definitions from [EC 61158-5-2 .. ..o 22
3.3 Additional terms and definitions ..., 22
3.4 Abbreviated terms and SymboOIS ..o 29
3.5 (070] 1V2=T 01 (o] o K- PPN 29
3.5.1 General CONCEPT .. e e 29
3.5.2 Attribute specification ..o 30
3.5.3 COMIMON SEBIVICES outiiiii ittt e e 30
3.5.4 State machine coNVeNntioNS ... ..o 34
4 ADSIIACE SYNMEAX it 35
4.1 FAL PDU abstract SYNtaX ....ccoieiiiiiiii e e e 35
411 GBNEIAl e 35
4.1.2 PDU SIrUCTUIE ... e 36
4.1.3 UCMM _PDUS ..ottt e e e e e e e e e e e e e e anas 38
414 TransSPOrt _HeEaAAEIS ..o e 40
4.1.5 M P DU S s 43
4.1.6 CM PDU COMPONENTS ... e 57
4.1.7 MR NEAUETS ... 66
4.1.8 OM _Service PDU . ... 67
4.1.9 Message and connection paths.........cooooiiiii 122
4.1.10 Class, attribute and service Codes .......ooiiiiiiiiiiiiiii e 137
4.1.11 ErrOr COAES et 143
4.2 Data abstract syntax specification............ccoooiiiiiii i 157
4.21 Transport format specification....... ... 157
4.2.2 Abstract syntax notation ... 157
4.2.3 Control network data specification ... 158
4.2.4 Data type specification / dictionaries...........coooioi i 160
4.3 Encapsulation abstract syntaX........ccoooiiiiii 162
4.3.1 Encapsulation protoCol ... ... 162
4.3.2 Command desSCriplioNS ..o 165
4.3.3 Common packet format...... ..o 177
B T AN O SY M A ettt e 181
5.1 ComMPACE BNCOTING ..t e 181
51.1 ENCOAING FTUIES ... e ena Docdﬁients

Document Sharing Hub

Full document details: IEC 61158-6-2 2019


http://avadocuments2026.com/doc/iec-61158-6-2-2019
http://avadocuments2026.com/doc/iec-61158-6-2-2019

IEC 61158-6-2:2019 © IEC 2019 -3-

51.2 Encoding CONSIraints ... 182
5.1.3 EXAMPIES e 182
5.2 Data type rePOrtiNG - oneeiii e 188
5.2.1 Object data representation..........cooiiiii i 188
5.2.2 Elementary data type reporting .......coooiiiii e 189
5.2.3 Constructed data type reporting......c.ooeeiiiiiiii e 190
Structure of FAL protocol state machines ... 196
AP-Context state machinge ... 196
7.1 L@ Y=Y Y =SSP 196
7.2 Connection object state machine ........ ..o 196
7.2.1 I/O Connection instance behavior ....... ... 196
7.2.2 Bridged Connection instance behavior................coooiiiiiii 200
7.2.3 Explicit Messaging Connection instance behavior.............co.coiiiiniinn. 201
8  FAL service protocol machine (FSPM) ..o 204
8.1 LCT =Y o 1=Y = | PPN 204
8.2 Primitive definitions. .. ... 204
8.3 Parameters of primitives ... ... 209
8.4 FSPM state MacChinesS ...c..oiiiiiiii e 209
9  Application relationship protocol machines (ARPMS) ... ..o, 210
9.1 L= a1 - Y PP 210
9.2 Connection-less ARPM (UCMM) ... e 210
9.2.1 L= a1 =Y PPN 210
9.2.2 Primitive definitions ... ... 210
9.2.3 Parameters of primitives ... ... 211
9.2.4 UCMM state machines ..o 212
9.2.5 Examples of UCMM SEQUENCES .....ouiiiiiiiei e 217
9.2.6 Management UCMM ... e 219
9.3 Connection-oriented ARPMS (1ransports) ........couvviiiiiiiiiiiiie e 220
9.3.1 Transport PDU bUfer... ..o 220
9.3.2 T AN S PO ClaS S S ottt 220
9.3.3 Common primitive definitions ... 221
9.3.4 Parameters of common primitives ..........ooiiiiiii i 222
9.3.5 Transport state machines — class 0. 222
9.3.6 Transport state machines — class 1. 226
9.3.7 Transport state machines — class 2........ccoiiiiiiii e 231
9.3.8 Transport state machines — class 3. . ... 239
9.3.9 Transport state machines —classes 4, 5, 6.......cooiiiiiiiii i, 249
9.3.10 Transport state machines —class 4. 249
9.3.11 Transport state machines — class 5.......ooiiiiii i 249
9.3.12 Transport state machines — class 6. 249
10 DLL mapping protocol machine 1 (DMPM 1) ... 249
0.1 GBNEIAL e 249
O 2 I o |G o o o [V o= 250
O T {1 o7 o F=T U o 1Y 250
10.4  Primitive definitions. .. ... 250
10.4.1 Primitives exchanged between DMPM and ARPM ..., 250
10.4.2 Parameters of ARPM/DMPM primitives ..o 250
10.4.3 Primitives exchanged between data-link layer and DMPM................ Docti.?ments

Document Sharing Hub

Full document details: IEC 61158-6-2 2019


http://avadocuments2026.com/doc/iec-61158-6-2-2019
http://avadocuments2026.com/doc/iec-61158-6-2-2019

-4 - IEC 61158-6-2:2019 © |IEC 2019

10.4.4 Parameters of DMPM/Data-link Layer primitives ............cocooiiiiiiiiiiieieen 251
10.4.5 Network connection ID .. ... 252
10.5 DMPM state machine ... 253
10.5.1 DAY Y ] = = P 253
10.5.2 Functions used by DMPM ... 254
10.6  Data-link Layer service seleCtion.........coiiiiiiiii i 254
11  DLL mapping protocol machine 2 (DMPM 2) ... 254
R P B 1= 4 = - | PP 254
11.2  Mapping of UCMM PDUS ... 255
11.2.1 L= a1 =Y PPN 255
11.2.2 Common requirements for Connection Manager PDU’s............ccooiviiiiinnnn. 256
11.2.3 Forward_open PDU for class 2 and class 3 connections ...............ccocoeeieanee. 258
11.2.4 Forward_open for class 0 and class 1 connections .............ccooveiieiiiininnennnn. 258
11.2.5 FOrward_ClOSE ... 262
11.3 Mapping of transport class 0 and class 1 PDUS.........cccoiiiiiiiiiiiiiieeee e, 263
11.3.1 Class 0 and class 1 PDUS. ..o 263
11.3.2 No dependency on TCP connecCtionS ........oouiiiiiiiiiiii e 263
11.3.3 Class 0 and class 1 packet ordering ........ccccoeeiiiiiiiiiiic e 263
11.3.4 Screening incoming connected data ..o 264
11.4 Mapping of transport class 2 and class 3 PDU’S.........cccoiiiiiiiiicieeeee, 264
11.5 Mapping of transport classes 4 10 6......ooouiiniiiiii i 265
T1.6  IGMP USAQE ettt e e 265
11.6.1 Background (informative) ..o 265
11.6.2 IGMP Membership Report messages ........oveieiiiiiiiii e 266
11.6.3 IGMP Leave Group MESSAGES .ucvuiuirniieieiei et eeteetae e e e e e et e eneeaaeaeeneenns 266
11.7  Quality of Service (Q0S) for CP 2/2 MeSSages .....ocuuiviiiiiiiiieiice e 267
11.7.1 L =T YT P 267
11.7.2 DS CP fOrmMat ..o e 267
11.7.3 IEEE 802.1D/IEEE 802.Q format......ccuiiiiiiiie e 268
11.7.4 Mapping CPF 2 traffic to DSCP and IEEE 802.1D.........ccoiviiiiiiiieeeeeeen 268
11.7.5 CP 2/2 usage Of DSCP ... 269
11.7.6 CP 2/2 usage of IEEE 802.1D/IEEE 802.1Q ....ccuiiuiiiieiieiieeieeee e 269
11.7.7 User considerations with IEEE 802.1D/IEEE 802.1Q........ciiiiiiiiiiiiiiiieanee. 269
11.8 Management of an encapsulation SeSSION .........cccvviiiiiiiiiiii e 270
11.8.1 Phases of an encapsulation SeSSioN .........ccciiiiiiiiiiiiii e 270
11.8.2 EstablisShing @ SESSION ... 270
11.8.3 Terminating @ SESSION .....i. e 270
11.8.4 Maintaining @ SESSION ...cuuiii i 270
11.8.5 TCP connection management .. .....cc.iiiiiiiii e 271
12 DLL mapping protocol machine 3 (DMPM 3) ... 271
(2710 1o = Yo 2 V28 S 272
Figure 1 — Attribute table format and terms ... ... 30
Figure 2 — Service request/response parameter...... ... 30
Figure 3 — EXample Of @n ST D ... e 34
Figure 4 — Network connection parameters ... ....oooviiiiiii e 58
Figure 5 — Priority/Tick_time bit definition ........ ..o 61
Figure 6 — Member ID/EX description (WORD)............ooviurereeeeeesereseee e b Documents

Document Sharing Hub

Full document details: IEC 61158-6-2 2019


http://avadocuments2026.com/doc/iec-61158-6-2-2019
http://avadocuments2026.com/doc/iec-61158-6-2-2019

IEC 61158-6-2:2019 © IEC 2019 -5-

Figure 7 — Transport Class Trigger attribute.............oooi i 110
Figure 8 — CP2/3_initial_comm_characteristics attribute format ... 114
FigUre O — Segment tY P .o e 123
Figure 10 — Port SegmMEnt. ... e e 124
Figure 11 — Logical segment €nNCOAING .......ovuiiiiiii e eea e 126
Figure 12 — Extended network segment ... 132
Figure 13 — Symbolic segment enNCOAING .......oouiiiiiiii e 133
Figure 14 — ENCapsulation MeSSage ...o.uiuiiiiiiiiiii e e ee e 162
Figure 15 — FixedLengthBitString compact encoding bit placementrules ............................ 185
Figure 16 — Example compact encoding of a SWORD FixedLengthBitString........................ 186
Figure 17 — Example compact encoding of a WORD FixedLengthBitString.......................... 186
Figure 18 — Example compact encoding of a DWORD FixedLengthBitString ....................... 186
Figure 19 — Example compact encoding of a LWORD FixedLengthBitString........................ 186
Figure 20 — Example 1 of formal encoding of a structure type specification......................... 191
Figure 21 — Example 2 of formal encoding of a structure type specification......................... 191
Figure 22 — Example 3 of formal encoding of a handle structure type specification ............. 192
Figure 23 — Example 4 of formal encoding of a handle structure type specification ............. 192
Figure 24 — Example 5 of abbreviated encoding of a structure type specification ................ 193
Figure 25 — Example 1 of formal encoding of an array type specification............................. 194
Figure 26 — Example 2 of formal encoding of an array type specification............................. 194
Figure 27 — Example 1 of abbreviated encoding of an array type specification.................... 195
Figure 28 — Example 2 of abbreviated encoding of an array type specification.................... 195
Figure 29 — I/O Connection object state transition diagram ............cooooiiiiiiiii i, 196
Figure 30 — Bridged Connection object state transition diagram..................c.cooiiiiiinn. . 200
Figure 31 — Explicit Messaging Connection object state transition diagram......................... 202
Figure 32 — State transition diagram of UCMM client9............cooiiiiii e 212
Figure 33 — State transition diagram of high—end UCMM server............ccooiiiiiiiiiiniiicineennn. 214
Figure 34 — State transition diagram of low—end UCMM Server ............ccocoviiiiiiiiiiiiiineieann, 216
Figure 35 — Sequence diagram for a UCMM with one outstanding message........................ 218
Figure 36 — Sequence diagram for a UCMM with multiple outstanding messages................ 219
Figure 37 — TPDU DU @I ... e 220
Figure 38 — Data flow diagram using a client transport class 0 and server transport

Lo F= F- 1= O PPN 223
Figure 39 — Sequence diagram of data transfer using transportclass O..............cccocoiieneenn. 223
Figure 40 — Class 0 ClIeNt STD ...t 224
Figure 41 — Class 0 SEIVEI ST D ..o e e e 225
Figure 42 — Data flow diagram using client transport class 1 and server transport

Lo F= Tt PPN 226
Figure 43 — Sequence diagram of data transfer using client transport class 1 and

SEIVEr IraANSPOIt ClasS T oo e 227
Figure 44 — Class 1 ClIeNt STD ..o e aas 229
Figure 45 — Class 1 SEIVEI ST D ..ouiiiiiiiiii e e aas 230
Figure 46 — Data flow diagram using client transport class 2 and server transport

o7 F= T R Doctﬁﬁents

Document Sharing Hub

Full document details: IEC 61158-6-2 2019


http://avadocuments2026.com/doc/iec-61158-6-2-2019
http://avadocuments2026.com/doc/iec-61158-6-2-2019

-6 - IEC 61158-6-2:2019 © |IEC 2019

Figure 47 — Diagram of data transfer using client transport class 2 and server transport

class 2 without returned data ........ ..o 233
Figure 48 — Sequence diagram of data transfer using client transport class 2 and

server transport class 2 with returned data ... 234
Figure 49 — Class 2 ClIeNt STD ..o e e 235
Figure 50 — Class 2 SEIVEI ST D ..iuiiiiiiiiii et e e eas 237
Figure 51 — Data flow diagram using client transport class 3 and server transport

Lo =TT T 240
Figure 52 — Sequence diagram of data transfer using client transport class 3 and

server transport class 3 without returned data............oo 241
Figure 53 — Sequence diagram of data transfer using client transport class 3 and

server transport class 3 with returned data ..., 242
Figure 54 — Class 3 ClIeNt STD ... 244
Figure 55 — Class 3 SeIVEr STD ... 247
Figure 56 — Data flow diagram for a link producer and coONsSUMer .............coevevieiiiiineinnennnn. 249
Figure 57 — State transition diagram for a link producer ..............ccoiiiiiiiiiii i 253
Figure 58 — State transition diagram for a link consumer............coooii i, 254
Figure 59 — DS field in the IP header ... ..o 268
Figure 60 — IEEE 802.1Q tagged frame........oiiuiiiiiei e 268
Table 1 — Get_Attributes_All response Service rules ...... ..o 31
Table 2 — Example class level object/service specific response data of

Gt AU DULES ALl e 31
Table 3 — Example Get_Attributes_All data array method.............ccoooiiiiiiii 32
Table 4 — Set_Attributes_All request Se€rvice rules .........ooovieiiiiiiiii e 33
Table 5 — Example Set_Attributes_All attribute ordering method ...l 33
Table 6 — Example Set_Attributes_All data array method ..., 33
Table 7 — State event matrix format ... 35
Table 8 — Example state event matrixX ... 35
Table 9 — UCMM_PDU header format ..o 39
Table 10 — UCMM comMMaNd COAS . ..nuniiiii e 39
Table 11 — Transport Class 0 header...... oo e 40
Table 12 — Transport class 1 header ... .o e 40
Table 13 — Transport Class 2 header ... ... 40
Table 14 — Transport Class 3 header. ... i e 40
Table 15 — Real-time data header — exclusive OWNEr .........c.oiiiiiiiiiiii e 41
Table 16 — Real-time data header— redundant owner ..., 41
Table 17 — Forward_Open request format ... 46
Table 18 — Forward_Open_Good response format ...........cooeiiiiiiiiiiiiiiie e 46
Table 19 — Forward_Open_Bad response format ...........cccoeiiiiiiiiiii e 47
Table 20 — Large_Forward_Open request format ........ ..o 48
Table 21 — Large_Forward_Open_Good response format ..o, 48
Table 22 — Large_Forward_Open_Bad response format.............cccoooiiiiiiiiiiiiici e 49
Table 23 — Forward_Close request format...........coooiiiiiii e 50
Table 24 — Forward_Close_Good response format...............coooooiiiiiiiiiiii Documents

Document Sharing Hub

Full document details: IEC 61158-6-2 2019


http://avadocuments2026.com/doc/iec-61158-6-2-2019
http://avadocuments2026.com/doc/iec-61158-6-2-2019

IEC 61158-6-2:2019 © IEC 2019 -7-

Table 25 — Forward_Close_Bad response format...........cccoeiiiiiiiiiiiiiie e 51
Table 26 — Unconnected_Send request format......... ... 51
Table 27 — Unconnected_Send_Good response format...........cocoooiiiiiiiiiiien 52
Table 28 — Unconnected_Send_Bad response format............ccocooiiiiiiiiiii i, 53
Table 29 — Unconnected_Send request format (modified) .........ccccooiiiiiiiiii i, 54
Table 30 — Unconnected_Send_Good response format (modified) ............cooooiiiiiiinn. 54
Table 31 — Unconnected_Send_Bad response format (modified)..........ccoooiiiiiiiiinnnn. 55
Table 32 — Get_Connection_Data request format.............cooiiiiiiiiiii e 55
Table 33 — Get_Connection_Data response format .............cooiiiiiiiii i, 55
Table 34 — Search_Connection_Data request format ..., 56
Table 35 — Get_Connection_Owner request format..............cooiiii i, 57
Table 36 — Get_Connection_Owner response format .............ccoiiiiiiiiiiiii i, 57
Table 37 — Time-0Ut MUIIPIIEr ... ..o e ea e 60
Table 38 — Tick timMe UNitS ..o e 61
Table 39 — Encoded application path ordering...........cooi i 65
Table 40 — Transport class, trigger and Is_Server format.............cc.cooiiiiiiiiiiii e, 66
Table 41 — MR_Request_Header format ..o 66
Table 42 — MR_Response_Header format...... ... 67
Table 43 — Structure of Get_Attributes_All_ResponsePDU body ..., 67
Table 44 — Structure of Set_Attributes_All_ RequestPDU body ..........ocooiiiiiiiiiii, 68
Table 45 — Structure of Get_Attribute_List RequestPDU body..........ccoeviiiiiiiiiiiiien, 68
Table 46 — Structure of Get_Attribute_List ResponsePDU body ..........cocoiiiiiiiiiiiii. 68
Table 47 — Structure of Set_Attribute_List RequestPDU body ..........ooeiiiiiiiiii, 68
Table 48 — Structure of Set_Attribute_List ResponsePDU body..........cccoeviiiiiiiiiiiiiiiiceen, 69
Table 49 — Structure of Reset_ RequestPDU body ........c.oiviiiiiii e 69
Table 50 — Structure of Reset_ResponsePDU body ........ccoviiiiiiiiiii e, 69
Table 51 — Structure of Start_ RequestPDU body ..o 69
Table 52 — Structure of Start._ ResponsePDU body .........ccooiiiiiiiiiii e 69
Table 53 — Structure of Stop_ RequestPDU body .........coviiiiiiii e 70
Table 54 — Structure of Stop_ResponsePDU body ..o 70
Table 55 — Structure of Create_RequestPDU body ........cooouiiiiiiiiiii e 70
Table 56 — Structure of Create_ ResponsePDU body.........ccoooiiiiiiii e, 70
Table 57 — Structure of Delete_ RequestPDU body ..., 70
Table 58 — Structure of Delete_ResponsePDU body .........coooiiiiiiiiiiiii e, 70
Table 59 — Structure of Get_Attribute_Single_ResponsePDU body ...........cocviiiiiiiiiiiiinnennne. 71
Table 60 — Structure of Set_Attribute_Single_RequestPDU body ..........ccooiiiiiiiiiiiiiiiiien, 71
Table 61 — Structure of Set_Attribute_Single_ResponsePDU body ..., 71
Table 62 — Structure of Find_Next_Object_Instance_RequestPDU body ...............c.cooiii. 71
Table 63 — Structure of Find_Next_Object_Instance_ResponsePDU body ...........cccevvennnnnnn. 72
Table 64 — Structure of Apply_Attributes RequestPDU body ..........cooiviiiiiiiiiiiie, 72
Table 65 — Structure of Apply_Attributes_ ResponsePDU body ..., 72
Table 66 — Structure of Save_RequestPDU body ..o 72
Table 67 — Structure of Save_ResponsePDU body ........cccooeiiiiiiiiiiiiien Doeuments

Document Sharing Hub

Full document details: IEC 61158-6-2 2019


http://avadocuments2026.com/doc/iec-61158-6-2-2019
http://avadocuments2026.com/doc/iec-61158-6-2-2019

-8 - IEC 61158-6-2:2019 © |IEC 2019

Table 68 — Structure of Restore_ RequestPDU body.........oooiiiiiii e, 73
Table 69 — Structure of Restore_ResponsePDU body .........ccoiveiiiiiiiiiiiii e 73
Table 70 — Structure of Get_Member_ResponsePDU body ... 73
Table 71 — Structure of Set._ Member_RequestPDU body ........c.cooiiiiii, 73
Table 72 — Structure of Set_ Member_ResponsePDU body.........ccccoiiiiiiiiiiiieeee, 73
Table 73 — Structure of Insert_Member_RequestPDU body..........coooii 74
Table 74 — Structure of Insert_Member_ResponsePDU body ..........cooiiiiiiiiii, 74
Table 75 — Structure of Remove_Member_ResponsePDU body ..........ccoviiiiiiiiiiiiiiiiiiceen, 74
Table 76 — Common structure of _Member_RequestPDU body (basic format)....................... 75
Table 77 — Common structure of _Member_ResponsePDU body (basic format) .................... 75
Table 78 — Common structure of _Member_RequestPDU body (extended format)................. 76
Table 79 — Common structure of _Member_ResponsePDU body (extended format) .............. 76
Table 80 — Extended ProtoCOl ID ... e 76
Table 81 — Structure of _Member_RequestPDU body (Multiple Sequential Members) ........... 77
Table 82 — Structure of _Member_ResponsePDU body (Multiple Sequential Members)......... 77
Table 83 — Structure of _Member_RequestPDU body (International String Selection) ........... 78
Table 84 — Structure of _Member_ResponsePDU body (International String Selection)......... 78
Table 85 — Structure of Group_Sync_RequestPDU body ........oooiiiiiiiiee 78
Table 86 — Structure of Group_Sync_ResponsePDU body ..o, 78
Table 87 — Structure of Multiple_Service_Packet RequestPDU body...........cccoeviiiiiinnnnn.n. 79
Table 88 — Structure of Multiple_Service_Packet_ResponsePDU body .............ccooiiiiinnnni. 79
Table 89 — Identity object class attributes ... 80
Table 90 — Identity object instance attributes ... 80
Table 91 — Identity object bit definitions for status instance attribute...........................o. 81
Table 92 — Default values for extended device status field (bits 4 to 7) of status

INStanCe attribDULe ... 82
Table 93 — Identity object bit definitions for protection mode instance attribute ..................... 82
Table 94 — Class level object/service specific response data of Get_Attributes _All ............... 82
Table 95 — Instance level object/service specific response data of Get_Attributes_All........... 83
Table 96 — Object-specific request parameter for Reset.........ccooooi i, 83
Table 97 — Reset service parameter values ... 84
Table 98 — Communication link attributes that shall be preserved ................coooiiiin. 84
Table 99 — Structure of Flash_LEDs_RequestPDU body .........ccooiiiiiiiii e, 84
Table 100 — Message Router object class attributes ... 85
Table 101 — Message Router object instance attributes ... 85
Table 102 — Class level object/service specific response data of Get_Attributes _All ............. 85
Table 103 — Instance level object/service specific response data of Get_Attributes All......... 86
Table 104 — Structure of Symbolic_Translation_RequestPDU body...........cooiiiiiiiiiniin. 86
Table 105 — Structure of Symbolic_Translation_ResponsePDU body ...........c.ccooiiiiiiiiin. 86
Table 106 — Object specific status for Symbolic_Translation service..............ccocceevviiiinnnnnn.n. 86
Table 107 — Assembly object class attributes ... 87
Table 108 — Assembly object instance attributes ... 87

Table 109 — Assembly INStance 1D ranges . ... g

Document Sharing Hub

Full document details: IEC 61158-6-2 2019


http://avadocuments2026.com/doc/iec-61158-6-2-2019
http://avadocuments2026.com/doc/iec-61158-6-2-2019

IEC 61158-6-2:2019 © IEC 2019 -9-

Table 110 — Acknowledge Handler object class attributes ... 88
Table 111 — Acknowledge Handler object instance attributes ..., 89
Table 112 — Structure of Add_AckData_Path_RequestPDU body ..., 89
Table 113 — Structure of Remove_AckData_Path_RequestPDU body ............ccooiiiiiiinni. 89
Table 114 — Time Sync object class attributes ..., 90
Table 115 — Time Sync object instance attributes ..., 90
Table 116 — Clockldentity encoding for different network implementations ............................ 94
Table 117 — ClOCKCIASS VAIUES ....cuiiiiiie et 94
Table 118 — TIMEACCUIACY ValUBS......cunieiiiiie e e e e e 94
Table 119 — TimePropertyFlags bit values ... 95
Table 120 — TIMESOUICE VAlUES ... .. e 95
Table 121 — TYPES Of ClOCK ..uiniiiiiii e e e e e 96
Table 122 — Network protocol to PortPhysicalAddressinfo mapping ..........ccoooeeiiiiiiiiininnnnnnen. 96
Table 123 — Parameter object class attributes...........oooo i, 97
Table 124 — Parameter Class Descriptor bit values ..., 97
Table 125 — Parameter object instance attributes............cooooii 98
Table 126 — Semantics of Descriptor Instance attribute................coooiiiiiii i, 99
Table 127 — Descriptor Scaling bitsS USAge ......ccuiiiiii e 99
Table 128 — Minimum and Maximum Value semantics...........ccooiiiiiii e 100
Table 129 — Scaling Formula attributes ..o, 101
Table 130 — ScaliNng lINKS .....onii e e e e e e aee e 101
Table 131 — Class level object/service specific response data of Get_Attributes_All ........... 102
Table 132 — Instance level object/service specific response data of Get_Attributes_All
(Parameter 0bjeCt STUD) ..o 102
Table 133 — Instance level object/service specific response data of Get_Attributes_All

(full Parameter ODJECT) .. ..o e 103
Table 134 — Structure of Get_Enum_String_RequestPDU body...........coooiiiiiiiiii 104
Table 135 — Structure of Get_Enum_String_ResponsePDU body .........c.ccciiiiiiiiiiiiiiiniinnn, 104
Table 136 — Enumerated strings Type versus Parameter datatype........c.coooviiiiiiiiiinnns 104
Table 137 — Connection Manager object class attributes..............coooiiiiiiiii 105
Table 138 — Connection Manager object instance attributes.............c..co 105
Table 139 — Class level object/service specific response data of Get_Attributes_All ........... 106
Table 140 — Instance level object/service specific response data of Get_Attributes_All....... 106
Table 141 — Instance level object/service specific request data of Set_Attributes_All.......... 107
Table 142 — Connection object class attributes ... 107
Table 143 — Connection object instance attributes ... 108
Table 144 — Values assigned to the state attribute.............oooii i, 109
Table 145 — Values assigned to the instance_type attribute ..., 110
Table 146 — Possible values within Direction Bit ......... ... 111
Table 147 — Possible values within Production Trigger BitS..........coooiiiiiiiii 111
Table 148 — Possible values within Transport Class BitS...........ccooviiiiiiiii i, 112
Table 149 — TransportClass_Trigger attribute values summary ..............cooooiiiiiiiiiiinnns 112
Table 150 — Transport Class 0 client behavior summary ..o 113
Table 151 — Transport Class 1, 2 and 3 client behavior summary................0. . D OCUmmentS

Document Sharing Hub

Full document details: IEC 61158-6-2 2019


http://avadocuments2026.com/doc/iec-61158-6-2-2019
http://avadocuments2026.com/doc/iec-61158-6-2-2019

-10 - IEC 61158-6-2:2019 © |[EC 2019

Table 152 — Values defined for the CP2/3_produced_connection_id attribute ..................... 114
Table 153 — Values defined for the CP2/3_consumed_connection_id attribute .................... 114
Table 154 — Values for the Initial Production Characteristics nibble ... 115
Table 155 — Values for the Initial Consumption Characteristics nibble................................. 116
Table 156 — Values for the watchdog_timeout_action..............c.cooiiiiiiiiii i, 119
Table 157 — Structure of Connection_Bind_RequestPDU body ..o 121
Table 158 — Object specific status for Connection_Bind service.............cooooiiiiiiiiiiinen.. 121
Table 159 — Structure of Producing_Application_Lookup_RequestPDU body ...................... 121
Table 160 — Structure of Producing_Application_Lookup_ResponsePDU body.................... 122
Table 161 — Producing_Application_Lookup Service status codes.............coooiiiiiiiiinant. 122
Table 162 — Possible port segment examples . ... 124
Table 163 — TCP/IP link address eXamples ........oouiiiiiiiiiiie e 125
Table 164 — Extended LOGiCal TYPe .uovniniii e 126
Table 165 — Electronic key segment format........ ..o 128
Table 166 — Logical segments eXamples ... ... 129
Table 167 — NetWork Segments ... e 130
Table 168 — Extended subtype definitions .........ccoiiiiiiii i, 132
Table 169 — Symbolic segment eXamples ... e 133
Table 170 — Data SegMENT ... e e 134
Table 171 — ANSI_Extended_Symbol segment ...........ooiiiiiiiiii e, 134
Table 172 — Addressing CategoOries . .. 137
Table 173 — Class COUE ID FANGES ...cuuiiiii e e e e et 137
Table 174 — AHIDULE 1D FaNGES ...cuniiii e e e e 138
Table 175 — ServiCe COUE FaNGES . ..uiiiiiiei e e e e 138
IE=] o] Lo B T O F- T oo Lo [ U 139
Table 177 — Reserved class attributes for all object class definitions ..............ccoocoiii. 140
Table 178 — Common Services St ... e 140
Table 179 — Identity object specific services list.........cooiiiiiiiii e, 141
Table 180 — Message Router object specific services list..........ccocooiiiiiiiiiiiiii 141
Table 181 — Acknowledge Handler object specific services list............coooiiin. 141
Table 182 — Parameter object specific services list..... ... 141
Table 183 — Services specific to Connection Manager .........cccooooiiiiiiiiiiici i, 142
Table 184 — Services specific to Connection object...........cooooiiiiii 142
Table 185 — Device type NUMDEIING ... 143
Table 186 — Connection Manager service request €rror CoOdes .........cooviviiiiiiiiiiiiiiiieeieanen, 144
Table 187 — General status COUES .. ...t e 153
Table 188 — Extended status code for a general status of "Key Failure in path.................... 155
Table 189 — Identity object status Codes ... ... 156
Table 190 — Encapsulation header........c.ooiniii s 163
Table 191 — Encapsulation command COAES ..o 163
Table 192 — Encapsulation status COdes ..., 165
Table 193 — Nop request encapsulation header ..., 166
Table 194 — RegisterSession request encapsulation header ................ccooeiiiennl. Doewﬁqents

Document Sharing Hub

Full document details: IEC 61158-6-2 2019


http://avadocuments2026.com/doc/iec-61158-6-2-2019
http://avadocuments2026.com/doc/iec-61158-6-2-2019

IEC 61158-6-2:2019 © IEC 2019 -1 -

Table 195 — RegisterSession request data portion ...........ccocooiiiiiiiici e, 167
Table 196 — RegisterSession reply encapsulation header ... 167
Table 197 — RegisterSession reply data portion (successful) .......c.oooiiiiiiiii 168
Table 198 — UnRegisterSession request encapsulation header ..............coooooiiiiiiiinnenns 168
Table 199 — ListServices request encapsulation header...............coooiiiiiiiiiin e, 169
Table 200 — ListServices reply encapsulation header.............oooiii i 169
Table 201 — ListServices reply data portion (successful).........cooiiiiiii 170
Table 202 — Communications capability flags.......c.cooviiiii i, 170
Table 203 — Listldentity request encapsulation header............cccooiiiiiiii i, 171
Table 204 — Listldentity reply encapsulation header..............oo 172
Table 205 — Listldentity reply data portion (successful) ... 172
Table 206 — CPF 2 identity ifem .. oo 173
Table 207 — Listinterfaces request encapsulation header.............ccoooiiiiiiiiii i, 174
Table 208 — ListInterfaces reply encapsulation header..............oooiiiiii 174
Table 209 — SendRRData request encapsulation header ... 175
Table 210 — SendRRData request data portion ..........ccooiiiiiiiii e 175
Table 211 — SendRRData reply encapsulation header ............c.cooiiiiiiiii i, 176
Table 212 — SendUnitData request encapsulation header ... 176
Table 213 — SendUnitData request data portion ... 176
Table 214 — Common packet format.... ... 177
Table 215 — CPF item fOrmat ..o e e e e 177
Table 216 — Item Type ID NUMDEIS ... e 177
Table 217 — NUll @address item . ... .o e 178
Table 218 — Connected address M ... ... e 178
Table 219 — Sequenced address M . ... 179
Table 220 — Unconnected data item ... ... 179
Table 221 — Connected data item . ... 179
Table 222 — Sockaddr info ifEMS . ... i 180
Table 223 — Usage of CPF IteMS ..o e 181
Table 224 — BOOLEAN €NCOAING ...uiiniiiiiiii e e e e 182
Table 225 — Example compact encoding of a BOOL value ... 182
Table 226 — Encoding of SignedInteger values ...........ccooiiiiiiiiiiii e, 182
Table 227 — Example compact encoding of a Signedinteger value ...............cooooiiiiiinin. 182
Table 228 — UnsignedInteger values ..o 183
Table 229 — Example compact encoding of an Unsignedinteger.............coocooiiiiiiiiiinenn.. 183
Table 230 — FixedLengthReal Values .........c.ooieiii e 183
Table 231 — Example compact encoding of a REAL value ... 183
Table 232 — Example compact encoding of a LREAL value ..........oooiiiiiiiie 183
Table 233 — FixedLengthReal values ... 184
Table 234 — STRING VAIUE ..o e e e et et e e 184
Table 235 — STRING2 VAIUE ....cviiiiiii et e e et et e et e et e eaaes 184
Table 236 — STRINGN ValUB ....cuuiiiiiiiii e e e e e et e e e enaes 184
Table 237 — SHORT_STRING ValUE ...ccuuiiiiiiiiiiieiie e Docuiients

Document Sharing Hub

Full document details: IEC 61158-6-2 2019


http://avadocuments2026.com/doc/iec-61158-6-2-2019
http://avadocuments2026.com/doc/iec-61158-6-2-2019

-12 - IEC 61158-6-2:2019 © |[EC 2019

Table 238 — Example compact encoding of a STRING value............ccooooeiiiiiiiiieeee, 185
Table 239 — Example compact encoding of STRING2 value ..........c.oooiiiiiiiie 185
Table 240 — SHORT _STRING tY P oiuuiiiiiiiiiii et e e e et et et e et e enaes 185
Table 241 — Example compact encoding of a single dimensional ARRAY ........c.cooiiiiiinni. 187
Table 242 — Example compact encoding of a multi-dimensional ARRAY .........cooiiiiiiiininni. 187
Table 243 — Example compact encoding of a STRUCTURE ... 188
Table 244 — |dentification codes and descriptions of elementary data types........................ 189
Table 245 — Identification codes and descriptions of constructed data types....................... 190
Table 246 — Formal structure encoding definition.............coooooiiiiiii e, 190
Table 247 — Formal structure with handles encoding definition................coo 191
Table 248 — Abbreviated structure encoding definition ... 192
Table 249 — Formal array encoding definition.............coooiiiiiii i, 193
Table 250 — Abbreviated array encoding definition..............coooiiiiiiii i, 195
Table 251 — I/O Connection state event matrixX ... 197
Table 252 — Bridged Connection state event matrix ... 200
Table 253 — Explicit Messaging Connection state event matrix ..............c.ccooiiiiiin . 202
Table 254 — Primitives issued by FAL user to FSPM ..o, 205
Table 255 — Primitives issued by FAL user to FSPM ... 205
Table 256 — Primitives issued by FSPM 1o FAL USer ..o 208
Table 257 — Parameters used with primitives exchanged between FAL user and FSPM...... 209
Table 258 — Primitives issued by FSPM t0 ARPM ..., 211
Table 259 — Primitives issued by ARPM t0 FSPM ... 211
Table 260 — Parameters used with primitives exchanged between FSPM and ARPM .......... 211
Table 261 — UCMM cClient States .....couniiiiii e 212
Table 262 — State event matrix of UCMM client.........c.ooiiiiiii e 213
Table 263 — High-end UCMM server states ........coooiiiiiiii e 214
Table 264 — State event matrix of high-end UCMM server............coooiiiiiiiiiiiie 215
Table 265 — Low-end UCMM server states.......c.oiiuiiiiiiiiii e 216
Table 266 — State event matrix of low—end UCMM Server ...........ccooviiiiiiiiiiiiiieci e 217
Table 267 — NOtifiCation ... .o e 220
Table 268 — TransSpPOrt ClasSSesS .. ..o i e 221
Table 269 — Primitives issued by FSPM t0 ARPM ..., 221
Table 270 — Primitives issued by ARPM t0 FSPM ... 222
Table 271 — Parameters used with primitives exchanged between FSPM and ARPM .......... 222
Table 272 — Class 0 transport client states ..........ccooiiiiiii i, 224
Table 273 — Class 0 client SEM ... e 224
Table 274 — Class 0 transport server states .......ooooiiiiiiii e 225
Table 275 — Class 0 server SEM ... e 225
Table 276 — Class 1 transport client states .........coooiiiiiii i, 228
Table 277 — Class 1 client SEM ... e 229
Table 278 — Class 1 transport server states . ... 230
Table 279 — Class 1 server SEM ... e 231
Table 280 — Class 2 transport client states ............coooiiiiiiiiii Doelﬁéﬁents

Document Sharing Hub

Full document details: IEC 61158-6-2 2019


http://avadocuments2026.com/doc/iec-61158-6-2-2019
http://avadocuments2026.com/doc/iec-61158-6-2-2019

IEC 61158-6-2:2019 © IEC 2019 -13 -

Table 281 — Class 2 client SEM ... 236
Table 282 — Class 2 transport server states . ... 237
Table 283 — Class 2 server SEM ... 238
Table 284 — Class 3 transport client states .........ccooiiiiiii i, 243
Table 285 — Class 3 client SEM ... 244
Table 286 — Class 3 transport server states . ... 246
Table 287 — Class 3 server SEM ... 248
Table 288 — Primitives issued by ARPM 10 DMPM.......oniiiii e 250
Table 289 — Primitives issued by DMPM 10 ARPM. ..., 250
Table 290 — Parameters used with primitives exchanged between ARPM and DMPM ......... 251
Table 291 — Primitives exchanged between data-link layer and DMPM ..., 251
Table 292 — Parameters used with primitives exchanged between DMPM and Data-link ..... 251
Table 293 — Selection of CONNECHION ID .. ... e 252
Table 294 — Link producer states .. ..o 253
Table 295 — State event matrix of link producer ........ ... 253
Table 296 — Link coNsUMEr States ... ..o 254
Table 297 — State event matrix of link CONSUMEr ..........ociiiiiiii e 254
Table 298 — UCMM reqUeST ... e 255
Table 299 — UCMM eIy ..o e e et 256
Table 300 — Network Connection ID selection ..o 257
Table 301 — Sockaddr INTO USAQE.......iuiiiii e e 259
Table 302 — Example multicast assignments ... ... 262
Table 303 — UDP data format for class O and class 1 ... 263
Table 304 — Transport class 2 and class 3 connected data ..o, 265
Table 305 — Default DSCP and IEEE 802.1D mMapping ...cccoeeiiniiiieieeeeee e 268
Documents

Document Sharing Hub

Full document details: IEC 61158-6-2 2019


http://avadocuments2026.com/doc/iec-61158-6-2-2019
http://avadocuments2026.com/doc/iec-61158-6-2-2019

- 14 - IEC 61158-6-2:2019 © |[EC 2019

INTERNATIONAL ELECTROTECHNICAL COMMISSION

INDUSTRIAL COMMUNICATION NETWORKS -
FIELDBUS SPECIFICATIONS -

Part 6-2: Application layer protocol specification —
Type 2 elements

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote
international co-operation on all questions concerning standardization in the electrical and electronic fields. To
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interested
in the subject dealt with may participate in this preparatory work. International, governmental and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely
with the International Organization for Standardization (ISO) in accordance with conditions determined by
agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
misinterpretation by any end user.

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence
between any IEC Publication and the corresponding national or regional publication shall be clearly indicated in
the latter.

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

6) All users should ensure that they have the latest edition of this publication.

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shall not be held responsible for identifying any or all such patent rights.

Attention is drawn to the fact that the use of the associated protocol type is restricted by its
intellectual-property-right holders. In all cases, the commitment to limited release of
intellectual-property-rights made by the holders of those rights permits a layer protocol type to
be used with other layer protocols of the same type, or in other type combinations explicitly
authorized by its intellectual-property-right holders.

NOTE Combinations of protocol types are specified in IEC 61784-1 and IEC 61784-2.

International Standard IEC 61158-6-2 has been prepared by subcommittee 65C: Industrial
networks, of IEC technical committee 65: Industrial-process measurement, control and
automation.

This fourth edition cancels and replaces the third edition published in 2014. This edition
constitutes a technical revision.
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This edition includes the following significant technical changes with respect to the previous
edition:

e clarifications of response PDU formats in case of failure in 4.1.5;

e clarifications of connection request priority definition and handling in 4.1.6.5 and 4.1.6.6;
e clarification of connection remaining path in 4.1.6.12;

e extensions of general syntax in 4.1.8.1;

e extensions and clarifications of Identity object PDUs in 4.1.8.2;

e updates of Assembly object PDUs in 4.1.8.4;

e extensions and clarification of Time sync object PDUs in 4.1.8.6;

e updates of Parameter object PDUs in 4.1.8.7;

e extensions of Connection Manager object PDUs in 4.1.8.8;

e clarifications of Connection object PDUs in 4.1.8.9;

e extensions and clarifications of message and connection paths in 4.1.9;

e updates of object and service class codes in 4.1.10 and error codes in 4.1.11;

e updates of data types in 4.2.4, 5.1.3 and 5.2.3;

e updates of the encapsulation abstract syntax in 4.3;

e updates to the DLL mapping protocol machine 2 in Clause 11;

e miscellaneous editorial corrections.

The text of this International Standard is based on the following documents:

FDIS Report on voting
65C/948/FDIS 65C/956/RVD

Full information on the voting for the approval of this International Standard can be found in
the report on voting indicated in the above table.

This publication has been drafted in accordance with ISO/IEC Directives, Part 2.

A list of all parts of the IEC 61158 series, published under the general title Industrial
communication networks — Fieldbus specifications, can be found on the IEC web site.

The committee has decided that the contents of this publication will remain unchanged until
the stability date indicated on the IEC web site under "http://webstore.iec.ch" in the data
related to the specific publication. At this date, the publication will be:

e reconfirmed;
e withdrawn;
o replaced by a revised edition, or

e amended.
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INTRODUCTION

This document is one of a series produced to facilitate the interconnection of automation
system components. It is related to other standards in the set as defined by the “three-layer”
fieldbus reference model described in IEC 61158-1.

The application protocol provides the application service by making use of the services
available from the data-link or other immediately lower layer. The primary aim of this
document is to provide a set of rules for communication expressed in terms of the procedures
to be carried out by peer application entities (AEs) at the time of communication. These rules
for communication are intended to provide a sound basis for development in order to serve a
variety of purposes:

e as a guide for implementers and designers;

o for use in the testing and procurement of equipment;

e as part of an agreement for the admittance of systems into the open systems environment;
e as a refinement to the understanding of time-critical communications within OSI.

This document is concerned, in particular, with the communication and interworking of
sensors, effectors and other automation devices. By using this document together with other

standards positioned within the OSI or fieldbus reference models, otherwise incompatible
systems may work together in any combination.
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INDUSTRIAL COMMUNICATION NETWORKS -
FIELDBUS SPECIFICATIONS -

Part 6-2: Application layer protocol specification —
Type 2 elements

1 Scope

1.1 General

The Fieldbus Application Layer (FAL) provides user programs with a means to access the
fieldbus communication environment. In this respect, the FAL can be viewed as a “window
between corresponding application programs.”

This part of IEC 61158 provides common elements for basic time-critical and non-time-critical
messaging communications between application programs in an automation environment and
material specific to Type 2 fieldbus. The term “time-critical” is used to represent the presence
of a time-window, within which one or more specified actions are required to be completed
with some defined level of certainty. Failure to complete specified actions within the time
window risks failure of the applications requesting the actions, with attendant risk to
equipment, plant and possibly human life.

This International Standard specifies interactions between remote applications and defines
the externally visible behavior provided by the Type 2 fieldbus application layer in terms of

a) the formal abstract syntax defining the application layer protocol data units conveyed
between communicating application entities;

b) the transfer syntax defining encoding rules that are applied to the application layer
protocol data units;

c) the application context state machine defining the application service behavior visible
between communicating application entities;

d) the application relationship state machines defining the communication behavior visible
between communicating application entities.

The purpose of this document is to define the protocol provided to

a) define the wire-representation of the service primitives defined in IEC 61158-5-2, and
b) define the externally visible behavior associated with their transfer.

This document specifies the protocol of the Type 2 fieldbus application layer, in conformance
with the OSI Basic Reference Model (ISO/IEC 7498-1) and the OSI application layer structure
(ISO/IEC 9545).

1.2 Specifications

The principal objective of this document is to specify the syntax and behavior of the
application layer protocol that conveys the application layer services defined in IEC 61158-5-2.

A secondary objective is to provide migration paths from previously-existing industrial
communications protocols.
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1.3 Conformance

This document does not specify individual implementations or products, nor does it constrain
the implementations of application layer entities within industrial automation systems.
Conformance is achieved through implementation of this application layer protocol
specification.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their
content constitutes requirements of this document. For dated references, only the edition
cited applies. For undated references, the latest edition of the referenced document (including
any amendments) applies.

NOTE All parts of the IEC 61158 series, as well as IEC 61784-1 and IEC 61784-2 are maintained simultaneously.
Cross-references to these documents within the text therefore refer to the editions as dated in this list of normative
references.

IEC 61158-1:2019, Industrial communication networks — Fieldbus specifications — Part 1:
Overview and guidance for the IEC 61158 and IEC 61784 series

IEC 61158-3-2:2014, Industrial communication networks — Fieldbus specifications — Part 3-2:
Data-link layer service definition — Type 2 elements
IEC 61158-3-2:2014/AMD1:2019

IEC 61158-4-2:2019, Industrial communication networks — Fieldbus specifications — Part 4-2:
Data-link layer protocol specification — Type 2 elements

IEC 61158-5-2:2019, Industrial communication networks — Fieldbus specifications — Part 5-2:
Application layer service definition — Type 2 elements

IEC 61588:2009, Precision clock synchronization protocol for networked measurement and
control systems

IEC 61784-3-2, Industrial communication networks — Profiles — Part 3-2: Functional safety
fieldbuses — Additional specifications for CPF 2

IEC 61800-7-202, Adjustable speed electrical power drive systems — Part 7-202: Generic
interface and use of profiles for power drive systems — Profile type 2 specification

IEC 62026-3:2014, Low-voltage switchgear and controlgear — Controller-device interfaces
(CDIs) — Part 3: DeviceNet

ISO/IEC 7498-1, Information technology — Open Systems Interconnection — Basic Reference
Model: The Basic Model

ISO/IEC/IEEE 8802-3, Information technology - Telecommunications and information
exchange between systems — Local and metropolitan area networks — Specific requirements —
Part 3: Standard for Ethernet

ISO/IEC 8824-1, Information technology - Abstract Syntax Notation One (ASN.1):
Specification of basic notation

ISO/IEC 8825-1, Information technology — ASN.1 encoding rules: Specification of Basic
Encoding Rules (BER), Canonical Encoding Rules (CER) and Distinguished Encoding Rules
(DER)
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ISO/IEC 9545, Information technology — Open Systems Interconnection — Application Layer
structure

ISO/IEC 10646, Information technology — Universal Coded Character Set (UCS)

ISO/IEC 10731, Information technology — Open Systems Interconnection — Basic Reference
Model — Conventions for the definition of OSI services

ISO 639-2, Codes for the representation of names of languages — Part 2: Alpha-3 code

ISO 11898:19931, Road vehicles — Interchange of digital information — Controller area
network (CAN) for high-speed communication

IEEE Std 802.1D-2004, IEEE standard for local and metropolitan area networks — Media
Access Control (MAC) bridges, available at <http://www.ieee.org> [viewed 2018-09-04]

IEEE Std 802.1Q-20052, /EEE standard for local and metropolitan area networks — Virtual
bridged local area networks, available at <http://www.ieee.org> [viewed 2018-09-04]

IEEE Std 802.3-2015, /EEE Standard for Ethernet, available at <http://www.ieee.org> [viewed
2018-09-04]

IETF RFC 791, Internet Protocol, available at <http://www.ietf.org> [viewed 2018-09-04]

IETF RFC 1035, Domain Names — Implementation and Specification, available at
<http://lwww.ietf.org> [viewed 2018-09-04]

IETF RFC 1112, Host Extensions for IP Multicasting, available at <http://www.ietf.org>
[viewed 2018-09-04]

IETF RFC 1117, Internet Numbers, available at <http://www.ietf.org> [viewed 2018-09-04]

IETF RFC 1122, Requirements for Internet Hosts — Communication Layers, available at
<http://lwww.ietf.org>[ viewed 2018-09-04]

IETF RFC 1759, Printer MIB, available at <http://www.ietf.org> [viewed 2018-09-04]

IETF RFC 2236, Internet Group Management Protocol, Version 2, available at
<http://lwww.ietf.org> [viewed 2018-09-04]

IETF RFC 2474, Definition of the Differentiated Services Field (DS Field) in the IPv4 and IPv6
Headers, available at <http://www.ietf.org> [viewed 2018-09-04]

IETF RFC 2475, An Architecture for Differentiated Services, available at <http://www.ietf.org>
[viewed 2018-09-04]

IETF RFC 2597, Assured Forwarding PHB Group, available at <http://www.ietf.org> [viewed
2018-09-04]

1 A newer edition of this document has been published, but only the cited edition applies.

2 A newer edition of this document has been published, but only the cited edition applies.
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IETF RFC 2873, TCP Processing of the [IPv4 Precedence Field, available at
<http://lwww.ietf.org> [viewed 2018-09-04]

IETF RFC 3140, Per Hop Behavior Identification Codes, available at <http://www.ietf.org>
[viewed 2018-09-04]

IETF RFC 3246, An Expedited Forwarding PHB (Per-Hop Behavior), available at
<http://www.ietf.org> [viewed 2018-09-04]

IETF RFC 3376, Internet Group Management Protocol, Version 3, available at
<http://lwww.ietf.org> [viewed 2018-09-04]

IETF RFC 4594, Configuration Guidelines for DiffServ Service Classes, available at
<http://lwww.ietf.org>[ viewed 2018-09-04]

3 Terms, definitions, symbols, abbreviated terms and conventions

For the purposes of this document, the following terms, definitions, symbols, abbreviated
terms and conventions apply.

ISO and IEC maintain terminological databases for use in standardization at the following
addresses:

e |EC Electropedia: available at http://www.electropedia.org/
e |SO Online browsing platform: available at http://www.iso.org/obp

3.1 Terms and definitions from other ISO/IEC standards

3.1.1 Terms and definitions from ISO/IEC 7498-1

a) abstract syntax

b) application entity

c) application process

d) application protocol data unit
e) application service element
f) application entity invocation
q) application process invocation
h) application transaction

i) presentation context

i) real open system

k) transfer syntax
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3.1.2 Terms and definitions from ISO/IEC 9545

a) application-association

b) application-context

c) application context name

d) application-entity-invocation

e) application-entity-type

f) application-process-invocation

a) application-process-type

h) application-service-element

i) application control service element

3.1.3 Terms and definitions from ISO/IEC 8824-1

a) object identifier
b) type

c) value

d) simple type

e) structured type
f) component type
9) tag

h) Boolean type

i) true

i) false

k) integer type

) bitstring type
m) octetstring type
n) null type

o) sequence type
p) sequence of type
q) choice type

r) tagged type

S) any type

t) module

u) production
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3.1.4 Terms and definitions from ISO/IEC 8825-1

a) encoding (of a data value)

b) data value

c) identifier octets (the singular form is used in this document)

d) length octet(s) (both singular and plural forms are used in this document)
e) contents octets

3.2 Terms and definitions from IEC 61158-5-2

a) application relationship
b) client

c) peer

d) server

3.3 Additional terms and definitions

3.3.1

allocate

take a resource from a common area and assign that resource for the exclusive use of a
specific entity

3.3.2
application
function or data structure for which data is consumed or produced

3.3.3

application objects

multiple object classes that manage and provide a run time exchange of messages across the
network and within the network device

3.34
attribute
description of an externally visible characteristic or feature of an object

Note 1 to entry: The attributes of an object contain information about variable portions of an object. Typically,
they provide status information or govern the operation of an object. Attributes may also affect the behavior of an
object. Attributes are divided into class attributes and instance attributes.

3.3.5
behavior
indication of how an object responds to particular events

3.3.6

Best Master Clock Algorithm

BMCA

algorithm performed by each node to determine the clock that will become the master clock
on a subnet and the grandmaster clock for the domain

Note 1 to entry: The algorithm primarily compares priority1, clock quality, priority2, and source identity to
determine the best master among available candidates.
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3.3.7

boundary clock

clock that has multiple Precision Time Protocol (PTP) ports in a domain and maintains the
timescale used in the domain

Note 1 to entry: It may serve as the source of time, i.e., be a master clock, and may synchronize to another clock,
i.e., be a slave clock.

[SOURCE: IEC 61588:2009, 3.1.3, modified — second sentence changed to a Note]

3.3.8
called
service user or a service provider that receives an indication primitive or a request APDU

3.3.9
calling
service user or a service provider that initiates a request primitive or a request APDU

3.3.10
class
set of objects, all of which represent the same kind of system component

Note 1 to entry: A class is a generalization of an object; a template for defining variables and methods. All objects
in a class are identical in form and behavior, but usually contain different data in their attributes.

3.3.11
class attribute
attribute that is shared by all objects within the same class

3.3.12
class code
unique identifier assigned to each object class

3.3.13

class specific service

service defined by a particular object class to perform a required function which is not
performed by a common service

Note 1 to entry: A class specific object is unique to the object class which defines it.

3.3.14
client
a) object which uses the services of another (server) object to perform a task

b) initiator of a message to which a server reacts

3.3.15

clock

node participating in the Precision Time Protocol (PTP) that is capable of providing a
measurement of the passage of time since a defined epoch

Note 1 to entry: There are three types of clocks in IEC 61588:2009, boundary, transparent and ordinary clocks.

[SOURCE: IEC 61588:2009, 3.1.4, modified — different Note]

3.3.16
communication objects
components that manage and provide a run time exchange of messages across the network

EXAMPLES Connection Manager object, Unconnected Message Manager (UCMM) object, and Meﬁaae Router

object. CumentS
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3.3.17
connection
logical binding between application objects that may be within the same or different devices

Note 1 to entry: Connections may be either point-to-point or multipoint.

3.3.18

connection ID

CIiD

identifier assigned to a transmission that is associated with a particular connection between
producers and consumers, providing a name for a specific piece of application information

3.3.19
connection path
octet stream that defines the application object to which a connection instance applies

3.3.20
connection point
buffer which is represented as a subinstance of an Assembly object

3.3.21
consume
act of receiving data from a producer

3.3.22
consumer
node or sink that is receiving data from a producer

3.3.23
consuming application
application that consumes data

3.3.24
cyclic
repetitive in a regular manner

3.3.25
device
physical hardware connected to the link

Note 1 to entry: A device may contain more than one node.

3.3.26

device profile

collection of device dependent information and functionality providing consistency between
similar devices of the same device type

3.3.27

domain

logical grouping of clocks that synchronize to each other using the protocol, but that are not
necessarily synchronized to clocks in another domain

[SOURCE: IEC 61588:2009, 3.1.7]

3.3.28
end node
producing or consuming node
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3.3.29
end point
one of the communicating entities involved in a connection

3.3.30
epoch
origin of a time scale

[SOURCE: IEC 61588:2009, 3.1.9]

3.3.31

error

discrepancy between a computed, observed or measured value or condition and the specified
or theoretically correct value or condition

3.3.32
frame
denigrated synonym for DLPDU

3.3.33

grandmaster clock

within a domain, clock that is the ultimate source of time for clock synchronization using the
PTP protocol

[SOURCE: IEC 61588:2009, 3.1.13]

3.3.34

instance

actual physical occurrence of an object within a class that identifies one of many objects
within the same object class.

EXAMPLE California is an instance of the object class state.

Note 1 to entry: The terms object, instance, and object instance are used to refer to a specific instance.

3.3.35

instance attribute

attribute whose value is unique to an object instance and whose definition is shared by all
instances of an object

3.3.36
instantiated
object that has been created in a device

3.3.37

interoperability

capability of User Layer entities to perform coordinated and cooperative operations using the
services of the FAL

3.3.38
Keeper
object responsible for distributing link configuration data to all nodes on the link

3.3.39

little endian

model of memory organization which stores the least significant octet at the lowest address,
or for transfer, which transfers the lowest order octet first
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3.3.40

Lpacket

Link packet

piece of application information that contains a size, control octet, tag, and link data

Note 1 to entry: Peer data-link layers use Lpackets to send and receive service data units from higher layers in
the OSI stack.

3.3.41

management information

network accessible information that supports managing the operation of the fieldbus system,
including the application layer

Note 1 to entry: Managing includes functions such as controlling , monitoring, and diagnosing.

3.3.42

master clock

in the context of a single Precision Time Protocol (PTP) communication path, clock that is the
source of time to which all other clocks on that path synchronize

[SOURCE: IEC 61588:2009, 3.1.17]

3.3.43
member
piece of an attribute that is structured as an element of an array

3.3.44
Message Router
object within a node that distributes messaging requests to appropriate application objects

3.3.45
multipoint connection
connection from one node to many

Note 1 to entry: Multipoint connections allow messages from a single producer to be received by many consumer
nodes.

3.3.46

network

set of nodes connected by some type of communication medium, including any intervening
repeaters, bridges, routers and lower-layer gateways

3.3.47

object

abstract representation of a particular component within a device, usually a collection of
related data (in the form of variables) and methods (procedures) for operating on that data
that have clearly defined interface and behavior

3.3.48
object specific service
service unique to the object class which defines it

3.3.49

ordinary clock

clock that has a single Precision Time Protocol (PTP) port in a domain and maintains the
timescale used in the domain

Note 1 to entry: It may serve as a source of time, i.e., be a master clock, or may synchronize to another clock, i.e.,

be a slave clock.
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[SOURCE: IEC 61588:2009, 3.1.22, modified — second sentence changed to a Note]

3.3.50
originator
client responsible for establishing a connection path to the target

3.3.51
parent clock
master clock to which a clock is synchronized

[SOURCE: IEC 61588:2009, 3.1.23]

3.3.52
point-to-point connection
connection that exists between exactly two application objects

3.3.53

Precision Time Protocol

PTP

protocol defined by IEC 61588:2009

Note 1 to entry: As an adjective, it indicates that the modified noun is specified in or interpreted in the context of
IEC 61588:2009.

[SOURCE: IEC 61588:2009, 3.1.28, modified — second sentence changed to a Note]

3.3.54
produce
act of sending data to be received by a consumer

3.3.55
producer
node that is responsible for sending data

3.3.56
PTP message
one of the message types defined in IEC 61588:2009

[SOURCE: IEC 61588:2009, 3.1.33]

3.3.57
PTP port
logical access point of a clock for PTP communications to the communications network

[SOURCE: IEC 61588:2009, 3.1.35]

3.3.58

receiving

service user that receives a confirmed primitive or an unconfirmed primitive, or a service
provider that receives a confirmed APDU or an unconfirmed APDU

3.3.59
resource
processing or information capability of a subsystem
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3.3.60

sending

service user that sends a confirmed primitive or an unconfirmed primitive, or a service
provider that sends a confirmed APDU or an unconfirmed APDU

3.3.61

server

a) role of an AREP in which it returns a confirmed service response APDU to the client that
initiated the request

b) object which provides services to another (client) object

3.3.62

service

operation or function than an object and/or object class performs upon request from another
object and/or object class

3.3.63

synchronized clocks

(to a specified uncertainty) two clocks which have the same epoch and for which
measurements of the time of a single event at an arbitrary time differ by no more than the
specified uncertainty

[SOURCE: IEC 61588:2009, 3.1.40, modified — reworded]

3.3.64

system time

absolute time value as defined by CPF2 time synchronization in the context of a distributed
time system where all devices have a local clock that is synchronized with a common master
clock

Note 1 to entry: In the context of CPF2, System Time is a 64-bit integer value in units of nanoseconds with a
value of 0 corresponding to the date 1970-01-01.

3.3.65
target
end-node to which a connection is established

3.3.66
temporary node
transient node

3.3.67
transaction id
field within a UCMM header that matches a response with the associated request

3.3.68

transparent clock

device that measures the time taken for a Precision Time Protocol (PTP) event message to
transit the device and provides this information to clocks receiving this PTP event message

[SOURCE: IEC 61588:2009, 3.1.46, modified — truncated]

3.3.69

unconnected message manager

UCMM

component within a node that transmits and receives unconnected explicit messages and
sends them directly to the Message Router object
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3.3.70

unconnected service

messaging service which does not rely on the set up of a connection between devices before
allowing information exchanges

3.3.7
vendor ID
identification of each product manufacturer/vendor by a unique number

Note 1 to entry: Vendor IDs are assigned by ODVA, Inc.

3.4 Abbreviated terms and symbols

ASCII American Standard Code for Information Interchange
CID connection ID

DLL data-link layer

DSCP DiffServ Codepoint

IGMP Internet Group Management Protocol (see IETF RFC 1112, IETF RFC 2236)
IP Internet Protocol (see IETF RFC 791)

IPv4 Internet Protocol version 4 (see IETF RFC 791)

IPv6 Internet Protocol version 6 (see IETF RFC 791)

oSl open systems interconnection (see ISO/IEC 7498-1)
PDU protocol data unit

PHB per-hop behavior

PTP Precision Time Protocol (see IEC 61588:2009)

QoS quality of service

Rcv receive

Rx receive

SDU service data unit

SEM state event matrix

STD state transition diagram, used to describe object behavior
TCP Terminal Control Protocol (see IETF RFC 793)

ToS type of service

TPDU transport protocol data unit

Tx transmit

UDP User Datagram Protocol (see IETF RFC 768)

Xmit transmit

CM_API actual packet interval

02T or O=>T originator to target (connection parameters)
CM_RPI requested packet interval
TUI table unique identifier

T20 or T=0 target to originator (connection parameters)

3.5 Conventions
3.5.1 General concept

The FAL is defined as a set of object-oriented ASEs. Each ASE is specified in a separate
subclause. Each ASE specification is composed of three parts: its class definitions, its
services, and its protocol specification. The first two are contained in IEC 61158-5-2. The
protocol specification for each of the ASEs is defined in this document. Documents
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The class definitions define the attributes of the classes supported by each ASE. The
attributes are accessible from instances of the class using the Management ASE services
specified in IEC 61158-5-2. The service specification defines the services that are provided by
the ASE.

This document uses the descriptive conventions given in ISO/IEC 10731.

Bold font is used in this document to highlight parameter names or important requirement
elements from surrounding text. Italic font is also used in Tables and Notes for that purpose
for better visibility.

3.5.2 Attribute specification

Attributes are defined in an Attribute Table using the format and terms defined in Figure 1.

Attribute ID ‘ Name ‘ Data type Semantics of values

Figure 1 — Attribute table format and terms

The Attribute ID shall be a unique integer identification value assigned to an attribute. The
valid ranges for Attribute IDs shall be as specified in 4.1.10.1.3. The Attribute ID shall identify
the particular attribute being accessed.

Name shall refer to the name assigned to the attribute. An attribute may contain sub-elements,
which may also have names, as is the case with the STRUCT of data type. The attribute
name shall be the name which appears first, or at the top row in the name column (the row
that contains the Attribute ID).

Every attribute shall be assigned a Data type which shall be either an elementary or a derived
data type. The data types specified for the defined attributes shall be used in all
implementations.

NOTE The elementary data types are defined in IEC 61158-5-2.

Semantics of values shall specify the meaning of the value(s) of the attribute. If this
information needs more room than can fit in the table it will immediately follow the Class
Attribute table. Included in the Class Attribute table will be an appropriate reference to this
information.

If a Class Attribute is optional, then a default value or a special case processing method shall
be defined such that the Client (Requester) can process the error message that occurs when
accessing those objects that choose not to implement the class attribute.

3.5.3 Common services
3.5.3.1 Service_PDU definitions

Each service has unique parameters for request and response. The service request and
response parameters shall be defined using service Request/Response parameter tables as
defined in Figure 2.

Name Type Semantics of values

Figure 2 — Service request/response parameter
Name shall refer to the name given to the service request/response parameter.

Type shall specify the data type of the service request/response parameter.

Documents

Document Sharing Hub

Full document details: IEC 61158-6-2 2019


http://avadocuments2026.com/doc/iec-61158-6-2-2019
http://avadocuments2026.com/doc/iec-61158-6-2-2019

IEC 61158-6-2:2019 © IEC 2019 -31-

Semantics of values shall specify the meaning of the values of the service request/response
parameter, e.g. “the value is counts of microseconds.”

3.5.3.2 Get_Attributes_All response
3.5.3.2.1 General definition

When the Get_Attributes_All common service is included in the list of supported
System/Object Management services for an object class, then the Get_Attributes_All
response shall be detailed for this class: the sequence or order of the data returned in the
Service_ResponsePDU shall be specified. There are three ways in which the
Get_Attributes_All Service_ ResponsePDU may be specified:

o list the ordering of the attributes in the response message;

o specify the actual data array of the response message;

e combine the above two methods such that the actual data array also contains the attribute
numbers.

Whichever method is used, the rules specified in Table 1 shall be adhered to when specifying
the Get_Attributes_All Service_ ResponsePDU of an object class for both the Class Attributes
and the Instance Attributes.

Table 1 — Get_Attributes_All response service rules

Rule

Rule
number

1 If the definition of the Get_Attributes_All response includes optional attributes, then default values
shall be specified in the response description. Optional attributes at the end of the list that are not
implemented may be omitted in the response data. Optional attributes in the middle of the list that are
not implemented shall be included in the response data, and set to specified default values.

If any of the following optional attributes are included in an object specification, but not supported in
the implementation of the object, then the following shall be adhered to:

— if the class attribute “Optional attribute list” is not supported, the default value of zero shall be
inserted into the response array and no optional attribute numbers shall follow;

— if the class attribute “optional service list” is not supported, the default value of zero shall be
inserted into the response array and no optional service numbers shall follow.

2 If new attributes are added to an existing object, those attributes shall be added to the end of the
response attribute list or data array to ensure compatibility with different object revisions.

3 Whichever method is used to specify the response, it shall be done in such a way as to be
unambiguous, including rules to deal with variable length fields and padding.

4 The Get_Attributes_All response for objects specified in this document shall include only the open
attributes; it shall not include any vendor specific attributes.

Table 2 is an example of the attribute ordering method of specifying the service data portion
of a Get_Attributes_All response for class level attributes of an object which supports
optional gettable class attributes 1, 2, 3 and 4.

Table 2 — Example class level object/service specific response data of
Get_Attributes_All

Class attribute ID Attribute name and default value
1 Revision, default = 0x0001
2 Max Instance, default = 0x0000
3 Number of Instances, default = 0x0000
4 Attribute list, number of attributes, default = 0x0000
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Table 3 is an example of the data array method of specifying the service data portion of a
Get_Attributes_All response for class level attributes of an object which supports optional
gettable class attributes 1, 2, 3 and 4.

Table 3 — Example Get_Attributes_All data array method

Octet | Bit7 | Bit6 | Bit5 | Bit4 | Bit3 | Bit2 | Bit1 | Bito

0 Revision (low octet) Default = 1

-

Revision (high octet) Default = 0

Max Instance (low octet) Default = 0

Max Instance (high octet) Default = 0

Number of Instances (low octet) Default = 0

Number of Instances (high octet) Default = 0

Optional Attribute List: number of attributes (low octet) Default = 0

Optional Attribute List: number of attributes (high octet) Default = 0

Optional Attribute List: optional attribute #1 (low octet)

|| N[~ W|DN

Optional Attribute List: optional attribute #1 (high octet)

2n + 6 |Optional Attribute List: optional attribute #n (low octet)

2n + 7 | Optional Attribute List: optional attribute #n (high octet)

3.5.3.2.2 Revisions

The defined Get_Attributes_All response for an object may increase in size with each revision
of the object; however, to insure interoperability, the format of the first part of the response
shall remain parseable by a client of the older revision of the object. Clients (Requesters)
need not make use of this compatibility requirement.

NOTE The Revision class attribute is not the revision of an implementation (which is reflected in the Identity
object, Minor/Major revision status bits), but the revision of the class definition.

3.5.3.3 Set_Attributes_All request
3.5.3.3.1 General definition

When the Set_Attributes_All common service is included in the list of supported common

services, then the format of the Set_Attributes_All request shall be included in the object

specification. The sequence or order of the data supplied in the Service Data portion of the

request shall be specified. There are three ways in which the Set_Attributes_All request may

be specified:

o list the order of the attributes in the request message;

o specify the actual data array of the request message;

e combine the above two methods such that the actual data array also contains the attribute
numbers.

Whichever method is used, the rules specified in Table 4 shall be adhered to when specifying
an object’s Set_Attributes_All request in the object specification for both the Class Attributes
and the Instance Attributes.
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Table 4 — Set_Attributes_All request service rules

Rule number Rule

1 An object shall support the Set_Attributes_All service only if all settable attributes shown in the
Set_Attributes_All request are implemented as settable.

2 Default values shall be specified for all optional attributes that are not implemented. If an
implementation does not support an optional attribute, it shall accept the specified default value for
the unsupported attribute.

3 If new settable attributes are added to an existing object, those attributes shall be added to the end
of the request attribute list or data array.

4 Whichever method is used to specify the response, it shall be done in such a way as to be
unambiguous, including rules to deal with variable length fields and padding.

5 The Set_Attributes_All request response for objects specified in this document shall include only
the open attributes. It shall not include any vendor specific attributes.

Table 5 is an example of the attribute ordering method of specifying the service data portion
of a Set_Attributes_All request for instance level attributes of an object which supports
required settable instance attributes 7, 8, 9, 10, 11 and 12.

Table 5 — Example Set_Attributes_All attribute ordering method

Class Attribute ID Attribute name
7 Output Range
8 Value Data Type
9 Fault State
10 Idle State
11 Fault Value
12 Idle Value

Table 6 is an example of the data array method of specifying the service data portion of a
Set_Attributes_All request for instance level attributes of an object which supports required
settable instance attributes 7, 8, 9, 10, 11 and 12.

Table 6 — Example Set_Attributes_All data array method

Octet Bit 7 | Bit 6 | Bit 5 ‘ Bit 4 ‘ Bit 3 ‘ Bit 2 ‘ Bit 1 | Bit 0

0 Output Range

N

Value Data Type

Fault State

Idle State

Fault Value (low octet)

Fault Value (high octet)

Idle Value (low octet)

Idle Value (high octet)

N|o|la|bd|®IN

3.5.3.3.2 Revisions

A server processing a Set_Attributes_All request may need to process more data than is
expected by the server if the client has implemented a newer revision of this object while the
server an older revision. As a result, the server object may have to Qprocess a
Set_Attributes_All request that contains more data because the additional attributdd @ElIERIENtS
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recognized. If the server receives more data in a Set_Attributes All request than it expects
the server shall respond with a general status code equal to 0x15 (too much data).

NOTE The Revision class attribute is not the revision of an implementation (which is reflected in the ldentity
object, Minor/Major revision status bits), but the revision of the class definition.

3.5.4 State machine conventions
3.5.41 General

State changes may be triggered by events (internal or external) or service invocations.
Reaction to service invocations may depend on the value(s) of the attribute(s) accessed by
the service.

Behaviour of the state machine shall be defined for combinations of:

e the event the machine receives;

e the state the machine is in when it receives notification of a state-changing event.

To define behaviour in these terms, a State Transition Diagram (STD) and a State Event
Matrix (SEM) are used when applicable in the state machine specification.

3.5.4.2 State Transition Diagram (STD)

An event is an external stimulus that may cause a state transition. An STD graphically
illustrates the states of an object and includes events, service calls and changes of attributes
that cause it to transition to another state. Figure 3 shows an example of an STD.

| Non-existent 0 |

Create/ Delete
Seq. Cnt =0
| Idle 1 |
Start Stop
| Running 2 |

Write / - Trigger Packet arrives 7/
Seq. Count = / Store Seq. Cnt. in T-PDU Dat?, Arrived = 1 -
Seq. Count +1 Send Buffer Notify : Data Arrived

Figure 3 — Example of an STD

NOTE Event that is the primary cause of the State Transition is followed by “/” mark. Notification to upper layer is
marked by “Notify:”

3.5.4.3 State Event Matrix

A state is the current active mode of operation of the state machine object (e.g. Running,
Idle).

A state event matrix is a table that lists all possible events, services and changes in attribute
values that initiate a state change, and indicates the response by the object to the event
based on the state of the object when it receives notification of that event.

State event matrix format is as shown in Table 7. Documents
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Table 7 — State event matrix format

State
Event
State 1 State n
Event A Function triggered by Function triggered by
description event A in State 1 (if any) event A in State n (if any)
Notification to FAL user Notification to FAL user (if
(if any) any)
Transition to another Transition to another state
state (if any) (if any)
Event X Function triggered by Function triggered by
description event X in State 1 (if any) event X in State n (if any)
Notification to FAL user Notification to FAL user (if
(if any) any)
Transition to another Transition to another state
state (if any) (if any)
In absence of function, notification or transition, the corresponding entry shall not be made in the table.

3.5.44 Example state event matrix
Table 8 shows an example of a state machine with three states:

o Non-existent: the object has not yet been created; objects transition to the existent state
via the create service (if the object may be dynamically created) or at power-up (if the
object is fixed by design/implementation);

o Idle: the object accepts services (e.g. Get_Attribute_Single), but does not produce or
consume data onto or from the link;

¢ Running: the object is performing all its specified functions.

Table 8 — Example state event matrix

State
Event
Non-existent Idle Running
Create Transition to Idle Error: Object already Error: Object already
exists. exists.
Delete Error: Object does not exist. Transition to Non-existent |Error: Object State Conflict
(General Error Code 0x16) (General Error Code 0x0C)
Start Error: Object does not exist. Transition to Running Error: Object State Conflict
(General Error Code 0x16) (General Error Code 0x0C)
Stop Error: Object does not exist. Error: Object State Conflict | Transition to Idle
(General Error Code 0x16) (General Error Code 0x0C)
Get_Attribute_Single | Error: Object does not exist. Validate/service the Validate/service the
(General Error Code 0x16) request. request.
Return response Return response
Set_Attribute_Single |Error: Object does not exist. Validate/service the Error: Object State Conflict
(General Error Code 0x16) request. (General Error Code 0x0C)
Return response

4 Abstract syntax

4.1 FAL PDU abstract syntax
411 General
FAL_PDU shall be either a UCMM_PDU or a Transport_PDU. Documents
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UCMM_PDU is used to convey information for connection-less services.
Transport_PDU is used to convey information for connection-oriented services.

A connected message assumes previously negotiated resources and parameters at its source,
its destination(s), and any intermediate transit points. These resources are referenced by a
unique connection identifier and do not need to be contained in each message, only the
connection ID is needed to identify the message and refer to its related parameters, thus
giving significant savings in message efficiency.

An unconnected message provides a means to communicate on the local link without
previously negotiated resources at the destination so it shall carry full destination ID details,
internal data descriptors and full source ID details if a reply is requested. Unconnected
messages are used mainly to create connections.

The unconnected service is provided by the Unconnected Message Manager (UCMM).
Messages received through the UCMM are forwarded to the Message Router (MR), which
direct them to the appropriate internal object for execution. Connections are established by
specific unconnected messages sent through the Connection Manager (CM) using UCMM
services. Connections may be established either to the Message Router (for messaging
purpose), or directly to an application object. Connection target is specified using a
connection path, and may be either on the local or a remote link, through several intermediate
router nodes. Once a connection is established with an application object, the UCMM, MR and
CM are no longer required, since data will be exchanged directly with the connected objet,
based on the corresponding connection ID. Connected messages sent to the Message Router
will be forwarded to the appropriate internal object for execution.

4.1.2 PDU structure
4.1.21 UCMM_PDU structure

UCMM_PDU is a sequence of a UCMM_Header, followed by either OM_Service (Object
Management ASE) or CM_Service (Connection Manager ASE).

OM_Service shall be either OM_Request or OM_Response.
OM_Request shall consist of MR_Request_Header and a Service_RequestPDU.

Service_RequestPDU shall be one of the following:

— Get_Attribute_Single_RequestPDU
— Get_Attributes_All_RequestPDU

— Get_Attribute_List_ RequestPDU

— Set_Attribute_Single_RequestPDU
— Set_Attributes_All_RequestPDU

— Set_Attribute_List_ RequestPDU

— Reset_RequestPDU

— Create_RequestPDU

— Delete_RequestPDU

— Start_RequestPDU

— Stop_RequestPDU

— Find_Next_Object_Instance_RequestPDU

— NOP_RequestPDU
— Apply_Attributes_RequestPDU Documents
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— Save_RequestPDU

— Restore_RequestPDU

— Get_Member_RequestPDU

— Set_Member_RequestPDU

— Insert_Member_RequestPDU

— Remove_Member_RequestPDU

— Group_Sync_RequestPDU

— Add_AckData_Path_RequestPDU

— Remove_AckData_Path_RequestPDU
— Get_Enum_String_RequestPDU

— Symbolic_Translation_RequestPDU

— Connection_Bind_RequestPDU

— Producing_Application_Lookup_RequestPDU
— Flash_LEDs_RequestPDU

— Multiple_Service_Packet_RequestPDU

OM_Response shall consist of MR_Response_Header and a Service_ResponsePDU.

Service_ResponsePDU shall be one of the following:

— Get_Attribute_Single_ResponsePDU

— Get_Attributes_All_ResponsePDU

— Get_Attribute_List ResponsePDU

— Set_Attribute_Single_ResponsePDU

— Set_Attributes_All_ResponsePDU

— Set_Attribute_List ResponsePDU

— Reset_ResponsePDU

— Create_ResponsePDU

— Delete_ResponsePDU

— Start_ResponsePDU

— Stop_ResponsePDU

— Find_Next_Object_Instance_ResponsePDU

— NOP_ResponsePDU

— Apply_Attributes_ResponsePDU

— Save_ResponsePDU

— Restore_ResponsePDU

— Get_Member_ResponsePDU

— Set_Member_ResponsePDU

— Insert_Member_ResponsePDU

— Remove_Member_ ResponsePDU

— Group_Sync_ResponsePDU

— Add_AckData_Path_ResponsePDU

— Remove_AckData_Path_ResponsePDU

— Get_Enum_String_ResponsePDU

— Symbolic_Translation_ResponsePDU Documents
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— Connection_Bind_ResponsePDU

— Producing_Application_Lookup_ResponsePDU
— Flash_LEDs_ResponsePDU

— Multiple_Service_Packet_ ResponsePDU

CM_Service shall be either CM_Request or CM_Response.
CM_Request shall consist of MR_Request_Header and a CM_RequestPDU.

CM_RequestPDU shall be one of the following:

— Forward_Open_RequestPDU

— Forward_Close_RequestPDU

— Large_Forward_Open_RequestPDU

— Unconnected_Send_ RequestPDU

— Get_Connection_Data_RequestPDU

— Search_Connection_Data_RequestPDU
— Get_Connection_Owner_RequestPDU

CM_Response consists of MR_Response_Header and a CM_ResponsePDU.

CM_ ResponsePDU shall be one of the following:

— Forward_Open_ResponsePDU

— Forward_Close_ResponsePDU

— Large_Forward_Open_ResponsePDU

— Unconnected_Send_ResponsePDU

— Get_Connection_Data_ResponsePDU

— Search_Connection_Data_ResponsePDU
— Get_Connection_Owner_ResponsePDU

4.1.2.2 Transport_PDU structure

Transport_ PDU is a sequence of a Transport_Header, followed by either OM_Service (Object
Management ASE) or Application Data.

OM_Service is defined in 4.1.2.1 above.
Application Data comes from the source to which the connection has been made.

41.3 UCMM_PDUs

Subclause 4.1.3 defines the requirements for UCMM PDU’s when using a Type 2 data-link
layer.

All UCMM_PDUs shall be sent and received using fixed tag 0x83 or Management tag 0x88.
When a device becomes powered, the UCMM shall invoke the
DLL enable fixed request service of the data-link layer to request that fixed tag 0x83 or
0x88 Lpackets be routed to the UCMM. All sending and receiving of TPDUs shall use the
DLL fixed request.req and DLL fixed request.ind service primitives of the data-
link layer, respectively. The packet parameter of these services shall be prefixed with the
following header to form the Transport PDU before sending to the data-link layer. The format
of the UCMM_PDU Header is shown in Table 9. Documents
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Table 9 — UCMM_PDU header format

Parameter name Format
command_code USINT
Timeout USINT
TransactionlD UINT

The command code shall specify the type of UCMM_PDU as shown in Table 10. UCMM

packets received with
acknowledgement.

a reserved command code shall be

Table 10 - UCMM command codes

discarded without

Command_code

Description

0

Reserved

acknowledge a request

request with retry until acknowledged

response with retry until acknowledged

request with no acknowledge and no response

acknowledge a response

response which shall not retry (no acknowledge)

request with retry until response (no acknowledge)

(N~ DN

Request which shall not retry and shall cause a code 6 response

9 to 255

Reserved

The timeout field shall specify the duration of the transaction in an 8-bit floating-point format.
The most significant 5 bits of the field shall be an unsigned exponent that is not biased. The
least significant 3 bits shall be the least significant 3 bits of a 4 bit unsigned mantissa. The
most significant bit of the mantissa shall be 1 and shall not appear explicitly in the 8-bit
representation. The binary point shall be positioned between the implied 1 and the rest of the
mantissa. The units of the transaction duration computed using the timeout field shall be in

milliseconds.

NOTE Using ANSI C precedence rules, the number of 0,125 ms ticks is
(8] timeout & 7 ) << ( timeout >> 3 & 31).

The transactionID field shall be composed of two sub-fields:

o the least significant 10 bits, RECORD, shall identify a specific transaction;

o the most significant 6 bits, SEQUENCE, shall be used for duplicate detection. It shall be
incremented for every unique message on this RECORD; however it shall not be

incremented on a retry.

Only one message shall be outstanding for a given RECORD.

If multiple outstanding messages are required then multiple RECORDs are required.

When an I’'m alive fixed tag packet is received from a node (see IEC 61158-4-2, 6.10 and 8.1),
all UCMM transactions with that node shall be aborted.

Full document details: IEC 61158-6-2 2019
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4.1.4 Transport_Headers
4.1.41 General

Contents of Transport headers varies depending on the class of transport selected during the
connection establishment.

4.1.4.2 Class 0 (null or base)
The class 0 transport header shall be an unsigned 16-bit number. This header shall be written

to the TPDU buffer by the transport and shall be simply discarded by the transport from the
packet coming from the consumer. The format of the Header is shown in Table 11.

Table 11 — Transport class 0 header

Parameter name Format

don’t_care UINT

4.1.4.3 Class 1 (duplicate detection)
The class 1 transport header shall be an unsigned 16-bit sequence count. This header shall

be written to the TPDU buffer by the transport and shall be read by the transport from the
packet coming from the consumer. The format of the Header is shown in Table 12.

Table 12 — Transport class 1 header

Parameter name Format

sequence_count UINT

4.1.4.4 Class 2 (acknowledged)

Like the class 1 transport header, the class 2 transport header shall be a 16-bit sequence
count. This header shall be written to the TPDU buffer by the transport and shall be read by
the transport from the packet coming from the consumer. The format of the Header is shown
in Table 13.

Table 13 — Transport class 2 header

Parameter name Format

sequence_count UINT

4.1.4.5 Class 3 (verified)

Like the class 1 transport header, the class 3 transport header shall be a 16-bit sequence
count. This header shall be written to the TPDU buffer by the transport and shall be read by
the transport from the packet coming from the consumer. The format of the Header is shown
in Table 14.

Table 14 — Transport class 3 header

Parameter name Format

sequence_count UINT
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4.1.4.6 Class 4 (non-blocking), class 5 (non-blocking, fragmenting) and class 6
(multipoint connection, fragmenting)

NOTE Subclause contents from the previous edition have been obsoleted.
4.1.4.7 Listen only O=T data format

The O=>T connection shall use a specific heartbeat format (no 32-bit header, 0 octets of
application data).

4.1.4.8 Input only O=T data format

The O=>T connection shall use a specific heartbeat format (no 32-bit header, 0 octets of
application data).

4.1.4.9 Exclusive owner O=T data format
Exclusive owner connections shall have either of two real-time transfer formats:

e 32-bit header, fixed size;

e no header, variable size.

The 32-bit header prefixed to the real-time data shall be in the form shown in Table 15.

Table 15 — Real-time data header — exclusive owner

Parameter Format Size (bits)
Run_idle RUN_IDLE 1
Reserved UDINT 31

The run idle flag (bit 0) shall be set (1 = RUN) to indicate that the following data shall be
sent to the target application. It shall be clear (0 = IDLE) to indicate that the idle event shall
be sent to the target application. The reserved field (bits 1 to 31) shall be reserved and set
to 0.

If the no_header transfer format is used, the reception of a packet with data beyond the
transport header shall indicate the RUN mode. If the packet is truncated after the transport
header, the target shall be sent an idle event.

4.1.4.10 Redundant owner O=T data format
4.1.4.10.1 General format

Redundant owner shall have a 32-bit header prefixed to the real-time data. This header shall
be in the form shown in Table 16.

Table 16 — Real-time data header- redundant owner

Parameter Format Size (bits)
Run_idle RUN_IDLE 1
(ofe]e] BOOLEAN 1
ROO USINT 2
Reserved UDINT 28
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4.1.4.10.2 Run_idle flag

The run_idle flag (bit 0) shall be have the same meaning as it does in an exclusive owner
connection and shall be one of RUN or IDLE. The reserved field (bits 4 to 31) shall be
reserved and set to 0.

4.1.4.10.3 Claim output ownership (COO) flag

The COO flag shall be set (1) when an originator application wants its connection to be the
owning connection of the target application. The COO flag shall be reset (0) when an
originator application does not want its connection to be the owning connection of the target
application. When the owning connection resets (0) its COO flag, its sibling connections shall
be checked for a set (1) COO flag. The new owner shall be any of the connections that have
their COO flag set.

NOTE This results in undefined behaviour if more than one other connection has its COO flag set.
4.1.4.10.4 Ready for ownership of outputs (ROO) priority value

The ROO priority value shall be non-zero when an originator application does not want to
force its connection to be the owning connection of the target application, but is ready to be
the owning connection should there be no originator applications claiming to be the owning
connection. The ROO priority value shall be zero when the originator application does not
want to be the owning connection of the target connection and is not to be the owning
connection should there be no originator application claiming to be the owning connection.
The ROO priority value shall be used only when the COO flag is reset.

The value of the ROO field can range from 0 to 3. The originator applications shall each
determine a unique non-zero ROO value.

4.1.4.10.5 Determining the owning connection

The originator applications shall determine among themselves which originator application
has the owning connection. The owning connection shall be determined by the originator
application that sets its COO flag. In situations where multiple originator applications have
their COO flag set or where no originator connections have their COO flag set, the following
rules shall be applied by the target transport to determine the owning connection.

e There shall be no owning connection until an originator application sends a real-time
packet with the COO flag set;

o If there is only one originator application which had the COO flag set in its last real-time
packet, that originator application shall have the owning connection;

e If there are multiple originator applications which had the COO flag set in its last real-time
packet, the last originator application that transitioned its COO flag from reset to set shall
have the owning connection.

o |If the originator application with the owning connection resets its COO flag, closes its
connection, or if that connection times out, and no other originator applications have their
COO flags set, the originator application with the highest non-zero ROO priority value
shall have the owning connection.

o If all of the originator applications have their COO flags reset and ROO priority values set
to zero, there shall be no owning connection.

o When the first real-time packet containing a set COO flag is received by the target
transport, the originator application that sent the real-time packet shall have the owning
connection.
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4.1.4.10.6 Transporting events and data to a target application

The connection related events from each of the redundant owner connections shall be
combined using the following rules such that the target application sees only a single
exclusive owner connection:

e Until an owning connection is initially determined, the transport shall not indicate real-time
data reception to the target application;

o If an owning connection is determined, the transport shall indicate the event consistent
with the owning connections real-time data to the target application. If the Run/Idle flag is
reset in the real-time data for the owning connection, the transport shall indicate the idle
state to the target application. If the Run/Idle flag is set in the real-time data for the
owning connection, the transport shall indicate the run state and the real-time data to the
target application;

e If an owning connection had been previously determined, but no originator is currently
claiming or ready for ownership, the transport shall indicate idle state to the target
application;

e If all the redundant connections are closed or have been timed out, the target transport
shall indicate the event consistent with the last connection to have been closed or timed
out to the target application.

4.1.5 CM_PDUs
4.1.5.1 General

Connection establishment and maintenance services are provided by the Connection Manager.
They are
CM_Forward_Open (corresponds to Forward_Open and Large_Forward_Open PDUs)
CM_Forward_Close (corresponds to Forward_Close PDUs)
CM_Unconnected_Send (corresponds to Unconnected_Send PDUs)
CM_Get_Connection_Data (corresponds to Get_Connection_Data PDUs)
CM_Search_Connection_Data (corresponds to Search_Connection_Data PDUs)
CM_Get_Connection_Owner (corresponds to Get_Connection_Owner PDUs)

4.1.5.2 Connection Manager

The Connection Manager object is used to manage the establishment and maintenance of
communication connections.

The Connection Manager objects at different nodes shall communicate using the UCMM
services described in |IEC 61158-5-2. The TPDUs with which peer Connection Managers
communicate shall be derived from the services of the Connection Manager.

4.1.5.3 Forward_Open
4.1.5.3.1 General

The Forward_Open service is used to establish a connection with a target device. This service
results in local connection establishment on each link along the path.

NOTE The processing of a single Forward_Open service can result in the creation of multiple active Connection
object instances.

A Forward Open can be either a non-null Forward_Open or a null Forward_Open. A non-null
Forward_Open is a Forward_Open service request for which at least one of the connection
types in the O2T_ or T20_connection_parameters field is not 00 (NULL). A null
Forward_Open is a Forward_Open service request for which the connection type B both the
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02T_ and T20_connection_parameters fields is 00 (NULL) and results in no connection being
established.

A Forward_Open (both null and non-null) can be either not matching or matching. A matching
Forward_Open service request received by the target device is one where the Connection
Triad matches an existing connection.

The usage of each of the combinations of non-null/null and not matching/matching
Forward_Open is described in 4.1.5.3.2 and summarized in the list below:

e non-null / not matching — open a connection;
e non-null / matching — error;
e null / not matching — ping a device, or configure;

e null / matching — reconfigure.

The response to the Forward _Open_Request PDU is a Forward _Open_ResponsePDU. The
Forward_Open response shall contain the originator connection serial number and owner
vendor and serial number and the connection IDs (CID) necessary to complete the connection
if successful and error information if the connection failed.

4.1.5.3.2 Forward_Open variants
4.1.5.3.2.1 Non null Forward_Open, not matching

The Forward_Open request sets up network, transport, and application connections. An
application connection consists of a single transport connection, and one or two network
connections that are in turn comprised of multiple link connections. Each port segment in the
connection path uses a link connection. The Forward Open service between two devices
builds one or two link connections as specified by the network connection parameter and the
requested packet intervals (CM_RPI). Since up to two network connections can be required
for a single transport connection, they are differentiated by the O2T and T20 designations;
O2T means originator to target, and T20 means target to originator.

The path specified in the MR_Request Header for the Forward Open service shall not
contain any Electronic Key segment. Electronic key segments may be included in the path
specified in the connection_path parameter of the Forward_Open service.

Success shall be returned when the connection requested has been established from this
point forward in the path. This response also shall indicate the connection serial number and
the actual packet interval of the connection. Once the successful response has been received,
the connection shall be open from this point forward in the path. Targets shall wait at least
10 seconds after sending the CM_Forward Open Good Response for the first packet on a
connection.

4.1.5.3.2.2 Non null Forward_Open, matching

A non-null Forward_Open for which the Connection Triad matches an existing connection
shall return a general status = 0x01, extended status = 0x0100 (Connection in use or
Duplicate Forward_Open).

The suggested originator behaviour in the non-null Forward_Open, matching case should be
to either close and re-establish the connection or wait for the connection to time-out and then
establish the connection again. It shall be recognized that in the latter case, it shall take the
connection 60 s (first data time-out) to time-out before the connection can be re-established.
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4.1.5.3.2.3 Null Forward_Open, not matching

A null Forward_Open for which the Connection Triad does not match an existing connection’s
parameters can be used for the following functions.
a) Ping a device, with the following characteristics:
o the single application path “20 01 24 01” (i.e. ldentity object);
e an electronic key segment may be included;
e no data segment is included;
e no connection is established.
b) Configure a device’s application, with the following characteristics:

e a configuration application path and data segment shall be included in the request (the
data is sent to the application specified by the path and applied);

e if the entire configuration cannot be applied, then none of the configuration shall be
applied and the appropriate error code returned;

e an electronic key segment may be included;
e no connection is established.
A target device shall respond to a null Forward_Open request with one of the following errors

when the target does not support the requested function (“ping a device” or “configure a
device’s application”):

e Null Forward_Open function not supported (general status 0x01, extended status 0x0132)
(recommended).

e Invalid network connection parameter (general status 0x01, extended status 0x0108)
(deprecated).

4.1.5.3.2.4 Null Forward_Open, matching

A Null Forward_Open for which the Connection Triad matches an existing connection’s
parameters can be used to reconfigure a target device’s application. Intermediate nodes shall
always forward these requests. The associated behaviours are:

e a configuration application path and data segment shall be included in the request and
they are sent to the application to change the application configuration;

o if the entire configuration cannot be applied then none of the configuration shall be applied
and the appropriate error code returned;

o the connection shall not be interrupted due to this request.

A target device shall respond to a null Forward_Open request with one of the following errors
when the target does not support the requested function (“reconfigure a target device’s
application”):

e Null Forward_Open function not supported (general status 0x01, extended status 0x0132)
(recommended).

¢ Invalid network connection parameter (general status 0x01, extended status 0x0108
(deprecated).

If the interpretation of the consumed/produced data changes as a result of the reconfigure
operation, care shall be taken in the producing and consuming applications. There is no
specified mechanism to coordinate between the producing and consuming applications, so a
change in the meaning of the real time data can result in unexpected operation. Devices have
the option to reject a reconfiguration request, with an Object state conflict error (general
status = 0x0c), to prevent this situation.
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4.1.5.3.3 Format of Forward_Open request

The format of the Forward_Open request TPDU shall be of the form shown in Table 17.

Table 17 — Forward_Open request format

Parameter name Format
priority_and_tick SWORD
connection time-out ticks USINT
02T_CID UDINT
T20_CID UDINT
connection_serial_number UINT
originator_vendor_ID UINT
originator_serial_number UDINT
connection timeout multiplier USINT
reserved[3] USINT
O2T_CM_RPI UDINT
O2T_connection_parameters 2 UINT
T20_CM_RPI UDINT
T20_connection_parameters @ UINT
xport_type_and_trigger SWORD
connection_path_size USINT
connection_path Padded EPATH
a8 Connection type in this parameter shall be 00 (NULL)

for a null Forward_Open.

4.1.5.3.4 Format of Forward_Open response if success

If the status parameter of the CM open response is zero (no error), the format of the
Forward_Open response TPDU shall be of the form shown in Table 18.

Table 18 — Forward_Open_Good response format

Parameter name Format

O2T_CID UDINT
T20_CID UDINT
connection_serial_number UINT

originator_vendor_ID UINT

originator_serial_number UDINT
O2T_CM_API UDINT
T20_CM_API UDINT
Application_reply_size; (in 16-bit words) USINT
Reserved USINT
application_reply[] UINT

If a Connection object is instantiated to support this connection:
e the values of O2T _CM_API and O2T_CM_API are used for the Connecwbeﬂ'fﬁents

Expected_packet_rate attribute, after converting to milliseconds.
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o the Expected_packet_rate will not be used for the Connection object Inactivity/Watchdog
Timer. See 4.1.6.2 for connection timeout handling.

4.1.5.3.5 Format of Forward_Open response if failure

If the status parameter of the CM _open response is not zero (error), the format of the
Forward_Open response TPDU shall be of the form shown in Table 19.

Table 19 — Forward_Open_Bad response format

Parameter name Format
connection_serial_number UINT
originator_vendor_ID UINT
originator_serial_number UDINT
remaining_path_size STRUCT of

number of words in connection_path USINT
parameter
reserved (shall be set to 0) SWORD

This format shall be used for all failures of the connection system. The requested connection
shall not be established, and the object specific status words shall contain information about
the reason for the failure.

The remaining path size field shall only be present if the error was detected by a router.
It shall contain the length of the path at the point the connection failed., i.e. the number of
words in the connection_path parameter of the request as received by the router that detects
the error.

In the failure response, the remaining remaining path size shall be the “pre-stripped”
size. This shall be the size of the path when the node first receives the request and has not
yet started processing it. A target node may return either the “pre-stripped” size or 0 for the
remaining remaining path size.

A duplicate Forward_Open service shall be defined as a Forward Open service whose
originator_ vendor ID, connection serial number, and
originator serial number match an existing connection’s parameters. If the duplicate
Forward_Open service is a null Forward_Open service (defined as the connection type in both
the O2T and T20 network connection parameter fields are NULL), then the Forward_Open
service shall be forwarded to the application for further processing. Null Forward Open
requests may be used to reconfigure the connection. The Connection Manager in the
intermediate nodes need not allocate additional resources for a duplicate Forward_Open
request since the resources have already been allocated. If the duplicate Forward_Open
request is not NULL, then an general status = 0x01, extended status = 0x0100 shall be
returned.

4.1.5.4 Large_Forward_Open
4.1.5.41 General

The Large_Forward Open shall have the same function and same behaviour as the
Forward_Open except that it shall allow the establishment of connections larger than 511
octets.

The response to the Large_Forward_Open_Request PDU is an
Large_Forward_Open_ResponsePDU. All other requirements are identical to those specified
for the Forward_Open service in 4.1.5.3. Documents
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Format of Large_Forward_Open request

The format of the Large_Forward_Open request TPDU shall be of the form shown in Table 20.

Table 20 — Large_Forward_Open request format

Parameter name Format
priority_and_tick SWORD
connection time-out ticks USINT
02T_CID UDINT
T20_CID UDINT
connection_serial_number UINT
originator_vendor_ID UINT
originator_serial_number UDINT
connection timeout multiplier USINT
reserved[3] USINT
O2T_CM_RPI UDINT
02T_ex_connection_size UINT
O2T_connection_parameters UDINT
T20_CM_RPI UDINT
T20O_ex_connection_size UINT
T20O_connection_parameters UDINT
xport_type_and_trigger SWORD
connection_path_size USINT

connection_path

Padded EPATH

The connection size field in the two connection_parameters shall be reserved in this case and
set to zero. The ex_connection_size parameters shall be used instead to specify the

maximum size of the connection (up to 65 535).

4.1.543

Format of Large_Forward_Open response if success

If the status parameter of the CM open response is zero (no error), the format of the

Large_Forward_Open response TPDU shall be of the form shown in Table 21.

Table 21 — Large_Forward_Open_Good response format

Parameter name Format

O2T_CID UDINT
T20_CID UDINT
connection_serial_number UINT

originator_vendor_ID UINT

originator_serial_number UDINT
O2T_CM_API UDINT
T20_CM_API UDINT
Application_reply_size; (in 16-bit words) USINT
Reserved USINT
application_reply[] UINT
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