IEC 61158-6-22:2010

Full docu

IEC 61158-6-22

Edition 1.0 2010-08

INTERNATIONAL
STANDARD

NORME
INTERNATIONALE

O

\/ A,
Industrial communication networks < kieldhus i@:ﬁ%ons -
Part 6-22: Application layer protocel specification~Type 22 elements
C8 ifications de bus de terrain —
Partie 6-22: Spécifica d 4 couche application — Eléments
de Type 22


http://avadocuments2026.com/doc/iec-61158-6-22-2010
http://avadocuments2026.com/doc/iec-61158-6-22-2010

IEC Central Office
3, rue de Varembé
CH-1211 Geneva 20
Switzerland

THIS PUBLICATION IS COPYRIGHT PROTECTED
Copyright © 2010 IEC, Geneva, Switzerland

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized in any form
or by any means, electronic or mechanical, including photocopying and microfilm, without permission in writing from
either IEC or IEC's member National Committee in the country of the requester.

If you have any questions about IEC copyright or have an enquiry about obtaining additional rights to this publication,
please contact the address below or your local IEC member National Committee for further information.

Droits de reproduction réservés. Sauf indication contraire, aucune partie de cette publication ne peut étre reproduite ni
utilisée sous quelque forme que ce soit et par aucun procédé, électronique ou mécanique, y compris la photocopie et les
microfilms, sans l'accord écrit de la CEl ou du Comité national de la CEIl du pays du demandeur.

Si vous avez des questions sur le copyright de la CEl ou si vous désirez obtenir des droits supplémentaires sur cette
publication, utilisez les coordonnées ci-aprés ou contactez le Comité national de la CEIl de votre pays de résidence.

Tel.: +41 22 919 02 11
Fax: +41 22 919 03 00
info@iec.ch
www.iec.ch

AN

About the IEC

The International Electrotechnical Commission (IEC) is the leading glob
International Standards for all electrical, electronic and related technologies:

About IEC publications

Useful links:

IEC publications search - www.iec.ch/searchpub

committee,...).
It also gives information on
withdrawn publications.

Stay up to date on all neWJ|EC ublications.\

details all new publicele sed. Avai

also once a month by etz <\
A\

definitions in English and French, with equivalent terms in
additional languages. Also known as the International

\Electrotechnical Vocabulary (IEV) on-line.

Customer Service Centre - webstore.iec.ch/csc

If you wish to give us your feedback on this publication
or need further assistance, please contact the
Customer Service Centre: csc@iec.ch.

Liens utiles:

Recherche de publications CEI - www.iec.ch/searchpub

La recherche avancée vous permet de trouver des
publications CEI en utilisant différents criteres (numéro de
référence, texte, comité d’études,...).
Elle donne aussi des informations sur les projets et les
publications remplacées ou retirées.

Just Published CEI - webstore.iec.ch/justpublished

Restez informé sur les nouvelles publications de la CEI.
Just Published détaille les nouvelles publications parues.
Disponible en ligne et aussi une fois par mois par email.

Electropedia - www.electropedia.org

Le premier dictionnaire en ligne au monde de termes
électroniques et électriques. Il contient plus de 30 000
termes et définitions en anglais et en frangais, ainsi que
les termes équivalents dans les langues additionnelles.
Egalement appelé Vocabulaire Electrotechnique
International (VEI) en ligne.

Service Clients - webstore.iec.ch/csc

Si vous désirez nous donner des commentaires sur
cette publication ou si vous avez des questions
contactez-nous: csc@iec.ch.

Documents

Document Sharing Hub

Full document details: IEC 61158-6-22 2010


mailto:info@iec.ch
http://www.iec.ch/
http://www.iec.ch/searchpub
http://webstore.iec.ch/justpublished
http://www.electropedia.org/
http://webstore.iec.ch/csc
mailto:csc@iec.ch
http://webstore.iec.ch/justpublished
http://avadocuments2026.com/doc/iec-61158-6-22-2010
http://avadocuments2026.com/doc/iec-61158-6-22-2010

IEC 61158-6-22

Edition 1.0 2010-08

INTERNATIONAL
STANDARD

NORME
INTERNATIONALE

Industrial communication netwo
Part 6-22: Application layer protg

cifications de bus de terrain —
a couche application — Eléments

Réseaux de communi
Partie 6-22: Spécifjca

de Type 22

INTERNATIONAL
ELECTROTECHNICAL

COMMISSION

COMMISSION

ELECTROTECHNIQUE

INTERNATIONALE PRICE CODE XC
CODE PRIX

ICS 25.040.40; 35.100.70; 35.110 ISBN 978-2-83220-124-4

Warning! Make sure that you obtained this publication from an authorized distributor.

Attention! Veuillez vous assurer que vous avez obtenu cette publication via un diskibuteur agréé.
pocuments

Document Sharing Hub

® Registered trademark of the International Electrotechnical Commission
Marque déposée de la Commission Electrotechnique Internationale

Full document details: IEC 61158-6-22 2010


http://avadocuments2026.com/doc/iec-61158-6-22-2010
http://avadocuments2026.com/doc/iec-61158-6-22-2010

-2 - 61158-6-22 © IEC:2010

CONTENTS
FOREWORDD ... 6
INTROD U CT ION L.ttt e e et et e et e e e e e et e et e et e et e e e e e e eeaaannas 8
LS T o7 o o 1= TSP 9
il G NEIAL e 9
1.2 SPECIHICATIONS . e 10
1.8 CON OIMANCE . e e e e 10
A Lo b= Y (Al = 1= =Y [T = T PP 10

Terms, definitions, abbreviations, symbols and conventions
3.1 Terms and definitions from other ISO/IEC standards .............,/™N oo e NGeeeieeneenns
3.2 Fieldbus application-layer specific definitions
3.3 Abbreviations and symbols.........cooiiiii e N e A NG NG NG e
3.4 Conventions ........coooveiiiiiiiiiiiiiiin AN N Ny
4  Application layer protocol specification

4.1  Operating principle .......ccooeiiiiiiiiiiiee

4.2 Device reference models .......oovviiiiiiiiiie /it N e e e e\ er e en e et e en e en e enes

4.3 Application layer structure ... NG N
5 FAL syntax description ................ 48 eeeee

5.1 Introduction and coding prinsiple
5.2 Data type encoding ................ \
5.3 CeSencoding......cooeevneeneeiifnnnes
5.4 ISO/IEC 8802-3
5.5 Management encodihg

ST I @ NV =Y VA 1= Y e N N N N PN
6.2 Fieldb@ 1\ N

9.1
9.2

9.3
9.4 State table. . e
9.5 AL-service forwarding depending on AL-state...........coccooiiiiiiiiiiii 79
10 DLL mapping protocol machine (DMPM) ... 80
TO.T OVEIVIBW ..ttt ettt et e et e et e e e e e e 80
10.2 Primitives exchanged between ALSM and DMPM ... 80
10.3 Primitives exchanged between DLL and DMPM ... 84
10.4 ALSM 10 DL M AP Ping e e et e 86
L] o 10T = Y o1 2 1728 88
Figure 1 — RTFL device reference model ... 20
Figure 2 — RTFN device reference model ..o 21
Figure 3 — Encoding of TimeOfDay value .............oiuiiiiiiiii e Documents

Document Sharing Hub

Full document details: IEC 61158-6-22 2010


http://avadocuments2026.com/doc/iec-61158-6-22-2010
http://avadocuments2026.com/doc/iec-61158-6-22-2010

61158-6-22 © IEC:2010 -3-

Figure 4 — Encoding of TimeDifference value ..., 23
Figure 5 — Object dictionary addressing sChema ...........cccoiiiiiiiiiiii i, 26
Figure 6 — Relationships among protocol machines and adjacent layers ...............cccoooviienni. 73
Figure 7 — ALSM protocol machine ... 74
Figure 8 — ALSM di@gram ... 76
Table 1 — PDU element definition. ... ... e 18
Table 2 — Object defiNition ... e 18
Table 3 — Transfer syntax for bit SeqUENCES..... ...

Table 4 — Transfer syntax for Integer data type ........c...cooiiiiiiiin s
Table 5 — Transfer syntax for Unsigned data type
Table 6 — Object dictionary structure............ccoooooviiiiiniinn
Table 7 — Object dictionary object type definitions
Table 8 — Basic data type definitions...........ccooiiiiiiii oA e N e o N N e e N e
Table 9 — Complex data type definition
Table 10 — Communication section
Table 11 — DeviCe tyPe ..o A3 fe e NG e Y e
Table 12 — Error register encoding

Table 27 — Restore default parameters ... 39
Table 28 — Diagnostic information ... ... 41
Table 29 — DiagnostiC thresShold. .. ... e 44
Table 30 — [P address EMCY ..o e e 45
Table 31 — Inhibit tiMe EMOCY ... e e e e 46
Table 32 — Encoding of consumer heartbeat entries............cooiiiiiiiiiii i, 46
Table 33 — Consumer heartbeat list ... 47
Table 34 — Producer heartbeat parameter ... .. ... 47
Table 35 — Identity ODJECt. ... 49
Table 36 — SDO protoCol tiIMEOUL ........iiii e 51
Table 37 — Enable client SDO parameter ..o s eae s 51
Documents

Document Sharing Hub

Full document details: IEC 61158-6-22 2010


http://avadocuments2026.com/doc/iec-61158-6-22-2010
http://avadocuments2026.com/doc/iec-61158-6-22-2010

—4 - 61158-6-22 © IEC:2010

Table 38 — ENable EMCY ..ottt 52
Table 39 — PDO timeout fOIEFaNCEe ......couiiiii e 52
Table 40 — StOre EDS ... 52
Table 41 — Storage format ... ..o 53
Table 42 — OS COMMANG ... et e e e e e 53
Table 43 — OS COMMANA MOAE ....cuiiiiiie et e e e 54
Table 44 — OS debugger iNTeIfaCe ......c.iiiii e 55
Table 45 — O  PrOMIPt .. e 56
Table 46 — ModuUle liSt. ... e ettt

Table 47 — Emergency subscriber encoding ........ccooeiiiiiiiiiiiiiiieeeeee
Table 48 — Emergency subscCriber.........ccoiiiiiiiiiii e, AN

Table 49 — Client SDO parameter encoding ........ccovveviiiiiiiiiiiiin N NG
Table 50 — Client SDO parameter ..o o NN e
Table 51 — Receive PDO communication parameter

S = N 66

Table 69 — Process data write request via MSC ... 69
Table 70 — Process data write request via CDC ..........ooiiiiiiii e 70
Table 71 — EMeEergenCy FeQUEST ... e e e e e e 70
Table 72 — EMErgencCy €rrOr COUES ....uiuuiiiniiiii ittt ettt ettt e e 70
Table 73 — Heartbeat request via MSC ... e 71
Table 74 — Heartbeat request via CDC ... ... e 71
Table 75 — Send frame FEQUEST.......ciuiii e e 72
Table 76 — Application layer management request ... ... 72
Table 77 — State transitions and management ServiCes.........ooooviiiiiiiiii i 76
Table 78 — Primitives issued by ALSM t0 DLL ..o 78
Table 79 — Primitives issued by DLL t0 ALSM ... 78
Table 80 — Primitives issued by FSPM to ALSM ..o Docunients

Document Sharing Hub

Full document details: IEC 61158-6-22 2010


http://avadocuments2026.com/doc/iec-61158-6-22-2010
http://avadocuments2026.com/doc/iec-61158-6-22-2010

61158-6-22 © IEC:2010 -5-

Table 81 — Primitives issued by ALSM t0 FSPM ... 78
Table 82 — ALSM state table ... 79
Table 83 — Application layer states and communication services..........cccooviiiiiiiiiiiiciiieeeenen. 80
Table 84 — Primitives issued by ALSM to DMPM ... 80
Table 85 — Primitives issued by DMPM 10 ALSM ... 82
Table 86 — Primitives issued by DMPM t0 DLL ... e 84
Table 87 — Primitives issued by DLL to DMPM ... e 85
Table 88 — ALSM t0 DLL MapPing . ce e e e e e e 86

N

Documents

Document Sharing Hub

Full document details: IEC 61158-6-22 2010


http://avadocuments2026.com/doc/iec-61158-6-22-2010
http://avadocuments2026.com/doc/iec-61158-6-22-2010

-6 - 61158-6-22 © IEC:2010

INTERNATIONAL ELECTROTECHNICAL COMMISSION

INDUSTRIAL COMMUNICATION NETWORKS -
FIELDBUS SPECIFICATIONS -

Part 6-22: Application layer protocol specification —
Type 22 elements

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization f i 30 comprising
all national electrotechnical committees (IEC National Commlttees) The i ‘promote
international co-operation on all questions concerning standardization in the e Ids. To
this end and in addition to other activities, IEC publishes International St ) chni ffications,
Technical Reports, Publicly Available Specifications (PAS) and Guides ¢ S “IEC

governmental organizations liaising with the IEC also partlmpate in
with the International Organlzatlon for Standardization (ISO with congditions determined by

2) The formal decisions or agreements of IEC on technical matiers & % @S possible, an international
consensus of opinion on the relevant subjects since gash\te i iittee has representation from all
interested IEC National Committees

3) IEC Publications have the form of recom ernatiQnal use/and are accepted by IEC National
Committees in that sense. While all reasonable effqrt o-ensdre that the technical content of IEC

Publications is accurate, IEC cannot be he i the way in which they are used or for any
misinterpretation by any end user.

indispensable fo hecorrect application of this publication.

9) Attention is drawn_to the possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shafl not be held responsible for identifying any or all such patent rights.

NOTE 1 Use of some of the associated protocol Types is restricted by their intellectual-property-right holders. In
all cases, the commitment to limited release of intellectual-property-rights made by the holders of those rights
permits a particular data-link layer protocol Type to be used with physical layer and application layer protocols in
Type combinations as specified explicitly in the profile parts. Use of the various protocol Types in other
combinations may require permission of their respective intellectual-property-right holders.

International Standard IEC 61158-6-22 has been prepared by subcommittee 65C: Industrial
networks, of IEC technical committee 65: Industrial-process measurement, control and
automation.

This standard cancels and replaces IEC/PAS 61158-6-22 published in 2009. This first edition
constitutes a technical revision.
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This bilingual version published in 2012-07 corresponds to the English version published in

2010-08.

The text of this standard is based on the following documents:

FDIS

Report on voting

65C/607/FDIS

65C/621/RVD

Full information on the voting for the approval of this International Standard can be found in
the report on voting indicated in the above table.

This publication has been drafted in accordance with ISO/IEC Directives,

* reconfirmed,

* withdrawn,

» replaced by a revised edition,
+ amended.

NOTE 2 The revision of this standard will be s

3

N

Full document details: IEC 61158-6-22 2010

or

GAWITQ

qther parts of the IEC 61158 series.
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INTRODUCTION

This part of IEC 61158 is one of a series produced to facilitate the interconnection of
automation system components. It is related to other standards in the set as defined by the
“three-layer” fieldbus reference model described in IEC/TR 61158-1.

The application protocol provides the application service by making use of the services
available from the data-link or other immediately lower layer. The primary aim of this standard
is to provide a set of rules for communication expressed in terms of the procedures to be
carried out by peer application entities (AEs) at the time of communication. These rules for
communication are intended to provide a sound basis for development in order to serve a
variety of purposes:

e as a guide for implementors and designers;

o for use in the testing and procurement of equipment;

e as part of an agreement for the admittance of systems into thé~qpe nvironment;

e as a refinement to the understanding of time-critical communications

work together in any combination.

o
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INDUSTRIAL COMMUNICATION NETWORKS -
FIELDBUS SPECIFICATIONS -

Part 6-22: Application layer protocol specification -
Type 22 elements

1 Scope

1.1 General

material specific to Type 22 fieldbus. The term
presence of a time-window, within which one or
completed with some defmed level of certamty

a) the abstract syntax defini

b) the transfer sy
communicati

c) the application ¢
between comp

a) define the
and

b) define the externally visible behavior associated with their transfer.

This standard specifies the protocol of the IEC fieldbus Application Layer, in conformance
with the OSI Basic Reference Model (ISO/IEC 7498) and the OSI Application Layer Structure
(ISO/IEC 9545).

FAL services and protocols are provided by FAL application-entities (AE) contained within the
application processes. The FAL AE is composed of a set of object-oriented Application
Service Elements (ASEs) and a Layer Management Entity (LME) that manages the AE. The
ASEs provide communication services that operate on a set of related application process
object (APO) classes. One of the FAL ASEs is a management ASE that provides a common
set of services for the management of the instances of FAL classes.

Although these services specify, from the perspective of applications, how request and
responses are issued and delivered, they do not include a specification of what the requesting
and responding applications are to do with them. That is, the behavioral astheeUtfﬁents
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applications are not specified; only a definition of what requests and responses they can
send/receive is specified. This permits greater flexibility to the FAL users in standardizing
such object behavior. In addition to these services, some supporting services are also defined
in this standard to provide access to the FAL to control certain aspects of its operation.

1.2 Specifications

The principal objective of this standard is to specify the syntax and behavior of the application
layer protocol that conveys the application layer services defined in IEC 61158-5-22:2010.

A secondary objective is to provide migration paths from previously-existing industrial
communications protocols. It is this latter objective which gives rise to the diversity of
protocols standardized in subparts of IEC 61158-6.

1.3 Conformance

specification.

2 Normative references

IEC 61158-3-22
22: Data-link la

cation networks — Fieldbus specifications — Part 3-
pe 22 elements

IEC 61158-4-22:2010 imunication networks — Fieldbus specifications — Part 4-
22: Data-linkAa ecification — Type 22 elements

IEC 61 ustrial communication networks — Fieldbus specifications — Part 5—
22: Applica e definition - Type 22 elements

ISO/IEC 7498-1, ofmation technology — Open Systems Interconnection — Basic Reference
Model: The Basic Model

ISO/IEC 8802-3, Information technology — Telecommunications and information exchange
between systems — Local and metropolitan area networks — Specific requirements — Part 3:
Carrier sense multiple access with collision detection (CSMA/CD) access method and
physical layer specifications

ISO/IEC 8822, Information Technology — Open Systems Interconnection — Presentation
service definition

ISO/IEC 8824-1, Information Technology - Abstract Syntax Notation One (ASN.1):
Specification of basic notation

1 To be published. Documents
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ISO/IEC 9545, Information Technology — Open Systems Interconnection — Application Layer
Structure

ISO/IEC 10731, Information technology — Open Systems Interconnection — Basic Reference
Model — Conventions for the definition of OSI services

3 Terms, definitions, abbreviations, symbols and conventions
For the purposes of this document, the following terms as defined in these publications apply:

3.1 Terms and definitions from other ISO/IEC standards

3.1.1 ISO/IEC 7498-1 terms

[

application entity

O

application process

o O

)

)

) application protocol data unit
) application service element

)

D

application entity invocation

—h

) application process invocation

g) application transaction

h) real open system

i) transfer syntax

3.1.2 ISO/IEC 8822 terms

a) abstract syntax

b) presentation conte

3.1.3 |SO/|E<§15
a) application-associati

h) application-service-element

i) application control service element

3.14 ISO/IEC 8824-1 terms

a) object identifier

b) type

3.2 Fieldbus application-layer specific definitions

3.21
acyclic data
data which is transferred from time to time for dedicated purposes

Documents
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3.2.2

bit

unit of information consisting of a 1 or a 0. This is the smallest data unit that can be
transmitted

3.2.3
cell
synonym for a single DL-segment which uses RTFL communication model

3.24
channel
path provided for conveying data

3.2.5
client

3.2.6

communication cycle
fixed time period between which the root device
communication initiation in which data is transmitted

dgmes for cyclic

3.2.7
connection
logical binding between two application\Qbjests

3.2.8
cycle time
duration of a communicatio

3.2.9
cyclic
events which re 2 ititve manner

cyclic data

data which is trax ed in a regular and repetitive manner for dedicated purposes

3.2.12

cyclic data channel

cDC

part of one or more frames, which is reserved for cyclic data

3.2.13
data
generic term used to refer to any information carried over a fieldbus

3.2.14
device
physical entity connected to the fieldbus

Documents
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3.2.15

error

discrepancy between a computed, observed or measured value or condition and the specified
or theoretically correct value or condition

3.2.16
error code
identification number of a specific type of error

3.2.17
gateway
device acting as a linking element between different protocols

3.2.18
index
position of an object within the object dictionary

3.2.19

inter-cell communication
communication between a RTFL device and a RTF
RTFL device and another RTFL device in different ce

gation between a

3.2.20
interface

3.2.22
logical double

sequence of root dé
forward and bac

objects

3.2.24
master clock
global time base for the PCS mechanism

3.2.25
message
ordered sequence of octets intended to convey data

3.2.26

message channel

MSC

part of one or more frames, which is reserved for acyclic data

3.2.27

network

set of devices connected by some type of communication medium, including any intervenin
repeaters, bridges, routers and lower-layer gateways ocun%ents
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3.2.28

ordinary device

oD

slave in the communication system, which utilizes RTFL for cyclic and acyclic data
interchange with other ODs in the same logical double line

3.2.29

precise clock synchronization

PCS

mechanism to synchronize clocks of RTFL devices and maintain a global time base

3.2.30
process data
data designated to be transferred cyclically or acyclically for the purposg®

3.2.31

process data object
dedicated data object(s) designated to be transferred cyclicall y ~ 6 e purpose
of processing

3.2.32

protocol
convention about the data formats, time sequen
of communication systems

3.2.33
root device
RD

3.2.34
real time frame@
RTFL

communication mo

3.2.36
round trip time

transmission time needed by a DLPDU from the RD to the last OD in forward and backward
direction

3.2.37
sub-index
sub-position of an individual element of an object within the object dictionary

3.2.38

timing signal

time-based indication of the occurrence of an event, commonly as an interrupt signal, used for
DL-user synchronization
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3.2.39

topology

physical network architecture with respect to the connection between the stations of the
communication system

3.3 Abbreviations and symbols

AE Application entity

AL Application layer

AP Application process

APDU Application layer protocol data unit
APO Application process object

AR Application relationship

AREP Application relationship end point
ASE Application service element

CDC Cyclic data channel

CL Communication layer

Cnf i ;

DA i 8t .
DHCP

DL-

DLL

DLPDU

EDS Electronic data sheet

EMCY Emergency

FAL Fieldbus application layer

FCS Frame check sequence

1D Identification

Ind Indication

IP Internet protocol

IPv4 IP version 4 Documents
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IPv6 IP version 6

IRQ Interrupt request

LME Layer management entity
MAC Medium access control

Ml Media independent interface
MSC-MTP Message channel message transfer protocol
MSC Message channel

oD Ordinary device

(O] Operating system

(O] Open systems interconnection
PCS Precise clock synchronijzation
PDO Process data object

PID Packet ID

PTPMSU

PTPNSC

PTPNSU

PTPUTC

RD

Req

Rsp Response

RTF Real time frame

RTFL Real time frame line
RTFN Real time frame network
RO Read only

RW Read and write access
Rx Receive direction
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RxPDO Receive PDO

SA Source address

SDO Service data object

SEF Standard ISO/IEC 8802-3 Ethernet DLPDU
StdErr Standard error output

StdIn Standard input

StdOut Standard output

SYNC Synchronization

TCP Transmission control protocol
TT Transmission type

Tx Transmit direction

TxPDO Transmit PDO

UDP User datagram protoc

WO Write only

3.4 Conventios
3.41 General
dmposed of three parts: its class definitions, its services,

and its pro { The first two are contained in IEC 61158-5-22:2010. The
protocol ificati of the ASEs is defined in this standard.

ine the attributes of the classes supported by each ASE. The
ble from instances of the class using the Management ASE services
8-5-22:2010. The service specification defines the services that are

attributes are aescess
specified in IEC 6
provided by the ASE.

This standard uses the descriptive conventions given in ISO/IEC 10731.

3.4.2 Abstract syntax conventions
The AL syntax elements related to PDU structure are described as shown in Table 1.

e Frame part denotes the element that will be replaced by this reproduction.
e Data field is the name of the elements.
o Data type denotes the type of the terminal symbol.

e Value/description contains the constant value or the meaning of the parameter.
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Table 1 — PDU element definition

Frame part Data field Data type Value/description

The attributes of an object of the object dictionary are described in a form as shown in
Table 2.

¢ Index describes the position within the object dictionary of an object.

e Sub-index describes a single element of the object.

e Name denotes a name string for this attribute.

e Data type denotes the data type of this element.

o Category indicates whether the element is mandatory
setting of other attributes (C).

e Access attribute shows the access right to this el
means read and write access right, while WO m

pre-defined value.

Att{'fﬁhfg s > ) Value
Index - >
Sub-index/\ N
Name \
Object t)}e\\\ >
(Data fypeX
NN
AccesNbut}

PDO mapping

/\

Value range

Value

4 Application layer protocol specification

4.1 Operating principle

Type 22 consists of two types of communication models: RTFL and RTFN. RTFL is used to
ensure synchronized cyclic real-time communication. RTFN is used to network several RTFL
cells to an overall system providing data interchange between several RTFL cells and
between RTFL cells and RTFN devices.

In this context, a RTFL cell describes a cell which uses RTFL for commumcahog%@ents

cell consists of a root device (RD) and one or several ordinary devices (CD).
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RTFL cell element is the root device which organizes and controls RTFL cell sequences such
as cyclic real-time frame sending. A RTFL RD has at least one connection to RTFL, and can
include a gateway (GW) which additionally has connection to RTFN. As each OD in the RTFL
cell can only have a RTFL connection, the RD incorporating a GW therefore operates as a link
between RTFL and RTFN. RTFN communication is not coordinated like communication in
RTFL, but utilized by a switched fully duplex ISO/IEC 8802-3 network. Thus, no determinism
can be guaranteed for RTFN data transfer.

Communication of process and service data is accommodated by Type 22 networks using
different mechanisms (channels) in RTFL and RTFN. Cyclic data can be transferred over the
cyclic data channel (CDC). The message channel (MSC) allows additional acyclic data
communication and is used for service data exchange.

data are transferred either event driven or user driven (acyclic chara
used in particular in device configuration do not require strist fi

4.2 Device reference models
4.2.1 RTFL device refe

Type 22 services methodology and model of
ISO/IEC 7498-1 (OSI). < Qvides a layered approach to communications
standards, wher > s _develdped and modified independently. The Type 22
specification de cti p“to bottom of a full OSI model. Functions of the
intermediate OSI lay
or the Type 22 i
shown in Figure

layer. The)device reference model for a Type 22 RTFL device is
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System
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DLL
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management

<

NN

RTF processor DLL configuratio{
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4.2.2

shown in Figure

/
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System
management
Application layer

CANopen AL management
‘oct dicti mgmt.
AL Obiject dictionary entity
SDO, PDO, (ALME)

EMCY, Heartbeat

— < < <

Cyclic Clock
data Message channel synchron <
channel ization

DLL UDP/IP

<\

Com unication

MAC et 2(/((7 gement
A )

Figure 2 - R FN@ce\e!@ce model

4.3 Application layer structy

The application layer @
e A mandatory® G

e An optional enti

5 FAL syntaxdescription

5.1 Introduction and coding principles

The abstract syntax and the transfer syntax are merged into a fixed format that is defined in
the following clauses.

5.2 Data type encoding
5.2.1 Overview

To be able to exchange meaningful data across a Type 22 network, the format of this data
and its meaning have to be known by communicating entities. This specification models this
by the concept of data types.

The encoding rules define the representation of values of data types and the transfer syntax
for the representation. Values are represented as bit sequences. Bit sequences are
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transferred in sequences of octets. For numerical data types the encoding is little endian
style.

The data types and encoding rules shall be valid for the AL services and protocols. The
encoding rules for the ISO/IEC 8802-3. DLPDUs are specified in ISO/IEC 8802-3. The DLSDU
of ISO/IEC 8802-3 DLPDUs is an octet string. The transmission order within octets depends
upon MAC and PhL encoding rules.

5.2.2 Transfer syntax for bit sequences

For transmission across Type 22 AL a bit sequence is reordered into a sequence of octets.
Let b = b,,_4 to by be a bit sequence. Denote k a non-negative integer such that 8(k - 1) < n <

8k. Then b is transferred in k octets assembled as shown in Table 3. The ., 1 > n of the
highest numbered octet are do not care bits.

Octet 1 is transmitted first and octet k is transmitted last.
transferred as follows across the network:

b7, b6, ..., b0, b15, ..., b8, ...

Table 3 — Transfer syntax for gi*t]seq ence

N\ IN
Octet number /‘1\ \ >V 2/ ( \ > k.
— b, \s{k b1\5\... b& ) Pkt - Parcs

5.2.3 Encoding of a Bo

a) The encoding of a Boe
single octet.

b) If the Boolean.val

TRUE, the @

5.2.4 TimeOfDay

Bits \‘ | \e ‘ 5 | 4 3 ‘ 2 | 1 ‘ 0 Meaning

Octets \/

1 0 0 0 0 227 226 225 224
Number of

2 223 222 221 220 219 218 217 216 milliseconds

3 215 14 13 512 11 510 29 ,8 | sSince midnight

5 215 214 213 212 211 210 29 28 Number of days
since 01.01.84

6 27 26 25 24 23 22 21 20 onIy with date
indication

msb
Figure 3 — Encoding of TimeOfDay value
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5.2.5 TimeDifference

a) The encoding of a Time Difference with and without date indication value shall be

primitive.
b) The content octets shall be equal in value to the octets in the data value, as shown in
Figure 4.
Bits 7|e‘5|4 3‘2|1‘0 Meaning
Octets
1 531
2 523 miljseconds
3 215
4 97
5 515 days”
only with date
6 27 indication
msb
5.2.6

shall be primitive,

respectively.

b) The contene ing-point values defined in conformance with
IEC 60559. The sit of the first octet. It is followed by the exponent

is assigned the value

Integer(b) = b, ,x2, 5 + ...+ byx21 + byx20 if b 4 = 0
and, performing two's complement arithmetic,
Integer(b) = - Integer("b) - 1if b, = 1

Note that the bit sequence starts on the left with the least significant bit.

EXAMPLE The value —257 = OxFEFF with data type Integer16 is transferred in two octets, first OxFF and then
OxFE.

The Integer data types are transferred as specified in Table 4. Documents
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Table 4 — Transfer syntax for Integer data type

Octet 1. 2. 3. 4, 5. 6. 7. 8.
number

Integer8 b7 —bg — — — — — — —

Integer16 | by — by bq5 —bg — — — — — —

Integer32 b7—b0 b15—b8 b23—b16 b31 —b24 — — — —

Integer64 | by — by big—bg | bpg—bqg | bz —bog | bgg—Dbgo | bg7 —byg | b55—byg | bg3 —bse

NOTE 1

NOTE 2

NOTE 3

NOTE 4

5.2.8 Encoding of Unsigned Integer values

Data of basic data type Unsigned Integer has value
range is 0 to 2"-1. The data is represented as bit seq

b= bO ...bn_»]
is assigned the value

Unsigned(b) = b,,_qx2"-1+

EXAMPLE The va@

0x01.

and then

The unsigned dafa t

Pransfer syntax for Unsigned data type

om\\. \)2. a. 8. 16. 32.
number
Unsigned8 b7—w — — — — — — _ _

Unsigned 16 |b7 —bg bq5 —bg — — — — — — — —

7

-

Unsigned32 b7 —bg bq5 —bg — |b3q=byy |— — — — — —
Unsigned64  |b; — by bis—bg |— |b3q-bosa |— [bgz—bsg |— — — —
Unsigned128 |b; — by bys—bg |— |bgq-bos |— |bgz—bsg |— |b1a7-bqoo |— —
Unsigned256 | bz —bg bis—bg |— |b3g1=Dbog |— [bgz—bsg |— |b127-bq120 |— |bP255-b248

NOTE 1 Data types USINT and unsigned char as defined in IEC 61158-5-22:2010 corresponds to Unsigned8.
NOTE 2 Data types UINT and WORD as defined in IEC 61158-5-22:2010 corresponds to Unsigned16.
NOTE 3 Data types UDINT and DWORD as defined in IEC 61158-5-22:2010 corresponds to Unsigned32.

NOTE 4 Data type ULINT as defined in IEC 61158-5-22:2010 corresponds to Unsigned64.
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5.2.9 Encoding of an OctetString value

a) The encoding of a variable length OctetString value shall be primitive.

b) There is no length field; the length is encoded implicitly.

c) The content octets shall be a sequence of octets. The leftmost string element is encoded
in the first octet, followed by second octet, followed by each octet in turn up to and
including the last octet as rightmost of the content octets.

5.2.10 Encoding of a VisibleString value

a) The encoding of a variable length VisibleString value shall be primitive.

b) There is no length field and no termination symbol; the length is encoded implicitly.

ent is encoded
n up to and

¢c) The content octets shall be a sequence of octets. The leftmost string
in the first octet, followed by the second octet, followed by each ot
including the last octet as rightmost of the content octets.

5.2.11 Encoding of an UnicodeString value

encoded in the first unsigned integer, followed py th unsigned integer, followed
by each unsigned integer in turn up to and including d integer as rightmost
of the content octets.

5.3 CeS encoding
5.3.1 Object dictionary
5.3.11 Object dictio
ed

The dictionary is struc icated in Table 6.

OR
Index /\< \S\eak(n \/ Sub-section Content

0x0001 to 0x001F Dé@\ts@e \/ Basic data types Definition of basic data types

0x0020 to mo@éR \ \ \ Complex data types Definition of complex data types

0x0040 toOx005F —\ Manufacturer specific | Definition of manufacturer specific data
\ data types types

ictionary structure

0x0060 to Ox F\ — Device profile specific | Definition of device profile specific basic
basic data types data types

0x0080 to 0x009F — Device profile specific | Definition of device profile specific
complex data types complex data types

0x00AO0 to OXOFFF Reserved — —

0x1000 to OX1FFF Communication profile | — Definition of the parameters which are
used for communication configuration
and dedicated communication purposes

0x2000 to Ox5FFF Manufacturer defined — Definition of manufacturer specific
profile parameters

0x6000 to OX9FFF Standardized device — Definition of the parameters defined in a
profile standardized device profile

0xA000 to OXBFFF | Standardized interface | — Definition of the parameters defined in
profile standardized interface profile

0xC000 to OXC8FF | Type 22 RTFN — Definition of the parameters defined in
interface profile Type 22 RTFN interface profile

0xC900 to OxFFFF Reserved — —
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A logical addressing scheme is used for object dictionary access. The index field describes
the position within the object dictionary. Each index is further described by an 8 bit sub-index.
In case of a complex entry consisting of several elements, the sub-index subdivides an entry
in up to 255 elements. For complex entries, sub-index 0x00 shall indicate the number of
entries. Sub-index 255 depicts a reference to the data structure of the object and is optional.
For simple object dictionary entries consisting of one object the sub-index shall have the
value 0x00. Figure 5 shows the addressing scheme.

16 bit index

0x0000
0x0001
0x0002

Not used

Object 0x0002,0
8 bit sub-index

N Object N

Object N,254

Reference to entry data
structure (optional)

OXFFFF

5.3.1.2 Object type

The index field ' : jon i theObject dictionary. Each single entry in the object
dictionary is specified izi

Table 7.
7 —Qbject dictionary object type definitions

/bb,i\e na&e\ \)bject code Description

DBMQIN \ \920002 Indicates an entry with large variable amount of data

DEFTYFE\ > 0x0005 Indicates a data type definition

DEFSTRUCTLh/E 0x0006 Indicates a record definition or definition of a structured
data type

VAR 0x0007 Indicates a simple variable or a value of a simple data
type

ARRAY 0x0008 Indicates a simple data type array variable

RECORD 0x0009 Indicates a record variable

5.3.1.3 Basic data type section

The basic data type section is specified in Table 8.
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Table 8 — Basic data type definitions

Index Object Name

0x0001 DEFTYPE BOOLEAN

0x0002 DEFTYPE INTEGERS

0x0003 DEFTYPE INTEGER16

0x0004 DEFTYPE INTEGER32

0x0005 DEFTYPE UNSIGNEDS

0x0006 DEFTYPE UNSIGNED16

0x0007 DEFTYPE UNSIGNED32

0x0008 DEFTYPE REAL32 (
0x0009 DEFTYPE VISIBLE_STRING PR
0x000A DEFTYPE OCTET_STRING O\
0x000B DEFTYPE UNICODE_STRING( \ \
0x000C DEFTYPE TIME_OF_DAY \ \\\
0x000D DEFTYPE T|ME_D|FF/ER\EN~:£\ \
0x000E Regérved \
0x000F DEFTYPE pomaly § /

0x0010 DEFTYPE\ ecER24( () >
0x0011 DEFTYRE EAley  \ )

0x0012 DEFTYPE™ | INTEGER4Q

0x0013 DEFTYRE (TNINTEGER4S >

0x0014 "\ | DEFTYPE | INTEGERS6

0x0095 MDEFTYPEN \ | INTEGER64

0x00]6 DER(YPE  \| UNSIGNED24

&901} z \/ Reserved

X618 QEFTXPE > | UNSIGNED40
/630049 DEFTYPE UNSIGNED48
ax00A DEFTYPE UNSIGNED56

1 DEFTYPE UNSIGNED64

xQ01C \ DEFTYPE UNSIGNED128
Loxaoid” | DEFTYPE UNSIGNED256

x00QE- Reserved

0x000F

5.3.1.4 Complex data type section

The complex data type section is specified in Table 9.
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Table 9 — Complex data type definition

Index Object Name
0x0020 DEFSTRUCT | PDO_COMMUNICATION_PARAMETER
(PDO COM_PAR)
0x0021 DEFSTRUCT | PDO_MAPPING
0x0022 DEFSTRUCT | SDO_PARAMETER
0x0023 DEFSTRUCT | IDENTITY
0x0024 DEFSTRUCT | DEBUGGER_PARAMETER
0x0025 DEFSTRUCT | COMMAND_PARAMETER
0x0026 to 0X002F Reserved /\
0x0030 DEFSTRUCT | DIAGNOSIS_PAR AN
0x0031 to 0x003F Reserved NN >
0x0040 to 0X005F DEFSTRUCT | Manufacturer defined;me\th\es\

0x0060 to 0X007F DEFTYPE Device profile 0 specﬁ»‘Q baswa\pew
0x0080 to 0x009F DEFSTRUCT | Device profile oégeBﬁQsQnMdata pes
0X00AO to 0X00BF DEFTYPE Device pmw&ic Be{ta\ty{es

0X00CO0 to 0X00DF DEFSTRUCT | Device p{rofnﬁspeENQ cWata types

0X00EO to 0X00FF DEFTYPE De\@e\Q}ofﬂg/é syfégific\b‘sgic data types

AY
0x0100 to 0x011F DEFST@C}\ Qevice Qrofile 2sp ifiMmplex data types

0x0120 to 0x013F DEFTYPE> \D\e\v@ pﬁs@e 3'specific basic data types

0x0140 to 0x015F DEFSTRpCT i Deﬁc\e\p@fiN specific complex data types
0x0160 to 0x017F DEFTYP?»:\ Mice}@ﬂeﬁ specific basic data types

0x0180 to 0x019l\ \Q(EFSTF?uQ\\ B@(/icq@r{file 4 specific complex data types
0x01A0 to 0x¢m DEF{YRE Npevicd profile 5 specific basic data types

0x01C/O/ts\0xb{DF bQ:Sﬁ‘R\UE\K evice profile 5 specific complex data types
0x01E})\t9/6}¢0\$f\F \QEF\I\(PE\ Device profile 6 specific basic data types
D

T Device profile 6 specific complex data types

0x0220\to (&\O\K\F WE Device profile 7 specific basic data types

X(}Y\5F EFSTRUCT Device profile 7 specific complex data types

Reserved

5.3.1.5 tion section

5.3.1.5.1 Overview

Communication object dictionary section consists of the elements described in Table 10.
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Table 10 - Communication section

Index Object Name Data type Attr. Cat.
0x1000 VAR Device type Unsigned32 RO M
0x1001 VAR Error register Unsigned8 RO M
0x1002 VAR Manufacturer status register Unsigned32 RO (0]
0x1003 | ARRAY | Pre-defined error field OCTET_STRING RO | O
0x1004
to Reserved
0x1007
0x1008 VAR Manufacturer device name VISIBLE_STRING ( RB\ (0]
0x1009 | VAR Manufacturer HW version VISIBLE_STRII\A N R No
0x100A | VAR Manufacturer SW version VISIBLE_STR{QG\ \RQ o>
0x100B | RECORD | CL configuration cL confi@r}m{\aco d QW g
0x100C | ARRAY | Time sync IRQ configuration Uns)gn{wj\gs \\\ rRW| 0
0x100D | ARRAY | Time sync IRQ state Unsigaedd™\\  \ RO | O
0x100E Resejfed )
0x100F . Q .
0x1010 | ARRAY | Store parameters, /\\ ;V V/nsién\é)d3k2> RW |0
0x1011 ARRAY | Restore defaNar\éQe\b%s \ l)qsignedg)z RW | O
0x1012 | RECORD | Diagnostic information Diagnosis_Par RW | O
0x1013 | RECORD | Diagnostic thre{shol %gnosis_Par RW | O
0x1014 | VAR AISCN- m\;\mc\\\ \ Unsigned48 RW | O
0x1015 | VAR hleme EM M | unsigned1e RW |0
0x1016 ARRAY[ \Q@\}u{mer\h\e}\beat st— Unsigned256 RW | O
0x1017 {@C(;Rb? Pro@;cé\hee}t@}t\ey%meter PDO COM_PAR RW | O
0x1018 | RECORD} \)c@nﬁty\o\tij}g > IDENTITY RO | M
0x1019 Reserved
0x101A <\
0x101B V. O protocol timeout Unsigned32 RwW (0]
Ox@éi \?Q\\\ iitbzzlient SDO parameter Boolean RwW M/O
0x10TD~_[WaR\ Enable EMCY Boolean RW | M/O
0x101E W > PDO timeout tolerance Unsigned8 RwW M/O
0x101F
0x1020
0x1021 VAR Store EDS DOMAIN RW | O
0x1022 VAR Storage format Unsigned8 RwW (0]
0x1023 RECORD OS command Command Par RW (0]
0x1024 VAR OS command mode Unsigned8 RwW (0]
0x1025 RECORD OS debugger interface Debugger Par RwW (0]
0x1026 ARRAY OS prompt Unsigned8 (o] (0]
0x1027 | ARRAY | Module list Unsigned16 RO | O
0x1028 ARRAY Emergency subscriber Unsigned64 RwW (0]
0x1029
to Reserved
Ox11FF Documents
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Index Object Name Data type ‘ Attr. ‘ Cat.

0x1200
to Reserved for safety extensions
0x127F
0x1280
to ARRAY Client SDO parameter Unsigned256 RwW M/O
0x12FF
0x1300

to Reserved

0x13FF /\

0x1400

to RECORD Rx PDO parameter PDO COM_P ’RN/\ (@]
0x15FF

0x1600 \
to RECORD Rx PDO mapping P M N RW M/O
0x17FF

0x1800 \)
to RECORD Tx PDO parameter O SROM_RAR RW M/O
OX19FF /\

0x1A00 N/

to RECORD | TX PDO mappisg DO MAPPING RW | M/O
0x1BFF (\ B
0x1C00 )
to Wy extensions
OX1FFF [\/\ &
@ N

The device type\ob i e implemented device profile and its function and is
specified in . ses of two 16 bit fields. The first field depicts the device profile
number and ‘describas ed device profile. The second 16 bit field supplies additional

information Rt device functions and is part of the device profile or product
specification. Th 0000 indicates a device that does not follow a standardized device
profile. For device modules the additional information parameter contains OxFFFF

and the device prefile’ number referenced by object 0x1000 is the device profile of the first
device in the object dictionary. All other devices of a multiple device module identify their
profiles at objects Ox67FF + X * 0x800 with X = internal number of the device (0 to 7). These
entries describe the device type of the preceding device. Devices use device profile numbers
from four to seven for failsafe functions, so that the first failsafe application objects start at
0x8000.
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Table 11 — Device type

Attribute Value

Index 0x1000

Name Device type

Object type VAR

Data type Unsigned32

Category Mandatory

Access attribute RO

PDO mapping No

Value range No

Value Bit 0 to 15: Device profile number )
Bit 16 to 31: Additional information depending on the used devise
profile

5.3.1.5.3 Error register

The error register object as specified in Table 13
groups allowing to indicate the presence of a devi
and encoding of the error register is specified i

Table 12 —Errox r

Bit number Cateiory (] b}finition
0/\ /\%\ Géjleric%ror
f\1 \k (6] Curre
[ 2 \o Voltage
\ \<3 2 b\ )’emperature

Communication error

Device profile specific

Reserved (always 0)

2
o| NS
4

Manufacturer defined

Table 13 — Error register

Attributs Value
Index 0x1001
Name Error register
Object type VAR
Data type Unsigned8
Category Optional
Access attribute RO
PDO mapping Yes
Value range No
Value No
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Manufacturer status register

61158-6-22 © IEC:2010

The manufacturer status register as specified in Table 14 specifies a general status register

for manufacturer specific usage.

Table 14 — Object definition template

Attribute Value

Index 0x1002

Name Manufacturer status register

Object type VAR

Data type Unsigned8 (

Category Mandatory /\< N ('\

Access attribute RO < \

PDO mapping Optional /\\ \

Value range No \ \\ \

Value No \ \\ >
5.3.1.5.5 Event log \>

are available, the mandatory
specifies the normal format and the

ent log entries

Octet h{me S C}&{goﬁ Meaning

0to1 Em%{@e@yyig’{or co}\ Meh%atory As specified in Table 72

2 Rese e % datory —

3to7 Man\{a\(ﬁf\\ /16Iandatory Indicates a manufacturer specific error code

eld

8 to 11 Tlme S p art 1 Optional Indicates the number of seconds passed since a
relative time/absolute time. The absolute time
defaults to 01.01.1970 — 0 GMT

12 to 13 me sta p part 2 Optional Indicates the time additionally in 65.536 increments
per second

14 Length Optional Length of extended manufacturer information field

15 to 269 Extended manufacturer Optional Indicates extended manufacturer information

information
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Table 16 — Event log

Attribute Value
Index 0x1003
Name Event log
Object type ARRAY
Data type OCTET_STRING
Category Mandatory
Sub-index 0x00
Name Number of events
Data type Unsigned8 (
Category Mandatory /\& ) (\
Access attribute RW \ \
PDO mapping No ( \ \ \
Value range 0x00 to OxFE \ \\ \
Value No \ \ )
Sub-index 0x01 to OXFE / \
Name Event log entry M\ K } / A
Data type OCTET_STRING, /\\ > ( ( 3 R >
Category Optional \ )
Access attribute RO /l

PDO mapping

eN >

Value range

Value N

CTEANMNID
o\k/\ )

5.3.1.5.6 M@ct rer device\n

icema

The manufacturer

N

N

specified in Table 17.

obj

Table 17 — Manufacturer device name

Adringte

Value

4
Thdex N\ 0x1008
Name > Manufacturer device name
Object type VAR
Data type VISIBLE_STRING
Category Optional
Access attribute RO
PDO mapping No
Value range No
Value No

5.3.1.5.7

Manufacturer HW version

The manufacturer HW version is specified in Table 18.
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Table 18 — Manufacturer HW version

61158-6-22 © IEC:2010

Attribute Value
Index 0x1009
Name Manufacturer HW version
Object type VAR
Data type VISIBLE_STRING
Category Optional
Access attribute RO
PDO mapping No
Value range No (
Value No /\& ) (\

5.3.1.5.8

Manufacturer SW version

The manufacturer SW version is specified in Table 19.

Table 19 — Manufactur SWer on

Attribute /\& \Vae [\
Index otooA N NN U\ )
Name Manufacturer S ersi
Object type VAR ( >
Data type IBL}E/S{QI}‘@ \\ \

Category N \thl&\bl V
Access attribute{ VRQ \
PDO magping > | No2 J

Value rarhe//\

Value /\

ration data as specified in Table 20.

Table 20 — CL configuration

Attribute Value
Index 0x100B
Name CL configuration
Object type RECORD
Data type CL_Config_Par
Category Optional
Sub-index 0x00
Name Number of supported entries
Data type Unsigned8
Category Mandatory
Access attribute RO
PDO mapping No
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Attribute

Value

Value range

0x00 to 0x08

Value No

Sub-index 0x01

Name Symbolic device name

Data type Domain

Category Optional

Access attribute RW

PDO mapping No

Value range No /
Value No A(\\ \
Sub-index 0x02 NN\
Name Device role \ \

Data type Unsigned8 \ \ \ \/
Category Optional & \ \ \
Access attribute RW /\ N\ \

PDO mapping

No (

PDO mapfing "\

Value range No N
Value No Q § ( \< < G
Sub-index 0x03 \ N
Name RTFN Base cﬁ:le tiPJe\ \
Data type /uqsigngi&& \ \ \\
Category N CoMonal: |h\?m is\su)ppM
Access attribute{ RVV\ (\ \/
No

2 2

Value ra

No

Value /\\

No

Sub-inde&\ \

B~

e~

Np a&yess (IPv4)

<N\pe\\ Uré(gned32
\S@M \ >Optiona|
Acces ttribu}g RW
PDO mappW No
Value range No
Value No
Sub-index 0x05
Name Subnet mask (IPv4)
Data type Unsigned32
Category Optional
Access attribute RW
PDO mapping No
Value range No
Value No
Sub-index 0x06
Name Default Gateway (IPv4)
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Attribute Value
Data type Unsigned32
Category Optional
Access attribute RwW
PDO mapping No
Value range No
Value No
Sub-index 0x07
Name DHCP enabled (IPv4)
Data type Unsigned8 /
Category Optional A(\\

Access attribute

RW <\

PDO mapping No \ \

Value range No \ \ \ \/
Value No & \ \ \
Sub-index 0x08 RN NN

Name Activate current IP configuratidn (7 \/

Data type Uns.lgnedS ( \\// /\ \

Category Optional Q § ( \ N )\/

Access attribute

PDO mapping

wo \
(

No

Value range

/NQ

Value

oy oo el

5.3.1.5.10 Ti

This object contains

Time sync IRQ configuration encoding

M\ \ Name Meaning
0to1 Ti/%e sync ID Unique identifier
2to5 Cycle time Cycle time of the timer IRQ
6to9 Time offset Offset to the sync master’s timer IRQ
10 Is master Denotes the device as sync master for a dedicated
timer IRQ
11 Reserved —
12 to 15 IPv4 sync master address | IPv4 address of the sync master
16 to 31 IPv6 sync master address | IPv6 address of the sync master
Table 22 — Time sync IRQ configuration
Attribute Value
Index 0x100C
Name Time sync IRQ configuration
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Attribute Value
Object type ARRAY
Data type OCTET_STRING
Category Optional
Sub-index 0x00
Name Number of supported entries
Data type Unsigned8
Category Mandatory
Access attribute RO
PDO mapping No /
Value range 0x00 to OxFE A(\\ \
Value No (\ \
Sub-index 0x01 to OXFE N\
Name Time sync IRQ configuration \ \ \ \/
Data type OCTET_STRING & \ \ \
Category Optional /\ N\ \

Access attribute

RW ( O

PDO mapping

Value range

= 7N
RGNS

Value

No \

5.3.1.5.11

This object contains state in

<

Time sync

e sync IRQ state

Attribyte NA Value
Index \ \ NOBE\/
Nar{é \ \ Jime‘sync IRQ state
</®Q@\ty;\e\\ ARRAY
\D{ta\% \ Unsigned8
Categ \ Optional
Sub-index 0x00
Name Number of supported entries
Data type Unsigned8
Category Mandatory
Access attribute RO
PDO mapping No
Value range 0x00 to OXFE
Value No
Sub-index 0x01 to OxFE
Name Time sync IRQ state
Data type Unsigned8
Category Optional
Access attribute RO
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Attribute Value
PDO mapping No
Value range No
Value 0x00: IRQ is not synchronized
0x01: IRQ is synchronized
5.3.1.5.12  Store parameters

This object allows storing of parameters in a non-volatile device specific memory. To initiate a

storage procedure, the save signature 0x65766173 shall be written to th
indexes as indicated in Table 25. Reading the appropriate sub-indexes prpvide

memory functions as specified in Table 24.

Table 24 — Store parameters read informat

ppropriate sub-
information on

n

Bit number Value Defini ion\ \ \
31to2 0 Reserved & \ \ \
1 0 Device can not sg¥e paramete amono OM
1 Device saves pzjtw
0 0 evice dog$ no M ters request
1 Dev e <j§s parame ers ’1\>'
Table 25 Mers
Attribute alue
Index N Mm \/
Name \ S%\)@ra%e\}s\ \
Object type & ARMY

Data type /\<

Ungignaeda,

Categoryﬂ \

g

0x0&

sudram
N\

/Nqnx\ NMer of supported entries
<\E@a\w\\§ \ Unsigned8
Cat@n{x‘ \ Mandatory
Access aM RO
PDO mapping No
Value range 0x01 to Ox7F
Value No
Sub-index 0x01
Name Save all parameters
Data type Unsigned32
Category Mandatory
Access attribute RwW
PDO mapping No
Value range No
Value No
Sub-index 0x02
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Attribute Value

Name Save communication parameters

Data type Unsigned32

Category Optional

Access attribute RW

PDO mapping No

Value range No

Value No

Sub-index 0x03

Name Save application parameters /

Data type Unsigned32 A(\\ \

Category Optional (\ \

Access attribute RW \ \

PDO mapping No \ \ \ \/

Value range No & \ \ \

Value No /\ N\ \

Sub-index 0x04 to OX7F ( () \/

Name Save manufacturer defingd p a\mé s

Data type Unsigned32<\ Q/e\q ( ?\4 O )\>

Category Optional \/

Access attribute RwW ( ~ \

PDO mapping /NQ \ \

Value range

Value l

5.3.1.5.13 Res;r

the appropri
The defau

as specified in Table 27. Writing the correct signature in
©s a device to restore the default parameters on the device.

Reading the~appropkiate“sub-index causes the device to provide information on its restore

functions. This inform

tion is coded as specified in Table 26.

Table 26 — Restore parameters read information

Full document details: IEC 61158-6-22 2010
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Attribute Value

Index 0x1011
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Object type ARRAY
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Attribute Value
Data type Unsigned32
Category Optional
Sub-index 0x00
Name Number of supported entries
Data type Unsigned8
Category Mandatory
Access attribute RO
PDO mapping No
Value range 0x01 to Ox7F /
Value No A(\\ \
Sub-index 0x01 NN\
Name Restore all default parameters \ \
Data type Unsigned32 \ \ \ \/
Category Mandatory & \ \ \
Access attribute RW /\ N\ \

PDO mapping

No (

Value range

No (
N

Value No Q § (

Sub-index 0x02 \ N
Name Restore defatv/t cowni&\i&\gar}geters
Data type /uqsigngi&& \ \ \\

Category N Opwl ~

Access attribute{ \/

PDO mapfing "\

AN

2 2

Value ra

No

Value /\\

No

Sub-inde&\ \

\/\
ox3 N/

e~

\Res%e default application parameters

oriipe

Pex.

Un¥fgned32

AN

TR

>Optiona|

Acces ttribu}g RW

PDO mappW No

Value range No

Value No
Sub-index 0x04 to Ox7F
Name Restore default manufacturer defined parameters
Data type Unsigned32
Category Optional
Access attribute RW

PDO mapping No

Value range No

Value No

Full document details: IEC

61158-6-22 2010

Documents

Document Sharing Hub


http://avadocuments2026.com/doc/iec-61158-6-22-2010
http://avadocuments2026.com/doc/iec-61158-6-22-2010

61158-6-22 © IEC:2010

5.3.1.5.14

—41 -

Diagnostic information

Diagnostic information values are stored in this object as specified in Table 28.

Table 28 — Diagnostic information

Attribute Value
Index 0x1012
Name Diagnostic information
Object type RECORD
Data type Diagnosis_Par T~
Category Optional (
Sub-index 0x00 AN
Name Number of supported entries \ \
Data type Unsigned8 ( \ \ \
Category Mandatory \ \\ \
Access attribute RO \ \ )
PDO mapping No / \
Value range 0x01 to 0x12 /\\ )/ A
v A A (O
Sub-index 0x01 N
Name Application Ia)yr%tate
Data type Unsigned8 \ (\ >
Category M\anam\ \) R >
Access attribute[\ O N ~ )
PDO mapping L \/N‘s\
Value r%ge» z No< \/
Value /\ A )

e
QO3

>
o

ication state

oy

Full document details: IEC 61158-6-22 2010
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Ac ss&trib\t\te RO
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Value No
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Attribute Value
Data type Unsigned8
Category Optional
Access attribute RO
PDO mapping No
Value range No
Value No
Sub-index 0x07
Name Number of delayed RTFL frames
Data type Unsigned16 /
Category Optional A(\\

(@
Access attribute RO (\ \
PDO mapping No \ \

Value range No \
Value No

~
Sub-index 0x09 /\ h \
Name Number of corrupt frames ( (7 \/
Data type Unsigned16 ( \\// /\ \
o

Category Optional Q § ° (

Access attribute RO > \/

PDO mapping No (

N
Value range /NQ \ \\
Value N No\( ~
subindex [ N\Jowa  (ON N\ O~/
Name /\ \ N@t%c\of %c\ehe{i fr}nes since startup
Data tyM Unsi nedé& \
Category/\\ O}(’{)neh\/\
Access a&ibb@ hﬂk \/
o mapeiy_\_[% S
Nw&ang&e\\ No

NN

Sub-i\nd% \ 0x0B

AN

Name Number of MSC buffer overflows

Data type Unsigned16

Category Optional

Access attribute RO

PDO mapping No

Value range No

Value No

Sub-index 0x0C

Name Number of received MSC messages since startup
Data type Unsigned64

Category Optional

Access attribute RO

PDO mapping No L jocuments

Document Sharing Hub
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Attribute Value
Value range No
Value No
Sub-index 0x0D
Name Cable attenuation port 1
Data type Unsigned8
Category Optional
Access attribute RO
PDO mapping No
Value range No /
Value No A(\\ \
Sub-index 0x0E NN\
Name Cable attenuation port 2 \ \
Data type Unsigned8 \ \ \ \/
Category Optional & \ \ \
Access attribute RO /\ N \
PDO mapping No ( (7 \/
Value range No ( \\// /\ \
Value No Q § ) ( \ \J )\/
Sub-index 0XOF \ N
Name Cable length port 1(\ \
Data type /uqsigngiB\ \ \\
Category Opwl ~ V

Access attribute{

PDO mapfing "\

NN
NoY >

Value ra

No N

Value /\\

No

Sub-inde&\ \

\/\
oxgo N/

e~

\(‘&ab@ength port 2

<N\pe\\ Uré(gnedS
\S@M \ >Optiona|
Acces ttribu}g RO
PDO mappW No
Value range No
Value No
Sub-index 0x011
Name Distance to fault port 1
Data type Unsigned8
Category Optional
Access attribute RO
PDO mapping No
Value range No
Value No
Sub-index 0x12
Name Distance to fault port 2
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Attribute Value
Data type Unsigned8
Category Optional
Access attribute RO
PDO mapping No
Value range No
Value No

5.3.1.5.15 Diagnostic thresholds

Some diagnostic information values concerning the communication are red in this object as

specified in Table 29.
Table 29 — Diagnostic threshol%\

Attribute value,” N\ n b\
Index 0x1013 \ \ N\

Name Diagnostic thresholds >

Object type RECORD f\<)
Data type Diagnosis_P( /\\ % U ‘\/
Category Optional \ \ J
Sub-index 0x00 -

Name Number of su;&{)ort d entries \/

Data type U}NQ’]'QR\ \) N >

Category ,\ Mnd;‘tory—\ )

Access ag&ibut{ ‘/R\O\ \ \

PDO mépping < | No<

Value rangg\< /N1 ME\/

Value < \ o ]

an\i \\ \ E ted RTFL roundtrip time
DaMe\ Unsigned16
Ca%g.qy\ \ Optional
Access a\tmwé RW

D

/\\

PDO mapping No

Value range No

Value No

Sub-index 0x08

Name Delayed RTFL rate threshold

Data type Unsigned16

Category Optional

Access attribute RW

PDO mapping No

Value range No

Value No

Sub-index 0x09 n
pocuments
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Attribute Value
Name Corrupt frame rate threshold
Data type Unsigned16
Category Optional
Access attribute RW
PDO mapping No
Value range No
Value No
Sub-index 0x0B
Name MSC buffer overflows rate threshold /
Data type Unsigned16 A(\\ \
Category Optional (\ \
Access attribute RW \ \
PDO mapping No \ \ \ \/
Value range No & \ \ \
Value No /\ N\ \
Sub-index 0x0D ( () \/
Name Cable attenuatiqon port 1 thre Bld/
Data type Unsigned8 <& QA‘ éé < @ )\>
Category Optional > \/
Access attribute RO ( ~ \
PDO mapping /NQ \ \\
N/

Value range

w

Value

No \(
N >~~~

Sub-indgx\ '\

Ox¢

Name \/

Cam\atte ation _port 2 threshold

Data type/\\

U}\igne

Category\ \

Sniov_

AocGes BB\,

RO S

4P RapRg

No

Value

N,
N

No

5.3.1.5.16

IP address EMCY

The IP address EMCY object is specified in Table 30. This object depicts a RTFN destination
device for EMCY messages which is directly addressed by its IP address.

Table 30 — IP address EMCY
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Attribute Value
Access attribute RwW
PDO mapping No
Value range No
Value No
5.3.1.5.17 Inhibit time EMCY

The inhibit time EMCY object is specified in Table 31.

Table 31 — Inhibit time EMCY

Attribute Value /\ \
Index 0x1015 N\
Name Inhibit time EMCY NN\ N\
Object type VAR IO\
Data type Unsigned16 N\ \
Category Optional ( m )

Access attribute

PDO mapping

o O\ NN
v < I~

Value range

No L

Value

No ( g

5.3.1.5.18

The consumer heartbeat
heartbeat list eas

Meaning

RTFL packet ID of monitored heartbeat

RIFWFID

RTFN packet ID of monitored heartbeat

7 \R/e%erved —

61158-6-22 © IEC:2010

8 Transmission type Transmission type of the heartbeat

9 Reserved —

10 to 11 Heartbeat-time Heartbeat time as a multiple of the base cycle time
12 to 13 Cycle multiplier Expected transmission cycle

14 to 15 Cycle offset Offset in relation to a communication cycle

16 to 17 Device address Device address of heartbeat producer

18 to 21 IPv4 address IPv4 address of heartbeat producer

22 to 37 IPv6 address IPv6 address of heartbeat producer

38 to 39 Reserved —
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Table 33 — Consumer heartbeat list

Attribute Value
Index 0x1016
Name Consumer heartbeat list
Object type ARRAY
Data type OCTET_STRING
Category Optional
Sub-index 0x00
Name Number of supported entries
Data type Unsigned8 (
Category Mandatory /\& ) (\
Access attribute RO \ \
PDO mapping No ( \ \ \
Value range 0x01 to OxFE \ \\ \
Value No \ \ )
Sub-index 0x01 / \
Name Consumer heartbeat /\K )/ A
Data type OCTET_STRING, /\\ > ( ( 3 R >
Category Mandatory \ )
Access attribute RW /l
PDO mapping No \ (\ >
Value range /N\o\ /\ \ . S
Value N o \k —~ )
Sub-index | \.Ox02to OXEE
Name ( X } Coisu%e{he\a\tbe t
Data type /\ /S{CTE\KSN@
Category/\ Oph&Qal
ACC&/’«S\att\i'\but\E\

7o mesoni, \

RA
N )

No

5.3.1.5.19

Producer heartbeat parameter

The producer heartbeat parameter object is specified in Table 34.

Table 34 — Producer heartbeat parameter
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Attribute Value
Data type Unsigned8
Category Mandatory
Access attribute RO
PDO mapping No
Value range 0x01 to 0x0C
Value No
Sub-index 0x01
Name RTFL PID
Data type Unsigned32 /
Category Conditional A(\\ \
Access attribute RwW (\ \
PDO mapping No \ \
Value range 0x01 to 0XOOFFFFFF NN\ S
Value No & \ \ \
Sub-index 0x02 RN NN
Name RTFN PID ( () \/
Data type Unsigned32 ( \\// /\ \
Category Conditional Q § ° ( \ N )\/
Access attribute RW >
PDO mapping No ( ~ \

Value range

o ' DXQUPKEFFR,

Value

I

~

Sub-index [

e

>—

Name /\ \

Data tyM

N
s
N

Uns\l‘ngd

Category/\\

Mandatory ™\

Access a&ibb@

Ry N/

rog maveis

Mo

AN

Nw&ang&e\\ )
LT NN
Sub-index  \ | 0x05

Name Time sync ID
Data type Unsigned16
Category Conditional
Access attribute RwW

PDO mapping No

Value range 0x00 to OxFF
Value No
Sub-index 0x07

Name Cycle multiplier
Data type Unsigned16
Category Conditional
Access attribute RW

PDO mapping No
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