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INTERNATIONAL ELECTROTECHNICAL COMMISSION

INDUSTRIAL COMMUNICATION NETWORKS -
FIELDBUS SPECIFICATIONS -

Part 6-4: Application layer protocol specification — Type 4 elements

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object( of | is to promote
international co-operation on all questions concerning standardization in the electri

ARG

as “IEC
in the subject dealt with may participate in this preparatory work. |

governmental organizations liaising with the IEC also participate in this a
with the International Organization for Standardization (ISO) in aceqrd i iti determined by

Publications is accurate, IEC cannot be
misinterpretation by any end user.

between any IEC Publication
the latter.

6) All users should epsure
7) No liability shaII
members of its teckni

NOTE Use of som e associated protocol types is restricted by their intellectual-property-right holders. In all
cases, the commitment imited release of intellectual-property-rights made by the holders of those rights permits
a particular data-link layer protocol type to be used with physical layer and application layer protocols in type
combinations as specified explicitly in the IEC 61784 series. Use of the various protocol types in other
combinations may require permission of their respective intellectual-property-right holders.

International Standard IEC 61158-6-4 has been prepared by subcommittee 65C: Industrial
networks, of IEC technical committee 65: Industrial-process measurement, control and
automation.

This first edition and its companion parts of the IEC 61158-6 subseries cancel and replace
IEC 61158-6:2003. This edition of this part constitutes a technical addition. This part and its
Type 4 companion parts also cancel and replace IEC/PAS 62412, published in 2005.

This edition of IEC 61158-6 includes the following significant changes from the previous
edition:

a) deletion of the former Type 6 fieldbus for lack of market relevance;

b) addition of new types of fieldbuses;

c) partition of part 6 of the third edition into multiple parts numbered -6-2, -5-2, ... Documents
Document Sharing Hub

Full document details: IEC 61158-6-4 2007


http://avadocuments2026.com/doc/iec-61158-6-4-2007
http://avadocuments2026.com/doc/iec-61158-6-4-2007

-6- IEC 61158-6-4:2007 © IEC 2007

This bilingual version (2014-12) corresponds to the monolingual English version, published in
2007-12.

The text of this standard is based on the following documents:

FDIS Report on voting
65C/476/FDIS 65C/487/RVD

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

The French version of this standard has not been voted upon.

This publication has been drafted in accordance with ISO/IEC Directives

e reconfirmed;
e withdrawn;
e replaced by a revised edition, or

e amended.
of the IEC 61158 series.

The list of all the parts of the IEC 61158\se under the general title Industrial
communication networks — Fieldbus spciﬂ%s W beg found on the IEC web site.

O
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INTRODUCTION

This part of IEC 61158 is one of a series produced to facilitate the interconnection of
automation system components. It is related to other standards in the set as defined by the
“three-layer” fieldbus reference model described in IEC/TR 61158-1.

The application protocol provides the application service by making use of the services
available from the data-link or other immediately lower layer. The primary aim of this standard
is to provide a set of rules for communication expressed in terms of the procedures to be
carried out by peer application entities (AEs) at the time of communication. These rules for
communication are intended to provide a sound basis for development in order to serve a
variety of purposes:

e as a guide for implementors and designers;

e for use in the testing and procurement of equipment;
e as part of an agreement for the admittance of systems into the-opke

e as a refinement to the understanding of time-critical communications\withi

work together in any combination.

O
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INDUSTRIAL COMMUNICATION NETWORKS -
FIELDBUS SPECIFICATIONS -

Part 6-4: Application layer protocol specification — Type 4 elements

1 Scope

1.1 General

The fieldbus application layer (FAL) provides user programs with a mgans
fieldbus communication environment. In this respect, the FAL can be
between corresponding application programs.”

to access the

messaging communications between application programs in a irmnment and

material specific to Type 4 fieldbus. The term “time-critical s

of a time-window, within which one or more specified actions "a quired\to be completed
with some defined level of certainty. Failure to co s within the time
window risks failure of the applications requestjhg with attendant risk to

and defines the externally
in terms of

This standard specifies interactions b
visible behavior provided by the Type 4 fi

protocol data units;

c) the applicatiom coRr i
between con@ic ing agplication

with the OSI Basic Reference Model (ISO/IEC 7498) and the OSI application layer structure
(ISO/IEC 9545).

1.2 Specifications

The principal objective of this standard is to specify the syntax and behavior of the application
layer protocol that conveys the application layer services defined in IEC 61158-5-4.

A secondary objective is to provide migration paths from previously-existing industrial
communications protocols. It is this latter objective which gives rise to the diversity of
protocols standardized in IEC 61158-6.

1.3 Conformance

This standard do not specify individual implementations or products, nor do they constrain the
implementations of application layer entities within industrial automationDs stems.

cuments
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Conformance is achieved through implementation of this application layer protocol
specification.

2 Normative references

The following referenced documents are indispensable for the application of this document.
For dated references, only the edition cited applies. For undated references, the latest edition
of the referenced document (including any amendments) applies.

IEC 61158-3-4, Industrial communication networks — Fieldbus specifications — Part 3-4: Data-
link layer service definition — Type 4 elements

IEC 61158-4-4, Industrial communication networks — Fieldbus specificafia 4-4: Data-
link layer protocol specification — Type 4 elements

IEC 61158-5-4, Industrial communication networks — Fieldbyds™>sp&cifi Part 5-4:
Application layer service definition — Type 4 elements

Model — Part1: The Basic Model

ISO/IEC 8822, Information technolog
service definition

ISO/IEC 9545,
structure

Documents
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3 Terms, definitions, symbols, abbreviations and conventions
For the purposes of this document, the following definitions apply.

3.1 Referenced terms and definitions
3.1.1 ISO/IEC 7498-1 terms

For the purposes of this document, the following terms as defined in ISO/IEC 7498-1 apply:

Y

application entity

[}

application process

Q O

)

)

) application protocol data unit
) application service element

)

D

application entity invocation

—h

) application process invocation

g) application transaction

h) real open system
i) transfer syntax

3.1.2 ISO/IEC 8822 terms
For the purposes of this document, the foll Yo rred in ISO/IEC 8822 apply:

a) abstract syntax

b) presentation context

For the purpose@ﬂ' Y ollqwihg terms as defined in ISO/IEC 9545 apply:

T o

f) application-process-invocation

g) application-process-type

h) application-service-element

i) application control service element

3.1.4 ISOJ/IEC 8824 terms

For the purposes of this document, the following terms as defined in ISO/IEC 8824 apply:
a) object identifier

b) type

3.1.5 Fieldbus data-link layer terms

For the purposes of this document, the following terms as defined in IEC 61158-3-4 and
IEC 61158-4-4 apply.

a) DL-Time Documents

Document Sharing Hub
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b) DL-Scheduling-policy

c) DLCEP

d) DLC

e) DL-connection-oriented mode
f) DLPDU

g) DLSDU

h) DLSAP

m) network address
n) node address

0) node

3.2 Abbreviations and symbols

AE Application Entity
AL Application Layer
ALE Application Layer Entity

APDU Application Protocol Data Unit
AR Application Relationship
AREP Application Relationship End Pej
ASE Application Service Eleme
Cnf

in

N

Résponse

SME System Management Entity
.cnf Confirm Primitive

.ind Indication Primitive

.req Request Primitive

.rsp Response Primitive

3.3 Conventions
3.31 General concept

The FAL is defined as a set of object-oriented ASEs. Each ASE is specified in a separate
subclause. Each ASE specification is composed of three parts: its class definitions, its
services, and its protocol specification. The first two are contained in IEC 61158-5-4. The
protocol specification for each of the ASEs is defined in this standard.

Documents
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Full document details: IEC 61158-6-4 2007


http://avadocuments2026.com/doc/iec-61158-6-4-2007
http://avadocuments2026.com/doc/iec-61158-6-4-2007

-12 - IEC 61158-6-4:2007 © IEC 2007

The class definitions define the attributes of the classes supported by each ASE. The
attributes are accessible from instances of the class using the Management ASE services
specified in IEC 61158-5-4 standard. The service specification defines the services that are
provided by the ASE.

This standard uses the descriptive conventions given in ISO/IEC 10731.

3.3.2 Conventions for state machines for Type 4

A state machine describes the state sequence of an entity and can be represented by a state
transition diagram and/or a state table.

In a state transition diagram (Figure 1), the transition between two sta
circles is illustrated by an arrow beside which the transition eveiits
presented.

presented by
nditions are

[N
Events or conditio stﬁﬂt\ﬁ?ger is\state
# Current tr Next state
state
ctian
Name of The current onditjons\thattcigger this state The next state after the
this state {0 ansaction. actions in this transition is
transition | whic > taken
state R en when the above events
transitio o
applie conditions.are meb The actions are always indented
Nlow vents_or gonditions
The conventions iR the state transition table (Table 1) are as follows.
= the left is replaced by value of an item on the right. If an item on
the right r, it comes from the primitive shown as an input event.

Xxxx A parameter name.

Example:

Identifier := reason
means value of a 'reason' parameter is assigned to a parameter called 'ldentifier.’
"xxx" Indicates fixed value.

Example:

Identifier := "abc"
means value "abc" is assigned to a parameter named 'ldentifier.’

= A logical condition to indicate an item on the left is equal to an item on the right.
< A logical condition to indicate an item on the left is less than the item on the right.
> A logical condition to indicate an item on the left is greater than the item on the

right.
<> A logical condition to indicate an item on the left is not equal to an item on the
right. Documents
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&& Logical "AND"
|| Logical "OR"

Service.req represents a Request Primitive;
primitive is sent;

Service.req{} indicates that a request

Service.ind represents an Indication Primitive; Service.ind{} indicates that an Indication
Primitive is received;

Service.rsp represents a Response Primitive; Service.rsp{} indicates that a Response
Primitive is sent;

Service.cnf represents a Confirm Primitive; Service.cnf{} indicates that a firm Primitive is

received.

4 FAL syntax description

4.1 FAL-AR PDU abstract syntax

4.1.1 General

holds a request or a

The information stored in an APDU depends on w,
2 PM) determines how

ethernth

the APDU is encoded.

APDUs always consist of an APDU hea
body may be empty.

response APDUs the APDU

PDU header

Field name F/’\ sib> values Constraint (present if) Comment

ControlStatus ;:?ode
e
Read
And
Or
Test-And-Set

3

Segmented Read
Segmented Write

ControlStatus.Instruction
= Errorcode

ControlStatus Errorcode Described in Figure

3 to Figure 5

ControlStatus.Instruction
<> Errorcode

ControlStatus Addressing method | Variable Object

Flat

ControlStatus.Instruction
<> Errorcode

ControlStatus ActualDataError NoActualError Used by the responding
user application to
indicate, that an actual
error may affect the
accessed Variable

Object

ActualError

Full document details: IEC 61158-6-4 2007
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Field name

Subfield name Possible values

Constraint (present if)

Comment

ControlStatus

HistoricalDataError | NoHistoricalError

HistoricalError

ControlStatus.Instruction
<> Errorcode

Used by the responding
user application to
indicate, that an error
may have affected the
accessed Variable
Object

DataFieldFormat

Offset/Attribute No Offset/Attribute

Offset/Attribute

Indicates, whether the
APDU Body holds an
Offset/Attribute field

DataFieldFormat |Variable Identifier |Simple APDU is a request APDU | Indicates the format of
Format the Variable Identifier in
Complex a request APDU
DataFieldFormat | Offset/Attribute Integer16 APDU is a response
size APDU AND
Integer32 DataFieldFormat.Offsaf
ttribute = Offset/Attr{ﬁmg
DatalLength min. 2

4.1.3 Abstract syntax of APDU body

Field name

Subtiold name | Pogsiblavatued

Constraint (present if)

Comment

Variableldentifier

NO iWsing

ipaddresging
ssing

APDU is a request
APDU AND APDU
Header indicates
Complex
Variableldentifier

If this field indicates
BitAddressing, the
Variableldentifier also
holds a Bit-no

Variableldentifie,

0-7

@-B tAd
&
S

APDU is a request
APDU AND APDU
Header indicates
Complex
Variableldentifier AND

Variableldentifier
indicates BitAddressing

Bit-no selects a bit
within one octet. Bit-no
= 0 selects bit 1 etc.The
octet is selected by
Offset/Attribute.

Variableldentifier

Code.Offset/Attribute
size

Integer16
Integer32

APDU is a request
APDU AND
DataFieldFormat.Variabl
e ldentifier Format =
Complex AND

DataFieldFormat.Offset/
Attribute =
Offset/Attribute

Variableldentifier

-32 768 - +32 767

APDU is a request
APDU AND
DataFieldFormat.Variabl
e ldentifier Format =
Simple

Variableldentifier

-8 388 608 —
+8 388 607

APDU is a request
APDU AND
DataFieldFormat.Variabl
e Identifier Format =
Complex

Full document details: IEC 61158-6-4 2007
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Field name

Subfield name

Possible values

Constraint (present if)

Comment

Offset/Attribute

-32 768 - +32 767

APDU is a request
APDU AND
DataFieldFormat.Offset/
Attribute =
Offset/Attribute AND

Variableldentifier.Code.
Offset/Attribute size =
Integer16

Negative values select
attribute, positive
values select part of
constructed variable

Offset/Attribute

-2 147 483 648 -
+2 147 483 647

APDU is a request
APDU AND
DataFieldFormat.Offset/
Attribute =
Offset/Attribute AND

Variableldentifier.Coder
Offset/Attribute size &

Negative values select
attribute, positive
values select part of
constructed variable

Offset/Attribute

-32 768 - +32 767

Integer32 /\
s

APDU is ares
APDU AND
DataFiel

NN

v\éweé select

attribute, positive
luesssgfect part of

constructed variable

Offset/Attribute

-2 147 483 648(-
+2 483

Negative values select
attribute, positive
values select part of
constructed variable

N
.,
O/

Data An
NANEERN

RequestedLength 55 APDU is a request Indicates the length of
APDU AND data to Read, as the
ControlStatus.Instruction | number of octets
indicates Read OR
Segmented Read

Sequence APDU is a request Indicates whether this

AN

W

APDU AND
ControlStatus.Instruction
indicates Segmented
Read OR Segmented
Write

request is the first, one
in the middle, or the last
of a segmented
transfer.

4.2 Data type

N
N\

The notation for data types is the same as IEC 61158 Type 1 for the following types:

e Integer, Integer8, Integer16, Integer32

e Unsigned, Unsigned8, Unsigned16
o Floating32, Floating64

5 Transfer syntaxes

5.1 APDU encoding
5.1.1 APDU Header encoding
5.1.1.1 APDU header structure

ribes the

ocuments

Document Sharing Hub

The abstract syntax of the APDU header is defined in 4.1.2. This subclause de
encoding of the header. The APDU header consists of three fields, as shown in Fig
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Ore octet One octet 4 octets

ControlStatus | DataFieldFormat | DataLength

Figure 2 — APDU header structure

5.1.1.2 ControlStatus

ControlStatus is coded into one octet. The interpretation of this octet depends on the
instruction subfield. The coding of the instruction subfield is shown in Figure 3.

000 Erorcode
001 Store
010 Load

011 And

100 Or

101 Test-And-

sf7fefsfa]3[2]"]
—

Figure 3 — Instruction subfield o

If the instruction is = 000 ( = Errorco
error code. The possible values are s

8|7|6|5|4|3|2/|’11

00000 No response

00001 Time out
Q 00011 Wait too long

00100 FIFO ful or empty
00101 Dataformat error
00110 Variable Obect ID error
00111 Route eror
01000 Wiite protection
01001 Info length eror
01010 Instruction Emor
10000 CRC Error
10001 Overrun/Framing emror
10010 Net short circuit
10011 DLE not client
10100 Out of sync
10101 RS232 handshake emor

Figure 4 — Errorcode subfield of ControlStatus

If the instruction is <> 000 (<> Errorcode), the remaining five bits of ControlStatus holds the
subfields addressing method, ActualDataError and HistoricalDataError. The coding of these
fields is shown in Figure 5.
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sf7]e]s]4f3[2]"]

<>000 (<> Errorcode)

Addressing method
0: Variable object
1: Fat

ActualDataErmror
0: No ActuaError
1: ActualError

HistoricalDataEmor
0: No HistoricalError
1: HstoricalEror

Figure 5 — Remaining subfields of Control

5.1.1.3 DataFieldFormat

DataFieldFormat is coded into one octet. The coding of this i , igure 6.

le Identifier Format
- Simple
1: Complex

— DataFieldFormat encoding

gating the total length of the APDU body.

The abstract syntax for the APDU Body is described in 4.1.3. This subclause describes the
encoding. The interpretation of the APDU Body is indicated by the APDU header.

A request APDU body may consist of up to four of five possible fields, as shown in Figure 7.

2 or 4 octets 0, 2 or 4 octets 0— Max PDU sze octets 0 -2 octets 0 or 1 octet

| VariableIdentifier | OffetAttrbute | Data | RequestedLength [ Sequence |

Figure 7 — Structure of request APDU body

A response APDU body may consist of up to two fields, as shown in Figure 8.
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0, 2 or 4 octets 0 —Max PDU size octets

| Offset/Attribute || Data |

Figure 8 — Structure of response APDU body

5.1.2.2 Variable identifier
The Variable Identifier can be either simple or complex. If it is simple, it consists of only one

subfield, ID, which is of type Integer16. If it is complex, it consists of two subfields, code (1
octet) and ID (3 octets) as shown in Figure 9.

1 octets 3 octets

| Code “ ID |

Figure 9 — Variable identifier

0: No BitAddressing
\> 1+ RtAddressina

e subfield of variable identifier

the APDU body may or may not be present. If present,

5.1.2.4 RequestedLength

The RequestedLength subfield may or may not be present.

If the APDU is a request APDU, and the ControlStatus.Instruction subfield of the APDU
Header indicates Read or Segmented Read, the RequestedLength subfield is present. It
indicates the octet length of the requested data or attribute.

The RequestedLength subfield is an Unsigned8 or an Unsigned16. As there is no Data
subfield in the APDU if there is a RequestedLength subfield, the size of RequestedLength is
implicitly given by the DataLength parameter. If the value of RequestedLength is less than
256, RequestedLength shall be of type Unsigned8.
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5.1.2.5 Data
The Data subfield of the APDU body holds either:

a) Data, coded and packed as described in 5.2, or
b) an attribute of a variable object, coded and packed as described in 5.2.

As there is no RequestedLength subfield in the APDU if there is a Data subfield, the size of
the data subfield is implicitly given by the DataLength parameter.

5.1.2.6 Sequence

The Sequence subfield is one octet, with the following legal values.

0: Indicating, that this is the first request of a segmented Read 0
1: Indicating, that this is one of the following requests of a seg

2: Indicating, that this is the last request of a segmentedR
5.2 Variable object encoding and packing
5.2.1 Encoding of simple variables

5.2.1.1 Encoding of a Boolean value

a) The encoding of a boolean value ¢
single octet.

b) If the boolean value is FALSE, bit 1,0

As defined in Type 1,

5.21.3 Encodi@

As defined in Typé
and Unsigned 16"

5.2.1.4 Encod

As defined

5.2.2 Encoding of¢constructed variables

5.2.2.1 Encoding of a String value
a) The encoding of a variable length String value shall be primitive.

b) The Length field shall indicate as a binary number the number of elements in the String
value.

c) The Length field shall be in the first octet.

5.2.2.2 Encoding of a BitString value
a) The encoding of a BitString value shall be primitive.
b) There is no Length field in the BitString.

c) The value of the BitString, commencing with the first bit and proceeding to the trailing bit,
shall be placed in bits 1 to 8 of the first octet, followed by bits 1 to 8 of the second octet,
followed by bits 1 to 8 of each octet up to and including the last octet of the

ContentsOctets.
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d) Unused bits, if any, shall be placed in bits 2-8 of the last octet.
5.2.3 Alignment
5.2.3.1 General

This section describes, how fields and elements of constructed variables are aligned and
transferred.

The general alignment is two.

* Fields and elements of basic type, and with a size of 1 octet, shall be transferred
immediately after the previous field or element.

 Fields and elements with a size of more that 1 octet, shall be trangferred™with an even

offset relative to the first octet of the constructed variable.

» Fields and elements of constructed type shall be transferred witf et relative to

the first octet of the constructed variable.
5.2.3.2 Array elements transfer syntax

Table 4 shows an example of transfer syntax for a variza

ARRAYI1..2] of ARRAYJ1..3] of Integers.

Arragvar[1
A 1,3
y a

1. octet
2. octet

N3. octet.

Field3: Integer8;
Field4: BitString[8];
Field5: Integer8;
END;
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Table 5 — Transfer syntax for Structure

1. octet StructVar.Field1

. octet Dummy

. octet StructVar.Field2.Sub1, Most significant octet

2

3

4. octet StructVar. Field2.Sub1, Least significant octet
5. octet StructVar.Field2.Sub2
6
7
8
9

. octet StructVar.Dummy

. octet StructVar.Field3

. octet StructVar.Dummy

. octet StructVar.Field4
10. octet | StructVar.Field5

5.2.4 Variable object attributes

All variable objects may have the optional attributes define

)
Attribute name In?/)}\\// y‘e\rma}k\
Variable Type Idepfifier | /-20 ~ [Ursigned8 .~

Octet Length -24 \ Intéger32 |
Read enable 28 Booléan
Write enable ) 29 Boolean
Write protected | A -30. Bodlean

accessible attribute.

The attributes
does not support\édce

errorcode "Variable ‘O
service invocatioq.

There is one\set 0 rlute p
of constrycted\variables do not have their own attributes.

Table 7 — Variable type identifiers

Variable type Identifier
Boolean 43
Integer8 49
Integer16 34
Integer32 35
Unsigned8 48
Unsigned16 50
Float32 36
Float64 37
UNICODE Char 51
Complex 61
String 40
BitString 62
FIFO 63
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Variable objects of type FIFO shall have the mandatory additional attributes defined in Table
8.

Table 8 — FIFO variable object attributes

Attribute name Index Format
Next Element In -2 Integer16
Next Element Out -4 Integer16
Free elements -6 Integer16
Used elements -8 Integer16
Reread -9 Boolean
Rewrite -10 Boolean

5.3 Error codes

This subclause specifies the hexadecimal values for error codes in
of the Variable ASE service RESPONSE. The possible values are show

parameter

Table 9 — Error codes

AN
Error description /E"‘WM }\Q
Instruction Error 01\8\0}8\ >

Info length error r\ \// ;ZN\OOM

FIFO full or empty < (\\6 ( ‘@ojoq&gﬁ

Write protection WOOO

Data format error F 00101000
Variable Qbject ID erron \ N\ 00110000
Time O{Q ( 00001000

ActSL}i\dat\eror ('\ \J x010xaaa
< Hlsk{mal da \a.Q'or x 1xxxxaaa

Routberror \ 00111000
Ko response N 00000000
Weittoo long N/ 00011000
\Qut\{fsM\c N 10100000

NS exor 10000000
\ODE not Blient 10011000
N&t shortcircuit 10010000
\S{errun/Framing error 10001000
RS-232 handshake error 10101000

X" means the bit is don't care.

"aaa" means at least one of the three bits is true (1).

6 FAL protocol state machines
Interface to FAL services and protocol machines are specified in the following sections.

The behaviour of the FAL is described by three integrated protocol machines. The three
protocol machines are: the FAL Service Protocol Machine (FSPM), the Application
Relationship Protocol

Documents

Document Sharing Hub

Full document details: IEC 61158-6-4 2007


http://avadocuments2026.com/doc/iec-61158-6-4-2007
http://avadocuments2026.com/doc/iec-61158-6-4-2007

