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INTERNATIONAL ELECTROTECHNICAL COMMISSION

INDUSTRIAL COMMUNICATION NETWORKS -
FIELDBUS SPECIFICATIONS -

Part 6-4: Application layer protocol specification —
Type 4 elements

FOREWORD

this end and in addltlon to other activities, IEC publishes International
Technical Reports, Publicly Available Specifications (PAS) and Guides

governmental organizations liaising with the IEC also part|0|pate i
with the International Organization for Standardization (ISO
agreement between the two organizations.

and are accepted by IEC National
Committees in that sense. While all reasonable effqrts \ t re that the technical content of IEC
Publications is accurate, IEC cannot be ) the way in which they are used or for any
misinterpretation by any end user.

4) In order to promote internatiopal uniformit

the latter.

5) IEC itself does nof provide
assessment serw i
services carried out by i

8) AttentionN ¥ to ative references cited in this publication. Use of the referenced publications is
indispensabte_forthe sorreef application of this publication.

9) Attention is draw possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shail not be held responsible for identifying any or all such patent rights.

Attention is drawn to the fact that the use of the associated protocol type is restricted by its
intellectual-property-right holders. In all cases, the commitment to limited release of
intellectual-property-rights made by the holders of those rights permits a layer protocol type to
be used with other layer protocols of the same type, or in other type combinations explicitly
authorized by its intellectual-property-right holders.

NOTE Combinations of protocol types are specified in IEC 61784-1 and IEC 61784-2.

International Standard IEC 61158-6-4 has been prepared by subcommittee 65C: Industrial
networks, of IEC technical committee 65: Industrial-process measurement, control and
automation.

This second edition cancels and replaces the first edition published in 2007. This edition
constitutes an technical revision.
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This edition includes the following significant changes with respect to the previous edition:

a) editorial improvements;
b) editorial corrections.

The text of this standard is based on the following documents:

FDIS Report on voting
65C/764/FDIS 65C/774/RVD

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

e reconfirmed;

e withdrawn;

o replaced by a revised edition, or

O

e amended.
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INTRODUCTION

This part of IEC 61158 is one of a series produced to facilitate the interconnection of
automation system components. It is related to other standards in the set as defined by the
“three-layer” fieldbus reference model described in IEC 61158-1.

The application protocol provides the application service by making use of the services
available from the data-link or other immediately lower layer. The primary aim of this standard
is to provide a set of rules for communication expressed in terms of the procedures to be
carried out by peer application entities (AEs) at the time of communication. These rules for
communication are intended to provide a sound basis for development in order to serve a
variety of purposes:

e as a guide for implementors and designers;

e for use in the testing and procurement of equipment;
e as part of an agreement for the admittance of systems into the.opk

e as a refinement to the understanding of time-critical compmunications\withi

This standard is concerned, in particular, with the com
effectors and other automation devices. By using thig

work together in any combination.

O

Documents

Document Sharing Hub

Full document details: IEC 61158-6-4 2014


http://avadocuments2026.com/doc/iec-61158-6-4-2014
http://avadocuments2026.com/doc/iec-61158-6-4-2014

-8- IEC 61158-6-4:2014 © IEC 2014

INDUSTRIAL COMMUNICATION NETWORKS -
FIELDBUS SPECIFICATIONS -

Part 6-4: Application layer protocol specification —
Type 4 elements

1 Scope

1.1 General

The fieldbus application layer (FAL) provides user programs withra\means\o ascess the
fieldbus communication environment. In this respect, the FAL caf be W
between corresponding application programs.”

e applisation layer protocol data units conveyed

b) the transfer
protocol dat

This standard specifies the protocol of the Type 4 fieldbus application layer, in conformance
with the OSI Basic Reference Model (ISO/IEC 7498-1) and the OSI application layer structure
(ISO/IEC 9545).

1.2  Specifications

The principal objective of this standard is to specify the syntax and behavior of the application
layer protocol that conveys the application layer services defined in IEC 61158-5-4.

A secondary objective is to provide migration paths from previously-existing industrial
communications protocols. It is this latter objective which gives rise to the diversity of
protocols standardized in IEC 61158-6 series.
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1.3 Conformance

This standard do not specify individual implementations or products, nor do they constrain the
implementations of application layer entities within industrial automation systems.
Conformance is achieved through implementation of this application layer protocol
specification.

2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and
are indispensable for its application. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any
amendments) applies.

NOTE All parts of the IEC 61158 series, as well as IEC 61784-1 and IEC 61784-2"are aneously
Cross-references to these documents within the text therefore refer to the editions pormative
references.

IEC 61158-3-4, Industrial communication networks — Fieldbus — Part 3-4: Data-

link layer service definition — Type 4 elements

IEC 61158-5-4, Industrial communication networks$ j ecifications — Part 5-4:
Application layer service definition — Type 4 ele

IEC 61158-6:2003, Digital data commuwicati remgnt and control — Fieldbus for
use in industrial control systems — Part b ] 2

IEC 61158-6 (all subparts
Part 6: Application layer p

ISO/IEC 7498-1, Informatie ; pen Systems Interconnection — Basic Reference
Model — Part1: TheBas 2

ISO/IEC 8822, ' w'— Open Systems Interconnection — Presentation
service definition

ISO/IEC 8824-1, 1 Abstract Syntax Notation One (ASN.1):

ISO/IEC 954 ation technology — Open Systems Interconnection — Application Layer
structure

ISO/IEC 10731, Information technology — Open Systems Interconnection — Basic Reference
Model — Conventions for the definition of OSI services

3 Terms, definitions, symbols, abbreviations and conventions

For the purposes of this document, the following terms, definitions, symbols, abbreviations
and conventions apply.

3.1 Referenced terms and definitions
3.1.1 ISO/IEC 7498-1 terms

For the purposes of this document, the following terms as defined in ISO/IEC 7498-1 apply:

1 This standard has been superseded by the IEC 61158-6 series Documents
Document Sharing Hub
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application entity

application process
application protocol data unit
application service element
application entity invocation
application process invocation
application transaction

real open system

transfer syntax

3.1.2 ISO/IEC 8822 terms

For the purposes of this document, the following terms as defined i

a)
b)

abstract syntax

presentation context

3.1.3 ISO/IEC 9545 terms

For the purposes of this document, the following ter

application-association
application-context
application context name
application-entity-invocagtion

application-entity-type

315 Fieldbus data-link layer terms

IEC 61158-6-4:2014 © IEC 2014

For the purposes of this document, the following terms as defined in IEC 61158-3-4 and
IEC 61158-4-4 apply.

a)
b)
c)
d)
e)
f)

9)
h)
i)

DL-Time
DL-Scheduling-policy

DLCEP

DLC

DL-connection-oriented mode
DLPDU

DLSDU

DLSAP

network address

Full document details: IEC 61158-6-4 2014
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j) node address

k) node

3.2 Abbreviations and symbols

AE Application Entity

AL Application Layer

ALE Application Layer Entity

APDU Application Protocol Data Unit
AR Application Relationship

AREP Application Relationship End Point
ASE Application Service Element
Cnf Confirmation

DL- (as a prefix) Data-link-

DLCEP Data-link Connection End Point
DLL Data-link Layer

DLE Data-link Entity

DLM Data-link-management

DLS Data-link Service

DLSAP Data-link Service Access Poi
DLSDU DL-service-data-u

FME FAL Management En

Ind Indication

The FAL is defined as a set of object-oriented ASEs. Each ASE is specified in a separate
subclause. Each ASE specification is composed of three parts: its class definitions, its
services, and its protocol specification. The first two are contained in IEC 61158-5-4. The
protocol specification for each of the ASEs is defined in this standard.

The class definitions define the attributes of the classes supported by each ASE. The
attributes are accessible from instances of the class using the Management ASE services
specified in IEC 61158-5-4 standard. The service specification defines the services that are
provided by the ASE.

This standard uses the descriptive conventions given in ISO/IEC 10731.
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3.3.2 Conventions for state machines for Type 4

A state machine describes the state sequence of an entity and can be represented by a state
transition diagram and/or a state table.

In a state transition diagram (Figure 1), the transition between two states represented by
circles is illustrated by an arrow beside which the transition events or conditions are

presented.
R1
S » S
Figure 1 — State transition diagr
Table 1 — State machine descripti
Events or conditions that trigger this state
# Current transaction N
€ tate

state => act|ory\(\ /\ g

Name of The current [ Events or conditiahs tha trigger thfs stat The next state after the
actions in this transition is
taken

this state to transaction.

transition which this =>
state The actions that arg’taken wh e abbye events
transition or

applies condjtions are met.\The \actions are.al
beldw &yentgorsqndition
The conventions used j \tla itiom\table (Jlable 1) are as follows.

:= Value of ite by value of an item on the right. If an item on
the right is a e primitive shown as an input event.

value _reason' parameter is assigned to a parameter called 'ldentifier.’
"xxx"\|\ndicates fixed value.

Example:

Identifier := "abc"
means value "abc" is assigned to a parameter named 'ldentifier.’

= A logical condition to indicate an item on the left is equal to an item on the right.
< A logical condition to indicate an item on the left is less than the item on the right.
> A logical condition to indicate an item on the left is greater than the item on the
right.
<> A logical condition to indicate an item on the left is not equal to an item on the
right.
&& Logical "AND"
|| Logical "OR"
Service.req represents a Request Primitive; Service.req{} indicates that a request
primitive is sent;

Service.ind represents an Indication Primitive; Service.ind{} indicates that an_Indication

Primitive is received; Documents
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Service.rsp represents a Response Primitive; Service.rsp{} indicates that a Response
Primitive is sent;

Service.cnf represents a Confirm Primitive; Service.cnf{} indicates that a Confirm
Primitive is received.

4 FAL syntax description

4.1 FAL-AR PDU abstract syntax

411 General

The information stored in an APDU depends on whether the APDU hold
response. The role of the state machine that encodes the APDU (the FSP
the APDU is encoded.

a request or a

APDUs always consist of an APDU header and an APDU body. | ¢ APDU

body may be empty.

4.1.2 Abstract syntax of APDU header

Table 2 defines the contents of the APDU header.

Tabzy\ﬁu\;.

Field name Subfield name Poss\i\e v\a\\é\s\ onst>sk (/r,ésent if) Comment
ControlStatus Instruction Errorcgde
Write

nted Read
(\ Segmented Write

ControlStatus.Instruction
= Errorcode

Described in
Figure 3 to Figure 5

ControlStatus <\ Er\/\éd\

ControlStatus.Instruction
<> Errorcode

ethod | Variable Object

Flat

ControlSt% ressmg

ControlStatus.Instruction
<> Errorcode

NoActualError Used by the responding
user application to
indicate, that an actual
error may affect the
accessed Variable

Object

ControlStatus wataError

ActualError

ControlStatus.Instruction
<> Errorcode

ControlStatus HistoricalDataError | NoHistoricalError Used by the responding
user application to
indicate, that an error
may have affected the
accessed Variable

Object

HistoricalError

DataFieldFormat Offset/Attribute No Offset/Attribute

Offset/Attribute

Indicates, whether the
APDU Body holds an
Offset/Attribute field

DataFieldFormat |Variable Identifier |Simple APDU is a request APDU | Indicates the format of
Format the Variable Identifier in
Complex a request APDU

Full document details: IEC 61158-6-4 2014
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Field name Subfield name Possible values Constraint (present if) Comment
DataFieldFormat | Offset/Attribute Integer16 APDU is a response Indicates the size of the
size APDU AND Offset/Attribute field of
Integer32 DataFieldFormat.Offset/A | the APDU Body
ttribute = Offset/Attribute
DatalLength min. 2 Indicates the total length
of the APDU Body.
MaxDataSize indicates
the max length of the
data part of the APDU
Body.
4.1.3 Abstract syntax of APDU body

Field name

Subfield name

Possible values

Comment

Variableldentifier

Code.Bitaddressing

No BitAddressing
BitAddressing

Variakleldentifier

If this field indicates
BitAddressing, the
Variableldentifier also
holds a Bit-no

Variableldentifier

Code.Bit-no

DA

0 to

N\

ARDU is aTequest
AP AND APDU
ader indicates
oivplex
riableldentifier AND

Variableldentifier
indicates BitAddressing

Bit-no selects a bit
within one octet. Bit-no
= 0 selects bit 1 etc.
The octet is selected by
Offset/Attribute.

Variableldentifier

@.o Set/Att Nln W
tegen32

A

APDU is a request
APDU AND
DataFieldFormat.Variabl
e ldentifier Format =
Complex AND

DataFieldFormat.Offset/
Attribute =
Offset/Attribute

DataFieldFormat.Offset/
Attribute =
Offset/Attribute AND

Variableldentifier.Code.
Offset/Attribute size =
Integer16

Variableldentifier |D\> .32 768 to APDU is a request
N APDU AND
+32 767 DataFieldFormat.Variabl
e Identifier Format =
Simple
Variableldentifier ID -8 388 608 to APDU is a request
APDU AND
+8 388 607 DataFieldFormat.Variabl
e Identifier Format =
Complex
Offset/Attribute -32 768 APDU is a request Negative values select
+32 767 APDU AND attribute, positive

values select part of
constructed variable

Full document details: IEC 61158-6-4 2014
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Field name

Subfield name

Possible values

Constraint (present if)

Comment

Offset/Attribute

-2 147 483 648 to
+2 147 483 647

APDU is a request
APDU AND
DataFieldFormat.Offset/
Attribute =
Offset/Attribute AND

Variableldentifier.Code.
Offset/Attribute size =
Integer32

Negative values select
attribute, positive
values select part of
constructed variable

Offset/Attribute

-32 768 to
+32 767

APDU is a response
APDU AND
DataFieldFormat.Offset/
Attribute =
Offset/Attribute AND

DataFieldFormat.Offsg
Attribute size= Integ& 16

Negative values select
attribute, positive
values select part of
constructed variable

Offset/Attribute

-2 147 483 648 to
+2 147 483 647

APDU is a responsge
APDU AND

Data Any
RequestedLength 0t 535 >\13/ @ Indicates the length of
data to Read, as the
number of octets
i
ééqented Read
Sequence Wis a request Indicates whether this
PDU AND request is the first, one
ontrolStatus.Instruction | in the middle, or the last
indicates Segmented of a segmented
Read OR Segmented transfer.
Write
4.2 Data types

5 Transfer syntaxes

5.1 APDU encoding

5.1.1

5.1.1.1

APDU Header encoding

APDU header structure

The abstract syntax of the APDU header is defined in 4.1.2. Subclause 5.1 describes the
encoding of the header. The APDU header consists of three fields, as shown in Figure 2.

Onre octet

One octet

4 octets

ConfrolStatus

| DataFieldFormat

| DatalLength

Figure 2 — APDU header structure
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5.1.1.2 ControlStatus

ControlStatus is coded into one octet. The interpretation of this octet depends on the
instruction subfield. The coding of the instruction subfield is shown in Figure 3.

8|7|6|5|4|3|2|1| 000 Erorcode
[ 001 Store
010 Load
011 And
100 Or

101 Test-And-Set
110 Segmented Load
111 Segmented Store

Figure 3 — Instruction subfield of ControlSta

If the instruction is = 000 ( = Errorcode), the remaining five
error code. The possible values are shown in Figure 4.

us holds the

slrlefs[4]sf2]1]
|

full or empty
00 fo rmat error

Q>oo11 Variable Object IDe rror
0 Route eror
o\ 01000 Wiitep rotection
w 01001 Infolength eror
01010 Instruction Ermror
Q 10000 CRC Error

10001 Overrun/Framing emror
10010 Net short crcutt

10011 DLE not ciient

10100 Out of sync

10101 RS-232 handshake emror

e 4 — Errorcode subfield of ControlStatus

If the instruction i ¥ 000 (<> Errorcode), the remaining five bits of ControlStatus holds the
subfields addressing method, ActualDataError and HistoricalDataError. The coding of these
fields is shown in Figure 5.
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Slrfefsf4fsf2]1]

<>000 (<> Errorcode)

Addressing method
0: Variable object
1: Flat

ActualDataEmor

0: No Actual Error
1: ActualError

HistoricalDataEmor
0: No HistoricalError
1: HistoricalEmror

Figure 5 — Remaining subfields of ControlS

5.1.1.3 DataFieldFormat

t/ Attrid
: Offs et/ Attribute

5.1.2
5.1.2.1

The abstract syntax for the APDU Body is described in 4.1.3. Subclause 5.1.2 describes the
encoding. The interpretation of the APDU Body is indicated by the APDU header.

A request APDU body may consist of up to four of five possible fields, as shown in Figure 7.

2 or 4 octets 0, 2 or 4 octets 0— Max PDU size octets 0 - 2 octets 0 or 1 octet

| Variable | dentifi er | Offset/Attribute | Data | RequestedLength | Sequence ‘

Figure 7 — Structure of request APDU body

A response APDU body may consist of up to two fields, as shown in Figure 8.
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0, 2 or 4 octefs 0 —Max PDU size octets

| Offset/Attribute | Data |

Figure 8 — Structure of response APDU body

5.1.2.2 Variable identifier
The Variable Identifier can be either simple or complex. If it is simple, it consists of only one

subfield, ID, which is of type Integer16. If it is complex, it consists of two subfields, code (1
octet) and ID (3 octets) as shown in Figure 9.

1 octets 3 octets

| Code | ID

Figure 9 — Variable identifier

The coding of the Code subfield of the variable identifier is

Slrfefsf4fsf2]1]

taddressing

0: No BitAddressing
\> 1- RitAddressina

ode subfield of variable identifier

the APDU body may or may not be present If present,

51.2.4 RequestedLength

The RequestedLength subfield may or may not be present.

If the APDU is a request APDU, and the ControlStatus.Instruction subfield of the APDU
Header indicates Read or Segmented Read, the RequestedLength subfield is present. It
indicates the octet length of the requested data or attribute.

The RequestedLength subfield is an Unsigned8 or an Unsigned16. As there is no Data
subfield in the APDU if there is a RequestedLength subfield, the size of RequestedLength is
implicitly given by the DataLength parameter. If the value of RequestedLength is less than
256, RequestedLength shall be of type Unsigned8.
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5.1.2.5 Data
The Data subfield of the APDU body holds either:

a) Data, coded and packed as described in 5.2, or
b) an attribute of a variable object, coded and packed as described in 5.2.

As there is no RequestedLength subfield in the APDU if there is a Data subfield, the size of
the data subfield is implicitly given by the DataLength parameter.

5.1.2.6 Sequence

The Sequence subfield is one octet, with the following legal values.

0: Indicating, that this is the first request of a segmented Read g
1: Indicating, that this is one of the following requests of a seg

2: Indicating, that this is the last request of a segmentedR
5.2 Variable object encoding and packing
5.21 Encoding of simple variables

5.21.1 Encoding of a Boolean value

a) The encoding of a boolean value
single octet.

b) If the boolean value is FALSE, bit 1/6f the C

5.2.1.2 Encoding of 4

Value.

5.2.2 Encoding of constructed variables

5.2.2.1 Encoding of a String value
a) The encoding of a variable length String value shall be primitive.

b) The Length field shall indicate as a binary number the number of elements in the String
value.

c) The Length field shall be in the first octet.
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5.2.2.2 Encoding of a BitString value
a) The encoding of a BitString value shall be primitive.
b) There is no Length field in the BitString.

c) The value of the BitString, commencing with the first bit and proceeding to the trailing bit,
shall be placed in bits 1 to 8 of the first octet, followed by bits 1 to 8 of the second octet,
followed by bits 1 to 8 of each octet up to and including the last octet of the
ContentsOctets.

d) Unused bits, if any, shall be placed in bits 2-8 of the last octet.
5.2.3 Alignment
5.2.3.1 General

Subclause 5.2.3 describes how fields and elements of constructed va
transferred.

The general alignment is two.

* Fields and elements of basic type, and with a sizé
immediately after the previous field or element.

5.2.3.2 Array elements transfer syntax

Table 4 shows an exampl tra S nta vaxiable "ArrayVar" of type

ARRAY[1..2] of ARRAYN..3]\of InteGers.

Q Tabled — Transfer syntax for Array

A octet\[AfrayVar[1,1]
\2. bctet [ArrayVar[1,2]
3Noctet |ArrayVar[1,3]
. octet |ArrayVar[2,1]
5 octet |ArrayVar[2,2]
6. octet |ArrayVar[2,3]

5.2.3.3 Struct ields transfer syntax
Table 5 shows an example of transfer syntax for a variable "StructVar" of type

STRUCTURE

Field1: Integer8;

Field2: STRUCTURE
Sub1: Integer16;
Sub2: BitString[8];

END;

Field3: Integer8;

Field4: BitString[8];

Field5: Integer8;

END;
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Table 5 — Transfer syntax for Structure

N

. octet StructVar.Field1

. octet Dummy

. octet StructVar.Field2.Sub1, Most significant octet

. octet StructVar. Field2.Sub1, Least significant octet
. octet StructVar.Field2.Sub2

. octet StructVar.Field3

. octet StructVar.Field4

(N[OOI DN

. octet StructVar.Field5

5.24 Variable object attributes

All variable objects may have the optional attributes defined in Tahle

Table 6 — Common variable object attrihutes

Attribute name Index \Q}nt\\
Variable Type Identifier -20 [ [Ufsigned8\
Octet Length -240\ \ [Ipteferd2
Read enable 88 \ YBobledn\ >
Write enable < { -29 ( [Bdolean/ N
Write protected 30 \ [Boolean /

The key attribute, variable identifier, |i
accessible attribute.

tifys the variable object, and is not an

errorcode "Varial
service invocation

There is one set
of constructed

identifier values for the variable types.

Table 7 — Variable type identifiers

Variable type Identifier
Boolean 43
Integer8 49
Integer16 34
Integer32 35
Unsigned8 48
Unsigned16 50
Float32 36
Float64 37
UNICODE Char 51
Complex 61
String 40
BitString 62
FIFO 63

Variable objects of type FIFO shall have the mandatory additional attributes defined
in Table 8.
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Table 8 — FIFO variable object attributes

Attribute name Index Format
Next Element In -2 Integer16
Next Element Out -4 Integer16
Free elements -6 Integer16
Used elements -8 Integer16
Reread -9 Boolean
Rewrite -10 Boolean

Subclause 5.3 specifies the hexadecimal values for error codes in the error_status parameter
of the Variable ASE service RESPONSE. The possible values are shown ih Ta 9.

Table 9 — Error codes

Error description

&\
cror cop b

Instruction Error

Info length error

FIFO full or empty

Write protection

Data format error

Variable Object ID err\

0011 )5000

00001000

Actual data error

0
Time Out /l
\

x010xaaa

1xxxxaaa

00111000

00000000

00011000

10100000

10000000

10011000

10010000

\@{errur&framing error

10001000

&Mandshake error

10101000

x”means the bit is don't care.

"aaa" means at least one of the three bits is true (1).

6 FAL protocol state machines

Interface to FAL services and protocol machines are specified in the following paragraphs.

The behaviour of the FAL is described by three integrated protocol machines. The three

protocol

machines are:

the FAL Service Protocol

Machine (FSPM),

the Application

Relationship Protocol Machine (ARPM), and the Data-link Layer Mapping Protocol Machine
(DMPM). The relationship among these protocol machines as well as primitives exchanged
among them are depicted in Figure 11.
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User application

A
FAL Service Req/Rsp Primitives i FAL Service Ind/Cnf Primitives

FSPM
FSPM Req Primitives FSPM Ind Primitives

&
A 4
ARPM #1 M #2

ARPM Req Primitives ARPM Ind Primitives
A 4

DL Reqg/Rsp Primitives DL Ind Primitives

\ 4
Data Link Layer

The FSPM describes the service interface between
responsible for the following activities.

— To accept service primitives from the

primitives.

— To select the AREP identified by th sting arameter supplied by the user
application and send FAL internal pfimitives tQ alected AREP.

— To accept FAL internal primitives pérform the actions specified in these
primitives, and return 4 EP)from which they are received. This applies for

indications holding

— To accept FAL inte Primiti f AREP, convert them into service, and deliver
these service/primi ' AL bsery as a result of the FAL user invocation of the
RESPONSE s¢ i i

The DMPM describes the mapping between the FAL and the DLL. It does not have any state
changes. The DMPM is responsible for the following activities.

— To accept FAL internal primitives from the ARPM, prepare DLL service primitives, and
— To receive DLL indication primitives from the DLL and send them to the ARPM in a form of
FAL internal primitives.

7 AP-context state machine

The AP-Context State Machine is not present.
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