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INTERNATIONAL ELECTROTECHNICAL COMMISSION
MARITIME NAVIGATION AND RADIOCOMMUNICATION
EQUIPMENT AND SYSTEMS -
DIGITAL INTERFACES -

Part 401: Multiple talkers and multiple listeners —
Ship systems interconnection — Application profile

FOREWORD

1) The IEC (International Electrotechnical Commission) is a worldwide organizatio

participate in this preparation. The IEC collaborates closely with the Inte
(ISO) in accordance with conditions determined by agreement betwe

of standards, technical specifications,
Committees in that sense.

between the IEC Standard and th
latter.

5) The IEC provides no mp
equipment declared to be i

6) Attention is draw th
of patent rights. Th

International Standé
Maritime navigation

The text of this s

FDIS Report on voting
80/310/FDIS 80/325/RVD

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 3.

The special typographical conventions and nomenclature used in this standard are defined in
IEC 61162-400, annex A.

Annexes A, B and C form an integral part of this standard. Annex D is for information only.

The committee has decided that the contents of this publication will remain unchanged until
June 2005. At this date, the publication will be

+ reconfirmed;

* withdrawn;

* replaced by a revised edition, or

. amended. Documents
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INTRODUCTION

International Standard IEC 61162 is a four-part standard which specifies four digital interfaces
for applications in marine navigation, radiocommunication and system integration.

The four parts are:

IEC 61162-1 Single talker and multiple listeners
IEC 61162-2 Single talker and multiple listeners, high speed transmission
IEC 61162-3 Multiple talkers and multiple listeners — Serial data instrument network

IEC 61162-4 Multiple talkers and multiple listeners — Ship systems interconmegction.

Part 4 of the standard is sub-divided into a number of individual stand art numbers
in the IEC 61162-400 series. A full reference to part 4 can be

clause 4.

alrd

IEC 61162-400.

s
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MARITIME NAVIGATION AND RADIOCOMMUNICATION
EQUIPMENT AND SYSTEMS -
DIGITAL INTERFACES -

Part 401: Multiple talkers and multiple listeners —
Ship systems interconnection — Application profile

1 Scope

1.1 General

IEC 61162-4 series specifies a communication system for use tegrated sk ontrol

systems.
IEC 61162-400 defines the overall functional scope for the

1.2  Application profile

in part 410.

The description of the A-
protocol and of message ¢

3s/offered to the application using the
d to realize these services.

ain provisions which, through reference in this text,
61162. For dated references, subsequent amend-
ese publications do not apply. However, parties to
C 61162 are encouraged to |nvest|gate the p035|b|I|ty of

IEC 61162-400,~Mar#time navigation and radiocommunication equipment and systems —
Digital interfaces = Part 400: Multiple talkers and multiple listeners — Ship systems
interconnection — Introduction and general principles

IEC 61162-410, Maritime navigation and radiocommunication equipment and systems -
Digital interfaces — Part 410: Multiple talkers and multiple listeners — Ship systems
interconnection — Transport profile requirements and basic transport profile

IEC 61162-420, Maritime navigation and radiocommunication equipment and systems —
Digital interfaces — Part 420: Multiple talkers and multiple listeners — Ship systems
interconnection — Companion standard requirements and basic companion standards

IEEE 754: IEEE Standard for Binary Floating-Point Arithmetic

ISO/IEC 8859-1, Information technology — 8-bit single-byte coded graphic character sets —
Part 1: Latin alphabet No. 1
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ISO/IEC 10646-1, Information Technology — Universal Multiple-Octet Coded Character Set
(UCS) — Part 1: Architecture and Basic Multilingual Plane

RFC 2500:1999, Internet Official Protocol Standards — Internet Activities Board standard

NOTE RFC (request for comments) is a document issued by the Internet engineering task force (IETF), the
International standardization body for the Internet, that describes a part of the Internet protocol. Some RFCs are
accepted as official Internet standards and listed in the “Internet Official Protocol Standards” itself an RFC.

3 Definitions

abbreviations
ata_types (data
IEC\61162 are

This clause is divided into definition of terms (terms), definitio
(abbreviations), definitions of nomenclature (conventions), definition
types) and definition of literal formats. Other definitions valid for thi
contained in part 400 of this standard.

3.1 Terms

For the purpose of this part of IEC 61162, the following ter.

3.1.1
anonymous broadcast (ABC)
a broadcast service where the sendg

3.1.2
array

Arrays can have variabl
between these two typfe
the real length of a va

3.1.3 Q

bit order
this standard num
bit zero the least &

mechanisms for the transmission of characters:

a) an 8-bit cha based on ISO/IEC 8859-1 (also called ISO Latin-1). This set covers
most national alphabets based on the Latin letters;

b) a 16-bit character based on ISO/IEC 10646-1. This standard specifies the use of the 16-
bit form Universal Character Set 2 (UCS-2) which covers most of the commonly used
character sets in the world

NOTE 1 Later revisions of the standard may also support 32-bit characters.

NOTE 2 Any reference to character in this standard implies the 8-bit character if not otherwise stated.

3.1.5

companion standard

these are the mechanisms to define and describe how the A-profile services are used to
implement some application functions and interfaces (see IEC 61162-420)

3.1.6

connection

an association between two interfaces or two MCPs, one each on a server and a client MAU.

A connection must be established before transactions can be activated ocuments
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There is also a connection between each pair of LNAs and between each MAU and its LNA.
Although similar in concept, they are not directly associated with the activation of
transactions.

3.1.7

data type

this standard defines a set of data types that have a machine and T-profile independent
interpretation. The types cover, for example characters, signed and unsigned integers and
floating point containers as well as some other derived types. The data types are defined
in 3.4

3.1.8

format string
a text string that defines the structure of certain data records that 3 t
T-profile. It also contains information about the function supported scts. See
clause 8.4.3.5 for more information

3.1.9

interface
a collection of MCPs (references to data objects) impleme
which behaves similarly to MCPs in that operations
interface

. or client MAU
ffect all MCPs in the

3.1.10
IP - internet protocol

is currently the mgst
details <>

3.1.12

magic number
The first field o € hich will be common to a group of messages. It can be used
by the proto - i entify and verify messages and message boundaries. See

this protocol is based on the exchange of messages between various modules. The T-profile
may impose limits on the maximum size of these messages. See clause 4 for more information

3.1.14

message

one of the basic components of this standard. They are collections of information items with a
defined format that are exchanged between various modules to achieve some service or part
service. The message formats are defined in clause 8. The exchange patterns are defined as
sequence diagrams in clause 7

3.1.15

module

entities (programs or host computers) between messages that are sent which are either an
LNA (application independent network communication manager) or a MAU (the application
program module)
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3.1.16

network bit order

the A-profile definition is resolved to the octet level. The ordering of bits within each octet is
defined by the T-profile in use. See clause 4 for more information

3.1.17

network octet order

all multi-octet entities (messages or fragments of messages) are defined to be transferred in a
T-profile and host computer independent format. This format is defined in 8.4.3.5

3.1.18
null MCP
an MCP associated with the MAU itself. It will have a reference cod

can also be used to transfer information to MAU call back routines
cannot be connected to from remote MAUs and it is not associated §

3.1.19
octet
the smallest information entity that the A-profile proto 0

sequence of octets as the sent message and
pattern as the sent octet. The protocgldpes

3.1.20
record
a sequence of different
name

3.1.21 Q

sequence diagram
a representatio j
system. The fg

the term is i ify a connection from a client MAU to a server MAU. It represents one
unbroken connesdi here the LNAs guarantee that no other client MAU has replaced the
originally connecting’/MAU. The death of a client MAU will be reported to the server MAU as a
closed session

3.1.23

T-profile network

a collection of network nodes (host computers) that can communicate with each other
following this standard. The concept is defined in IEC 61162-410.

This standard does not specify how nodes on two different T-profile networks shall communicate

NOTE The standard does, however, specify that one node shall be able to be connected to more than one
T-profile network at one time and this can be used to develop gateway nodes.

3.1.24

TCP/IP - transmission control protocol / internet protocol

for version 4 of the internet protocol (IPV4) is defined in RFC793. See IEC 61162-410 for
more details
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3.1.25

transaction

the term is used to identify an exchange of data between two MAUs that is related to one
initial request from the client. It can consist of from zero (non-acknowledged write) to an
unlimited number (subscriptions) of messages from the server

3.1.26

version number

in this standard, it is 4.0 (major number is 4, minor is 0). Earlier version codes have been
used by MiTS (see IEC 61162-400)

3.2 Abbreviations

Table 1 lists important abbreviations used in this standard. The third column gives a reference
to the clause where a definition of the term can be found.

Table 1 — Abbreviations /\

Term Description \ \\\ \ Reference
ABC Anonymous broadcast \ \ ) 3.1.1
Ack Acknowledge / \ Figures & text
IPC Inter-process communication K } / A 11.1
P Internet protocol /\ A > ( ( 3 R > 3.1.10
IPV4 Internet protocol version 4 3.1.11
LNA Local network administrator Part 400
MAU MITS application unit (applkcatiomgraw\wulé Part 400
MCP MAU conng€tionpoirt ~ \ N\_) 5.3
MTU Maximya trangmisSion unit 4.1
Obj ObjectL \ Figures & text
Req Re»e Q < \/ Figures & text
RLNA n{o/\w s&w{e}\c d@}ram) 3.3.3
RMAU g/k\ MA\u\m\s@uenc diagram) 3.3.3
TCP/IP Tk\nsh\ \PQQ c\\Qol protocol/internet protocol 3.1.24
ucs \ | univisaheharagtef set 3.1.4

3.31

use of type face

each description element has its own conventions for use of type face. In this standard, the
following conventions apply:

a) use of couri er type face indicates either some defined protocol data type (see next item)
or another protocol identifier (e.g. a message code, see 3.3.2);

b) use of the extension _min a word type set in couri er means that it references one of the
defined protocol data types. The types are defined in 3.4;

c) italics are normally used when a word or term references a label or identifier in an
associated table or figure.

3.3.2
message definition template
this standard describes a message based protocol. Each message will be described as an
ordered list of fields. An example is shown in table 2.
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Table 2 — Example of message definition

Octet # Data type Field description
0-1 word16_m MW4_MAGI C
2_3 word16_m type, message type
4_5 word1l6_m Priority
6-7 wor d16_m length, message length (= x+1 or y+1)
8 — x message body necessary
-y message body sometimes required

The message definition has three columns.

a) The first column gives the octet numbers used by a field, nu

message. The letters x, y, etc. are used to indicate the
length field. Arithmetic expressions may also be indigat

c) The third column describes the contents of the fi
values. The value of these can be found in the

@ite

ibe iag s. An example is shown in figure 1

one part that is sometimes transmitted, Th

these two parts is shown by a thick

3.3.3

sequence diagrams
message sequear desc
MAU LNA RLNA RMAU

PI ! | |
QVAU é\A!\‘Ni ]
CCMREQVAU \' :
_DEFMAUE {Jl—\]i LI ®
LL_MAUREQ(N) | @ hee_p !
s

LL_MAUACK -4 ]
- '

@
@® Repeat until answered, RETRY_INTERVAL
® Avoided if already in LNAs database
® Triggered by connection of MAU

m

IEC 2361/01

Figure 1 — Sequence diagram example

The following graphical elements are used:

— each communicating module is represented by a vertical dashed line. The upper list of
names identify the modules. The same module list will be used in all diagrams (the
modularization is defined in IEC 61162-400):

1) MAU is the local application unit communicating with its LNA;

s fRocuments
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3) RLNA is the remote communication manager communicating with LNA and RMAU;

4) RMAU is the remote application unit communicating with its RLNA,;

NOTE When two MAUs which are connected to the same LNA are communicating, the LNA — RLNA
communication sequence may depend on the implementation. However, it is recommended that the implementation
uses the standard message sequence and defines some kind of LNA internal loop-back interface for internal
messages.

— time runs from top to bottom. If needed, timing information may be shown explicitly on the
right side as comments, otherwise no time scale is given;

— messages are shown as arrows between the vertical lines. The arrows are pointing from
the sender to the receiver, and downwards. Dashed arrows (as in comment (2)) indicates
messages that are sent only under certain conditions;

interpreted as showing that the connected ope
thread and within a relative short time frame;

— sequence indicators to group
(usually as a line on
means that the comg
comment (1) and (

— comment refereng
either in the@' S

The graphical elentey

3.4 Protocol data\typ

3.41

genera
this clause~defines\the. data types used by this standard. Data type is defined as a data
container whtsh is \capable of containing information with a certain precision. Any
implementation of\{hi§ protocol shall make sure that the host computer’s or the T-profile’s
representation of these data types have at least the precision defined in the following clauses

3.4.2

basic type

for numerical and textual values, the standard makes references to the set of basic types
described in Table 3. The standard will use the names listed under the type column to identify
any of the basic types. The format column specifies the format string encoding for the relevant
type and the short format column lists the one-character code that can be used to identify the
type, for example in software libraries (see 8.4.3.5).
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Table 3 — Basic entities

Type Format Short format Description

bool _m b 1 bit Boolean (0 = FALSE, 1 = TRUE)

char8_m c8 c 8 bit character [ISO/IEC 8859-1]

char 16_m cl6 Cc 16 bit character [ISO/IEC 10646-1], UCS-2
wor d8_m w8 b 8 bit unsigned integer

wor d16_m wl6 w 16 bit unsigned integer

wor d32_m w32 W 32 bit unsigned integer f\
wor d64_m w64 U 64 bit unsigned integer /\\ ~
int8_m i 8 t 8 bit 2's complement intqﬁ& \
int16_m i 16 I 16 bit 2’s complemeytﬁn\tm&gr\

int32_m i 32 | 32 bit 2's complemext int(%ex \ )
i nt64_m i 64 H 64 bit 2's complementigteler
float32_m f32 f 32 bit fmwé 75){

f1oat 64_m f 64 F 64 bit(loa ihg)point IEW
NOTE 1 The char 8_mdata-type can be bo i igned| Th ndent on the implementation. It
shall, however, be guaranteed true to a releva Wnels representatjon of an 8-bit ISO/IEC 8859-1 character.
NOTE 2 Expect an extension of this list to include\high® isioq entities;for example 32-bit characters, 128-bit
integers and 128-bit floating point. It is recommgnded that tod tices take this into consideration.

3.4.3

array

arrays are sequence asi unignsor records (not arrays). Arrays are variable
length or fixed I@, i YE6 y riable length array called an opaque block:

a) arrays: this i i i ent types. It is defined by element type and array

length. Elements Y dfrory’zero and up. The length is constant and all elements
are transmitte

b) wvariable }én ): this is an array with a variable length. It is defined by
element NAXi gth and the type of an unsigned integer used to contain the

leng array. Only the length field itself and the number of elements
specified | ength field are transmitted on the network

c) opaque b s is a special case of the variable length array that is used to support
more comple ats that cannot be represented in the current formatting strategy. An

opaque block is a variable length array of unsigned octets (wor d8_m) that must be further
interpreted by a specified information definition.

In this part of IEC 61162, only fixed length arrays are used. They are indicated by putting the
array length in square brackets after the array type name, for example wor d16_n{ 32] .

A special case of the array is the null terminated string. This is a sequence of characters
terminated by the null character. The maximum length of the string is always defined. This
type is only used in the A-profile definition and is not accessible to the application
programmer
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3.44

record

is an ordered list of basic types, other records or arrays. All elements or arrays are
transmitted. It is defined as an ordered list of elements and/or arrays

Records are not used in this part. They are only used by application programmers. Messages
can be regarded as a special case of records. Messages are defined in clause 8.

3.4.5
union
is similar to a record, but with the definition of an additional unsigned integer used to index
the element or array that is actually transmitted in one given transfer. Only one element or
array in the basic record can be transmitted. The union is defined as a , but with the
additional index type

3.4.6
derived types

Ns“format represents
gstoas string_m

Table 4 - erivMb r orr@s

Type Format \Dgscri ion/ Reference
address_m (w16[ w8: 48] w8) Netwyrfk_%ddres\s\f&@ T}Q)file network 9.2
nodenumber _m | w32 Net\/\}(\)rk nod um}e\\a ?proﬂle network 9.2
maui d_m w16 / s}agmfNje}ynﬂer\fgr a local MAU 9.3
mauname_m 32s Nl [ Mau Nn\ V 9.3
nmcid_m wl6 I Iia%\ijeNMr code 9.4
nci name_m /3/2\{ \ > Da}\oB}e\ct n}me for interface MCP 9.6
i fname_m V\/s) \ \ h\@rf&e\né/me 9.7
passwor d_m 8§\< \.F"aiéwp'ﬁj fixed length array of 8 char8_m 9.1
wor d16_m @16 Ideylifier for remote MAU-LNA session 9.8
string_m N\ \ Null terminated string of maximum length N (inc. null) |0
wor d32_m \ M \ / Identifier for a transaction 9.9

Some data types used in this standard to refer to various data entities that need to be
implemented in the API or in the LNA, but which do not occur in protocol messages. The table
below gives an overview of these.

Table 5 — Non-protocol data types

Type Description Reference
val _m A general integral value, either integer or reference to structure 5.4.3
eventh_m A reference or reference to a call-back function 5.4.3
pack_m A reference to a data marshalling function 5.4.3
priority_m Priority (PT_LOW, PT_NORMAL, PT_URGENT) 5.4.3

The data types are defined based on semantics of the C language and may be more or less
difficult to map to other languages

Full document details: IEC 61162-401 2001
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3.6 Literals

This standard uses literals as defined in annex A of IEC 61162-400. The principles are
summarized below.

3.6.1

numbers

decimal and hexadecimal (prefixed with 0x) numbers are used. Decimal numbers can be
signed and/or floating point

3.6.2
characters and strings
single characters are enclosed in single quotes, strings in double

3.6.3
Boolean

3.6.4
symbolic constants

4 Dependence on T-profile

4.1 General

n na fo%at makes it independent of the T-profile. The
-prlles can e used)dependent on the application area and

This part of the standard/is writ
principle is that different
corresponding require

T-profile are contine in
This clause givesvap i c umptions that this part has been based upon and

also uses the same logical structure (TP-network, network node
munication (see 6.4.1.2).

4.3 Services required

The T-profile is assumed to provide node connection and data transport services as described
in [IEC 61162-410 of this standard. Briefly summarized, these services are:

a) define and establish one or more T-profile networks where nodes are individually
identifiable by network node number;

b) establish reliable (and possibly redundant) communication links for messages between
any two nodes on the network;

c) establish listening and transmitting multi-cast ports that can send or receive messages
between and to all nodes on a T-profile network;
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d) detect and report errors on a connection, including loss of redundancy;
e) send and receive reliable messages on two priority levels (PT_URGENT and PT_NORMAL);

f) send and receive unreliable broadcast (or multicast) messages on the PT_URGENT and
PT_NORMAL priority level.

This standard enables communication between nodes on one T-profile network.

4.4 Services required, but not used by the A-profile

The T-profile shall in addition to the services listed in the previous subclause provide two
further management-oriented services:

a) physical network management;

b) time distribution.

These services are required for the integrated control syst
implement A-profile services as described in this part of the

computer.

4.5 Variable quality of service attributes

The T-profile is in pringipl v g delivery of certain types of data, also in
face of partial loss of] ; ion urthermore, it is assumed that no single
error in the lower Aevel trahspo cli itikshall disrupt the delivery of data. This normally
requires some f@) ¢ sprission capabilities and sufficient self-checking of
T-profile transmissiop™

The A-profile w ithout this level of reliability. However, the basic safety related
properties of n system will be severely affected by lower service quality in

these areas.\For \-S3 ated integration tests or non-critical data acquisition systems,
3 S have a lower integrity T-profile service, for example by using

It is necessary to~copsider the application area for the system before a decision is made to
allow a lower quality T-profile to be used. This must also be clearly documented.

For broadcast messages, the A-profile and the applications are required to assume that
messages can be lost or duplicated. Both losses and duplication may impact on the
performance of the system. The T-profile should reduce the possibilities for any of this to
happen.

4.5.2 Real time response

The T-profile is required to provide three priority levels: PT_URGENT, PT_NORMAL and
PT_LOW Higher priority traffic shall have precedence over lower priority traffic. In addition, it
is assumed that the T-profile can supply some kind of response guarantees for each of the
priority levels.
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The three priority levels are sufficient to give some level of priority support even on simple
T-profiles without quality of service support on the transport level, for example as for Internet
version 4 over Ethernet. The use of individual buffers on the data link level and prioritized
scheduling of messages from the buffers should give sufficient priority control for most
purposes. However, actual parameters must be determined based on implementation
characteristics and load figures.

4.5.3 Support for stream data

Stream data interfaces are not required by the A-profile specification. To use stream data
interfaces, the MAUs have to establish a direct stream between them. The establishment of
such streams is defined in the companion standards. The implementation_of the stream is
defined by the T-profile.

4.5.4 Maximum and minimum message lengths

This standard does not enforce any upper limit on message si

The maximum message length,
application through specified API calls

atation, shall be readable by the
itions in IEC 61162-410).

MAU continue to send messages on a congested link may be handled by closing the session
completely.

5 Functional requirements for MAU

5.1 General overview
The context diagram for the MAU is shown in Figure 2 The MAU uses its local LNA for all

communication with the network. It may be equipped with a diagnostics console, but the
functionality of this is not defined in this standard.
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___req/ack/data ---data/(ack)A

Local LNA Diagnostics
) S

ack/req —(req)””

IEC 2362/01
Figure 2 - MAU context diagram
The MAU is divided into the application specific part and the application programmer’s

interface (API). The latter part implements the application independent part of the MAU and
takes care of mapping the application services to and from the relevant LNA-MAU messages.

with some form of acknowledgement being expected later. In thi
included in the service definition. The protocol can then be

by alkopen APIs supporting this protocol.
Clause A.7 of IEC 61162-400 gives an O i the serviee definition format and how to
convert it into an API.

5.2 MAU configuratiog ma

The services defined i
LNA to removal. Tfe
The states are:

« MAU_DEFI N

manipulate MAU state, from connection to
the state transition diagram shown in Figure 3.

defines it a > opnnected application unit. This state can be used to manipulate
attribute nts or define connection points, but no connections can be
estabtis

¢ MAU_OR : \a sqQnprection attempt to the LNA is initiated by a call to MauOpen. The
MAU will in, this state until the connection is established, it times out or an

unrecoverable~gtvork error occurs. The application program must wait for one of these
events or explicitly request a close (MauCl ose),

¢ MAU_OPEN: when the connection to the LNA is established, the MAU enters the open
state. At this stage, the MAU is defined in the network and has been assigned a set of
standard services accessible by the LNA and other MAUs in the system. Connection
points can now be established, and when successfully opened, used for transactions,

e MAU_CLOSED: the connection to the LNA has been requested to close by an external unit
(LNA or another MAU) or by the application itself calling MauCl ose. The application
program waits for the EV_LNA_RESTART signal before it reopens the MAU-LNA
connection;

NOTE The external request can usually be denied by the MAU, in which case the MAU stays in the open state.

The kill signal cannot be denied.

« MAU_ERROR: a non-recoverable communication error occurred. New communication
parameters must be established before a new attempt can be made.

Documents

Document Sharing Hub

Full document details: IEC 61162-401 2001


http://avadocuments2026.com/doc/iec-61162-401-2001
http://avadocuments2026.com/doc/iec-61162-401-2001

- 22 - 61162-401 O IEC:2001(E)

O

Maulnitialize

Create MAU
A
MAU_DEFINED |
MauQpen fail - <
-initiali 4
Re-initialize MauGpen EV_LNA_RESTART
EV_LNA_NO CONNECT_ | Wait for LNA Re-open LNA
Re-open LNA 3 MauCl ose
| Close and restart
MAU_OPENING > MAU_CLOSED
EV_LNA_OPEN_ERROR EV_LNA_CONNECT 4f
Re-initialize Register MCP Maud ose, EV_LNA CLCSE,
l EV_LNA_RESET, EV_LNATKN.L
EV_LNA STATUS Accept close and restart
— MAU_OPEN
Watchdog
A
EV_LNA_SESSI ON EV_LNA_CONNECTI ON_DOMN
Remote client change Re-open LNA

%

»

MAU_ERROR

Terminate

IEC 2363/01
Note that the MAU has an associated CP, see 6.5) that can be used to control
and monitor some of the connection related attribute he MAU. The last error attribute for
the null MCP will return any.error detai i MAU level message exchange.
5.21 Define MAU p
NOTE This call is used to d ers that are used when the MAU is later instantiated.
Pre-condition: icat| system initialized. A communication descriptor for
MAU-LNA communig
Post-condition: . > open a communication channel to the LNA or an
unrecoverab ‘
Input parame
a) communica escriptor: a reference to the communication channel used between MAU

and its LNA, usually provided through a T-profile API (TLI);

b) maximum number of data objects: this is used to allocate memory for descriptor tables.
May be unnecessary in some implementations;

c¢) MAU name: logical name of application module. It is possibly to let the LNA define a
unique name by using a default MAU name;

d) MAU description: a descriptive string,
e) MAU password: used to protect against unauthorized access to MAU control functions;
f) a call-back routine for state changes as shown in the figure,

g) an optional up-call routine (possibly with other semantics than a clean call-back) which is
used to report internal errors and warnings from the API.
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Output parameters: none.

Call-back: none.
Exceptions: none.
Errors: errors will be related to various illegal parameter values or system level errors.

5.2.2 Connection open request (MauOpen)

This call is used to request the opening of the MAU-LNA connection and to send identity
information to the LNA.

Pre-condition: MAU parameters defined (MAU_DEFI NED).
Post-condition: waiting for LNA (MAU_OPENI NG) or error state.

Input parameters: optional timeout for connection attempt

Output parameters: none.

Call-back: state changes shall be reported as d
bad communication parameters.

This service uses the C The result from the

C . Note that all pending transactions and all MCP connections will be
terminated without individual warning. The API is required to clean up the internal state, but
the application mustvalso do that with any state it maintains.

Pre-condition: MAU is or in the process of being connected to LNA.
Post-condition: MAU disconnected from LNA ( MAU_CLOSED) .
Input parameters: none

Output parameters: none.

Call-back: state change will be reported to MauSt at e.
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Exceptions: none
Errors: the MAU is in an unexpected state.

This service may use the session close message (MAPI _SESSI ON), but will normally just
close the communication link to the LNA.

5.24 MAU state change call-back (MauSt at e)

This call-back routine shall be called each time the MAU changes state. It is also called when
the LNA requests a state change for the MAU or a watchdog return message.

acknowledgement.

c) EV_LNA KILL: force close (possibly not delivered, but d
EV_LNA_CONNECTI ON_DOWN).

d) EV_LNA _ STATUS: check status, used by watchdog, The
connection when the application gives a non-zero a S

open.

The possible events are summarized i
return value that is expected for continu

Table
AN
Event code A Nmal remv\r\l\glue Description
EV_LNA_CLOSE [ >0 ’(flose request

2o \
EV_LNA_CONN /a Connect state change
BTN S |2 /

EV_LNA_C(]\INEE,\T//QN}Q r}\ > Communication link down, state change

EV_LNA KILL A\ a \ Kill command

EV_LNA_NC}{ORIN\EC\T\ \{/a Connection failed due to timeout or missing LNA
EV_LNA_C%EN_E‘RQ% \ n% Port description parameter error

EV_@?R{%T \\ \ <>0 Reset request

EV_LNAD SﬁRT \\/ n/a Ready to re-connect state change
EV_LNA_SESN > n/a Remote client MAU session changes state
EV_LNA_STATUS 0 Status/watchdog request

The EV_LNA _SESSI ON event is passed to the MAU when a remote MAU, which previously
has established a connection to one of this MAU’s interfaces, dies or changes state. The
session code can be retrieved by reading MCP zero’s session (M_SESSI ON) attribute value.
The state change information can be got from the last error attribute. The following session
change codes are used:

a) SESSI ON_CO0: the communication link has been restored to normal (no congestion);

b) SESSI ON_C1: the communication link associated with the session is congested and no
more low priority messages will be accepted for transmission;

c) SESSI ON_C2: the communication link is also closed for normal priority messages;

d) SESSI ON_DOWN: the communication link to the remote MAU has been or should be
closed.
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NOTE 1 The session down code should normally be used to clean up internal state associated with the closed
session (pending transactions mainly, but also session related structures used for example, client authentication).
This may be done by calling the interface connection handlers with a “remote client dead” event. This may be
handled automatically by the API.

NOTE 2 If the MAU continues to send messages on a communication link indicated as congested, this can be
treated as an application error. The LNA may then close all links to the MAU and terminate the session. On the
other hand, the LNA must be able to accept some more messages that may be somewhere in the communication
pipeline without raising this exception.

Pre-condition: Maul ni ti al i ze has successfully been called to define the call-back routine.
The new state has normally been entered when the event is delivered (except for close
requests, where denial — negative return — makes the MAU stay in the open state.

Post-condition: see above.

Call-back: not applicable.
Exceptions: not applicable.

Errors: not applicable.

5.3 Session management, authentication S ontrol

A session is an association between the dyone remote MAU. This means that
most MCP or interface activities (see ne are also related to a session (the
exception is the anonymqus e Jocal MAU cannot manipulate a session
state, but the state of n e state of the session

Sessions are us@ boses i this .
a) for authenticatiop , S ssages (connections or transactions);

first connection between an MCP or interface on this MAU and another
g the session. No other session-related event is associated with this;

a) the creationof th
MAU: This define

b) any congestion related messages (EV_LNA_SESSI ON: low or normal priority congestion or
no congestion) changes the “capacity” of the communication link defined by the session.
The local MAU shall adjust its transmission according to these messages;

c) the loss of the connection to the remote MAU causes a session down message
(EV_LNA_SESSI ON) to be delivered to the MAU. This message means that the MAU must
clean up all states related to the session (close interfaces or MCPs and terminate all
pending transactions). This event signals the removal of the session.

The API may decide whether the session shall be handled as an object in its own right,
possibly with application related services, for example to interrogate the state. Note however,
the required clean-up after a session close. Session management is handled through the
MAPI _SESSI ON message and through the session field in the general LNA-MAU message. It
is suggested that the API keeps track of the session identifier and makes this available to the
application program (e.g. through the M_SESSION MCP attribute)
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The LNA guarantees that the session identifier is unique to a session and that it is updated
whenever an association changes (also if the remote MAU is disconnected and then
reconnected).

5.3.2 Congestion control (MauSessi on)

The MAU may issue a congestion notification, either to a specific remote MAU or to the LNA
(session zero). This notification should make the relevant entity stop the sending of low or
normal priority messages. Congestion control does not work for urgent messages.

The MAU cannot rely completely on the congestion control notification and it should be used
mostly between MAUs that have a mutual understanding or between the MAU and the LNA.

The MAU must itself cancel the congestion notification.

Pre-condition: MAU connected, and one or more sessions establishe

Output parameters: none.
Call-back: none.

Exceptions: none.

Errors: bad input paramé

5.3.3 Reques

An alternative wa
transactions on tf rfaces can be marked with a maximum number of clients
and pendingtransacti ¢ are attrlbute codes defined with the interface (Table 8)

an mterfac

5.4 Interface andconnection point overview

A data object is the abstract representation in the network of connection points that are
defined and served by a MAU. In both server and client MAU, these data objects are
referenced by a MAU connection point (MCP). An MCP in an open state (with a connection
between the server and one or more clients) is necessary to receive or send messages
between MAUSs.

The system supports two types of connection points as indicated in Figure 4:

a) the control connection point (Null MCP) that is used by the LNA for status requests, the
watchdog function and MAU state control. This object is created automatically when the
MAU is opened and is normally only visible to the application programmer through the
close, reset, kill and status MAU events. This MCP is established automatically by the API
and LNA. Transactions are handled by the API and transferred to the MAU call-back
routine;
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b) application defined interface MCP which is associated with an application level interface.
They can only use the short data object name format, but will additionally have an
interface name. These MCPs are defined in groups, one group for each interface. They
are connected and disconnected in the same groups. Transactions are handled

individually.
MAU
[ ®
Null MCP Interface
Interface
The control MCP does not usually need to be considere programmer. The
clauses following will discuss the services available §6r the in P. The remaining part

Anonymous broadcasts are not associated to spe —They are messages that can be
sent to or received from any MAU. To (facilitate ssing of anonymous broadcasts, the

a) an anonymous broadcs Je: g an interface called “ABCn”, where ‘n’ is
replaced with ong y . The interface name will determine the
broadcast port useg S \smission_and reception of messages. The MAU name is

ignored;

b) the significant
characters ca

ake sure that all ABC entries have different MCP names.

design tools sheuld

5.4.2 MCP membership in interfaces

One interface MCP will normally be associated one-to-one with an interface. However, it is
possible to define “logical” MCPs that are members of two or more interfaces. This is done by
creating one MCP that is registered as belonging to the different interfaces. This is useful for
general MCPs that can be used in two or more different contexts. If the same MCP is used in
two interfaces, it will be assigned two different MCP identity codes, one for each interface.
The LNA will treat the two identity codes as distinct MCPs, but the application can use the
same attribute values, including call-back functions and storage for both.

5.4.3 MCP attributes

This subclause defines all MCP attributes. The attributes are summarized in the table below.
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Table 7 — MCP attributes

Attribute M Type Default Description
M_MCPNANE F | mci name_m * The symbolic data object name
M_FORMAT F char 8_nt * The format string
M_SEND_STORE voi d* NULL Output data-buffer
M _RECV_STORE voi d* NULL Input data-buffer
M_SEND_PACK pack_m NULL Pack-function (marshalling for send)
M_RECV_PACK pack_m NULL Unpack-function (marshalling for receive)
M_PRI ORI TY int nor mal Default priority for trar}sﬁaﬁe{s
M_TRANS_HANDLER eventh_m NULL Transaction-handl
M_TRANS_RCODE val _m 0 User return- co/\Q\Qans\KtNha\s@r
M _LASTERROR R |int32_m Last error pade \

M_SESSI ON R |word16_m Session &forwt\x{)ea@y
M | NTERFACE R [val _m Rez( N\Qc&e\erenc\or NULL
M_CAN_CONFI GURE bool _m FALSE /T‘\ur\\\& configurable allowed

The columns from left to right are:

— the attribute column specifies a symbolis_ ide er for\the attribute in question;

— the ‘M’ column specifies how the aftr: odified; an ‘R’ in this column means
that the attribute is set by external(eve ple a communication error, and an ‘F’

— the type column spgcifi attribute. The types are defined in 3.4;
— the default colum ifre value the attribute gets if it is not explicitly
defined. An a j I gans that the attribute must be specified;

— the descriptionce escription of the attribute.

The null MCP s 3 S butes, but the interpretation of some of the values may
depend on cor

Note th onfigurable flag is only used by special companion standards for
remote config cluded here for completeness and need not be implemented in all
APls

5.4.4 Modify MCP attributes (McpGet, McpSet)

These two services are used to read and modify MCP attributes. This service can be called at
any time and also when the MCP is open; although only attributes that are marked as connect
modifiable in Table 7 can be changed when the MCP is open or opening.

Note that different variants of these routines may be necessary to modify attributes of
different types, for example it may be necessary to specify a special set and get routine for
function references.

NOTE For some implementations of the API, it may be convenient to code some of the attribute retrieval or
modification routines as specific services associated with MCPs or interfaces. This may be particularly appropriate

for object-oriented programming languages where some of the attributes can be available as object attributes or
modifiable through specific methods.
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Pre-condition: MCP is created( MCP_CREATED) .
Post-condition: no change.

Input parameters: data object attribute code and optionally new value as listed in Table 7. Only
those parameters listed with ‘M’ can be changed when the MCP is open.

Output parameters: old attribute values can be returned from the get service.
Call-back: none.

Exceptions: none.

Errors: unknown MCP or attribute code, illegal MCP state.

5.4.5 Interface attributes

This subclause defines all interface attributes. The attributes_are\s

Table 8 — Interface W
N\ A

Attribute S (M J'/\ﬁag \Dég/ult ( \ R > Description
M_MAUNAME A F nauna}B‘m \ NL)L\L The syv)\bolic server MAU name
M_| FNAMVE F if nam—:‘7m¥ \ The symbolic interface name
M_| FCNAME F if namel(m (\ Ub\ The name of the class of the interface
M_DESC \ C}ofaT‘S\n}\ 3 NU% A description string for the interface
M | S_ACCEPT NE \s\oolrR m F)h_/SE TRUE if accept type
M_PASSWORD /F\ paswo}\{_m NULL The interface password

M_CONN_HANDL%RS e}e\nt N\/ * Connection handler
M_CONN_RCODE / | 7\}\ >

0

M_TI MEOUT /\ C \F \int 32>m 0 Connection timeout (ms)
0
0

User return-code for connection handler

M_TRANSQU;UR AN F Wo\rU{G_m Length of transaction queue

M CLI ENT& \ \ \/R/ord16_m Number of clients
M_LA&QEF@QQ\ \ R [int32_m Last error code

M_SESSI bﬁ\\ \ R |[wordl6_m Session ID for current operation
M_CAN_CONFI (‘DRF\/ bool _m FALSE | TRUE if remotely configurable

See 5.4.3 for a description of the columns and codes. The S column specifies if the attribute
only has an interpretation for connect (‘C’) or accept (‘A’) side interfaces. For interface MCP,
it is necessary to interrogate the interface attributes.

Note that the remotely configurable flag is used only by special companion standards for
remote configuration. It is included here for completeness and need not be implemented in all
APls.

5.4.6 Modify interface attributes (I f Get, |f Set)

These services are used to read and/or modify interface attributes. This service can be called
at any time, also when the interface is open.

See 5.4.4 for more information on function and possible implementations.
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Pre-condition: interface is created( | F_CREATED) .
Post-condition: no change.

Input parameters: data object attributes as listed in Table 8. Only those parameters listed
with “M” can be changed when the interface is open or opening.

Output parameters: attribute values can be returned from the get service.
Call-back: none.

Exceptions: none.

Errors: illegal attribute codes or values, MCP in wrong state.

5.5 Interface management

The state diagram for an interface is shown below.

O

| fTabl e
+ Define mterfa@\ /\
), F CRQ\ S\ VM)

EV_| F_NO_CONNECT \M
EV—! F_NOT_FOUND a|t fo onnettjo Closed
Denied by LNA, retry
LNA down
2 (}NQ\Q ) N\ > Connect MAU
EV\F\@QIE‘) EV_| F_DOM
v anséqons art | Remote server down

A Y%

Y Y

IEC 2365/01

Figure 5 — Interface state transitions

a) | F_CREATEDxs the jinterface has been defined by the application, but is not yet connected.
The definition can be done while the MAU is in the created state (without connection to
the LNA). Note also that if the LNA connection goes down, all interfaces will automatically
be set to this state;

b) | F_PENDI NG: the interface attributes have been sent to the LNA. The MAU is waiting for
acceptance. There is a difference here between accept and connect objects:

1) accept object attributes are only exported to the local LNA. The object will only stay in
this state until the local LNA accepts or denies the registration. This will normally only
happen if there is an identical interface or MCP already defined by this MAU. A
connection timeout has limited utility,

2) connect interface attributes are exported to the system for connection to a remote
MAU’s accept interface. The interface will stay in this state until the remote MAU is
found and has accepted or denied the connection or until the timeout triggers;

c) | F_CONNECT: the interface has been registered and it is possible to receive or initiate
transactions.
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States b) and c¢) are only used when the MAU is in the open state. The closing of the MAU will
transfer all interfaces back to created. The API is required to do necessary state clean up and
terminate all pending transactions. The application is required to do a similar clean-up in its
data structures.

This standard requires that all MCPs in a requested interface are accepted on the server side
for the connection attempt to be positively acknowledged. This means that the client side
interface must be a true subset of the accept side interface. Errors of any type shall be
reported to the application.

If the MAU enters the error state, no call-backs will be delivered, neither on pending
transactions nor closed connections. The interfaces will be in an undefined state.

The reconnection of a broken interface connection (from state c) to b) 2
done automatically by the LNA. Note that the timeout, if specified, w ing interface to
state a), also after an automatic LNA reconnect.

The following subclauses define the services that are available

5.5.1 Define interface (I f Tabl e)

Input parameters: th
partly attributes o]
of a table that

can be automaticall

Legal interfac
are listed i
definition ~ Attri
interface ca

Output parameters: igterface reference.

Call-back: none.

Exceptions: none.

Errors: illegal MAU state, illegal interface state, illegal attributes or attribute values.

5.5.2 Remove interface (I f Renove)

This service is used to remove an interface, its MCPs and all associated state. It is only legal
to do this when the interface is in the created state.

Pre-condition: | F_CREATED.

Post-condition: interface deleted.
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Input parameters: interface reference.
Output parameters: none.
Call-back: none.
Exceptions: none.
Errors: illegal interface reference or state.

5.5.3 Establish interface connection (I f Open)

attributes from the definition of the interface and its
icg. A time-out different from zero will make the LNA

Call-back: onnection handler is called at all further interface state changes.
Transaction handlersy are defined for each MCP. These will be called on incoming
transactions.

Exceptions: timeout and format errors. The LNA may give other interface related error
messages on some occasions. All exceptions will be delivered to the connection handler.

Errors: illegal interface state, illegal or undefined attribute values, illegal interface reference.

This service uses the MAPI | REQ and MAPI | ACK messages. The result from the
acknowledgement is passed back through the interface connection call back routine.

5.5.4 Close interface (I f Cl ose)

This service removes an interface from the connected state. It can be used in the pending or
the open state. The service will block any further transactions on this object. This service will
signal to all remotely connected MAUs (server or clients) that the interface is down.
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Pre-condition: interface is pending or open( | F_PENDI NG, | F_CONNECT) .
Post-condition: | F_CREATED.

Input parameters: reference to the interface.

Output parameters: none.

Call-back: none.

Exceptions: none.

Errors: illegal interface state, illegal interface reference.

This service uses the MAPI _| REMmessage.

5.5.5 Interface state change call-back (I nt er f aceSta

Post-condition: state has changed immed

Input parameters: eve
attribute M_CONN_RC!

Event code/\< m’nmu\ / Description

EV_I F_OPEN < \ n/a / Interface open
EV_I F_D?Wﬂ\ n\h\ Interface closed from remote side

‘- ‘
fa 7

erface events

EV_I CE)REN i i i
_}\ \\\ Client requests connection to accept interface
EV&CM \ n/} Client disconnects from accept interface
N\
EV_I F_I\W\INE(\K n/a Attribute values inhibit the establishment of the interface
EV_I F_NOT_FOND” | n/a Connection timed out or was denied due to, for example
high load

NOTE The EV_| F_CDOWN event is only delivered (as an A-profile message) when the remote client closes down a
connection in a controlled manner. If the remote MAU dies, this will be notified through a session close event to the
MAU (see below).

The no connect code is used when attribute values inhibit the connection attempt, for example
password errors, badly formatted names, etc. The not found code is used when the attempt
was aborted because the data object was not found (timeout) or because connection was
temporarily denied. Details about the cause can be by examining the last error attribute value
for the interface.

The client connection attempt can be denied by the server for any reason. The normal
procedure will be to have a separate authentication interface (see the companion standards)
that is used to authenticate operator and/or physical host computer on the client side. By
comparing the session identifier (M_SESSI ON attribute) for the new interface connection
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attempt and the previous authentication transaction, the identity of the client can be
established and used to deny or accept the connection attempt.

The death of the local LNA should cause all interfaces to go to the created state, possibly
without call-back to the connection handlers. The call-back will be dependent on the API
implementation. The death of a remote client MAU will only be reported to the MAU state
change handler (see 5.2.4) as a session close event. If necessary, the application should use
the session down event to reset the state related to remote clients. The handling of these
cases may vary between APls.

Output parameters: client connection attempts can be denied by returning a non-zero value.
Call-back: not applicable.
Exceptions: not applicable.
Errors: not applicable.

5.6 MCP transactions.

Transactions look somewhat different for the differ « nd whether it is seen
from a client or a server. This subclause will be define the functionality
and semantics of each of the main gr summarizes the different

Table |10 -
Transaction&pe Clie gﬁnds )S vef sends Server later initiates
Function ) atq W Dafa R
Read Regue Data R
Write \D.Qta Acknowledge

Non- acknom(dg\w\i \tha\(y/

Subscri \Re)ﬁest Data R Data R to all clients
ub Request Data R Data R to all (unreliable)

subscn Data R Data R to all (unreliable)

“{
T \@l\s}tw{nb@ Data W Data R Data R individually

All transactimsociated with one or two data structures: data W and data R. Data W is
sent by the client, data R is sent by the server, usually as an effect of the arrival of data W.
This is typical of the basic function type transaction. The read transaction has an empty data
W from the client (it is a request for data only). The write type transaction contains data from
the client to the server and a per transaction acknowledgement, without data, from the server.
To save bandwidth, the non-acknowledged write does not allow the server to send an
acknowledgement. This group of transactions terminates when the last message has been
processed by the receiver.

For subscribe type transactions, the server may send more data R after the first
acknowledgement. The subscribe transactions do not terminate until explicitly cancelled,
either by a cancel request or by the death of the client or server. Note that the individual
subscribe allows the client to send data to the server. This data can be used to configure
different replies (also for server initiated transmissions) for different clients. Other subscribe
forms send the same data structure with the same contents to all listening clients. Anonymous
broadcast (ABC) subscribe does not use the normal client/server paradigm. It allows any node
to send to or listen on any other node, without knowing the identity of either. Documents
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