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INTERNATIONAL ELECTROTECHNICAL COMMISSION

––––––––––

FUNCTIONAL SAFETY OF ELECTRICAL/ELECTRONIC/PROGRAMMABLE
ELECTRONIC SAFETY-RELATED SYSTEMS –

Part 1: General requirements

FOREWORD

1) The IEC (International Electrotechnical Commission) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of the IEC is to promote
international co-operation on all questions concerning standardization in the electrical and electronic fields. To
this end and in addition to other activities, the IEC publishes International Standards. Their preparation is
entrusted to technical committees; any IEC National Committee interested in the subject dealt with may
participate in this preparatory work. International, governmental and non-governmental organizations liaising
with the IEC also participate in this preparation. The IEC collaborates closely with the International Organization
for Standardization (ISO) in accordance with conditions determined by agreement between the two
organizations.

2) The formal decisions or agreements of the IEC on technical matters express, as nearly as possible, an
international consensus of opinion on the relevant subjects since each technical committee has representation
from all interested National Committees.

3) The documents produced have the form of recommendations for international use and are published in the form
of standards, technical reports or guides and they are accepted by the National Committees in that sense.

4) In order to promote international unification, IEC National Committees undertake to apply IEC International
Standards transparently to the maximum extent possible in their national and regional standards. Any
divergence between the IEC Standard and the corresponding national or regional standard shall be clearly
indicated in the latter.

5) The IEC provides no marking procedure to indicate its approval and cannot be rendered responsible for any
equipment declared to be in conformity with one of its standards.

6)  Attention is drawn to the possibility that some of the elements of this International Standard may be the subject
of patent rights. The IEC shall not be held responsible for identifying any or all such patent rights.

International Standard IEC 61508-1 has been prepared by subcommittee 65A: System aspects,
of IEC technical committee 65: Industrial-process measurement and control.

The text of this standard is based on the following documents:

FDIS Report on voting

65A/264/FDIS 65A/274/RVD

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

Annexes A, B and C are for information only.

It has the status of a basic safety publication in accordance with IEC Guide 104.

– 4 – 61508-1 © IEC:1998  
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Full document details: IEC 61508-1 1998

http://www.avadocuments.com/doc/iec-61508-1-1998
http://www.avadocuments.com/doc/iec-61508-1-1998


61508-1 © IEC:1998 – 9 –

IEC 61508 consists of the following parts, under the general title Functional safety of
electrical/electronic/programmable electronic safety-related systems:

– Part 1: General requirements

– Part 2: Requirements for electrical/electronic/programmable electronic safety-related
systems

– Part 3: Software requirements

– Part 4: Definitions and abbreviations

– Part 5: Examples of methods for the determination of safety integrity levels

– Part 6: Guidelines on the application of IEC 61508-2 and IEC 61508-3

– Part 7: Overview of techniques and measures

The contents of the corrigendum of April 1999 have been included in this copy.
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INTRODUCTION

Systems comprised of electrical and/or electronic components have been used for many years
to perform safety functions in most application sectors. Computer-based systems (generically
referred to as programmable electronic systems (PESs)) are being used in all application
sectors to perform non-safety functions and, increasingly, to perform safety functions. If
computer system technology is to be effectively and safely exploited, it is essential that those
responsible for making decisions have sufficient guidance on the safety aspects on which to
make these decisions.

This International Standard sets out a generic approach for all safety lifecycle activities for
systems comprised of electrical and/or electronic and/or programmable electronic components
(electrical/electronic/programmable electronic systems (E/E/PESs)) that are used to perform
safety functions. This unified approach has been adopted in order that a rational and consistent
technical policy be developed for all electrically-based safety-related systems. A major
objective is to facilitate the development of application sector standards.

In most situations, safety is achieved by a number of protective systems which rely on many
technologies (for example mechanical, hydraulic, pneumatic, electrical, electronic, programmable
electronic). Any safety strategy must therefore consider not only all the elements within an
individual system (for example sensors, controlling devices and actuators) but also all the
safety-related systems making up the total combination of safety-related systems. Therefore,
while this International Standard is concerned with electrical/electronic/programmable
electronic (E/E/PE) safety-related systems, it may also provide a framework within which
safety-related systems based on other technologies may be considered.

It is recognized that there is a great variety of E/E/PES applications in a variety of application
sectors and covering a wide range of complexity, hazard and risk potentials. In any particular
application, the required safety measures will be dependent on many factors specific to the
application. This International Standard, by being generic, will enable such measures to be
formulated in future application sector international standards.

This International Standard

– considers all relevant overall, E/E/PES and software safety lifecycle phases (for example,
from initial concept, through design, implementation, operation and maintenance to
decommissioning) when E/E/PESs are used to perform safety functions;

– has been conceived with a rapidly developing technology in mind; the framework is
sufficiently robust and comprehensive to cater for future developments;

– enables application sector international standards, dealing with safety-related E/E/PESs, to
be developed; the development of application sector international standards, within the
framework of this standard, should lead to a high level of consistency (for example, of
underlying principles, terminology etc.) both within application sectors and across
application sectors; this will have both safety and economic benefits;

– provides a method for the development of the safety requirements specification necessary
to achieve the required functional safety for E/E/PE safety-related systems;
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– uses safety integrity levels for specifying the target level of safety integrity for the safety
functions to be implemented by the E/E/PE safety-related systems;

– adopts a risk-based approach for the determination of the safety integrity level
requirements;

– sets numerical target failure measures for E/E/PE safety-related systems which are linked
to the safety integrity levels;

– sets a lower limit on the target failure measures, in a dangerous mode of failure, that can
be claimed for a single E/E/PE safety-related system; for E/E/PE safety-related systems
operating in

– a low demand mode of operation, the lower limit is set at an average probability of
failure of 10–5 to perform its design function on demand,

– a high demand or continuous mode of operation, the lower limit is set at a probability of
a dangerous failure of 10–9 per hour;

NOTE – A single E/E/PE safety-related system does not necessarily mean a single-channel architecture.

– adopts a broad range of principles, techniques and measures to achieve functional safety
for E/E/PE safety-related systems, but does not use the concept of fail safe which may be
of value when the failure modes are well defined and the level of complexity is relatively
low. The concept of fail safe was considered inappropriate because of the full range of
complexity of E/E/PE safety-related systems that are within the scope of the standard.

61508-1 © IEC:1998 – 7 – 
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FUNCTIONAL SAFETY OF ELECTRICAL/ELECTRONIC/PROGRAMMABLE
ELECTRONIC SAFETY-RELATED SYSTEMS –

Part 1: General requirements

1 Scope

1.1  This International Standard covers those aspects to be considered when
electrical/electronic/programmable electronic systems (E/E/PESs) are used to carry out safety
functions. A major objective of this standard is to facilitate the development of application
sector international standards by the technical committees responsible for the application
sector. This will allow all the relevant factors, associated with the application, to be fully taken
into account and thereby meet the specific needs of the application sector. A dual objective of
this standard is to enable the development of electrical/electronic/programmable electronic
(E/E/PE) safety-related systems where application sector international standards may not exist.

1.2  In particular, this standard

a) applies to safety-related systems when one or more of such systems incorporates
electrical/electronic/programmable electronic devices;

NOTE 1 – In the context of low complexity E/E/PE safety-related systems, certain requirements specified in this
standard may be unnecessary, and exemption from compliance with such requirements is possible (see 4.2, and
the definition of a low complexity E/E/PE safety-related system in 3.4.4 of IEC 61508-4).

NOTE 2 – Although a person can form part of a safety-related system (see 3.4.1 of IEC 61508-4), human factor
requirements related to the design of E/E/PE safety-related systems are not considered in detail in this standard.

b) is generically-based and applicable to all E/E/PE safety-related systems irrespective of the
application;

c) covers possible hazards caused by failures of the safety functions to be performed by
E/E/PE safety-related systems, as distinct from hazards arising from the E/E/PE equipment
itself (for example electric shock etc);

d) does not cover E/E/PE systems where

– a single E/E/PE system is capable of providing the necessary risk reduction, and

– the required safety integrity of the E/E/PE system is less than that specified for safety
integrity level 1 (the lowest safety integrity level in this standard).

e) is mainly concerned with the E/E/PE safety-related systems whose failure could have an
impact on the safety of persons and/or the environment; however, it is recognized that the
consequences of failure could also have serious economic implications and in such cases
this standard could be used to specify any E/E/PE system used for the protection of
equipment or product;

NOTE – See 3.1.1 and 7.3.1.2 of IEC 61508-4.
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f) considers E/E/PE safety-related systems, other technology safety-related systems and
external risk reduction facilities in order that the safety requirements specification for the
E/E/PE safety-related systems can be determined in a systematic, risk-based manner;

g) uses an overall safety lifecycle model as the technical framework for dealing systematically
with the activities necessary for ensuring the functional safety of the E/E/PE safety-related
systems;

NOTE 3 – The early phases of the overall safety lifecycle include, of necessity, consideration of other technology
(as well as the E/E/PE safety-related systems) and external risk reduction facilities, in order that the safety
requirements specification for the E/E/PE safety-related systems can be developed in a systematic, risk-based
manner.

NOTE 4 – Although the overall safety lifecycle is primarily concerned with E/E/PE safety-related systems, it could
also provide a technical framework for the consideration of any safety-related system irrespective of the technology
of that system (for example mechanical, hydraulic or pneumatic).

h) does not specify the safety integrity levels required for sector applications (which must be
based on detailed information and knowledge of the sector application). The technical
committees responsible for the specific application sectors shall specify, where appropriate,
the safety integrity levels in the application sector standards;

i) provides general requirements for E/E/PE safety-related systems where no application
sector standards exist;

j) does not cover the precautions that may be necessary to prevent unauthorized persons
damaging, and/or otherwise adversely affecting, the functional safety of E/E/PE safety-
related systems.

1.3  This part of IEC 61508 specifies the general requirements that are applicable to all parts.
Other parts of IEC 61508 concentrate on more specific topics:

– parts 2 and 3 provide additional and specific requirements for E/E/PE safety-related
systems (for hardware and software);

– part 4 gives definitions and abbreviations that are used throughout this standard;

– part 5 provides guidelines on the application of part 1 in determining safety integrity levels,
by showing example methods;

– part 6 provides guidelines on the application of parts 2 and 3;

– part 7 contains an overview of techniques and measures.

1.4  Parts 1, 2, 3 and 4 of this standard are basic safety publications, although this status does
not apply in the context of low complexity E/E/PE safety-related systems (see 3.4.4 of part 4).
As basic safety publications, they are intended for use by technical committees in the
preparation of standards in accordance with the principles contained in IEC Guide 104 and
ISO/IEC Guide 51. Parts 1, 2, 3, and 4 are also intended for use as stand-alone publications.

One of the responsibilities of a technical committee is, wherever applicable, to make use of
basic safety publications in the preparation of its publications. In this context, the requirements,
test methods or test conditions of this basic safety publication will not apply unless specifically
referred to or included in the publications prepared by those technical committees.

NOTE – In the USA and Canada, until the proposed process sector implementation of IEC 61508 is published as an
international standard in the USA and Canada, existing national process safety standards based on IEC 61508 (i.e.
ANSI/ISA S84.01-1996) (see reference [8] in annex C) can be applied to the process sector instead of IEC 61508.

1.5  Figure 1 shows the overall framework for parts 1 to 7 of IEC 61508 and indicates the role
that IEC 61508-1 plays in the achievement of functional safety for E/E/PE safety-related
systems.
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2 Normative references

The following normative documents contain provisions which, through reference in this text,
constitute provisions of this part of IEC 61508. For dated references, subsequent amendments
to, or revisions of, any of these publications do not apply. However, parties to agreements
based on this part of IEC 61508 are encouraged to investigate the possibility of applying the
most recent editions of the normative documents indicated below. For undated references, the
latest edition of the normative document referred to applies. Members of IEC and ISO maintain
registers of currently valid international standards.

ISO/IEC Guide 51:1990, Guidelines for the inclusion of safety aspects in standards

IEC Guide 104:1997, Guide to the drafting of safety standards, and the role of Committees with
safety pilot functions and safety group functions

IEC 61508-2, — Functional safety of electrical/electronical/programmable electronic safety-
related systems – Part 2: Requirements for electrical/electronical/programmable electronic
safety-related systems 1)

IEC 61508-3:1998, Functional safety of electrical/electronical/programmable electronic safety-
related systems – Part 3: Software requirements

IEC 61508-4:1998, Functional safety of electrical/electronical/programmable electronic safety-
related systems – Part 4: Definitions and abbreviations

IEC 61508-5:1998, Functional safety of electrical/electronical/programmable electronic safety-
related systems – Part 5: Examples of methods for the determination of safety integrity levels

IEC 61508-6, — Functional safety of electrical/electronical/programmable electronic safety-
related systems – Part 6: Guidelines on the application of parts 2 and 3 1)

IEC 61508-7, — Functional safety of electrical/electronical/programmable electronic safety-
related systems – Part 7: Overview of techniques and measures 2)

3 Definitions and abbreviations

For the purposes of this standard, the definitions and abbreviations given in part 4 apply.

–––––––––
2) To be published.

61508-1 © IEC:1998 – 11 – 
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4 Conformance to this standard

4.1  To conform to this standard it shall be demonstrated that the requirements have been
satisfied to the required criteria specified (for example safety integrity level) and therefore, for
each clause or subclause, all the objectives have been met.

NOTE – It is not generally possible to single out any one factor that determines the degree to which a requirement
is to be satisfied (degree of rigour). It will be dependent upon a number of factors which, themselves, may depend
upon the specific overall, E/E/PES or software safety lifecycle phase and activity. The factors will include:

– nature of the hazards;

– consequence and risk reduction;

– safety integrity level;

– type of implementation technology;

– size of systems;

– number of teams involved;

– physical distribution;

– novelty of design.

4.2  This standard specifies the requirements for E/E/PE safety-related systems and has been
developed to meet the full range of complexity associated with such systems. However, for low
complexity E/E/PE safety-related systems (see 3.4.4 of IEC 61508-4), where dependable field
experience exists which provides the necessary confidence that the required safety integrity
can be achieved, the following options are available:

– in application sector standards implementing the requirements of IEC 61508-1 to
IEC 61508-7, certain requirements may be unnecessary and exemption from compliance
with such requirements is acceptable;

– if this standard is used directly for those situations where no application sector international
standard exists, certain of the requirements specified in this standard may be unnecessary
and exemption from compliance with such requirements is acceptable providing this is
justified.

4.3  Application sector international standards for E/E/PE safety-related systems developed
within the framework of this standard shall take into account the requirements of ISO/IEC
Guide 51 and IEC Guide 104.

5 Documentation

5.1 Objectives

5.1.1  The first objective of the requirements of this clause is to specify the necessary
information to be documented in order that all phases of the overall, E/E/PES and software
safety lifecycles can be effectively performed.
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5.1.2  The second objective of the requirements of this clause is to specify the necessary
information to be documented in order that the management of functional safety (see clause 6),
verification (see 7.18) and the functional safety assessment (see clause 8) activities can be
effectively performed.

NOTE 1 – The documentation requirements in this standard are concerned, essentially, with information rather than
physical documents. The information need not be contained in physical documents unless this is explicitly declared
in the relevant subclause.

NOTE 2 – Documentation may be available in different forms (for example on paper, film, or any data medium to be
presented on screens or displays).

NOTE 3 – See annex A concerning possible documentation structures.

NOTE 4 – See reference [4] in annex C.

5.2 Requirements

5.2.1  The documentation shall contain sufficient information, for each phase of the overall,
E/E/PES and software safety lifecycles completed, necessary for effective performance of
subsequent phases and verification activities.

NOTE – What constitutes sufficient information will be dependent upon a number of factors, including the
complexity and size of the E/E/PE safety-related systems and the requirements relating to the specific application.

5.2.2  The documentation shall contain sufficient information required for the management of
functional safety (clause 6).

NOTE – See notes to 5.1.2.

5.2.3  The documentation shall contain sufficient information required for the implementation
of a functional safety assessment, together with the information and results derived from any
functional safety assessment.

NOTE – See notes to 5.1.2.

5.2.4  Unless justified in the functional safety planning or specified in the application sector
standard, the information to be documented shall be as stated in the various clauses of this
standard.

5.2.5  The availability of documentation shall be sufficient for the duties to be performed in
respect of the clauses of this standard.

NOTE – Only the information necessary to undertake a particular activity, required by this standard, need be held
by each relevant party.

5.2.6  The documentation shall

– be accurate and concise;

– be easy to understand by those persons having to make use of it;

– suit the purpose for which it is intended;

– be accessible and maintainable.

5.2.7  The documentation or set of information shall have titles or names indicating the scope
of the contents, and some form of index arrangement so as to allow ready access to the
information required in this standard.

5.2.8  The documentation structure may take account of company procedures and the working
practices of specific application sectors.

5.2.9  The documents or set of information shall have a revision index (version numbers) to
make it possible to identify different versions of the document.
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5.2.10  The documents or set of information shall be so structured as to make it possible to
search for relevant information. It shall be possible to identify the latest revision (version) of a
document or set of information.

NOTE – The physical structure of the documentation will vary depending upon a number of factors such as the size
of the system, its complexity and organizational requirements.

5.2.11  All relevant documents shall be revised, amended, reviewed, approved and be under
the control of an appropriate document control scheme.

NOTE – Where automatic or semi-automatic tools are used for the production of documentation, specific
procedures may be necessary to ensure effective measures are in place for the management of versions or other
control aspects of the documents.

6 Management of functional safety

6.1 Objectives

6.1.1  The first objective of the requirements of this clause is to specify the management and
technical activities during the overall, E/E/PES and software safety lifecycle phases which are
necessary for the achievement of the required functional safety of the E/E/PE safety-related
systems.

6.1.2  The second objective of the requirements of this clause is to specify the responsibilities
of the persons, departments and organizations responsible for each overall, E/E/PES and
software safety lifecycle phase or for activities within each phase.

NOTE – The organizational measures dealt with in this clause provide for the effective implementation of the
technical requirements and are solely aimed at the achievement and maintenance of functional safety of the E/E/PE
safety-related systems. The technical requirements necessary for maintaining functional safety will normally be
specified as part of the information provided by the supplier of the E/E/PE safety-related system.

6.2 Requirements

6.2.1  Those organizations or individuals that have overall responsibility for one or more
phases of the overall, E/E/PES or software safety lifecycles shall, in respect of those phases
for which they have overall responsibility, specify all management and technical activities that
are necessary to ensure that the E/E/PE safety-related systems achieve and maintain the
required functional safety. In particular, the following should be considered:

a) the policy and strategy for achieving functional safety, together with the means for
evaluating its achievement, and the means by which this is communicated within the
organization to ensure a culture of safe working;

b) identification of the persons, departments and organizations which are responsible for
carrying out and reviewing the applicable overall, E/E/PES or software safety lifecycle
phases (including, where relevant, licensing authorities or safety regulatory bodies);

c) the overall, E/E/PES or software safety lifecycle phases to be applied;

d) the way in which information is to be structured and the extent of the information to be
documented (see clause 5);

e) the selected measures and techniques used to meet the requirements of a specified clause
or subclause (see IEC 61508-2, IEC 61508-3 and 61508-6);

f) the functional safety assessment activities (see clause 8);
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g) the procedures for ensuring prompt follow-up and satisfactory resolution of
recommendations relating to E/E/PE safety-related systems arising from

– hazard and risk analysis (see 7.4);

– functional safety assessment (see clause 8);

– verification activities (see 7.18);

– validation activities (see 7.8 and 7.14);

– configuration management (see 6.2.1 o), 7.16 and IEC 61508-2 and IEC 61508-3);

h) the procedures for ensuring that applicable parties involved in any of the overall, E/E/PES
or software safety lifecycle activities are competent to carry out the activities for which they
are accountable; in particular, the following should be specified:

– the training of staff in diagnosing and repairing faults and in system testing;

– the training of operations staff;

– the retraining of staff at periodic intervals;

NOTE 1 – Annex B provides guidelines on the competence requirements of those involved in any overall, E/E/PES
or software safety lifecycle activity.

i) the procedures which ensure that hazardous incidents (or incidents with potential to create
hazards) are analysed, and that recommendations made to minimise the probability of a
repeat occurrence;

j) the procedures for analysing operations and maintenance performance. In particular
procedures for

– recognising systematic faults which could jeopardise functional safety, including
procedures used during routine maintenance which detect recurring faults;

– assessing whether the demand rates and failure rates during operation and
maintenance are in accordance with assumptions made during the design of the
system;

k) requirements for periodic functional safety audits in accordance with this subclause
including

– the frequency of the functional safety audits;

– consideration as to the level of independence required for those responsible for the
audits;

– the documentation and follow-up activities;

l) the procedures for initiating modifications to the safety-related systems (see 7.16.2.2);

m) the required approval procedure and authority for modifications;

n) the procedures for maintaining accurate information on potential hazards and safety-related
systems;

o) the procedures for configuration management of the E/E/PE safety-related systems during
the overall, E/E/PES and software safety lifecycle phases; in particular the following should
be specified:

– the stage at which formal configuration control is to be implemented;

– the procedures to be used for uniquely identifying all constituent parts of an item
(hardware and software);

– the procedures for preventing unauthorized items from entering service;

NOTE 2 – For more details on configuration management see references [6] and [7] in annex C.

p) where appropriate, the provision of training and information for the emergency services.
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6.2.2  The activities specified as a result of 6.2.1 shall be implemented and progress
monitored.

6.2.3  The requirements developed as a result of 6.2.1 shall be formally reviewed by the
organizations concerned, and agreement reached.

6.2.4  All those specified as responsible for management of functional safety activities shall be
informed of the responsibilities assigned to them.

6.2.5  Suppliers providing products or services to an organization having overall responsibility
for one or more phases of the overall, E/E/PES or software safety lifecycles (see 6.2.1), shall
deliver products or services as specified by that organization and shall have an appropriate
quality management system.

7 Overall safety lifecycle requirements

7.1 General

7.1.1 Introduction

7.1.1.1  In order to deal in a systematic manner with all the activities necessary to achieve the
required safety integrity level for the E/E/PE safety-related systems, this standard adopts an
overall safety lifecycle (see figure 2) as the technical framework.

NOTE – The overall safety lifecyle should be used as a basis for claiming conformance to this standard, but a
different overall safety lifecycle can be used to that given in figure 2, providing the objectives and requirements of
each clause of this standard are met.

7.1.1.2  The overall safety lifecycle encompasses the following risk reduction measures:

– E/E/PE safety-related systems;

– other technology safety-related systems;

– external risk reduction facilities.

7.1.1.3  The portion of the overall safety lifecycle dealing with E/E/PE safety-related systems
is expanded and shown in figure 3. This is termed the E/E/PES safety lifecycle and forms the
technical framework for IEC 61508-2. The software safety lifecycle is shown in figure 4 and
forms the technical framework for IEC 61508-3. The relationship of the overall safety lifecycle
to the E/E/PES and software safety lifecycles for safety-related systems is shown in figure 5.

7.1.1.4  The overall, E/E/PES and software safety lifecycle figures (figures 2 to 4) are
simplified views of reality and as such do not show all the iterations relating to specific phases
or between phases. Iteration, however, is an essential and vital part of development through
the overall, E/E/PES and software safety lifecycles.

7.1.1.5  Activities relating to the management of functional safety (clause 6), verification (7.18)
and functional safety assessment (clause 8) are not shown on the overall, E/E/PES or software
safety lifecycles. This has been done in order to reduce the complexity of the overall, E/E/PES
and software safety lifecycle figures. These activities, where required, will need to be applied at
the relevant phases of the overall, E/E/PES and software safety lifecycles.
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10 11

Concept1

Overall scope
definition2

Hazard and risk
analysis3

Overall safety
requirements4

Safety requirements
 allocation5

Back to appropriate
overall safety lifecycle

phase

Overall safety
validation13

Overall operation,
maintenance and repair

Overall modification
and retrofit14 15

Decommissioning
or disposal16

Safety-related
systems:
E/E/PES

Realisation
(see E/E/PES

safety
lifecycle)

9 Safety-related
systems:

other
technology

Realisation

Overall installation
and commissioning12

8

Overall planning

OveralI
operation and
maintenance

planning

OveralI
 installation and
commissioning

planning

Overall
safety

validation
planning

6 7 8

External risk
reduction
facilities

Realisation

NOTE 1 – Activities relating to verification , management of functional safety  and functional safety assessment
are not shown for reasons of clarity but are relevent to all overall, E/E/PES and software safety lifecycle phases.

NOTE 2 – The phases represented by boxes 10 and 11 are outside the scope of this standard.

NOTE 3 – IEC 61508-2 and IEC 61508-3 deal with box 9 (realisation) but they also deal, where relevant, with the
programmable electronic (hardware and software) aspects of boxes 13, 14 and 15.

Figure 2 – Overall safety lifecycle

IEC   1 646/98
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Safety-related 
systems: 
E/E/PES

Realisation

9

Box 9 in figure 2

E/E/PES safety 
validation

9.6

Safety functions 
requirements 
specification

Safety integrity 
requirements 
specification

9.1

9.1.1 9.1.2

E/E/PES safety requirements 
specification

 To box 12 in figure 2

E/E/PES safety 
validation planning

E/E/PES design 
and development

9.39.2

9.4 E/E/PES operation and 
maintenance procedures

9.5E/E/PES integration

One E/E/PES safety 
lifecycle for each 

E/E/PE safety-related 
system

 To box 14 
in figure 2

E/E/PES safety lifecycle

Figure 3 — E/E/PES safety lifecycle (in realisation phase )

 

Software safety 
validation

9.6

Safety functions 
requirements 
specification

Safety integrity 
requirements 
specification

9.1

9.1.1 9.1.2

Software safety requirements 
specification

 To box 12 in figure 2

Software safety 
validation planning

Software design 
and development

9.39.2

9.4 Software operation and 
modification procedures

9.5PE integration 
(hardware/software)

 To box 14 
in figure 2

E/E/PES 
safety 

lifecycle
(see figure 3)

Software safety lifecycle

Figure 4 – Software safety lifecycle (in realisation phase)

IEC   1 647/98

IEC   1 648/98
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Safety-related
systems:
E/E/PES

Realisation

9

Box 9 of overall
safety lifecycle
(see figure 2)

E/E/PES
safety

lifecycle
(see figure 3)

Software
safety

lifecycle
(see figure 4)

Figure 5 – Relationship of overall safety lifecycle to E/E/PES and software safety lifecycles

7.1.2 Objectives and requirements: general

7.1.2.1  The objectives and requirements for the overall safety lifecycle phases are contained
in 7.2 to 7.17. The objectives and requirements for the E/E/PES and software safety lifecycle
phases are contained in IEC 61508-2 and IEC 61508-3 respectively.

NOTE – 7.2 to 7.17 relate to specific boxes (phases) in figure 2. The specific box is referenced in notes to these
subclauses.

7.1.2.2  For all phases of the overall safety lifecycle, table 1 indicates

– the objectives to be achieved;

– the scope of the phase;

– the reference to the subclause containing the requirements;

– the required inputs to the phase;

– the outputs required to comply with the requirements.

IEC   1 649/98
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Table 1 – Overall safety lifecycle: overview

Safety lifecycle
phase Require-

Figure 2
box

number

Title Objectives Scope ments
sub-

clause

Inputs Outputs

 1  Concept  7.2.1:
 To develop a level of
understanding of the EUC
and its environment
(physical, legislative etc.)
sufficient to enable the other
safety lifecycle activities to
be satisfactorily carried out.

 EUC and its
environment
(physical, legislative
etc.).

 7.2.2  All relevant
information
necessary to
meet the
requirements
of the
subclause.

 Information
acquired in
7.2.2.1 to
7.2.2.6.

 2  Overall
scope
definition

 7.3.1:
 To determine the boundary of
the EUC and the EUC control
system;
 To specify the scope of the
hazard and risk analysis (for
example process hazards,
environmental hazards, etc.).

 EUC and its
environment.

 7.3.2  Information
acquired in
7.2.2.1 to
7.2.2.6.

 Information
acquired in
7.3.2.1 to
7.3.2.5.

 3  Hazard
and risk
analysis

 7.4.1:
 To determine the hazards
and hazardous events of the
EUC and the EUC control
system (in all modes of
operation), for all reasonably
foreseeable circumstances
including fault conditions and
misuse;
 To determine the event
sequences leading to the
hazardous events
determined;
 To determine the EUC risks
associated with the
hazardous events
determined.

 The scope will be
dependent upon the
phase reached in
the overall, E/E/PES
and software safety
lifecycles (since it
may be necessary
for more than one
hazard and risk
analysis to be
carried out). For the
preliminary hazard
and risk analysis,
the scope will
comprise the EUC,
the EUC control
system and human
factors.

 7.4.2  Information
acquired in
7.3.2.1 to
7.3.2.5.

 Description of,
and
information
relating to, the
hazard and
risk analysis.

 4  Overall
safety
require-
ments

 7.5.1:
 To develop the specification
for the overall safety
requirements, in terms of the
safety functions requirements
and safety integrity
requirements, for the E/E/PE
safety-related systems, other
technology safety-related
systems and external risk
reduction facilities, in order
to achieve the required
functional safety.

 EUC, the EUC
control system and
human factors.

 7.5.2  Description
of, and
information
relating to,
the hazard
and risk
analysis.

 Specification
for the overall
safety
requirements
in terms of the
safety
functions
requirements
and the safety
integrity
requirements.

 5  Safety
require-
ments
allocation

 7.6.1:
 To allocate the safety
functions, contained in the
specification for the overall
safety requirements (both the
safety functions requirements
and the safety integrity
requirements), to the
designated E/E/PE safety-
related systems, other
technology safety-related
systems and external risk
reduction facilities;
 To allocate a safety integrity
level to each safety function.

 EUC, the EUC
control system and
human factors.

 7.6.2  Specification
for the
overall safety
requirements
in terms of
the safety
functions
requirements
and the
safety
integrity
requirements.

 Information
and results of
the safety
requirements
allocation.
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Table 1 (continued)

Safety lifecycle phase

Require-

Figure 2
box

number

Title Objectives Scope ments
subclause

Inputs Outputs

 6  Overall
operation
and
mainte-
nance
planning

 7.7.1:
 To develop a plan for
operating and maintaining
the E/E/PE safety-related
systems, to ensure that the
required functional safety is
maintained during operation
and maintenance.

 EUC, the EUC
control system
and human
factors;
 E/E/PE
safety-related
systems.
 

 7.7.2  Specification
for the
overall safety
requirements
in terms of
the safety
functions
requirements
and the
safety
integrity
requirements.

 A plan for
operating and
maintaining
the E/E/PE
safety-related
systems.

 7  Overall
safety
validation
planning

 7.8.1:
 To develop a plan to facilitate
the overall safety validation
of the E/E/PE safety-related
systems.
 

 EUC, the EUC
control system
and human
factors;
 E/E/PE
safety-related
systems.

 7.8.2  Specification
for the
overall safety
requirements
in terms of
the safety
functions
requirements
and the
safety
integrity
requirements.

 A plan to
facilitate the
validation of
the E/E/PE
safety-related
systems.

 8  Overall
installa-
tion and
commis-
sioning
planning

 7.9.1:
 To develop a plan for the
installation of the E/E/PE
safety-related systems in a
controlled manner, to ensure
the required functional safety
is achieved;
 To develop a plan for the
commissioning of the E/E/PE
safety-related systems in a
controlled manner, to ensure
the required functional safety
is achieved.

 EUC and the EUC
control system;
 E/E/PE
safety-related
systems.

 7.9.2  Specification
for the
overall safety
requirements
in terms of
the safety
functions
requirements
and the
safety
integrity
requirements.

 A plan for the
installation of
the E/E/PE
safety-related
systems;
 A plan for the
commis-
sioning of the
E/E/PE
safety-related
systems.

 9  E/E/PE
safety-
related
systems:
realisation

 7.10.1 and parts 2 and 3:
 To create E/E/PE safety-
related systems conforming
to the specification for the
E/E/PES safety requirements
(comprising the specification
for the E/E/PES safety
functions requirements and
the specification for the
E/E/PES safety integrity
requirements).

 E/E/PE
safety-related
systems.

 7.10.2,
IEC 61508-2

and
IEC 61508-3

 Specification
for the
E/E/PES
safety
requirements.

 Confirmation
that each
E/E/PE
safety-related
system meets
the E/E/PES
safety
requirements
specification.

 10  Other
tech-
nology
safety-
related
systems:
realisation

 7.11.1:
 To create other technology
safety-related systems to
meet the safety functions
requirements and safety
integrity requirements
specified for such systems
(outside the scope of this
standard).

 Other technology
safety-related
systems.

 7.11.2  Other
technology
safety
requirements
specification
(outside the
scope and
not
considered
further in this
standard).

 Confirmation
that each
other
technology
safety-related
systems
meets the
safety
requirements
for that
system.
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Table 1 (continued)

Safety lifecycle phase

Require-

Figure 2
box

number

Title Objectives Scope ments
subclause

Inputs Outputs

 11  External
risk
reduction
 facilities:
realisation

 7.12.1:
 To create external risk
reduction facilities to meet
the safety functions
requirements and safety
integrity requirements
specified for such facilities
(outside the scope of this
standard).

 External risk
reduction
facilities.

 7.12.2  External risk
reduction
facilities
safety
requirements
specification
 (outside the
scope and
not
considered
further in this
standard).

 Confirmation
that each
external risk
reduction
facility meets
the safety
requirements
for that
facility.

 12  Overall
installa-
tion and
commis-
sioning

 7.13.1:
 To install the E/E/PE
safety-related systems;
 To commission the E/E/PE
safety-related systems.

 EUC and the EUC
control system;
 E/E/PE
safety-related
systems.

 7.13.2  A plan for
the
installation of
the E/E/PE
safety-
related
systems;
 A plan for the
commis-
sioning of
the E/E/PE
safety-
related
systems.

 Fully installed
E/E/PE
safety-related
systems;
 Fully
commissioned
E/E/PE
safety-related
systems.

 13  Overall
safety
validation

 7.14.1:
 To validate that the E/E/PE
safety-related systems meet
the specification for the
overall safety requirements in
terms of the overall safety
functions requirements and
the overall safety integrity
requirements, taking into
account the safety
requirements allocation for
the E/E/PE safety-related
systems developed according
to 7.6.

 EUC and the EUC
control system;
 E/E/PE
safety-related
systems.

 7.14.2  Overall
safety
validation
plan for the
E/E/PE
safety-
related
systems;
 Specification
for the
overall safety
requirements
in terms of
the safety
functions
requirements
and the
safety
integrity
requirements;
 Safety
requirements
allocation.

 Confirmation
that all the
E/E/PE
safety-related
systems meet
the
specification
for the overall
safety
requirements
in terms of
the safety
functions
requirements
and the safety
integrity
requirements,
taking into
account the
safety
requirements
allocation for
the E/E/PE
safety-related
systems.
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Table 1 (concluded)

Safety lifecycle phase

Require-

Figure 2
box

number

Title Objectives Scope ments
subclause

Inputs Outputs

 14  Overall
operation,
mainte-
nance and
repair

 7.15.1:
 To operate, maintain and
repair the E/E/PE
safety-related systems in
order that the required
functional safety is
maintained.

 EUC and the EUC
control system;
 E/E/PE
safety-related
systems.

 7.15.2  Overall
operation
and
maintenance
plan for the
E/E/PE
safety-
related
systems.

 Continuing
achievement
of the
required
functional
safety for the
E/E/PE
safety-related
systems;
 Chronological
documenta-
tion of
operation,
repair and
maintenance
of the E/E/PE
safety-related
systems.

 15  Overall
modifica-
tion and
retrofit

 7.16.1:
 To ensure that the functional
safety for the E/E/PE
safety-related systems is
appropriate, both during and
after the modification and
retrofit phase has taken
place.

 EUC and the EUC
control system;
 E/E/PE
safety-related
systems.

 7.16.2  Request for
modification
or retrofit
under the
procedures
for the
management
of functional
safety.
 

 Achievement
of the
required
functional
safety for the
E/E/PE
safety-related
systems, both
during and
after the
modification
and retrofit
phase has
taken place;
 Chronological
documenta-
tion of
operation,
repair and
maintenance
of the E/E/PE
safety-related
systems.

 16  Decommis-
sioning or
disposal

 7.17.1:
 To ensure that the functional
safety for the E/E/PE
safety-related systems is
appropriate in the
circumstances during and
after the activities of
decommissioning or
disposing of the EUC.

 EUC and the EUC
control system;
 E/E/PE
safety-related
systems.

 7.17.2  Request for
decommis-
sioning or
disposal
under the
procedures
for the
management
of functional
safety.

 Achievement
of the
required
functional
safety for the
E/E/PE
safety-related
systems both
during and
after the
decommis-
sioning or
disposal
activities;
 Chronological
documenta-
tion of the
decommis-
sioning or
disposal
activities.
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7.1.3 Objectives

7.1.3.1  The first objective of the requirements of this subclause is to structure, in a systematic
manner, the phases in the overall safety lifecycle that shall be considered in order to achieve
the required functional safety of the E/E/PE safety-related systems.

7.1.3.2  The second objective of the requirements of this subclause is to document key
information relevant to the functional safety of the E/E/PE safety-related systems throughout
the overall safety lifecycle.

NOTE – See clause 5 and annex A for documentation structure. The documentation structure may take account of
company procedures, and of the working practices of specific application sectors.

7.1.4 Requirements

7.1.4.1  The overall safety lifecycle that shall be used as the basis for claiming conformance to
this standard is that specified in figure 2. If another overall safety lifecycle is used, it shall be
specified during the functional safety planning, and all the objectives and requirements in each
clause or subclause in this standard shall be met.

NOTE – The E/E/PES safety lifecycle and the software safety lifecycle (which form the realisation phase of the
overall safety lifecycle) that shall be used in claiming conformance are specified in IEC 61508-2 and IEC 61508-3
respectively.

7.1.4.2  The requirements for the management of functional safety (see clause 6) shall run in
parallel with the overall safety lifecycle phases.

7.1.4.3  Unless justified, each phase of the overall safety lifecycle shall be applied and the
requirements met.

7.1.4.4  Each phase of the overall safety lifecycle shall be divided into elementary activities
with the scope, inputs and outputs specified for each phase.

7.1.4.5  The scope and inputs for each overall safety lifecycle phase shall be as specified in
table 1.

7.1.4.6  Unless justified in the functional safety planning or specified in the application sector
standard, the outputs from each phase of the overall safety lifecycle shall be those specified in
table 1.

7.1.4.7  The outputs from each phase of overall safety lifecycle shall meet the objectives and
requirements specified for each phase (see 7.2 to 7.17).

7.1.4.8  The verification requirements that shall be met for each overall safety lifecycle phase
are specified in 7.18.
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7.2 Concept
NOTE – This phase is box 1 of figure 2.

7.2.1 Objective

The objective of the requirements of this subclause is to develop a level of understanding of
the EUC and its environment (physical, legislative etc.) sufficient to enable the other safety
lifecycle activities to be satisfactorily carried out.

7.2.2 Requirements

7.2.2.1  A thorough familiarity shall be acquired of the EUC, its required control functions and
its physical environment.

7.2.2.2  The likely sources of hazards shall be determined.

7.2.2.3  Information about the determined hazards shall be obtained (toxicity, explosive
conditions, corrosiveness, reactivity, flammability etc.).

7.2.2.4  Information about the current safety regulations (national and international) shall be
obtained.

7.2.2.5  Hazards due to interaction with other EUCs (installed or to be installed) in the
proximity of the EUC shall be considered.

7.2.2.6  The information and results acquired in 7.2.2.1 to 7.2.2.5 shall be documented.

7.3 Overall scope definition
NOTE – This phase is box 2 of figure 2.

7.3.1 Objectives

7.3.1.1  The first objective of the requirements of this subclause is to determine the boundary
of the EUC and the EUC control system.

7.3.1.2  The second objective of the requirements of this subclause is to specify the scope of
the hazard and risk analysis (for example process hazards, environmental hazards, etc.).

7.3.2 Requirements

7.3.2.1  The physical equipment, including the EUC and the EUC control system, to be
included in the scope of the hazard and risk analysis shall be specified.

NOTE – See references [1] and [2] in annex C.

7.3.2.2  The external events to be taken into account in the hazard and risk analysis shall be
specified.

7.3.2.3  The subsystems which are associated with the hazards shall be specified.

7.3.2.4  The type of accident-initiating events that need to be considered (for example
component failures, procedural faults, human error, dependent failure mechanisms which can
cause accident sequences to occur) shall be specified.

7.3.2.5  The information and results acquired in 7.3.2.1 to 7.3.2.4 shall be documented.
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7.4 Hazard and risk analysis
NOTE – This phase is box 3 of figure 2.

7.4.1 Objectives

7.4.1.1  The first objective of the requirements of this subclause is to determine the hazards
and hazardous events of the EUC and the EUC control system (in all modes of operation) for
all reasonably foreseeable circumstances, including fault conditions and misuse.

7.4.1.2  The second objective of the requirements of this subclause is to determine the event
sequences leading to the hazardous events determined in 7.4.1.1.

7.4.1.3  The third objective of the requirements of this subclause is to determine the EUC risks
associated with the hazardous events determined in 7.4.1.1.

NOTE 1 – This subclause is necessary in order that the safety requirements for the E/E/PE safety-related systems
are based on a systematic risk-based approach. This cannot be done unless the EUC and the EUC control system
are considered.

NOTE 2 – In application areas where valid assumptions can be made about the risks, likely hazards, hazardous
events and their consequences, the analysis required in this subclause (and 7.5) may be carried out by the
developers of application sector versions of this standard, and may be embedded in simplified graphical
requirements. Examples of such methods are given in annexes D and E of IEC 61508-5.

7.4.2 Requirements

7.4.2.1  A hazard and risk analysis shall be undertaken which shall take into account
information from the overall scope definition phase (see 7.3). If decisions are taken at later
stages in the overall, E/E/PES or software safety lifecycle phases which may change the basis
on which the earlier decisions were taken, then a further hazard and risk analysis shall be
undertaken.

NOTE 1 – For guidance see references [1] and [2] in annex C.

NOTE 2 – It may be necessary for more than one hazard and risk analysis to be carried out.

NOTE 3 – As an example of the need to continue hazard and risk analysis deep into the overall safety lifecycle,
consider the analysis of an EUC that incorporates a safety-related valve. A hazard and risk analysis may determine
two event sequences, that include valve fails closed and valve fails open, leading to hazardous events. However,
when the detailed design of the EUC control system controlling the valve is analyzed, a new failure mode, valve
oscillates, may be discovered which introduces a new event sequence leading to a hazardous event.

7.4.2.2  Consideration shall be given to the elimination of the hazards.

NOTE – Although not within the scope of this standard, it is of primary importance that determined hazards of the
EUC are eliminated at source, for example by the application of inherent safety principles and the application of
good engineering practice.

7.4.2.3  The hazards and hazardous events of the EUC and the EUC control system shall be
determined under all reasonably foreseeable circumstances (including fault conditions and
reasonably foreseeable misuse). This shall include all relevant human factor issues, and shall
give particular attention to abnormal or infrequent modes of operation of the EUC.

NOTE – For reasonably foreseeable misuse see 3.1.11 of IEC 61508-4.

7.4.2.4  The event sequences leading to the hazardous events determined in 7.4.2.3 shall be
determined.

NOTE – It is normally worthwhile to consider if any of the event sequences can be eliminated by modifications to
the process design or equipment used.
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7.4.2.5  The likelihood of the hazardous events for the conditions specified in 7.4.2.3 shall be
evaluated.

NOTE – The likelihood of a specific event may be expressed quantitatively or qualitatively (see IEC 61508-5).

7.4.2.6  The potential consequences associated with the hazardous events determined in
7.4.2.3 shall be determined.

7.4.2.7  The EUC risk shall be evaluated, or estimated, for each determined hazardous event.

7.4.2.8  The requirements of 7.4.2.1 to 7.4.2.7 can be met by the application of either
qualitative or quantitative hazard and risk analysis techniques (see IEC 61508-5).

7.4.2.9  The appropriateness of the techniques, and the extent to which the techniques will
need to be applied, will depend on a number of factors, including

– the specific hazards and the consequences;

– the application sector and its accepted good practices;

– the legal and safety regulatory requirements;

– the EUC risk;

– the availability of accurate data upon which the hazard and risk analysis is to be based.

7.4.2.10  The hazard and risk analysis shall consider the following:

– each determined hazardous event and the components that contribute to it;

– the consequences and likelihood of the event sequences with which each hazardous event
is associated;

– the necessary risk reduction for each hazardous event;

– the measures taken to reduce or remove hazards and risks;

– the assumptions made during the analysis of the risks, including the estimated demand
rates and equipment failure rates; any credit taken for operational constraints or human
intervention shall be detailed;

– references to key information (see clause 5 and annex A) which relates to the safety-
related systems at each E/E/PES safety lifecycle phase (for example verification and
validation activities).

7.4.2.11  The information and results which constitute the hazard and risk analysis shall be
documented.

7.4.2.12  The information and results which constitute the hazard and risk analysis shall be
maintained for the EUC and the EUC control system throughout the overall safety lifecycle,
from the hazard and risk analysis phase to the decommissioning or disposal phase.

NOTE – The maintenance of the information and results from the hazard and risk analysis phase is the principal
means for establishing progress on the resolution of hazard and risk analysis issues.
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7.5 Overall safety requirements
NOTE – This phase is box 4 of figure 2.

7.5.1 Objective

The objective of the requirements of this subclause is to develop the specification for the
overall safety requirements, in terms of the safety functions requirements and safety integrity
requirements, for the E/E/PE safety-related systems, other technology safety-related systems
and external risk reduction facilities, in order to achieve the required functional safety.

NOTE – In application areas where valid assumptions can be made about the risks, likely hazards, hazardous
events and their consequences, the analysis required in this subclause (and 7.4) may be carried out by the
developers of application sector versions of this standard, and may be embedded in simplified graphical
requirements. Examples of such methods are given in annexes D and E of IEC 61508-5.

7.5.2 Requirements

7.5.2.1  The safety functions necessary to ensure the required functional safety for each
determined hazard shall be specified. This shall constitute the specification for the overall
safety functions requirements.

NOTE – The safety functions to be performed will not, at this stage, be specified in technology-specific terms since
the method and technology of implementation of the safety functions will not be known until later. During the
allocation of safety requirements (see 7.6), the description of the safety functions may need to be modified to
reflect the specific method of implementation.

7.5.2.2  The necessary risk reduction shall be determined for each determined hazardous
event. The necessary risk reduction may be determined in a quantitative and/or qualitative
manner.

NOTE – The necessary risk reduction is required in order to determine the safety integrity requirements for the
E/E/PE safety-related systems, other technology safety-related systems and external risk reduction facilities.
Annex C of IEC 61508-5 outlines one way in which the necessary risk reduction may be determined when a
quantitative approach has been adopted. Annexes D and E of IEC 61508-5 outline qualitative methods, although in
the examples quoted the necessary risk reduction is incorporated implicitly rather than stated explicitly.

7.5.2.3  For situations where an application sector international standard exists, which
includes appropriate methods for directly determining the necessary risk reduction, then such
standards may be used to meet the requirements of this subclause.

7.5.2.4  Where failures of the EUC control system place a demand on one or more E/E/PE or
other technology safety-related systems and/or external risk reduction facilities, and where the
intention is not to designate the EUC control system as a safety-related system, the following
requirements shall apply:

a) the dangerous failure rate claimed for the EUC control system shall be supported by data
acquired through one of the following:

– actual operating experience of the EUC control system in a similar application;

– a reliability analysis carried out to a recognised procedure;

– an industry database of reliability of generic equipment;

b) the dangerous failure rate that can be claimed for the EUC control system shall be not
lower than 10–5 dangerous failures per hour;

NOTE 1 – The rationale of this requirement is that if the EUC control system is not designated as a safety-related
system, then the failure rate that can be claimed for the EUC control system shall not be lower than the higher
target failure measure for safety integrity level 1 (which is 10–5 dangerous failures per hour; see table 3).
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c) all reasonably foreseeable dangerous failure modes of the EUC control system shall be
determined and taken into account in developing the specification for the overall safety
requirements;

d) the EUC control system shall be separate and independent from the E/E/PE safety-related
systems, other technology safety-related systems and external risk reduction facilities.

NOTE 2 – Providing the safety-related systems have been designed to provide adequate safety integrity, taking into
account the normal demand rate from the EUC control system, it will not be necessary to designate the EUC control
system as a safety-related system (and, therefore, its functions will not be designated as safety functions within the
context of this standard). In some applications, particularly where very high safety integrity is required, it may be
appropriate to reduce the demand rate by designing the EUC control system to have a lower than normal failure
rate. In such cases, if the failure rate is less than the higher limit target safety integrity for safety integrity level 1
(see table 3), then the control system will become safety-related and the requirements in this standard will apply.

7.5.2.5  If the requirements of 7.5.2.4 a) to d) inclusive cannot be met, then the EUC control
system shall be designated as a safety-related system. The safety integrity level allocated to
the EUC control system shall be based on the failure rate that is claimed for the EUC control
system in accordance with the target failure measures specified in tables 2 and 3. In such
cases, the requirements in this standard, relevant to the allocated safety integrity level, shall
apply to the EUC control system.

NOTE 1 – For example, if a failure rate of between 10–6 and 10–5 failures per hour is claimed for the EUC control
system, then the requirements appropriate to safety integrity level 1 would need to be met.

NOTE 2 – See also 7.6.2.10.

7.5.2.6  The safety integrity requirements, in terms of the necessary risk reduction, shall be
specified for each safety function. This shall constitute the specification for the overall safety
integrity requirements.

NOTE – The specification of the safety integrity requirements is an interim stage towards the determination of the
safety integrity levels for the safety functions to be implemented by the E/E/PE safety-related systems. Some of the
qualitative methods used to determine the safety integrity levels (see annexes D and E of IEC 61508-5) progress
directly from the risk parameters to the safety integrity levels. In such cases, the necessary risk reduction is
implicitly rather than explicitly stated because it is incorporated in the method itself.

7.5.2.7  The specification for the safety functions (see 7.5.2.1) and the specification for the
safety integrity requirements (see 7.5.2.6) shall together constitute the specification for the
overall safety requirements.

7.6 Safety requirements allocation
NOTE – This phase is box 5 of figure 2.

7.6.1 Objectives

7.6.1.1  The first objective of the requirements of this subclause is to allocate the safety
functions, contained in the specification for the overall safety requirements (both the safety
functions requirements and the safety integrity requirements), to the designated E/E/PE safety-
related systems, other technology safety-related systems and external risk reduction facilities.

NOTE – Other technology safety-related systems and external risk reduction facilities are considered, of necessity,
since the allocation to E/E/PE safety-related systems cannot be done unless these other risk reduction measures
are taken into account.

7.6.1.2  The second objective of the requirements of this subclause is to allocate a safety
integrity level to each safety function.

NOTE – The safety integrity requirements, as specified in 7.5, are specified in terms of risk reduction.
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7.6.2 Requirements

7.6.2.1  The designated safety-related systems that are to be used to achieve the required
functional safety shall be specified. The necessary risk reduction may be achieved by

– external risk reduction facilities;

– E/E/PE safety-related systems;

– other technology safety-related systems.

NOTE – This subclause is applicable only if one of the safety-related systems is an E/E/PES.

7.6.2.2  In allocating safety functions to the designated E/E/PE safety-related systems, other
technology safety-related systems and external risk reduction facilities, the skills and resources
available during all phases of the overall safety lifecycle shall be considered.

NOTE 1 – The full implications of using safety-related systems employing complex technology are often
underestimated. For example, the implementation of complex technology requires a higher level of competence at
all stages, from specification up to operation and maintenance. The use of other, simpler, technology solutions may
be equally effective and may have several advantages because of the reduced complexity.

NOTE 2 – The availability of skills and resources for operation and maintenance, and the operating environment,
may be critical to achieving the required functional safety in actual operation.

7.6.2.3  Each safety function, with its associated safety integrity requirement developed
according to 7.5, shall be allocated to the designated E/E/PE safety-related systems, taking
into account the risk reductions achieved by the other technology safety-related systems and
external risk reduction facilities, so the necessary risk reduction for that safety function is
achieved. This allocation is iterative, and if it is found that the necessary risk reduction cannot
be met, then the architecture shall be modified and the allocation repeated.

NOTE 1 – Each safety function, with its associated safety integrity requirement specified in terms of the necessary
risk reduction (from 7.5), will be allocated to one or more E/E/PE safety-related systems, to other technology
safety-related systems, and to external risk reduction facilities. The decision to allocate a specific safety function
across one or more safety-related systems will depend on a number of factors, but particularly on the risk reduction
to be achieved by the safety function. The larger the risk reduction required, the more likely the function will be
spread over more than one safety-related system.

NOTE 2 – Figure 6 indicates the approach adopted in this subclause to safety requirements allocation.

7.6.2.4  The allocation indicated in 7.6.2.3 shall be done in such a way that all safety functions
are allocated and the safety integrity requirements are met for each safety function (subject to
the overriding requirements specified in 7.6.2.10).

7.6.2.5  The safety integrity requirements for each safety function shall be qualified to indicate
whether each target safety integrity parameter is either

– the average probability of failure to perform its design function on demand (for a low
demand mode of operation), or

– the probability of a dangerous failure per hour (for a high demand or continuous mode of
operation).
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7.6.2.6  The allocation of the safety integrity requirements shall be carried out using
appropriate techniques for the combination of probabilities.

NOTE – Safety requirements allocation may be carried out in a qualitative and/or quantitative manner.

7.6.2.7  The allocation shall proceed taking into account the possibility of common cause
failures. If the E/E/PE safety-related systems, the other technology safety-related systems and
the external risk reduction facilities are to be treated as independent for the allocation, they
shall

– be functionally diverse (i.e. use totally different approaches to achieve the same results);

– be based on diverse technologies (i.e. use different types of equipment to achieve the same
results);

NOTE 1 – It has to be recognised that, however diverse the technology, in the case of high safety integrity systems
with particularly severe consequences in the event of failure, special precautions will have to be taken against low
probability common cause events, for example aircraft crashes and earthquakes.

– not share common parts, services or support systems (for example power supplies) whose
failure could result in a dangerous mode of failure of all systems;

– not share common operational, maintenance or test procedures;

– be physically separated such that foreseeable failures do not affect redundant safety-
related systems and external risk reduction facilities.

NOTE 2 – This standard is specifically concerned with the allocation of the safety integrity requirements to the
E/E/PE safety-related systems, and requirements are specified as to how this shall be done. The allocation of
safety integrity requirements to other technology safety-related systems and to external risk reduction facilities is
therefore not considered in detail in this standard.
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Allocation of each safety
function and its associated
safety integrity requirement

Other technology
safety-related systems

External risk
reduction facilities

E/E/PE
safety-related system

# 1
# 2

E/E/PE
safety-related system

# 1

E/E/PE
safety-related system

# 2

E/E/PE
safety-related system

# 1

E/E/PE
safety-related system

# 2

For design requirements for individual
  E/E/PE safety-related systems, see IEC 61508-2

a) necessar y risk
        reduction

b) necessar y risk
        reduction

c) safet y inte grit y
        levels

Method of specifying
safety integrity
requirements

NOTE 1 – Safety integrity requirements are associated with each safety function before allocation (see 7.5.2.6).

NOTE 2 – A safety function may be allocated across more than one safety-related system.

Figure 6 – Allocation of safety requirements to the E/E/PE safety-related systems, other
technology safety-related systems and external risk reduction facilities

7.6.2.8  If not all of the requirements in 7.6.2.7 can be met then the E/E/PE safety-related
systems, the other technology safety-related systems, and the external risk reduction facilities
shall not be treated as independent, for the purposes of the safety integrity allocation, unless
an analysis has been carried out which shows that they are sufficiently independent (from a
safety integrity viewpoint).

NOTE 1 – For further information on dependent failures analysis see references [9] and [10] in annex C.

NOTE 2 – Sufficient independence is established by showing that the probability of a dependent failure is
sufficiently low in comparison with the overall safety integrity requirements for the E/E/PE safety-related systems.

IEC   1 650/98
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7.6.2.9  When the allocation has sufficiently progressed, the safety integrity requirements, for
each safety function allocated to the E/E/PE safety-related system(s), shall be specified in
terms of the safety integrity level in accordance with tables 2 and 3 and be qualified to indicate
whether the target safety integrity parameter is either

– the average probability of failure to perform its design function on demand (for a low
demand mode of operation), or

– the probability of a dangerous failure per hour (for a high demand or continuous mode of
operation).

NOTE 1 – Prior to this step, the safety integrity requirements were specified in terms of the risk reduction (see 7.5).

NOTE 2 – Tables 2 and 3 contain the target failure measures for the safety integrity levels. It is accepted that it will
not be possible to predict quantitatively the safety integrity of all aspects of E/E/PE safety-related systems.
Qualitative techniques, measures and judgements will have to be made with respect to the precautions necessary
to meet the target failure measures. This is particularly true in the case of systematic safety integrity (see 3.5.4 of
IEC 61508-4).

Table 2 – Safety integrity levels: target failure measures for a safety function
operating in low demand mode of operation

Safety integrity
level

Low demand mode of operation

(Average probability of failure to perform its
design function on demand)

4 ≥ 10–5 to < 10–4

3 ≥ 10–4 to < 10–3

2 ≥ 10–3 to < 10–2

1 ≥ 10–2 to < 10–1

NOTE – See notes 3 to 9 below for details on interpreting this table.

Table 3 – Safety integrity levels: target failure measures for a safety function
operating in high demand or continuous mode of operation

Safety integrity
level

High demand or continuous mode of operation

(Probability of a dangerous failure per hour)

4 ≥ 10–9 to < 10–8

3 ≥ 10–8 to < 10–7

2 ≥ 10–7 to < 10–6

1 ≥ 10–6 to < 10–5

NOTE – See notes 3 to 9 below for details on interpreting this table.

NOTE 3 – See 3.5.12 of IEC 61508-4 for definition of the terms low demand mode and high demand or continuous
mode of operation.

NOTE 4 – The parameter in table 3 for high demand or continuous mode of operation, probability of a dangerous
failure per hour, is sometimes referred to as the frequency of dangerous failures, or dangerous failure rate, in units
of dangerous failures per hour.

NOTE 5 – For an E/E/PE safety-related system operating in high demand or continuous mode of operation which is
required to operate for a defined mission time during which no repair can take place, the required safety integrity
level for a safety function can be derived as follows. Determine the required probability of failure of the safety
function during the mission time and divide this by the mission time, to give a required probability of failure per
hour, then use table 3 to derive the required safety integrity level.
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NOTE 6 – This standard sets a lower limit on the target failure measures, in a dangerous mode of failure, that can
be claimed. These are specified as the lower limits for safety integrity level 4 (i.e. an average probability of failure
of 10–5 to perform its design function on demand, or a probability of a dangerous failure of 10–9 per hour). It may be
possible to achieve designs of safety-related systems with lower values for the target failure measures for non-
complex systems, but it is considered that the figures in the table represent the limit of what can be achieved for
relatively complex systems (for example programmable electronic safety-related systems) at the present time.

NOTE 7 – The target failure measures that can be claimed when two or more E/E/PE safety-related systems are
used may be better than those indicated in tables 2 and 3 providing that adequate levels of independence are
achieved.

NOTE 8 – It is important to note that the failure measures for safety integrity levels 1, 2, 3 and 4 are target failure
measures. It is accepted that only with respect to the hardware safety integrity (see 3.5.5 of IEC 61508-4) will it be
possible to quantify and apply reliability prediction techniques in assessing whether the target failure measures
have been met. Qualitative techniques and judgements have to be made with respect to the precautions necessary
to meet the target failure measures with respect to the systematic safety integrity (see 3.5.4 of IEC 61508-4).

NOTE 9 – The safety integrity requirements for each safety function shall be qualified to indicate whether each
target safety integrity parameter is either

– the average probability of failure to perform its design function on demand (for a low demand mode of
operation), or

– the probability of a dangerous failure per hour (for a high demand or continuous mode of operation).

7.6.2.10  For an E/E/PE safety-related system that implements safety functions of different
safety integrity levels, unless it can be shown there is sufficient independence of
implementation between these particular safety functions, those parts of the safety-related
hardware and software where there is insufficient independence of implementation shall be
treated as belonging to the safety function with the highest safety integrity level. Therefore, the
requirements applicable to the highest relevant safety integrity level shall apply to all those
parts.

NOTE – See also 7.4.2.4 of part 2 and 7.4.2.8 of part 3.

7.6.2.11  An architecture that is comprised of only a single E/E/PE safety-related system of
safety integrity level 4 shall be permitted only if the criteria in either a) or both b) and c) below
are met:

a) there has been an explicit demonstration, by a combination of appropriate analytical
methods and testing, of the target safety integrity failure measure;

b) there has been extensive operating experience of the components used as part of the
E/E/PE safety-related system; such experience shall have been gained in a similar
environment and, as a minimum, have been used in a system of comparable complexity
level;

c) there is sufficient hardware failure data, obtained from components used as part of the
E/E/PE safety-related system, to allow sufficient confidence in the hardware safety integrity
target failure measure that is to be claimed. The data should be relevant to the proposed
environment, application and complexity level.

7.6.2.12  No single E/E/PE safety-related system shall be allocated a target safety integrity
failure measure lower than specified in tables 2 and 3. That is, for safety-related systems
operating in

– a low demand mode of operation, the lower limit is set at an average probability of failure of
10–5 to perform its design function on demand;

– a high demand or continuous mode of operation, the lower limit is set at a probability of a
dangerous failure of 10–9 per hour.
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