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INTERNATIONAL ELECTROTECHNICAL COMMISSION

FUNCTIONAL SAFETY OF ELECTRICAL/ELECTRONIC/PROGRAMMABLE
ELECTRONIC SAFETY-RELATED SYSTEMS -

Part 5. Examples of methods for the determination
of safety integrity levels

FOREWORD

1) The IEC (International Electrotechnical Commission) is a worldwide organizatig

participate in this preparatory work. International, governmental aqd now
with the IEC also participate in this preparation. The IEC collabora
for Standardization (ISO) in accordance with conditions/determj
organizations.

2) The formal decisions or agreements of the IEC on
mternauonal consensus of op|n|on on the rele

3) The documents produced have the form of re

4) In order to promote international unificatign, i njttees undertake to apply IEC International
Standards transparently to i [ eir national and regional standards. Any
divergence between the | i
indicated in the latter.

5) The IEC provides no marki

6) Attention is dra
of patent rights.

Internatlonal
of IEC te

-5 has been prepared by subcommittee 65A: System aspects,
dustrial-process measurement and control.

The text of thi ig"based on the following documents:
FDIS Report on voting
65A/266/FDIS 65A/276/RVD

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

Annexes A, B, C, D, E and F are for information only.
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IEC 61508 consists of the following parts, under the general title Functional safety of electrical/
electronic/programmable electronic safety-related systems:

Part 1:
Part 2:
Part 3:
Part 4:
Part 5:
Part 6:
Part 7:

General requirements

Requirements for electrical/electronic/programmable electronic safety-related systems

Software requirements

Definitions and abbreviations

Examples of methods for the determination of safety integrity levels
Guidelines on the application of IEC 61508-2 and IEC 61508-3
Overview of technigues and measures

This part 5 shall be read in conjunction with part 1.

It has the status of a basic safety publication in accordance with IEC

The contents of the corrigendum of April 1999 have been includeq

»
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INTRODUCTION

Systems comprised of electrical and/or electronic components have been used for many years
to perform safety functions in most application sectors. Computer-based systems (generically
referred to as programmable electronic systems (PESs)) are being used in all application
sectors to perform non-safety functions and, increasingly, to perform safety functions. If
computer system technology is to be effectively and safely exploited, it is essential that those
responsible for making decisions have sufficient guidance on the safety aspects on which to
make those decisions.

This International Standard sets out a generic approach for all safety lifecycle activities for
systems comprised of electrical and/or electronic and/or programmable ele ic components

technologies (for example mechanical, hydraulic,
programmable electronic). Any safety strategy mus not only all the

evices and actuators)

systems. Therefore, while this International rned with electrical/elec-
tronic/programmable electronic (E/ i

framework within which safety-related on jother technologies may be
considered.

It is recognised that there is F gpplications in a variety of application
sectors and covering a wide ) X rd and risk potentials. In any particular
application, the requir ) [ épendent on many factors specific to the
application. This Stand enable such measures to be formulated in

future application secta
This International :t dard
— considers all PES and software safety lifecycle phases (for example,

from 3 gh design, implementation, operation and maintenance to
decommissionin &N E/E/PESs are used to perform safety functions;

— has ith a rapidly developing technology in mind; the framework is
sufficiéntly nd comprehensive to cater for future developments;

— enables apptication sector international standards, dealing with safety-related E/E/PESSs, to
be developed; thé development of application sector international standards, within the
framework of this International Standard, should lead to a high level of consistency (for
example, of underlying principles, terminology etc.) both within application sectors and
across application sectors; this will have both safety and economic benefits;

— provides a method for the development of the safety requirements specification necessary
to achieve the required functional safety for E/E/PE safety-related systems;
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— uses safety integrity levels for specifying the target level of safety integrity for the safety
functions to be implemented by the E/E/PE safety-related systems;

— adopts a risk-based approach for the determination of the safety integrity level
requirements;

— sets numerical target failure measures for E/E/PE safety-related systems which are linked
to the safety integrity levels;

— sets a lower limit on the target failure measures, in a dangerous mode of failure, that can
be claimed for a single E/E/PE safety-related system; for E/E/PE safety-related systems
operating in:

— a low demand mode of operation, the lower limit is set at an average probability of
failure of 10-5 to perform its design function on demand;

— a high demand or continuous mode of operation, the lower limit is_set at aprobability of
a dangerous failure of 10-9 per hour;

— adopts a broad range of principles, techniques and measurg tiomal safety
for E/E/PE safety-related systems, but does not use the corncept™s which may be
of value when the failure modes are well defined and is relatively

low. The concept of fail safe was considered inapproptiate -\-..

complexity of E/E/PE safety-related systems that aye NN the stope of\the standard.
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FUNCTIONAL SAFETY OF ELECTRICAL/ELECTRONIC/PROGRAMMABLE
ELECTRONIC SAFETY-RELATED SYSTEMS -

Part 5. Examples of methods for the determination
of safety integrity levels

1 Scope

1.1 This part of IEC 61508 provides information on

— the underlying concepts of risk and the relationship of risk to safet
— anumber of methods that will enable the safety integrity levels

determined (see annexes B, C, D and E).

1.2 The method selected will depend upon :
circumstances under consideration. Annexes B, illustxate quantitative and

qualitative approaches and have been simplified in ardef i e underlying principles.
These annexes have been included to il ustrate [ inciples of a number of methods
but do not provide a definitive account/TF ¢ e/methods indicated in these

preparation of starndard ; nCce Wlth the principles contained in IEC Gu1de 104 and
ISO/IEC Guide ;

One of the responsi 3 jcal committee is, wherever applicable, to make use of
basic safety publisation ' eparation of its publications. In this context, the requirements
test methods 6 of this basic safety publication will not apply unless specifically
referred to on\includey i

NOTE — | until the proposed process sector implementation of IEC 61508 (i.e. IEC 61511)
is published a tandard in the USA and Canada, existing national process safety standards based

on IEC 61508 (| eMA NSI/I A S84.01-1996) can be applied to the process sector instead of IEC 61508.

1.4 Figure 1 shows the overall framework for parts 1 to 7 of IEC 61508 and indicates the role
that IEC 61508-5 plays in the achievement of functional safety for E/E/PE safety-related
systems.
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PART 1

Development of the overall safety
requirements (concept, scope
definition, hazard and risk analysis)
(E/E/PE safety-related systems, other

technology safety-related systems and

Technical
requirements

PART 5

: ) i Risk based approaches
external risk reduction facilities) to the development of
7.1to75 the safety integrity
I requirements
PART 1
Allocation of the safety
requirements to the E/E/PE
safety-related systems
7.6 PART 7I
Overview of N

:

Realisation
phase for
E/E/PE safety-

related systems software

Realisation
phase for
safety-related L

toning or disposal of
E/E/PE safety-related systems

7.15t0 7.17

61508-5 © IEC:1998

N\ .
Definitjons and
breyiations

Documentation

Clause 5 and
annex A

PART 1

Management of
functional safety

Clause 6

PART 1

Functional safety
assessment

Clause 8

Figure 1 — Overall framework of this standard
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2 Normative references

The following normative documents contain provisions which, through reference in this text,
constitute provisions of this International Standard. At the time of publication, the editions
indicated were valid. All normative documents are subject to revision, and parties to
agreements based on this International Standard are encouraged to investigate the possibility
of applying the most recent editions of the normative documents indicated below. Members of
IEC and ISO maintain registers of currently valid International Standards.

IEC 61508-1:1998, Functional safety of electrical/electronical/programmable electronic safety-
related systems — Part 1: General requirements

IEC 61508-2,— Functional safety of electrical/electronical/program
related systems — Part 2: Requirements for electrical/electronical/s
safety-related systems 1)

IEC 61508-3:1998, Functional safety of electrical/electronic
related systems — Part 3: Software requirements

/Ko

IEC 61508-4:1998, Functional safety of electrical/el
related systems — Part 4: Definitions and abbreviatio

IEC Guide 104:1

safety pilot function’s

1) To be published. Documents

Document Sharing Hub

Full document details: IEC 61508-5 1998


http://www.avadocuments.com/doc/iec-61508-5-1998
http://www.avadocuments.com/doc/iec-61508-5-1998

-10- 61508-5 © IEC:1998

Annex A
(informative)

Risk and safety integrity — General concepts

A.1 General

This annex provides information on the underlying concepts of risk and the relationship of risk
to safety integrity.

A.2 Necessary risk reduction

The necessary risk reduction (see 3.5.14 of IEC 61508-4) is th I\ t'has to be

achieved to meet the tolerable risk for a specific situation WhIC ated either
gualitativelyl) or quantitatively2)). The concept of necessafy Ti deiction Ns of fundamental
importance in the development of the safety requiremen e E/E/PE safety-
related systems (in particular, the safety integrity requireme e safety requirements
specification). The purpose of determining the tolera hazardous event is to
state what is deemed reasonable with respect ency (or probability) of the
hazardous event and its specific conse s are designed to reduce

the frequency (or probability) of ths Zans r the consequences of the
hazardous event.

agreements; the role of national and international standards
important in arriving at tolerable risk criteria for specific

1 In achieving the tolerable risk, the necessary risk reduction will need to be established. Annexes D and E of
IEC 61508-5 outline qualitative methods, although in the examples quoted the necessary risk reduction is
incorporated implicitly rather than stated explicitly.

2) For example, that the hazardous event, leading to a specific consequence, shall not occur wit r
greater than one in 108 h. ﬁd&offments
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A.3 Role of E/E/PE safety-related systems

E/E/PE safety-related systems contribute towards meeting the necessary risk reduction in order
to meet the tolerable risk.

A safety-related system both

— implements the required safety functions necessary to achieve a safe state for the
equipment under control or to maintain a safe state for the equipment under control, and

— is intended to achieve, on its own or with other E/E/PE safety-related systems, other
technology safety-related systems or external risk reduction facilities, the necessary safety
integrity for the required safety functions (3.4.1 of IEC 61508-4).

NOTE 1 — The first part of the definition specifies that the safety-related systen

fust_perfearm the safety

action based on this information.

E/E/PE safety-related systems can op
or continuous mode of operation (see 3.
A.4 Safety integrity

Safety integrity is defing
the required safety fung

of IEC 61508-4). Safe
carrying out the
safety functions requi

Safety integrity is'conside posed of the following two elements.
— Hardware\safety i at part of safety integrity relating to random hardware failures in
a dapgerg ade’ of Xailure (see 3.5.5 of IEC 61508-4). The achievement of the specified

architectures to achieve adequate hardware safety integrity.

— Systematic safety integrity; that part of safety integrity relating to systematic failures in a
dangerous mode of failure (see 3.5.4 of IEC 61508-4). Although the mean failure rate due
to systematic failures may be capable of estimation, the failure data obtained from design
faults and common cause failures means that the distribution of failures can be hard to
predict. This has the effect of increasing the uncertainty in the failure probability
calculations for a specific situation (for example the probability of failure of a safety-related
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protection system). A judgement therefore has to be made on the selection of the best
techniques to minimise this uncertainty. Note that it is not necessarily the case that
measures to reduce the probability of random hardware failure will have a corresponding
effect on the probability of systematic failure. Techniques such as redundant channels of
identical hardware, which are very effective at controlling random hardware failures, are of
little use in reducing systematic failures.

The required safety integrity of the E/E/PE safety-related systems, other technology safety-
related systems and external risk reduction facilities, must be of such a level so as to ensure
that

— the failure frequency of the safety-related systems is sufficiently low to prevent the
hazardous event frequency exceeding that required to meet the tolerable risk, and/or

— the safety-related systems modify the consequences of failure to the extent required to
meet the tolerable risk.

Figure A.1 illustrates the general concepts of risk reduction. The gene

— there is an EUC and an EUC control system;
— there are associated human factor issues;
— the safety protective features comprise

— external risk reduction facilities,
— E/E/PE safety-related systems,

— other technology safety-related

NOTE — Figure A.1 is a generalised risk model te
appllcatlon WI|| need to be developed taking intg

ciples. The risk model for a specific
¢ manner in which the necessary risk reduction
tyor other technology safety-related systems

— EUC risk: the rjsk g ! 5 ecified hazardous events for the EUC, the EUC control
system and i 1 ssugs — no designhated safety protective features are
considered in risk (see 3.2.4 of IEC 61508-4)

— tolerable risk; the i epted in a given context based on the current values of
society (see 7

risk reduction brought about by the EUC control system. To prevent unreasonable claims for
the safety integrity of the EUC control system, this standard places constraints on the claims
that can be made (see 7.5.2.5 of IEC 61508-1).

The necessary risk reduction is achieved by a combination of all the safety protective features.
The necessary risk reduction to achieve the specified tolerable risk, from a starting point of the
EUC risk, is shown in figure A.1.
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Residual Tolerable EUC
risk risk risk

. . Increasin
Necessary risk reduction . 9
- risk

Actual risk reduction

|

- : : —
- : i
Partial risk covered : | Partial risk covered : -
by other technology H by E/E/PE H Pabr;laelxrtlzllfn(;?ka
safety-related i safety-related i reduction facilties
systems H systems H

( N
Risk reduction achieved by all safety-relagéd
systems and external risk reduction facilitie
.
\> IEC 1661/98
Figure A.1 — Ri general c@e S

Consequence
of hazardous
event

\enel/risk E/E/PE Other

Tolerable

refluction P safety-related | t?Chml?%yd risk
acilities systems safety-relate target
systems

Necessary risk reduction

¥

Safety integrity of external risk reduction facilities and
safety-related systems matched to the necessary risk
reduction

EUC contro
system

IEC 1662/98

Figure A.2 — Risk and safety integrity concepts

Documents

Document Sharing Hub

Full document details: IEC 61508-5 1998


http://www.avadocuments.com/doc/iec-61508-5-1998
http://www.avadocuments.com/doc/iec-61508-5-1998

- 14 - 61508-5 © IEC:1998

A.5 Risk and safety integrity

It is important that the distinction between risk and safety integrity be fully appreciated. Risk is
a measure of the probability and consequence of a specified hazardous event occurring. This
can be evaluated for different situations (EUC risk, risk required to meet the tolerable risk,
actual risk (see figure A.1)). The tolerable risk is determined on a societal basis and involves
consideration of societal and political factors. Safety integrity applies solely to the E/E/PE
safety-related systems, other technology safety related-systems and external risk reduction
facilities and is a measure of the likelihood of those systems/facilities satisfactorily achieving
the necessary risk reduction in respect of the specified safety functions. Once the tolerable risk
has been set, and the necessary risk reduction estimated, the safety integrity requirements for
the safety-related systems can be allocated (see 7.4, 7.5 and 7.6 of IEC 61508-1).

NOTE — The allocation is necessarily iterative in order to optimize the design to meet the

The role that safety-related systems play in achieving the necessary
in figures A.1 and A.2.

related systems. Software safety integrticleve
integrity requirements of the safety functiqQn

The safety integritylev
in tables 2 and @

operating in a low dén

A.7 Allocationef safety requirements

The allocation of safety requirements (both the safety functions and the safety integrity
requirements) to the E/E/PE safety-related systems, other technology safety-related systems
and external risk reduction facilities is shown in figure A.3 (this is identical to figure 6 of
IEC 61508-1). The requirements for the safety requirements allocation phase are given in 7.6
of IEC 61508-1.

The methods used to allocate the safety integrity requirements to the E/E/PE safety-related
systems, other technology safety-related systems and external risk reduction facilities depend,
primarily, upon whether the necessary risk reduction is specified explicitly in a numerical
manner or in a qualitative manner. These approaches are termed quantitative and qualitative
methods respectively (see annexes B, C, D and E).
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Allocation of each safety
function and its associated
safety integrity requirement

Method of specifying
safety integrity
requirements

- E/E/PE Tl

) - safety-related system H
a) Necessary risk "“' Other technology #1 H External risk
reduction safety-related systems 72 I { reduction facilities

N
. E/E/PE E
b) Necess_ary risk ||||’ safety-related system fety-related system
reduction #1

/PE
safety-related system
#

2

c) Safety integrity "“' E/E/PE

= Safety_rela;id -~ m

N N\
desi gy re quirements for individual
XE/ E safety-rélated s ystems see IEC 61508-2

IEC 1663/98
NOTE 1 — Safety integrity requirfemeqts arg oCi Wiafetyf ction before allocation (see 7.5.2.6 of IEC 61508-1).
NOTE 2 — A safety functign Qrehan one safety-related system.
Figure A.3 — 3 equirements to the E/E/PE safety-related systems,
other techno S ystems and external risk reduction facilities
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Annex B
(informative)

ALARP and tolerable risk concepts

B.1 General

This annex considers one particular approach to the achievement of a tolerable risk. The
intention is not to provide a definitive account of the method but rather & stration of the
general principles. Those intending to apply the methods indicated in this\g kould consult
the source material referenced.

B.2 ALARP model
B.2.1 Introduction

Subclause A.2 outlines the main tests that are appli J industrial risks and

a) the risk is so great that it must be refised g
b) the risk is, or has been made, so s

exrequires that any risk must be reduced so far as is
hich Ts—ag low as reasonably practicable (these last

5 words form thelib eviation RPN If & risk falls between the two extremes (i.e. the

unacceptable reg G egion) and the ALARP principle has been applied,
then the resultingvTjs isk for that specific application. This three zone

provided the &
here is different
certain benefits, at the same time expecting it to be kept under review and reduced as and
when this can be done. Here a cost benefit assessment is required either explicitly or implicitly
to weigh the cost and the need or otherwise for additional safety measures. The higher the risk,
the more proportionately would be expected to be spent to reduce it. At the limit of tolerability,
expenditure in gross disproportion to the benefit would be justified. Here the risk will by
definition be substantial, and equity requires that a considerable effort is justified even to
achieve a marginal reduction.

Where the risks are less significant, the less proportionately, need be spent to reduce them
and at the lower end of the tolerability region, a balance between costs and benefits will suffice.
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Below the tolerability region, the levels of risk are regarded as so insignificant that the regulator
need not ask for further improvements. This is the broadly acceptable region where the risks
are small in comparison with the everyday risks we all experience. While in the broadly
acceptable region, there is no need for a detailed working to demonstrate ALARP; it is,
however, necessary to remain vigilant to ensure that the risk remains at this level.

Risk cannot be justified
except in extraordinary
Intolerable re gion circumstances.

The ALARP or
tolerabilit y region

(Risk is undertaken
only if a benefit is
desired)

Y

Broadl y acceptable re gion

It is necessary to maintain
nce that risk remains at

(No need for detailed working this level.

to demonstrate ALARP)

IEC 1664/98

The concept of A Rén qualitative or quantitative risk targets are adopted.
Subclause B.2. for quantitative risk targets. (Annex C outlines a
guantitative xes D and E outline qualitative methods for the determination of

B.2.2 Tolerable risk target

One way in which a tolerable risk target can be obtained is for a number of consequences to be
determined and tolerable frequencies allocated to them. This matching of the consequences to
the tolerable frequencies would take place by discussion and agreement between the
interested parties (for example safety regulatory authorities, those producing the risks and
those exposed to the risks).
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