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INTERNATIONAL ELECTROTECHNICAL COMMISSION

FUNCTIONAL SAFETY OF ELECTRICAL/ELECTRONIC/PROGRAMMABLE
ELECTRONIC SAFETY-RELATED SYSTEMS —

Part 6: Guidelines on the application of IEC 61508-2
and IEC 61508-3

FOREWORD

1) The IEC (International Electrotechnical Commission) is a worldwide organizatio

2) The formal decisions or agreements of the IEC on tech |caI m

3) The documents produced have the form of recom
of standards, technical specifications, techmi
Committees in that sense.

4) In order to promote international unification, National ommy
Standards transparently to the maximum \exten gssible_invtheir national and regional standards. Any
divergence between the IE tanda he coxresponding national or regional standard shall be clearly

indicated in the latter.

5) The IEC provides no marki ‘N its_approval and cannot be rendered responsible for any
equipment declared to i i \ }

6) Attention is dra f@» e OSSIbll th€ elements of this International Standard may be the subject
of patent rights. The”l L gnsible for identifying any or all such patent rights.

IEC 61508-6 hag'b € d by )subcommittee 65A: System aspects, of IEC technical
committee 65: Indystnal asurement and control.

The text hi st& d ¥s based on the following documents:
FDIS Report on voting
65A/295/FDIS 65A/304/RVD

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 3.
Annexes A to E are for information only.

IEC 61508 consists of the following parts, under the general title Functional safety of
electrical/electronic/programmable electronic safety-related systems:
— Part 1: General requirements

— Part 2: Requirements for electrical/electronic/programmable electronic safety-related
systems
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— Part 3: Software requirements

— Part 4: Definitions and abbreviations

— Part 5: Examples of methods for the determination of safety integrity levels
— Part 6: Guidelines on the application of IEC 61508-2 and IEC 61508-3

— Part 7: Overview of techniques and measures

The committee has decided that the contents of this publication will remain unchanged until
2005. At this date, the publication will be

e reconfirmed;
¢ withdrawn;
« replaced by a revised edition, or

¢ amended.

@%
S

Documents

Document Sharing Hub

Full document details: IEC 61508-6 2000


http://avadocuments2026.com/doc/iec-61508-6-2000
http://avadocuments2026.com/doc/iec-61508-6-2000

-8- 61508-6 © IEC:2000

INTRODUCTION

Systems comprised of electrical and/or electronic components have been used for many years
to perform safety functions in most application sectors. Computer-based systems (generically
referred to as programmable electronic systems (PESs)) are being used in all application
sectors to perform non-safety functions and, increasingly, to perform safety functions. If
computer system technology is to be effectively and safely exploited, it is essential that those
responsible for making decisions have sufficient guidance on the safety aspects on which to
make those decisions.

This International Standard sets out a generic approach for all safety lifecycle activities for
systems comprised of electrical and/or electronic and/or programmable electronic components
(electrical/ electronic/programmable electronic systems (E/E/PESs)) that (are usged to perform

technologies (for example mechanical, hydraulic,
programmable electronic). Any safety strategy must

but also all the safety-related systems making u
systems. Therefore, while this Internationa
electronic/programmable electronic (E
framework within which safety-relate

considered.
It is recognized that there i S applications in a variety of application
sectors and covering a wide ard and risk potentials. In any particular

gs is dependent on many factors specific

application, the exact pre
i by being generic, will enable such a

to the application. T
prescription to be iorm
This International Sta
PES and software safety lifecycle phases (for example,
design, implementation, operation and maintenance to

decommig§sionin o\ PESs are used to perform safety functions;

ith a rapidly developing technology in mind; the framework is
sufficrently rQbusta omprehensive to cater for future developments;

— enables application sector international standards, dealing with safety-related E/E/PESSs,
to be developeth.the development of application sector international standards, within the
framework of this International Standard, should lead to a high level of consistency (for
example, of underlying principles, terminology, etc.) both within application sectors and
across application sectors; this will have both safety and economic benefits;

— provides a method for the development of the safety requirements specification necessary
to achieve the required functional safety for E/E/PE safety-related systems;

— uses safety integrity levels for specifying the target level of safety integrity for the safety
functions to be implemented by the E/E/PE safety-related systems;
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— adopts a risk-based approach for the determination of the safety integrity level
requirements;

— sets numerical target failure measures for E/E/PE safety-related systems which are linked
to the safety integrity levels;

— sets a lower limit on the target failure measures, in a dangerous mode of failure, that can
be claimed for a single E/E/PE safety-related system; for E/E/PE safety-related systems
operating in

e alow demand mode of operation, the lower limit is set at an average probability of
failure of 107 to perform its design function on demand,

¢« a high demand or contmuous mode of operation, the lower limit is set at a probability
of a dangerous failure of 10™° per hour;

NOTE A single E/E/PE safety-related system does not necessarily mean a single-channel architecture.

— adopts a broad range of principles, techniques and measures to pnctiopal safety
for E/E/PE safety-related systems, but does not rely on the congept0 fa| afe, which may
be of value when the failure modes are well-defined a omplexity is
relatively low — the concept of fail-safe was considered in QN e of the full

range of complexity of E/E/PE safety-related systems khin\ thenscope of the

QD
\
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FUNCTIONAL SAFETY OF ELECTRICAL/ELECTRONIC/PROGRAMMABLE
ELECTRONIC SAFETY-RELATED SYSTEMS —

Part 6: Guidelines on the application of IEC 61508-2 and IEC 61508-3

1 Scope

1.1 This part of IEC 61508 contains information and guidelines on IEC 61508-2 and
IEC 61508-3.

— Annex A gives a brief overview of the requirements of IEC 61508-2 anhd IEE 61508-3 and

sets out the functional steps in their application.

— Annex B gives an example technique for calculating the prob dware failure
and should be read in conjunction with 7.4.3 and annex C of JEC\6150 ex D
— Annex C gives a worked example of calculating diagnostic c Jd be read in

conjunction with annex C of IEC 61508-2.

— Annex D gives a methodology for quantifying the
cause failures on the probability of failure.

technical commlttees in the prepara ion in accordance with the principles
contained in IEC Guide 8 61508 is also intended for use as a
stand-alone standard.

1.3 One of the respon
of basic safety‘@'
requirements, tes

unless specifically\re
committees.

NOTE In the YSA and

is published,as an i ational staggdard, existing national process safety standards based on IEC 61508 (i.e.
ANSI/ISA £84:01-1998)\can be qpplied to the process sector instead of IEC 61508.

overall framework for parts 1 to 7 of this standard and indicates the
plays in the achievement of functional safety for E/E/PE safety-related
systems.
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Development

PART 1

of the overall safety

requirements (concept, scope
definition, hazard and risk analysis)
(E/E/PE safety-related systems, other
technology safety-related systems and
external risk reduction facilities)

71t07.5

to the development of
the safety integrity

PART 1

Allocation of the safety
requirements to the E/E/PE
safety-related systems

7.6

I requirements

Technical
requirements

PART 5

Risk based approaches

Realisation
phase for
E/E/PE safety-

related systems

Realisation
phase for

Definitions and
abbreviations

PART 4

7.

PART 1

Operation and maintenance,
modification and retrofit,
decommissioning or disposal of
E/E/PE safety-related systems

15to 7.17

Documentation

Clause 5 and
annex A

PART 1

Management of
functional safety

Clause 6

PART 1

Full document details: IEC 61508-6 2000

Figure 1 — Overall framework of IEC 61508

Functional safety
assessment

Clause 8

PART 1

IEC 318/2000
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2 Normative references

The following normative documents contain provisions which, through reference in this text,
constitute provisions of this part of IEC 61508. For dated references, subsequent
amendments to, or revisions of, any of these publications do not apply. However, parties to
agreements based on this part of IEC 61508 are encouraged to investigate the possibility of
applying the most recent editions of the normative documents indicated below. For undated
references, the latest edition of the normative document referred to applies. Members of 1SO
and IEC maintain registers of currently valid International Standards.

IEC 61508 (all parts), Functional safety of electrical/electronic/programmable electronic
safety-related systems

IEC Guide 104:1997, Guide to the drafting of safety standards and tj/r&
safety pilot functions and safety group functions

3 Definitions and abbreviations

For the purpose of this standard, the definiti

&
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Annex A
(informative)

Application of IEC 61508-2 and of IEC 61508-3
A.1 General

Machinery, process plant and other equipment may, in the case of malfunction (for example
by failures of electro-mechanical, electronic and/or programmable electronic devices), present
risks to people and the environment from hazardous events such as fires, explosions,
radiation overdoses, machinery traps, etc. Failures can arise from either physical faults in the
device (for example causing random hardware failures), or from systematic faults (for example
human errors made in the specification and design of a system cause systematic failure under

and/or control of failures in electro-mechanical, electronic 3 lectronic
devices.

The overall goal is to ensure that plant and equip
objective of this standard is to prevent

— undetected failures in protection
system), making the systems unavaj

pt’ of risk reduction established by the risk analysis
ty-related systems 1) are required and what safety

IEC 61508-1 fur
is used to determivie

functions (each with s

— are to be~applied
software; and

during the specification, design and modification of the hardware and

— focus on means for preventing and/or controlling random hardware and systematic failures
(the E/E/PES and software safety lifecycles 3)).

1) systems necessary for functional safety and containing one or more electrical (electro-mechanical), electronic
or programmable electronic (E/E/PE) devices are designated as E/E/PE safety-related systems and include all
equipment necessary to carry out the required safety function (see 3.4.1 of IEC 61508-4).

2) gSafety integrity is specified as one of four discrete levels. Safety integrity level 4 is the highest and safety
integrity level 1 the lowest (see 7.6.2.9 of IEC 61508-1).

3 To enable the requirements of this standard to be clearly structured, a decision was made to order the
requirements using a development process model in which each stage follows in a defined order with little iteration
(sometimes referred to as a waterfall model). However, it is stressed that any lifecycle approach can be used
provided a statement of equivalence is given in the safety plan for the project (see clause 6 of IEC Glmcuments
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IEC 61508-2 and IEC 61508-3 do not give guidance on which level of safety integrity is
appropriate for a given required tolerable risk. This decision depends upon many factors,
including the nature of the application, the extent to which other systems carry out safety
functions and social and economic factors (see IEC 61508-1 and IEC 61508-5).

The requirements of IEC 61508-2 and IEC 61508-3 include

— the application of measures and techniques 1), which are graded against the safety
integrity level, for the avoidance of systematic failures 2) by preventative methods; and

— the control of systematic failures (including software failures) and random hardware
failures by design features such as fault detection, redundancy and architectural features
(for example diversity).

In IEC 61508-2, assurance that the safety integrity target has been g dangerous
random hardware failures is based on

— hardware fault tolerance requirements (see tables 2 and 3 g
— the diagnostic coverage and frequency of proof tests of.sub

In both IEC 61508-2 and IEC 61508-3, assurance
satisfied for systematic failures is gained by
— the correct application of safety ma
— the use of competent staff;

— the application of the specified
techniques and measures 3); and

— an independent functig

The overall goal is to €
integrity level, do not

1) The required techniques and measures for each safety integrity level are shown in the tables in annexes A
and B of IEC 61508-2 and IEC 61508-3.

2) systematic failures cannot usually be quantified. Causes include: specification and design faults in hardware
and software; failure to take account of the environment (for example temperature); and operation-related faults
(for example poor interface).

3) Alternative measures to those specified in the standard are acceptable provided justification is documented
during safety planning (see clause 6 of IEC 61508-1).

4) |ndependent assessment does not always imply third party assessment (see clause 8 of IEC 61508-1).

5) Including fixed built-in software or software equivalents (also called firmware), such as application-specific
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IEC 61508-3 has been developed to provide requirements for achieving safety integrity for the
software — both embedded (including diagnostic fault detection services) and application
software. IEC 61508-3 requires a combination of fault avoidance (quality assurance) and fault
tolerance approaches (software architecture), as there is no known way to prove the absence
of faults in reasonably complex safety-related software, especially the absence of
specification and design faults. IEC 61508-3 requires the adoption of such software
engineering principles as: top down design; modularity; verification of each phase of the
development lifecycle; verified software modules and software module libraries; and clear
documentation to facilitate verification and validation. The different levels of software require
different levels of assurance that these and related principles have been correctly applied.

The developer of the software may or may not be separate from the organization developing
the whole E/E/PES. In either case, close cooperation is needed, particulafly in~developing the
architecture of the programmable electronics where trade-offs bg haxdware and
software architectures need to be considered for their safety impa gurend of IEC
61508-2).

A.2 Functional steps in the application of IEC 61508-

The functional steps in the application of IEC 61508- A.1 and A.2. The

functional steps in the application of IEC 61508-3 are

e requirements to software and pass to
of IEC 61508-3.

tware supplier/developer the hardware and software
implications of the trade-offs between the hardware and
61508-2). Iterate if required.

subsystem (cowpohent) to be used to carry out this function.

f) Establish the system parameters for each of the subsystems (components) used in the
E/E/PE safety-related system. For each of the subsystems (components), determine the
following:

— the proof-test interval for failures which are not automatically revealed;
— the mean time to restoration;
— the diagnostic coverage (see annex C of IEC 61508-2);
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— the probability of failure; and
— the safe failure fraction (see annex C of IEC 61508-2).

g) Determine the architectural constraints (see tables 2 and 3 of IEC 61508-2).

h) Create a reliability model for each of the safety functions that the E/E/PE safety-related
system is required to carry out.

NOTE A reliability model is a mathematical formula which shows the relationship between reliability and
relevant parameters relating to equipment and conditions of use.

i) Calculate a reliability prediction for each safety function using an appropriate technique.
Compare the result with the target failure measure determined in b) above and the
requirements of tables 2 and 3 of IEC 61508-2 (see 7.4.3.1 of IEC 61508-2). If the
predicted reliability does not meet the target failure measure and/or does not meet the
requirements of tables 2 and 3 of IEC 61508-2, then change

- where possible, one or more of the subsystem parameters ¢ f) above);
and/or

- the hardware architecture (go back to d) above).

k) get hardware (see 7.5 of
develop the procedures for
tem (see 7.6 of IEC 61508-2
)] 61508-3), validate the E/E/PES (see
m) Hand over the hagdwa “/E/PES safety validation to the system

system.

FS is required during operational life then re-
7.8 of IEC 61508-2).

n) If maintenan
activate IEC

7.9 of IEC 61508%2) ety assessment (see clause 8 of IEC 61508-1)

In applying the abowe e’ E/E/PES safety techniques and measures appropriate to the
required gr|ty evel are selected. To aid in this selection, tables have been
formulated atious techniques/measures against the four safety integrity levels
(see annex 61508-2). Cross-referenced to the tables is an overview of each

technique and me
B of IEC 61508-7).

e with references to further sources of information (see annexes A and

Annex B provides one possible technique for calculating the probabilities of hardware failure
for E/E/PE safety-related systems.

NOTE In applying the above steps, alternative measures to those specified in the standard are acceptable
provided justification is documented during safety planning (see clause 6 of IEC 61508-1).
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Obtain or produce safety
allocation description

»

Develop E/E/PES safety

Input \ > salf
! mainrtlggan?:re or requirements specification “
modification
requirement +
IEC 61508-2 P———
IEC 22508—3 validation “

¥

E (see 7.8 of

Develop a model for the
hardware architecture

Establish the E/E/PE
safety-related system parameters

- +
Determine the afchitectur
consfraints

Create a reliability model f

—\

Estimated
probability of failure
of safety function
meets the required
failure measure

Implement design,
select measures and techniques
to control systematic failures

i
To @) in

figure A2

See 7.6 of IEC 61508-1

Including the safety integrity

level for each safety function.
Review with software developer/
supplier the hardware/software
balance. See 7.2 of IEC 61508-2.

See 7.3 of IEC 615082 |

-«4—— From in
figure A.2

éjS)ae ]lﬁﬁ 1 of IEC 61508-2

See 7.4.3.2.2
of IEC 61508-2

See 7.4.4t0 7.4.8 of IEC 61508-2

For control of failures and failure
assumptions see annex A of
IEC 61508-2

For avoidance of failures and
validation techniques see
annex B of IEC 61508-2

IEC 319/2000

NOTE For PE systems, activities for software occur in parallel (see figure A.3).

Figure A.1 — Application of IEC 61508-2

Full document details: IEC 61508-6 2000
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From &)

in figure A.1

Integrate verified hardware

E/E

Integrate verified software onto
target hardware

PE

figure A.1

Validated E/E/PES ready for
' tegration into overall system

61508-6 © IEC:2000

See 7.5 of IEC 61508-2 afid

annex B of IEC 61508;.
!

O

w
an

f IEC 61508-3

e 7.5 of AEC 61508-3 and

For validation of E/E/PE see 7.7 of
IEC 61508-2 and annex B of IEC 61508-2
For software validation see IEC 61508-3

See IEC 61508-1

NOTE For PE systems, activities for software occur in parallel (see figure A.3).

Figure A.2 — Application of IEC 61508-2

Full document details: IEC 61508-6 2000
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(continued)
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A.3 Functional steps in the application of IEC 61508-3
Functional steps for IEC 61508-3 (see figure A.3) are as follows.

a) Obtain the requirements for the E/E/PE safety-related systems and relevant parts of the
safety planning (see 7.3 of IEC 61508-2). Update the safety planning as appropriate
during software development.

NOTE Earlier lifecycle phases have already

- specified the required safety functions and their associated safety integrity levels (see 7.4 and 7.5 of
IEC 61508-1);

- allocated the safety functions to designated E/E/PE safety-related systems (see 7.6 of IEC 61508-1); and

— allocated functions to software within each E/E/PE safety-related system (see 7.2/of IEC\§61508-2).

b)

c) Review with the E/E/PES supplier/developer the software a

d) Start the planning for software safety verification_and. vati

e) Design, develop and verify/test the software accg
f) Complete the final software verifica

g) Together with the hardware\dev
the integrat ;

Hand over the re

oftware is required during operational life then re-activate
ppropriate (see 7.8 of IEC 61508-3).

cross the software safety lifecycle. These include verification (see
smctional safety assessment (see clause 8 of IEC 61508-3).

In applying the above steps, software safety techniques and measures appropriate to the
required safety integrity are selected. To aid in this selection, tables have been formulated
ranking the various techniques/measures against the four safety integrity levels (see annex A
of IEC 61508-3). Cross-referenced to the tables is an overview of each technique and
measure with references to further sources of information (see annex C of IEC 61508-7).

Worked examples in the application of the safety integrity tables are given in annex E, and
IEC 61508-7 includes a probabilistic approach to determining software safety integrity for pre-
developed software (see annex D of IEC 61508-7).

NOTE In applying the above steps, alternative measures to those specified in the standard are acceptable
provided justification is documented during safety planning (see clause 6 of IEC 61508-1).
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Obtain specification of E/E/PES
safety requirements and relevant
parts from safety planning

Determine software architecture

Are
software
and hardware
architectures
compatible

Start software verificatipn al
validation pI;m\in

1)

Dev
anen

ntegrate verified software
onto target hardware

ce pri ce(}u@s
(NN

rry out software
validation

v

Provide system engineers with
software and documentation

Software
maintenance/modification

IEC 321/2000

Figure A.3 — Application of IEC 61508-3
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Annex B
(informative)

Example technique for evaluating probabilities
of hardware failure

B.1 General

This annex provides one possible technique for calculating the probabilities of hardware
failure for E/E/PE safety-related systems installed in accordance with IEC 61508-1,
IEC 61508-2 and IEC 61508-3. The information provided is informative in_nature and should
not be interpreted as the only evaluation technique that might be used dqQes, however,
provide a relatively simple approach for assessing the capability of/E :
systems.

NOTE 1 Other techniques are described for example in ANSI/ISA S84.01-199
systems for the process industries.

diagrams (see C.6.5 of IEC 61508-7) and Markov
methods, if correctly applied, yield similar results,

account. For example, fi
integrity for E/E/PE safet
only be determined i

electronic subsystems
safety integrity @-
probability of failure],

The calculations are based on the following assumptions:

— the resulting average probability of failure on demand for the subsystem is less than 10-1,
or the resultant probability of failure per hour for the subsystem is less than 10-5;

— component failure rates are constant over the life of the system;

— the sensor (input) subsystem comprises the actual sensor(s) and any other components
and wiring, up to but not including the component(s) where the signals are first combined
by voting or other processing (for example for two sensor channels, the configuration
would be as shown in figure B.1);
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— the logic subsystem comprises the component(s) where the signals are first combined,
and all other components up to and including where final signal(s) are presented to the
final element subsystem;

— the final element (output) subsystem comprises all the components and wiring which
process the final signal(s) from the logic subsystem including the final actuating
component(s);

— the hardware failure rates used as inputs to the calculations and tables are for a single
channel of the subsystem (for example, if 2003 sensors are used, the failure rate is for a
single sensor and the effect of 2003 is calculated separately);

— the channels in a voted group all have the same failure rates and diagnostic coverage;

— the overall hardware failure rate of a channel of the subsystem is_the sum of the
dangerous failure rate and safe failure rate for that channel, which/are assumed to be
equal;

NOTE 2 This assumption affects the safe failure fraction (see annex C of | the safe failure
fraction does not affect the calculated values for probability of failure given in ti

proof test see B.2.5;

— the proof test interval is at least an order of mag
interval;

— for each subsystem there is a single proof tesg

— for lool anth 2002 voted groups operating in high demand or continuous mode of
operation, the E/E/PE safety-related system always achieves a safe state after detecting a
dangerous fault; to achieve this, the expected interval between demands is at least an
order of magnitude greater than the diagnostic test intervals, or the sum of the diagnostic
test intervals and the time to achieve a safe state is less than the process safety time;
NOTE 5 The process safety time is defined in 7.4.3.2.5 of IEC 61508-2 as the period of time between a

failure occurring in the EUC or the EUC control system (with the potential to give rise to a hazardous event)
and the occurrence of the hazardous event if the safety function is not performed.
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— when a power supply failure removes power from a de-energize-to-trip E/E/PE safety-
related system and initiates a system trip to a safe state, the power supply does not affect
the average probability of failure on demand of the E/E/PE safety-related system; if the
system is energized to trip, or the power supply has failure modes that can cause unsafe
operation of the E/E/PE safety-related system, the power supply should be included in the
evaluation;

— where the term channel is used, it is limited to only that part of the system under
discussion, which is usually either the sensor, logic or final element subsystem;

— the abbreviated terms are described in table B.1.

Sensor Input module <\
Logic voti
corhponent

Sensor Input module

Sensor subsystem

Figure B.1 — Exampl
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Table B.1 — Terms and their ranges used in this annex
(applies to 1001, 1002, 2002, 1002D and 2003)

Abbre- Term (units) Parameter ranges in tables B.2 to B.5 and
viation B.10 to B.13
T1 Proof-test interval (h) One month (730 h)?

Three months (2 190 h)*
Six months (4 380 h)
One year (8 760 h)

Two years (17 520 h)?
10 years (87 600 h)?

MTTR Mean time to restoration (hour) 8 h
DC Diagnostic coverage (expressed as a fraction in the equationsandasa [0 %
percentage elsewhere) 60 %
90 %
99 %
B The fraction of undetected failures that have a common cause 2%
(expressed as a fraction in the equations and as a percentage 10 %
elsewhere) (tables B.2 to B.5 and B.10 to B.13 assume 8= 2 x f3p) 20 %
Bo Of those failures that are detected by the diagnostic tests, the fraction 1%
that have a common cause (expressed as a fraction in the equations and | 5 %
as a percentage elsewhere) 10 %
(tables B.2 to B.5 and B.10 to B.13 assume 3= 2 x f3p)
A Failure rate (per hour) of a channel in a subsystem

voted group, then PFDg is equivalent to PFDs, PFD, or PFD,
respectively)
PFDs Average probability of failure on demand fqr the’sensor subsystem \ ]
PFD, Average probability of failure on demand for\the logic Subsystem /
PFDre | Average probability of failure on demand for thw final*element siksystem
PFDsys | Average probability of failure on demand o a safety funstiomfor th
E/E/PE safety-related system \?\
r for the group f vok}tﬁ%nel
st comyprisas of o
voted group, then PFHG| i FH,
respectively)

PFHs Probability of failure lpe\\hour\fqr the senSar subsystem__/
PFH, Probability of failure[per RgliroNhe logic stbsystam

PFHee Probability Q/ Ne @r hour fg tfk\na\@nﬁ&t}@bsystem

PFHsys | Probability OM r of afetyNfunctign for the E/E/PE safety-
related system

Ap Dangerous fdilure\fate (per ouWnel in a subsystem, equal to
0,5A (as umes 50 % dangero and 50 % safe failures)
Abp Detecte danger faNure r er hour) of a channel in a subsystem
Is th su of all the detected dangerous failure rates within the
nne stem

Abu Undetevted d nge ous\f\a/ure rate (per hour) of a channel in a
subsystem™his is the sum of all the undetected dangerous failure rates
within the cha the subsystem)

PFDg Average probability of failure on demand for the group of vot d channgls
(If the sensor, logic or final element subsystem comprise, nly

PFHg Probability of failure per h
(if the sensor, logic or fi

Asp Detected safe failure rate (per hour) of a channel in a subsystem
(this is the sum of all the detected safe failure rates within the channel
of the subsystem)

tce Channel equivalent mean down time (hour) for 1001, 1002, 2002 and
2003 architectures (this is the combined down time for all the
components in the channel of the subsystem)

tee Voted group equivalent mean down time (hour) for 1002 and 2003
architectures (this is the combined down time for all the channels in the
voted group)

tce’ Channel equivalent mean down time (hour) for 1002D architecture (this
is the combined down time for all the components in the channel of the
subsystem)

tee’ Voted group equivalent mean down time (hour) for 1002D architecture

(this is the combined down time for all the channels in the voted group)

T, Interval between demands (h)

* High demand or continuous mode only.

2 Low demand mode only.
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B.2 Average probability of failure on demand
(for low demand mode of operation)

B.2.1 Procedure for calculations
The average probability of failure on demand of a safety function for the E/E/PE safety-related
system is determined by calculating and combining the average probability of failure on

demand for all the subsystems which together provide the safety function. Since in this annex
the probabilities are small, this can be expressed by the following (see figure B.2):

PFDg,s = PFDg + PFD, + PFD,,

where

— PFDsys is the average probability of failure on demand of a saf
safety-related system;

Sensor subsystem )\;inal element subsystem
Y Logi bsyste \/ ; y
(sensors and input (output interface and
interface) (\ final elements)
\) IEC 323/2000

system structure

a) Draw the blg G am\showing the sensor subsystem (input) components Iogic

groups.

b) Refer to the relevant table from tables B.2 to B.5 which are for six-month, one-year, two-
year and 10-year proof-test intervals. These tables also assume an 8 h mean time to
restoration for each failure once it has been revealed.

c) For each voted group in the subsystem, select from the relevant table of tables B.2 to B.5
— architecture (for example, 2003);
- diagnostic coverage of each channel (for example, 60 %);
— the failure rate (per hour), A, of each channel (for example, 5.0E-06);
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- the common cause failure p-factors, B and (Bp, for the interaction between the channels
in the voted group (for example, 2 % and 1 % respectively).

NOTE 1 It is assumed that every channel in the voted group has the same diagnostic coverage and failure
rate (see B.1).

NOTE 2 It is assumed in tables B.2 to B.5 (and in tables B.10 to B.13) that the pB-factor in the absence of
diagnostic tests (also used for undetected dangerous failures in the presence of diagnostic tests), S, is 2 times
the B-factor for failures detected by the diagnostic tests, Sp.

d) Obtain, from the relevant table from tables B.2 to B.5, the average probability of failure on
demand for the voted group.

e) If the safety function depends on more than one voted group of sensors or actuators, the
combined average probability of failure on demand of the sensor or final element
subsystem, PFDs or PFDgg, is given in the following equations, where Dei and PFDg; is
the average probability of failure on demand for each voted group ( sors and final
elements respectively:

PFDs =y PFDg,

PFDg =y PFDy
J
NOTE 1 This subclause should be read sequenptially, sinee alid for several architectures are

B.2.2.1 1loo01l

This architecture consist i ; ny dangerous failure leads to a failure
of the safety function when

' IEC 324/2000

Figure B.3 — 1001 physical block diagram

Ap

Apu Aop
i ey = T+ MTTR tec = MTTR ®
2

tCE

IEC 325/2000

Figure B.4 — 1o01 reliability block diagram
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Figures B.3 and B.4 contain the relevant block diagrams. The dangerous failure rate for the
channel is given by

AD:ADU+ADD:E

Figure B.4 shows that the channel can be considered to comprise of two components, one
with a dangerous failure rate Apy resulting from undetected failures and the other with a
dangerous failure rate App resulting from detected failures. It is possible to calculate the
channel equivalent mean down time tcg, adding the individual down times from both
components, t,; and t.,, in direct proportion to each component’s contribution to the
probability of failure of the channel:

ADU

tCE

T, A
@—1 + MTTR§+ D2 MTTR
2 Ao

For every architecture, the detected dangerous failure ra
failure rate are given by

atectéd dangerous

PFD =1- g™t
=Aptee sifce

Hence, for a 1001 arc probability of failure on demand is

channels connected in parallel, such that either channel can
\. Thus there would have to be a dangerous failure in both channels

a ailed on demand. It is assumed that any diagnostic testing would
only report the aults found and would not change any output states or change the output

voting.
¢ Channel
........ VAR
* Diagnostics -
e e e e aman A --------
Channel IEC 326/2000

Figure B.5 — 1002 physical block diagram
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Ao
Aou Aoo
tCE
.— Common _.
cause failure
tGE IEC 327/2000

Figure B.6 — 1002 reliability block diagram

Figures B.5 and B.6 contain the relevant block diagrams. The value given in
B.2.2.1, but now it is necessary to also calculate the system equiva q £, which

B.2.2.3 2002

This architecture consigts of two d in parallel so that both channels need to
demand the safety functien be a ace. It is assumed that any diagnostic testing
would only repori~the \faults ould not change any output states or change the
output voting.

N\

\ Diagnostics
AR oot

®—— cChannel

IEC 328/2000

Figure B.7 — 2002 physical block diagram

AD AD
o Apou App @ Apu App o

tce tce

IEC 329/2000

Figure B.8 — 2002 reliability block diagram
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Figures B.7 and B.8 contain the relevant block diagrams. The value of tce is as given in
B.2.2.1, and the average probability of failure on demand for the architecture is

PFD; =2t

B.2.2.4 1o002D

This architecture consists of two channels connected in parallel. During normal operation,
both channels need to demand the safety function before it can take place. In addition, if the
diagnostic tests in either channel detect a fault then the output voting is adapted so that the
overall output state then follows that given by the other channel. If the diagnostic tests find
faults in both channels or a discrepancy that cannot be allocated to eitherthannel, then the
output goes to the safe state. In order to detect a discrepancy between (the channels, either
the other

channel.
— Channel
Figure B.9 —1002D
Ao\
VAN N_)
tce ( Common o
] ~ ] cause failure

IEC 331/2000

Apu k \QD Asp
) %
i Xl\c}zo reliability block diagram

y channel is given by

down times differ from those given for the other architectures in B.2.2 and hence are labelled
tce’ and tge'. Their values are given by

Aoy ﬁ% + MTTRE+ (Aop + Ao )MTTR

tee'=
- Aoy +App +Agp
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The average probability of failure on demand for the architecture is

PFDG :2(1_.3)/\%((1_[3)}\ DU +(1_:BD)/\DD +ASD)tCE'tGE'+.BDA DDMTTR+.B/\DUBE+MTTRE

B.2.2.5 2003

This architecture consists of three channels connected in parallel with a majority voting
arrangement for the output signals, such that the output state is not ged if only one
channel gives a different result which disagrees with the other two chanpg

It is assumed that any diagnostic testing would only report the f ould not
change any output states or change the output voting.

o Channel

_____ M.
Diagnostics
L R -

IEC 332/2000

Q DU ADD
< w\\fy
N N {} S ] o

t,
GE IEC 333/2000

Figure B.12 — 2003 reliability block diagram

Figures B.11 and B.12 contain the relevant block diagrams. The value of fce is as given in
B.2.2.1 and the value of tge is as given in B.2.2.2. The average probability of failure on

demand for the architecture is
2 ar, O
PFD =6((1= Bo)A oo + (1= B)A ou) teetor + BoA ppMTTR + Ay 55+ MTTR]
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B.2.3 Detailed tables for low demand mode of operation

Table B.2 — Average probability of failure on demand for a proof test interval
of six months and a mean time to restoration of 8 h

Architecture DC A=1.0E-07 A =5.0E-07 A =1.0E-06
B=2% |B=10%|B=20%]| B=2% |B=10%|B=20%| B=2% |B=10% | B=20%
pD:]-% pDZS% pD:lO% pD:l% pD:S% pD:].O% pD:l% pD:S% pD:].O%

lool 0% 1.1E-04 5.5E-04 1.1E-03
(seenote 2) | 60 % 4.4E-05 2.2E-04 4.4E-04
90 % 1.1E-05 5.7E-05 1.1E-04
99 % 1.5E-06 7.5E-06 1.5E-05

loo2 0% |2.2E-06 | 1.1E-05) 2.2E-05 | 1.1E-05 | 5.5E-05 [ 1.1E-04 | 2.4E-05 | 1.1E-04 | 2.2E-04

60 % | 8.8E-07 | 4.4E-06 | 8.8E-06 | 4.5E-06 | 2.2E-05 | 4.4E-05 | 9.1E-96 1~4,4E-05 | 8.8E-05
90 % | 2.2E-07 [ 1.1E-06 | 2.2E-06 | 1.1E-06 | 5.6E-06 | 1.1E-05 | 2.3E{06 | 1.2E-05 | 2.2E-05
99 % | 2.66-08 [ 1.3E-07 [ 2.6E-07 [ 1.3E-07 | 6.5E-07 | 1.3E-06 | 26E%07 }~1.3E°06 | 2.6E-06

2002 0% 2.2E-04 1.1E-03 N\ \ 2.2E-03
(seenote 2) | 60 % 8.8E-05 4.4E-04 NN "8 86304
90 % 2.3E-05 1.1E-04 \ 2.36-08
99 % 3.0E-06 1.5E-05 ¢ \  \3.0EXQ5
1002D 0% |2.2E-06 | 1.1E-05 | 2.2E-05 | 1.1E-05 | 5.5E-05 41.1E-04 | 22€-0% | 135404 | 2.2E-04

60 % | 8.8E-07 [ 4.4E-06 | 8.8E-06 | 4.4E-06 | 2.2E-06 | £4E°05 R8.9E-06\ 4.4E-05 | 8.8E-05
90% | 2.2E-07 [ 1.1E-06 | 2.2E-06 | 1.1E-06 | 5.6E-06 NL.1E6% | X 2806 '1.1E-05 | 2.2E-05
99 % | 2.66-08 | 1.3E-07 | 2.6E-07 | 1.3E-07 | 875E-07\1.3E-06 | 2.6§E-07 | 1.3E-06 | 2.6E-06
2003 0% |2.2E-06 | 1.1E-05 | 2.2E-05 | 1.2E-05 | 5.6F-05 | INLE-02] 2.7F-05 | 1.1E-04 | 2.2E-04
60 % | 8.9E-07 | 4.4E-06 | 8.8E-06 | 4.6E-06 | 2.2E-p5 | 4.4E:05 | 96E-06 | 4.5E-05 | 8.9E-05
90 % | 2.2E-07 [ 1.1E-06 | 2.2E-06 | 1.18-06\ 576E£06/] ».1E-05,]| 2.3E-06 | 1.1E-05 | 2.2E-05
99 % | 2.6E-08 | 1.3E-07 | 26E-07 | ¥'3EY07(] 6.5B-07\ 1/.3E06 | 2.6E-07 | 1.3E-06 | 2.6E-06

ing qu‘?t/ons in B.2.2 and depending on the
comprises of only one group of voted channels,

res, the values of 3 and By do not affect the

NOTE 1 This table gives example values of G,
assumptions listed in B.1. If the sensor, logic or finalelement stisyst
then PFDg is equivalent to PFDs, PFD, or PFDg¢ fespectively (see

NOTE 2 The table assumes 8 A2 x fBp. For 1§01 a Qo2 archi
average probability of failure. /\ /\
N

N (Tabl Wtinued)
Architecture DC< (U YA>5BE-06 A = 1.0E-05 A = 5.0E-05

=2% [BE10 [ B220%)/B=2% [B=10% [B=20% ]| B=2% [B=10% [ B=20%
BD—S% \ﬁpzl %

% % ﬁpzl% ﬁD=5% BD:lO% BD:].% BDZS% BD:lO%
lool 0% J< 5.5E-03/\ 1.1E-02 5.5E-02
(seenote2) | 60 % 2.26-03 ) 4.4E-03 2.2E-02
90 9% | \ S 7E84 S 1.1E-03 5.7E-03
L/99% \ 7.5E-05 1.5E-04 7.5E-04

1002 0% Y AS5E\04 [§.86204 | 1.1E-03 | 3.7E-04 | 1.2E-03 | 2.3E-03 | 5.0E-03 | 8.8E-03 | 1.4E-02

0% E-05\] 5.6E-05 [ 1.1E-04 | 2.4E-05 [ 1.1E-04 | 2.2E-04 | 1.5E-04 [ 6.0E-04 | 1.2E-03
99% [\.3508| 6.5E-06 | 1.3E-05 | 2.6E-06 | 1.3E-05 | 2.6E-05 | 1.4E-05 | 6.6E-05 | 1.3E-04

Q‘QOO/ 5.9E-05 | 2.3E-04 [ 4.5E-04 | 1.1E-04 | 4.6E-04 | 9.0E-04 | 1.1E-03 | 2.8E-03 | 4.9E-03

2002 % |\ 1.1E-02 2.2E-02 >1E-01
(seenote 2) | 60 % 4.4E-03 8.8E-03 4.4E-02
90 % 1.1E-03 2.3E-03 1.1E-02
99 % 1.5E-04 3.0E-04 1.5E-03

1002D 0% | 1.5E-04 |5.8E-04 | 1.1E-03 | 3.7E-04 | 1.2E-03 | 2.3E-03 | 5.0E-03 | 8.8E-03 | 1.4E-02

60 % | 4.6E-05 | 2.2E-04 | 4.4E-04 | 9.5E-05 | 4.5E-04 | 8.9E-04 | 6.0E-04 | 2.3E-03 | 4.5E-03
90% | 1.1E-05 | 5.6E-05 [ 1.1E-04 | 2.2E-05 | 1.1E-04 | 2.2E-04 | 1.1E-04 | 5.6E-04 | 1.1E-03
99 % | 1.3E-06 | 6.5E-06 [ 1.3E-05 | 2.6E-06 | 1.3E-05 | 2.6E-05 | 1.3E-05 | 6.5E-05 | 1.3E-04
2003 0% |2.3E-04 | 6.5E-04 | 1.2E-03 | 6.8E-04 | 1.5E-03 | 2.5E-03 | 1.3E-02 | 1.5E-02 | 1.9E-02
60 % | 6.3E-05 | 2.4E-04 | 4.6E-04 | 1.6E-04 | 5.1E-04 | 9.4E-04 | 2.3E-03 | 3.9E-03 | 5.9E-03
90% | 1.2E-05 | 5.7E-05 [ 1.1E-04 | 2.7E-05 | 1.2E-04 | 2.3E-04 | 2.4E-04 | 6.8E-04 | 1.2E-03
99 % | 1.3E-06 | 6.5E-06 [ 1.3E-05 | 2.7E-06 | 1.3E-05 | 2.6E-05 | 1.5E-05 | 6.7E-05 | 1.3E-04

NOTE 1 This table gives example values of PFDg, calculated using the equations in B.2.2 and depending on the
assumptions listed in B.1. If the sensor, logic or final element subsystem comprises of only one group of voted channels,
then PFDg is equivalent to PFDs, PFD, or PFDge respectively (see B.2.1).

NOTE 2 The table assumes 3 = 2 x f3p. For 100l and 2002 architectures, the values of 8 and Bp do not affect the
average probability of failure.
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Table B.3 — Average probability of failure on demand for a proof-test interval of one year
and mean time to restoration of 8 h

Architecture DC A =1.0E-07 A =5.0E-07 A =1.0E-06
B=2% |B=10%|B=20%]| B=2% [B=10%|B=20%| B=2% | B=10% | B=20%
ﬁpzl% BDZS% BD:]-O% BD:].% ﬁDZS% BD:10% BD:].% ﬁDZS% BD:10%
1001 0% 2.2E-04 1.1E-03 2.2E-03
(seenote 2) | 60 % 8.8E-05 4.4E-04 8.8E-04
90 % 2.2E-05 1.1E-04 2.2E-04
99 % 2.6E-06 1.3E-05 2.6E-05
1002 0% | 4.4E-06 | 2.2E-05 | 4.4E-05 | 2.3E-05 | 1.1E-04 | 2.2E-04 | 5.0E-05 | 2.2E-04 | 4.4E-04
60 % | 1.8E-06 | 8.8E-06 | 1.8E-05 | 9.0E-06 | 4.4E-05 | 8.8E-05 | 1.9E-05 [ 8.9E-05 | 1.8E-04
90 % | 4.4E-07 [ 2.2E-06 | 4.4E-06 | 2.2E-06 | 1.1E-05 | 2.2E-05 | 4.5E-06 | 2.2E-05 | 4.4E-05
99 % | 4.8E-08 [ 2.4E-07 | 4.8E-07 | 2.4E-07 | 1.2E-06 | 2.4E-06 | 4.8E-074~2.4E-06 | 4.8E-06
2002 0% 4.4E-04 2.2E-03 ([ 4.2E-03
(seenote 2) | 60 % 1.8E-04 8.8E-04 N __1.8EXQ3
90 % 4.5E-05 2.2E-04 N \ AGE-02\
99 % 5.2E-06 2.6E-05 I\ NS8.2BN05 O\
1002D 0% | 4.4E-06 | 2.2E-05 | 4.4E-05 | 2.3E-05 | 1.1E-04 | 2.2F<04 }\5.0E-05 | 2.2E-0%4 [/4.4E-04
60 % | 1.8E-06 | 8.8E-06 | 1.8E-05 | 8.9E-06 | 4.4E-05 | 8 E-05 A 8E\05 N8.8EQ5 | 1.8E-04
90 % | 4.4E-07 [ 2.2E-06 | 4.4E-06 | 2.2E-06 | 1.1E-05 | 2.2€-05 | 224E-06 | 222E405 | 4.4E-05
99 % | 4.8E-08 [ 2.4E-07 [ 4.8E-07 [ 2.4E-07 | 1.2E-06 | 2E\06 ©4.8E-07\| 2.4E-06 | 4.8E-06
2003 0% |4.6E-06 | 2.2E-05 | 4.4E-05 | 2.7E-05 | 1.1E-04}\2.2E>04 | §.2E<05 ' 2.4E-04 | 4.5E-04
60 % | 1.8E-06 | 8.8E-06 | 1.8E-05 | 9.5E-06 | 45E-05Y.8:8£-05 | 2 E-0% | 9.1E-05 | 1.8E-04
90 % | 4.4E-07 [ 2.2E-06 | 4.4E-06 [ 2.3E-06 [ 1.1F=Q5 | 22E- 4.655-06 | 2.2E-05 [ 4.4E-05
99 % | 4.8E-08 [ 2.4E-07 | 4.8E-07 | 2.4E-07 | 1.2E-06 | 2.4E.06 [#8E-07 | 2.4E-06 | 4.8E-06

average probability of failure.

NOTE 1 This table gives example values of

O\ ~Rbe B fontiged)

Architecture DC

N

M = 5.0E-06

)

A =1.0E-05

A =5.0E-05

10 %

450

PB=2%
\g, = 1%

B=10%
Bo=5%

B=20%
Bo =10 %

B=2%
[39=1%

B=10 %
pD=50/0

B=20%
Bo =10 %

lool

ALY

2.2E-02

>1E-01

(see note 2)

8.8E-03

4.4E-02

<

2.2E-03

1.1E-02

2.6E-04

1.3E-03

1002

ATEN04

.3E-03

1.1E-03

2.7E-03

4.8E-03

1.8E-02

2.4E-02

3.2E-02

1.0E-0%,

9.0E-04

2.8E-04

9.7E-04

1.8E-03

3.4E-03

6.6E-03

1.1E-02

R.4E05

2.2E-04

5.1E-05

2.3E-04

4.5E-04

3.8E-04

1.3E-03

2.3E-03

2.4E-05

4.9E-06

2.4E-05

4.8E-05

2.6E-05

1.2E-04

2.4E-04

4.4E-02

>1E-01

200
(see note 2

1.8E-02

8.8E-02

4.5E-03

2.2E-02

5.2E-04

2.6E-03

1lo02D

3.7E-04

2.3E-03

1.1E-03

2.7E-03

4.8E-03

1.8E-02

2.4E-02

3.2E-02

9.4E-05

8.8E-04

2.0E-04

9.0E-04

1.8E-03

1.5E-03

5.0E-03

9.3E-03

2.2E-05

2.2E-04

4.5E-05

2.2E-04

4.4E-04

2.3E-04

1.1E-03

2.2E-03

2.4E-06

2.4E-05

4.8E-06

2.4E-05

4.8E-05

2.4E-05

1.2E-04

2.4E-04

2003

6.8E-04

2.5E-03

2.3E-03

3.8E-03

5.6E-03

4.8E-02

5.0E-02

5.3E-02

1.6E-04

9.4E-04

4.8E-04

1.1E-03

2.0E-03

8.4E-03

1.1E-02

1.5E-02

2.7E-05

2.3E-04

6.4E-05

2.4E-04

4.6E-04

7.1E-04

1.6E-03

2.6E-03

2.5E-06

2.4E-05

5.1E-06

2.4E-05

4.8E-05

3.1E-05

1.3E-04

2.5E-04

NOTE 1 This

table gives example values of PFDg, calculated using the equations in B.2.2 and depending on the

assumptions listed in B.1. If the sensor, logic or final element subsystem comprises of only one group of voted channels,
then PFDg is equivalent to PFDs, PFD, or PFDg¢ respectively (see B.2.1).

NOTE 2 The table assumes 8 = 2 x . For 100l and 2002 architectures, the values of 8 and [ do not affect the
average probability of failure.
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Table B.4 — Average probability of failure on demand for a proof-test interval
of two years and a mean time to restoration of 8 h

Architecture

DC

A=1.0E-07

A =5.0E-07

A =1.0E-06

B=2%
ﬁpzl%

B=10%
BDZS%

B=20%
Bo=10 %

B=2%
BD:].%

B=10%
ﬁDZS%

B=20%
Bo=10 %

B=2%
BD:].%

B=10 %
ﬁDZS%

B=20%
Bo=10 %

lool

0%

4.4E-04

2.2E-03

4.4E-03

(see note 2)

60 %

1.8E-04

8.8E-04

1.8E-03

90 %

4.4E-05

2.2E-04

4.4E-04

99 %

4.8E-06

2.4E-05

4.8E-05

1loo02

0%

9.0E-06 | 4.4E-05

8.8E-05

5.0E-05 | 2.2E-04

4.4E-04

1.1E-04 | 4.6E-04

8.9E-04

60 %

3.5E-06 | 1.8E-05

3.5E-05

1.9E-05 | 8.9E-05

1.8E-04

3.9E-05 | 1.8E-04

3.5E-04

90 %

8.8E-07 | 4.4E-06

8.8E-06

4.5E-06 | 2.2E-05

4.4E-05

9.1E-06 [ 4.4E-05

8.8E-05

99 %

9.2E-08 | 4.6E-07

9.2E-07

4.6E-07 | 2.3E-06

4.6E-06

9.2E-07+4¢4.6E-06

9.2E-06

2002

0%

8.8E-04

4.4E-03

([ 8.8E-03

(see note 2)

60 %)

3.5E-04

1.8E-03

N _3.5E3Q3

90 %

8.8E-05

4.4E-04

AN

\ 88E-02\

99 %

9.6E-06

4.8E-05

N\

NQL6EN05 O\

1loo2D

0%

9.0E-06 | 4.4E-05

8.8E-05

2.2E-04

1.1€-04 | 4.5E-0

|'8.9E-04

60 %

3.5E-06 | 1.8E-05

3.5E-05

8.8E-05

3,6EN05 N1.8EXQ4

3.5E-04

90 %

8.8E-07 | 4.4E-06

8.8E-06

2.2E-05

B8E-06 | 4MEA05

8.8E-05

99 %

9.2E-08 | 4.6E-07

9.2E-07

2.3E-Q6

N).2E-07\| 4.6E-06

9.2E-06

2003

0%

9.5E-06 | 4.4E-05

8.8E-05

2.3E-04

\.6E04

5.0E-04

9.3E-04

60 %

3.6E-06 | 1.8E-05

3.5E-05

970E-05Y

4NXE-0% | 1.9E-04

3.6E-04

90 %

8.9E-07 | 4.4E-06

8.8E-06

2.2F-05

9.6E-06 | 4.5E-05

8.9E-05

99 %

9.2E-08 | 4.6E-07

9.2E-07

2.3E-06

/3E-07 | 4.6E-06

9.2E-06

average probability of failure.

NOTE 1 This table gives example values of

O\ ~SRbe B fontiged)

Architecture

DC

N A =5.0E-06

)™ = 1.0E-05

A =5.0E-05

5o

P=2% | B=10%
N8, =1% | Br=5%

B=20%
Bo =10 %

B=2%
[39=1%

B=10 %
pD=50/0

B=20%
Bo =10 %

lool

0%

éﬁ?&/ 10 %

4.4E-02

>1E-01

(see note 2)

60

1.8E-02

8.8E-02

90 %

<

4.4E-03

2.2E-02

99 %

4.8E-04

2.4E-03

1002

0%

N1EN03

.8E-03

3.3E-03 | 6.5E-03

1.0E-02

6.6E-02 | 7.4E-02

8.5E-02

/60 A

2.8E-0%

1.8E-03

7.5E-04 | 2.1E-03

3.8E-03

1.2E-02 | 1.8E-02

2.5E-02

90 )

5.0E05

4.5E-04

1.1E-04 [ 4.6E-04

9.0E-04

1.1E-03 | 2.8E-03

4.9E-03

N\ 9990

4.6E-05

9.5E-06 | 4.6E-05

9.2E-05

5.4E-05 | 2.4E-04

4.6E-04

\O W)

8.8E-02

>1E-01

200
(see note 2

X2

3.5E-02

>1E-01

"\90 %

8.8E-03

4.4E-02

99K

9.6E-04

4.8E-03

1lo02D

0%

1.1E-03

4.8E-03

3.3E-03 | 6.5E-03

1.0E-02

6.6E-02 | 7.4E-02

8.5E-02

60 %

2.0E-04

1.8E-03

4.5E-04 | 1.8E-03

3.6E-03

4.3E-03 [ 1.1E-02

1.9E-02

90 %

4.4E-05

4.4E-04

8.9E-05 | 4.4E-04

8.8E-04

4.7E-04 | 2.2E-03

4.4E-03

99 %

4.6E-06

4.6E-05

9.2E-06 | 4.6E-05

9.2E-05

4.6E-05 | 2.3E-04

4.6E-04

2003

0%

2.3E-03

5.6E-03

8.3E-03 | 1.1E-02

1.4E-02

>1E-01 | >1E-01

>1E-01

60 %

4.8E-04

2.0E-03

1.6E-03 | 2.8E-03

4.4E-03

3.2E-02 | 3.5E-02

4.0E-02

90 %

6.3E-05

4.6E-04

1.6E-04 [ 5.1E-04

9.4E-04

2.4E-03 [ 4.0E-03

6.0E-03

99 %

4.8E-06

4.6E-05

1.0E-05 | 4.7E-05

9.2E-05

6.9E-05 | 2.5E-04

4.8E-04

NOTE 1 This table gives example values of PFDg, calculated using the equations in B.2.2 and depending on the
assumptions listed in B.1. If the sensor, logic or final element subsystem comprises of only one group of voted channels,
then PFDg is equivalent to PFDs, PFD, or PFDg¢ respectively (see B.2.1).

NOTE 2 The table assumes 8 = 2 x . For 100l and 2002 architectures, the values of 8 and [ do not affect the
average probability of failure.
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Table B.5 — Average probability of failure on demand for a proof-test interval
of 10 years and a mean time to restoration of 8 h

Architecture DC A=1.0E-07 A =5.0E-07 A =1.0E-06
B=2% [B=10%]|B=20%| B=2% | B=10%|B=20%| B=2% |B=10%]| B=20%
ﬁpzl% BDZS% BD:]-O% BD:].% ﬁDZS% BD:10% BD:].% ﬁDZS% BD:10%

lool 0% 2.2E-03 1.1E-02 2.2E-02
(see note 2) 60 % 8.8E-04 4.4E-03 8.8E-03
90 % 2.2E-04 1.1E-03 2.2E-03
99 % 2.2E-05 1.1E-04 2.2E-04

loo2 0% |5.0E-05 | 2.2E-04 | 4.4E-04 | 3.7E-04 | 1.2E-03 | 2.3E-03 | 1.1E-03 | 2.7E-03 [ 4.8E-03

60 % | 1.9E-05 | 8.9E-05 | 1.8E-04 | 1.1E-04 | 4.6E-04 [ 9.0E-04 | 2.7E-04 | 9.6E-04 [ 1.8E-03
90 % | 4.4E-06 | 2.2E-05 | 4.4E-05 | 2.3E-05 [ 1.1E-04 | 2.2E-04 | 5.0E-05 [ 2.2E-04 | 4.4E-04
99 % | 4.4E-07 | 2.2E-06 | 4.4E-06 | 2.2E-06 | 1.1E-05 | 2.2E-05 | 4.5E-062.2E-05 | 4.4E-05

2002 0% 4.4E-03 2.2E-02 ([ 4.2E-02
(seenote 2) | 60 % 1.8E-03 8.8E-03 N 1.8EXQ2
90 % 4.4E-04 2.2E-03 N \ 4ME-03\
99 % 4.5E-05 2.2E-04 I\ NM5EN04 O\
1002D 0% |5.0E-05 | 2.2E-04 | 4.4E-04 | 3.7E-04 | 1.2E-03 | 2.35<03 \1.1€-08 | 2. RE-03 4.8E-03

60 % | 1.8E-05 [ 8.8E-05 | 1.8E-04 | 9.4E-05 | 4.4E-04 | 8 @E-02] 2 0E\04 N9.0EY4 | 1.8E-03
90 % | 4.4E-06 [ 2.2E-05 | 4.4E-05 | 2.2E-05 | 1.1E-04 | 2.2E-04 | 222E-05 | 2)2E404 | 4.4E-04
99 % | 4.4E-07 [ 2.2E-06 [ 4.4E-06 [ 2.2E-06 | 1.1E-05 | 22E\05 ©4.4E-06\| 2.2E-05 | 4.4E-05
2003 0% |6.2E-05 | 2.3E-04 | 4.5E-04 | 6.8E-04 | 1.5E-03\2.5E>08 | R.3E-03 V'3.7E-03 | 5.6E-03
60% | 2.1E-05 [ 9.0E-05 [ 1.8E-04 | 1.6E-04 | 570E-04Y 936-04' | 4XE-0A | 1.1E-03 | 2.0E-03
90 % | 4.6E-06 [ 2.2E-05 | 4.4E-05 [ 2.7E-05 [ 1.1=04 | 22E- 6.3E-05 | 2.4E-04 | 4.5E-04
99 % | 4.4E-07 [ 2.2E-06 | 4.4E-06 | 2.3E-06 | 1.1E-@5 | 2.2E.05 [ %6E-06 | 2.2E-05 | 4.4E-05

NOTE 1 This table gives example values of

average probability of failure.

O\ _~SRbe B fontiged)

Architecture DC N A=5.DE-06 ) = 1.0E-05 A =5.0E-05

B 2\13/ 10 % 20%] P=2% [B=10% | B=20%]| B=2% |[B=10%|B=20%
pD 100
2

25 % [Bo =30 %|\8o=1% | Bo=5% [Bo=10%] Bo=1% | Bo=5% |Br=10%

1001 0% >AE-0% >1E-01 >1E-01
(see note 2) | 60 %) 4.2E-02 8.8E-02 >1E-01
0% | NLIE-BA 2.2E-02 >1E-01
99 % 1.0E-03 2.2E-03 1.1E-02

1002 0%\ | NgBNO2 [R4E> 2E-02 | 6.6E-02 | 7.4E-02 | 8.5E-02 | >1E-01 | >1E-01 | >1E-01

L 50.% Y 3.2E-08 [ 6.6E-03 [ 1.1E-02 [ 1.2E-02 | 1.8E-02 | 2.5E-02 | >1E-01 [ >1E-01 [ >1E-01
90 %~'3.85\04 \..2E203 | 2.3E-03 | 1.1E-03 | 2.8E-03 | 4.9E-03 | 1.8E-02 | 2.5E-02 | 3.56E-02
99 % | 2ME-85 | 1°¢E-04 | 2.2E-04 | 5.1E-05 | 2.3E-04 | 4.5E-04 | 3.8E-04 [ 1.3E-03 | 2.3E-03

Zooﬁ\\Q% \ >1E-01 >1E-01 >1E-01
(see note 2\ 60% |\ 8.8E-02 >1E-01 >1E-01
9% |\ 2.2E-02 4.4E-02 >1E-01
29w / 2.2E-03 4.5E-03 2.2E-02
1002D 0% |1.86-02|2.4E-02 | 3.2E-02 | 6.6E-02 | 7.4E-02 | 8.5E-02 | >1E-01 | >1E-01 | >1E-01

60 % | 1.5E-03 | 4.9E-03 | 9.2E-03 | 4.2E-03 [ 1.1E-02 [ 1.9E-02 | 7.1E-02 | 9.9E-02 | >1E-01
90% | 2.3E-04 | 1.1E-03 | 2.2E-03 | 4.7E-04 | 2.2E-03 | 4.4E-03 | 3.0E-03 | 1.2E-02 | 2.3E-02
99 % | 2.2E-05 | 1.1E-04 | 2.2E-04 | 4.4E-05 | 2.2E-04 | 4.4E-04 | 2.2E-04 | 1.1E-03 | 2.2E-03
2003 0% |4.8E-02 | 5.0E-02 | 5.3E-02 | >1E-01 | >1E-01 | >1E-01 | >1E-01 | >1E-01 | >1E-01
60 % | 8.3E-03 | 1.1E-02 | 1.4E-02 | 3.2E-02 | 3.5E-02 | 4.0E-02 | >1E-01 | >1E-01 | >1E-01
90 % | 6.9E-04 | 1.5E-03 | 2.6E-03 | 2.3E-03 | 3.9E-03 | 5.9E-03 | 4.9E-02 | 5.4E-02 | 6.0E-02
99 % | 2.7E-05 | 1.2E-04 | 2.3E-04 | 6.4E-05 | 2.4E-04 | 4.6E-04 | 7.1E-04 | 1.6E-03 | 2.6E-03

NOTE 1 This table gives example values of PFDg, calculated using the equations in B.2.2 and depending on the
assumptions listed in B.1. If the sensor, logic or final element subsystem comprises of only one group of voted channels,
then PFDg is equivalent to PFDs, PFD, or PFDg¢ respectively (see B.2.1).

NOTE 2 The table assumes 8 = 2 x . For 100l and 2002 architectures, the values of 8 and [ do not affect the
average probability of failure.
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B.2.4 Example for low demand mode of operation

- 35—

Consider a safety function requiring a SIL2 system. Suppose that the initial assessment for
the system architecture, based on previous practice, is for one group of three analogue
pressure sensors, voting 2003. The logic subsystem is a redundant 1002D configured PES
driving a single shut-down valve plus a single vent valve. Both the shut-down and vent valves
need to operate in order to achieve the safety function. The architecture is shown in figure
B.13. For the initial assessment, a proof-test period of one year is assumed.

Sensor subsystem

Electronic |
interface

Electronic |
interface

Electronic |
interface

Logic subsystem

A=5x10°h"
B=20%
Bo=10%
DC =90 %

Logique majoritaire = 2003

(ogique majoritai

example

Full document details: IEC 61508-6 2000

|
|

\ prabability of failure on demand for the sensor subsystem in the
low demand mode of operation (one year proof-test interval and 8 h MTTR)

S0

Final element
subsystem

N\ = St on
N

DC=60 %
oting = 1001

Electronic
interface

A=10x10%h"t
DC=60 %
Voting = 1001

Architecture DC A =5.0E-06
B=2% | B=10% | B=20%
BD:].% BDZS% BD:]-O%
2003 0%| 6.8E-04 | 1.5E-03 2.5E-03
60 %| 1.6E-04 5.1E-04 9.4E-04
90 %| 2.7E-05 1.2E-04 2.3E-04
99 %| 2.5E-06 1.2E-05 2.4E-05

NOTE This table is abstracted from table B.3.

IEC 334/2000

example for low demand mode of operation
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Table B.7 — Average probability of failure on demand for the logic subsystem in the example
for low demand mode of operation (one year proof-test interval and 8 h MTTR)

Architecture DC A = 1.0E-05
B=2% | B=10% | B=20%
ﬁpzl% ﬁDZS% BD:]-O%
1loo2D 0%| 1.1E-03 | 2.7E-03 | 4.8E-03
60 %| 2.0E-04 | 9.0E-04 1.8E-03
90 %| 4.5E-05 | 2.2E-04 | 4.4E-04
99 9% 4.8E-06 | 2.4E-05 | 4.8E-05
NOTE This table is abstracted from table B.3.

Table B.8 — Average probability of failure on demand for the final ele system
in the example for low demand mode of operatio
(one year proof-test interval and 8 h MTTR)<\
Architecture DC A =5.0E-06 (A =1h0E-05\
1001 0% 1.1E-02 N\ 22E-02 \
60 % 4.4E-03 S \8.86%03  \
90 % 1.1E-03 CA2EN3
99 % 1.3E-04 / “\\2.6E-04,
NOTE This table is abstracted from table B.3. o~ K ] C}
From tables B.6 to B.8 the following val
For the sensor subsystem,
PFDs =
For the logic sut@e
PFD, =
For the final ele
PFDrg
Therefore, 0 nction,
PFDsys = 2,3x 104 +4,8x10-6+1,3x10-2
= 1,3 x 102
= safety integrity level 1
Documents
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To improve the system to meet safety integrity level 2, one of the following could be done:

a) change the proof-test interval to six months

PFDg = 1,1 x10-4

PFD, = 2,6 x 10-6

PFDse = 2,2 x 10-3 + 4,4 x 10-3
= 6,6 x 10-3

PFDSYS = 6,7 X 10_3

safety integrity level 2

b) change the 1ool shutdown valve (which is the output device with thg
1002 (assuming =10 % and Bp =5 %)

reliability) to

PFDg = 2,3 x 104

PFD, = 4,8 x 10-6

PFDge = 4.4 x10-3+9,7 x 104
= 5,4 x 10-3

PFDSYS = 5,6 X 10_3

safety inte

er diagnostic tests or proof tests are
bthe safety function affected by the fault.

Faults in the safety syste
found only by an inciden
Thus, for these totall
governs the effective d

An example of tr@

the system:

A
ﬁT—Z + MTTRE+ 02 MTTR
2 Ap

B_ + MTTRH+ Ao yrTR
PFDg =2((1- Bp)A oo +(1- B)A DU) celor + BpA ppMTTR + plou B_ + MTTRH+ plov B_ + MTTRE

Table B.9 below gives the numeric results of a 1002 system with a 100 % one-year proof test
compared against a 50 % proof test where the demand period T, is assumed to be 10 years.
This example has been calculated assuming a failure rate of 1 x 107° per hour, a 8 value of
10 % and a Bp value of 5 %.
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Table B.9 — Example for a non-perfect proof test

Architecture DC A =1.0E-05
100 % proof test | 50 % proof test
(T, = 10 years)

B=10% B=10%

BD =5% BD =5%

1lo02 0% 2.7E-03 6.6E-02

60 % 9.7E-04 2.6E-02

90 % 2.3E-04 6.6E-03

99 % 2.4E-05 7.0E-04

61508-6 © IEC:2000

B.3 Probability of failure per hour (for high demand or continuous mode

of operation)

B.3.1 Procedure for calculations

probability of failure on demand (PFDgys) is replaced with
per hour (PFHgys).

E/E/PE safety-related

system, PFHgys, is determined by calculating (thg . xvilure rates for all the sub-
systems which together provide the on nd adding” together these individual
values. Since in this annex the probabi expressed by the following:

related syst
- PFHsis the pr
- PFH,isthep

i suus
only stated where _they arg fir

NOTE 2 The calculati

sed. See also B.2.2.

ons dre based on the assumptions listed in B.1.
B.3.2.1 1oo01

Figures B.3 and B.4 show the relevant block diagrams.

Ap=Apy +App =
Ay, O, 0 A
t =L 3L + MTTRO+ 22 MTTR
“ A, H2 H Ap

A A
Ay :E(l—DC); Aop =7 DC

Full document details: IEC 61508-6 2000

hould be read sequentially, since equations which are valid for several architectures are
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If it is assumed that the safety system puts the EUC into a safe state on detection of any
failure, for a 1001l architecture the following is obtained

PFHs = A py

B.3.2.2 1lo02

Figures B.5 and B.6 show the relevant block diagrams. The value of tcg is as given in B.3.2.1.

PFH¢ :2((1_BD)ADD +(1_ﬁ)ADU)2tCE +BpApp + BApy

B.3.2.3 2002

Figures B.7 and B.8 show the relevant block diagrams. If it is ass
put into a safe state on detection of any fault, for a 2002 architectur

PFH; =22

B.3.2.4 1002D
Figures B.9 and B.10 show the relevant block diagra

B.3.2.5 2003

Figures B.1
B.3.2.1.
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B.3.3 Detailed tables for high demand or continuous mode of operation

Table B.10 — Probability of failure per hour (in high demand or continuous mode of
operation) for a proof-test interval of one month and a mean time to restoration of 8 h

Architecture

DC

A=1.0E-07

A =5.0E-07

A=1.0E-06

B=2%
pD:]-%

B=10%
pDZS%

B=20%
Bo =10 %

B=2%
pD:l%

B=10%
pD=5%

B=20%
Bo =10 %

B=2%
pD:l%

B=10%
pD=5%

B=20%
Bo =10 %

lool

0%

5.0E-08

2.5E-07

5.0E-07

(see note 2)

60 %

2.0E-08

1.0E-07

2.0E-07

90 %

5.0E-09

2.5E-08

5.0E-08

99 %

5.0E-10

2.5E-09

5.0E-09

1002

0%

1.0E-09

5.0E-09

1.0E-08

5.0E-09

2.5E-08 | 5.0E-08

1.0E-08

5.0E-08 | 1.0E-07

60 %

7.0E-10

3.5E-09

7.0E-09

3.5E-09

1.8E-08 | 3.5E-08

7.1E-09 [-3.5E-08

7.0E-08

90 %

5.5E-10

2.8E-09

5.5E-09

2.8E-09

1.4E-08 [ 2.8E-08

5.5E[09

5.5E-08

2.BE-08

99 %

5.1E-10

2.5E-09

5.1E-09

2.5E-09

1.3E-08 | 2.5E-08

546309 ]-2.5E°08

5.1E-08

2002

0%

1.0E-07

5.0E-07

AN

\ 1.8E-06

(see note 2)

60 %

4.0E-08

2.0E-07

i

\

4 0EN07

90 %

1.0E-08

5.0E-08

\

>
1.0E-08

99 %

1.0E-09

5.0E-09

<

\

\1.0E98

1lo02D

0%

1.0E-09

5.0E-09

1.0E-08

5.0E-09

2.5E-08 1\5.0E-08_

1T0E-08

59208 | 1.0E-07

60 %

7.0E-10

3.5E-09

7.0E-09

3.5E-09

1.8E-08 | 335E08

Z.0E-09

3.5E-08 | 7.0E-08

90 %

5.5E-10

2.8E-09

5.5E-09

2.8E-09

1.4E-08 N2.8E 08

55809

2.8E-08 [ 5.5E-08

99 %

5.1E-10

2.5E-09

5.1E-09

2.5E-09

X3E-08

2.55-08

5\E-09

2.5E-08 | 5.1E-08

2003

0%

1.0E-09

5.0E-09

1.0E-08

5.1E-09

2.5F-98 | \QE-08\]

1.1F-08

5.0E-08 | 1.0E-07

60 %

7.0E-10

3.5E-09

7.0E-09

3.6E,09

1.8E-08 | 3.5E.08

T2E-09

3.5E-08 | 7.0E-08

90 %

5.5E-10

2.8E-09

5.5E-09

2.86-09

Y4E£08/| 3.8E-08,

5.6E-09

2.8E-08 [ 5.5E-08

99 %

5.1E-10

2.5E-09

51E-D9

2/5E209(]

1.3E-08

| 2/5E<08

5.1E-09

2.5E-08 | 5.1E-08

NOTE 2 The table assumes
average probability of failure.

NOTE 1 This table gives example values of
assumptions listed in B.1. If the sensor, logic or fin
then PFHg is equivalent to PFHs, PFH, or PFHge fespectively

/3-2></3D.For1012a hi
AN X

dB.2.1).

Wons in B.3.2 and depending on the
comprises of only one group of voted channels,

res, the values of 8 and B, do not affect the

AN

N (Fable Wtinued)

Architecture

A 25.0E-06

A =1.0E-05

A =5.0E-05

<

%
Br= 16

AR

B=2%
ﬁpzl%

B=10%
ﬁD=5%

B=20%
BD:lO%

B=2%
BD:].%

B=10%
BDZS%

B=20%
BD:lO%

lool

0%

<

RS5E-06/\_

5.0E-06

>1E-05

(see note 2)

609

1.0E-06

2

2.0E-06

1.0E-05

90\

RE5EWT_~

5.0E-07

2.5E-06

99 %

N\
\

2.5£-08

5.0E-08

2.5E-07

1002

0 %

5.4EN08

56207

5.0E-07

1.2E-07

5.2E-07 | 1.0E-06

9.5E-07

2.9E-06 | 5.3E-06

\ 60

3.YE-08

1.8E-07

3.5E-07

7.7E-08

3.6E-07 | 7.1E-07

5.4E-07

1.9E-06 | 3.6E-06

90 %

8E-08\]

1.4E-07

2.8E-07

5.7E-08

2.8E-07 | 5.5E-07

3.3E-07

1.4E-06 | 2.8E-06

Q

9N%

1.3E-07

2.5E-07

5.1E-08

2.5E-07 | 5.1E-07

2.7E-07

1.3E-06 | 2.5E-06

2002

\Q%

2.55.08
N\

5.0E-06

1.0E-05

>1E-05

(see note 2)

60 V)

2.0E-06

4.0E-06

>1E-05

90 %

5.0E-07

1.0E-06

5.0E-06

99 %

5.0E-08

1.0E-07

5.0E-07

1lo02D

0%

5.4E-08

2.5E-07

5.0E-07

1.2E-07

5.2E-07 | 1.0E-06

9.5E-07

2.9E-06 | 5.3E-06

60 %

3.6E-08

1.8E-07

3.5E-07

7.3E-08

3.5E-07 | 7.0E-07

4.3E-07

1.8E-06 | 3.6E-06

90 %

2.8E-08

1.4E-07

2.8E-07

5.5E-08

2.8E-07 | 5.5E-07

2.8E-07

1.4E-06 | 2.8E-06

99 %

2.5E-08

1.3E-07

2.5E-07

5.1E-08

2.5E-07 | 5.1E-07

2.5E-07

1.3E-06 | 2.5E-06

2003

0%

6.3E-08

2.6E-07

5.1E-07

1.5E-07

5.5E-07 | 1.0E-06

1.8E-06

3.6E-06 | 5.9E-06

60 %

4.1E-08

1.8E-07

3.5E-07

9.2E-08

3.7E-07 | 7.2E-07

9.1E-07

2.2E-06 | 3.9E-06

90 %

2.9E-08

1.4E-07

2.8E-07

6.2E-08

2.8E-07 | 5.6E-07

4.4E-07

1.5E-06 | 2.9E-06

99 %

2.6E-08

1.3E-07

2.5E-07

5.2E-08

2.5E-07 | 5.1E-07

3.0E-07

1.3E-06 | 2.6E-06

NOTE 1 This table gives example values of PFHg, calculated using the equations in B.3.2 and depending on the
assumptions listed in B.1. If the sensor, logic or final element subsystem comprises of only one group of voted channels,
then PFHg is equivalent to PFHs, PFH, or PFHge respectively (see B.3.1 and B.2.1).

NOTE 2 The table assumes 3 = 2 x f3p. For 100l and 2002 architectures, the values of 8 and Bp do not affect the
average probability of failure.
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Table B.11 — Probability of failure per hour (in high demand or continuous mode of
operation) for a proof test interval of three months and a mean time
to restoration of 8 h

Architecture DC A =1.0E-07 A =5.0E-07 A =1.0E-06
B=2% [B=10%|B=20%| B=2% [B=10%|[B=20%| B=2% |B=10%|B=20%
Bo=1%|Bo=5% |Br=10%| Bo=1% | Bo=5% [Bo=10%] Bo=1% | Bo=5% [Br=10%
lool 0% 5.0E-08 2.5E-07 5.0E-07
(seenote 2) | 60 % 2.0E-08 1.0E-07 2.0E-07
90 % 5.0E-09 2.5E-08 5.0E-08
99 % 5.0E-10 2.5E-09 5.0E-09
1002 0% | 1.0E-09 |5.0E-09 | 1.0E-08 | 5.1E-09 | 2.5E-08 | 5.0E-08 | 1.1E-08 | 5.0E-08 | 1.0E-07
60% | 7.0E-10 | 3.5E-09 | 7.0E-09 | 3.6E-09 | 1.8E-08 | 3.5E-08 | 7.2E-09 | 3.5E-08 | 7.0E-08
90 % [ 5.5E-10 | 2.8E-09 | 5.5E-09 | 2.8E-09 | 1.4E-08 | 2.8E-08 | 5.6E-p9{2.8E-08 | 5.5E-08
99 % | 5.1E-10 | 2.5E-09 | 5.1E-09 | 2.5E-09 | 1.3E-08 | 2.5E-08 | 5.1E{09 | 2.5€-08 | 5.1E-08
2002 0% 1.0E-07 5.0E-07 / N 1.0E6
(seenote2) | 60 % 4.0E-08 2.0E-07 N\ \ 40E-0\
90 % 1.0E-08 5.0E-08 <IN\ NOBNT N
99 % 1.0E-09 5.0E-09 \ 1.DE-08,,
1002D 0% |1.0E-09 |5.0E-09 | 1.0E-08 | 5.1E-09 | 2.5E-08 | 50E-08). N1E\08 N5.0EQ8 | 1.0E-07
60 % | 7.0E-10 [ 3.5E-09 | 7.0E-09 | 3.5E-09 | 1.8E-08 L.3.5€-08 | "XE-09 | 3°5£708 | 7.0E-08
90 % | 5.5E-10 | 2.8E-09 | 5.5E-09 | 2.8E-09 | 1.4E-68 | 228E 08 }\&.5E-09\ 2.8E-08 | 5.5E-08
99 % | 5.1E-10 [ 2.5E-09 [ 5.1E-09 | 2.5E-09 | 1.3E-08 \2.5E>08 | 5.1E-09 P2.5E-08 | 5.1E-08
2003 0% |1.0E-09|5.0E-09 | 1.0E-08 | 5.4E-09 | 2.5E-08\5.05:08 | 1.RE-08 | 5.1E-08 | 1.0E-07
60% | 7.1E-10 | 3.5E-09 | 7.0E-09 [ 3.7E-09 [ 1.8F=88 | 3\5E-08] 7.7F-09 | 3.6E-08 | 7.0E-08
90 % | 5.5E-10 | 2.8E-09 | 5.5E-09 | 2.8E,09 | 1.4E-08 | 2.8K.08 | 5v7E-09 | 2.8E-08 | 5.5E-08
99 % | 5.1E-10 [ 2.5E-09 | 5.15-09 | 2.58-09\| \¥3E/08/| *.5E-08 | 5.1E-09 | 2.5E-08 | 5.1E-08
NOTE 1 This table gives example values o C ule;}ed using \the Watl S in B.3.2 and depending on the
assumptions listed in B.1. If the sensor, logic or fihal elementsubsystem comprises/of only one group of voted channels,
then PFHg is equivalent to PFHs, PFH, or PFHee respectively (see B.3xL and
NOTE 2 The table assumes 3 = 2 x [p. For itectixes, the values of 8 and B, do not affect the
average probability of failure.

td\
X N( Tove - trapouea

Architecture DC | A\5.0E-06 A= 1.0E-05 A = 5.0E-05

=2%
Dzl%

B=20%
Bo=10 %

B=2%
BD:].%

B=10%
BDZS%

B=20%
Bo=10 %

Bo Bo=5%
lool 0% 2.5E-06 >1E-05

I AP 5=10%
<

(see note 2) 1.0E-05

5.0E-07 2.5E-06

5.0E-06
60 % NLOE-DEN
Y

2.0E-06
90 %~ 2.5E-07

99 % | \ 5.0E-08 2.5E-07

loo2 5.1E-07 | 1.5E-07 | 5.4E-07 | 1.0E-06 | 1.8E-06 | 3.6E-06 | 5.9E-06

|09 ).6.3E-08,] 2.6E-07

60 % 4. 0E\08 [\L.8E207 | 3.5E-07 | 9.2E-08 | 3.7E-07 | 7.2E-07 | 8.9E-07 [ 2.2E-06 | 3.9E-06

29E-08 | 1.4E-07 | 2.8E-07 | 6.1E-08 | 2.8E-07 | 5.5E-07 | 4.2E-07 [ 1.5E-06 | 2.9E-06

1.3E-07 | 2.5E-07 | 5.1E-08 | 2.5E-07 | 5.1E-07 | 2.8E-07 | 1.3E-06 | 2.5E-06

Oram

2 5E-08\

2002 oo |\ 5.0E-06 1.0E-05 >1E-05

(seenote2) [ 80.% | \ 2.0E-06 4.0E-06 >1E-05

90 % 5.0E-07 1.0E-06 5.0E-06

99 % 5.0E-08 1.0E-07 5.0E-07

loo2D 0% |6.3E-08 [ 2.6E-07 | 5.1E-07 | 1.5E-07 | 5.4E-07 | 1.0E-06 | 1.8E-06 | 3.6E-06 | 5.9E-06

60 % | 3.7E-08 | 1.8E-07 | 3.5E-07 | 7.9E-08 | 3.6E-07 | 7.1E-07 | 5.7E-07 | 1.9E-06 | 3.7E-06

90 % | 2.8E-08 | 1.4E-07 | 2.8E-07 | 5.6E-08 | 2.8E-07 | 5.5E-07 | 2.9E-07 | 1.4E-06 | 2.8E-06

99 % | 2.5E-08 | 1.3E-07 | 2.5E-07 | 5.1E-08 | 2.5E-07 | 5.1E-07 | 2.5E-07 | 1.3E-06 | 2.5E-06

2003 0% |9.0E-08 | 2.8E-07 | 5.3E-07 | 2.6E-07 | 6.3E-07 | 1.1E-06 | 4.5E-06 | 5.9E-06 | 7.6E-06

60 % | 5.1E-08 | 1.9E-07 | 3.6E-07 | 1.4E-07 | 4.1E-07 | 7.5E-07 | 2.0E-06 | 3.2E-06 | 4.7E-06

90 % | 3.2E-08 | 1.4E-07 | 2.8E-07 | 7.2E-08 | 2.9E-07 | 5.6E-07 | 7.1E-07 | 1.8E-06 | 3.1E-06

99 % | 2.6E-08 | 1.3E-07 | 2.5E-07 | 5.3E-08 | 2.6E-07 [ 5.1E-07 | 3.2E-07 | 1.3E-06 | 2.6E-06

NOTE 1 This table gives example values of PFHg, calculated using the equations in B.3.2 and depending on the
assumptions listed in B.1. If the sensor, logic or final element subsystem comprises of only one group of voted channels,
then PFHg is equivalent to PFHs, PFH, or PFHge respectively (see B.3.1 and B.2.1).

NOTE 2 The table assumes 3 = 2 x f3p. For 100l and 2002 architectures, the values of 8 and Bp do not affect the
average probability of failure.
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Table B.12 — Probability of failure per hour (in high demand or continuous mode of
operation) for a proof test interval of six months and a mean time to restoration of 8 h

Architecture DC A =1.0E-07 A =5.0E-07 A =1.0E-06
B=2% |B=10%|B=20%]| B=2% [B=10%|B=20%| B=2% | B=10% | B=20%
ﬁpzl% BDZS% BD:]-O% BD:].% ﬁDZS% BD:10% BD:].% ﬁDZS% BD:10%
1001 0% 5.0E-08 2.5E-07 5.0E-07
(seenote 2) | 60 % 2.0E-08 1.0E-07 2.0E-07
90 % 5.0E-09 2.5E-08 5.0E-08
99 % 5.0E-10 2.5E-09 5.0E-09
1002 0% | 1.0E-09 | 5.0E-09 | 1.0E-08 | 5.3E-09 | 2.5E-08 | 5.0E-08 | 1.1E-08 | 5.1E-08 | 1.0E-07
60 % | 7.0E-10 [ 3.5E-09 | 7.0E-09 | 3.6E-09 | 1.8E-08 | 3.5E-08 | 7.4E-09 [ 3.5E-08 | 7.0E-08
90 % | 5.5E-10 [ 2.8E-09 | 5.5E-09 | 2.8E-09 | 1.4E-08 | 2.8E-08 | 5.6E-09 [ 2.8E-08 | 5.5E-08
99 % | 5.1E-10 [ 2.5E-09 | 5.1E-09 | 2.5E-09 | 1.3E-08 | 2.5E-08 | 5.1E-094-~2.5E-08 | 5.1E-08
2002 0% 1.0E-07 5.0E-07 [ 1.DE-06
(seenote 2) | 60 % 4.0E-08 2.0E-07 N _4.0EXQ7
90 % 1.0E-08 5.0E-08 N \ 1QE-0A
99 % 1.0E-09 5.0E-09 I\ NLOBNO8 O\
1002D 0% | 1.0E-09 | 5.0E-09 | 1.0E-08 | 5.3E-09 | 2.5E-08 | 5.0#<08 |\1.1€-08 | 5.NE-08 /1.0E-07
60 % | 7.0E-10 [ 3.5E-09 | 7.0E-09 | 3.5E-09 | 1.8E-08 | 36E-08\] R2E\09 N3.5E%8 | 7.0E-08
90 % | 5.5E-10 [ 2.8E-09 [ 5.5E-09 | 2.8E-09 | 1.4E-08 | 2.8E-08 | 5-5€-09 | 286408 | 5.5E-08
99% | 5.1E-10 [ 2.5E-09 [ 5.1E-09 [ 2.5E-09 | 1.3E-08 | 26E\08 }&.1E-09\| 2.5E-08 | 5.1E-08
2003 0% |1.0E-09]|5.0E-09 | 1.0E-08 | 5.8E-09 | 2.6E-08}\5.1E>08 | 1.3E:08 }’5.3E-08 | 1.0E-07
60% | 7.1E-10 [ 3.5E-09 | 7.0E-09 | 3.8E-09 | ¥'8E-08Y.35£-08"| 8 RE-09 | 3.6E-08 | 7.1E-08
90 % | 5.5E-10 [ 2.8E-09 | 5.5E-09 [ 2.8E-09 }'1.4F=08 | 28E- 5.8FE-09 | 2.8E-08 | 5.5E-08
99 % | 5.1E-10 [ 2.5E-09 | 5.1E-09 | 2.5E-09 | 1.3E-@8 | 2.5E.08 ['54E-09 | 2.5E-08 | 5.1E-08

average probability of failure.

NOTE 1 This table gives example values of

AR T

Architecture DC

N

M = 5.0E-06

)

A =1.0E-05

A =5.0E-05

10 %

5o

PB=2%
\g, = 1%

B=10%
Bo=5%

B=20%
Bo =10 %

B=2%
[39=1%

B=10 %
pD=50/0

B=20%
Bo =10 %

lool

ALY

5.0E-06

>1E-05

(see note 2)

2.0E-06

1.0E-05

<

5.0E-07

2.5E-06

5.0E-08

2.5E-07

1002

NEENO8

.2E-07

2.1E-07

5.9E-07

1.1E-06

3.1E-06

4.7E-06

6.8E-06

4.6E-08_

3.6E-07

1.1E-07

3.9E-07

7.3E-07

1.4E-06

2.7E-06

4.3E-06

8.0E08

2.8E-07

6.6E-08

2.9E-07

5.6E-07

5.5E-07

1.6E-06

3.0E-06

2.5E-07

5.2E-08

2.5E-07

5.1E-07

2.9E-07

1.3E-06

2.6E-06

1.0E-05

>1E-05

200
(see note 2

4.0E-06

>1E-05

1.0E-06

5.0E-06

1.0E-07

5.0E-07

1lo02D

7.6E-08

5.2E-07

2.1E-07

5.9E-07

1.1E-06

3.1E-06

4.7E-06

6.8E-06

3.9E-08

3.5E-07

8.7E-08

3.7E-07

7.1E-07

7.8E-07

2.1E-06

3.8E-06

2.8E-08

2.8E-07

5.6E-08

2.8E-07

5.5E-07

3.0E-07

1.4E-06

2.8E-06

2.5E-08

2.5E-07

5.1E-08

2.5E-07

5.1E-07

2.5E-07

1.3E-06

2.5E-06

2003

1.3E-07

5.5E-07

4.2E-07

7.7E-07

1.2E-06

8.4E-06

9.2E-06

1.0E-05

6.7E-08

3.7E-07

2.0E-07

4.6E-07

8.0E-07

3.6E-06

4.6E-06

6.0E-06

3.6E-08

2.8E-07

8.8E-08

3.1E-07

5.8E-07

1.1E-06

2.1E-06

3.4E-06

2.6E-08

2.5E-07

5.5E-08

2.6E-07

5.1E-07

3.6E-07

1.4E-06

2.6E-06

NOTE 1 This

table gives example values of PFHg, calculated using the equations in B.3.2 and depending on the
assumptions listed in B.1. If the sensor, logic or final element subsystem comprises of only one group of voted channels,
then PFHg is equivalent to PFHs, PFH, or PFHee respectively (see B.3.1 and B.2.1).

NOTE 2 The table assumes 8 = 2 x . For 100l and 2002 architectures, the values of 8 and [ do not affect the
average probability of failure.

Full document details: IEC 61508-6 2000

Documents

Document Sharing Hub


http://avadocuments2026.com/doc/iec-61508-6-2000
http://avadocuments2026.com/doc/iec-61508-6-2000

61508-6 © IEC:2000 —-43 -

Table B.13 — Probability of failure per hour (in high demand or continuous mode of
operation) for a proof-test interval of one year and a mean time to restoration of 8 h

Architecture DC A=1.0E-07 A =5.0E-07 A =1.0E-06
B=2% [B=10%]|B=20%| B=2% | B=10%|B=20%| B=2% |B=10%]| B=20%
ﬁpzl% BDZS% BD:]-O% BD:].% ﬁDZS% BD:10% BD:].% ﬁDZS% BD:10%

lool 0% 5.0E-08 2.5E-07 5.0E-07
(see note 2) 60 % 2.0E-08 1.0E-07 2.0E-07
90 % 5.0E-09 2.5E-08 5.0E-08
99 % 5.0E-10 2.5E-09 5.0E-09

loo2 0% | 1.0E-09 | 5.0E-09 | 1.0E-08 | 5.5E-09 | 2.5E-08 | 5.0E-08 | 1.2E-08 | 5.2E-08 [ 1.0E-07

60 % | 7.1E-10 | 3.5E-09 | 7.0E-09 | 3.7E-09 | 1.8E-08 [ 3.5E-08 | 7.9E-09 | 3.6E-08 | 7.1E-08
90 % | 5.5E-10 | 2.8E-09 | 5.5E-09 | 2.8E-09 | 1.4E-08 | 2.8E-08 | 5.7E-09 [ 2.8E-08 | 5.5E-08
99 % | 5.1E-10 | 2.5E-09 | 5.1E-09 | 2.5E-09 | 1.3E-08 | 2.5E-08 | 5.1E-09+2.5E-08 | 5.1E-08

2002 0% 1.0E-07 5.0E-07 [ 1.DE-06
(seenote 2) | 60 % 4.0E-08 2.0E-07 N _4.0EXQ7
90 % 1.0E-08 5.0E-08 N \ 1QE-0A
99 % 1.0E-09 5.0E-09 I\ NLOBNO8 O\
1002D 0% | 1.0E-09 | 5.0E-09 | 1.0E-08 | 5.5E-09 | 2.5E-08 | 5.0#<08 }\1.2E-08 | 5.2E-08 /1.0E-07

60 % | 7.0E-10 [ 3.5E-09 [ 7.0E-09 | 3.6E-09 | 1.8E-08 | 36E-08\] R3E\09 N3.5E%8 | 7.0E-08
90 % | 5.5E-10 [ 2.8E-09 [ 5.5E-09 | 2.8E-09 | 1.4E-08 | 2.8E-08 | 5-5€-09 | 286408 | 5.5E-08
99% | 5.1E-10 [ 2.5E-09 [ 5.1E-09 [ 2.5E-09 | 1.3E-08 | 26E\08 }&.1E-09\| 2.5E-08 | 5.1E-08
2003 0% |1.1E-09|5.1E-09 | 1.0E-08 | 6.6E-09 | 2.6E-08}\5.1E>08 | 1.6E:08 }’5.5E-08 | 1.0E-07
60 % | 7.3E-10 [ 3.5E-09 | 7.0E-09 | 4.1E-09 | ¥'8E-08Y.35£-08"| 9.8E-09 | 3.7E-08 | 7.2E-08
90 % | 5.6E-10 [ 2.8E-09 | 5.5E-09 [ 2.9E-09 }'1.4F=08 | 28E- 6.2F-09 | 2.8E-08 | 5.6E-08
99 % | 5.1E-10 [ 2.5E-09 | 5.1E-09 | 2.5E-09 | 1.3E-@8 | 2.5E.08 ['54E-09 | 2.5E-08 | 5.1E-08

NOTE 1 This table gives example values of

average probability of failure.

AR T

Architecture DC N A=5.DE-06 ) = 1.0E-05 A =5.0E-05

B 2\13/ 10 % 20%] P=2% [B=10% | B=20%]| B=2% |[B=10%|B=20%
pD 100
2

25 % [Bo =30 %|\8o=1% | Bo=5% [Bo=10%] Bo=1% | Bo=5% |Br=10%

1001 0% 25E-06 5.0E-06 >1E-05
(see note 2) | 60 %) 1.0E-06 2.0E-06 1.0E-05
0% | 2.5E-B7 N 5.0E-07 2.5E-06
99 % 25E-08 5.0E-08 2.5E-07

1002 09\ | DNoBO7 R 9E> .4E-07 | 3.1E-07 | 6.8E-07 | 1.1E-06 | 5.8E-06 | 6.9E-06 | 8.5E-06

| 66.% Y 5.6E-08 | 1.9E-07 | 3.7E-07 | 1.6E-07 [ 4.3E-07 [ 7.7E-07 | 2.5E-06 | 3.7E-06 | 5.1E-06
90 %~'8.35\08 \L.4E207 | 2.8E-07 | 7.7E-08 | 2.9E-07 | 5.7E-07 | 8.2E-07 | 1.9E-06 | 3.2E-06
99 % | 26E-88 | 1°8E-07 | 2.5E-07 | 5.3E-08 | 2.5E-07 | 5.1E-07 | 3.2E-07 [ 1.3E-06 | 2.6E-06

Zooﬁ\\Q% \ 5.0E-06 1.0E-05 >1E-05
(see note 2\ 60% |\ 2.0E-06 4.0E-06 >1E-05
9% |\ 5.0E-07 1.0E-06 5.0E-06
29w / 5.0E-08 1.0E-07 5.0E-07
1002D 0% |1.0E-07 | 2.9E-07 | 5.4E-07 | 3.1E-07 | 6.8E-07 | 1.1E-06 | 5.8E-06 | 6.9E-06 | 8.5E-06

60 % | 4.4E-08 | 1.8E-07 | 3.6E-07 | 1.0E-07 | 3.8E-07 | 7.3E-07 | 1.2E-06 | 2.5E-06 | 4.1E-06
90 % | 2.8E-08 | 1.4E-07 | 2.8E-07 | 5.7E-08 | 2.8E-07 | 5.5E-07 | 3.3E-07 | 1.4E-06 | 2.8E-06
99 % | 2.5E-08 | 1.3E-07 | 2.5E-07 | 5.1E-08 | 2.5E-07 | 5.1E-07 | 2.5E-07 | 1.3E-06 | 2.5E-06
2003 0% |2.1E-07 | 3.8E-07 | 6.1E-07 | 7.3E-07 | 1.0E-06 | 1.4E-06 | >1E-05 [ >1E-05 | >1E-05
60 % | 9.9E-08 | 2.3E-07 | 4.0E-07 | 3.3E-07 | 5.8E-07 | 9.0E-07 | 6.8E-06 | 7.5E-06 | 8.4E-06
90 % | 4.4E-08 | 1.5E-07 | 2.9E-07 | 1.2E-07 | 3.3E-07 | 6.0E-07 | 1.9E-06 | 2.9E-06 | 4.1E-06
99 % | 2.7E-08 | 1.3E-07 | 2.5E-07 | 5.8E-08 | 2.6E-07 | 5.1E-07 | 4.4E-07 | 1.4E-06 | 2.7E-06

NOTE 1 This table gives example values of PFHg, calculated using the equations in B.3.2 and depending on the
assumptions listed in B.1. If the sensor, logic or final element subsystem comprises of only one group of voted channels,
then PFHg is equivalent to PFHs, PFH, or PFHee respectively (see B.3.1 and B.2.1).

NOTE 2 The table assumes 8 = 2 x . For 100l and 2002 architectures, the values of 8 and By do not affect the
average probability of failure.
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