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INTERNATIONAL ELECTROTECHNICAL COMMISSION

FUNCTIONAL SAFETY OF ELECTRICAL/ELECTRONIC/
PROGRAMMABLE ELECTRONIC SAFETY-RELATED SYSTEMS -

Part 7: Overview of techniques and measures

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote
international co-operation on all questions concerning standardization in the electrical and electronic fields. To
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interested
in the subject dealt with may participate in this preparatory work. International, governmental and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely
with the International Organization for Standardization (ISO) in accordance with conditions determined by
agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
misinterpretation by any end user.

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence
between any IEC Publication and the corresponding national or regional publication shall be clearly indicated in
the latter.

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

6) All users should ensure that they have the latest edition of this publication.

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shall not be held responsible for identifying any or all such patent rights.

International Standard IEC 61508-7 has been prepared by subcommittee 65A: System
aspects, of IEC technical committee 65: Industrial-process measurement, control and
automation.

This second edition cancels and replaces the first edition published in 2000. This edition
constitutes a technical revision.

This edition has been subject to a thorough review and incorporates many comments received
at the various revision stages.

Documents

Document Sharing Hub

Full document details: IEC 61508-7-2010


http://avadocuments2026.com/doc/iec-61508-7-2010
http://avadocuments2026.com/doc/iec-61508-7-2010

_4_ 61508-7 © IEC:2010

The text of this standard is based on the following documents:

FDIS Report on voting
65A/554/FDIS 65A/578/RVD

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

A list of all parts of the IEC 61508 series, published under the general title Functional safety
of electrical / electronic / programmable electronic safety-related systems, can be found on
the IEC website.

The committee has decided that the contents of this publication will remain unchanged until
the stability date indicated on the IEC web site under "http://webstore.iec.ch" in the data
related to the specific publication. At this date, the publication will be

* reconfirmed,

* withdrawn,

* replaced by a revised edition, or
*+ amended.
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INTRODUCTION

Systems comprised of electrical and/or electronic elements have been used for many years to
perform safety functions in most application sectors. Computer-based systems (generically
referred to as programmable electronic systems) are being used in all application sectors to
perform non-safety functions and, increasingly, to perform safety functions. If computer
system technology is to be effectively and safely exploited, it is essential that those
responsible for making decisions have sufficient guidance on the safety aspects on which to
make these decisions.

This International Standard sets out a generic approach for all safety lifecycle activities for
systems comprised of electrical and/or electronic and/or programmable electronic (E/E/PE)
elements that are used to perform safety functions. This unified approach has been adopted
in order that a rational and consistent technical policy be developed for all electrically-based
safety-related systems. A major objective is to facilitate the development of product and
application sector international standards based on the IEC 61508 series.

NOTE 1 Examples of product and application sector international standards based on the IEC 61508 series are
given in the bibliography (see references [21], [22] and [37]).

In most situations, safety is achieved by a number of systems which rely on many
technologies (for example mechanical, hydraulic, pneumatic, electrical, electronic, programmable
electronic). Any safety strategy must therefore consider not only all the elements within an
individual system (for example sensors, controlling devices and actuators) but also all the
safety-related systems making up the total combination of safety-related systems. Therefore,
while this International Standard is concerned with E/E/PE safety-related systems, it may also
provide a framework within which safety-related systems based on other technologies may be
considered.

It is recognized that there is a great variety of applications using E/E/PE safety-related
systems in a variety of application sectors and covering a wide range of complexity, hazard
and risk potentials. In any particular application, the required safety measures will be
dependent on many factors specific to the application. This International Standard, by being
generic, will enable such measures to be formulated in future product and application sector
international standards and in revisions of those that already exist.

This International Standard

— considers all relevant overall, E/E/PE system and software safety lifecycle phases (for
example, from initial concept, through design, implementation, operation and maintenance
to decommissioning) when E/E/PE systems are used to perform safety functions;

— has been conceived with a rapidly developing technology in mind; the framework is
sufficiently robust and comprehensive to cater for future developments;

— enables product and application sector international standards, dealing with E/E/PE
safety-related systems, to be developed; the development of product and application
sector international standards, within the framework of this standard, should lead to a high
level of consistency (for example, of underlying principles, terminology etc.) both within
application sectors and across application sectors; this will have both safety and economic
benefits;

— provides a method for the development of the safety requirements specification necessary
to achieve the required functional safety for E/E/PE safety-related systems;

— adopts a risk-based approach by which the safety integrity requirements can be
determined;

— introduces safety integrity levels for specifying the target level of safety integrity for the
safety functions to be implemented by the E/E/PE safety-related systems;

NOTE 2 The standard does not specify the safety integrity level requirements for any safety function, nor does it
mandate how the safety integrity level is determined. Instead it provides a risk-based conceptual framework and

example techniques. Ocuments
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— sets target failure measures for safety functions carried out by E/E/PE safety-related
systems, which are linked to the safety integrity levels;

— sets a lower limit on the target failure measures for a safety function carried out by a
single E/E/PE safety-related system. For E/E/PE safety-related systems operating in

— a low demand mode of operation, the lower limit is set at an average probability of a
dangerous failure on demand of 10-9;

— a high demand or a continuous mode of operation, the lower limit is set at an average
frequency of a dangerous failure of 10~9 [h-1];

NOTE 3 A single E/E/PE safety-related system does not necessarily mean a single-channel architecture.

NOTE 4 It may be possible to achieve designs of safety-related systems with lower values for the target safety
integrity for non-complex systems, but these limits are considered to represent what can be achieved for relatively
complex systems (for example programmable electronic safety-related systems) at the present time.

— sets requirements for the avoidance and control of systematic faults, which are based on
experience and judgement from practical experience gained in industry. Even though the
probability of occurrence of systematic failures cannot in general be quantified the
standard does, however, allow a claim to be made, for a specified safety function, that the
target failure measure associated with the safety function can be considered to be
achieved if all the requirements in the standard have been met;

— introduces systematic capability which applies to an element with respect to its confidence
that the systematic safety integrity meets the requirements of the specified safety integrity
level,

— adopts a broad range of principles, techniques and measures to achieve functional safety
for E/E/PE safety-related systems, but does not explicitly use the concept of fail safe.
However, the concepts of “fail safe” and “inherently safe” principles may be applicable and
adoption of such concepts is acceptable providing the requirements of the relevant
clauses in the standard are met.
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FUNCTIONAL SAFETY OF ELECTRICAL/ELECTRONIC/
PROGRAMMABLE ELECTRONIC SAFETY-RELATED SYSTEMS -

Part 7: Overview of techniques and measures

1 Scope

1.1 This part of IEC 61508 contains an overview of various safety techniques and measures
relevant to IEC 61508-2 and IEC 61508-3.

The references should be considered as basic references to methods and tools or as
examples, and may not represent the state of the art.

1.2 |EC 61508-1, IEC 61598-2, IEC 61508-3 and IEC 61508-4 are basic safety publications,
although this status does not apply in the context of low complexity E/E/PE safety-related
systems (see 3.4.3 of IEC 61508-4). As basic safety publications, they are intended for use by
technical committees in the preparation of standards in accordance with the principles
contained in IEC Guide 104 and ISO/IEC Guide 51. IEC 61508-1, IEC 61508-2, IEC 61508-3
and IEC 61508-4 are also intended for use as stand-alone publications. The horizontal safety
function of this international standard does not apply to medical equipment in compliance with
the IEC 60601 series.

1.3 One of the responsibilities of a technical committee is, wherever applicable, to make
use of basic safety publications in the preparation of its publications. In this context, the
requirements, test methods or test conditions of this basic safety publication will not apply
unless specifically referred to or included in the publications prepared by those technical
committees.

1.4 Figure 1 shows the overall framework for parts 1 to 7 of IEC 61508 and indicates the role
that IEC 61508-7 plays in the achievement of functional safety for E/E/PE safety-related
systems.
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Figure 1 — Overall framework of IEC 61508
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2 Normative references

The following referenced documents are indispensable for the application of this document.
For dated references, only the edition cited applies. For undated references, the latest edition
of the referenced document (including any amendments) applies.

IEC 61508-4:2010 Functional safety of electrical/electronic/programmable electronic safety-
related systems — Part 4: Definitions and abbreviations

3 Definitions and abbreviations

For the purposes of this document, the definitions and abbreviations given in IEC 61508-4
apply.
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Annex A
(informative)

Overview of techniques and measures for E/E/PE safety-related systems:
control of random hardware failures
(see IEC 61508-2)

A.1  Electric
Global objective: To control failures in electromechanical components.

A1 Failure detection by on-line monitoring
NOTE This technique/measure is referenced in Tables A.2, A.3, A.7 and A.13 to A.18 of IEC 61508-2.

Aim: To detect failures by monitoring the behaviour of the E/E/PE safety-related system in
response to the normal (on-line) operation of the equipment under control (EUC).

Description: Under certain conditions, failures can be detected using information about (for
example) the time behaviour of the EUC. For example, if a switch, which is part of the E/E/PE
safety-related system, is normally actuated by the EUC, then if the switch does not change
state at the expected time, a failure will have been detected. It is not usually possible to
localise the failure.

A.1.2 Monitoring of relay contacts

NOTE This technique/measure is referenced in Tables A.2 and A.14 of IEC 61508-2.

Aim: To detect failures (for example welding) of relay contacts.

Description: Forced contact (or positively guided contact) relays are designed so that their
contacts are rigidly linked together. Assuming there are two sets of changeover contacts, a
and b, if the normally open contact, a, welds, the normally closed contact, b, cannot close
when the relay coil is next de-energised. Therefore, the monitoring of the closure of the
normally closed contact b when the relay coil is de-energised may be used to prove that
the normally open contact a has opened. Failure of normally closed contact b to close
indicates a failure of contact a, so the monitoring circuit should ensure a safe shut-down, or
ensure that shut-down is continued, for any machinery controlled by contact a.

References:

Zusammenstellung und Bewertung elektromechanischer Sicherheitsschaltungen fiir Ver-
riegelungseinrichtungen. F. Kreutzkampf, W. Hertel, Sicherheitstechnisches Informations- und
Arbeitsblatt 330212, BIA-Handbuch. 17. Lfg. X/91, Erich Schmidt Verlag, Bielefeld.
www.BGIA-HANDBUCH(digital.de/330212

A.1.3 Comparator

NOTE This technique/measure is referenced in Tables A.2, A.3, A.4 of IEC 61508-2.

Aim: To detect, as early as possible, (non-simultaneous) failures in an independent
processing unit or in the comparator.

Description: The signals of independent processing units are compared cyclically or
continuously by a hardware comparator. The comparator may itself be externally tested, or it
may use self-monitoring technology. Detected differences in the behaviour of the processors

lead to a failure message. Documents
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A1.4 Majority voter

NOTE This technique/measure is referenced in Tables A.2, A.3 and A.4 of IEC 61508-2.

Aim: To detect and mask failures in one of at least three hardware channels.

Description: A voting unit using the majority principle (2 out of 3, 3 out of 3, or m out of n) is
used to detect and mask failures. The voter may itself be externally tested, or it may use self-
monitoring technology.

References:

Guidelines for Safe Automation of Chemical Processes. CCPS, AIChE, New York, 1993,
ISBN-10: 0-8169-0554-1, ISBN-13: 978-0-8169-0554-6

A.1.5 Idle current principle (de-energised to trip)
NOTE This technique/measure is referenced in Table A.16 of IEC 61508-2.

Aim: To execute the safety function if power is cut or lost.

Description: The safety function is executed if the contacts are open and no current flows.
For example, if brakes are used to stop a dangerous movement of a motor, the brakes are
opened by closing contacts in the safety-related system and are closed by opening the
contacts in the safety-related system.

Reference:

Guidelines for Safe Automation of Chemical Processes. CCPS, AIChE, New York, 1993,
ISBN-10: 0-8169-0554-1, ISBN-13: 978-0-8169-0554-6

A.2  Electronic
Global objective: To control failure in solid-state components.

A.2.1 Tests by redundant hardware

NOTE This technique/measure is referenced in Tables A.3, A.15, A.16 and A.18 of IEC 61508-2.

Aim: To detect failures using hardware redundancy, i.e. using additional hardware not
required to implement the process functions.

Description: Redundant hardware can be used to test at an appropriate frequency the
specified safety functions. This approach is normally necessary for realising A.1.1 or A.2.2.

A.2.2 Dynamic principles
NOTE This technique/measure is referenced in Table A.3 of IEC 61508-2.

Aim: To detect static failures by dynamic signal processing.

Description: A forced change of otherwise static signals (internally or externally generated)
helps to detect static failures in components. This technique is often associated with
electromechanical components.

Reference:
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Elektronik in der Sicherheitstechnik. H. Jurs, D. Reinert, Sicherheitstechnisches Informations-
und Arbeitsblatt 330220, BIA-Handbuch, Erich-Schmidt Verlag, Bielefeld, 1993.
http://www.bgia-handbuchdigital.de/330220

A.2.3 Standard test access port and boundary-scan architecture

NOTE This technique/measure is referenced in Tables A.3, A.15 and A.18 of IEC 61508-2.

Aim: To control and observe what happens at each pin of an IC.

Description: Boundary-scan test is an IC design technique which increases the testability of
the IC by resolving the problem of how to gain access to the circuit test points within it. In a
typical boundary-scan IC, comprised of core logic and input and output buffers, a shift-register
stage is placed between the core logic and the input and output buffers adjacent to each IC
pin. Each shift-register stage is contained in a boundary-scan cell. The boundary-scan cell
can control and observe what happens at each input and output pin of an IC, via the standard
test access port. Internal testing of the IC core logic is accomplished by isolating the on-chip
core logic from stimuli received from surrounding components, and then performing an
internal self-test. These tests can be used to detect failures in the IC.

Reference:

IEEE 1149-1:2001, IEEE standard test access port and boundary-scan architecture, |IEEE
Computer Society, 2001, ISBN: 0-7381-2944-5

A.2.4 (Not used)

A.2.5 Monitored redundancy

NOTE This technique/measure is referenced in Table A.3 of IEC 61508-2.

Aim: To detect failure, by providing several functional units, by monitoring the behaviour of
each of these to detect failures, and by initiating a transition to a safe condition if any
discrepancy in behaviour is detected.

Description: The safety function is executed by at least two hardware channels. The outputs
of these channels are monitored and a safe condition is initiated if a fault is detected (i.e. if
the output signals from all channels are not identical).

References:

Elektronik in der Sicherheitstechnik. H. Jirs, D. Reinert, Sicherheitstechnisches Informations-
und Arbeitsblatt 330220, BIA-Handbuch, Erich-Schmidt Verlag, Bielefeld, 1993.
http://www.bgia-handbuchdigital.de/330220

Dependability of Critical Computer Systems 1. F. J. Redmill, Elsevier Applied Science, 1988,
ISBN 1-85166-203-0

A.2.6 Electrical/electronic components with automatic check

NOTE This technique/measure is referenced in Table A.3 of IEC 61508-2.

Aim: To detect faults by periodic checking of the safety functions.

Description: The hardware is tested before starting the process, and is tested repeatedly at
suitable intervals. The EUC continues to operate only if each test is successful.

References:
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Elektronik in der Sicherheitstechnik. H. Jirs, D. Reinert, Sicherheitstechnisches Informations-
und Arbeitsblatt 330220, BIA-Handbuch, Erich-Schmidt Verlag, Bielefeld, 1993.
http://www.bgia-handbuchdigital.de/330220

Dependability of Critical Computer Systems 1. F. J. Redmill, Elsevier Applied Science, 1988,
ISBN 1-85166-203-0
A.2.7 Analogue signal monitoring

NOTE This technique/measure is referenced in Tables A.3 and A.13 of IEC 61508-2.

Aim: To improve confidence in measured signals.

Description: Wherever there is a choice, analogue signals are used in preference to digital
on/off states. For example, trip or safe states are represented by analogue signal levels,
usually with signal level tolerance monitoring. The technique provides continuity monitoring
and a higher level of confidence in the transmitter, reducing the necessary proof-test
frequency of the transmitter sensing function. External interfaces, for example impulse lines,
will also require testing.

A.2.8 De-rating

NOTE This technique/measure is referenced in 7.4.2.13 of IEC 61508-2.

Aim: To increase the reliability of hardware components.

Description: Hardware components are operated at levels which are guaranteed by the
design of the system to be well below the maximum specification ratings. De-rating is the
practice of ensuring that under all normal operating circumstances, components are operated
well below their maximum stress levels.

A.3 Processing units
Global objective: To recognise failures which lead to incorrect results in processing units.

A.3.1 Self-test by software: limited number of patterns (one-channel)

NOTE This technique/measure is referenced in Table A.4 of IEC 61508-2.

Aim: To detect, as early as possible, failures in the processing unit.

Description: The hardware is built using standard techniques which do not take any special
safety requirements into account. The failure detection is realised entirely by additional
software functions which perform self-tests using at least two complementary data patterns
(for example 55hex and AAhex).

A.3.2 Self-test by software: walking bit (one-channel)
NOTE This technique/measure is referenced in Table A.4 of IEC 61508-2.

Aim: To detect, as early as possible, failures in the physical storage (for example registers)
and instruction decoder of the processing unit.

Description: The failure detection is realised entirely by additional software functions which
perform self-tests using a data pattern (for example walking-bit pattern) which tests the
physical storage (data and address registers) and the instruction decoder. However, the
diagnostic coverage is only 90 %.
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A.3.3 Self-test supported by hardware (one-channel)

NOTE This technique/measure is referenced in Table A.4 of IEC 61508-2.

Aim: To detect, as early as possible, failures in the processing unit, using special hardware
that increases the speed and extends the scope of failure detection.

Description: Additional special hardware facilities support self-test functions to detect
failure. For example, this could be a hardware unit which cyclically monitors the output of a
certain bit pattern according to the watch-dog principle.

A.3.4 Coded processing (one-channel)

NOTE This technique/measure is referenced in Table A.4 of IEC 61508-2.

Aim: To detect, as early as possible, failures in the processing unit.

Description: Processing units can be designed with special failure-recognising or failure-
correcting circuit techniques. So far, these techniques have been applied only to relatively
simple circuits and are not widespread; however, future developments should not be
excluded.

References:

Le processeur codé: un nouveau concept appliqué a la sécurité des systémes de transports.
Gabriel, Martin, Wartski, Revue Générale des chemins de fer, No. 6, June 1990

Vital Coded Microprocessor Principles and Application for Various Transit Systems. P. Forin,
IFAC Control Computers Communications in Transportation, 79-84, 1989

A.3.5 Reciprocal comparison by software
NOTE This technique/measure is referenced in Table A.4 of IEC 61508-2.

Aim: To detect, as early as possible, failures in the processing unit, by dynamic software
comparison.

Description: Two processing units exchange data (including results, intermediate results and
test data) reciprocally. A comparison of the data is carried out using software in each unit and
detected differences lead to a failure message.

A.4 Invariable memory ranges
Global objective: The detection of information modifications in the invariable memory.

A.4.1 Word-saving multi-bit redundancy (for example ROM monitoring
with a modified Hamming code)

NOTE 1 This technique/measure is referenced in Table A.5 of IEC 61508-2.

NOTE 2 See also A.5.6 “RAM monitoring with a modified Hamming code, or detection of data failures with error-
detection-correction codes (EDC)” and C.3.2 “Error detecting and correcting codes”.

Aim: To detect all single-bit failures, all two-bit failures, some three-bit failures, and some all-
bit failures in a 16-bit word.

Description: Every word of memory is extended by several redundant bits to produce a
modified Hamming code with a Hamming distance of at least 4. Every time a word is read,
checking of the redundant bits can determine whether or not a corruption has taken-place. If a
difference is found, a failure message is produced. The procedure can also bs us QG ments

Document Sharing Hub

Full document details: IEC 61508-7-2010


http://avadocuments2026.com/doc/iec-61508-7-2010
http://avadocuments2026.com/doc/iec-61508-7-2010

61508-7 © IEC:2010 - 15—

addressing failures, by calculating the redundant bits for the concatenation of the data word
and its address.

References:

Priifbare und korrigierbare Codes. W. W. Peterson, Minchen, Oldenburg, 1967

Error detecting and error correcting codes. R. W. Hamming, The Bell System Technical
Journal 29 (2), 147-160, 1950

A.4.2 Modified checksum

NOTE This technique/measure is referenced in Table A.5 of IEC 61508-2.

Aim: To detect all odd-bit failures, i.e. approximately 50 % of all possible bit failures.

Description: A checksum is created by a suitable algorithm which uses all the words in a
block of memory. The checksum may be stored as an additional word in ROM, or an
additional word may be added to the memory block to ensure that the checksum algorithm
produces a predetermined value. In a later memory test, a checksum is created again using
the same algorithm, and the result is compared with the stored or defined value. If a
difference is found, a failure message is produced.

A.4.3 Signature of one word (8-bit)
NOTE This technique/measure is referenced in Table A.5 of IEC 61508-2.

Aim: To detect all one-bit failures and all multi-bit failures within a word, as well as
approximately 99,6 % of all possible bit failures.

Description: The contents of a memory block is compressed (using either hardware or
software) using a cyclic redundancy check (CRC) algorithm into one memory word. A typical
CRC algorithm treats the whole contents of the block as byte-serial or bit-serial data flow, on
which a continued polynomial division is carried out using a polynomial generator. The
remainder of the division represents the compressed memory contents — it is the "signature"
of the memory — and is stored. The signature is computed once again in later tests and
compared with one already stored. A failure message is produced if there is a difference.

A.4.4 Signature of a double word (16-bit)

NOTE This technique/measure is referenced in Table A.5 of IEC 61508-2.

Aim: To detect all one-bit failures and all multi-bit failures within a word, as well as
approximately 99,998 % of all possible bit failures.

Description: This procedure calculates a signature using a cyclic redundancy check (CRC)
algorithm, but the resulting value is at least two words in size. The extended signature is
stored, recalculated and compared as in the single-word case. A failure message is produced
if there is a difference between the stored and recalculated signatures.

A.4.5 Block replication (for example double ROM with hardware or
software comparison)

NOTE This technique/measure is referenced in Table A.5 of IEC 61508-2.

Aim: To detect all bit failures.

Description: The address space is duplicated in two memories. The first memory is operated
in the normal manner. The second memory contains the same information and is accessed in
parallel to the first. The outputs are compared and a failure message is pr%@u’fments
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difference is detected. In order to detect certain kinds of bit errors, the data must be stored
inversely in one of the two memories and inverted once again when read.

A.5 Variable memory ranges

Global objective: Detecting failures during addressing, writing, storing and reading.

NOTE Soft-errors are listed in Table A.1, IEC 61508-2 as faults to be detected during operation or to be analysed
in the derivation of the safe failure fraction. Causes of soft errors are: (1) Alpha particles from package decay, (2)
Neutrons, (3) external EMI noise, (4) Internal cross-talk. External EMI noise is covered by other requirements of
this international standard.

The effect of Alpha particles and Neutrons should be mastered by safety integrity measures at runtime. Safety
integrity measures effective for hard errors may not be effective for soft errors, e.g. RAM tests, such as walk-path,
galpat, etc. are not effective, whereas monitoring techniques such as Parity and ECC with recurring read of the
memory cells are.

A soft error occurs when a radiation event causes enough of a charge disturbance to reverse or flip the data state
of a low energized semiconductor memory cell, register, latch, or flip-flop. The error is called “soft” because the
circuit itself is not permanently damaged by the radiation. Soft-errors are classified in Single Bit Upsets (SBU) or
Single Event Upsets (SEU) and Multi-Bit Upsets (MBU).

If the disturbed circuit is a storage element like memory cell or flip-flop, the state is stored until the next (intended)
write operation. The new data will be stored correctly. In a combinatory circuit the effect is rather a glitch because
there is a continuous energy flow from the component driving this node. On connecting wires and communication
lines the effect could also be a glitch. However due to the larger capacitance the effect by Alpha particles and
Neutrons is considered negligible.

Soft-errors may be relevant to variable memory of any kind, i.e., to DRAM, SRAM, register banks in yP, cache,
pipelines, configuration registers of devices such as ADC, DMA, MMU, Interrupt controller, complex timers.
Sensitivity to alpha and neutron particles is a function of both core voltage and geometry. Smaller geometries at
2,5 V core voltage and especially below 1,8 V would require more evaluation and more effective protective
measures.

The soft error rate has been reported (see a) and i) below) to be in a range of 700 Fit/MBit to 1 200 Fit/MBit for
(embedded) memories. This is a reference value to be compared with data coming from the silicon process with
which the device is implemented. Until recently SBU were considered to be dominant, but the latest forecast (see
a) below) reports a growing percentage of MBU of the overall soft-error rate (SER) for technologies from 65 nm
down.

The following literature and sources give details about soft-errors:

a) Altitude SEE Test European Platform (ASTEP) and First Results in CMOS 130 nm SRAM. J-L. Autran,
P. Roche, C. Sudre et al. Nuclear Science, IEEE Transactions on Volume 54, Issue 4, Aug. 2007
Page(s):1002 - 1009

b) Radiation-Induced Soft Errors in Advanced Semiconductor Technologies, Robert C. Baumann, Fellow,
IEEE, IEEE TRANSACTIONS ON DEVICE AND MATERIALS RELIABILITY, VOL. 5, NO. 3, SEPTEMBER
2005

c) Soft errors' impact on system reliability, Ritesh Mastipuram and Edwin C Wee, Cypress Semiconductor,
2004

d) Trends And Challenges In VLSI Circuit Reliability, C. Costantinescu, Intel, 2003, IEEE Computer Society

e) Basic mechanisms and modeling of single-event upset in digital microelectronics, P. E. Dodd and L. W.
Massengill, IEEE Trans. Nucl. Sci., vol. 50, no. 3, pp. 583-602, Jun. 2003.

f)  Destructive single-event effects in semiconductor devices and ICs, F. W. Sexton, IEEE Trans. Nucl. Sci.,
vol. 50, no. 3, pp. 603-621, Jun. 2003.

g) Coming Challenges in Microarchitecture and Architecture, Ronen, Mendelson, Proceedings of the IEEE,
Volume 89, Issue 3, Mar 2001 Page(s):325 — 340

h) Scaling and Technology Issues for Soft Error Rates, A Johnston, 4th Annual Research Conference on
Reliability Stanford University, October 2000

i) International Technology Roadmap for Semiconductors (ITRS), several papers.
A.5.1 RAM test "checkerboard” or "march”
NOTE This technique/measure is referenced in Table A.6 of IEC 61508-2.

Aim: To detect predominantly static bit failures.
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Description: A checker-board type pattern of 0 s and 1 s is written into the cells of a bit-
oriented memory. The cells are then inspected in pairs to ensure that the contents are the
same and correct. The address of the first cell of such a pair is variable and the address of
the second cell of the pair is formed by inverting bitwise the first address. In the first run, the
address range of the memory is run towards higher addresses from the variable address, and
in a second run towards lower addresses. Both runs are then repeated with an inverted pre-
assignment. A failure message is produced if any difference occurs.

In a RAM test "march", the cells of a bit-oriented memory are initialised by a uniform bit
stream. In the first run, the cells are inspected in ascending order: each cell is checked for the
correct contents and its contents are inverted. The background, which is created in the first
run, is treated in a second run in descending order and in the same manner. Both first runs
are repeated with an inverted pre-assignment in a third or fourth run. A failure message is
produced if a difference occurs.

A.5.2 RAM test "walkpath”

NOTE This technique/measure is referenced in Table A.6 of IEC 61508-2.

Aim: To detect static and dynamic bit failures and cross-talk between memory cells.

Description: The memory range to be tested is initialised by a uniform bit stream. The first
cell is then inverted and the remaining memory area is inspected to ensure that the
background is correct. After this, the first cell is re-inverted to return it to its original value,
and the whole procedure is repeated for the next cell. A second run of the "wandering bit
model" is carried out with an inverse background pre-assignment. A failure message is
produced if a difference occurs.

A.5.3 RAM test "galpat” or "transparent galpat"

NOTE This technique/measure is referenced in Table A.6 of IEC 61508-2.

Aim: To detect static bit failures and a large proportion of dynamic couplings.

Description: In the RAM test "galpat", the chosen range of memory is first initialised
uniformly (i.e. all 0 s or all 1 s). The first memory cell to be tested is then inverted and all the
remaining cells are inspected to ensure that their contents are correct. After every read
access to one of the remaining cells, the inverted cell is also checked. This procedure is
repeated for each cell in the chosen memory range. A second run is carried out with the
opposite initialisation. Any difference produces a failure message.

The "transparent galpat" test is a variation on the above procedure: instead of initialising all
cells in the chosen memory range, the existing contents are left unchanged and signatures
are used to compare the contents of sets of cells. The first cell to be tested in the chosen
range is selected, and the signature S1 of all remaining cells in the range is calculated and
stored. The cell to be tested is then inverted and the signature S2 of all the remaining cells is
recalculated. (After every read access to one of the remaining cells, the inverted cell is also
checked.) S2 is compared with S1, and any difference produces a failure message. The cell
under test is re-inverted to re-establish the original contents, and the signature S3 of all the
remaining cells is recalculated and compared with S1. Any difference produces a failure
message. All memory cells in the chosen range are tested in the same manner.

A.5.4 RAM test "Abraham"

NOTE This technique/measure is referenced in Table A.6 of IEC 61508-2.

Aim: To detect all stuck-at and coupling failures between memory cells.

Description: The proportion of faults detected exceeds that of the RAM test "galpat". The
number of operations required to perform the entire memory test is about 30 n, whmiﬁﬁents
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number of cells in the memory. The test can be made transparent for use during the operating
cycle by partitioning the memory and testing each partition in different time segments.

Reference:

Efficient Algorithms for Testing Semiconductor Random-Access Memories. R. Nair, S. M.
Thatte, J. A. Abraham, IEEE Trans. Comput. C-27 (6), 572-576, 1978

A.5.5 One-bit redundancy (for example RAM monitoring with a parity bit)

NOTE This technique/measure is referenced in Table A.6 of IEC 61508-2.

Aim: To detect 50 % of all possible bit failures in the memory range tested.

Description: Every word of the memory is extended by one bit (the parity bit) which
completes each word to an even or odd number of logical 1 s. The parity of the data word is
checked each time it is read. If the wrong number of 1 s is found, a failure message is
produced. The choice of even or odd parity should be made such that, whichever of the zero
word (nothing but 0 s) and the one word (nothing but 1 s) is the more unfavourable in the
event of a failure, then that word is not a valid code. Parity can also be used to detect
addressing failures, when the parity is calculated for the concatenation of the data word and
its address.

A.5.6 RAM monitoring with a modified Hamming code, or detection of data failures
with error-detection-correction codes (EDC)
NOTE 1 This technique/measure is referenced in Table A.6 of IEC 61508-2.

NOTE 2 See also A.4.1 “Word-saving multi-bit redundancy (for example ROM monitoring with a modified
Hamming code)”’and C.3.2 “Error detecting and correcting codes”.

Aim: To detect all odd-bit failures, all two-bit failures, some three-bit and some multi-bit
failures.

Description: Every access to memory is extended by several redundant bits to produce a
modified Hamming code with a Hamming distance of at least 4. Every time data is read, one
can determine whether a corruption has taken place by checking the redundant bits. If a
difference is found, a failure message is produced. The procedure can also be used to detect
addressing failure, when the redundant bits are calculated for the concatenation of the data
and its address.

References:

Priifbare und korrigierbare Codes. W. W. Peterson, Minchen, Oldenburg, 1967

Error detecting and error correcting codes. R. W. Hamming, The Bell System Technical
Journal 29 (2), 147-160, 1950
A.5.7 Double RAM with hardware or software comparison and read/write test

NOTE This technique/measure is referenced in Table A.6 of IEC 61508-2.

Aim: To detect all bit failures.

Description: The address space is duplicated in two memories. The first memory is operated
in the normal manner. The second memory contains the same information and is accessed in
parallel to the first. The outputs are compared and a failure message is produced if a
difference is detected. In order to detect certain kinds of bit errors, the data must be stored
inversely in one of the two memories and inverted once again when read.
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A.6 1/O-units and interfaces (external communication)

Global objective: To detect failures in input and output units (digital, analogue, serial or
parallel) and to prevent the sending of inadmissible outputs to the process.

A.6.1 Test pattern

NOTE This technique/measure is referenced in Tables A.7, A.13 and A.14 of IEC 61508-2.

Aim: To detect static failures (stuck-at failures) and cross-talk.

Description: This is a dataflow-independent cyclical test of input and output units. It uses a
defined test pattern to compare observations with the corresponding expected values. The
test pattern information, the test pattern reception, and test pattern evaluation must all be
independent of each other. The EUC should not be inadmissibly influenced by the test
pattern.

A.6.2 Code protection

NOTE This technique/measure is referenced in Tables A.7, A.15, A.16 and A.18 of IEC 61508-2.

Aim: To detect random hardware and systematic failures in the input/output dataflow.

Description: This procedure protects the input and output information from both systematic
and random hardware failures. Code protection provides dataflow-dependent failure detection
of the input and output units, based on information redundancy and/or time redundancy.
Typically, redundant information is superimposed on input and/or output data. This then
provides a means to monitor the correct operation of the input or output circuits. Many
techniques are possible, for example a carrier frequency signal may be superimposed on the
output signal of a sensor. The logic unit may then check for the presence of the carrier
frequency or redundant code bits may be added to an output channel to allow the monitoring
of the validity of a signal passing between the logic unit and final actuator.

A.6.3 Multi-channel parallel output

NOTE This technique/measure is referenced in Table A.7 of IEC 61508-2.

Aim: To detect random hardware failures (stuck-at failures), failures caused by external
influences, timing failures, addressing failures, drift failures and transient failures.

Description: This is a dataflow-dependent multi-channel parallel output with independent
outputs for the detection of random hardware failures. Failure detection is carried out via
external comparators. If a failure occurs, the EUC is switched off directly. This measure is
only effective if the dataflow changes during the diagnostic test interval.

A.6.4 Monitored outputs

NOTE This technique/measure is referenced in Table A.7 of IEC 61508-2.

Aim: To detect individual failures, failures caused by external influences, timing failures,
addressing failures, drift failures (for analogue signals) and transient failures.

Description: This is a dataflow-dependent comparison of outputs with independent inputs to
ensure compliance with a defined tolerance range (time, value). A detected failure cannot
always be related to the defective output. This measure is only effective if the dataflow
changes during the diagnostic test interval.

A.6.5 Input comparison/voting

NOTE This technique/measure is referenced in Tables A.7 and A.13 of IEC 61508-2.
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Aim: To detect individual failures, failures caused by external influences, timing failures,
addressing failures, drift failures (for analogue signals) and transient failures.

Description: This is a dataflow-dependent comparison of independent inputs to ensure
compliance with a defined tolerance range (time, value). There will be 1 out of 2, 2 out of 3 or
better redundancy. This measure is only effective if the dataflow changes during the
diagnostic test interval.

A.7 Data paths (internal communication)
Global objective: To detect failures caused by a defect in the information transfer.

A.71 One-bit hardware redundancy

NOTE This technique/measure is referenced in Table A.8 of IEC 61508-2.

Aim: To detect all odd-bit failures, i.e. 50 % of all the possible bit failures in the data stream.

Description: The bus is extended by one line (bit) and this additional line (bit) is used to
detect failures by parity checking.

A.7.2 Multi-bit hardware redundancy

NOTE This technique/measure is referenced in Table A.8 of IEC 61508-2.

Aim: To detect failures during the communication on the bus and in serial transmission links.

Description: The bus is extended by two or more lines (bits) and these additional lines (bits)
are used in order to detect failures by Hamming code techniques.

A.7.3 Complete hardware redundancy

NOTE This technique/measure is referenced in Table A.8 of IEC 61508-2.

Aim: To detect failures during the communication by comparing the signals on two buses.

Description: The bus is doubled and the additional lines (bits) are used in order to detect
failures.

A.7.4 Inspection using test patterns

NOTE This technique/measure is referenced in Table A.8 of IEC 61508-2.

Aim: To detect static failures (stuck-at failure) and cross-talk.

Description: This is a dataflow-independent cyclical test of data paths. It uses a defined test
pattern to compare observations with the corresponding expected values.

The test pattern information, the test pattern reception, and test pattern evaluation must all be
independent of each other. The EUC should not be inadmissibly influenced by the test
pattern.

A.7.5 Transmission redundancy
NOTE This technique/measure is referenced in Table A.8 of IEC 61508-2.

Aim: To detect transient failures in bus communication.
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Description: The information is transferred several times in sequence. The repetition is
effective only against transient failures.

A.7.6 Information redundancy
NOTE This technique/measure is referenced in Table A.8 of IEC 61508-2.

Aim: To detect failures in bus communication.

Description: Data is transmitted in blocks, together with a calculated checksum for each
block. The receiver then re-calculates the checksum of the received data and compares the
result with the received checksum.

A.8 Power supply
Global objective: To detect or tolerate failures caused by a defect in the power supply.

A.8.1 Overvoltage protection with safety shut-off

NOTE This technique/measure is referenced in Table A.9 of IEC 61508-2.

Aim: To protect the safety-related system against overvoltage.

Description: Overvoltage is detected early enough that all outputs can be switched to a safe
condition by the power-down routine or there is a switch-over to a second power unit.

Reference:

Guidelines for Safe Automation of Chemical Processes. CCPS, AIChE, New York, 1993,
ISBN-10: 0-8169-0554-1, ISBN-13: 978-0-8169-0554-6

A.8.2 Voltage control (secondary)

NOTE This technique/measure is referenced in Table A.9 of IEC 61508-2.

Aim: To monitor the secondary voltages and initiate a safe condition if the voltage is not in
its specified range.

Description: The secondary voltage is monitored and a power-down is initiated, or there is a
switch-over to a second power unit, if it is not in its specified range.

A.8.3 Power-down with safety shut-off

NOTE This technique/measure is referenced in Table A.9 of IEC 61508-2.

Aim: To shut off the power with all safety critical information stored.

Description: Overvoltage or undervoltage is detected early enough so that the internal state
can be saved in non-volatile memory (if necessary), and so that all outputs can be set to a
safe condition by the power-down routine, or that all outputs can be switched to a safe
condition by the power-down routine, or there is a switch-over to a second power unit.

A.9 Temporal and logical program sequence monitoring

NOTE This group of techniques and measures is referenced in Tables A.15, A.16 and A.18 of IEC 61508-2.

Global objective: To detect a defective program sequence. A defective program sequence
exists if the individual elements of a program (for example software modules, sub@gwments
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commands) are processed in the wrong sequence or period of time, or if the clock of the
processor is faulty.

A.9.1 Watch-dog with separate time base without time-window

NOTE This technique/measure is referenced in Tables A.10 and A.11 of IEC 61508-2.

Aim: To monitor the behaviour and the plausibility of the program sequence.

Description: External timing elements with a separate time base (for example watch-dog
timers) are periodically triggered to monitor the computer’s behaviour and the plausibility of
the program sequence. It is important that the triggering points are correctly placed in the
program. The watch-dog is not triggered at a fixed period, but a maximum interval is
specified.

A.9.2 Watch-dog with separate time base and time-window

NOTE This technique/measure is referenced in Tables A.10 and A.11 of IEC 61508-2.

Aim: To monitor the behaviour and the plausibility of the program sequence.

Description: External timing elements with a separate time base (for example watch-dog
timers) are periodically triggered to monitor the computer’s behaviour and the plausibility of
the program sequence. It is important that the triggering points are correctly placed in the
program. A lower and upper limit is given for the watch-dog timer. If the program sequence
takes a longer or shorter time than expected, emergency action is taken.

A.9.3 Logical monitoring of program sequence
NOTE This technique/measure is referenced in Tables A.10 and A.11 of IEC 61508-2.

Aim: To monitor the correct sequence of the individual program sections.

Description: The correct sequence of the individual program sections is monitored using
software (counting procedure, key procedure) or using external monitoring facilities. It is
important that the checking points are placed in the program correctly.

A.9.4 Combination of temporal and logical monitoring of program sequences
NOTE This technique/measure is referenced in Tables A.10 and A.11 of IEC 61508-2.

Aim: To monitor the behaviour and the correct sequence of the individual program sections.

Description: A temporal facility (for example a watch-dog timer) monitoring the program
sequence is retriggered only if the sequence of the program sections is also executed
correctly.

A.9.5 Temporal monitoring with on-line check

NOTE This technique/measure is referenced in Tables A.10 and A.11 of IEC 61508-2.

Aim: To detect faults in the temporal monitoring.

Description: The temporal monitoring is checked at start-up, and a start is only possible if
the temporal monitoring operates correctly. For example, a heat sensor could be checked by
a heated resistor at start-up.

A.10 Ventilation and heating

NOTE This group of techniques and measures is referenced in Tables A.16 and A.18 of IEC 6 COS-Documents
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Global objective: To control failures in the ventilation or heating, and/or their monitoring, if
this is safety-related.

A.10.1 Temperature sensor

Aim: To detect over- or under-temperature before the system begins to operate outside
specification.

Description: A temperature sensor monitors temperature at the most critical points of the
E/E/PE safety-related system. Before the temperature leaves the specified range, emergency
action is taken.

A.10.2 Fan control

Aim: To detect incorrect operation of the fans.

Description: The fans are monitored for correct operation. If a fan is not working properly,
maintenance (or ultimately, emergency) action is taken.

A.10.3 Actuation of the safety shut-off via thermal fuse

Aim: To shut off the safety-related system before the system works outside of its thermal
specification.

Description: A thermal fuse is used to shut off the safety-related system. For a PES, the
shut-off is introduced by a power-down routine which stores all information necessary for
emergency action.

A.10.4 Staggered message from thermo-sensors and conditional alarm

Aim: To indicate that the safety-related system is working outside its thermal specification.

Description: The temperature is monitored and an alarm is raised if the temperature is
outside of a specified range.

A.10.5 Connection of forced-air cooling and status indication

Aim: To prevent overheating by forced-air cooling.

Description: The temperature is monitored and forced-air cooling is introduced if the
temperature is higher than a specified limit. The user is informed of the status.

A.11 Communication and mass-storage

Global objective: To control failures during communication with external sources and mass-
storage.

A.11.1 Separation of electrical energy lines from information lines

NOTE This technique/measure is referenced in Table A.16 of IEC 61508-2.

Aim: To minimise cross-talk induced by high currents in the information lines.

Description: Electrical energy supply lines are separated from the lines carrying the
information. The electrical field which could induce voltage spikes on the information lines
decreases with distance.
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A.11.2 Spatial separation of multiple lines

NOTE This technique/measure is referenced in Tables A.16 of IEC 61508-2.

Aim: To minimise cross-talk induced by high currents in multiple lines.

Description: Lines carrying duplicated signals are separated from each other. The electrical
field which could induce voltage spikes on the multiple lines decreases with the distance. This
measure also reduces common cause failures.

A.11.3 Increase of interference immunity

NOTE This technique/measure is referenced in Tables A.16 and A.18 of IEC 61508-2.

Aim: To minimise electromagnetic interference on the safety-related system.

Description: Design techniques such as shielding and filtering are used to increase the
interference immunity of the safety-related system to electromagnetic disturbances which may
be radiated or conducted on power or signal lines, or result from electrostatic discharges.

NOTE See [16] and [17] for immunity requirements for safety-related systems and for equipment intended to
perform safety-related functions (functional safety) in industrial applications.

References:

IEC/TR 61000-5-2:1997, Electromagnetic compatibility (EMC) — Part 5: Installation and
mitigation guidelines — Section 2: Earthing and cabling

Principles and Techniques of Electromagnetic Compatibility, Second Edition, C. Christopou-
los, CRC Press, 2007, ISBN-10: 0849370353, ISBN-13: 978-0849370359

Noise Reduction Techniques in Electronic Systems. H.W. Ott, John Wiley Interscience,
2nd Edition, 1988

EMC for Product Designers. T. Williams, Newnes, 2007, ISBN 0750681705

Grounding and Shielding Techniques in Instrumentation, 3" edition, R. Morrison . Wiley-
Interscience, New York, 1986, ISBN-10: 0471838055, ISBN-13: 978-0471838050

A.11.4 Antivalent signal transmission

NOTE This technique/measure is referenced in Tables A.7 and A.16 of IEC 61508-2.

Aim: To detect the same induced voltages in multiple signal transmission lines.

Description: All duplicated information is transmitted with antivalent signals (for example
logic 1 and 0). Common cause failures (for example by electromagnetic emission) can be
detected by an antivalent comparator.

Reference:

Elektronik in der Sicherheitstechnik. H. Jurs, D. Reinert, Sicherheitstechnisches Informations-
und Arbeitsblatt 330220, BIA-Handbuch. 20. Lfg. V/93, Erich Schmidt Verlag, Bielefeld.
http://www.bgia-handbuchdigital.de/330220

A.12 Sensors

Global objective: To control failures in the sensors of the safety-related system.
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A.12.1 Reference sensor

NOTE This technique/measure is referenced in Table A.13 of IEC 61508-2.

Aim: To detect the incorrect operation of a sensor.

Description: An independent reference sensor is used to monitor the operation of a process
sensor. All input signals are checked at suitable time intervals by the reference sensor to
detect failures of the process sensor.

Reference:

Guidelines for Safe Automation of Chemical Processes. CCPS, AIChE, New York, 1993,
ISBN-10: 0-8169-0554-1, ISBN-13: 978-0-8169-0554-6

A.12.2 Positive-activated switch

NOTE This technique/measure is referenced in Table A.13 of IEC 61508-2.

Aim: To open a contact by a direct mechanical connection between switch cam and contact.

Description: A positive-activated switch opens its normally closed contacts by a direct
mechanical connection between switch cam and contact. This ensures that whenever the
switch cam is in the operated position, the switch contacts must be open.

Reference:

Verriegelung beweglicher Schutzeinrichtungen. F. Kreutzkampf, K. Becker,
Sicherheitstechnisches Informations- und Arbeitsblatt 330210, BIA-Handbuch. 1. Lfg. 1X/85,
Erich Schmidt Verlag, Bielefeld

A.13 Final elements (actuators)
Global objective: To control failures in the final elements in the safety-related system.

A.13.1 Monitoring

NOTE This technique/measure is referenced in Table A.14 of IEC 61508-2.

Aim: To detect the incorrect operation of an actuator.

Description: The operation of the actuator is monitored (for example by the positively
activated contacts of a relay, see monitoring of relay contacts in A.1.2). The redundancy
introduced by this monitoring can be used to trigger emergency action.

References:

Guidelines for Safe Automation of Chemical Processes. CCPS, AIChE, New York, 1993,
ISBN-10: 0-8169-0554-1, ISBN-13: 978-0-8169-0554-6

Zusammenstellung und Bewertung elektromechanischer Sicherheitsschaltungen fiir Ver-
riegelungseinrichtungen. F. Kreutzkampf, W. Hertel, Sicherheitstechnisches Informations- und
Arbeitsblatt 330212, BIA-Handbuch. 17. Lfg. X/91, Erich Schmidt Verlag, Bielefeld

A.13.2 Cross-monitoring of multiple actuators

NOTE This technique/measure is referenced in Table A.14 of IEC 61508-2.

Aim: To detect faults in actuators by comparing the results. Documents
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Description: Each multiple actuator is monitored by a different hardware channel. If a
discrepancy occurs, emergency action is taken.

A.14 Measures against the physical environment

NOTE This technique/measure is referenced in Tables A.16 and A.18 of IEC 61508-2

Aim: To prevent influences of the physical environment (water, dust, corrosive substances)
causing failures.

Description: The enclosure of the equipment is designed to withstand the expected
environment.

Reference:

IEC 60529:1989, Degrees of protection provided by enclosures (IP Code)
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Annex B
(informative)

Overview of techniques and measures for E/E/PE safety related systems:

avoidance of systematic failures
(see IEC 61508-2 and IEC 61508-3)

NOTE Many techniques in this annex are applicable to software but have not been duplicated in Annex C.

B.1

General measures and techniques

B.1.1 Project management

NOTE This technique/measure is referenced in Tables B.1 to B.6 of IEC 61508-2.

Aim: To avoid failures by adoption of an organisational model and rules and measures for
development and testing of safety-related systems.

Description: The most important and best measures are

the creation of an organisational model, especially for quality assurance which is set down
in a quality assurance handbook; and

the establishment of regulations and measures for the creation and validation of safety-
related systems in cross-project and project-specific guidelines.

A number of important basic principles are set down in the following:

definition of a design organisation:

— tasks and responsibilities of the organisational units,

— authority of the quality assurance departments,

— independence of quality assurance (internal inspection) from development;
definition of a sequence plan (activity models):

— determination of all activities which are relevant during execution of the project
including internal inspections and their scheduling,

— project update;

definition of a standardised sequence for an internal inspection:

— planning, execution and checking of the inspection (inspection theory),
— releasing mechanisms for subproducts,

— the safekeeping of repeat inspections;

configuration management:

— administration and checking of versions,

— detection of the effects of modifications,

— consistency inspections after modifications;

introduction of a quantitative assessment of quality assurance measures:
— requirement acquisition,

— failure statistics;

introduction of computer-aided universal methods, tools and training of personnel.
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References:
ISO 9001:2008, Quality management systems — Requirements
ISO/IEC 15504 (all parts), Information technology — Process assessment

CMMI: Guidelines for Process Integration and Product Improvement, 2nd Edition. M. B.
Chrissis, M. Konrad, S. Shrum, Addison-Wesley Professional, 2006, ISBN-10: 0-3212-7967-0,
ISBN-13: 978-0-3212-7967-5

Guidelines for Safe Automation of Chemical Processes. CCPS, AIChE, New York, 1993,
ISBN-10: 0-8169-0554-1, ISBN-13: 978-0-8169-0554-6

Dependability of Critical Computer Systems 1. F. J. Redmill, Elsevier Applied Science, 1988,
ISBN 1-85166-203-0

B.1.2 Documentation
NOTE 1 This technique/measure is referenced in Tables B.1 to B.6 of IEC 61508-2.

NOTE 2 See also Clause 5 and Annex A of IEC 61508-1.

Aim: To avoid failures and facilitate assessment of system safety, by documenting each step
during development.

Description: The operational capacity and safety, as well as the care taken in development
by all parties involved, has to be demonstrated during assessment. In order to be able to
show the development care, and in order to guarantee the verification of the evidence of
safety at any time, special importance is given to the documentation.

Important common measures are the introduction of guidelines and computer aid, i.e.

— guidelines, which
— specify a grouping plan;
— ask for checklists for the contents; and
— determine the form of the document;
— administration of the documentation with the help of a computer-aided and organised
project library.

Individual measures are:

— separation in the documentation
— of the requirements,
— of the system (user-documentation) and
— of the development (including internal inspection);
— grouping of the development documentation according to the safety lifecycle;

— definition of standardised documentation modules, from which the documents can be
compiled;

— clear identification of the constituent parts of the documentation;
— formalised revision update;
— selection of clear and intelligible means of description:
— formal notation for determinations;
— natural language for introductions, justifications and representations of inte
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— graphical representations for examples;
— semantic definition of graphical elements; and
— directories of specialised words.

References:

IEC 61506:1997, Industrial-process measurement and control — Documentation of application
software

Guidelines for Safe Automation of Chemical Processes. CCPS, AIChE, New York, 1993,
ISBN-10: 0-8169-0554-1, ISBN-13: 978-0-8169-0554-6
B.1.3 Separation of E/E/PE system safety functions from non-safety functions

NOTE This technique/measure is referenced in Tables B.1 and B.6 of IEC 61508-2.

Aim: To prevent the non-safety-related part of the system from influencing the safety-related
part in undesired ways.

Description: In the specification, it should be decided whether a separation of the safety-
related systems and non-safety-related systems is possible. Clear specifications should be
written for the interfacing of the two parts. A clear separation reduces the effort for testing the
safety-related systems.

Reference:

Guidelines for Safe Automation of Chemical Processes. CCPS, AIChE, New York, 1993,
ISBN-10: 0-8169-0554-1, ISBN-13: 978-0-8169-0554-6

B.1.4 Diverse hardware

NOTE This technique/measure is referenced in Tables A.15, A.16 and A.18 of IEC 61508-2.

Aim: To detect systematic failures during operation of the EUC, using diverse components
with different rates and types of failures.

Description: Different types of components are used for the diverse channels of a safety-
related system. This reduces the probability of common cause failures (for example
overvoltage, electromagnetic interference), and increases the probability of detecting such
failures.

Existence of different means of performing a required function, for example different physical
principles, offer other ways of solving the same problem. There are several types of diversity.
Functional diversity employs the use of different approaches to achieve the same result.

Reference :

Guidelines for Safe Automation of Chemical Processes. CCPS, AIChE, New York, 1993,
ISBN-10: 0-8169-0554-1, ISBN-13: 978-0-8169-0554-6

B.2 E/E/PE system design requirements specification

Global objective: To produce a specification which is, as far as possible, complete, free
from mistakes, free from contradiction, and simple to verify.
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B.2.1 Structured specification

NOTE This technique/measure is referenced in Tables B.1 and B.6 of IEC 61508-2.

Aim: To reduce complexity by creating a hierarchical structure of partial requirements. To
avoid interface failures between the requirements.

Description: This technique structures the functional specification into partial requirements
such that the simplest possible, visible relations exist between the latter. This analysis is
successively refined until small clear partial requirements can be distinguished. The result of
the final refinement is a hierarchical structure of partial requirements which provide a
framework for the specification of the complete requirements. This method emphasises the
interfaces of the partial requirements and is particularly effective for avoiding interface
failures.

References:

ESA PSS 05-02, Guide to the user requirements definition phase, Issue 1, Revision 1, ESA
Board for Software Standardisation and Control (BSSC), ESA, Paris, March 1995,
ftp://ftp.estec.esa.nl/pub/wm/wme/bssc/PSS0502.pdf

Structured Analysis and System Specification. T. De Marco, Yourdon Press, Englewood Cliffs,
1979, ISBN-10: 0138543801, ISBN-13: 978-0138543808

B.2.2 Formal methods
NOTE 1 See C.2.4 for details of specific formal methods.

NOTE 2 This technique/measure is referenced in Tables B.1, B.2 and B.6 of IEC 61508-2.

Aim: Formal methods transfers the principles of mathematical reasoning to the specification
and implementation of technical systems therefore increase the completeness, consistency or
correctness of a specification or implementation.

Description: Formal methods provide a means of developing a description of a system during
specification and/or implementation phase. These formal descriptions are mathematical
models of the system function and/or structure.

Therefore unambiguous system description could be achieved (e.g. any state of an automaton
is described by its initial state, inputs and the transition equations of the automaton) which
increase understanding of the underlying system.

Choosing a suitable formal method is a difficult undertaking requiring full understanding of
system, its development process and the range of mathematical models that could possibly be
used (see following notes).

NOTE 3 The theorems of interest of the model (properties) represent guaranties about the system which provides
far more confidence than simulation i.e. observing selected actions of the system.

NOTE 4 The disadvantages of formal methods can be:

—  Fixed level of abstraction;

— limitations to capture all functionality that is relevant at the given stage;

— difficulty that implementation engineers have to understand the model;

— high efforts to develop, analyze and maintain model over the lifecycle of system;

— availability of efficient tools which support the building and analysis of model;

— availability of staff capable to develop and analyze model.

NOTE 5 The formal methods community’s focus clearly was been the modeling of the target function of system
often deemphasizing the fault robustness of a system. Therefore respective formal methods including system

robustness has to be selected. Documents

Document Sharing Hub

Full document details: IEC 61508-7-2010


http://avadocuments2026.com/doc/iec-61508-7-2010
http://avadocuments2026.com/doc/iec-61508-7-2010

61508-7 © IEC:2010 -31-

Reference:

Formal Specification: Techniques and Applications. N.Nissanke, Springer-Verlag Telos,
1999, ISBN-10: 1852330023

B.2.3 Semi-formal methods

NOTE 1 IEC 61508- 3 Table B.7 extends this Annex B list with other semi-formal software related techniques. art
3 lists:

— logic/function block diagrams: described in IEC 61131-3;

— sequence diagrams: described in IEC 61131-3;

— data flow diagrams: see C.2.2;

— finite state machines/state transition diagrams: see B.2.3.2;

—  time Petri nets: see B.2.3.3;

— entity-relationship-attribute Data models: see B.2.4.4;

— message sequence charts: see C.2.14;

— decision/truth tables: see C.6.1.

Aim: To express parts of a specification unambiguously and consistently, so that some
mistakes, omissions and wrong behaviour can be detected.

NOTE 2 This technique/measure is referenced in Tables B.1, B.2 and B.6 of IEC 61508-2 and in Tables A.1, A.2,
A.4,B.7,C.1,C.2, C.4 and C.17 of IEC 61508-3.

B.2.3.1 General

Aim: To prove that the design meets its specification.

Description: Semi-formal methods provide a means of developing a description of a system
at some stage in its development, i.e. specification, design or coding. The description can in
some cases be analysed by machine or animated to display various aspects of the system
behaviour. Animation can give extra confidence that the system meets the real requirement as
well as the specified requirement.

Two semi-formal methods are described in the following subclauses.

B.2.3.2 Finite state machines / state transition diagrams

NOTE This technique/measure is referenced in Tables B.5, B.7, C.15 and C.17 of IEC 61508-3.

Aim: To model, verify, specify or implement the control structure of a system.

Description: Many systems can be described in terms of their states, their inputs, and their
actions. Thus when in state S1, on receiving input | a system might carry out action A and
move to state S2. By describing a system’s actions for every input in every state we can
describe a system completely. The resulting model of the system is called a finite state
machine (or finite state automata). It is often drawn as a so-called state transition diagram
showing how the system moves from one state to another, or as a matrix in which the
dimensions are state and input, and the matrix cells contain the action and new state resulting
from receiving the input when in the given state.

Where a system is complicated or has a natural structure, this can be reflected in a layered
finite state machine. A Statechart is a type of state transition diagram in which nested states
are allowed (the object state splits into two or more sub-states which can evolve in parallel,
and possibly recombine into a single state at some point); this adds to the expressive power
of the state transition notation but can add extra complexity which may be undesirable in a
safety related system. Statecharts have a formal (mathematical) specification. State transition
diagrams can apply to the whole system or to some object or element within it. Documents
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A specification or design expressed as a finite state machine can be checked for

— completeness (the system or object must have an action and new state for every input in
every state);

— consistency (only one state transition is possible for each state/input pair); and

— reachability (whether or not it is possible to get from one state to another by any sequence
of inputs); and

— absence of endless loops or dead-end states; etc.

These are important properties for critical systems. Tools to support these checks are easily
developed and various models based on finite state automata (formal languages, Petri nets,
Markov graphs, etc.) can be used. Algorithms also exist that allow the automatic generation of
test cases for verifying a finite state machine implementation or for animating a finite state
machine model. State transition diagrams and Statecharts are widely supported by tools

which allow the diagrams to be drawn and checked, and which will generate code to
implement the described state machine.

They can also be used for failure probability calculations, see B.6 and C.6.
References:

Introduction to Automata Theory, Languages, and Computation (3rd Edition). J. Hopcroft, R.
Motwani, J. Ullman, Addison-Wesley Longman Publishing Co, 2006, ISBN: 0321462254

Sécurisation des architectures informatiques. Jean-Louis Boulanger, Hermés — Lavoisier,
2009, ISBN: 978-2-7462-1991-5

B.2.3.3 Time Petri nets

NOTE This technique/measure is referenced in Tables B.5, B.7, C.15 and C.17 of IEC 61508-3.

Aim: To model relevant aspects of the system behaviour and to assess and possibly improve
safety and operational requirements through analysis and re-design.

Description: Petri nets are a particular case of finite state automata. They belong to a class
of graph theoretic models which are suitable for representing information and control flow in
systems that exhibit concurrency and have asynchronous behaviour.

A Petri net is a network of places and transitions. The places may be "marked" or "unmarked".
A transition is "enabled" when all the input places to it are marked. When enabled, it is
permitted (but not obliged) to "fire". If it fires, the input places to the transition become
unmarked, and each output place from the transition is marked instead.

The potential hazards can be represented as particular states (markings) in the model. The
Petri net model can be extended to allow for timing features of the system. Although
"classical" Petri nets concentrate on control flow aspects, several extensions have been
proposed to incorporate data flow into the model.

They also provide a very efficient support for performing Monte Carlo simulation in order to
achieve failure probability calculations, see B.6.6.8.

References:

Timed Petri Nets: Theory and Application. Jiacun Wang, Springer, 1998, ISBN 0792382706

Sécurisation des architectures informatiques. Jean-Louis Boulanger, Hermés — Lavoisier,

2009, ISBN: 978-2-7462-1991-5
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B.2.4 Computer-aided specification tools

NOTE This technique/measure is referenced in Tables B.1 and B.6 of IEC 61508-2 and in Tables A.1, A.2, C.1
and C.2 of IEC 61508-3.

B.2.4.1 General

Aim: To use formal specification techniques to facilitate automatic detection of ambiguity and
completeness.

Description: The technique produces a specification in the form of a database that can be
automatically inspected to assess consistency and completeness. The specification tool can
animate various aspects of the specified system to the user. In general, the technique
supports not only the creation of the specification but also of the design and other phases of
the project lifecycle. Specification tools can be classified according to the following
subclauses.

B.2.4.2 Tools oriented towards no specific method

Aim: To help the user write a good specification by providing prompts and links between
related parts.

Description: The specification tool takes over some routine work from the user and supports
the project management. It does not enforce any particular specification methodology. The
relative independence with regard to method allows users a great deal of freedom but also
gives them little of the specialised support necessary when creating specifications. This
makes familiarisation with the system more difficult.

B.2.4.3 Model orientated procedure with hierarchical analysis

Aim: To avoid incompleteness, ambiguity and contradiction in the specification, e.g.
supporting the user writing a good specification by ensuring consistency between descriptions
of actions and data at various levels of abstraction.

Description: This method gives a functional representation of the desired system (structured
analysis) at various levels of abstraction (degree of precision). There is a huge arsenal of
such models: finite automata are a class of such models widely used to describe the evolution
of discrete/digital systems. Differential equations are similar in spirit and aim at
continuous/analogue systems. The analysis at various levels acts on both actions and data.
Assessment of ambiguity and completeness is possible between hierarchical levels as well as
between two functional units (modules) on the same level (e.g. any state of a system model is
described by its initial state, inputs and the transition equations of the automaton).

NOTE Issues of model based descriptions may be the level of abstraction, limitations to capture all functionality
that is relevant at the given stage, difficulty that practitioners have to understand the model (from reading the
syntax to understanding), high efforts to develop, analyze and maintain a model over the lifecycle of a system,
availability of efficient tools which support the building and analysis of model (development of such tools is
certainly a high effort undertaking) and availability of staff capable to develop and analyze models.

Reference:

System requirements analysis. Jeffrey O. Grady, Academic Press, 2006, ISBN 012088514X,
9780120885145

B.2.4.4 Entity-relationship-attribute data models

Aim: To help the user write a good specification by focusing on entities within the system
and relationships between them.

Description: The desired system is described as a collection of objects and their
relationships. The tool enables one to determine which relationships can be interprB@outhaents
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system. In general, the relationships permit a description of the hierarchical structure of the
objects, the data flow, the relationships between the data, and which data are subject to
certain manufacturing processes. The classical procedure has been extended for process
control applications. Inspection capabilities and support for the user depend on the variety of
relationships illustrated. On the other hand, a large number of representation possibilities
makes the application of this technique complex.

Reference:

Software Requirements: Practical Techniques for Gathering and Managing Requirements
Throughout the Product Development Cycle. Karl Eugene Wiegers, Microsoft Press, 2003,
ISBN 0735618798, 9780735618794

B.2.4.5 Incentive and answer

Aim: To help the user write a good specification by identifying stimulus-response
relationships.

Description: The relationships between the objects of the system are specified in a notation
of "incentives" and "answers". A simple and easily expanded language is used which contains
language elements which represent objects, relationships, characteristics and structures.

B.2.5 Checklists

NOTE This technique/measure is referenced in Tables B.1, B.2 and B.6 of IEC 61508-2 and in Tables A.10, B.8,
C.10 and C.18 of IEC 61508-3.

Aim: To draw attention to, and manage critical appraisal of, all important aspects of the
system by safety lifecycle phase, ensuring comprehensive coverage without laying down
exact requirements.

Description: A set of questions to be answered by the person performing the checklist. Many
of the questions are of a general nature and the assessor must interpret them as seems most
appropriate to the particular system being assessed. Checklists can be used for all phases of
the overall, E/E/PE system safety and software safety lifecycles and are particularly useful as
a tool to aid the functional safety assessment.

To accommodate wide variations in systems being validated, most checklists contain
questions which are applicable to many types of system. As a result, there may well be
questions in the checklist being used which are not relevant to the system being dealt with
and which should be ignored. Equally there may be a need, for a particular system, to
supplement the standard checklist with questions specifically directed at the system being
dealt with.

In any case it should be clear that the use of checklists depends critically on the expertise and
judgement of the engineer selecting and applying the checklist. As a result, the decisions
taken by the engineer, with regard to the checklist(s) selected, and any additional or
superfluous questions, should be fully documented and justified. The objective is to ensure
that the application of the checklists can be reviewed and that the same results will be
achieved unless different criteria are used.

The object in completing a checklist is to be as concise as possible. When extensive
justification is necessary this should be done by reference to additional documentation. Pass,
fail and inconclusive, or some similar restricted set of responses should be used to document
the results for each question. This conciseness greatly simplifies the procedure of reaching an
overall conclusion as to the results of the checklist assessment.

References:
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IEC 60880:2006, Nuclear power plants — Instrumentation and control systems important to
safety — Software aspects for computer-based systems performing category A functions

The Art of Software Testing, Second Edition. G. Myers et al., Wiley & Sons, New York, 2004,
ISBN 0471469122, 9780471469124

Software Quality Assurance: From Theory to Implementation. Daniel Galin, Pearson
Education, 2004, ISBN 0201709457, 9780201709452

IEC 61346 (all parts), Industrial systems, installations and equipment and industrial products —
Structuring principles and reference designation

Guidelines for Safe Automation of Chemical Processes. CCPS, AIChE, New York, 1993,
ISBN-10: 0-8169-0554-1, ISBN-13: 978-0-8169-0554-6

Risk Assessment and Risk Management for the Chemical Process Industry. H.R. Greenberg,
J.J. Cramer, John Wiley and Sons, 1991, ISBN 0471288829, 9780471288824

B.2.6 Inspection of the specification

NOTE This technique/measure is referenced in Tables B.1 and B.6 of IEC 61508-2.

Aim: To avoid incompleteness and contradiction in the specification.

Description: Inspection is a general technique in which various qualities of a specification
document are assessed by an independent team. The inspection team puts questions to the
creator, who must answer them satisfactorily. The examination should (if possible) be carried
out by a team that was not involved in the creation of the specification. The required degree
of independence is determined by the safety integrity levels demanded of the system. The
independent inspectors should be able to reconstruct the operational function of the system in
an indisputable manner without referring to any further specifications. They must also check
that all relevant safety and technical aspects in the operational and organisational measures
are covered. This procedure has proved itself to be very effective in practice.

References:

IEC 61160:2005, Design review

The Art of Software Testing, Second Edition. G. Myers et al., Wiley & Sons, New York, 2004,
ISBN 0471469122, 9780471469124

Software Quality Assurance: From Theory to Implementation. D. Galin, Pearson Education,
2004, ISBN 0201709457, 9780201709452

B.3 E/E/PE system design and development

Global objective: To produce a stable design of the safety-related system in conformance
with the specification.

B.3.1 Observance of guidelines and standards

NOTE This technique/measure is referenced in Table B.2 of IEC 61508-2.

Aim: To observe application sector standards (not specified in this standard).

Description: Guidelines should be complied with during the design of the safety-related
system. These guidelines should firstly lead to safety-related systems which are.practicall
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free from failures, and secondly facilitate the subsequent safety validation. They can be
universally valid, specific to a project, or specific only to a single phase.

References:

Guidelines for Safe Automation of Chemical Processes. CCPS, AIChE, New York, 1993,
ISBN-10: 0-8169-0554-1, ISBN-13: 978-0-8169-0554-6

B.3.2 Structured design

NOTE This technique/measure is referenced in Tables B.2 and B.6 of IEC 61508-2.

Aim: To reduce complexity by creating a hierarchical structure of partial requirements. To
avoid interface failures between the requirements. To simplify verification.

Description: When designing the hardware, specific criteria or methods should be used. For
example, the following might be required:

— a hierarchically structured circuit design;
— use of manufactured and tested circuit parts.

Similarly, when designing the software, the use of structure charts enables an unambiguous
structure of the software modules to be created. This structure shows how the modules relate
to each other, the precise data which passes between modules, and the precise controls that
exist between modules.

References:

IEC 61346 (all parts), Industrial systems, installations and equipment and industrial products —
Structuring principles and reference designation

Software Engineering for Real-time Systems. J. E. Cooling, Pearson Education, 2003,
ISBN 0201596202, 9780201596205

Software Design. D. Budgen, Pearson Education, 2003, ISBN 0201722194, 9780201722192

An Overview of JSD, J. R. Cameron, IEEE Trans SE-12 No. 2, February 1986

Structured Development for Real-Time Systems (3 Volumes). P. T. Yourdon, P. T. Yourdon
Press, 1985

Structured Development for Real-Time Systems (3 Volumes). P.T.Ward, S.J. Mellor,
Yourdon Press, 1985

Applications and Extensions of SADT. D. T. Ross, Computer, 25-34, April 1985
Essential Systems Analysis. St. M. McMenamin, F. Palmer, Yourdon Inc, 1984

Structured Analysis (SA): A language for communicating ideas. D. T. Ross, IEEE Trans.
Software Eng, Vol. SE-3 (1), 16-34

B.3.3 Use of well-tried components
NOTE This technique/measure is referenced in Tables B.2 and B.6 of IEC 61508-2.

Aim: To reduce the risk of numerous first time and undetected faults by the use of
components with specific characteristics.

Description: The selection of well-tried components is carried out by the manufacturer, with

regard to safety according to the reliability of the elements (for example ??mments
operationally tested physical units to meet high safety requirements, or the sioring of sa -
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related programs in safe memories only). The safety of memories can refer to unauthorised
access as well as environmental influences (electromagnetic compatibility, radiation, etc) and
the response of the elements in the event of a failure occurring.

References:

IEC 61163-1:2006, Reliability stress screening — Part 1. Repairable assemblies manufactured
in lots

B.3.4 Modularisation

NOTE This technique/measure is referenced in Tables B.2 and B.6 of IEC 61508-2.

Aim: To reduce complexity and avoid failures, related to interfacing between subsystems.

Description: Every subsystem, at all levels of the design, is clearly defined and is of
restricted size (only a few functions). The interfaces between subsystems are kept as simple
as possible and the cross-section (i.e. shared data, exchange of information) is minimised.
The complexity of individual subsystems is also restricted.

References:

The Art of Software Testing, Second Edition. G. Myers et al., Wiley & Sons, New York, 2004,
ISBN 0471469122, 9780471469124

Software Engineering for Real-time Systems. J. E. Cooling, Pearson Education, 2003,
ISBN 0201596202, 9780201596205

Software Reliability — Principles and Practices. G. J. Myers, Wiley-Interscience, New York, 1976,
ISBN-10: 0471627658, ISBN-13: 978-0471627654

B.3.5 Computer-aided design tools

NOTE This technique/measure is referenced in Tables B.2 and B.6 of IEC 61508-2 and in Tables A.4 and C.4 of
IEC 61508-3.

Aim: To carry out the design procedure more systematically. To include appropriate
automatic construction elements which are already available and tested.

Description: Computer-aided design tools (CAD) should be used during the design of both
hardware and software when available and justified by the complexity of the system. The
correctness of such tools should be demonstrated by specific testing, by an extensive history
of satisfactory use, or by independent verification of their output for the particular safety-
related system that is being designed.

Support tools should be selected for their degree of integration. In this context, tools are
integrated if they work co-operatively such that the outputs from one tool have suitable
content and format for automatic input to a subsequent tool, thus minimizing the possibility of
introducing human error in the reworking of intermediate results.

References:

Overview of Technology Computer-Aided Design Tools and Applications in Technology
Development, Manufacturing and Design. W. Fichtner, Journal of Computational and
Theoretical Nanoscience, Volume 5, Number 6, June 2008, pp. 1089-1105(17)

The Electromagnetic Data Exchange: Much more than a Common Data Format.
P.E. Frandsen et al. In Proceeding of the 2nd European Conference on Antennas and
Propagation. The Institution of Engineering and Technology (IET), 2007, ISBN 978-0-86341-

842-6
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Software engineering: Update. lan Sommerville, Addison-Wesley Longman, Amsterdam; 8th
ed., 2006, ISBN 0321313798, 9780321313799

Software Engineering. lan Sommerville, Pearson Studium, 8. Auflage, 2007, ISBN
3827372577, 9783827372574

B.3.6 Simulation
NOTE This technique/measure is referenced in Tables B.2, B.5 and B.6 of IEC 61508-2.

Aim: To carry out a systematic and complete inspection of an electrical/electronic circuit, of
both the functional performance and the correct dimensioning of the components.

Description: The function of the safety-related system circuit is simulated on a computer via
a software behavioural model. Individual components of the circuit each have their own
simulated behaviour, and the response of the circuit in which they are connected is examined
by looking at the marginal data of each component.

B.3.7 Inspection (reviews and analysis)
NOTE This technique/measure is referenced in Tables B.2 and B.6 of IEC 61508-2.

Aim: To reveal discrepancies between the specification and implementation.

Description: Specified functions of the safety-related system are examined and evaluated to
ensure that the safety-related system conforms to the requirements given in the specification.
Any points of doubt concerning the implementation and use of the product are documented so
they may be resolved. In contrast to a walk-through, the author is passive and the inspector is
active during the inspection procedure.

References:
IEC 61160:2005, Design Review

Software engineering: Update. lan Sommerville, Addison-Wesley Longman, Amsterdam; 8th
ed., 2006, ISBN 0321313798, 9780321313799

Software Engineering. lan Sommerville, Pearson Studium, 8. Auflage, 2007, ISBN
3827372577, 9783827372574

The Art of Software Testing, Second Edition. G. Myers et al., Wiley & Sons, New York, 2004,
ISBN 0471469122, 9780471469124

ANSI/IEE 1028:1997, IEEE Standard for software reviews

Dependability of Critical Computer Systems 3. P. G. Bishop et al., Elsevier Applied Science,
1990, ISBN 1-85166-544-7

B.3.8 Walk-through
NOTE This technique/measure is referenced in Tables B.2 and B.6 of IEC 61508-2.

Aim: To reveal discrepancies between the specification and implementation.

Description: Specified functions of the safety-related system draft are examined and

evaluated to ensure that the safety-related system complies with the requirements given in

the specification. Doubts and potential weak points concerning the realisation and use of the

product are documented so that they may be resolved. In contrast to an inspection

is active and the inspector is passive during the walk-through. ﬁh&é“?ﬁents
Document Sharing Hub

Full document details: IEC 61508-7-2010


http://avadocuments2026.com/doc/iec-61508-7-2010
http://avadocuments2026.com/doc/iec-61508-7-2010

61508-7 © IEC:2010 -39 -

References:

Software engineering: Update. lan Sommerville, Addison-Wesley Longman, Amsterdam; 8th
ed., 2006, ISBN 0321313798, 9780321313799

Software Engineering. lan Sommerville, Pearson Studium, 8. Auflage, 2007, ISBN
3827372577, 9783827372574

ANSI/IEEE 1028:1997, IEEE Standard for software reviews

Dependability of Critical Computer Systems 3. P. G. Bishop et al., Elsevier Applied Science,
1990, ISBN 1-85166-544-7

Methodisches Testen von Programmen. G. J. Myers, Oldenbourg Verlag, Minchen, Wien, 1987

B.4 E/E/PE system operation and maintenance procedures

Global objective: To develop procedures which help to avoid failures during the operation
and maintenance of the safety-related system.

B.4.1 Operation and maintenance instructions

NOTE This technique/measure is referenced in Table B.4 of IEC 61508-2.

Aim: To avoid mistakes during operation and maintenance of the safety-related system.

Description: User instructions contain essential information on how to use and how to
maintain the safety-related system. In special cases, these instructions will also include
examples on how to install the safety-related system in general. All instructions must be
easily understood. Figures and schematics should be used to describe complex procedures
and dependencies.

Reference: Guidelines for Safe Automation of Chemical Processes. CCPS, AIChE,
New York, 1993, ISBN-10: 0-8169-0554-1, ISBN-13: 978-0-8169-0554-6

B.4.2 User friendliness

NOTE This technique/measure is referenced in Table B.4 of IEC 61508-2.

Aim: To reduce complexity during operation of the safety-related system.

Description: The correct operation of the safety-related system may depend to some degree
on human operation. By considering the relevant system design and the design of the
workplace, the safety-related system developer must ensure that

— the need for human intervention is restricted to an absolute minimum;

— the necessary intervention is as simple as possible;

— the potential for harm from operator error is minimised;

— the intervention facilities and indication facilities are designed according to ergonomic
requirements;

— the operator facilities are simple, well labelled and intuitive to use;
— the operator is not overstrained, even in extreme situations;

— training on intervention procedures and facilities is adapted to the level of knowledge and
motivation of the trainee user.
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B.4.3 Maintenance friendliness

NOTE This technique/measure is referenced in Table B.4 of IEC 61508-2.

Aim: To simplify maintenance procedures of the safety-related system and to design the
necessary means for effective diagnosis and repair.

Description: Preventive maintenance and repair is often carried out under difficult
circumstances and under pressure from deadlines. Therefore, the safety-related system
developer should ensure that

— safety-related maintenance measures are necessary as seldom as possible or even,
ideally, not necessary at all;

— sufficient, sensible and easy-to-handle diagnosis tools are included for those repairs that
are unavoidable — tools should include all necessary interfaces;

— if separate diagnosis tools have to be developed or obtained, then these should be
available on time.

B.4.4 Limited operation possibilities

NOTE This technique/measure is referenced in Tables B.4 and B.6 of IEC 61508-2.

Aim: To reduce the operation possibilities for the normal user.

Description: This approach reduces the operation possibilities by

— limiting the operation within special operating modes, for example by key switches;
— limiting the number of operating elements;
— limiting the number of generally possible operating modes.

Reference:

Guidelines for Safe Automation of Chemical Processes. CCPS, AIChE, New York, 1993,
ISBN-10: 0-8169-0554-1, ISBN-13: 978-0-8169-0554-6

B.4.5 Operation only by skilled operators

NOTE This technique/measure is referenced in Tables B.4 and B.6 of IEC 61508-2.

Aim: To avoid operating failures caused by misuse.

Description: The safety-related system operator is trained to a level which is appropriate to
the complexity and safety integrity level of the safety-related system. Training includes
studying the background of the production process and knowing the relationship between the
safety-related system and the EUC.

Reference:

Guidelines for Safe Automation of Chemical Processes. CCPS, AIChE, New York, 1993,
ISBN-10: 0-8169-0554-1, ISBN-13: 978-0-8169-0554-6

B.4.6 Protection against operator mistakes

NOTE This technique/measure is referenced in Tables B.4 and B.6 of IEC 61508-2.

Aim: To protect the system against all classes of operator mistakes.

Description: Wrong inputs (value, time, etc) are detected via plausibility checks or
monitoring of the EUC. To integrate these facilities into the design, it is necessar)ﬁbﬁfments

a very early stage which inputs are possible and which are permissible.
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B.4.7 (Not used)

B.4.8 Modification protection

NOTE This technique/measure is referenced in Tables A.17 and A.18 of IEC 61508-2.

Aim: To protect the safety-related system against hardware modifications by technical
means.

Description: Modifications or manipulations are detected automatically, for example by
plausibility checks for the sensor signals, detection by the technical process and by automatic
start-up tests. If a modification is detected, then emergency action is taken.

B.4.9 Input acknowledgement
NOTE This technique/measure is referenced in Tables A.17 and A.18 of IEC 61508-2.

Aim: A mistake during operation is detected by the operator himself before activating the
EUC.

Description: An input to the EUC via the safety-related system is echoed to the operator
before being sent to the EUC so that the operator has the possibility to detect and correct a
mistake. As well as abnormal, unprovoked personnel action, the system design should
consider top/bottom speed limits and direction of human reaction. This would avoid, for
example, the operator pressing keys faster than expected, causing the system to read a
double keystroke as a single one, or a key to be pressed twice because the system (display)
was too slow to react to the first instance. The same key stroke should not be valid more than
once in succession for critical data entry; pressing the "enter" or "yes" key unlimited times
must not lead to an unsafe action of the system.

Time-out procedures should be included with multiple choice questions (yes/no, etc.) to cater
for when the operator may not make up his mind and leave the system waiting.

Ability to reboot a safety-related PES makes the system vulnerable unless both
software/hardware are designed with such occasions in mind.

B.5 E/E/PE system integration

Global objective: To avoid failures during the integration phase and to reveal any failures
that are made during this and previous phases.

B.5.1 Functional testing

NOTE This technique/measure is referenced in Tables B.3 and B.5 of IEC 61508-2 and in Tables A.5, A.6, A.7,
C.5, C.6 and C.7 of IEC 61508-3.

Aim: To reveal failures during the specification and design phases. To avoid failures during
implementation and the integration of software and hardware.

Description: During the functional tests, reviews are carried out to see whether the specified
characteristics of the system have been achieved. The system is given input data which
adequately characterises the normally expected operation. The outputs are observed and
their response is compared with that given by the specification. Deviations from the
specification and indications of an incomplete specification are documented.

Functional testing of electronic components designed for a multi-channel architecture usually
involves the manufactured components being tested with pre-validated partner components.
In addition to this, it is recommended that the manufactured components be tested in
combination with other partner components of the same batch, in order to reveB common
mode faults which would otherwise have remained masked. ocuments
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Also, the working capacity of the system has to be sufficient, see guidance in C.5.20.

References:

Software Testing and Quality Assurance. K. Naik, P. Tripathy, Wiley Interscience, 2008, Print
ISBN: 9780471789116 Online ISBN: 9780470382844

The Art of Software Testing, Second Edition. G. Myers et al., Wiley & Sons, New York, 2004,
ISBN 0471469122, 9780471469124

Practical Software Testing: A Process-oriented Approach. |. Burnstein, Springer, 2003, ISBN
0387951318, 9780387951317

Dependability of Critical Computer Systems 3. P. G. Bishop et al., Elsevier Applied Science,
1990, ISBN 1-85166-544-7

B.5.2 Black-box testing

NOTE This technique/measure is referenced in Tables B.3, B.5 and B.6 of IEC 61508-2 and in Tables A.5, A.6,
A.7, C.5, C.6 and C.7 of IEC 61508-3.

Aim: To check the dynamic behaviour under real functional conditions. To reveal failures to
meet functional specification, and to assess utility and robustness.

Description: The functions of a system or program are executed in a specified environment
with specified test data which is derived systematically from the specification according to
established criteria. This exposes the behaviour of the system and permits a comparison with
the specification. No knowledge of the internal structure of the system is used to guide the
testing. The aim is to determine whether the functional unit carries out correctly all the
functions required by the specification. The technique of forming equivalence classes is an
example of the criteria for blackbox test data. The input data space is subdivided into specific
input value ranges (equivalence classes) with the aid of the specification. Test cases are then
formed from the

— data from permissible ranges;

— data from inadmissible ranges;

— data from the range limits;

— extreme values;

— and combinations of the above classes.

Other criteria can be effective in order to select test cases in the various test activities

(module test, integration test and system test). For example, the criterion "extreme
operational conditions" is relied upon for the system test within the framework of a validation.

References:

Software Testing and Quality Assurance. K. Naik, P. Tripathy, Wiley Interscience, 2008, Print
ISBN: 9780471789116 Online ISBN: 9780470382844

Essentials of Software Engineering. Frank F. Tsui, Orlando Karam. Jones & Bartlett, 2006.
ISBN 076373537X, 9780763735371

The Art of Software Testing, Second Edition. G. Myers et al., Wiley & Sons, New York, 2004,
ISBN 0471469122, 9780471469124

Systematic Software Testing. Rick D. Craig, Stefan P. Jaskiel. Artech House, 2002.
ISBN 1580535089, 9781580535083

Documents

Document Sharing Hub

Full document details: IEC 61508-7-2010


http://avadocuments2026.com/doc/iec-61508-7-2010
http://avadocuments2026.com/doc/iec-61508-7-2010

61508-7 © IEC:2010 - 43 -

B.5.3 Statistical testing

NOTE This technique/measure is referenced in Tables B.3, B.5 and B.6 of IEC 61508-2.

Aim: To check the dynamic behaviour of the safety-related system and to assess its utility
and robustness.

Description: This approach tests a system or program with input data selected according to
the expected statistical distribution of the real operating inputs — the operational profile.

References:

A discussion of statistical testing on a safety-related application. S Kuball, J H R May, Proc.
IMechE Vol. 221 Part O: J. Risk and Reliability, Institution of Mechanical Engineers, 2007

Practical Reliability Engineering. P. O'Connor, D. Newton, R. Bromley, John Wiley and Sons,
2002, ISBN 0470844639, 9780470844632

Dependability of Critical Computer Systems 3. P. G. Bishop et al., Elsevier Applied Science,
1990, ISBN 1-85166-544-7

Dependability of Critical Computer Systems 1. F. J. Redmill, Elsevier Applied Science, 1988,
ISBN 1-85166-203-0

B.5.4 Field experience
NOTE 1 This technique/measure is referenced in Tables B.3, B.5 and B.6 of IEC 61508-2.

NOTE 2 See also C.2.10 for a similar measure and Annex D for a statistical approach, both in the context of
software.

Aim: To use field experience from different applications as one of the measures to avoid
faults either during E/E/PE system integration and/or during E/E/PE system safety validation.

Description: Use of components or subsystems, which have been shown by experience to
have no, or only unimportant, faults when used, essentially unchanged, over a sufficient
period of time in numerous different applications. Particularly for complex components with a
multitude of possible functions (for example operating system, integrated circuits), the
developer shall pay attention to which functions have actually been tested by the field
experience. For example, consider self-test routines for fault detection: if no break-down of
the hardware occurs within the operating period, the routines cannot be said to have been
tested, since they have never performed their fault detection function.

For field experience to apply, the following requirements must have been fulfilled:

— unchanged specification;
— 10 systems in different applications;
— 105 operating hours and at least one year of service history.

NOTE 3 Sector standards may specify different numbers.

The field experience is demonstrated through documentation of the vendor and/or operating
company. This documentation must contain at least

— the exact designation of the system and its component, including version control for
hardware;

— the users and time of application;

— the operating hours;

— the procedures for the selection of the systems and applications procured to thD@efu ments
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— the procedures for fault detection and fault registration as well as fault removal.
References:

IEC 60300-3-2:2004, Dependability management — Part 3-2: Application guide — Collection of
dependability data from the field

Guidelines for Safe Automation of Chemical Processes. CCPS, AIChE, New York, 1993,
ISBN-10: 0-8169-0554-1, ISBN-13: 978-0-8169-0554-6

B.6 E/E/PE system safety validation

Global objective: To prove that the E/E/PE safety-related system conforms to the E/E/PE
system safety requirements specification and E/E/PE system design requirements
specification.

B.6.1 Functional testing under environmental conditions

NOTE This technique/measure is referenced in Table B.5 of IEC 61508-2.

Aim: To assess whether the safety-related system is protected against typical environmental
influences.

Description: The system is put under various environmental conditions (for example
according to the standards in the IEC 60068 series or the IEC 61000 series), during which the
safety functions are assessed for their reliability (and compatibility with the standards
mentioned).

References:

IEC 60068-1:1988, Environmental testing — Part 1: General and guidance
Amendment 1(1992)

IEC 61000-4-1:2006, Electromagnetic compatibility (EMC) - Part 4-1: Testing and
measurement techniques — Overview of IEC 61000-4 series

Dependability of Critical Computer Systems 3. P. G. Bishop et al., Elsevier Applied Science,
1990, ISBN 1-85166-544-7

B.6.2 Interference surge immunity testing

NOTE This technique/measure is referenced in Tables B.5 and B.6 of IEC 61508-2.

Aim: To check the capacity of the safety-related system to handle peak surges.

Description: The system is loaded with a typical application program, and all the peripheral
lines (all digital, analogue and serial interfaces as well as the bus connections and power
supply, etc.) are subjected to standard noise signals. In order to obtain a quantitative
statement, it is sensible to approach the surge limit carefully. The chosen class of noise is not
complied with if the function fails.

References:

IEC 61000-4-5:2005, Electromagnetic compatibility (EMC) - Part 4-5: Testing and
measurement techniques — Surge immunity test

C37.90.1-2002, IEEE Standard for Surge Withstand Capability (SWC) Tests for Relays and
Relay Systems Associated with Electric Power Apparatus Documents
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B.6.3 (Not used)

B.6.4 Static analysis

NOTE This technique/measure is referenced in Tables B.5 and B.6 of IEC 61508-2 and in Tables A.9, B.8, C.9 and
C.18 of IEC 61508-3.

Aim: To avoid systematic faults that can lead to breakdowns in the system under test, either
early or after many years of operation.

Description: This systematic and possibly computer-aided approach inspects specific static
characteristics of the prototype system to ensure completeness, consistency, lack of
ambiguity regarding the requirement in question (for example construction guidelines, system
specifications, and an appliance data sheet). A static analysis is reproducible. It is applied to
a prototype which has reached a well-defined stage of completion. Some examples of static
analysis, for hardware and software, are

— consistency analysis of the data flow (such as testing if a data object is interpreted
everywhere as the same value);
— control flow analysis (such as path determination, determination of non-accessible code);

— interface analysis (such as investigation of variable transfer between various software
modules);

— dataflow analysis to detect suspicious sequences of creating, referencing and deleting
variables;

— testing adherence to specific guidelines (for example creepage distances and clearances,
assembly distance, physical unit arrangement, mechanically sensitive physical units,
exclusive use of the physical units which were introduced).

References:

Static Analysis and Software Assurance. D. Wagner, Lecture Notes in Computer Science,
Volume 2126/2001, Springer, 2001, ISBN 978-3-540-42314-0

An Industrial Perspective on Static Analysis. B A Wichmann, A A Canning, D L Clutterbuck, L A
Winsborrow, N J Ward and D W R Marsh. Software Engineering Journal., 69 — 75, March 1995

Dependability of Critical Computer Systems 3. P. G. Bishop et al,. Elsevier Applied Science,
1990, ISBN 1-85166-544-7

B.6.5 Dynamic analysis and testing

NOTE This technique/measure is referenced in Tables B.5 and B.6 of IEC 61508-2 and in Tables A.5, A.9, B.2,
C.5, C.9 and C.12 of IEC 61508-3.

Aim: To detect specification failures by inspecting the dynamic behaviour of a prototype at
an advanced state of completion.

Description: The dynamic analysis of a safety-related system is carried out by subjecting a
near-operational prototype of the safety-related system to input data which is typical of the
intended operating environment. The analysis is satisfactory if the observed behaviour of
the safety-related system conforms to the required behaviour. Any failure of the safety-related
system must be corrected and the new operational version must then be reanalysed.

References:

The Concept of Dynamic Analysis. T. Ball, ESEC/FSE ’99, Lecture Notes in Computer
Science, Springer, 1999, ISBN 978-3-540-66538-0

Dependability of Critical Computer Systems 3. P. G. Bishop et al,. Elsevier Appli i
1990, ISBN 1-85166-544-7 Botliffients
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B.6.6 Failure analysis

NOTE This technique/measure is referenced in Tables B.5 and B.6 of IEC 61508-2.
B.6.6.1 Failure modes and effects analysis (FMEA)

Aim: To analyse a system design, by examining systematically all possible sources of failure
of a system’s components and determining the effects of these failures on the behaviour and
safety of the system.

Description: The analysis usually takes place through a meeting of engineers. Each
component of a system is analysed in turn to give a set of failure modes for the component,
their causes and effects (locally and at overall system level), detection procedures and
recommendations. If the recommendations are acted upon, they are documented as remedial
action taken.

References:

IEC 60812:2006, Analysis techniques for system reliability — Procedure for failure mode and
effects analysis (FMEA)

Risk Assessment and Risk Management for the Chemical Process Industry. H.R. Greenberg,
J.J. Cramer, John Wiley and Sons, 1991, ISBN 0471288829, 9780471288824

Reliability Technology. A. E. Green, A. J. Bourne, Wiley-Interscience, 1972, ISBN 0471324809

B.6.6.2 Cause consequence diagrams

NOTE This technique/measure is referenced in Tables B.3, B.4, C.13 and C.14 of IEC 61508-3.

Aim: To analyse and model, in a compact diagrammatic form, the sequence of events that
can develop in a system as a consequence of combinations of basic events.

Description: The technique can be regarded as a combination of fault tree and event tree
analysis. It starts from a critical (initiating) event and the consequence graph is traced
forwards by using YES/NO gates describing success and failure of some operations. This
allows building event sequences leading either to an accident or to a mastered situation. Then
cause graphs (i.e. fault trees) are built for each failure. Then starting from an accidental
situation and going in the backward direction gives a global fault tree with this accidental
situation as top event. In the forward direction the possible consequences arising from an
event are determined. The graph can contain vertex symbols which describe the conditions
for propagation along different branches from the vertex. Time delays can also be included.
These conditions can also be described with fault trees. The lines of propagation can be
combined with logical symbols, to make the diagram more compact. A set of standard
symbols is defined for use in cause consequence diagrams. The diagrams can be used for
generating fault trees and to compute the probability of occurrence of certain critical
consequences. It can also be used to produce event trees.

References:
IEC 62502, Analysis techniques for dependability — Event tree analysis (ETA)1

The Cause Consequence Diagram Method as a Basis for Quantitative Accident Analysis.
B. S. Nielsen, Danish Atomic Energy Commission, Riso-M-1374, 1971

1 Under consideration. Documents
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B.6.6.3 Event tree analysis (ETA)

NOTE This technique/measure is referenced in Tables B.4 and C.14 of IEC 61508-3.

Aim: To model, in a diagrammatic form, the sequence of events that can develop in a system
after an initiating event, and thereby indicate how serious consequences can occur. An event
tree is difficult to build from scratch and using consequence diagram is helpful.

Description: On the top of the diagram is written the sequence conditions that are relevant
in the progression of events that follow the initiating event. Starting under the initiating event,
which is the target of the analysis, a line is drawn to the first condition in the sequence. There
the diagram branches off into "yes" and "no" branches, describing how future events depend
on the condition. For each of these branches, one continues to the next condition in a similar
way. Not all conditions are, however, relevant for all branches. One continues to the end of
the sequence, and each branch of the tree constructed in this way represents a possible
consequence. Provided the conditions in the sequences are independent, the event tree can
be used to compute the probability of the various consequences, based on the probability and
number of conditions in the sequence. As conditions are rarely fully independent, such
calculation shall be considered cautiously and performed by skilled analysts.

References:
IEC 62502, Analysis techniques for dependability — Event tree analysis (ETA)2

Risk Assessment and Risk Management for the Chemical Process Industry. H.R. Greenberg,
J.J. Cramer, John Wiley and Sons, 1991, ISBN 0471288829, 9780471288824

B.6.6.4 Failure modes, effects and criticality analysis (FMECA)

NOTE Failure analysis is referenced in Tables A.10, B.4, C.10 and C.14 of IEC 61508-3.

Aim: To rank the criticality of components which could result in injury, damage or system
degradation through single-point failures, in order to determine which components might need
special attention and necessary control measures during design or operation.

Description: This method is comparable to FMEA, but there are one or more columns for
indicating the criticality, which can be ranked in many ways. The most laborious method is
described by the Society for Automotive Engineers (SAE) in ARP 926. In this procedure, the
criticality number for any component is indicated by the number of failures of a specific type
expected during each million operations occurring in a critical mode. The criticality number is
a function of nine parameters, most of which have to be measured. A very simple method for
criticality determination is to multiply the probability of component failure by the damage that
could be generated; this method is similar to simple risk factor assessment.

References:

IEC 60812:2006, Analysis techniques for system reliability — Procedure for failure mode and
effects analysis (FMEA)

Software criticality analysis of COTS/SOUP. P.Bishop, T.Clement, S.Guerra. In Reliability
Engineering & System Safety, Volume 81, Issue 3, September 2003, Elsevier Ltd., 2003

Software FMEA techniques. P.L.Goddard. In Proc Annual 2000 Reliability and Maintainability
Symposium, IEEE, 2000, ISBN: 0-7803-5848-1

2 Under consideration. Documents
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B.6.6.5 Fault tree analysis (FTA)

NOTE This technique/measure is referenced in Tables B.4 and C.14 of IEC 61508-3.

Aim: To aid in the analysis of events, or combinations of events, that will lead to a hazard or
serious consequence and to perform the probability calculation of the top event.

Description: Starting at an event which would be the immediate cause of a hazard or serious
consequence (the "top event"), analysis is carried out in order to identify the causes of this
event. This is done in several steps through the use of logical operators (and, or, etc).
Intermediate causes are analysed in the same way, and so on, back to basic events where
analysis stops.

The method is graphical, and a set of standardised symbols are used to draw the fault tree. At
the end of the analysis, the fault tree represents the logical function linking the basic events
(generally components failures) to the top event (the overall system failure).The technique is
mainly intended for the analysis of hardware systems, but there have also been attempts to
apply this approach to software failure analysis. This technique can be used qualitatively for
failure analysis (identification failure scenarios: minimal cut sets or prime implicants), semi-
quantitatively (by ranking scenarios according to their probabilities) and quantitatively for
probabilistic calculations of the top event (see C.6).

References:

IEC 61025:2006, Fault tree analysis (FTA)

From safety analysis to software requirements. K.M. Hansen, A.P. Ravn, A.P, V Stavridou.
IEEE Trans Software Engineering, Volume 24, Issue 7, Jul 1998

B.6.6.6 Markov models

NOTE See B.1 of IEC 61508-6 for the use of this technique against reliability block diagrams, in the context of
analysing hardware safety integrity.

Aim: To model the behaviour of the system by a state transition graph and to evaluate
probabilistic system parameters (e.g, un-reliability, un-availability, MTTF, MUT, MDT, etc.) of
a system.

Description: It is a finite state automaton (see B.2.3.2) represented by a directed graph. The
nodes (circles) represent the states and the edges (arrows) between nodes represent the
transitions (failure, repairs, etc.) occurring between the states. Edges are weighted with the
corresponding failure rates or repair rates. The fundamental property of homogeneous Markov
processes is that the future depends only of the present: a change of state, N, to a
subsequent state, N+1, is independent of the previous state, N-1. This implies that all the
probabilistic laws of the models are exponential.

The failure events, states and rates can be detailed in such a way that a precise description
of the system is obtained, for example detected or undetected failures, manifestation of a
larger failure, etc. Proof test intervals may also be modelled properly by using the so-called
multi-phase Markov processes where the probabilities of the states at the end of one phase
(e.g. just before a proof test) can be used to calculate the initial conditions for the next phase
(e.g. the probabilities of the various states after a proof test has been performed).

The Markov technique is suitable for modelling multiple systems in which the level of
redundancy varies with time due to component failure and repair. Other classical methods, for
example, FMEA and FTA, cannot readily be adapted to modelling the effects of failures
throughout the lifecycle of the system since no simple combinatorial formulae exist for
calculating the corresponding probabilities.
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