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INTERNATIONAL ELECTROTECHNICAL COMMISSION

FUNCTIONAL SAFETY -
SAFETY INSTRUMENTED SYSTEMS
FOR THE PROCESS INDUSTRY SECTOR -

Part 1: Framework, definitions, system,
hardware and-seftware application programming requirements

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote
international co-operation on all questions concerning standardization in the electrical and electronic fields. To
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interested
in the subject dealt with may participate in this preparatory work. International, governmental and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely
with the International Organization for Standardization (ISO) in accordance with conditions determined by
agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
misinterpretation by any end user.

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence
between any IEC Publication and the corresponding national or regional publication shall be clearly indicated in
the latter.

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

6) All users should ensure that they have the latest edition of this publication.

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shall not be held responsible for identifying any or all such patent rights.

This redline version of the official IEC Standard allows the user to identify the changes
made to the previous edition. A vertical bar appears in the margin wherever a change
has been made. Additions are in green text, deletions are in strikethrough red text.
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International Standard IEC 61511-1 has been prepared by subcommittee 65A: System
aspects, of IEC technical committee 65: Industrial-process measurement, control and
automation.

This second edition cancels and replaces the first edition published in 2003. This edition
constitutes a technical revision. This edition includes the following significant technical
changes with respect to the previous edition:

o references and requirements to software replaced with references and requirements to
application programming;

o functional safety assessment requirements provided with more detail to improve
management of functional safety.

e management of change requirement added;

e security risk assessment requirements added;.

e requirements expanded on the basic process control system as a protection layer;

e requirements for hardware fault tolerance modified and should be reviewed carefully to
understand user/integrator options.

The text of this standard is based on the following documents:

FDIS Report on voting
65A/777/FDIS 65A/784/RVD

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

A list of all parts in the IEC 61511 series, published under the general title Functional safety —
safety instrumented systems for the process industry sector, can be found on the IEC website.

The committee has decided that the contents of this publication will remain unchanged until
the stability date indicated on the IEC website under "http://webstore.iec.ch" in the data
related to the specific publication. At this date, the publication will be

* reconfirmed,

* withdrawn,

* replaced by a revised edition, or
* amended.

The contents of the corrigendum of September 2016 have been included in this copy.

IMPORTANT - The “colour inside” logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct understanding
of its contents. Users should therefore print this publication using a colour printer.
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INTRODUCTION

Safety instrumented systems (SISs) have been used for many years to perform safety
instrumented functions (SIFs) in the process industries. If instrumentation is to be effectively
used for SIFs, it is essential that this instrumentation achieves certain minimum standards
and performance levels.

The IEC 61511 series addresses the application of SISs for the process industries. The
IEC 61511 series also-requires addresses a process Hazard and Risk Assessment (H&RA) to
be carried out to enable the specification for SISs to be derived. Other safety systems'
contributions are only considered-so-that-theircontribution—can-be-taken-into—account-when
considering with respect to the performance requirements for the SIS. The SIS includes all
components-and-subsystems devices necessary to carry out each SIF from sensor(s) to final

element (s).

The IEC 61511 series has two concepts which are fundamental to its application: SIS safety
life-cycle and safety integrity levels (SILs).

The |IEC 61511 series addresses SISs which are based on the wuse of
electrical/electronic/programmable electronic technology. Where other technologies are used
for logic solvers, the basic principles of the IEC 61511 series should be applied to ensure the
functional safety requirements are met. The IEC 61511 series also addresses the SIS sensors
and final elements regardless of the technology used. The IEC 61511 series is process
industry specific within the framework of the IEC 61508 series-{see-Annex-A}.

The IEC 61511 series sets out an approach for SIS safety life-cycle activities to achieve these
minimum-standards principles. This approach has been adopted in order that a rational and
consistent technical policy is used.

In most situations, safety is best achieved by an inherently safe process design. However in
some instances this is not possible or not practical. If necessary, this may be combined with a
protective system or systems to address any residual identified risk. Protective systems can
rely on different technologies (chemical, mechanical, hydraulic, pneumatic, electrical,
electronic, and programmable electronic). To facilitate this approach, the IEC 61511 series:

o reguires addresses that a H&RA is carried out to identify the overall safety requirements;
e requires addresses that an allocation of the safety requirements to the SIS is carried out;

e works within a framework which is applicable to all instrumented—methods means of
achieving functional safety;

o details the use of certain activities, such as safety management, which may be applicable
to all methods of achieving functional safety.

The IEC 61511 series on SIS for the process industry:

e addresses all SIS safety life-cycle phases from initial concept, design, implementation, |
operation and maintenance through to decommissioning;

e enables existing or new country specific process industry standards to be harmonized with
the IEC 61511 series.

The IEC 61511 series is intended to lead to a high level of consistency (e.g., of underlying
principles, terminology, and information) within the process industries. This should have both
safety and economic benefits. Figure 1 below shows an overall framework of the IEC 61511
series.

In jurisdictions where the governing authorities (e.g., national, federal, state, province, county,
city) have established process safety design, process safety management, or other

requirements regulations, these take precedence over the requirements defi
IEC 61511 series. ﬁﬁ@u?ﬁents
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FUNCTIONAL SAFETY -
SAFETY INSTRUMENTED SYSTEMS
FOR THE PROCESS INDUSTRY SECTOR -

Part 1: Framework, definitions, system,
hardware and-seftware application programming requirements

1 Scope

This part of IEC 61511 gives requirements for the specification, design, installation, operation
and maintenance of a safety instrumented system (SIS), so that it can be confidently
entrusted to-place—and/ achieve or maintain a safe state of the process. IEC 61511-1 has
been developed as a process sector implementation of IEC 61508:2010.

In particular, IEC 61511-1:

a) specifies the requirements for achieving functional safety but does not specify who is
responsible for implementing the requirements (e.g., designers, suppliers,
owner/operating company, contractor). This responsibility will be assigned to different
parties according to safety planning, project planning and management, and national |
regulations;

b) applies when—egquipment devices that meets the requirements of the IEC 61508 series ’
published in 2010, or IEC 61511-1:2016 [11.5], is integrated into an overall system that is
to be used for a process sector application. It does not apply to manufacturers wishing to
claim that devices are suitable for use in SISs for the process sector (see IEC 61508-
2:2010 and IEC 61508-3:2010); |

c) defines the relationship between IEC 61511 and IEC 61508 (see Figures 2 and 3);

d) applies when application-seftware—is programs are developed for systems having limited
variability language or when using fixed-pregrammes programming language devices, but
does not apply to manufacturers, SIS designers, integrators and users that develop
embedded software (system software) or use full variability languages (see IEC 61508-
3:2010);

e) applies to a wide variety of industries within the process sector for example, chemicals;eit
refining, oil and gas-predusction, pulp and paper, pharmaceuticals, food and beverage, and
non-nuclear power generation;

NOTE 1 Within the process sector some applications—{for—example—off-shore}. may have additional |
requirements that have to be satisfied.

f) outlines the relationship between SIFs and other instrumented functions (see Figure 4);

g) results in the identification of the functional requirements and safety integrity requirements
for the SIF taking into account the risk reduction achieved by other-means methods;

h) specifies life-cycle requirements for system architecture and hardware configuration,
application-seftware programming, and system integration;

i) specifies requirements for application-seftware programming for users and integrators of
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j) applies when functional safety is achieved using one or more SIFs for the protection of
personnel, protection of the general public or protection of the environment;

k) may be applied in non-safety applications for example asset protection;

I) defines requirements for implementing SIFs as a part of the overall arrangements for
achieving functional safety;

| m) uses a SIS safety life-cycle (see Figure 7) and defines a list of activities which are
necessary to determine the functional requirements and the safety integrity requirements
for the SIS;

| n) requires specifies that a H&RA is to be carried out to define the safety functional
requirements and safety integrity levels (SIL) of each SIF;

NOTE 2 Figure 9 presents an overview of risk reduction-metheds means.
o) establishes numerical targets for average probability of failure on demand (in demand

mode) and average frequency of dangerous failures-per-hourfor-the-safety-integrity-levels

(in demand mode or continuous mode) for each SIL;
p) specifies minimum requirements for hardware fault tolerance (HFT);
q) specifies measures and techniques required for achieving the specified SIL;

| r) defines a maximum level of functional safety performance (SIL 4) which can be achieved
for a SIF implemented according to IEC 61511-1;

| s) defines a minimum level of functional safety performance (SIL 1) below which
IEC 61511-1 does not apply;

t) provides a framework for establishing the SIL but does not specify the SIL required for
specific applications (which should be established based on knowledge of the particular
| application and on the overall targeted risk reduction);

u) specifies requirements for all parts of the SIS from sensor to final element(s);
v) defines the information that is needed during the SIS safety life-cycle;
w) reguires specifies that the design of the SIS takes into account human factors;

x) does not place any direct requirements on the individual operator or maintenance person:
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PROCESS SECTOR
SAFETY
INSTRUMENTED
SYSTEM
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Safety

Manufacturers and instrumented

suppliers of systems designers,
devices integrators and
users
IEC 61508

IEC 61511

IEC

Figure 2 — Relationship between IEC 61511 and IEC 61508

NOTE 3 |EC 61508 is also used by safety instrumented designers, integrators and users where directed in
IEC 61511.
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Figure 4 — Relationship between safety instrumented functions and other functions

2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and
are indispensable for its application. For dated references, only the edition cited applies. For

undated

references,

amendments) applies.

Full document details: IEC 61511-12016 RLV

the

latest

edition of the

referenced document

(including any

IEC 61508-1:2010, Functional safety of electrical/electronic/programmable electronic safety-
related systems — Part 1. General Requirements
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IEC 61508-2:2010, Functional safety of electrical/electronic/programmable electronic safety- |
related systems — Part 2: Requirements for electrical/electronic/programmable electronic
safety-related systems

IEC 61508-3:2010, Functional safety of electrical/electronic/programmable electronic safety- |
related systems — Part 3: Software requirements

3 Terms, definitions and abbreviations

3.1 Terms

Terms are listed alphabetically in 3.2.

3.2 Terms and definitions

For the purposes of this document, the following definitions apply.

In some cases these definitions differ from the definitions of the same terms in IEC 61508-4:2010. In some cases
this is due to the terminology used in the process sector. In other cases these definitions have been aligned with
other relevant definitive references (e.g., IEC 60050 the International Electrotechnical Vocabulary,
ISO/IEC Guide 51:2013). However, unless otherwise stated, there is no difference in the technical meaning
between these definitions and the definitions of the same terms in IEC 61508-4:2010.

3.21

architecture

configuration

arrangement specific configuration of hardware and/er software—elements components in a
system

Note 1 to entry: In the IEC 61511 series this can mean, for example, arrangement of SIS subsystems, the internal

structure of a SIS subsystem—arrangementof software—pregrams or the internal structure of SIS application

programs.

3.2.2

asset protection

function allocated to a system-design and designed for the purpose of preventing loss or
damage to assets

3.23

basic process control system

BPCS

system which responds to input signals from the process, its associated equipment, other
programmable systems and/or operators and generates output signals causing the process
and its associated equipment to operate in the desired manner but which does not perform
any SIF-with-a-claimed-SH—=>1

NOTE See Clause A2

Note 1 to entry: A BPCS includes all of the devices necessary to ensure that the process operates in the desired
manner.

Note 2 to entry: A BPCS typically may implement various functions such as process control functions,
monitoring, and alarms.

3.24
bypass
action or facility to prevent all or parts of the SIS functionality from being executed

Documents
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Note 1 to entry: Examples of bypassing include:

— the input signal is blocked from the trip logic while still presenting the input parameters and alarm to the
operator;

— the output signal from the trip logic to a final element is held in the normal state preventing final element
operation;

— a physical bypass line is provided around the final element;
— preselected input state (e.g., on/off input) or set is forced by means of an engineering tool (e.g., in the
application program).

Note 2 to entry: Other terms are also used to refer to bypassing, such as override, defeat, disable, force, or
inhibit or muting.

3.2.5
channel

| element device or group of—elements devices that independently perform(s) a specified
function

Note 1 to entry: The-elements devices within a channel could include input/output (I/O)-medules devices, logic
systems solvers{see-3-2-40}, sensors, and final elements.

Note 2 to entry: A dual channel (i.e., a two-channel) configuration is one with two channels that independently
| perform the same function. Channels may be identical or diverse.

Note 3 to entry: The term can be used to describe a complete system or a portion of a system (e.g., sensors or
final elements).

Note 4 to entry: Channel describes SIS hardware architectural features often used to meet hardware fault
tolerance requirements.

3.2.6
| common cause

3.2.6.1
common cause failures, pl

concurrent failures of different devices, resulting from a single event, where these failures are
not consequences of each other

Note 1 to entry: All the failures due to a common cause do not necessarily occur exactly at the same time and this
may allow time to detect the occurrence of the common cause before a SIF is actually failed.

Note 2 to entry: Common cause failures can also lead to common mode failures.

Note 3 to entry: The potential for common cause failures reduces the effect of system redundancy or fault
tolerance (e.g., increases the probability of failure of two or more channels in a multiple channel system).

Note 4 to entry: Common cause failures are dependent failures. They may be due to external events (e.g.,
temperature, humidity, overvoltage, fire, and corrosion), systematic fault (e.g., design, assembly or installation
errors, bugs), human error (e.g., misuse), etc.

Note 5 to entry: By extension, a common cause failure (in singular form) is a failure belonging to a set of
concurrent failures (plural form) according to 3.2.6.1 definition.

3.2.6.2
common mode failures, pl

concurrent failures of different devices characterized by the same failure mode (i.e., identical
faults)

Note 1 to entry: Common mode failures may have different causes.

Note 2 to entry: Common mode failures can also be the result of common cause failures (2:2.6:1). Documents
Document Sharing Hub
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Note 3 to entry: The potential for common mode failures reduces the effectiveness of system redundancy and
fault tolerance (e.g., failure of two or more channels in the same way, causing the same erroneous result).

Note 4 to entry: By extension, a common mode failure (in singular form) is a failure belonging to a set of
concurrent failures (plural form) according to 3.2.6.2 definition.

3.2.7

compensating measure

temporary implementation of planned and documented methods for managing risks during any
period of maintenance or process operation when it is known that the performance of the SIS
is degraded

3.2.8
component
one of the parts of a system, SIS subsystem, or device performing a specified function

Note 1 to entry: Component may also include software.

328

3.2.9

configuration management

discipline of identifying the components and the arrangements of those components of an
evolving—{hardware—and-software} system for the purposes of controlling changes to those
components, and maintaining continuity of the system and traceability of any changes
throughout the life-cycle

3.291
conservative approach
cautious way of doing analysis and calculations

Note 1 to entry: In the safety field, each time an analysis, assumptions, or calculation has to be done (about
models, input data, computations, etc.) it can be chosen in order to be sure to produce pessimistic results.

3.2.10

control system

system which responds to input signals from the process and/or from an operator and
generates output signals causing the process to operate in the desired manner

Note 1 to entry: The control system includes-input-devices sensors and final elements and may be either a BPCS
or a SIS or a combination of the two.

3.2.11
dangerous failure
failure which-h

Note 1 to entry: A failure is "dangerous" only with regard to a given SIF.

Note 2 to entry: When fault tolerance is implemented, a dangerous failure can lead to either:

— a degraded SIF where the safety action is available but there is either a higher PFD (demand mode of
operation) or a higher likelihood of initiating an hazardous event (continuous mode of operation), or

— a disabled SIF where the safety action is completely disabled (demand mode of operation) or the hazardous
event has been induced (continuous mode of operation).

Note 3 to entry: When no fault tolerance is implemented, all dangerous failures lead to a disabled SIF.
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3.2.12

dependent failure

failure whose probability cannot be expressed as the simple product of the unconditional
probabilities of the individual events which caused it

Note 1 to entry: Two events A and B are dependent,-whereP(z)-is-the-probability-ef-eventzonly if the probability of
occurrence of A and B, P(A and B) is greater than P(A) x P(B).

Note 2 to entry: See 9.4.2 and IEC 61511-3:2016, Annex J for consideration of dependent failures between
protection layers.

Note 3 to entry: Dependent failures include common cause-{see-3-2-6}.

3.2.13

detected

revealed

overt

relating to hardware and software failures or faults, which are not hidden because they

announce themselves or are-detected-by-the diagnostiectests—or discovered through normal

operation or through dedicated detection methods

Note 1 to entry: There are some differences in the use of these terms:

— Overt is used for failures or faults which announce themselves when they occur (e.g., due to the change of
state). The repair of such failures can begin as soon as they have occurred.

— Detected is used for failures or faults which do not announce themselves when they occur and which remain
hidden until detected by some means (e.g., diagnostic tests, proof tests, operator intervention like physical
inspection and manual tests). The repair of such failures can begin only after they have been revealed. See
Note 2 for the specific use of this term in IEC 61511.

— Revealed is used for failures or faults that become evident due to being overt or as a result of being detected.

Note 2 to entry: In IEC 61511 and except when the context suggests another meaning, the term dangerous
detected failures/faults is related to dangerous failures detected by diagnostic tests.

Note 3 to entry: When the detection is very fast (e.g., by diagnostic tests) then the detected failures or faults can
be considered to be overt failures or faults.

When the detection is not very fast (e.g., by proof tests) the detected failures or faults cannot be considered to be
overt failures or faults when addressing safety integrity levels.

Note 4 to entry: A dangerous revealed failure can only be treated as a safe failure if effective measures,
automatic or manual, are taken in a short enough time to maintain process safety.

3.2.14
device
funetionalunit—of hardware, with or without software,—er—beth; capable of performing a

specified-purpose function

Note 1 to entry: Examples are-fi
eguipment-includes sensors, logic solvers flnal elements ﬂaneHhose operator mterfacesdewee&ha#d—w;ed%slrs
HO-terminals and field wiring.

3.2.141

field device

SIS or BPCS device connected directly to the process or located in close proximity to the
process

Note 1 to entry: Examples are sensors, final elements and manual switches.

3.2.15
diagnostics
frequent (in relation to the process safety time) automatic test to reveal faults

Documents

Document Sharing Hub

Full document details: IEC 61511-12016 RLV


http://avadocuments2026.com/doc/iec-61511-1-2016-rlv
http://avadocuments2026.com/doc/iec-61511-1-2016-rlv

IEC 61511-1:2016 RLV © IEC 2016 -19 -

3.2.151
diagnostics coverage
DC

fraction of dangerous failures rates detected by diagnostics.
Diagnostics coverage does not include any faults detected by proof tests.

NO o

v bsee—+t6-com detected‘)‘a‘n‘dmlﬁ‘r'e_':a‘t‘es_(‘%undec(ed)
: o-total-fallure-rate (o(aHa»Iurerale}EE FHOWS —rdstocted : total failure rate TS 7oundected ¢ =) total failure-rate

Note 1 to entry: Diagnostics coverage is typically applied to-eempenents SIS devices or SIS subsystems. E.g., the
diagnostics coverage is typically determined for a sensor, final element or a logic solver.

Note 2 to entry: For safety applications the diagnostics coverage is typically applied to-the-safe—and dangerous
failures of-a—cemponent SIS devices or SIS subsystems. For example, the diagnostics coverage for the dangerous
failures of a—cempenent-orsubsystem device is DC = App/ApT , Where App is the dangerous detected failure rate
and Apt is the total dangerous failure rate. For a SIS subsystem with internal redundancy, DC is time dependant:

DC(t)= App(t)/ hpr(t).

Note 3 to entry: When the diagnostics coverage (DC) and the total dangerous failure rate (A,;) are given, the

detected (Lpp) and undetected dangerous failure rates (L ;) can be computed as follows:

App = DC x Appand ipy = (1-DC) x Apy -

3.2.16
diversity
different means of performing a required function

Note 1 to entry: Diversity may be achieved by different physical-metheds means, different programming
techniques, or different design approaches.

3.2.17

error

discrepancy between a computed, observed or measured value or condition and the true,
specified or theoretically correct value or condition

[SOURCE: IEC 60050-192:2015, 192-03-02]

3.2.18
failure

on loss Byadlinients
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Note 1 to entry: A failure of a device is an event that results in a fault state of that device.

Note 2 to entry: When the loss of ability is caused by a latent fault, the failure occurs when a particular set of
circumstances is encountered.

Note 3 to entry: Performance of required functions necessarily excludes certain behaviour, and some functions
may be specified in terms of behaviour to be avoided. The occurrence of such behaviour is a failure.

Note 4 to entry: Failures are either random or systematic (see 3.2.61 and 3.2.83).

[SOURCE: IEC 60050-192:2015, 192-03-01, modified — Notes to entry have been changed]

3.2.18.1
failure mode
manner in which failure occurs

Note 1 to entry: A failure mode may be defined by the function lost or the state transition that occurred.

[SOURCE: IEC 60050-192:2015, 192-03-17]

Note 1 to entry: A fault of an item results from a failure, either of the item itself, or from a deficiency in an earlier
stage of the life-cycle, such as specification, design, manufacture or maintenance.

Note 2 to entry: A fault of a device results in a failure when a particular set of circumstances is encountered.

[SOURCE: IEC 60050-192:2015, 192-04-01, modified — Some notes to entry have been
changed, others have been deleted]

3.2.20

fault avoidance

use of techniques and procedures which aim to avoid the introduction of faults during any
phase of the SIS safety life-cycle

3.2.20.1
fault exclusion
elimination from further consideration of faults due to improbable failure modes

Note 1 to entry: Further information about fault exclusion can be found in ISO 13849-1 and ISO 13849-2. After
those standards fault exclusion can be based on

— the technical improbability of occurrence of some faults,

— generally accepted technical experience, independent of the considered application;

— technical requirements related to the application and the specific hazard.

Note 2 to entry: Failure modes, identified in the devices performing the safety function, can be excluded because
their related dangerous failure rate(s) are very low compared to the target failure measure for the safety function

under consideration. That is, the sum of the dangerous failure rates of all serial devices on which fault exclusion is
being claimed, generally cannot exceed more than 1 % of the target failure measure.

3.2.21
fault tolerance
| ability of a functional-unit item to continue to perform a required function in the ‘[Yéﬁ.'iiflﬁents

faults or errors
Document Sharing Hub
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3.2.22

final element

part of the BPCS or SIS that implements the physical action necessary to achieve or maintain |
a safe state

Note 1 to entry: Examples are valves, switch gear, and motors, including their auxiliary elements (such as

solenoid valve and actuator-if-invelved-in-the-safety-instrumented-function used to operate a valve). |

3.2.23

functional safety

part of the overall safety relating to the process and the BPCS which depends on the correct
functioning of the SIS and other protection layers

3.2.24

functional safety assessment

FSA

investigation, based on evidence, to judge the functional safety achieved by one or more SIS
and/or other protection layers

3.2.25

functional safety audit

systematic and independent examination to determine whether the procedures specific to the
functional safety requirements comply with the planned arrangements, are implemented
effectively and are suitable to achieve the specified objectives

Note 1 to entry: A functional safety audit may be carried out as part of a FSA.

3.2.26

hardware safety integrity

part of the safety integrity of the SIS relating to random hardware failures in a dangerous
mode of failure

Note 1 to entry: i y-in
Meh%%#d#wﬁs%aﬁe%wﬂtegﬂﬁe The tWOJpaFamete#s fallure measures that are relevant in thls context
are the—overall average frequency of dangerous failure—rate (continuous mode of operation) and the average
probability of failure-te-eperate on demand (demand mode of operation).

Note 2 to entry: See 3.2.82.

Note 3 to entry: This definition deviates from the definition in IEC 61508-4:2010 to reflect differences in process
sector terminology.

3.2.27
harm
physical injury or damage to the health of people,-eitherdirectly-or indirectly—as-aresultof or |
damage to property or to the environment
Documents
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NTE Thi finiti SOUEC Gui .

[SOURCE: ISO/IEC Guide 51:2014, 3.1]

3.2.27.1
harmful event
hazardous event which has caused harm

Note 1 to entry: Whether or not a hazardous event results in harm depends on whether people, property, or the
environment are exposed to the hazardous situation and, in the case of harm to people, whether any such exposed
people can escape the consequences of the event after it has occurred. A hazardous event which has caused harm
is termed a harmful event.

3.2.28
hazard
potential source of harm

Thic defini . 3 4 of ISOIEC Gui _

Note 1 to entry: The term includes danger to persons arising within a short time scale (e.g., fire and explosion)
and also those that have a long-term effect on a person's health (e.g., release of a toxic substance or
radioactivity).

[SOURCE: ISO/IEC Guide 51:2014, 3.2, modified — Note 1 to entry has been added]

3.2.28.1
hazardous event
event that can cause harm

Note 1 to entry: Whether or not a hazardous event results in harm depends on whether people, property or the
environment are exposed to the hazardous situation and, in the case of harm to people, whether any such exposed
people can escape the consequences of the event after it has occurred.

[SOURCE: ISO/IEC Guide 51:2014: 3.3, modified — see Note 1]
3.2.28.2
hazardous situation

circumstance in which people, property or the environment are exposed to one or more
hazards

[SOURCE: ISO/IEC Guide 51:2014, 3.4]

3.2.29

human error

ristale

intended or unintended human action or inaction that produces an-unintended inappropriate
result

Note 1 to entry: Mistakes, slips, and lapses are examples of human errors.

Note 2 to entry: This excludes malicious action.

3.2.30

impact analysis

activity of determining the effect that a change to a function or component will have to other
functions or components in the system as well as in other systems
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3.2.31

independent organization

organization that is separate and distinct, by management and other resources, from the
organizations responsible for the activities that take place during the specific phase of the SIS |
safety life-cycle that is subject to the FSA or validation

3.2.32

independent person

person who is separate and distinct from the activities which take place during the specific
phase of the SIS safety life-cycle that is subject to the FSA or validation and does not have |
direct responsibility for those activities

3.2.33

input function

function which monitors the process and its associated equipment in order to provide input
information for the logic solver

Note 1 to entry: An input function could be a manual function.

3.2.34
instrument
apparatus used in performing an action (typically found in instrumented systems)

3.2.34.1

instrumented system

NOTE system composed of sensors (e.g., pressure, flow, temperature transmitters), logic
solvers (e.g., programmable controllers, distributed control systems, discrete controllers), and
final elements (e.g., control valves, motor control circuits)

Note 1 to entry: Instrumented systems perform instrumented functions including control, monitoring, alarm and
protective functions.-tn-special-cases; Instrumented systems can be SIS (see 3.2.67) or BPCS (see 3.2.3).

3.2.35

logic function

function which performs the transformations between input information (provided by one or
more input functions) and output information (used by one or more output functions)

Note 1 to entry: Logic functions provide the transformation from one or more input functions to one or more output |
functions.

Note 2 to entry: For further guidance, see IEC 61131-3:2012 and IEC 60617-12:1997. |

3.2.36
logic solver
part of either a BPCS or SIS that performs one or more logic function(s)

Note 1 to entry: In IEC 61511 the following terms for logic-systems solvers are used: |

- electrical logic systems for electro-mechanical technology;
- electronic logic systems for electronic technology;
- PE logic system for programmable electronic systems.

Note 2 to entry: Examples are: electrical systems, electronic systems, programmable electronic systems,
pneumatic systems, and hydraulic systems. Sensors and final elements are not part of the logic solver.
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3.2.36.1

| safety configured PE logic solver
general purpose industrial grade PE logic solver which is specifically configured for use in
safety applications

| Note 1 to entry: Further guidance can be found in 11.5.

3.2.37
maintenance/engineering interface
hardware and software provided to allow proper SIS maintenance or modification

Note 1 to entry: Maintenance/engineering interface can include instructions and diagnostics which may be found
in software, programming terminals with appropriate communication protocols, diagnostic tools, indicators, bypass
devices, test devices, and calibration devices.

3.2.371

mean repair time

MRT

expected overall repair time

Note 1 to entry: MRT encompasses the times (b), (c) and (d) of the times for MTTR (see 3.2.37.2).

3.2.37.2

mean time to restoration

MTTR

expected time to achieve restoration

Note 1 to entry: MTTR encompasses:

— the time to detect the failure (a);

— the time spent before starting the repair (b);
— the effective time to repair (c);

— the time before the component is put back into operation (d).

The start time for (b) is the end of (a); the start time for (c) is the end of (b); the start time for (d) is the end of (c).

3.2.37.3

maximum permitted repair time

MPRT

maximum duration allowed to repair a fault after it has been detected

Note 1 to entry: The MRT may be used as MPRT but the MPRT may be defined without regards to the MRT:
— A MPRT smaller than the MRT can be chosen to decrease the probability of hazardous event.

— A MPRT greater than the MRT can be chosen if the probability of hazardous event can be relaxed.

Note 2 to entry: When a MPRT has been defined it can be used in place of the MRT for calculating the probability
of random hardware failures.

3.2.38
mitigation
action that reduces the consequence(s) of a hazardous event

Note 1 to entry: Examples include emergency depressurization or closing ventilation dampers on detection or
confirmed fire or gas leak or initiation of deluge on confirmed fire detection.

3.2.39

mode of operation (of a SIF)

way in which a SIF operates which may be either low demand mode, high demand mode or
continuous mode

a) low demand mode: mode of operation where the SIF is only performed on demand, in
order to transfer the process into a specified safe state, and where the frﬁuency of
demands is no greater than one per year. ocuments
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b) high demand mode: mode of operation where the SIF, is only performed on demand, in
order to transfer the process into a specified safe state, and where the frequency of
demands is greater than one per year.

c¢) continuous mode: mode of operation where the SIF retains the process in a safe state as
part of normal operation.

3.2.39.1
demand mode SIF

mode (3.2.39 b))

Note 1 to entry: In the event of a dangerous failure of the SIF, a hazardous event can only occur
— if the failure is undetected and a demand occurs before the next proof test;

— if the failure is detected by the diagnostic tests but the related process and its associated equipment has not
been moved to a safe state before a demand occurs.

Note 2 to entry: In high demand mode, it will normally be appropriate to use the continuous mode criteria.
Note 3 to entry: The safety integrity levels for SIF operating in demand mode are defined in Tables 4 and 5.

3.2.39.2
continuous mode SIF
SIF operating in continuous mode (3.2.39 c))

Note 1 to entry: In the event of a dangerous failure of the SIF a—petential-hazard hazardous event will occur
without further failure unless action is taken to prevent it within the process safety time.

Note 2 to entry: Continuous mode covers those SIF which implement continuous control to maintain functional
safety.

Note 3 to entry: The safety integrity levels for SIF operating in continuous mode are defined in Table 5.

3.2.40
module

self-contained part of a SIS application program (can be internal to a program or a set of
programs) that performs a specified function (e.g., final element start/stop/test sequence, an
application specific sequence within a SIF)

Note 1 to entry: In the context of IEC 61131-3:2012, a software module is a function or function block.

Note 2 to entry: Most modules have repetitive usage within an application program.

3.2.41

MooN

SIS, or part thereof, made up of “N” independent channels, which are so connected, that “M”
channels are sufficient to perform the SIF
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3.2.42
necessary risk reduction

risk reduction—regquired-to-ensure-that the-risk-isreduced-to-a-telerable-level to be achieved by

the SIS(s) and/or other protection layers to ensure that the tolerable risk is not exceeded

3.2.43
| non-programmable system
(NP) system
system based on non-computer technologies (i.e., a system not based on programmable
electronics [PE] or software)

Note 1 to entry: Examples would include hard-wired electrical or electronic systems, mechanical, hydraulic, or
pneumatic systems.

3.2.44

operating environment

conditions inherent to the installation of a device that potentially affects its functionality and
safety integrity, such as:

o external environment, e.g. , winterization needs, hazardous area classification;

e process operating conditions, e.g., extremes in temperature, pressure, vibration;

e process composition, e.g., solids, salts, or corrosives;

e process interfaces;

e integration within the overall plant maintenance and operating management systems;
e communication through-put, e.g., electro-magnetic interference; and

o utility quality, e.g., electrical power, air, hydraulics.

Note 1 to entry: Some process applications may have special operating environment requirements necessary to
survive a major accident event. For example some equipment requires special enclosures, purging, or fire
protection.

3.2.45

operating mode

process operating mode

any planned state of process operation, including modes such as start-up after emergency
shutdown, normal start-up, operation, and shutdown, temporary operations, and emergency
operation and shutdown

3.2.46

operator interface

means by which information is communicated between a human operator and the SIS (e.g.,
CRTs display interfaces, indicating lights, push-buttons, horns, alarms)

Note 1 to entry: The operator interface is sometimes referred to as the human-machine interface (HMI).

3.2.47

output function
function which controls the process and its associated equipment according to-firal-actuater
output information from the logic function
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3.2.48

performance

accomplishment of a given action or task measured against the specification and the
IEC 61511 series

3.2.49
phase
period within the SIS safety life-cycle where activities described in the IEC 61511 series take |
place

3.2.50
prevention
action that reduces the-frequeney likelihood of occurrence of a hazardous event

3.2.51

prior use

documented assessment by a user that a device is suitable for use in a SIS and can meet the
required functional and safety integrity requirements, based on previous operating experience
in similar operating environments

Note 1 to entry: To qualify a SIS device on the basis of prior use, the user can document that the device has
achieved satisfactory performance in a similar operating environment. Understanding how the equipment behaves
in the operating environment is necessary to achieve a high degree of certainty that the planned design,
inspection, testing, maintenance, and operational practices are sufficient.

Note 2 to entry: Proven in use is based on the manufacturer’s design basis (e.g., temperature limit, vibration limit,
corrosion limit, desired maintenance support) for his device. Prior use deals with device’s installed performance
within a process sector application in a specific operating environment which is often different than the
manufacturer’s design basis.

3.2.52

process risk

risk arising from the process conditions caused by abnormal events (including BPCS
malfunction)

Note 1 to entry: The risk in this context is that associated with the specific hazardous event in which SIS are to be
used to provide the necessary risk reduction (i.e., the risk associated with functional safety).

Note 2 to entry: Process risk analysis is described in IEC 61511-3:2016. The main purpose of determining the
process risk is to establish a reference point for the risk without taking into account the protection layers.

Note 3 to entry: Assessment of this risk-sheuld can include associated human factor issues.

Note 4 to entry: This term equates to “EUC risk” in IEC 61508-4:2010.

3.2.52.1

process safety time

time period between a failure occurring in the process or the basic process control system
(with the potential to give rise to a hazardous event) and the occurrence of the hazardous
event if the SIF is not performed

Note 1 to entry: This is a property of the process only. The SIF has to detect the failure and complete its action
soon enough to prevent the hazardous event taking into account any process lag (e.g. cooling of a vessel).

3.2.53
programmable electronics
PE
item based on computer

cloctenie—esomponont o dovies formaine oot of o DEC opd
technology—The-term-encompasses-beth which may be comprised of hardware, software, and

of input and/or output units
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Note 1 to entry: This term covers micro-electronic devices based on one or more central processing units (CPU)
together with associated memories. Examples of process sector programmable electronics include:

— smart sensors and final elements;

— programmable electronic logic solvers including:
— programmable controllers;

— programmable logic controllers;

— loop controllers.

3.2.54

programmable electronic system

PES

system for control, protection or monitoring based on one or more programmable electronic
| devices, including all-elements devices of the system such as power supplies, sensors and

other input devices, data highways and other communication paths, actuators and other

output devices (see Figure 5)

Extent of PES Input interfaces Communications Output interfaces
: (e.g., A-D (e.g.,, D-A
: converters) convert_ers)

<Gmuil
<@um

-

o Programmable —
electronics (PE) [ —| [
(see note) —

IInmg>
10nEE>

Input devices

Output devices/final elements
(e.g., sensors)

(e.g., actuators)

Basic PES structure

NOTE The programmable electronics are shown centrally located but could exist at several places in the PES.

IEC

Figure-6 5 — Programmable electronic system (PES): structure and terminology

3.2.55
programming
| coding
process of designing, writing and testing a set of instructions for solving a problem or
processing data

Note 1 to entry: In the IEC 61511 series, programming is typically associated with PE.

3.2.56
proof test
periodic test performed to-reveal-undetected detect dangerous hidden faults in a SIS so that,

if necessary%he%ys%em a repair can-be—restored-to—its—designedfunctionality restore the

system to an ‘as new’ condition or as close as practical to this condition

3.2.57
protection layer
any independent mechanism that reduces risk by control, prevention or mitigation Documents
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Note 1 to entry: It—eould can be a process engineering mechanism such as the size of vessels containing
hazardous chemicals, a mechanical-ergireering mechanism such as a relief valve, a SIS or an administrative
procedure such as an emergency plan against an imminent hazard. These responses may be automated or
initiated by human actions (see Figure 9).

3.2.58

quality
totality of characteristics of an entity that bear on its ability to satisfy stated and implied needs

Note 1 to entry: See ISO 9000 for more details.

3.2.59

random hardware failure

failure, occurring at a random time, which results from-a—variety one or more of the possible |
degradation mechanisms in the hardware

Note 1 to entry: There are many degradation mechanisms occurring at different rates in different components and
since manufacturing tolerances cause components to fail due to these mechanisms after different times in
operation, failures of a total equipment comprising many components occur at predictable rates but at
unpredictable (i.e., random) times.

Two major differences distinguish the random hardware failures and the systematic failures:

— a random hardware failure involves only the system itself while a systematic failure involves both the system
itself (a fault) and a particular condition (see 3.2.81). Then a random hardware failure is characterized by a
single reliability parameter (i.e., the failure rate) while a systematic failure is characterized by two reliability
parameters (i.e., the probability of the pre-existing fault and the hazard rate of the particular condition).

— a systematic failure can be eliminated after being detected while random hardware failures cannot.

This implies that the reliability parameters of random hardware failures can be estimated from field feedback while
it is very difficult to do the same for systematic failures. A qualitative approach is preferred for systematic failures.

[SOURCE: IEC 61508-4:2010, 3.6.5, modified — The notes have been changed]

3.2.60
redundancy

the existence of more than one means for performing a required function or for representing
information

Note 1 to entry: Examples are the use of duplicate-functional-components devices and the addition of parity bits.

Note 2 to entry: Redundancy is used primarily to improve reliability or availability.

[SOURCE: IEC 61508-4:2010, 3.4.6]
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3.2.61

risk

combination of the-frequerey probability of occurrence of harm and the severity of that harm
NOTE_E : . . ‘ - o

Note 1 to entry: The probability of occurrence includes the exposure to a hazardous situation, the occurrence of a
hazardous event, and the possibility to avoid or limit the harm.

[SOURCE: ISO/IEC Guide 51:2014, 3.8]

3.2.62
safe failure
fallure which-dee

Note 1 to entry: A failure is "safe" only with regard to a given safety function.

Note 2 to entry: When fault tolerance is implemented, safe failure can lead to either:

— operation where the safety action is available but with a higher probability of success on demand (demand
mode of operation) or a lower likelihood to cause a hazardous event (continuous mode of operation);

— a spurious operation where the safety action is initiated.

Note 3 to entry: When no fault tolerance is implemented, safe failures result in the initiation of the safety action
regardless of the process condition. This is also known as a spurious trip.

Note 4 to entry: A spurious trip may be safe with regard to a given safety function but may be dangerous with
regard to another safety function.

Note 5 to entry: Spurious trips may also have detrimental effects on the production availability of the process.

3.2.63
safe state
state of the process when safety is achieved

Note 1 to entry: Some states are safer than others and in going from a-petentially hazardous condition to the final
safe state, or in going from the nominal safe condition to a hazardous condition, the process may have to go
through a number of intermediate safe-states.

| Note 2 to entry:  For some situations, a safe state exists only so long as the process is continuously controlled.
Such continuous control may be for a short or an indefinite period of time.

Note 3 to entry: A state which is safe with regard to a given safety function may increase the probability of
hazardous event with regard to another given safety function. In this case, the maximum allowable average
spurious trip frequency (see 10.3.2) for the first function can consider the potential increased risk associated with
the other function.

Note 4 to entry: This definition deviates from the definition in IEC 61508-4:2010 to reflect differences in process
sector terminology.

3.2.64
safety
freedom from-unaceeptable risk which is not tolerable

Note 1 to entry: This-definitionis According to ISO/IEC Guide 51, the terms "acceptable risk" and "tolerable risk"

are considered to be synonymous. Documents
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[SOURCE: ISO/IEC Guide 51:2014, 3.14, modified — The note has been added]

3.2.65
safety function

function to be implemented by-an-SiS—othertechnology-safetyrelated-system-orexternalrisk;

reduction—facilities one or more protection layers, which is intended to achieve or maintain a
safe state for the process, with respect to a specific hazardous event

3.2.66
safety instrumented function
SIF

safety funchonwﬁh—aspee%%a%@—wﬁeg#ﬁy—bvﬁwhre#mmee%a%e—%mmmm

mstpumentee—eentpet—iunetren to be |mplemented by a safety mstrumented system (SIS)

Note 1 to entry: A SIF is designed to achieve a required SIL which is determined in relationship with the other
protection layers participating to the reduction of the same risk.

3.2.67

safety instrumented system

SIS

mstrumented system used to |mplement one or more SIFs—An—StS—rs—eempesed—ef—any

Note 1 to entry: A SIS is composed of any combination of sensor (s), logic solver (s), and final elements(s) (e.g.,
see Figure 6). It also includes communication and ancillary equipment (e.g., cables, tubing, power supply, impulse
lines, heat tracing).

Note 2 to entry: A SIS may include software.

Note 3 to entry: A SIS may include human action as part of a SIF (see ISA TR84.00.04:2015, part 1).
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SIS architecture and safety . .
instrumented function Sensors Logic solver Final elements

example with different
devices shown

IEC

Figure-7 6 — Example of SIS architectures comprising three SIS subsystems

3.2.68
safety integrity

avemgeup%eba@#ty ablllty of the SIS to perform%aﬁsfaeteﬂly the required SIF-functions-under
as and when required

Note 1 to entry: This definition is equivalent to the dependability of the SIS with regard to the required SIF.
Dependability, being often understood as an economical rather than a safety concept, has not been used to avoid
confusion.

Note 2 to entry: Ability includes both the functional response (e.g., closing a specified valve within a specified
time) and the likelihood that the SIS will act as required.

Note 3 to entry: In determining safety integrity, all causes of-failures—{beth random hardware—failures and
systematic failures} which lead to an unsafe state—should can be included (e.g., hardware failures, software
induced failures and failures due to electrical interferences). Some of these types of failure, in particular random
hardware failures, may be quantified using such measures as the average dangerous fallure#a%e frequency-in-the
dangerous—mode-offailure or the probability of-a—safety-instrumented-functionfailing-to-operate failure on demand.
However, safety integrity—ef—an—SH- also depends on many systematic factors, which cannot be accurately
quantified—but—ean—only—be—considered and are often considered qualitatively throughout the life-cycle. The
likelihood that systematic failures result in dangerous failure of the SIS is reduced through hardware fault tolerance
(see 11.4) or other methods and techniques.

Note 4 to entry: Safety integrity comprises hardware safety integrity (see 3.2.26) and systematic safety
integrity(see 3.2.82), but complex failures caused by the conjunction of both hardware and systematic interaction
can also be considered.

3.2.69

safety integrity level

SIL

discrete level (one out of four) allocated to the SIF for specifying the safety integrity
requirements to be achieved by the SIS

Note 1 to entry: The higher the SIL, the lower the expected PFDavg for demand mode or the lower the average
frequency of a dangerous failure causing a hazardous event for continuous mode.

Note 2 to entry: The relationship between the target failure measure and the SIL is specified in Tables 4 and 5.

Note 3 to entry: SIL 4 is related to the highest level of safety integrity; SIL 1 is related to the lowest

Note 4 to entry: This definition differs from the definition in IEC 61508-4:2010 to reflect differences in process
sector terminology.

3.2.69.1
safety mtegrlty reqmrementsspeemeauen pI
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set of the IEC 61511 requirements which shall be satisfied by a SIS to claim a given SIL for a
SIF implemented by this SIS

Note 1 to entry: The safety integrity requirements are strengthened when the related SIL increases.

3.2.70

SIS safety life-cycle |
necessary activities involved in the implementation of SIF occurring during a period of time
that starts at the concept phase of a project and finishes when all of the SIF are no longer
available for use

Note 1 to entry: The term “functional safety life-cycle” is strictly more accurate, but the adjective “functional” is
not considered necessary in this case within the context of the IEC 61511 series.

Note 2 to entry: The SIS safety life-cycle model used in IEC 61511 is shown in Figure 7.

3.2.71

safety manual

functional safety manual

manual information that defines how a SIS device, subsystem or system can be safely applied

Note 1 to entry: The safety manual may include inputs from the manufacturer as well as from the user.

Note 2 to entry: For IEC 61508 compliant devices, the manufacturer’s input is the safety manual,

Note 3 to entry This couId be a generlc stand alone document Ms#&eheﬂat%aﬂaat—&preg#ammm&mam&at—a

or a collection of

documents.

Note 4 to entry: This definition deviates from the definition in IEC 61508-4:2010 to reflect differences in process
sector terminology.

3.2.72

safety requirements specification

SRS

specification containing the functional requirements for the SIFs-that-have-to-be-performed-by
the-safety-instrumented-systems and their associated safety integrity levels

[SOURCE: IEC 61508-4:2010, 3.5.11, modified — Aligned with IEC 61511 terminology]

3.2.73

sensor

device—or—combination—of devices part of the BPCS or SIS that measures or detects the |
process condition

Note 1 to entry: Examples are transmitters, transducers, process switches and position switches)

3.2.74
software

intelectual-creation—comprising—the programs, procedures, data, rules and any associated |

documentation pertaining to the operation of a data processing system

Note 1 to entry: Software is independent of the medium on which it is recorded.
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Note 2 to entry: For examples of different types of software, see 3.2.75 and 3.2.76.

3.2.75
| softwarelanguages-in-SIS-subsystems application programming languages
3.2.75.1
fixed program language
FPL
language in WhICh the user is I|m|ted to adjustment of a few pre deflned and fixed set of

Note 1 to entry: Typical examples of device applications with FPL are: smart sensor (e.g., pressure transmitter
without control algorithms, smart—valve final element (e.g. valve without control algorithms), sequence of events
e recorderadedwated—smaFt—aJa##Fbex—smanaMgmg—systems set points for dedicated smart alarm
box). The use of FPL is often referred to as "configuration of the device".

3.2.75.2

limited variability language

LVL

programming language for commercial and industrial programmable electronic controllers with
a range of capabilities limited to their application as defined by the associated safety manual.
The notation of this language may be textual or graphical or have characteristics of both.

Note 1 to entry: This type of language is designed to be easily understood by process sector users, and provides
the capability to combine predefined, application specific, library functions to implement the SRS. LVL provides a
close functional correspondence with the functions required to achieve the application.

Note 2 to entry: IEC 61511 assumes that the constraints necessary to achieve the safety properties are achieved
by the combination of the safety manual, the closeness of the language notations to the functions the application
programmer needs to define the process control algorithms, and the compile time and run time checks which the
logic solver provider embeds into the logic solver system program and the logic solver development environment.
The constraints identified in the certification report and safety manual can ensure the relevant requirements of

IEC 61508-3:2010 are satisfied.

Note 3 to entry: LVL is the most commonly used language when the IEC 61511 series refers to “application
program”.

3.2.75.3

full variability language

FVL

language designed to be comprehensible to computer programmers and that provides the
capability to implement a wide variety of functions and applications

Note 1 to entry: Typical example of systems using FVL are general purpose computers.

Note 2 to entry: In the process sector, FVL is found in embedded software and rarely in application-seftware
programming.

Note 3 to entry: FVL examples include: Ada, C, Pascal, Instruction List, assembler languages, C++, Java, SQL.

3.2.76
software & program types

3.2.76.1

application-software program

software program specific to the user application cointaining, in general, logic sequences,
permissives, limits and expressions that control the—apprepriate input, output, calculations,
and decisions necessary to meet the SIS functional requirements.—Seefixed—and-limited

seose i lensse s

3.2.76.2
embedded software
software that is part of the system supplied by the manufacturer and is not ac%@afﬁents

modification by the end-user.
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Note 1 to entry: Embedded software is also referred to as firmware or system software. See 3.2.75.3, full |
variability language

3.2.76.3
utility software
software tools for the creation, modification, and documentation of application programs.

Note 1 to entry: These software tools are not required for the operation of the SIS

3.2.77

software application program life-cycle

activities occurring during a period of time that starts when-seftware the application program
is conceived and ends when the-seftware application program is permanently disused

Note 1 to entry: An-seftware application program life-cycle typically includes a requirements phase, development
phase, test phase, integration phase, installation phase and modification phase.

Note 2 to entry: Software, including application program, cannot be maintained; rather, it is modified.

“svstom’

3.2.78

SIS subsystem

independent part of a SIS whose disabling dangerous failure results in a disabling dangerous
failure of the SIS

Note 1 to entry: Figure 6 illustrates a SIS made of three SIS subsystems.

Note 2 to entry: From the cut set approach point of view (see IEC 61025) a minimal cut set of a SIS subsystem is
also a minimal cut set of the whole SIS. Therefore the SIFs implemented within a SIS are entirely dependent on the
SIS subsystems of this SIS (i.e., when a SIS subsystem fails, the related SIFs also fail).

3.2.79
system
set of-elements devices, which interact accordin

g to a-design specification—an-elementofa

Note 1 to entry: A person can be part of a system.

Note 2 to entry: This definition—differsfromtEV-3514-014-04 deviates from the definition in IEC 61508 to reflect
differences in process sector terminology.

3.2.80

systematic capability

measure (expressed on a scale of SC 1 to SC 4) of the confidence that the systematic safety
integrity of a device meets the requirements of the specified SIL, in respect of the specified
safety function, when the device is applied in accordance with the instructions specified in the
device safety manual

Note 1 to entry: Systematic capability is determined with reference to the requirements for the avoidance and
control of systematic faults in IEC 61508-2:2010 and IEC 61508-3:2010.

Note 2 to entry: The systematic failure mechanism depends on the nature of the device. For a device comprised
solely of hardware, only hardware failure mechanisms are considered. For a device comprised of hardware and
software, it is necessary to consider the interactions between hardware and software failure mechanisms.

Note 3 to entry: A systematic capability of SC N for a device means that the systematic safety integrity of SC N
has been met when the device is applied in accordance with the instructions specified in the device safety manual

for SC N. Documents
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3.2.81
systematic failure

failure related—in—a—deterministic—wayto—a—certain—cause to a pre-existing fault, which

consistently occurs under particular conditions, and which can only be eliminated by removing
the fault by a modification of the design, manufacturing process, operating procedures,
documentation or other relevant factors

VTE 3 This definiti : V1910419,

Note 1 to entry: The cause of systematic failures of the software may be known as "bugs".

Note 2 to entry: Corrective maintenance without modification would usually not eliminate the failure cause which
involves the failure under particular conditions.

Note 3 to entry: A systematic failure can be-induced-bysimulating-thefailure—cause reproduced by deliberately

applying the same conditions, although not all reproducible failures are systematic.

Note 4 to entry: Examples of faults leading to systematic failure-eauses include human error that originates in:

— the SRS;

— the design, manufacture, installation, operation or maintenance of the hardware;

— the design and/or implementation of software (including application program).

Note 5 to entry: Similar devices designed, installed, operated, implemented or maintained in the same way are

likely to contain the same faults. Therefore they are subject to common cause failures when the particular
conditions occur.

3.2.82
systematic safety integrity

| part of the safety integrity of the-SIE SIS relating to systematic failures—{see-note-3-of 3.2.73)
in a dangerous mode of failure

Note 1 to entry: Systematic safety integrity cannot usually be quantified (as distinct from hardware safety
integrity).

Note 2 to entry: See 3.2.26 also.

3.2.83
target failure measure

performance required from the SIF and specified in terms of either the average probability of
failure to perform the SIF on demand for demand mode of operation or the average frequency
of a dangerous failure for continuous mode of operation

Note 1 to entry: The-rumerical-valuesfor relationship between the target failure measures and the SIL are given
in Tables 4 and 5.
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3.2.84
tolerable risk
level of risk which is accepted in a given context based on the current values of society

Note 1 to entry: See IEC 61511-3:2016, Annex A.

[SOURCE: ISO/IEC Guide 51:2014, 3.15]

3.2.85
undetected
unrevealed
covert

operation not detected or not revealed or not overt

Note 1 to entry: In IEC 61511 and except when the context suggests another meaning, the term “dangerous
undetected failures/faults” is related to dangerous failures/faults not detected by diagnostic tests.

3.2.86
validation

confirmation by examination and provision of objective evidence that the particular
requirements for a specific intended use are fulfilled

Note 1 to entry: In the IEC 61511 series this means demonstrating that the SIF(s) and SIS after installation meet
the SRS in all respects.

3.2.87

verification

confirmation by examination and provision of objective evidence that the requirements have
been fulfilled

Note 1 to entry: In the IEC 61511 series this is the activity of demonstrating for each phase of the relevant SIS
safety life-cycle by analysis and/or tests, that, for specific inputs, the outputs meet in all respects the objectives
and requirements set for the specific phase.

Note 2 to entry: Example verification activities include:

— reviews on outputs (documents from all phases of the safety life-cycle) to ensure compliance with the
objectives and requirements of the phase taking into account the specific inputs to that phase;

— design reviews;
— tests performed on the designed products to ensure that they perform according to their specification;

— integration tests performed where different parts of a system are put together in a step-by-step manner and by
the performance of environmental tests to ensure that all the parts work together in the specified manner.

3.2.88

watchdog

combination of diagnostics and an output device (typically a switch) for monitoring the correct
operation of the programmable electronic (PE) device and taking action upon detection of an
incorrect operation

Note 1 to entry: The watchdog confirms that the software system is operating correctly by the regular resetting of
an external device (e.g., hardware electronic watchdog timer) by an output device controlled by the software.

Note 2 to entry: The watchdog can be used to de-energize a group of safety outputs when dangerous failures are
detected in order to—put-the process—into achieve or maintain a safe state of the process with respect to the ‘

hazardous event. The watchdog is used to increase the on-line diagnostic coverage of the PE logic solver (see
3.2.13 and 3.2.15).
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Abbreviations used throughout IEC 61511 are given in Table 1. Also included are some
common abbreviations related to process sector functional safety.

Table 1 — Abbreviations used in IEC 61511

Abbreviation Full expression
AC/DC Alternating current/direct current
AIChE American Institute of Chemical Engineers
ALARP As low as reasonably practicable
ANSI American National Standards Institute
| AP Application program
BPCS Basic process control system
| CCPS Centre for Chemical Process Safety (AIChE)
DC Diagnostic coverage
E/E/PE Electrical/electronic/programmable electronic
EMC Electro-magnetic compatibility
FAT Factory acceptance test
FPL Fixed program language
| FSA Functional safety assessment
| FSMS Functional safety management system
FTA Fault tree analysis
FVL Full variability language
HFT Hardware fault tolerance
H&RA Hazard & risk assessment
| HAW Hardware
HMI Human Machine Interface
IEC International Electrotechnical Commission
| 1EV International-Electrotechnical Vecabulary
ISA International So‘ciety of Automation
ISO International Organization for Standardization
LVL Limited variability language
| MooN “M” out of “N”{see-3-2-45) channel architecture
| MPRT Maximum permitted repair time
| MRT Mean repair time
| MTTR Mean time to restoration
| NFPA National Fire Protection Association(US)
NP Non-programmable
| OEM Original Equipment Manufacturer
PE Programmable electronics
PES Programmable electronic system
| PFD Probability of dangerous failure on demand
| PFDavg Average probability of dangerous failure on demand
PFH Prpbability (average frequency of dangerous failures) of
failure per hour INFS |
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Abbreviation Full expression
pl Plural
PLC Programmable logic controller
SAT Site acceptance test
SC Systematic capability |
SEF Safe-failure-fraction |
SIF Safety instrumented function
SIL Safety integrity level
SIS Safety instrumented system
SRS Safety requirement specification
SIW Software

4 Conformance to the IEC 61511-1:2016

To conform to the IEC 61511-1:2016, it shall be shown that each of the requirements outlined
in Clause 5 through Clause 19 has been satisfied to the defined criteria and therefore the
clauses’ objectives have been met.

5 Management of functional safety

5.1 Objective

The objective of the requirements of Clause 5 is to identify the management activities that are
necessary to ensure the functional safety objectives are met.

NOTE 1: Clause 5 is solely aimed at the achievement and maintenance of the functional safety of SIS and is
separate and distinct from general health and safety measures necessary for the achievement of safety in the
workplace.

5.2 Requirements

5.21 General

52144 The policy and strategy for achieving functional safety shall be identified together with
the-means methods for evaluating their achievement and shall be communicated within the
organization.

5.2.2 Organization and resources

5.2.2.1 Persons, departments, organizations or other units which are responsible for
carrying out and reviewing each of the SIS safety life-cycle phases shall be identified and be

informed of the responsibilities assigned to them—{including—where—relevant—licensing

5.2.2.2 Persons, departments or organizations involved in SIS safety life-cycle activities
shall be competent to carry out the activities for which they are accountable.

NOTE As—a-mirimum; The following items-sheuld shall be addressed and documented when |
considering the competence of persons, departments, organizations or other units involved in

SIS safety life-cycle activities:
Documénts
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a) engineering knowledge, training and experience appropriate to the process application;

b) engineering knowledge, training and experience appropriate to the applicable technology
used (e.g., electrical, electronic or programmable electronic);

c) engineering knowledge, training and experience appropriate to the sensors and final
elements;

d) safety engineering knowledge (e.g., process safety analysis);
e) knowledge of the legal and regulatory functional safety requirements;

f) adequate management and leadership skills appropriate to their role in the SIS safety life-
cycle activities;

g) understanding of the potential consequence of an event;

h) the SIL of the SIF;

i) the novelty and complexity of the application and the technology.

5.2.2.3 A procedure shall be in place to manage competence of all those involved in the SIS
life cycle. Periodic assessments shall be carried out to document the competence of
individuals against the activities they are performing and on change of an individual within a
role.

5.2.3 Risk evaluation and risk management

Hazards shall be identified, risks evaluated and the necessary risk reduction determined as
defined in Clause 8.

NOTE It may be beneficial to consider also potential capital losses, for economic reasons.

5.2.4 Safety planning

Safety planning shall take place to define the activities that are required to be carried out
along with the persons, departments, organizations or other units responsible to carry out
these activities. This planning shall be updated as necessary throughout the entire SIS safety
life-cycle (see Clause 6) and carried out to a detailed activity level commensurate with the
role the individual or organization is performing in the SIS safety life-cycle.

NOTE The safety planning-may can be incorporated in
— a section in the quality plan entitled “SIS Safety Life-cycle Plan”; or

— a separate document entitled “SIS Safety Life-cycle Plan”; or

— several documents which may include company procedures or working practices.
5.2.5 Implementing and monitoring

5.2.5.1 Procedures shall be implemented to ensure prompt follow-up and satisfactory
resolution of recommendations pertaining to the SIS arising from

a) hazard analysis and risk assessment;
| b) assessmentand-auditing assurance activities;
c) verification activities;
d) validation activities;
e) FSAs;
f) functional safety audits;
g) post-incident and post-accident activities.

5.2.5.2 Any supplier, providing products or services to an organization that has overall
| responsibility for one or more phases of the SIS safety life-cycle, shall deliver products or

services as specified by that organization and shall have a quality managemy t ents
Procedures shall be in place to demonstrate the adequacy of the quality manzgam tm
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If a supplier makes any functional safety claims for a product or service, which are used by
the organization to demonstrate compliance with the requirements of this part of IEC 61511,
the supplier shall have a functional safety management system. Procedures shall be in place
to demonstrate the adequacy of the functional safety management system.

The functional safety management system shall meet the requirements of the basic safety
standard IEC 61508-1:2010, Clause 6, or the functional safety management requirements of
the standard derived from IEC 61508 to which functional safety claims are made.

5.2.5.3 Procedures shall be implemented to evaluate the performance of the SIS against its
safety requirements to:

o identify and prevent systematic failures which could jeopardize safety;

e monitor and assess whether-danrgerousfailurerates reliability parameters of the SIS are in
accordance with those assumed during the design;

o define the necessary corrective action to be taken if the failure rates are greater than what
was assumed during design;

e assessing compare the demand rate on the SIF during actual operation-te—verify with the |
assumptions made during risk assessment when the SIL requirements were determined.

5.2.5.4 For existing SIS designed and constructed in accordance with code, standards, or
practices prior to the issue of this standard the user shall determine that the equipment is
designed, maintained, inspected, tested, and operating in a safe manner.

5.2.6 Assessment, auditing and revisions
5.2.6.1 Functional safety assessment (FSA)

5.2.6.1.1 A procedure shall be defined and executed for a FSA in such a way that a
judgement can be made as to the functional safety and safety integrity achieved by every SIF
of the SIS. The procedure shall require that an—assessment FSA team be appointed which
includes the technical, application and operations expertise needed for the particular
installation application.

5.2.6.1.2 The membership of the-assessment FSA team shall include at least one senior
competent person not involved in the project design team (for stages 1, 2 and 3) or not
involved in the operation and maintenance of the SIS (for stages 4 and 5).

NOTE2 5.2.6.1.3 The following-sheuld shall be considered when planning a FSA:

— the scope of the FSA;

— who is to participate in the FSA;

— the skills, responsibilities and authorities of the FSA team;

— the information that will be generated as a result of any FSA activity;

— the identity of any other safety bodies involved in the FSA;

— the resources required to complete the FSA activity;

— the level of independence of the FSA team;

— the-means methods by which the FSA will be revalidated after modifications.

NOTE When the-assessment FSA team is large, consideration-sheuld can be given to having more than one
senior competent individual on the team who is independent from the project team.
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5.2.6.1.4 A FSA team shall review the work carried out on all phases of the safety life cycle
prior to the stage covered by the assessment that have not been already covered by previous
FSAs. If previous FSAs have been carried out then the FSA team shall consider the
conclusions and recommendations of the previous assessments. The stages in the SIS safety
life-cycle at which the FSA activities are to be carried out shall be identified during the safety
planning.

| NOTE 1 Additional FSA activities-may-need-te can be introduced as new hazards are identified, after modification
and at periodic intervals during operation.
’ NOTE 2 Consideration-sheuld can be given to carrying out FSA activities at the following stages (see Figure 7).

— Stage 1 — After the H&RA has been carried out, the required protection layers have been identified and the
SRS has been developed.

— Stage 2 — After the SIS has been designed.

— Stage 3 — After the installation, pre-commissioning and final validation of the SIS has been completed and
operation and maintenance procedures have been developed.

—  Stage 4 — After gaining experience in operating and maintenance.
— Stage 5 — After modification and prior to decommissioning of a SIS.
NOTE 3 The number, size and scope of FSA activities-should can depend upon the specific circumstances. The
factors in this decision are likely to include:
— size of project;
— degree of complexity;
- SIL;
— duration of project;
— consequence in the event of failure;
— degree of standardization of design features;
— safety regulatory requirements;
— previous experience with a similar design;
— giving consideration to relevant factors such as:
e time in operation;

e number and scope of changes in operation;

e proof test frequency.

carried—out. Prior to the-identified hazards being present {ie—stage-3), the F
undertake functional safety assessment(s) and shall confirm:

SA team sha

o the H&RA has been carried out (see 8.1);

e the recommendations arising from the H&RA that apply to the SIS have been implemented
or resolved;

e project design change procedures are in place and have been properly implemented;
¢ the recommendations arising from-the-previous any FSA have been resolved;

e the SIS is designed, constructed and installed in accordance with the SRS, any
differences having been identified and resolved;

o the safety, operating, maintenance and emergency procedures pertaining to the SIS are in
place;

e the SIS validation planning is appropriate and the validation activities have been
completed;

e the employee training has been completed and appropriate information about the SIS has
been provided to the maintenance and operating personnel;

e plans or strategies for implementing further FSAs are in place.
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5.2.6.1.6 Where design, development and production tools are used for any SIS safety life-
cycle activity, they shall themselves be subject to an—functional—safety assessment
demonstrating that they do not have any negative impact on the SIS or the output of the tools
shall be confirmed by verification procedures.

NOTE 1 The degree to which such tools-sheuld-reed-te can be addressed will depend upon their impact on the
safety risk level to be achieved.

NOTE 2 Examples of development and production tools include simulation and modelling tools, measuring
equipment, test equipment, equipment used during maintenance activities and configuration management tools.

NOTE 3 Funectional-safetyassessment Quality assurance of tools includes, but is not limited to, traceability to
calibration standards, operating history and defect list.

5.2.6.1.7 The results of the FSA shall be available together with any recommendation
coming from this assessment.

5.2.6.1.8 All relevant information shall be made available to the FSA team upon their
request.

5.2.6.1.9 In cases where a FSA is carried out on a modification the assessment shall
consider the impact analysis carried out on the proposed modification and confirm that the
modification work performed is in compliance with the requirements of IEC 61511.

NOTE Safety life cycle (including FSA) requirements related to SIS modifications can be found in 17.2.3.

5.2.6.1.10 A FSA shall also be carried out periodically during the operations and
maintenance phase to ensure that maintenance and operation are being carried out according
to the assumptions made during design and that the requirements within IEC 61511 for safety
management and verification are being met.

5.2.6.2 Auditing Functional safety audit and revision

5.2.6.2.1 The purpose of the audit is to review information documents and records to
determine whether the functional safety management system (FSMS) is in place, up to date,
and being followed. Where gaps are identified, recommendations for improvements are made.

5.2.6.2.2 All procedures identified as necessary resulting from all safety life-cycle activities
shall be subject to safety audit.

5.2.6.2.3 Functional safety audit shall be performed by an independent person not
undertaking work on the SIS to be audited. Procedures shall be defined and executed for
auditing compliance with requirements including:

o the frequency of the-auditing functional safety audit activities; |

o the degree of independence between the persons, departments, organizations or other
units carrying out the work and those carrying out the functional safety auditing activities; |

e the recording and follow-up activities.

5.2.6.2.4 Management of change procedures shall be in place to initiate, document, review,
implement and approve changes to the SIS other than replacement in kind (i.e., like for like,
an exact duplicate of an element or an approved substitution that does not require
modification to the SIS as installed).

5.2.6.2.5 Management of change procedures shall be in place that identifies changes that
will affect the requirements on the SIS (e.g., re-design of a BPCS, changes to manning in a
certain area).
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5.2.7 SIS configuration management

5.2.7.1 Procedures for configuration management of the SIS during any SIS-and-seftware
safety life-cycle phase shall be available.

NOTE In particular, the following-sheuld can be specified:

— the stage at which formal configuration-eentrel management is to be implemented;

— the procedures to be used for uniquely identifying all-censtituent-parts—of-an-item—(hardware—and-software)

components of a SIS or SIS-subsystem (e.g., devices, application programming);

— the procedures for preventing unauthorized-items devices from entering service.

5.2.7.2 The SIS software, hardware and procedures used to develop and execute the
application program shall be subject to configuration management and shall be maintained
under revision control.

NOTE SIS software includes application program (e.g., in logic solvers); embedded software (e.g., sensors, logic
solvers, final elements); utility software (tools).

6 Safety life-cycle requirements

6.1 Objectives
The objectives of Clause 6 are:

o to define the phases and establish the requirements of the SIS safety life-cycle activities;
o to define and organize the technical activities into a SIS safety life-cycle;

o to ensure that adequate planning exists (or is developed) that makes certain that the SIS
shalt meets the safety requirements.

NOTE 1 The overall approach of the IEC 61511 series is shown in Figure 7. It-sheuld can be stressed that this
approach is for illustration and is only meant to indicate the typical SIS safety life-cycle activities from initial
conception through decommissioning.
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I:I Requirements given in this standard.
NOTE 1: Stages 1 through 5 inclusive are defined in 5.2.6.1.4.
NOTE 2: All references are to Part 1 unless otherwise noted.

Verifica-
tion

Clauses 7
and 12.5

B

Figure-8 7 — SIS safety life-cycle phases and FSA stages

NOTE 2

Information in Figure 7 may flow from operation and maintenance back to the earlier life-cycle stages to

reflect tracking of incidents and failures and to verify engineering assumptions.

6.2 Requirements

6.2.1

programming (see 6.3.1).

A SIS safety life-cycle incorporating the requirements of the IEC 61511 series shall be
defined during safety planning. The safety life-cycle shall also address the application

IEC

6.2.2 Each phase of the SIS safety life-cycle shall be defined in terms of its inptﬁoo&ﬁﬁvﬁents

and verification activities (see Table 2).
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Table 2 — SIS safety life-cycle overview (7 of 2)

Safety life-cycle phase Objectives Require- Inputs Outputs
or activity ments
Figure 7 Title Clause
box
number
1 H&RA To determine the hazards | Clause 8 Process design, A description of the
and hazardous events of layout, manning hazards, of the
the process and arrangements, required safety
associated equipment, the safety targets function(s) and of
sequence of events the associated risk
leading to the hazardous reduction
event, the process risks
associated with the
hazardous event, the
requirements for risk
reduction and the safety
functions required to
achieve the necessary risk
reduction
2 Allocation of Allocation of safety Clause 9 A description of the | Description of
safety functions | functions to protection required SIF and allocation of safety
to protection layers and for each SIF, associated safety requirements-{see
layers the associated SIL integrity Clause 9)
requirements
3 SIS safety To specify the Clause 10 Description of SIS safety
requirements requirements for each SIS, allocation of safety [requirements;
specification in terms of the required requirements{see | software
SIF and their associated clause-9 application
safety integrity, in order to program safety
achieve the required requirements
functional safety
4 SIS design and To design the SIS to meet | Clauses 11, | SIS safety Design of the SIS
engineering the requirements for SIF 12 requirements hardware and
and their associated safety application
integrity Se&wape program in
Application conformance with
program safety the SIS safety
requirements requirements;
planning for the
SIS integration test
5 SIS installation To integrate and test the Clauses 14, | SIS design Fully functioning
commissioning SIS 15 ) ) SIS in conformance
and validation . SIS integration test | \yith the SIS-design
To validate that the SIS plan safety
meets in all respects the ;
requirements for safety in SIS safety requirements.
terms of the required SIF requirements Results of SIS
and-therequired their Plan for the safety integration tests
associated safety integrity validation of the Results of the
SIS installation, com-
missioning and
validation activities
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Table 2 (2 of 2)

structure and
planning

lifecycle steps are
accomplished

Safety life-cycle phase or Objectives Require- Inputs Outputs
activity ments
Figure Title Clause
7 box
number
6 SIS operation To ensure that the Clause 16 SIS safety Results of the
and maintenance | functional safety of the SIS requirements operation and
is maintained during . maintenance
operation and maintenance SIS design activities
Plan for SIS
operation and
maintenance
7 SIS modification | To make corrections, Clause 17 Revised SIS safety | Results of SIS
enhancements or requirements modification
adaptations to the SIS,
ensuring that the required
SIL is achieved and
maintained
8 Decommission- To ensure proper review, Clause 18 As built safety SIF placed out of
ing sector organization, and requirements and service
ensure SIF remains process
appropriate information
9 SIS verification To test and evaluate the Clause 7, Plan for the Results of the
outputs of a given phase to | 12.5 verification of the verification of the
ensure correctness and SIS for each phase | SIS for each phase
consistency with respect to
the products and standards
provided as input to that
phase
10 SIS FSA To investigate and arrive Clause 5 Planning for SIS Results of SIS FSA
at a judgement on the FSA
functional safety achieved
by the SIS SIS safety
requirement
11 Safety lifecycle To establish how the 6.2 Not applicable Safety plan

6.2.3 For all SIS safety life-cycle phases, safety planning shall take place to define the
activities, criteria, techniques, measures, procedures and responsible organisation/people to:

o ensure that the SIS safety requirements are achieved for all relevant modes of the
process; this includes both functional and safety integrity requirements;

e ensure proper installation and commissioning of the SIS;

e ensure the safety integrity of the SIF after installation;

e maintain the safety integrity during operation (e.g., proof testing, failure analysis);

e manage the process hazards during maintenance activities on the SIS.

6.2.4

re-examined, altered as required and re-verified.

6.3
6.3.1

and verification requirements (see Table 3).
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If at any stage of the safety life-cycle, a change is required pertaining to an earlier life-
cycle phase, then that earlier SIS safety life-cycle phase and the subsequent phases shall be

Application program SIS safety life-cycle requirements

Each phase of the application program safety life-cycle (see Figure 8) shall be defined
in terms of its elementary activities, objectives, required input information and output results
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Figure-10 8 — Application program safety life-cycle and its relationship
to the SIS safety life-cycle
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