IEC 61557-15:2014-02(EN-FR)

Full docu

IEC 61557-15

Edition 1.0 2014-02

INTERNATIONAL
STANDARD

NORME
INTERNATIONALE

Electrical safety in low voltage distribution systems up to 1 000 V a.c. and

1 500 V d.c. — Equipment for testing, measuring or monitoring of protective
measures —

Part 15: Functional safety requirements for insulation monitoring devices in IT
systems and equipment for insulation fault location in IT systems

Sécurité électrique dans les réseaux de distribution basse tension de

1000 V c.a. et 1500V c.c. — Dispositifs de contrbéle, de mesure ou de
surveillance de mesures de protection —

Partie 15: Exigences de sécurité fonctionnelle pour les controleurs d'isolement
de réseaux IT et les dispositifs de localisation de défauts d'isolement pour
réseaux IT



http://www.avadocuments.com/doc/iec-61557-15-2014
http://www.avadocuments.com/doc/iec-61557-15-2014

THIS PUBLICATION IS COPYRIGHT PROTECTED
Copyright © 2014 IEC, Geneva, Switzerland

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized in any form
or by any means, electronic or mechanical, including photocopying and microfilm, without permission in writing from
either IEC or IEC's member National Committee in the country of the requester. If you have any questions about IEC
copyright or have an enquiry about obtaining additional rights to this publication, please contact the address below or
your local IEC member National Committee for further information.

Droits de reproduction réservés. Sauf indication contraire, aucune partie de cette publication ne peut étre reproduite
ni utilisée sous quelque forme que ce soit et par aucun procédé, électronique ou mécanique, y compris la photocopie
et les microfilms, sans l'accord écrit de I''EC ou du Comité national de I'lEC du pays du demandeur. Si vous avez des
questions sur le copyright de I'lEC ou si vous désirez obtenir des droits supplémentaires sur cette publication, utilisez

IEC Central Office
3, rue de Varembé
CH-1211 Geneva 20

Switzerland www.iec.ch

les coordonnées ci-aprés ou contactez le Comité national de I'lEC de votre pays de résidence.

Tel.: +41 22 919 02 11
Fax: +41 22 919 03 00
info@iec.ch

About the IEC

The International Electrotechnical Commission (IEC) is the leading global organization that prepares and publishes
International Standards for all electrical, electronic and related technologies.

About IEC publications

The technical content of IEC publications is kept under constant review by the IEC. Please make sure that you have the
latest edition, a corrigenda or an amendment might have been published.

IEC Catalogue - webstore.iec.ch/catalogue

The stand-alone application for consulting the entire
bibliographical information on IEC International Standards,
Technical Specifications, Technical Reports and other
documents. Available for PC, Mac OS, Android Tablets and
iPad.

IEC publications search - www.iec.ch/searchpub

The advanced search enables to find IEC publications by a
variety of criteria (reference number, text, technical
committee,...). It also gives information on projects, replaced
and withdrawn publications.

IEC Just Published - webstore.iec.ch/justpublished

Stay up to date on all new IEC publications. Just Published
details all new publications released. Available online and
also once a month by email.

Electropedia - www.electropedia.org

The world's leading online dictionary of electronic and
electrical terms containing more than 30 000 terms and
definitions in English and French, with equivalent terms in 14
additional languages. Also known as the International
Electrotechnical Vocabulary (IEV) online.

IEC Glossary - std.iec.ch/glossary

More than 55 000 electrotechnical terminology entries in
English and French extracted from the Terms and Definitions
clause of IEC publications issued since 2002. Some entries
have been collected from earlier publications of IEC TC 37,
77, 86 and CISPR.

IEC Customer Service Centre - webstore.iec.ch/csc

If you wish to give us your feedback on this publication or
need further assistance, please contact the Customer Service
Centre: csc@iec.ch.

A propos de I'lEC

La Commission Electrotechnique Internationale (IEC) est la premiére organisation mondiale qui élabore et publie des
Normes internationales pour tout ce qui a trait a I'électricité, a I'électronique et aux technologies apparentées.

A propos des publications IEC

Le contenu technique des publications IEC est constamment revu. Veuillez vous assurer que vous possédez I'édition la
plus récente, un corrigendum ou amendement peut avoir été publié.

Catalogue IEC - webstore.iec.ch/catalogue

Application autonome pour consulter tous les renseignements
bibliographiques sur les Normes internationales,
Spécifications techniques, Rapports techniques et autres
documents de I'lEC. Disponible pour PC, Mac OS, tablettes
Android et iPad.

Recherche de publications IEC - www.iec.ch/searchpub

La recherche avancée permet de trouver des publications IEC
en utilisant différents criteres (numéro de référence, texte,
comité d’études,...). Elle donne aussi des informations sur les
projets et les publications remplacées ou retirées.

IEC Just Published - webstore.iec.ch/justpublished

Restez informé sur les nouvelles publications IEC. Just
Published détaille les nouvelles publications parues.
Disponible en ligne et aussi une fois par mois par email.

Electropedia - www.electropedia.org

Le premier dictionnaire en ligne de termes électroniques et
électriques. Il contient plus de 30 000 termes et définitions en
anglais et en francais, ainsi que les termes équivalents dans
14 langues additionnelles. Egalement appelé Vocabulaire
Electrotechnique International (IEV) en ligne.

Glossaire IEC - std.iec.ch/glossary

Plus de 55 000 entrées terminologiques électrotechniques, en
anglais et en frangais, extraites des articles Termes et
Définitions des publications IEC parues depuis 2002. Plus
certaines entrées antérieures extraites des publications des
CE 37,77, 86 et CISPR de I'EC.

Service Clients - webstore.iec.ch/csc

Si vous désirez nous donner des commentaires sur cette
publication ou si vous avez des questions contactez-nous:
csc@iec.ch.

Documents

Document Sharing Hub

Full document details: IEC 61557-15 2014


mailto:info@iec.ch
http://www.iec.ch/
http://webstore.iec.ch/catalogue
http://www.iec.ch/searchpub
http://webstore.iec.ch/justpublished
http://www.electropedia.org/
http://std.iec.ch/glossary
http://webstore.iec.ch/csc
mailto:csc@iec.ch
http://webstore.iec.ch/catalogue
http://webstore.iec.ch/justpublished
http://std.iec.ch/glossary
http://www.avadocuments.com/doc/iec-61557-15-2014
http://www.avadocuments.com/doc/iec-61557-15-2014

Edition 1.0 2014-02

INTERNATIONAL
STANDARD

Electrical safety in low voltage distribution systems up to 1 000 V a.c. and

1 500 V d.c. — Equipment for testing, measuring or monitoring of protective
measures —

Part 15: Functional safety requirements for insulation monitoring devices in IT
systems and equipment for insulation fault location in IT systems

Sécurité électrique dans les réseaux de distribution basse tension de

1000V c.a.et1500V c.c. — Dispositifs de contréle, de mesure ou de
surveillance de mesures de protection —

Partie 15: Exigences de sécurité fonctionnelle pour les contréleurs d'isolement
de réseaux IT et les dispositifs de localisation de défauts d'isolement pour
réseaux IT

INTERNATIONAL
ELECTROTECHNICAL
COMMISSION

COMMISSION

ELECTROTECHNIQUE

INTERNATIONALE PRICE CODE
CODE PRIX

ICS 17.220.20, 29.080.01, 29.240.01 ISBN 978-2-8322-1406-0

Warning! Make sure that you obtained this publication from an authorized distributor.

Attention! Veuillez vous assurer que vous avez obtenu cette publication via un disRibuteur agréé.
Docunments

® Registered trademark of the International Electrotechnical Commission Document Sharmg Hub
Marque déposée de la Commission Electrotechnique Internationale

Full document details: IEC 61557-15 2014


http://www.avadocuments.com/doc/iec-61557-15-2014
http://www.avadocuments.com/doc/iec-61557-15-2014

-2- 61557-15 © IEC:2014

CONTENTS
O T @ ]I PN 6
LN 7 1 L@ 1 PN 8
1 RS To 0] o = 3PP 10
2 NOIMALIVE FEFEIENCES ...ttt e e e e aeees 10
3 Terms, definitions and abbreviations ... 11
3.1 Terms and definitions. .. ... 11
3.2 A DI EVIAtiONS .. e 22
4  Definition of safety functions embedded in IMDs and IFLSsS..........ccooiiiiiiiiiiiiiii, 23
4.1 LT o1 = Y P 23
4.2 Definition of safety fuNCtioNS ... ... 23
4.2.1 Local insulation warning (LIW) ..o 23
4.2.2 Remote insulation warning (RIW).........ccoooiiiiiiiiiii e 24
4.2.3 Local location warning (LLW)......oouiiii e 24
4.2.4 Remote location warning (RLW).......ccooiiiiiiii e 24
4.2.5 Remote enabling / disabling command (REDC).............cooooiiiiiinnni. 25
4.2.6 Local transformer monitoring warning (LTMW).........coooiiiiiiinn. 25
5 Requirements on products implementing safety-related functions......................cooonnl 25
5.1 Requirement on non-safety-related functions ................cooiiiiiiii 25
5.2 Additional performance requirements for products implementing safety
110 T o3 €10 o - 30U 26
5.2.1 GeNErAl .o 26
5.2.2 Additional performance requirements for IMDs complying with
SIL 1 0r SIL 2 e 26
5.2.3 Additional performance requirements for IFLSs complying with
SIL 1 08 SIL 2 e 26
6 Management of functional safety during the development lifecycle ................................ 26
6.1 Management of functional safety for the IT system............coooii . 26
6.2 Use of IMDs and IFLSs in IT SYyStemsS......c.oiviiiiiiii e 27
6.3 Safety lifecycle of IMDs and IFLSs in the realisation phase.............................. 27
7  Management of functional safety during the realisation lifecycle of IMDs and
T PP 28
7.1 LY o =T - Y 28
7.2 IMD and IFL design requirement specification (phase 10.1) ...........coooiiiiins 29
7.2.1 Specification of functional safety requirements ............................... 29
7.2.2 Provisions for the development of safety functions ......................... 29
7.2.3 Verification plan for the development of safety functions................. 30
7.2.4 Validation plan for the development of safety functions................... 30
7.2.5 Planning of commissioning, installation and setting into
OPEIALION L. 30
7.2.6 Planning of user documentation...............c.oooiiiiiii i 31
7.3 IMD and IFLS safety validation planning (phase 10.2).......cccoiiiiiiiiiiiiiiens 31
7.3.1 GENEIAL .. 31
7.3.2 Functional safety plan..........oo 31
7.4 IMD and IFLS design and development (phase 10.3) ......ccccviiiiiiiiiiiiiiieeen 32
7.4.1 GENEIAL .. 32
7.4.2 Design standards........ooou i 32
7.4.3 Realization ..........ccoooiiiiiiiieeeeeeeee e Docuiients

Document Sharing Hub

Full document details: IEC 61557-15 2014


http://www.avadocuments.com/doc/iec-61557-15-2014
http://www.avadocuments.com/doc/iec-61557-15-2014

61557-15 © IEC:2014 -3-

7.4.4 Safety integrity and fault detection ..., 32
7.4.5 Safety integrity level (SIL) assignment............cooooiiiiiiiiiiiiie. 33
7.4.6 Hardware requirements .........ooiiiiiiii e 33
7.4.7 Software requirements ... ... 33
7.4.8 Review of requirements .........cooiiiiiii i 33
7.4.9 Requirements for the probability of dangerous failure on
demand (PFD) ... 34
7.4.10 Failure rate data ..o 35
7.4.11 Diagnostic testinterval .........ccooiiiiii 35
7.4.12 Architectural constraints ... 35
7.4.13 Estimation of safe failure fraction (SFF).........cccooiiiiiiiiiin, 37
7.4.14 Requirements for systematic safety integrity.............cocos 37
7.5 IMD and IFLS integration (phase 10.4)........c.oiiiiiiiiiiie e 40
7.51 Hardware integration ... 40
7.5.2 Software integration...... ... 40
7.5.3 Modifications during integration ..............cooiiiiiii i 40
7.5.4 Integration testS .. ..o 40
7.6 IMD and IFLS documentation related to installation, commissioning,
operation and maintenance procedures (phase 10.5) .......ccoiviiiiiiiiiiiieen, 41
7.6.1 GENEIAL .. 41
7.6.2 Functional specification ... 41
7.6.3 Compliance information ...........ccooiiiii i 41
7.6.4 Information for commissioning, installation, setting into
operation, operation and maintenance ... 41
7.7 IMD and IFLS safety validation (phase 10.6)..........cccoiiiiiiiiiiii e 42
7.7.1 GENEIAL .. 42
7.7.2 I S 42
7.7.3 Verification ... 42
7.7.4 Validation ... 43
7.7.5 EMC requUIr€mMeNnts ......c.oiuiiie e 43
8 Requirements for modifications. ... .. ..o 44
8.1 LT o1 = Y P 44
8.2 Modification requUEeSt ... ... 44
8.3 IMPACE @NAIY SIS .. 44
8.4 AUTNOTIZAtION. ... 44
O Proven iN USE @pPrOaCh .. e 44
Annex A (informative) Risk analysis and SIL assignment for IMDs and IFLSs ...................... 45
A.1 LT =T - | PP 45
A.2 SIL assignment for IMDs and IFLSS . ... 47
A.3 Example of risk graph ... 48
A.4 Alternative method of SIL assignment — quantitative method............................ 49
Annex B (informative) Examples for the determination of PFD, DC and SFF ........................ 50
B.1 LY o =T - Y 50
B.2 Examples of IMD and IFLS architectures ..........ccccooiiiiiiiiiiieeee e, 51
Annex C (informative) Failure rate databases ..........coooiiiiiiiiiii 52
C.1 LT 1= = Y 52
C.2 Failure rate references in current standards............coooiii i 52
Annex D (informative) Guide to embedded software design and development...................... 53
Dol GOMEIAl......oooooooooeee oo Documents

Document Sharing Hub

Full document details: IEC 61557-15 2014


http://www.avadocuments.com/doc/iec-61557-15-2014
http://www.avadocuments.com/doc/iec-61557-15-2014

4 61557-15 © IEC:2014

D.2 Software element gUIdEliNES ..o 53
D.2.1 GENEIAI .. 53
D.2.2 Interface with system architecture.................cooiiii 53
D.2.3 Software specifications ... 53
D.2.4 Pre-existent software ..o 54
D.2.5 SOftWare desSign ... ... 55
D.2.6 (@70 To 11 o PP 55
D.3 Software development process guidelines...... ... 55
D.3.1 Development process: software lifecycle ...l 55
D.3.2 Documentation: documentation management................ccoooiiinn.. 55
D.3.3 Configuration and software modification management .................... 56
D.3.4 Configuration and archiving management ...............ccccoeieiiiiiiinennn.. 56
D.3.5 Software modifications management...............cooooiiii i, 57
D.4 Development t001S ... 57
D.5 Reproduction of executable code production............c.coooiiiiiiiiii 57
D.6 Software verification and validation............... 57
D.7 General verification and validation guidelines ..............cccoiiiiiiiiiii 57
D.8 Verification and validation review ... 58
D.9 SOftWAre 1ESHING .. i 58
D.9.1 General validation ... ..o 58
D.9.2 Software specification verification: validation tests ......................... 59
D.9.3 Software design verification: software integration tests................... 59
D.9.4 Detailed design verification: module tests ...l 60
Annex E (informative) Information for the assessment of safety functions ............................ 61
E.1 LY o =T Y 61
E.2 Documentation management. ... ... 61
E.3 Documentation provided for conformity assessment.............ccooeiiiiiiiiiiinin, 61
E.4 Documentation of the development lifecycCle..........cccoooiiiiiiiici, 63
E.5 Design documentation ... 63
E.6 Documentation of verification and validation ... 63
E.7 Test docUMENTAtION ... 63
E.8 Documentation of modifications ... 63
E.9 INFOrMation fOr USE ... iiuiiii e 63
Annex F (informative) Example of applications. ... 64
F.1 L0 Y=Y Y= 64
F.2 Limitation in applications. ... .. ..o 64
F.3 Typical applications covered by IEC 61557-15 ... ..o, 64
F.3.1 GeNErAl .o 64
F.3.2 Local alarming ... 64
F.3.3 Local transformer monitoring warning ...........ccccoeeiviiiiiiiieeeeeeen 65
F.3.4 Alarming and processing of remote insulation warning and/or
remote 1ocation WarNiNg.........occuiiiiii e 66
F.3.5 Automatic disconnection of the complete IT system in case of
a firstinsulation fault ... 67
F.3.6 Automatic disconnection of an IT system sub-network .................... 69
F.3.7 Management of multiple source system (two incomers or of
incomer plus generator) .. .. ...oieuiiiiii e 71
F.3.8 Management of multiple source systems (two incomers or of
incomer plus generator — with a load shedder).................. g eseoae o 72
BibliOgrapny ..o Documents

Document Sharing Hub

Full document details: IEC 61557-15 2014


http://www.avadocuments.com/doc/iec-61557-15-2014
http://www.avadocuments.com/doc/iec-61557-15-2014

61557-15 © IEC:2014 -5-

Figure 1 — Relationship between IEC 61557-15 and related standards...............coooviiinininnis 8
Figure 2 — Overall safety lifecycle applicable to an IT system ...........cooiiiiiiiiiiiee e, 27
Figure 3 — IMD and IFLS safety lifecycle (in realisation phase) ...........ccooooiiiiinn, 28
Figure A.1 — Functional elements of an IT system and their relationship to the
definitions and abbreviations of the IEC 61508 Series .........cooiiiiiiiii e 45
Figure A.2 — SIL assignment for IMDs and IFLSS .......cc.oiuiiiiiiiiii e, 47
Figure A.2 — Example of riSK graph ... e 48
Figure B.1 — Flowchart for PFD, DC, SFF determination ... 51
Figure F.1 — Local alarming, based on the systematic presence of one person and
based on a well-defined alarming management ProCess.........ccveeiiiiiiiiiiiiiii e, 65
Figure F.2 — Local transformer monitoring warning, based on the systematic presence
of a skilled person, and based on a well-defined alarming management process .................. 66
Figure F.3 — Alarming and processing of the remote insulation warning and/or the
remote location warning in a supervisory control system ...........ccooiiiiiiiiiii 67
Figure F.4 — Disconnection of the complete IT system in case of insulation fault
Lo [>T =T o 4] o AP PP 68
Figure F.5 — Threshold 1 warning information and threshold 2 disconnection of the
complete IT system in case of an insulation fault detection .................coooiii 69
Figure F.6 — Automatic disconnection of a faulty feeder via direct signal from the IFLS......... 70
Figure F.7 — Automatic disconnection of a faulty feeder via a PLC ..........ccoooiiiiiiiiiiiins 71
Figure F.8 — Management of multiple source systems (two incomers or of one incomer
O LRI e [=Y aT=] =1 (o ] o PP 72
Figure F.9 — Management of multiple source system (two incomers or of one incomer
plus generator, with @ load shedder) ... ... 73
Table 1 — Abbreviations with reference ... 22
Table 2 — Safety integrity levels (SIL) and probability of a dangerous failure on
demand (PFD) of IMDS @nd IFLSS ......oiuiiiiiiiie et e e e e 29
Table 3 — Hardware safety integrity: architectural constraints on type A and type B
safety-related SUDSYSIEMS ... o 37
Table A.1 — IT system FiSK @nalySiS ..o e 46
Table A.3 — Link between minimum risk reduction and SIL...........ccoocoiiiiiiiiiii e, 48
Table A.4 — Example of classifications according to risk graph Figure A.1 ..., 49
Table E.1 — Documentation to be provided. ... 62
Documents

Document Sharing Hub

Full document details: IEC 61557-15 2014


http://www.avadocuments.com/doc/iec-61557-15-2014
http://www.avadocuments.com/doc/iec-61557-15-2014

-6- 61557-15 © IEC:2014

INTERNATIONAL ELECTROTECHNICAL COMMISSION

ELECTRICAL SAFETY IN LOW VOLTAGE DISTRIBUTION SYSTEMS UP TO
1000 VAC AND 1500V DC - EQUIPMENT FOR TESTING, MEASURING OR
MONITORING OF PROTECTIVE MEASURES -

Part 15: Functional safety requirements for insulation monitoring devices
in IT systems and equipment for insulation fault location in IT systems

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote
international co-operation on all questions concerning standardization in the electrical and electronic fields. To
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interested
in the subject dealt with may participate in this preparatory work. International, governmental and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely
with the International Organization for Standardization (ISO) in accordance with conditions determined by
agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
misinterpretation by any end user.

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence
between any IEC Publication and the corresponding national or regional publication shall be clearly indicated in
the latter.

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

6) All users should ensure that they have the latest edition of this publication.

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shall not be held responsible for identifying any or all such patent rights.

International Standard IEC 61557-15 has been prepared by IEC technical committee 85:
Measuring equipment for electrical and electromagnetic quantities.

The text of this standard is based on the following documents:

FDIS Report on voting
85/465/FDIS 85/470/RVD

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives. Fart rouments
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This part of IEC 61557 is to be used in conjunction with Part 8 and Part 9.

A list of all parts of the IEC 61557 series, published under the general title Electrical safety in
low voltage distribution systems up to 1 000 V a.c. and 1 500 V d.c. — Equipment for testing,
measuring or monitoring of protective measures, can be found on the IEC website.

The committee has decided that the contents of this publication will remain unchanged until
the stability date indicated on the IEC web site under "http://webstore.iec.ch" in the data
related to the specific publication. At this date, the publication will be

e reconfirmed,

e withdrawn,

e replaced by a revised edition, or

e amended.
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INTRODUCTION

IEC 61508 deals with functional safety, this topic being of upmost importance for safety
related systems. Functional safety may be applicable to IT systems where safety is based on
insulation monitoring devices (IMD) and insulation fault location systems (IFLS), and also on
additional safety related measures (e.g. circuit-breakers).

Insulation monitoring devices and insulation fault location systems comprise electrical and
electronic components and can comprise embedded software.

Product requirements for these devices are defined in IEC 61557-8 and IEC 61557-9. These
standards include elementary requirements which need to be taken into account for the
functional safety approach according to IEC 61557-15, but do not cover the whole range of
requirements which shall be fulfilled for the assignment of a defined level of functional safety
and for the respective validation.

IEC 61508 series covers basic aspects to be considered when electrical and electronic
systems are used to carry out safety functions. One of the major objectives of this series of
standards is to facilitate the development of international application or equipment standards
by the responsible technical committee. This will allow the technical committee to take the
special requirements of their application fully into account.

It is recognized that there is a great variety of applications of insulation monitoring devices
and of insulation fault location systems in IT systems. This part of IEC 61557 defines basic
safety functions as well as their related levels of functional safety (SIL) and defines feasible
measures and principles to develop and validate these devices and systems under functional
safety aspects.

Figure 1 shows the link between IEC 61557-15 and the relevant product, safety and EMC
standards as well as the link to the IEC 61508 series.

IEC 61557-1

General requirements

IEC 61557-8 - | |

' . . | |
nsulation monitoring i |
devices (IMD) - IEC 61326-3-1 Ll IEC 61557-15 , IEC 61508 |

! series 1

EMC requirements Functional ' !

(functional safety) safety 1 Functional 1

to be used in requirements 4_1 safety :

combination with for IMDs | basic standard |

IEC 61557-9 : IEC 61326-2-4 and IFLSs i i
Insulation fault location i |
systems (IFLS) - L | i

1 1

U |

IEC 0440/14

Figure 1 — Relationship between IEC 61557-15 and related standards

This part of IEC 61557 does not cover phases 1 to 9 and 11 to 16 of IEC 61508-1 for the
complete IT systems. In particular, this standard does not cover the use of IMDs and IFLSs in
customer application.
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NOTE 1 An insulation fault location system (IFLS) can consist of several devices according to IEC 61557-9:
insulation fault locator (IFL), locating current injector (LCI), locating current sensor (LCS), insulation monitoring
device (IMD) according to IEC 61557-8.

IMDs and IFLSs are not protective devices in general, but they are part of the protective
measures in IT systems. IMDs and IFLSs function as permanent monitoring of the insulation
resistance of the unearthed IT system and the localization of insulation faults in any part of
the system can be seen as safety functions which are part of the protective measures in an IT
system.

This part of IEC 61557 only applies to IMDs and IFLSs implementing SIL 1 and SIL 2 related
safety functions. Higher SIL levels are not specified in this standard because those levels are
generally not required for IMDs and IFLSs in IT systems.

Conformance to this standard may be required for IMDs or IFLSs when functional safety is
requested in the respective application within IT systems. However, it does not generally
dictate that for these devices, a defined level of functional safety according to this standard is
required.

NOTE 2 Examples of applications where functional safety can be requested depending on the risk analysis are:
—  chemistry,

— mines,

— marine,

— hospital,

—  photovoltaic farms,

— railway signalling systems,

— control systems ( e.g. in nuclear power plants),

- etc.

Examples of typical applications are provided in Annex F.
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ELECTRICAL SAFETY IN LOW VOLTAGE DISTRIBUTION SYSTEMS UP TO
1000 VAC AND 1500V DC - EQUIPMENT FOR TESTING, MEASURING OR
MONITORING OF PROTECTIVE MEASURES -

Part 15: Functional safety requirements for insulation monitoring devices
in IT systems and equipment for insulation fault location in IT systems

1 Scope

This part of IEC 61557 specifies requirements related to functional safety and is based on the
IEC 61508 standard series for the realization of insulation monitoring devices (IMD) as
specified in IEC 61557-8 and for insulation fault location systems (IFLS) according to
IEC 61557-9, according to phase 10 of the IEC 61508-1 lifecycle. These devices provide
safety related functions for IT systems.

This part of IEC 61557 is:
— concerned only with functional safety requirements intended to reduce the functional risk
during the use of IMDs and IFLSs;

— restricted to risks arising directly from the device itself or from several IMDs or IFLSs
working together in a system;

— intended to define the basic safety functions provided by the devices.

This part of IEC 61557 does not:

— deal with electrical safety according to IEC 61010-1 and the requirements of IEC 61557-8
and IEC 61557-9;

— cover the hazard and risk analysis of a particular use of the IMD or IFLS;

— identify all the safety functions for the application in which the IMD or IFLS is used;

— cover the IMD or IFLS manufacturing process.

Functional safety requirements depend on the application and should be considered as part of

the overall risk assessment of the specific application. The supplier of IMDs and IFLSs is not

responsible for the application. The application designer is responsible for the risk

assessment and for specifying the overall functional safety requirements of the complete IT

system and he should select the functional safety level (SIL) of the IMD and/or IFLS when
their safety function is part of the functional safety assessment in the IT system.

2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and
are indispensable for its application. For dated references, only the edition cited applies. For
undated references, the Ilatest edition of the referenced document (including any
amendments) applies.

IEC 61508-1:2010, Functional safety of electrical/electronic/programmable electronic safety-
related systems — Part 1: General requirements

IEC 61508-2:2010, Functional safety of electrical/electronic/programmable electronic safety-
related systems — Part 2: Requirements for electrical/electronic/programmable electronic
safety-related systems
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IEC 61508-3:2010, Functional safety of electrical/electronic/programmable electronic safety-
related systems — Part 3: Software requirements

IEC 61508-4:2010, Functional safety of electrical/electronic/programmable electronic safety-
related systems — Part 4: Definitions and abbreviations

IEC 61508-5:2010, Functional safety of electrical/electronic/programmable electronic safety-
related systems — Part 5: Examples of methods for the determination of safety integrity levels

IEC 61508-6:2010, Functional safety of electrical/electronic/programmable electronic safety-
related systems — Part 6: Guidelines on the application of IEC 61508-2 and IEC 61508-3

IEC 61557-1, Electrical safety in low voltage distribution systems up to 1 000 V a.c. and
1500 V d.c. — Equipment for testing, measuring or monitoring of protective measures — Part 1:
General requirements

IEC 61557-8, Electrical safety in low voltage distribution systems up to 1 000 V a.c. and
1 500 V d.c. — Equipment for testing, measuring or monitoring of protective measures — Part 8:
Insulation monitoring devices for IT systems

IEC 61557-9:2009, Electrical safety in low voltage distribution systems up to 1 000 V a.c. and
1 500 V d.c. — Equipment for testing, measuring or monitoring of protective measures — Part 9:
Equipment for insulation fault location in IT systems

IEC 61326-2-4:2012, Electrical equipment for measurement, control and laboratory use —
EMC requirements — Part 2-4: Particular requirements — Test configurations, operational
conditions and performance criteria for insulation monitoring devices according to
IEC 61557-8 and for equipment for insulation fault location according to IEC 61557-9

IEC 61326-3-1:2008, Equipment for measurement, control and laboratory use — EMC
requirements — Part 3-1: Immunity requirements for safety-related systems and for equipment
intended to perform safety-related functions (functional safety) — General industrial
applications

3 Terms, definitions and abbreviations

3.1 Terms and definitions

For the purposes of this document, the definitions given in IEC 61557-1, IEC 61557-8 and
IEC 61557-9 and the following apply.

311
hazard
potential source of harm

Note 1 to entry: The term includes danger to persons arising within a short time scale (for example, fire and
explosion) and those that have a long-term effect on a person’s health (for example, release of a toxic substance).

[SOURCE: ISO/IEC Guide 51:1999, 3.5, modified — The note has been adapted.]

3.1.2

electrical hazard

potential source of harm when electric energy is present in an electrical installation or
equipment

[SOURCE: IEC 60050-651:1999, 651-01-30, modified — The note has been deleted.]
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3.1.3

hazardous situation

circumstance in which people, property or the environment are exposed to one or more
hazards

[SOURCE: IEC 61508-4:2010, 3.1.3]

3.1.4
hazardous event
event that may result in harm

Note 1 to entry: Whether or not a hazardous event results in harm depends on whether people, property or the
environment are exposed to the consequence of the hazardous event and, in the case of harm to people, whether
any such exposed people can escape the consequences of the event after it has occurred.

[SOURCE: IEC 61508-4:2010, 3.1.4]

3.1.5
harmful event
occurrence in which a hazardous situation or hazardous event results in harm

Note 1 to entry: Adapted from ISO/IEC Guide 51:1999, 3.4, to allow for a hazardous event.

[SOURCE: IEC 61508-4:2010, 3.1.5]

3.1.6
risk
combination of the probability of occurrence of harm and the severity of that harm

[SOURCE: ISO/IEC Guide 51:1999, 3.2]

3.1.7
tolerable risk
risk which is accepted in a given context based on the current values of society

Note 1 to entry: Tolerable risk is achieved by the iterative process of risk assessment (risk analysis and risk
evaluation) and risk reduction.

[SOURCE: ISO/IEC Guide 51:1999, 3.7, modified — Note 1 to entry has been added.]

3.1.8
residual risk
risk remaining after protective measures have been taken

[SOURCE: ISO/IEC Guide 51:1999, 3.9]

3.1.9
safety
freedom from unacceptable risk

[SOURCE: ISO/IEC Guide 51:1999, 3.1, modified — The note has been deleted.]

3.1.10

functional safety

part of the overall safety relating to the EUC and the EUC control system that depends on the
correct functioning of the E/E/PE safety related system and other risk reduction measures

[SOURCE: IEC 61508-4:2010, 3.1.12]
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3.1.11
safe state
state of the EUC when safety is achieved

Note 1 to entry: In going from a potentially hazardous condition to the final safe state, the EUC may have to go
through a number of intermediate safe states. For some situations a safe state exists only so long as the EUC is
continuously controlled. Such continuous control may be for a short or an indefinite period of time.

[SOURCE: IEC 61508-4:2010, 3.1.13]

3.1.12

reasonable foreseeable misuse

use of a product, process or service in a way not intended by the supplier, but which may
result from readily predictable human behaviour

[SOURCE: ISO/IEC Guide 51:1999, 3.14]

3.1.13

environment

all relevant parameters that can affect the achievement of functional safety in the specific
application under consideration and in any safety lifecycle phase

Note 1 to entry: This would include, for example, physical environment, operating environment, legal environment
and maintenance environment.

[SOURCE: IEC 61508-4:2010, 3.2.2]

3.1.14

fault

abnormal condition that may cause a reduction in, or a loss of, the capability of a functional
unit to perform a required function

[SOURCE: IEC 61508-4:2010, 3.6.1; based on ISO/IEC 2382-14:1997, 14-01-10]

3.1.15

fault avoidance

use of techniques and procedures that aim to avoid the introduction of faults during any phase
of the safety lifecycle of the safety related system

[SOURCE: IEC 61508-4:2010, 3.6.2]

3.1.16

fault tolerance

ability of a functional unit to continue to perform a required function in the presence of faults
or errors

Note 1 to entry: The definition in IEC 60050-191-15-05 refers only to sub-item faults (the attribute of an item that
makes it able to perform a required function in the presence of certain given sub-item faults).

[SOURCE: IEC 61508-4:2010, 3.6.3, modified — The note has been adapted; based
ISO/IEC 2382-14:1997, 14-01-10]

3.1.17

failure

termination of the ability of a functional unit to provide a required function or operation of a
functional unit in any way other than as required

Note 1 to entry: This is based on IEC 60050-191-04-01 with changes to include systematic failures due to, for

example, deficiencies in specification or software. Documents
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Note 2 to entry: See Figure 4 of IEC 61508-4:2010 for the relationship between faults and failures, both in the
IEC 61508 series and IEC 60050-191.

Note 3 to entry: Performance of required functions necessarily excludes certain behaviour, and some functions
may be specified in terms of behaviour to be avoided. The occurrence of such behaviour is a failure.

Note 4 to entry: Failures are either random (in hardware) or systematic (in hardware or software).

[SOURCE: IEC 61508-4:2010, 3.6.4, modified — Figure 4 has been deleted.]

3.1.18

safety lifecycle

necessary activities involved in the implementation of safety-related systems, occurring during
a period of time that starts at the concept phase of a project and finishes when all of the
E/E/PE safety related system are no longer available for use

[SOURCE: IEC 61508-4:2010, 3.7.1, modified — Notes 1 and 2 have been deleted.]

3.1.19

proven in use

demonstration, based on an analysis of operational experience for a specific configuration of
an element, that the likelihood of dangerous systematic faults is low enough so that every
safety function that uses the element achieves its required safety integrity level

[SOURCE: IEC 61508-4:2010, 3.8.18]

3.1.20

safety integrity level

SIL

discrete level (one out of a possible two), corresponding to a range of safety integrity values,
for specifying the safety integrity requirements of a safety function allocated (in whole or in
part) to an IMD or IFLS

Note 1 to entry: SIL 2 has the highest level of safety integrity and SIL 1 has the lowest according to this standard.

Note 2 to entry: SIL 3 and SIL 4 are not considered in this standard as it is not relevant to the risk reduction
requirements normally associated with IMDs and IFLSs. For applicable requirements to SIL 3 and SIL 4 see
IEC 61508.

[SOURCE: IEC 61508-4:2010, 3.5.8, modified — Note 3 has been deleted.]

3.1.21

safety function

function to be implemented by an E/E/PE safety-related system or other risk reduction
measures, that is intended to achieve or maintain a safe state for the EUC, in respect of a
specific hazardous event

EXAMPLE: Examples of safety functions include:

— functions that are required to be carried out as positive actions to avoid hazardous situations (for example
switching off a motor); and

— functions that prevent actions being taken (for example preventing a motor starting).

[SOURCE: IEC 61508-4:2010, 3.5.1]

3.1.22

dangerous failure

failure of an element and/or subsystem and/or system that plays a part in implementing the
safety function that:

a) prevents a safety function from operating when required (demand mode), or causes a
safety function to fail (continuous mode) such that the EUC is put into a h%&tﬁments

potentially hazardous state, or
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b) decreases the probability that the safety function operates correctly when required

[SOURCE: IEC 61508-4:2010, 3.6.7]

3.1.23

safe failure

failure of an element and/or subsystem and/or system that plays a part in implementing the
safety function that:

a) results in the spurious operation of the safety function to put the EUC (or part thereof) into
a safe state or maintain a safe state, or

b) increases the probability of the spurious operation of the safety function to put the EUC
(or part thereof) into a safe state or maintain a safe state

[SOURCE: IEC 61508-4:2010, 3.6.8]

3.1.24

diagnostic coverage

DC

fraction of dangerous failures detected by automatic on-line diagnostic tests

Note 1 to entry: The fraction of dangerous failures is computed by using the dangerous failure rates associated
with the detected dangerous failures divided by the total rate of dangerous failures.

Note 2 to entry: The dangerous failure diagnostic coverage is computed using the following equation, where DC is
the diagnostic coverage, App is the detected dangerous failure rate and Ap 1tal is the total dangerous failure rate:

DC = 2700
Z%total

Note 3 to entry: This definition is applicable providing the individual components have constant failure rates.

[SOURCE: IEC 61508-4:2010, 3.8.6, modified — Part of the definition has been moved into
Note 1 to entry and the other notes have been renumbered accordingly.]

3.1.25

diagnostic test(s)

test(s) intended to detect faults or failures and to produce a specified output information or
activity when a fault or failure is detected

Note 1 to entry: Diagnostic tests can be carried out by manual activation of the tests or by automatic self-test of
the devices.

[SOURCE: IEC 61800-5-2:2007, 3.4, modified — Note 1 to entry has been added.]

3.1.26

validation

confirmation by examination and provision of objective evidence that the particular
requirements for a specific intended use are fulfilled

Note 1 to entry: In this standard there are three validation phases:

— overall safety validation (see Figure 2 of IEC 61508-1:2010);

— E/E/PE system validation (see Figure 3 of IEC 61508-1:2010);

— software validation (see Figure 4 of IEC 61508-1:2010).

Note 2 to entry: Validation is the activity of demonstrating that the safety-related system under consideration,
before or after installation, meets in all respects the safety requirements specification for that safety-related system.

Therefore, for example, software validation means confirming by examination and provision of objective evidence
that the software satisfies the software safety requirements specification.

[SOURCE: IEC 61508-4:2010, 3.8.2] Documents
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3.1.27

verification

confirmation by examination and provision of objective evidence that the particular
requirements for a specific intended use are fulfilled

Note 1 to entry: In the context of this standard, verification is the activity of demonstrating for each phase of the
relevant safety lifecycle (overall E/E/PE system and software)), by analysis, mathematical reasoning and/or tests,
that, for the specific inputs, the outputs meet in all respects the objectives and requirements set for the specific
phase.

EXAMPLE Verification activities include:

— reviews on outputs (documents from all phases of the safety lifecycle) to ensure compliance with the
objectives and requirements of the phase, taking into account the specific inputs to that phase;

— design reviews;
— tests performed on the designed products to ensure that they perform according to their specification;

— integration tests performed where different parts of a system are put together in a step-by-step manner and by
the performance of environmental tests to ensure that all the parts work together in the specified manner.

[SOURCE: IEC 61508-4:2010, 3.8.1]

3.1.28

insulation monitoring device

IMD

device which permanently monitors the insulation resistance to earth of unearthed IT a.c.
systems, IT a.c. systems with galvanically connected d.c. circuits having nominal voltages up
to 1 000 V a.c., as well as monitoring the insulation resistance of unearthed IT d.c. systems
with voltages up to 1 500 V d.c., independent from the method of measuring

[SOURCE: IEC 61557-8:2007, Clause 1, modified — The scope has been adapted to form of a
definition.]

3.1.29

insulation fault location system

IFLS

device or combination of devices used for insulation fault location in IT systems

Note 1 to entry: The insulation fault location system is used in addition to an insulation monitoring device. It
injects a locating current between the electrical system and earth and locates insulation faults

[SOURCE: IEC 61557-9:2009, 3.1, modified — Part of the definition has been moved into Note
1 to entry.]

3.1.30

equipment under control

EUC

equipment, machinery, apparatus or plant used for manufacturing, process, transportation,
medical or other activities;, whose power supply system is an IT system such as described in
IEC 60364-4-41

Note 1 to entry: The SRS is separate and distinct from the EUC.

Note 2 to entry: In IEC 61557-15 EUC is the IT system in which the IMD or IFLS is installed.

[SOURCE: IEC 61508-4:2010, 3.2.1 modified — Notes 1 and 2 to entry have been added.]

3.1.31

safety-related system
SRS

designated system that both
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— implements the required safety functions necessary to achieve or maintain a safe state for
the EUC; and

— is intended to achieve, on its own or with other E/E/PE safety-related systems and other
risk reduction measures, the necessary safety integrity for the required safety functions

Note 1 to entry: The term refers to those systems, designated as safety-related systems, that are intended to
achieve, together with the other risk reduction measures (see IEC 61508-4:2010, 3.4.2), the necessary risk
reduction in order to meet the required tolerable risk (see IEC 61508-4:2010, 3.1.7). See also Annex A of
IEC 61508-5:2010.

Note 2 to entry: Safety-related systems are designed to prevent the EUC from going into a dangerous state by
taking appropriate action on detection of a condition which may lead to a hazardous event. The failure of a safety-
related system would be included in the events leading to the determined hazard or hazards. Although there may
be other systems having safety functions, it is the safety-related systems that have been designated to achieve, in
their own right, the required tolerable risk. Safety-related systems can broadly be divided into safety-related control
systems and safety-related protection systems.

Note 3 to entry: Safety-related systems may be an integral part of the EUC control system or may interface with
the EUC by sensors and/or actuators. That is, the required safety integrity level may be achieved by implementing
the safety functions in the EUC control system (and possibly by additional separate and independent systems as
well) or the safety functions may be implemented by separate and independent systems dedicated to safety.

Note 4 to entry: A safety-related system may be designed to:

a) prevent the hazardous event (i.e. if the safety-related systems perform their safety functions then no harmful
event arises);

b) mitigate the effects of the harmful event, thereby reducing the risk by reducing the consequences;

c) achieve a combination of a) and b).

Note 5 to entry: A person can be part of a safety-related system. For example, a person could receive information
from a programmable electronic device and perform a safety action based on this information, or perform a safety
action through a programmable electronic device.

Note 6 to entry: A safety-related system includes all the hardware, software and supporting services (for example,
power supplies) necessary to carry out the specified safety function (sensors, other input devices, final elements
(actuators) and other output devices are therefore included in the safety-related system).

Note 7 to entry: A safety-related system may be based on a wide range of technologies including electrical,
electronic, programmable electronic, hydraulic and pneumatic.

[SOURCE: IEC 61508-4:2010, 3.4.1]

3.1.32

probability of dangerous failure on demand

PFD

safety unavailability (see IEC 60050-191) of an E/E/PE safety-related system to perform the
specified safety function when a demand occurs from the EUC or EUC control system

Note 1 to entry: The [instantaneous] unavailability (as per IEC 60050-191) is the probability that an item is not in
a state to perform a required function under given conditions at a given instant of time, assuming that the required
external resources are provided. It is generally noted by U (t).

Note 2 to entry: The [instantaneous] availability does not depend on the states (running or failed) experienced by
the item before t. It characterizes an item which only has to be able to work when it is required to do so, for
example, an E/E/PE safety related system working in low demand mode.

Note 3 to entry: If periodically tested, the PFD of an E/E/PE safety-related system is, in respect of the specified
safety function, represented by a saw tooth curve with a large range of probabilities ranging from low, just after a
test, to a maximum just before a test.

[SOURCE: IEC 61508-4:2010, 3.6.17]

3.1.33

safety integrity

probability of an IMD or IFLS satisfactorily performing the specified safety functions under all
the stated conditions within a stated period of time

Note 1 to entry: The higher the level of safety integrity, the lower the probability that the safety-relat i
fail to carry out the specified safety functions or will fail to adopt a specified state when reqgiiiec. Bamments
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Note 2 to entry: In IEC 61508 there are four levels of safety integrity (SIL). For IMDs and IFLSs only SIL 1 and
SIL 2 are specified.

Note 3 to entry: In determining safety integrity, all causes of failures (both random hardware failures and
systematic failures) that lead to an unsafe state should be included, for example hardware failures, software
induced failures and failures due to electrical interference. Some of these types of failure, in particular random
hardware failures, may be quantified using such measures as the average frequency of failure in the dangerous
mode of failure or the probability of a safety-related protection system failing to operate on demand. However,
safety integrity also depends on many factors that cannot be accurately quantified but can only be considered
qualitatively.

Note 4 to entry: Safety integrity comprises hardware safety integrity and systematic safety integrity.

Note 5 to entry: This definition focuses on the reliability of the safety-related systems to perform the safety
functions (see IEC 60050-191-12-01 for a definition of reliability).

[SOURCE: IEC 61508-4:2010, 3.5.4, modified — Replaced "E/E/PE safety-related system" by
"IMD or IFLS".]

3.1.34

development lifecycle

way in which the following safety-related activities of IMD and IFLS development are included:
— the definition of safety functions
— planning of functional safety

— design and development

— integration and testing

— documentation

— organization of modifications

— verification

— validation

3.1.35

mode of operation
way in which a safety function operates

[SOURCE: IEC 61508-4:2010, 3.5.16, modified — Low demand mode, high demand mode and
continuous mode have been separated into new definitions.]

3.1.35.1

low demand mode
mode of operation which is only performed on demand, in order to transfer the EUC into a
specified safe state, and where the frequency of demands is no greater than one per year

Note 1 to entry: The E/E/PE safety-related system that performs the safety function normally has no influence on
the EUC or EUC control system until a demand arises. However, if the E/E/PE safety-related system fails in such a
way that it is unable to carry out the safety function then it may cause the EUC to move to a safe state (see 7.4.6
of IEC 61508-2:2010).

3.1.35.2

high demand mode
where the safety function is only performed on demand, in order to transfer the EUC into a
specified safe state, and where the frequency of demands is greater than one per year

3.1.35.3

continuous mode
where the safety function retains the EUC in a safe state as part of normal operation
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3.1.36

systematic faults

faults which can appear in the different phases of the lifecycle, including:
— specification errors,

— design and development errors,

— integration errors,

— errors at verification or validation,

— errors in the documentation and

— errors at installation and use

3.1.37

additional functions
functions in a safety related IMD or IFLS which are not designated as safety function

3.1.38

systematic safety integrity

part of the safety integrity of a safety-related system relating to systematic failures in a
dangerous mode of failure

Note 1 to entry: Systematic safety integrity cannot usually be quantified (as distinct from hardware safety integrity
which usually can).

[SOURCE: IEC 61508-4:2010, 3.5.6]

3.1.39

common cause failure

failure, that is the result of one or more events, causing concurrent failures of two or more
separate channels in a multiple channel system, leading to system failure

[SOURCE: IEC 61508-4:2010, 3.6.10]

3.1.40

diagnostic test interval

interval between on-line tests to detect faults in a safety-related system that has a specified
diagnostic coverage

[SOURCE: IEC 61508-4:2010, 3.8.7]

3.1.41

safe failure fraction

SFF

property of a safety related element that is defined by the ratio of the average failure rates of
safe plus dangerous detected failures and safe plus dangerous failures

Note 1 to entry: This ratio is represented by the following equation:

SFF = (Z)\S avg + ZADd avg) / (Z)\S avg + ZADd avg + Z)\Du avg)

when the failure rates are based on constant failure rates the equation can be simplified to:

SFF = (3As + SApg) ! (5As + SAog + SAou)

[SOURCE: IEC 61508-4:2010, 3.6.15, modified — Part of the definition has been moved into
Note 1 to entry.]
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3.1.42

mean time to restoration

MTTR

expected time to achieve restoration

Note 1 to entry: MTTR encompasses:

— the time to detect the failure (a); and,

— the time spent before starting the repair (b); and,

— the effective time to repair (c); and,

— the time before the component is put back into operation (d)

— the start time for (b) is the end of (a); the start time for (c) is the end of (b); the start time for (d) is the end of

(c).
[SOURCE: IEC 61508-4:2010, 3.6.21]

3.1.43

MooN architecture

architecture made up of a number (M) of independent channels, any of which (N) are
sufficient to perform the correct safety function

3.1.44

MooND architecture

architecture made up of a number (M) of independent channels, any of which (N) are
sufficient to perform the correct safety function plus diagnostics (D)

3.1.45

dangerous failure

failure of an element and/or subsystem and/or system that plays a part in implementing the
safety function that:

— prevents a safety function from operating when required (demand mode) or causes a
safety function to fail (continuous mode) such that the EUC is put into a hazardous or
potentially hazardous state; or

— decreases the probability that the safety function operates correctly when required.

[SOURCE: IEC 61508-4:2010, 3.6.7]

3.1.46

safe failure

failure of an element and/or subsystem and/or system that plays a part in implementing the
safety function that:

— results in the spurious operation of the safety function to put the EUC (or part thereof) into
a safe state or maintain a safe state; or

— increases the probability of the spurious operation of the safety function to put the EUC (or
part thereof) into a safe state or maintain a safe state

[SOURCE: IEC 61508-4:2010, 3.6.8]

3.1.47

dependent failure

failure whose probability cannot be expressed as the simple product of the unconditional
probabilities of the individual events that caused it

Note 1 to entry: Two events A and B are dependent, only if: P (A and B) > P (A) x P (B).
[SOURCE: IEC 61508-4:2010, 3.6.9]
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3.1.48

end of life

EOL

life cycle stage of a product starting when it is finally removed from its intended use-phase

[SOURCE: IEC Guide 109:2012, 3.1]

3.1.49

mean time to failure

MTTF

expectation of the time to failure

[SOURCE: IEC 60050-191:1990, 191-12-07]

3.1.50

insulation fault

defect in the insulation of an electric installation or equipment that can result either in an
abnormal current through this insulation or in a disruptive discharge

[SOURCE: IEC 60050-604:1987, 604-02-02, modified — Added "electric installation".]

3.1.50.1

symmetrical insulation fault

defect in the insulation of an electric installation or equipment creating a resistive path to
earth having approximately the same resistance from all phase conductors to earth

3.1.50.2

asymmetrical insulation fault

defect in the insulation of an electric installation or equipment creating a resistive path to
earth having different resistances from the phase conductors to earth

3.1.51

insulation resistance

Re

resistance in the system being monitored, including the resistance of all the connected
appliances to earth

[SOURCE: IEC 61557-8:2007, 3.2]

3.1.52

proof test

periodic test performed to detect dangerous hidden failures in a safety-related system so that,
if necessary a repair can restore the system to an “as new” condition or as close as practical
to this condition

[SOURCE: IEC 61508-4:2010, 3.8.5, modified — The notes have been deleted.]

3.1.53

process safety time

period of time between a failure, that has the potential to give rise to a hazardous event,
occurring in the EUC or EUC control system and the time by which action has to be completed
in the EUC to prevent the hazardous event occurring

[SOURCE: IEC 61508-4:2010, 3.6.20]
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3.1.54

system leakage capacitance

Ce

maximum permissible value of the total capacitance to earth of the system to be monitored,
including any connected appliances, up to which value the insulation monitoring device can
work as specified

[SOURCE: IEC 61557-8:2007, 3.6]

3.1.55

electrical/electronic/programmable electronic

E/E/PE

based on electrical (E) and/or electronic (E) and/or programmable electronic (PE) technology

Note 1 to entry: In IEC 61557-15, IMDs and/or IFLSs are the safety related devices which are designated as
E/E/PE in the IEC 61508 series.

[SOURCE: IEC 61508-4:2010, 3.2.13, modified — The note and example have been replaced
by Note 1 to entry.]

3.1.56

response sensitivity

value of the evaluating current or insulation resistance at which the evaluator responds under
specified conditions

[SOURCE: IEC 61557-9:2009, 3.4, modified — The note has been deleted.]

3.2 Abbreviations

For the purposes of this document, the abbreviations given in IEC 61557-1, IEC 61557-8 and
IEC 61557-9 and the following as outlined in Table 1 apply.

Table 1 — Abbreviations with reference

Abbreviation Terms Reference

DC Diagnostic coverage IEC 61508-4, 3.8.6
E/E/PE Electric, electronic, programmable electronic IEC 61508-4, 3.2.13
EMC Electromagnetic compatibility IEC 61000-1-1

EOL End of life IEC Guide 109:2012, 3.1
EUC Equipment under control IEC 61508-4

FMEA Failure mode and effect analysis IEC 60812

IFL Insulation fault locator IEC 61557-9

IFLS Insulation fault location system 3.1.29

IMD Insulation monitoring device 3.1.28

IT (system) I: all live parts isolated from earth (power system to earth) IEC 60364-1:2005, 312.2

T: direct connection of exposed-conductive parts to earth
(ground) independently of the earthing of any point of the power

system
LCI Locating current injector IEC 61557-9:2009, 3.7
LIW Local Insulation warning 4.21
LLW Local location warning 4.2.3
LTMW Local transformer monitoring warning 4.2.6
MooN Number (M) out of (N) independent channels IEC 61508-4:2010, Table 1
MooND Number (M) out of (N) independent channels with diagnostics IEC 61508-4:2 , Table 1
) ‘Bo&timents
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Abbreviation Terms Reference
MTTF Mean time to failure IEC 60050,191-12-07
MTTR Mean time to restoration IEC 61508-4:2010, 3.6.21
PFD Probability of dangerous failure on demand IEC 61508-4:2010, 3.6.17
PFH Probability of dangerous failure per hour IEC 61508-4:2010, 3.6.19
REDC Remote enabling / disabling command 4.2.5

RIW Remote insulation warning 4.2.2

RLW Remote Location warning 4.2.4

SFF Safe failure fraction IEC 61508-4:2010, 3.6.15
SIL Safety integrity level IEC 61508-4:2010, 3.5.8
SRS Safety related system IEC 61508-4:2010, 3.2.1

4 Definition of safety functions embedded in IMDs and IFLSs

4.1 General

Clause 4 describes functions of an IMD or IFLS that can be designated as safety function
according to this standard. The safety functions in Clause 4 are considered to form an
exhaustive list. Any other specific safety function, if any, shall comply with IEC 61508.

It is not mandatory to provide all these functions in an IMD or IFLS. It is generally not
mandatory to assign an SIL level to these functions. However, if an SIL level is assigned to
one of these functions, this function shall comply with the requirements specified in this
standard.

An SIL level is assigned to a function, not to a product. As a consequence, different safety
functions in an IMD or in an IFLS may have different SIL levels.

Where a safety function relies on limit values for parameters, the maximum tolerances of the
limit values shall be defined.

The safety integrity level of the application depends on the correct integration of the safety
function provided by the IMD or IFLS within the IT system (see user documentation in 7.2.6).

4.2 Definition of safety functions
4.2.1 Local insulation warning (LIW)

This function aims at issuing a warning signal when the insulation resistance between the
system and earth falls below a predetermined level.

This function includes the measurement of the insulation resistance R; of an IT system
including symmetrical and asymmetrical insulation faults, an assessment of this resistance
and a local safe warning.

The safe position shall be the warning position.

A local safe warning should be made by visual indicators and/or audible signals generated by
the product implementing the function.

NOTE Usually this function is provided by the IMD.
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Products claiming an SIL level with such a function shall comply with |IEC 61557-8,
additionally with IEC 61557-15 and, in particular with additional performance requirements
defined in 5.2.

4.2.2 Remote insulation warning (RIW)

This function aims at issuing a warning output signal when the insulation resistance between
the system and earth falls below a predetermined level.

This function includes the measurement of the insulation resistance of an IT system including
symmetrical and asymmetrical insulation faults, an assessment of this resistance and a
warning output.

The warning output shall be reported remotely with a safe output.

The safe position shall be the warning position.

NOTE 1 A relay contact output or an electronic switching output or a safe data communication can be used to
report the safe warning remotely.

NOTE 2 The warning output could also be used in some applications for switching.

Products claiming an SIL level with such a function shall comply with |IEC 61557-8,
additionally with IEC 61557-15 and, in particular with additional performance requirements
defined in 5.2.

4.2.3 Local location warning (LLW)

This functions aims at issuing a warning signal when the insulation resistance between the
system and earth falls below the response sensitivity.

This function includes the localization of an insulation fault in an IT system including
symmetrical and asymmetrical insulation faults, an assessment of this fault and a local safe
warning.

The safe position shall be the warning position.

A local safe warning should be made by visual indicators or audible signals generated by the
product implementing the function.

NOTE Usually this function is provided by the IFLS.

Products claiming an SIL level with such a function shall comply with IEC 61557-9,
additionally with IEC 61557-15 and, in particular, with additional performance requirements
defined in 5.2.

4.2.4 Remote location warning (RLW)

This functions aims at issuing a warning signal if the insulation resistance between the system
and earth falls below the response sensitivity.

This function includes the localization of an insulation fault in an IT system including
symmetrical and asymmetrical insulation faults, an assessment of this fault and a remote safe
warning.

The warning output shall be reported remotely with a safe output.
The safe position shall be the warning position.
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NOTE 1 A relay contact output or an electronic switching output or a safe data communication can be used to
report the safe warning remotely.

NOTE 2 The warning output could also be used in some applications for switching.

Products claiming an SIL level with such a function shall comply with IEC 61557-9,
additionally with IEC 61557-15 and, in particular with additional performance requirements
defined in 5.2.

4.2.5 Remote enabling / disabling command (REDC)

These functions are taking into account a remote command, either to enable the
measurement of the insulation resistance of an IT system or to disable this measurement.

The safe position shall be to enable the measurement of the insulation resistance of an IT
system.

NOTE A relay contact output, an electronic switching output or a safe data communication can be used to provide
the remote command.

Products claiming an SIL level with such a function shall comply with IEC 61557-8 or
IEC 61557-9, additionally with IEC 61557-15 and, in particular with additional performance
requirements defined in 5.2.

4.2.6 Local transformer monitoring warning (LTMW)

This function aims at issuing a local warning signal when the isolating transformer for IT
systems is working in abnormal conditions; either the current at the secondary side of the
transformer is too high or the temperature of the transformer is too high.

This function includes monitoring of the rated output current, monitoring of the temperature of
the transformer, an assessment of these measurements and a local safe warning.

The safe position shall be the warning position.

A local safe warning should be made by visual indicators and/or audible signals generated by
the product implementing the function.

NOTE Usually this function is provided by the IMD.

Products claiming an SIL level with such a function shall comply with IEC 61557-8 and
additionally, with IEC 61557-15, in particular with the additional performance requirements
defined in 5.2.

5 Requirements on products implementing safety-related functions

5.1 Requirement on non-safety-related functions

Where the IMD and IFLS include additional functions which are not designated as safety
function then all of the hardware and software shall be treated as safety-related unless it can
be shown that the implementation of the safety functions and additional functions are
sufficiently independent (i.e. that the failure of any additional function does not cause a
dangerous failure of the safety functions).

NOTE 1 Sufficient independence can be established by showing that the probability of a dependent failure
between the non-safety and safety-related parts is sufficiently low in comparison with the probability of a
dangerous failure for the highest safety integrity level associated with the safety functions involved.

NOTE 2 Additional functions of the IMD and IFLS can be for example, a facility for indicating the measured
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5.2 Additional performance requirements for products implementing safety functions
5.21 General
IMDs and IFLSs complying with SIL 1 or SIL 2 according to this standard shall implement the

following additional performance requirements in addition to the requirements of the product
standards IEC 61557-8 or IEC 61557-9.

NOTE Further specification and test of the requirements are included in IEC 61557-8 and IEC 61557-9.
5.2.2 Additional performance requirements for IMDs complying with SIL 1 or SIL 2

5.2.21 Performance of the IMD in case of the interruption of the connection to the
system to be monitored

IMDs complying with SIL 1 or SIL 2 shall comprise an indication if the connection to the
system to be monitored is lost in a manner that the monitoring function is not ensured. This
function includes monitoring of the connection to the line conductors of the system to be
monitored and to earth.

5.2.2.2 EMC

The safety functions of the IMD shall comply with IEC 61326-3-1 and with IEC 61326-2-4
according to 7.7.5.

5.2.3 Additional performance requirements for IFLSs complying with SIL 1 or SIL 2

5.2.3.1 Performance of the IFLS in case of the interruption of the connection to the
locating current sensor

IFLSs complying with SIL 1 or SIL 2 shall comprise an indication if the connection to one or
more locating current sensors is lost.

5.2.3.2 EMC

The safety functions of the IFLS shall comply with IEC 61326-3-1 and with IEC 61326-2-4
according to 7.7.5.

6 Management of functional safety during the development lifecycle

6.1 Management of functional safety for the IT system

The system integrator and the end-user are responsible for the application of IEC 61508 in
the related IT system where the development life cycle defined in Figure 2 applies.
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Figure 2 — Overall safety lifecycle applicable to an IT system

6.2 Use of IMDs and IFLSs in IT systems

Functional safety management objectives for IMDs and IFLSs are part of the functional safety
management for the IT system where they are installed.

This standard covers, for IMDs and IFLSs only, phase 10 of the overall safety lifecycle
applicable to an IT system. This standard does not cover phase 10 of the IT system
realisation.

6.3 Safety lifecycle of IMDs and IFLSs in the realisation phase

IMDs and IFLSs are part of the protective measures in IT systems. This standard defines
functional safety requirements for the realisation of IMDs and IFLSs according to Figure 3.
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From Box 10 of Figure 2
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To Box 12 of Figure 2 To Box 14 of Figure 2
IEC 0442/14

Figure 3 — IMD and IFLS safety lifecycle (in realisation phase)

7 Management of functional safety during the realisation lifecycle of IMDs and
IFLSs

7.1 General

Clause 7 identifies the activities necessary for the overall realisation process of IMDs and
IFLSs in order to ensure that the functional safety objectives are met. Management of
functional safety is conducted during all stages of the safety lifecycle of IMDs and IFLSs. The
development lifecycle is one important part of it. A functional safety plan shall be drawn up
and documented for each IMD and IFLS design project.

The following general activities are included in the development lifecycle:

— planning, organizing, controlling and communicating the functional safety development
process,

— ensuring competency of people for the functional safety activities,

— establishing, documenting and controlling the safety lifecycle process,

— defining and controlling the functional safety technical requirements,

— development of IMDs and IFLSs under functional safety premises,

— monitoring, reviewing and validation of the functional safety development process.

NOTE If conformity assessment according to ISO 9001 is provided, the functional safety development process
can reference the appropriate quality procedures.
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7.2 IMD and IFL design requirement specification (phase 10.1)
7.21 Specification of functional safety requirements
7.211 Specification of safety functionality requirements

Comprehensive and detailed safety functionality requirements including the safety functions
shall be included in the development specification or in a separate document.

Safety functionality requirements will be determined by the risk reduction strategy as outlined
in Annex A.

Specification of safety functionality requirements shall include:

— functional requirements specification:
e the operating conditions of IMDs and IFLSs
e a functional description of the IMDs and IFLSs
e the required response characteristics
e the description of the safety functions and their constraints
o the description of fault reactions and their constraints
e the description of the operating environment
e tests and test conditions
— EMC requirements

— safety integrity requirements specification.
7.21.2 Specification of safety integrity requirements

The safety integrity requirements shall be expressed as a target value for the probability of
dangerous failure on demand (PFD) of each IMD and IFLS.

IMDs and IFLSs are considered to operate in the low demand mode according to IEC 61508-2.

The safety integrity requirements shall be specified in terms of SIL in accordance with Table 2.
A method of SIL assignment is given in Annex A.

Table 2 — Safety integrity levels (SIL) and probability
of a dangerous failure on demand (PFD) of IMDs and IFLSs

Safety integrity level Probability of a dangerous failure on Risk reduction factor
(SIL) demand (PFD)
1 > 102 to 107" >10 to < 100
2 >1073to 1072 >100 to < 1 000
For IMDs and IFLSs only safety integrity levels of 1 and 2 are assumed in this standard.

7.2.2 Provisions for the development of safety functions

IMDs and IFLSs shall be developed to meet the requirements of the functional safety plan
according to 7.3.2 and the specification of functional safety requirements according to 7.2.1
and shall meet the following requirements:

— design and development (see 7.4);
— design standards;

— requirements for safety integrity and fault detection; Documents
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— architectural constraints on hardware safety integrity;
— the probability of dangerous random hardware failures;
— systematic safety integrity;

— the avoidance of failures;

— the control of systematic faults;

— the behaviour on detection of faults;

— the design and development of safety related software.

The design of IMDs and IFLSs shall take into account human capabilities and limitations
including reasonably foreseeable misuse.

The design includes its diagnostic and failure reaction functions shall be documented and
verified at appropriate stages according to the functional safety plan.

7.2.3 Verification plan for the development of safety functions
The verification plan shall be developed and shall contain at least the following items:

— description of verification strategies,
— organizational structure for verification,
— selection and utilization of test equipment,
— description of verification activities,
— plan for the review of specifications:
e functional safety plan,
e specification of functional safety requirements,
e specification of safety functionality requirements,
e specification of safety integrity requirements,

e specification for commissioning, installation and setting into operation.

The plan shall be reviewed and updated during the development lifecycle, if necessary.

7.2.4 Validation plan for the development of safety functions
The validation plan shall be developed and shall contain at least the following items:

— description of validation strategies

— organizational structure for validation,

— acceptance criteria for validation,

— actions at failure to meet the acceptance criteria.

The plan shall be reviewed and updated during the development lifecycle, if necessary.

7.2.5 Planning of commissioning, installation and setting into operation

The plan for commissioning, installation and putting into operation shall be developed and
shall contain at least the following items:

— description of special actions,

— requirements on the organization and persons,

— documentation on the process of putting into operation,

— documentation on testing the putting into operation process.

Documents

Document Sharing Hub

Full document details: IEC 61557-15 2014


http://www.avadocuments.com/doc/iec-61557-15-2014
http://www.avadocuments.com/doc/iec-61557-15-2014

61557-15 © IEC:2014 -31-

The plan shall be reviewed and updated during the development lifecycle, if necessary.

7.2.6 Planning of user documentation

The plan for user documentation shall be developed and shall contain at least the following
items:

— information on the safety functions,

— information on safety integrity,

— information on user activities for commissioning, installation, the process of putting into
operation, operation, modification and decommissioning,

— end of life information, if applicable.

The plan shall be reviewed and updated during the development lifecycle, if necessary.

7.3 IMD and IFLS safety validation planning (phase 10.2)
7.3.1 General

A functional safety plan shall be established for the entire development lifecycle of IMDs and
IFLSs. The plan shall define the activities during the lifecycle according to the requirements of
Clauses 5 to 9 and shall be updated if necessary during the development process. The plan
shall also identify the organizational details for the activities. It shall be incorporated as a
section “functional safety plan” in the quality management plan or it may be a separate
document.

7.3.2 Functional safety plan
The functional safety plan shall include the following items as a minimum:

— identify the relevant activities specified in Clauses 6, 7 and 8;

— identify the organization (persons, departments or other units or resources) that is
responsible for carrying out and reviewing each of the activities specified in Clauses 6, 7
and 8;

— identify or establish the procedures and resources to record and maintain information
relevant to the functional safety of the IMD and IFLS:

e results of the hazard identification and risk assessment;

o safety functions together with their safety requirements;

e organization responsible for maintaining functional safety;

e procedures necessary to achieve and maintain functional safety for the IMD and IFLS.

— describe the strategy for configuration management taking into account relevant
organization issues, such as authorized persons and internal structures of the
organization.

— establish a verification plan that shall include:
e integration of the verification in the quality management;
e details of persons, departments or units who shall carry out the verification;
e selection of verification strategies and techniques;
e selection of verification activities;
e acceptance criteria;
e means to be used for the evaluation of verification results.
— establish a validation plan including:

e requirements for the validation;
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e identification of the relevant modes of operation of the IMD and IFLS;
e the technical strategy for validation, for example analytical methods or statistical tests;
e acceptance criteria;

e actions to be taken in the event of failure to meet the acceptance criteria.

The validation plan should indicate whether IMDs and IFLSs are to be subjected to routine
production, testing, type testing and/ or sample testing and which special tests are necessary
for functional safety purposes.

7.4 IMD and IFLS design and development (phase 10.3)
7.4.1 General

The design and development of IMDs and IFLSs shall, with regard to functional safety, be in
accordance with the specification of the functional safety requirements. Where IMDs and
IFLSs include safety and additional functions, then all the hardware and software that can
negatively affect any safety function under normal and fault conditions shall be treated as a
safety function and shall comply with the respective SIL. This consideration is not necessary
when safety functions and additional functions are adequate independent from each other.

Wherever practicable, the safety functions should be separated from the additional functions
in hard and software and the links or interfaces between them should be clearly defined.

NOTE Adequate independent means that the failure of any additional function in hard or software is not capable
of causing a dangerous failure of any safety function.

The design of IMDs and IFLSs shall take into account human capabilities and limitations and
shall be suitable for the operators and maintenance staff of the devices.

7.4.2 Design standards

IMDs and IFLSs shall be designed in accordance with IEC 61557-8 and IEC 61557-9
respectively.

7.4.3 Realization

IMDs and IFLSs shall be realized in accordance with their functional safety plan and the
specifications of functional safety requirements (see 7.3.2 and 7.2.1).

7.4.4 Safety integrity and fault detection
IMDs and IFLSs shall comply with the requirements for:

— hardware safety integrity, comprising of:

e hardware requirements (see 7.4.6);

e architectural constraints on hardware safety integrity (see 7.4.12);

e the requirements for the probability of dangerous failure on demand (PFD) (see 7.4.9);
— software requirements (see 7.4.7)
— systematic safety integrity comprising of:

e requirements for the safety integrity level (SIL) (see 7.4.5);

e EMC requirements (see 7.7.5);

e requirements for data communication when applicable (see 7.4.14.3.4);

e requirements for the avoidance of failures (see 7.4.14.1)

e requirements for the control of systematic faults (see 7.4.14.2)
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e proven in use approach (see Clause 9), evidence that the components fulfil the
relevant requirements

— behaviour on the detection of a fault (see 7.4.14.3)
7.4.5 Safety integrity level (SIL) assignment

The SIL level of the safety function shall apply both to the related software and hardware.

If different SIL levels are assigned to different safety functions of a single device, the highest
SIL shall be used unless it can be proven that the different safety functions are sufficiently
independent in hardware and software.

Sufficient independence shall be established by showing that the probability of a dependent
failure between the parts implementing safety functions of different integrity levels is
sufficiently low in comparison with the probability of a dangerous failure for the highest safety
integrity level associated with the safety functions involved.

7.4.6 Hardware requirements

IMDs and IFLSs shall be designed to meet the requirements of the functional safety
requirements specification.

The hardware designed and the documentation written during the design and documentation
lifecycle phase of IMDs and IFLSs shall meet all of the following:

— the requirements for HW safety integrity comprising the architectural constraints on HW
safety integrity of 7.4.12, and the requirements for the probability of random HW failures
(PFD) of 7.4.9;

— the requirements for systematic safety integrity comprising, the requirements for the
avoidance of failures of 7.4.14.1, and the requirements for the control of systematic faults
of 7.4.14.2;

— the requirements on the IMD and IFLS with regard to fault detection behaviour according
to 7.4.14.3;

— independence of safety functions and additional functions unless all will be treated as
safety related. The independence shall be such that failures in the additional parts shall
not cause dangerous failures in the safety part. The method of achieving this
independence and the justification of the method shall be documented.

7.4.7 Software requirements

Software for the safety functions shall be in accordance with the requirements defined in
IEC 61508-3 for the specific SIL.

NOTE Some guidance about the use of IEC 61508-3 can be found in Annex D.
7.4.8 Review of requirements

The requirements for safety-related hardware and software shall be reviewed to ensure that
they are adequately specified. In particular, the following shall be considered:

— safety functions;
— safety integrity requirements;

— equipment and operator interfaces.
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7.4.9 Requirements for the probability of dangerous failure on demand (PFD)
7.4.91 General

The PFD of each safety function (or group of simultaneously used safety functions) to be
performed by IMDs and IFLSs, estimated according to 7.4.9 and Annex B, shall be equal to or
less than the target failure data (see Table 2) as specified in the safety integrity requirements
specification (see 7.2.1.2).

The PFD value as defined by the SIL refers to a complete safety function.

The PFD of each safety function (or group of simultaneously used safety functions) of the IMD
or IFLS shall be estimated separately.

NOTE 1 A number of modelling methods are available and the most appropriate method is a matter for the analyst
and will depend on the circumstances. Available methods include:

— fault tree analysis (see IEC 61025);

— Markov models (see IEC 61165);

— reliability block diagrams (see IEC 61078).

— see also IEC 60300-3-1.

NOTE 2 The mean time to restoration (MTTR) that is considered in the reliability model will need to take into

account the diagnostic and proof test intervals, the repair time and any other delays prior to restoration, and the
mission time.

NOTE 3 Failures due to common cause effects and data communication processes can result from effects other
than actual failures of hardware components (for example decoding errors). However, such failures are considered,
for the purposes of this standard, as random hardware failures (see Annex D of IEC 61508-6:2010).

NOTE 4 |EC 61508-6:2010, Annex B describes a simplified approach which can be used to estimate the
probability of dangerous failure of a safety function due to random hardware failures in order to determine that
architecture meets the required target failure measure.

7.4.9.2 Estimation of PFD

The PFD of each safety function to be performed by the IMD or IFLS, due to random hardware
failures shall be estimated by applying Annex A of IEC 61508-2:2010, taking into account:

— the architecture of the IMD and IFLS as it relates to each safety function under
consideration;

— the estimated failure rate of each subsystem of the IMD and IFLS in any modes which
would cause a dangerous failure of the IMD and IFLS but which are detected by diagnostic
tests;

— the estimated failure rate of each subsystem of the IMD and IFLS in any modes which
would cause a dangerous failure of the IMD and IFLS which are undetected by the
diagnostic tests;

— the susceptibility of the IMD and IFLS to common cause failures (see Annex D of
IEC 61508-6:2010);

— the diagnostic coverage (DC) of the diagnostic tests (determined according to Annex A
and Annex C of IEC 61508-2:2010) and the associated diagnostic test interval;

NOTE 1 When establishing the diagnostic test interval, the intervals between all of the tests which contribute
to the diagnostic coverage will need to be considered.

— the intervals at which proof tests are undertaken to reveal dangerous faults which are
undetected by diagnostic tests;

In practice, proof testing may be difficult to implement for certain parts of the IMD and IFLS.

In such cases, the proof test interval may be assumed to be the mission time of those parts or
of the IMD and IFLS itself.

— the repair times for detected failures; Documents
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NOTE 2 The repair time will constitute one part of the mean time to restoration (MTTR) which will also
include the time taken to detect a failure and any time period during which repair is not possible (see Annex B
of IEC 61508-6:2010 as an example of how the mean time to restoration can be used to calculate the
probability of failure). For situations where repair can only be carried out during a specific period of time, for
example while the IT system is shut down and in a safe state, it is particularly important that full account is
taken of the time period when no repair can be carried out, especially when this is relatively large.

— the probability of dangerous failure of any data communication process (see 7.4.14.3.4), if
applicable.

7.4.10 Failure rate data
Component failure rate data shall be obtained from:

— arecognized source; or

— estimates based upon those components that are considered to be proven in use (see
Clause 9).

The expected average operating temperature for a component should be used when
estimating its failure rate.

Any failure rate data used should have a confidence level of at least 60 % when taken from a
reliability handbook, at least 70 % when taken from other kinds of assessment (e.g. self-
assessment or manufacturer-assessment).

NOTE Data can be derived from that, published in a number of standards (see Annex C) and industry sources.

If component specific failure data are available, then this is preferred. If this is not the case,
then generic data should be used.

Although a constant failure rate is assumed by most probabilistic estimation methods, this
only applies provided that the useful lifetime of components is not exceeded. Beyond their
useful lifetime (i.e. as the probability of failure significantly increases with time), the results of
most probabilistic calculation methods are therefore meaningless. Thus, any probabilistic
estimation should include a specification of the components’ useful lifetimes. The useful
lifetime is highly dependent on the component itself and its operating conditions -
temperature in particular (for example, electrolytic capacitors can be very sensitive).

7.4.11 Diagnostic test interval

The diagnostic test interval of an IMD and IFLS shall be such as to enable the IMD and IFLS
to meet the requirement for the PFD (see 7.4.9.2).

Where a dangerous fault can lead to the loss of the safety function, detection of this fault
within the DC limits and initiation of a fault reaction is required in order to prevent a hazard.

Diagnostic and failure reaction functions shall be performed within the specified maximum
fault reaction time. The maximum fault reaction time shall be less than 8 h for IMDs and IFLSs.

The diagnostic test interval of any subsystem of the IMD and IFLS having a hardware fault
tolerance of zero, on which a safety function is entirely dependent, shall be such that the sum
of the diagnostic test interval and the time to perform the specified action (failure reaction
function) to achieve or maintain a safe state is less than the specified maximum fault reaction
time.

7.4.12 Architectural constraints
7.4.12.1 Limitations of SIL

In the context of hardware safety integrity, the highest safety integrity level that can be
claimed for a safety function is limited by the hardware fault tolerance and safe failpte fracii
Y Y Boctifients
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of the subsystems of IMD or IFLS that carry out that safety function. A hardware fault
tolerance of N means that N+1 faults could cause a loss of the safety function.

Table 3 in this standard is a combination of Table 1 and Table 2 specified in
IEC 61508-1:2010. It specifies the highest safety integrity level that can be claimed for a
safety function which uses a subsystem taking into account the hardware fault tolerance and
safe failure fraction of that subsystem (see Annex C of IEC 61508-2:2010). The requirements
of Table 3, shall be applied to each subsystem carrying out a safety function and hence every
part of the IMD or IFLS in those subsystems.

With respect to these requirements:
— in determining the hardware fault tolerance, no account shall be taken of other measures
(such as diagnostics) that may control the effects of faults;

— where one fault directly leads to the occurrence of one or more subsequent faults, these
are considered as a single fault;

— in determining hardware fault tolerance, certain faults may be excluded, provided that the
likelihood of them occurring is very low in relation to the safety integrity requirements of
the subsystem. Any such fault exclusions shall be justified and documented.

7.4.12.2 Type A and type B subsystems
7.4.12.2.1 Type A subsystem

A subsystem can be regarded as a type A subsystem, if for the components required to
achieve the safety function:

— the failure modes of all constituent components are well defined; and
— the behaviour of the subsystem under fault conditions can be completely determined; and

— there is sufficient dependable failure data from field experience to show that the claimed
failure rates for detected and undetected dangerous failures are met.

7.4.12.2.2 Type B subsystem

A subsystem shall be regarded as a type B subsystem if, for the components required to
achieve the safety function, one or more of the criteria of a type A subsystem is not satisfied.

This means that if at least one of the components of a subsystem satisfies the conditions for a
type B subsystem then the entire subsystem should be regarded as type B subsystem rather
than a type A subsystem.

NOTE For example, the control section consisting of micro controllers, etc. is considered as a type B subsystem.

7.4.12.3 Architectural constraints with regard to hardware fault tolerances and safe
failure fraction (SFF)

The architectural constraints of Table 3 apply for every type A subsystem or for every type B
subsystem forming part of the IMD or IFLS.
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Table 3 — Hardware safety integrity: architectural constraints
on type A and type B safety-related subsystems

Safe failure fraction? Hardware fault tolerance N (see 7.4.12)
Type A Type B 0 1 2
- <0 % to 60 % No SIL SIL 1 SIL 2
<0 % to <60 % 60 % to <90 % SIL 1 SIL 2 -b
60 % to <90 % 90 % to <99 % SIL 2 -b -b

a8 See 7.4.13 for details of the estimation of safe failure fraction (SFF).

b This standard applies only to IMDs and IFLSs with a safety integrity level not greater than SIL 2.

NOTE See Annex B.2 for examples of IMD and IFLS architectures.

7.4.13 Estimation of safe failure fraction (SFF)

7.4.13.1 Methods of analysis

To estimate the SFF of a subsystem, analysis (for example fault tree analysis or failure mode
and effects analysis (FMEA)) shall be performed to determine all the relevant faults and their

corresponding failure modes. The probability of each failure mode of the subsystem shall be
determined based on the probability of the associated fault(s).

7.4.13.2 Basis of data
The estimation of SFF shall be based upon either:

— statistically significant failure rate data collected from field experience; or

— component failure data from a recognized source.

See also 7.4.13.

7.4.13.3 Calculation of SFF

The safe failure fraction of a subsystem shall be calculated using Annex A and Annex C of
IEC 61508-2:2010.

7.4.14 Requirements for systematic safety integrity
7.4.14.1 Requirements for the avoidance of failures
7.4.1411 General

Techniques and measures shall be used which minimize the introduction of faults during the
design and development of the hardware of IMDs and IFLSs.

Tests as planned according to 7.4.14.1.4 shall be performed. See also 7.7.2.

7.4.14.1.2 Selection of design methods
In accordance with the required safety integrity level, the design method chosen shall ensure:

— transparency, modularity and other features which minimize complexity and enhance
comprehensibility of the design;
— clear and precise specification of

o functionality,
e subsystem interfaces, Documents
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e sequencing and time-related information,
e concurrency and synchronization;
— clear and precise documentation and communication of information;

— verification and validation.
7.4.14.1.3 Design measures
The following design measures shall be applied:

— proper design of the IMD or IFLS and/or subsystems including:

e the use of components within manufacturer specifications, for example temperature,
loading, power supply, power rating, and timing parameters;

e the derating of design parameters to improve reliability where necessary to achieve
target failure rates;

e the proper combination and assembly of subsystems, for example cabling, wiring and
any interconnections;

e the use of reviews and inspections for early detection of design defects.
— compatibility:

e using subsystems with compatible operating characteristics.
— withstanding specified environmental conditions:

o designing the IMD or IFLS so that it is capable of safe operation in all specified
environments, for example temperature, humidity, vibration, EM phenomena, pollution
degree, overvoltage category, altitude.

7.4.14.1.4 Test planning
During the design, the following different types of testing shall be planned as necessary:

— subsystem testing;

— integration testing;

— validation testing;

— configuration testing.

Documentation of the test planning shall include:

— types of tests to be performed and procedures to be followed;
— test environment, tools, configuration and programs;

— pass/fail criteria.

Automatic testing tools and integrated development tools shall be used, where applicable.

NOTE The integrity of such tools can be demonstrated by specific testing, by an extensive history of satisfactory
use or by independent verification of their output for the particular IMD or IFLS that is being designed.

7.4.14.1.5 Design maintenance requirements

A process for design maintenance and retesting, to ensure the safety integrity of the IMD or
IFLS remains at the required level during subsequent design revisions, shall be defined at the
design stage.

7.4.14.2 Requirements for the control of systematic faults
7.4.14.21 Design features
For controlling systematic faults, the design shall include features that make the Ilﬂaoo&tﬂﬁents

and its subsystems tolerant against:
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— residual design faults in the hardware, unless the possibility of hardware design faults can
be excluded by applying Table A.15 of IEC 61508-2:2010;

— environmental stresses, including electromagnetic disturbances, by applying Table A.16 of
IEC 61508-2:2010;

— mistakes made by the operator of the IMD or IFLS (see Table A.17 of IEC 61508-2:2010);
— residual design faults in the software (see 7.4.3 of IEC 61508-3:2010 and Table A.2);

— errors and other effects arising from any data communication process, if applicable (see
7.4.14.3.4).

7.414.2.2 Testability and maintainability

Testability and maintainability shall be considered during the design and development
activities in order to facilitate implementation of these properties in the final IMD or IFLS.

7.4.14.2.3 Human constraints

The design of the IMD or IFLS shall take into account human capabilities and limitations and
be suitable for the actions assigned to operators and maintenance staff. The design of
operator interfaces shall follow good human-factor practice and shall accommodate the likely
level of training or awareness of operators.

7.4.14.2.4 Protection against unintentional modification

The IMD or IFLS shall incorporate measures to protect (or facilitate protection) against
unintentional modifications to safety-related software, hardware, parameterization and
configuration.

NOTE See IEC 61508-7:2010, B.4.8.
7.4.14.2.5 Loss of electrical supply

The IMD or IFLS shall be specified and designed taking into account the effects of the loss
and return of electrical supply.

7.4.14.3 Behaviour on fault detection
7.4.14.3.1 Fault detection

When a dangerous failure is detected that can lead to the loss of the safety function the
system shall go into the safe position within the maximum process safety time.

For IMDs and IFLSs, the process safety time shall be less than 8 h.

7.4.14.3.2 Fault tolerance greater than zero

The detection of a dangerous fault (by automatic self-tests or by any other means) in any
subsystem which has a hardware fault tolerance greater than zero shall result in either:
— a failure reaction function, or

— the isolation of the faulty IMD or IFLS to allow continued safe operation of the system
whilst the faulty part is repaired. If the repair is not completed within the mean time to
restoration (MTTR) assumed in the calculation of the probability of dangerous failure (see
7.4.9), then a failure reaction function shall be initiated.

7.4.14.3.3 Fault tolerance zero

The detection of a dangerous fault (by automatic self-tests or by any other means) in any
subsystem having a hardware fault tolerance of zero and on which a safety function is entirely
dependent shall result in a failure reaction function. Documents
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7.4.14.3.4 Requirements for data communication

When data communication is used in the implementation of a safety function then the
probability of undetected failure of the communication process shall be estimated taking into
account transmission errors, repetitions, deletion, insertion, re-sequencing, corruption, delay
and masquerade. This probability shall be taken into account when estimating the PFD of the
safety function due to random hardware failures (see 7.4.9.2).

The measures necessary to ensure the required failure measure of the communication
process shall be implemented according to the requirements of IEC 61508-2 and of
IEC 61508-3.

Where the data communication is used to exchange safety related data with subsystems
external to the IMD or IFLS the above requirements apply to the IMD or IFLS together with the
related subsystems.

7.5 IMD and IFLS integration (phase 10.4)
7.5.1 Hardware integration

The IMD or IFLS shall be integrated according to its specified design.

As part of the integration of all subsystems and components into the IMD or IFLS the IMD or
IFLS shall be tested according to the specified integration tests. These tests are specified on
the verification plan and shall show that all modules interact correctly to perform their
intended function and not perform unintended functions.

Alternatively, the requirements for hardware integration are covered when the type testing of
the IMD or IFLS according to IEC 61557-8 or IEC 61557-9 and 7.7 is successfully passed.

7.5.2 Software integration

The integration of safety-related software parts/modules into the IMD or IFLS shall be carried
out according to IEC 61508-3. It shall include tests that are specified on the software
verification plan to ensure the compatibility of the software with the hardware such that the
functional and safety performance requirements are satisfied.

NOTE This does not imply testing of all input combinations. Testing can be performed according to IEC 61508-3,
Annex B.

7.5.3 Modifications during integration

During the integration, any modification or change to the IMD or IFLS shall be subject to an
impact analysis, which shall identify all components affected, and additional verification.

7.5.4 Integration tests

The integration test(s) shall be specified in a verification plan. A functional test shall be
applied, in which input data or set values, which adequately characterize the normally
expected operation, are given to the IMD or IFLS. The safety function is requested (for
example by simulation of an insulation fault) and its resulting operation is observed and
compared with that given by the specification.
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7.6 IMD and IFLS documentation related to installation, commissioning, operation
and maintenance procedures (phase 10.5)

7.6.1 General

Operating instructions shall be provided as required by IEC 61557-8 for IMDs and
IEC 61557-9 for IFLSs. The additional information for the user as outlined in 7.6 shall be
provided to the user as an annex to the operating instructions or in separate documents.

User instructions contain essential information on how to use and how to maintain the safety-
related devices. All instructions should be easily understood. Figures and schematics should
be used to describe complex procedures and dependencies.

7.6.2 Functional specification

The functional specification shall describe the safety functions including their operating
conditions and limitations.

7.6.3 Compliance information

Information for compliance with functional safety according to this standard shall be provided
on request to the user.

The compliance information shall include the following mandatory items:

— Safety integrity level (SIL) with conditions,
— Probability of failure on demand (PFD).

7.6.4 Information for commissioning, installation, setting into operation, operation
and maintenance

7.6.4.1 General

The information in 7.6.4.2 to 7.6.4.6 shall be provided to realize and maintain the defined
level of functional safety of the IMD and IFLS in the application.

7.6.4.2 Information for commissioning

This information shall include all conditions and constraints in the application of IMDs and
IFLSs which are required to observe the correct function of the safety functions.

7.6.4.3 Information for installation

This information shall include all conditions and constraints for the installation of IMDs and
IFLSs that are required to observe the correct function of the safety functions and information
on the identification of the hard and software versions.

7.6.4.4 Information for setting into operation

This information shall include all requirements for observing the correct safety functions of
IMDs and IFLSs for setting them into operation.

It shall include:

— settings for the safety functions and for the additional functions,

— measures to prevent the settings from unauthorized modifications,

— tests to be performed on the IMD or IFLS itself and in the IT system,

— documentation of the tests with identification of the tests, the results and Be testing

person. ocuments
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7.6.4.5 Information for operation

This information shall include all requirements and constraints for observing the correct safety
functions of IMDs and IFLSs for their operation.

They shall include:

— test intervals which are necessary to maintain the safety functions and the diagnostic
coverage (DC);

— necessary reactions on the failure during the tests and on possible fault indications on the
devices;

— documentation and/or supervision of the tests and operation.
7.6.4.6 Information for maintenance

This information shall include all requirements for observing the correct safety functions of
IMDs and IFLSs for their maintenance over the lifetime of the devices.

This information shall include:

— routine actions for the maintenance of the devices to observe the safety functions if
necessary;

— maintenance actions after failed tests or fault indications on the devices;
— measures after repair and reinstallation of the devices;
— measures for software updates and the following tests, if applicable;

— end of life information for the replacement of devices, if necessary.
7.7 IMD and IFLS safety validation (phase 10.6)
7.71 General

Tests, verification and validation shall be performed to ensure the compliance with the
functional safety plan (see 7.3.2).

7.7.2 Test

Testing of the safety functions of the IMD or IFLS shall be carried out concurrently with each
phase of the development process.

The test shall be documented, and shall include a detailed description of:

— the functional testing of each safety function,

— the functional testing of each diagnostics function for each safety function,

— the acceptance criteria.

Tests may be either “black-box” where no account is taken of the internal implementation of

the safety function, or “white-box” where specific knowledge of the implementation is used to
determine the test (for example fault insertion).

Testing may be waived or replaced by other verification or validation methods if permitted by
the relevant requirements.

7.7.3 Verification

During the design process, it shall be checked and recorded after each design phase that the
requirements of that design phase have been fulfilled. Verification can be performed using
assessment, analysis, examination, review, and/or testing.
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NOTE The verification can include for example:
— review of the documentation of the respective phase,
— design reviews,

— functional tests.

7.7.4 Validation

After the design process, it shall be checked and recorded that the IMD or IFLS fulfil all
requirements of the safety requirements specification. Validation can be performed using

assessment, analysis, examination, review, and/or testing. Recommendations for the
avoidance of faults during validation are given in Table B.5 of IEC 61508-2:2010.

7.7.5 EMC requirements
7.7.51 General

EMC immunity tests for safety functions shall be carried out with the requirements of
IEC 61326-3-1 and IEC 61326-2-4.

The performance criteria that shall be applied during EM immunity testing on the IMD or IFLS
is specified in 7.7.5.3. These criteria do not apply to the additional (non-safety related)
functions of the devices, for which only the requirements of IEC 61326-2-4 apply.

7.7.5.2 Intended environment
The EM environment specified or anticipated for intended use of an IMD or IFLS shall be used
to determine the test levels for EM immunity. For immunity testing, the tests of

IEC 61326-2-4:2006, Table 101 apply, however, with the increased test levels of
IEC 61326-3-1:2008, Table 1a) to 1f).

7.7.5.3 Performance criteria
The performance criteria during EM testing of the functional safety of an IMD or IFLS are the

same as for normal operation. The performance criteria of IEC 61326-2-4:2006, Table 102
apply, however with higher test levels as defined in 7.7.5.2.

7.7.5.4 Introduction of hazards

During EM immunity testing, no unsafe conditions or hazards shall be introduced by the IMD
or IFLS. Unsafe conditions or hazard conditions shall be defined in the safety integrity
specification.

7.7.5.5 Verification

When EM immunity tests are performed, the specified mitigation measures shall be in place.

Depending on the results of the analysis of the defined EM environment of the intended IMD
or IFLS application, the increased immunity (as required by IEC 61508-2) shall be verified.

7.7.5.6 Emission test

Emission tests are identical as for normal IMD or IFLS that are not intended for functional
safety applications (see IEC 61557-8 and IEC 61557-9).
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8 Requirements for modifications

8.1 General

The objective of this Clause 8 is to ensure that the functional safety of the IMD and IFLS is
maintained when design modifications are made after the original design is released for
manufacture.

Prior to carrying out any modification activity, procedures shall be planned. Modifications shall
be performed with at least the same level of expertise, automated tools, and planning and
management as the initial development of the IMD and IFLS Modification shall be carried out
as planned.

8.2 Modification request

The modification shall be initiated only by the issue of a modification request under the
procedures for the management of functional safety (see Clause 6). The request shall detail
the following:

— reasons for the change,
— proposed change (both hardware and software).

8.3 Impact analysis

An assessment shall be made of the impact of the proposed modification on the functional
safety of the IMD and IFLS. The assessment shall include an analysis sufficient to determine
the breadth and depth to which a return to appropriate development steps according to 7.4
will need to be undertaken.

8.4 Authorization

Authorization to carry out the requested modification shall be dependent on the results of the
impact analysis.

9 Proven in use approach

The requirements of this standard shall be met by adherence of the proven-in-use process
according to IEC 61508-2:2010, 7.4.10.
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Annex A
(informative)

Risk analysis and SIL assignment for IMDs and IFLSs

A.1 General

This informative Annex A provides examples for risk estimation in IT systems which can be
applied to assign safety integrity levels (SIL) to the safety functions of IMDs and IFLSs.

The SIL for the respective safety function of the IMD or IFLS depends on the risk estimation
for this safety function in the respective IT system where the devices are used. For different
safety functions of an IMD or IFLS different SILs can be assigned depending on the risk
analysis for the respective safety function in the complete IT system.

In this part of IEC 61557, the EUC (equipment under control according to the IEC 61508
series) corresponds to the IT system, including the loads as defined in Figure A.1.

IMD
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SRS1a

IFLS

54
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Lload1 | Load2 | Load3 | eeee
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Figure A.1 — Functional elements of an IT system and their relationship
to the definitions and abbreviations of the IEC 61508 series
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The SRS (safety related system according to the IEC 61508 series) corresponds to the
protective measures related to the EUC. This SRS can be split into different levels of
protection measures:

— SRS 1a: safety related system in charge of monitoring the IT system and in charge of
warning in case of single fault. SRS 1a is based on safety functions provided by IMD.

— SRS 1b: safety related system in charge of monitoring feeders and in charge of locating a
single fault, thus easing maintenance operations. SRS 1b is optional and based on safety
functions provided by IFLS.

— SRS 2: safety related system in charge of tripping the complete IT system or a part of this
IT system when a second insulation fault occurs before the single fault was repaired.
SRS 2 is based on safety functions provided by circuit-breakers.

IEC 61508 requirements are based on risk analysis, this risk analysis leading to the definition
of the SIL level requested for SRS. The following Table A.1 provides an example of a risk
analysis (based on Figure A.1) on various applications using IT systems:

Table A.1 - IT system risk analysis

Application

Reason

Risk analysis

Is functional safety
applicable?

Use of IT system, SRS 1a
for monitoring this IT
system, SRS 2 for
protecting this IT system.

IT system is used for
continuity of supply
reasons (no tripping when
a first insulation fault
occurs).

Availability is requested
for economic reasons:

— industry in general,

— marine applications in
general.

No, but optional.

Availability is requested

for safety, e.g.:

— operating theatre and
intensive care unit in
hospitals (group 2
medical locations,

— marine applications
(ships, offshore, etc.),

— chemistry,
— railway applications,
— parts of control

systems in nuclear
power plants.

Highly recommended, it
should cover various risks
with human impact.

IT system is used in order
to prevent circulation of
hazardous current when a
first insulation fault
occurs.

First insulation fault may

increase the risk of

dangerous touch currents

in the following

application:

— operating theatre and
intensive care unit in
hospitals.

Highly recommended, it
should cover risks of
shock with human impact.

Current circulation may
start a fire, e.g. in the
following applications:

— photovoltaic farms

Highly recommended, it
should cover risks of fire
with human impact.

IT system is used in order
to prevent an arc when a
second insulation fault
occurs (an arc occurs
when the SRS 2 systems
trips).

An electric arc may be

hazardous, e.g. in the

following applications:

— mines,

— chemistry (for risky
locations),

— offshore (for risky
locations).

Highly recommended, it
should cover risks of fire
or explosion with human
impact.
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