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INTERNATIONAL ELECTROTECHNICAL COMMISSION

INDUSTRIAL COMMUNICATION NETWORKS -
PROFILES -

Part 3-2: Functional safety fieldbuses —
Additional specifications for CPF 2

FOREWORD

this end and in addltlon to other activities, IEC publishes International Standa
Technical Reports, Publicly Available Specifications (PAS) and Guides

governmental organizations liaising with the IEC also part|0|pate i
with the International Organization for Standardization (ISO
agreement between the two organizations.

the latter.

5) IEC itself does nof provide
assessment seryi i
services carried out by i

International Standard IEC 61784-3-2 has been prepared by subcommittee 65C: Industrial
networks, of IEC technical committee 65: Industrial process measurement, control and
automation.

This second edition cancels and replaces the first edition published in 2007. This edition
constitutes a technical revision. The main changes with respect to the previous edition are
listed below:

— updates in relation with changes in IEC 61784-3;

— addition or modification of the following subclauses to support the Extended Format:

— 6.3.2.1, 6.3.3.4, 6.3.11, 6.6.7.5, 6.8.5.13, 6.8.5.14, 7.1.1, 7.5.5, 7.6.10.10,
7.6.10.12, 8.2, 8.10.2.4.4, 9.5.2;

— modification of all pseudo code in 7.5 to support Extended Format;
— addition of Attribute 15in 6.7.3.1;
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— addition of subclauses 8.11, 8.12 and 8.13 to clarify requirements for CP 2/2, CP 2/3
and CP 16/3 respectively.

This bilingual version published in 2011-12, corresponds to the English version published
in 2010-06.

The text of this standard is based on the following documents:

FDIS Report on voting
65C/591A/FDIS 65C/603/RVD

Full information on the voting for the approval of this standard can be
voting indicated in the above table.

he report on

The French version of this standard has not been voted upon.

* reconfirmed,
* withdrawn,
* replaced by a revis

« amended. Q

IMPORTANT - The |de | go on the cover page of this publication indicates
that it contain are considered to be useful for the correct
understanding i . Users should therefore print this document using a

colour p}in\t -
N\
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0 Introduction

0.1 General

The IEC 61158 fieldbus standard together with its companion standards IEC 61784-1 and
IEC 61784-2 defines a set of communication protocols that enable distributed control of
automation applications. Fieldbus technology is now considered well accepted and well
proven. Thus many fieldbus enhancements are emerging, addressing not yet standardized
areas such as real time, safety-related and security-related applications.

This standard explains the relevant principles for functional safety communications with
reference to IEC 61508 series and specifies several safety communication/Tayers (profiles and
corresponding protocols) based on the communication profiles a ¢

IEC 61784-1, IEC 61784-2 and the IEC 61158 series. It does not ¢
intrinsic safety aspects.

Figure 1 shows the relationships between this standard an
standards in a machinery environment.

Product standards / ‘ |

(10| 150121004 and 150 14121 ||

IEC 61496 || IEC 61131-6 || IEC 61800-5-2 || 1SO10218-1" || | ]\ Safety of machinery — Principles for | -
Safety f. e.g. Safety for PLC Safety functi Safel quitements | | design and risk assessment '
light curtains || |(under consideration) for drives for'rohots ! N !
> NN TN T T \j ) 4 '

|IEC 61784-4 IEC 62443 ' sign_of safety-related electrical, electronic and program- |
Security Security ‘ makle electronic control systems (SRECS) for machinery |
(profile-specific) (common part) < i

4 4 3 SIk: based PL based 1
IEC 61784-5 IEC 61918 — ‘
Instal_lation ggide stallation gui . Design objective |
(proflle-specw (e, 5200 ; Applicable standards

2 S N ‘ Y 3

~r 2 1| IEC 60204-1 S

il E 1000- 1 Safety of electrical of machinery '
Methodology EMG/& FS| ! S (SRPCS) j

\lEgs\tgv?gg-I?-S‘l : 3 Non-electrical :

| | Us: NEPA 79 Electrical !

\ \\F.: - 1 (2006) !

: v v v :

> IEC 62061 !

IEC 61158 series / ! Funa };°:§,{i§2frf,‘y |
IEC 61784-1, -2 IEC 61508 series [ (SRECS) !
Fieldbus for use in Functional safety (FS) | (including EMC for !
industrial control systems (basic standard) ; industrial environment) !

X

ey
[ ] (yellow) safety-related standards
[ ] (blue) fieldbus-related standards
[«

dashed yellow) this standard

NOTE Subclauses 6.7.6.4 (high complexity) and 6.7.8.1.6 (low complexity) of IEC 62061 specify the relationship
between PL (Category) and SIL.

Figure 1 — Relationships of IEC 61784-3 with other standards (machinery)
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Figure 2 shows the relationships between this standard and relevant safety and fieldbus
standards in a process environment.

777777777777777777777777777777777777777

Product standards

IEC 61496 || IEC 61131-6 || IEC 61800-5-2 || ISO 10218-1 S|

Safety f. e.g. Safety for PLC Safety functions | [Safety requirement
light curtains | |(under consideration) for drives for robots

IEC 61784-4 IEC 62443
Security Security .
(prefleapeeile) | feamien g See safety standards for machinery

IEC 61784-5 IEC 61918
Installation guide | Installation guide
(profile-specific) [ (common part)

—

IEC 61326-3-2%

EMC and
IEC 61784-3 functional safety

Functional safety ¢

communication

(Figure 1)

profiles
us:
51\1/ ) Jeo-o JsAsa000
series parts = modifie
IEC 61158 series / unctiol fety — IEC 61511)
IEC 61784-1, -2 i Safety instrumented
i s i systems for the
industria contol sy industry sector |« ---» DE: VDI 2180
ystems Part 1-4

a For specified 3 i enments; otherwise IEC 61326-3-1.

ionships of IEC 61784-3 with other standards (process)

Safety communicatioh layers which are implemented as parts of safety-related systems
according to IEC 61508 series provide the necessary confidence in the transportation of
messages (information) between two or more participants on a fieldbus in a safety-related
system, or sufficient confidence of safe behaviour in the event of fieldbus errors or failures.

Safety communication layers specified in this standard do this in such a way that a fieldbus
can be used for applications requiring functional safety up to the Safety Integrity Level (SIL)
specified by its corresponding functional safety communication profile.

The resulting SIL claim of a system depends on the implementation of the selected functional
safety communication profile within this system — implementation of a functional safety
communication profile in a standard device is not sufficient to qualify it as a safety device.
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This standard describes:

— basic principles for implementing the requirements of IEC 61508 series for safety-
related data communications, including possible transmission faults, remedial
measures and considerations affecting data integrity;

— individual description of functional safety profiles for several communication profile
families in IEC 61784-1 and IEC 61784-2;

— safety layer extensions to the communication service and protocols sections of the
IEC 61158 series.

0.2 Patent declaration

indicates the holder of the patent right:

US 6,631,476 [RA] Safety network for industri
US 6,701,198 [RA] Safety network for j

on standard
UsS 6,721,900 [RA]
US 6,891,850 [RA]
US 6,915,444 [RA]

IEC takes no posit':on C 2 e evidence, validity and scope of these patent rights.

The holders of th

throughout the
registered with

Rockwell Automation, Inc.

1201 S. Second Street

Milwaukee, WI 53204

USA

Attention: Intellectual Propert Dept.

Attention is drawn to the possibility that some of the elements of this document may be the
subject of patent rights other than those identified above. IEC shall not be held responsible for
identifying any or all such patent rights.
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INDUSTRIAL COMMUNICATION NETWORKS -
PROFILES -

Part 3-2: Functional safety fieldbuses —
Additional specifications for CPF 2

1 Scope

This part of the IEC 61784-3 series specifies a safety communication (layer~(services and
protocol) based on CPF 2 of IEC 61784-1, IEC 61784-2 and IEC 61158\ Type 2.\t identifies
the principles for functional safety communications defined in IEC 817 at are _relevant
for this safety communication layer.

participants within a distributed network using fieldbus f indaccordance with the
requirements of IEC 61508 series? for functlona echahisms may be used in
various industrial applications such acturing automation and
machinery.

This part provides guidelines for bot
systems.

The following ref: are indispensable for the application of this document.
For dated referen cited applies. For undated references, the latest edition
of the referenced~documen ding any amendments) applies.

IEC 61131-3, Proyg able controllers — Part 3: Programming languages

IEC 61158-2, Industrial communication networks — Fieldbus specifications — Part 2: Physical
layer specification and service definition

IEC 61158-3-2, Industrial communication networks — Fieldbus specifications — Part 3-2: Data-
link layer service definition — Type 2 elements

IEC 61158-4-2, Industrial communication networks — Fieldbus specifications — Part 4-2: Data-
link layer protocol specification — Type 2 elements

IEC 61158-5-2, Industrial communication networks — Fieldbus specifications — Part 5-2:
Application layer service definition — Type 2 elements

1 Inthe following pages of this standard, “this part” will be used for “this part of the IEC 61784-3 series”.
2 In the following pages of this standard, “IEC 61508” will be used for “IEC 61508 series". Documents
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IEC 61158-6-2, Industrial communication networks — Fieldbus specifications — Part 6-2:
Application layer protocol specification — Type 2 elements

IEC 61326-3-1, Electrical equipment for measurement, control and laboratory use — EMC
requirements — Part 3-1: Immunity requirements for safety-related systems and for equipment
intended to perform safety related functions (functional safety) — General industrial
applications

IEC 61326-3-2, Electrical equipment for measurement, control and laboratory use — EMC
requirements — Part 3-2: Immunity requirements for safety-related systems and for equipment
intended to perform safety related functions (functional safety) — Industrial applications with
specified electromagnetic environment

IEC 61508 (all parts), Functional safety of electrical/electronic/pr, electronic
safety-related systems

IEC 61784-1, Industrial communication networks — Profiles — P4

IEC 61784-2, Industrial communication networks — Prdi
profiles for real-time networks based on ISO/IEC 8802

IEC 61784-3:20103, Industrial communication netw ’art 3: Functional safety

IEC 61784-5-2, Industrial communicat N — Part 5: Installation of
fieldbuses — Installation profiles for CP,

industrial premises

IEC 62026-3, Low=volts
Part 3: DeviceN%

ISO 15745:2: 9 ] tomation systems and integration — Open systems application
integratian fra ¢ wt 2: Reference description for ISO 11898-based control systems

ISO 15745-3:200
integration framewo

, Industrial automation systems and integration — Open systems application
— Part 3: Reference description for IEC 61158-based control systems

ISO 15745-4:2003, Industrial automation systems and integration — Open systems application
integration framework — Part 4: Reference description for Ethernet-based control systems

3 Terms, definitions, symbols, abbreviated terms and conventions

3.1 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

3 To be published. Documents
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3.1.1 Common terms and definitions

3.1.1.1

availability

probability for an automated system that for a given period of time there are no unsatisfactory
system conditions such as loss of production

3.1.1.2

black channel

communication channel without available evidence of design or validation according to
IEC 61508

3.1.1.3
bridge
abstract device that connects multiple network segments along the data

3.1.1.4
communication channel
logical connection between two end-points within a commupn

3.1.1.5
communication system
arrangement of hardware, software and propaga

3.1.1.6
connection

<value> redundant.data
in order to dete <®n
d "CRC signature", and labels such as CRC1, CRC2, may also be used in this

standard to refer to the.redundant\data.

discrepancy between a computed, observed or measured value or condition and the true,
specified or theoretically correct value or condition

[IEC 61508-4:20105], [IEC 61158]

NOTE 1 Errors may be due to design mistakes within hardware/software and/or corrupted information due to
electromagnetic interference and/or other effects.

NOTE 2 Errors do not necessarily result in a failure or a fault.

3.1.1.9

failure

termination of the ability of a functional unit to perform a required function or operation of a
functional unit in any way other than as required

4 Figures in square brackets refer to the bibliography.
5 To be published. Documents
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NOTE 1 The definition in IEC 61508-4 is the same, with additional notes.
[IEC 61508-4:2010, modified], [ISO/IEC 2382-14.01.11, modified]

NOTE 2 Failure may be due to an error (for example, problem with hardware/software design or message
disruption)

3.1.1.10

fault

abnormal condition that may cause a reduction in, or loss of, the capability of a functional unit
to perform a required function

NOTE IEV 191-05-01 defines “fault” as a state characterized by the inability to perform a required function,
excluding the inability during preventive maintenance or other planned actions, or d o lack of external
resources.

[IEC 61508-4:2010, modified], [ISO/IEC 2382-14.01.10, modified]

3.1.1.11
fieldbus
communication system based on serial data transfer and
process control applications

tomation or

3.1.1.12
frame
denigrated synonym for DLPDU

3.1.1.13

hash function
(mathematical) function that maps values
(usually) smaller range of

ly very) large set of values into a

NOTE 1 Hash functions ca
NOTE 2 Common h fune ity, checksum or CRC.
[IEC/TR 62210, ii}n‘

3.1.1.14
hazard

state or set © ition's tem that, together with other related conditions will inevitably
lead to harm te \ ty or environment

active communicatioh entity able to initiate and schedule communication activities by other
stations which may be masters or slaves

3.1.1.16

message

ordered series of octets intended to convey information
[ISO/IEC 2382-16.02.01, modified]

3.1.1.17
nuisance trip
spurious trip with no harmful effect

NOTE Internal abnormal errors can be caused in communication systems such as wireless transmission, for
example by too many retries in the presence of interferences.
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3.1.1.18

performance level (PL)

discrete level used to specify the ability of safety-related parts of control systems to perform a
safety function under foreseeable conditions

[ISO 13849-1]

3.1.1.19

redundancy

existence of means, in addition to the means which would be sufficient for a functional unit to
perform a required function or for data to represent information

NOTE The definition in IEC 61508-4 is the same, with additional example and notes.
[IEC 61508-4:2010, modified], [ISO/IEC 2382-14.01.12, modified]

3.1.1.20

reliability

probability that an automated system can perform a required conditions
for a given time interval (11,t2)

NOTE 1 It is generally assumed that the automated system is in_asta s quired function at the

beginning of the time interval.

required function under given conditions is decre

NOTE 4 Reliability differs from availability.
[IEC 62059-11, modified]

3.1.1.21
risk
combination of the-prok

safety connection
connection that utilizes the safety protocol for communications transactions

3.1.1.24
safety data
data transmitted across a safety network using a safety protocol

NOTE The Safety Communication Layer does not ensure safety of the data itself, only that the data is transmitted
safely.

3.1.1.25

safety device

device designed in accordance with IEC 61508 and which implements the functional safety
communication profile

6  To be published. Documents
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3.1.1.26

safety function

function to be implemented by an E/E/PE safety-related system or other risk reduction
measures, that is intended to achieve or maintain a safe state for the EUC, in respect of a
specific hazardous event

NOTE The definition in IEC 61508-4 is the same, with an additional example and reference.

[IEC 61508-4:2010, modified]

3.1.1.27

safety function response time
worst case elapsed time following an actuation of a safety sensor conne
before the corresponding safe state of its safety actuator(s) is achieved
errors or failures in the safety function channel

ed to a fieldbus,
he presence of

communication profiles defined in this part.

3.1.1.28

safety integrity level (SIL)
discrete level (one out of a possible four), correspondi
where safety integrity level 4 has the highest level o
1 has the lowest

y integrity values,
safety integrity level

NOTE 1 The target failure measures (see

NOTE 3 A safety integrity leveh(SIL)\s/not a prop S , subsystem, element or component. The correct

interpretation of the phraseSlLn \safety 3 € is 1, 2, 3 or 4) is that the system is potentially
capable of supporting safet i i 3 ével up to n.

[IEC 61508-4:20@

3.1.1.29

safety measure
<this standard> S possible communication errors that is designed and
implementedin co i he requirements of IEC 61508

NOTE 1 9 i e Ve ety measures are combined to achieve the required safety integrity level.

3.1.1.30
safety-related application

programs designed in accordance with IEC 61508 to meet the SIL requirements of the
application

3.1.1.31
safety-related system
system performing safety functions according to IEC 61508

3.1.1.32

slave

passive communication entity able to receive messages and send them in response to
another communication entity which may be a master or a slave

7 In preparation.
8 To be published. Documents
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3.1.1.33
spurious trip
trip caused by the safety system without a process demand

3.1.1.34
time stamp
time information included in a message

3.1.2 CPF 2: Additional terms and definitions

3.1.21

base format
format used for connection RPIs of less than 100 ms or for applicatic
connections can be tolerated

where dropped

3.1.2.2

extended format
format used for connection RPIs of more than 100 ms or for\application e there is a
need to avoid dropped connections

3.1.23
ping
request for the consumer to acknowledge the re

3.1.2.4
ping response
response to a ping

3.1.2.5
signature
method of uniquely ide

NOTE This could
target devices.

someé other method that is agreed upon by the originating and

3.21 and abbreviated terms

CP [IEC 61784-1]
CPF Communicatieh Profile Family [IEC 61784-1]
CRC Cyclic Redundancy Check

DLL Data Link Layer [ISO/IEC 7498-1]
DLPDU Data Link Protocol Data Unit

EMC Electromagnetic Compatibility

EUC Equipment Under Control [IEC 61508-4:2010]
E/E/PE Electrical/Electronic/Programmable Electronic [IEC 61508-4:2010]
FAL Fieldbus Application Layer [IEC 61158-5]
FS Functional Safety

FSCP Functional Safety Communication Profile

MTBF Mean Time Between Failures

MTTF Mean Time To Failure

PDU Protocol Data Unit [ISO/IEC 7498-1]
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PFD Probability of dangerous Failure on Demand [IEC 61508-6:20109]
PFH Average frequency of dangerous failure [h'1] per hour [IEC 61508-6:2010]
PhL Physical Layer [ISO/IEC 7498-1]
PL Performance Level [ISO 13849-1]
PLC Programmable Logic Controller

SCL Safety Communication Layer

SIL Safety Integrity Level [IEC 61508-4:2010]

3.2.2 CPF 2: Additional symbols and abbreviated terms

AIRS Already In Requested Mode/State

BER Bit Error Rate

BF Base Format

CCO Connection Configuration Object

CFUNID Configuration UNID

CNP Connection Point

CID Consumer ID

cip™10 Common Industrial Protocol (application frame

communication profiles)

CPCRC Connection Parameter CRC

CTM Connection Timeout Multiplier
EDS Electronic Data Sheet
EF Extended Format

EPI Expected Packet Inte
LED Light Emitting Diode

MACID Device icalha dress (CP 2/2) on network
MOD Module@

NV i

NVS

OCPUNID NID
oscC

O-to-T

OUNID

PID Producer Identifier

PS Power Supply

Res. Reserved

RPI Requested Packet Interval
SCCRC Safety Configuration Data CRC
SCID Safety Configuration Identified
SCTS Safety Configuration Time Stamp
SNCT Safety Network Configuration Tool
SNN Safety Network Number

T-to-O Target to Originator

TBD To Be Defined

9  To be published.
10 For trade name declaration, see Clause 4. Documents
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TNS TUNID Not Set

TUNID Target UNID

UML Universal Modeling Language [ISO/IEC 19501]
UNID Unique Network Identifier

3.3 Conventions

The conventions used for the descriptions of objects services and protocols are described in
IEC 61158-3-2, IEC 61158-4-2, IEC 61158-5-2, and IEC 61158-6-2.

As appropriate this part uses flow charts, UML Sequence Diagrams and eudo-code to
describe concepts.

4 Overview of FSCP 2/1 (CIP Safety™)

4.1 General

efines communication
IEC 61158-5-2, and

Communication Profile Family 2 (commonly kno
profiles based on IEC 61158-2 Type 2, IEC 61158
IEC 61158-6-2.

The basic profiles CP 2/1, CP 2/2, and FC 61784-1 and IEC 61784-2.
The CPF 2 functional safety communicatio IP Safety™11) is based on the
CPF 2 basic profiles in IEC 61784-1 and and the safety communication layer

42 FSCP 21

FSCP 2/1 is based on'the produ ~ model of CPF 2. The pairing of producers and
consumers is a @yo elatignship that provides the high integrity needed for

safety-related appliCa

ication/layer is specified using a Safety Validator object. This
aging the FSCP 2/1 safety connections and serves as the

1M1 cipm™ (Common Industrial Protocol) and CIP Safety™ are trade names of the non-profit organization ODVA,
Inc. This information is given for the convenience of users of this International Standard and does not constitute
an endorsement by IEC of the trade name holder or any of its products. Compliance to this part does not
require use of the trade names CIP™ or CIP Safety™. Use of the trade names CIP™ or CIP Safgi™ i
permission of ODVA. ﬁOEﬂ'ﬁ‘ientS
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Consuming
safety
application

Producing
safety
application

data connection

Safety
Validator
client

Safety
Validator
server

produce safety data and ensure time coordination;

it'the d% and

check data;

— the server uses a |j

knowledge of the
integrity transfe@

— different data’integrity assurance systems.

Messages are produced with a timestamp that allows the consumer to verify the age of data
being sent. Identification is encoded into each safety-related message to ensure that the
correct consumer is using the message. All safety-related messages use a unique CRC.
Safety-related data is sent redundantly. Diverse measures for producing safety-related
messages are used to ensure that standard CPF 2 messages are not interpreted as safety
messages.

5 General

5.1 External documents providing specifications for the profile

The following document is especially useful in understanding the design of FSCP 2/1
protocols:

e GS-ET-26 [33] Documents
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5.2

Safety functional requirements

The following requirements shall apply to the development of devices that implement the
FSCP 2/1 protocol The same requirements were used in the development of FSCP 2/1.

5.3

Safety measures
Table 1 contains the measures used to\the“de ommunicdtion errors and the coverage
provided by each measure as used.
Table 1 - Co@\u\n'faﬁon\ e%and etection measures matrix

The FSCP 2/1 protocol is designed to support Safety Integrity Level 3 (SIL3) (see
IEC 61508), and PLe/category 4 (see ISO 13849-1).

The safety state for discrete data is the unenergized state (0). For analog values the
unenergized state shall be defined by the safety-related application.

The basic requirements for the development of the FSCP 2/1 protocol are in IEC 61784-3.

FSCP 2/1 protocol is implemented using a black channel approach; there is no safety
related dependency on the standard CPF 2 communication profiles.

Implementations of FSCP 2/1 shall comply with IEC 61508.

Environmental conditions shall be according to IEC 61131-2/f0 levels and
IEC 61326-3-1, IEC 61326-3-2 for the safety margin test pecific
product standards.

Safety communication and standard communication shal However,
standard devices and safety devices shall be able e communication
channel.

Unless specified in this part, the CPF 2 requirements s nged for safety.

|
N
\ia}fety measures

Communication
errors = q,
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(] o= - © cc c 50 d
3 g St x £5 A 8514
= £ Py c o S o @ = SE ® 3
g sE | 2 g2 | S8 | £f¢a
= g 0% e © © 3 0 T w®
b4 £ © o o o5 o
(Z] - Q2 4
Cogrliptior N
or on X X X
Unintended™\ \/ X xa (X)®
repetition
Incorrect X xa (X)®
sequence
Loss X¢ xa (X)®
Unacceptable (X)® X
delay
Insertion xd X xa (X)®
Masquerade xd X xb xf X
Addressing X xb
@ The safety related CRC provides additional protection for communication errors in messages.
b Encoding the unique identifier into the safety related CRC prevent masquerade and addressing
errors.
C A message not received within the time expectation will be detected.
d Masquerade or inserted messages will not have the expected time stamp.
€ Not claimed for FSCP 2/1.
f Masquerade will likely not have redundant data and will fail the cross-check.
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5.4 Safety communication layer structure

The safety protocol is layered on top of the standard network protocol (the standard protocol
stack is a black channel). Figure 4 shows how the safety communication layer is related to the
existing CPF 2 layers.

The safety layers accept safety data from the safety-related application circuit. The safety
layers then formulate a safety message, transmit the safety message, receive and decode the
safety message. Once the safety message is decoded and verified, the data is presented to
the receiving safety-related application circuit.

Safety Safety application object library Standard application object
application library
objects
SR O O OO0
CPF 2 safety CPF 2 connection objects CP 2 connectio obje\cis\
layer (Safety) (Explicit, 1/Q, Ro ting)\ .

Transport CP2/3 CP2/1
and Data DLL & DLL &
Link Layer Transport Transport

N\
Physical CP2/3 CP2/1
layer physical physi
layer layer

This safety shall only be used in conjunction with CPF 2 communication
profiles ), CP 2/2 (EtherNet/IP™13)). There are no requirements of
CPF 2 c i s profiles other than those defined in this part.

5.5.2

Profiles defined in this part support all the CPF 2 data types as defined in IEC 61158-5-2.

12 DeviceNet™ is a trade name of the non-profit organization ODVA, Inc. This information is given for the
convenience of users of this International Standard and does not constitute an endorsement by IEC of the trade
name holder or any of its products. Compliance to this part does not require use of the trade name
DeviceNet™. Use of the trade name DeviceNet™ requires permission of ODVA.

13 EtherNet/IP™ is a trade name of ODVA, Inc. This information is given for the convenience of users of this
International Standard and does not constitute an endorsement by IEC of the trade name holder or any of its
products. Compliance to this part does not require use of the trade name EtherNet/IP™. Use of thest
EtherNet/IP™ requires permission of ODVA. I’Daﬁﬁaﬁients
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6 Safety communication layer services

6.1 Introduction

This subclause defines the extensions to existing CPF 2 objects and new objects for Safety.
Safety connections use Class 0 connections for I/O messages. Standard Explicit message
connections are used for the establishment of Safety I/O connections.

6.2 Connection object
6.2.1 General

Several safety specific class attributes and services are defined to su
nodes which reside on FSCP 2/1 shall implement the SafetyOpen and Sa
the Connection object.

safety. Safety
se services of

6.2.2 Class attribute extensions

Table 2 defines the class attributes used by safety devices.

Table 2 — New class ributes

Attrib Need in Access N Name \)a Dét{ription of attribute
ID implementation rule \' (\ type /\
8 Optional Get \Y Connectign UIN Djagnostic Counter that is a
r ues errer nning count of SafetyOpen or
SafetyClose faults?
9 Optional Get \% Safe TRUCT | Status counters
onn of?
/\
Safet pen UINT Count of successful SafetyOpen
eq requests issued from this node to
another target
Q f pen UINT Count of unsuccessful SafetyOpen
est failure requests issued from this node to
\/\ unt another target
|| SafetyClose UINT Count of successful SafetyClose
request requests issued from this node to
success count another target
SafetyClose UINT Count of unsuccessful SafetyClose
request failure requests issued from this node to
count another target
SafetyOpen UINT Count of successful SafetyOpen
indication requests issued from an external
success count originator to this node
SafetyOpen UINT Count of unsuccessful SafetyOpen
indication requests issued from an external
failure count® originator to this node
SafetyClose UINT Count of successful SafetyClose
indication requests issued from an external
success count originator to this node
SafetyClose UINT Count of unsuccessful SafetyClose
indication requests issued from an external
failure count originator to this node
a8 Attribute 8 is the sum of the 4 failure counters in attribute 9. Having this single attribute represent
connection errors can be used in monitoring software to efficiently monitor errors without polling the
additional attribute 9 structures. Once attribute 8 is non-zero then the monitoring software can examine
attribute 9 for more details.
b Included in class attribute 8.
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6.2.3 Service extensions

Table 3 defines services for use by safety devices on FSCP 2/1. These services shall be
supported by a target device on FSCP 2/1. The SafetyOpen and SafetyClose services, used
in lieu of the ForwardOpen and ForwardClose services of the Connection Manager object,
inherit the identical behavior from those Connection Manager services.

Table 3 — Service extensions

Need in implementation Service name Description of service
Service Class Instance
code
4Dphex Optional N/A Reset Counters This service nesets ss
attributes d 9 to zero
4Epex Required N/A SafetyClose
54hex Required N/A SafetyOpen?@ lish)a safety
ee the
service of the
Manager object
AN/ Ne
8 The SafetyOpen service datd shall on\éai a afewN ork Segment in the
Connection_Path field.

6.2.4

success, respons
error, a succes
along with a varia >

The response fortnat\f

Explicit message response

n%\febpen and SafetyClose

have a common response format. This

in Table 4:
ble 4'- SafetyOpen and SafetyClose response format
P}xqe er name Data type Description of response parameter
Reserved\/ USINT Reserved
General status USINT One of the general status codes listed in
IEC 61158-6-2 (status codes)

Size of additional USINT Number of 16 bit words in Additional status array
status
Additional status ARRAY of Additional status

UINT
Response data ARRAY of Response data from request or additional error data

OCTET if general status indicated an error

The Response Data and General/Additional Statuses for the SafetyOpen and SafetyClose
services shall match the Response Data and General/Additional Statuses for the
ForwardOpen and ForwardClose services of the Connection Manager object, respectively.

Full document details: IEC 61784-3-2 2010
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6.3 Connection Manager object
6.3.1 General

Safety devices shall use a ForwardOpen with a Safety Network Segment to establish safety
connections. This segment uniquely identifies the ForwardOpen service as a safety
ForwardOpen. Throughout this subclause, the term “SafetyOpen” shall refer to both the
ForwardOpen service of the Connection Manager object (when containing a Safety Network
Segment) and the SafetyOpen service of the Connection object.

6.3.2 ForwardOpen for safety
6.3.2.1 ForwardOpen for safety contents

The contents of the ForwardOpen service of the Connection Manag
safety network segment, are outlined in Figure 5 below. The prop
parameters in the ForwardOpen are given in Figure 5.

Parameter Name Data Type Target stin)‘i%a SWCS
| Size o
Priority/Time_tick OCTET Conne}cﬁo@'ﬁ{a\»& \\rﬂ{/auest

Time-out_ticks USINT Co neC)_@ r}aQX!\serwapg request

O-to-T Network Connection ID UDINT /%Qw n&g]\s/ance CIP consumed
ction |

T-to-O Network Connection ID uDl Produci c&n{ec ion instance:: CIP producing
connection D

Connection Serial Number INT nique (to originator) 16-bit number.

Originator Vendor ID A \k L}N\H\ Mecnon manager servicing request

ion: Connection manager servicing

Originator Serial Numbe \@Il\}T\ Connection manager servicing request

Connection T|m@ult}¢er < \@\Q’/ Producing and consuming connection instance:
Timeout Multiplier

Reserved CTETS

O-to-T RPI UDINT Consuming connection instance: EPR

ed d t Owne WORD Value: 0 (Safety Connections do not support
redundancy); Destination: Connection Manager
< nectien Typ Value: Point-to-point;
Destination: Connection Manager

Priori Value: High Priority;
Destination: Connection Manager

Fixed/Variable Value: Fixed;
Destination: Connection Manager

Connection Size (in octets) Value: Size of safety PDU including the Mode
Octet, Actual, Complement, and Time stamp

sections

Destination: Consuming connection instance:
Consumed connection size attribute

O-to-T Network Connection
Parameters

T-to-O RPI UDINT Producing connection instance: EPR

Redundant Owner WORD Value: 0 (Safety connections do not support
redundancy); Destination: Connection Manager

Connection Type Value: Point-to-point;
Destination: Connection Manager

Priority Value: High Priority;
Destination: Connection Manager

T to O Network
Connection Parameters

Fixed/Variable Value: Fixed;

Destination: Connection Manager Docurnents
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Parameter Name

Data Type
| Size

Target Destination and Semantics

Connection Size (in octets)

Value: Size of safety PDU including the Mode
Octet, Actual, Complement, and Time stamp
sections.

Destination: Producing Connection Instance:
Produced connection size

Transport Type/Trigger

SWORD

Value: Safety single or multipoint.
Destination: Validator instance.
Trigger always set to Application.

Client/Server: depending on direction

Connection_Path_Size

USINT

servicing request.

NOTE Value include

not include the words
segments.

Path Variable
Logical Vendor ID )MN\T
Segment:
Electronic Key | Prod Type \LQNT
Prod Code L}lhi
Gampatible/ WO S .evlcm Connection Manager or Connection
Major/éé\ /\
T
= M nor
< -
& Application L g|
- | Path1 w
S \‘XE Refer to IEC 61158-6-2
E {onic egm nt x\/’%}able; 1 for rules on setting/parsing these paths
= nstance rd
§ typically
' | Applica Legical Segment: Variable; 1 | Refer to IEC 61158-6-2
2 | Path 2 \Co nection Point word for rules on setting/parsing these paths
é “ typically
S | Ap cat\on\ WSegment: Variable; 1 | Refer to IEC 61158-6-2
O | Path 3 Connection Point word for rules on setting/parsing these paths
typically
Config Data Data Segment: Variable Configuration data to apply to the Safety-related
Simple Data application object identified by Config Path
Safety Segment Name 50hex Safety Network Segment
& Segment Size USINT Target format size = 54 octets
g Segment Format USINT Target format = 0
(o]
& | Network Safety Data ARRAY of | Safety Network Segment data
X~
S OCTET
2
(2]
z
Key

= Connection/Safety Validator fields covered by Connection Parameters CRC

= Configuration Data Segment coved by SCCV

Figure 5 — ForwardOpen with safety network segment

61784-3-2 © IEC:2010
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6.3.2.2 ForwardOpen for safety for Extended Format

Safety Originators that support the Extended Format may connect to Targets with RPI's of
100 ms or less with either the Extended Format (EF) or the Base Format (BF).

Safety Originators that connect with a CP 2/2 target or a CP 2/3 target with a CP 2/2 hop
within the path and have an RPI of greater than 100 ms shall use the Extended Format.

A variety of methods may be used to assure this. EDS files and configuration software can
pre-configure the choice, or the originator can use a dynamic algorithm to make the
determinations.

The mechanism used by the originator to indicate to a target that the ded Format is

being requested will be with a new Safety Network Segment Format as de

6.3.3 Safety network segment
6.3.3.1 Common format

The Safety Connection Parameters Segment Type has bee o_the CPF 2 Network
ing i vatde of 50,.,). The

Table 5 — Saf@wtz&@}e
Network segment type > \Ni\oﬁe\gm\enl/name

506 Safety sdgment

The format of the SafetysNetwork $e w in Table 6. This segment type is in the

range of NetworiSe ment es, ‘which centains a data size field. The Safety Segment

Format paramet first parameter in_t ata area, indicates which data follows.

(\ Table network segment definition
et Field.name Data type description
offse
Y
Segment Type SWORD Indicates Safety Network Segment
(50hex)
1 etwork Segment data SWORD Length of segment data to follow (in
ength words)
2 Safety Network USINT Indicates type of Safety Network
Segment format Segment
0 = Target format
1 = Router format
2 — 255 = Reserved
3-n Safety Network ARRAY of Safety Network Segment data,
Segment data OCTET defined by segment format

6.3.3.2 Safety network segment: target format (00,,.,)

The target format is directed at the target of the connection. The value of the Network
Segment Data Length parameter shall be 27 (1b,.,) which corresponds to 27 WORDS.
Figure 6 defines the safety network target format.
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Field name Data type Description

Reserved SWORD Pad

Configuration CRC (SCCRC) UDINT CRC-S4 of target Config Data Segment.
A value of 0 is an indicator that SCID
check can be skipped

Configuration Time Stamp (SCTS) DATE_AND_TIME Time and Date stamp of the
configuration. A value of 0 is an indicator
that SCID check can be skipped. 6 octet
value (Date: 2 octets, Time: 4 octets)

Time Correction EPI UDINT Not used: 0
When used: Time Correction Connection
Instance:: EPI

Time Correction Network Connection | WORD

Parameters

Target_UNID (TUNID) STRUCT of:

10 OCTEm

Originator UNID (OUNID) STRUCT.of: w Originator device. This value

is a et value consisting of the
10 TET fety Network Id (6 octets) and the
(N Node Address (4 octet address)

Ping_Interval_EPI_Multiplier INT \I\ﬁjmberthat defines the
Ping_Count_Interval for the connection.
Valid range of values is given in 7.6.5.10

Time_Coord M| UINT For Producing Connection Instance. Valid

/K range is 0 to 7 813

Network_ Tlme I|e UIN For Consuming Connection Instance.

r Valid range is 0 to 42 969

Timeout_Multiplier )SINT Used by producer and consumer to
timeout connections. Valid range 1 to 4

Max COng\umer\Nh\mbé( > USINT Value: 1 (Point-to-point), 2-15(Multipoint)

ectl eters C UDINT CRC-S4 of target connection parameters

(CP in this request

Time Corre n Connection ID UDINT Not Used: FFFFFFFF}, oy
When used: Time Correction Connection
Instance:: Connection ID

Key

= Safety Segment fields covered by Connection Parameters CRC
Figure 6 — Safety network target format
6.3.3.3 Safety network segment: router format (01,,,)

The router format is directed at an intermediate router along the connection path when that
router needs to know this is a Safety ForwardOpen. Currently, only CP 2/3 routers need this
network segment directed to them. The Network Segment is applied to the subnet from which
the connection request originated. Router Format Safety Network Segments only appear in
the Path portion of the Connection_Path of a Safety ForwardOpen. The total segment length
is 6 words. The safety network segment router format is defined in Table 7.
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Table 7 — Safety network segment router format

Field name Data type Description
Reserved SWORD Reserved, value = 0
Time Correction UDINT Not Used: FFFFFFFF oy

Connection ID
When used: Time Correction connection

instance:: Connection ID

Time Correction EPI UDINT Not used: 0

When used: Time Correction connection
instance:: EPI

Time Correction WORD Network Connection Parameters for t
Network Connection Correction connection. This field uses the
Parameters definition as the Network Connecti

Not used: 0 (Null).

When used: Fixed, Higp/ﬁﬁo{it ,

6.3.3.4 Safety network segment: Extended Format (0

Field Name I?ét?T\y\p\\ \> X > Description

Reserved [\ octét ~ Pad )
Configuration CRC (SCCRQ) NT CRC-S32 of target Config Data Segment.
A value of 0 is an indicator that SCID check can be
skipped
Configuration TimeSt TE\:,/A IME | Time and Date stamp of the configuration. A value of 0 is
(SCTS) an indicator that SCID check can be skipped. 6 octet

value (Date: 2 octets, Time: 4 octets)

Time Correctiorﬁl’l\ \U@\lT Not used: 0

When used: Time Correction Connection Instance:: EPI

WORD Network Connection Parameters for the Time Correction
connection. This field uses the same definition as the
Network Connection Parameter within the Connection
Manager object.

When not used: 0 (Null).

When used: Fixed, High Priority, Multipoint

Target_UNID (TUNID) STRUCT of: UNID of the target device. This value is a 10 octet value
consisting of the Safety Network Id (6 octets) and the
UINT Node Address (4 octet address)
10: octets
Originator UNID (OUNID) STRUCT of: UNID of the Originator device. This value is a 10 octet
value consisting of the Safety Network Id (6 octets) and
UINT the Node Address (4 octet address)
10: octets
Ping_Interval_EPI_Multiplier UINT Number that defines the Ping_Count_Interval for the
connection. Valid range of values is given in 7.6.5.10
Time_Coord_Msg_Min_Multiplier | UINT For Producing Connection Instance. Valid range is 0 to
7813
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Field Name Data Type Description
Network_Time_Expectation_Mult | UINT For Consuming Connection Instance. Valid range is 0 to
iplier 42 969
Timeout_Multiplier USINT Used by producer and consumer to timeout connections.

Valid range of 1 to 255 for HiAvailabilityFormat
Max_Consumer_Number USINT Value: 1 (Point to point), 2-15(Multipoint)
Max_Fault_Number UINT Used by both producers and consumers to determine how

many erroneous packets can be dropped before a
connection shall be closed.

Default = 5.

A value of 0 indicates connect|ons shall be closed on any
detected error

Connection Parameters CRC UDINT CRC-S32 of target connectlon am ters in_this request
(CPCRC) {\
Time Correction Connection ID1 UDINT Not Used: OXFFFFFFFF
When used: Time Ceofrecti n In tance::
Connection ID
Initial Time Stamp1 UINT Used by Cons ert itia

Last_Time IIo r.

Consu |ng}){gin or sets to OXFFFF

Initial Rollover Value1 UINT r to |t|aIYTS Rollover_Count.
suming ng@o to OXFFFF

8  These fields are NOT included in the CPCR}\

configured or when tha

originator otherwif.

The connection pa

routers as the Safety ForwardOpen traverses each sub-net. The requirement is that the
originator is responsible for calculating the CPCRC value based on what the SafetyOpen or
ForwardOpen will be when the target receives it so that the target can perform a simple
calculation in all cases.

6.3.5 SafetyOpen processing flowcharts

The following flowcharts outline the required behavior of a target upon receipt of a
SafetyOpen:

a) Verify the Connection Parameter CRC. As depicted in Figure 6, the connection
parameter CRC covers the SafetyOpen fields that will be used by the target.
Routers along the path shall not modify these fields;

b) The target checks that the electronic key segment matches (see 6.3.7);

c) Depending on the type of safety connection, the logic is defined in Figure 7 or
Figure 8 shall be followed.
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ForwardOpen iwth No configuration data
(Type 2 SafetyOpen)

SafetyOpen(TUNID, SCID, OUNID)

!

TUNID No

37—

Match?

Yes

No
Y

SCID No

Match?

Yes

Output
Device?

Yes

N
D

OocEpP

Set
ID=

NID

Connection Opened

Key:

UNID = Unique Network Identifier

SCID = Target's Safety Configuration ID
OCP = Output Connection Point
CFUNID = Configuration Owning UNID

TUNID = Target's Unique Network Identifier

A 4

FAILURE

OUNID = Originator's Unique Network Identifier

OCPUNID = Output Connection Owning UNID

Figure 7 — Target Processing SafetyOpen with no configuration data
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ForwardOpen with configuration data
(Type 1 SafetyOpen)
SafetyOpen(TUNID, TConfig, SCID, OUNID)

4

y ™~

Electronic
Key Match?

Yes

Valid
Connection
Params?

No

Config Data
Included? L
Set
CFUNID=OUNID

Output

configure | D No
ice —»
Save S

Device
S
Set
=OUNID
A
FAILURE
SUCCESS
Connection Opened
Key:
UNID = Unique Network Identifier TUNID = Target's Unique Network Identifier
CPCRC = Connection Parameter CRC SCID = Target's Safety Configuration ID
SCCRC= CRC portion of the SCID OUNID = Originator's Unique Network Identifier

OCPUNID = Output Connection Owning UNID CFUNID = Configuration Owning UNID

Figure 8 — Target Processing for SafetyOpen with configuration data
(Form 1 SafetyOpen)
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Safety Originators that do not support any other means to determine which format to connect
with can implement the logic shown in Figure 9 to dynamically determine the format.

Originate
Safety Open

1st
Safety Open
since Config
Change 2

Config Change is any time the RPI, Path,

Format Status
= New

Format Type
attribute?

Old or New

Format Status =
Format Type

ormat Status

Electronic Key, or Format Type is changed

attribute?

New or Auto

Send Safety Open
(New Format)

Success
v

Format Stat&/
= New

v

at Status
= Conflict

Exit Failure

A 4

Send Safety Open
(Old Format)

Success
v

Format Status
=0ld

/ . N
»(  Exit Success |«

6.3.6

NN

riginator logic to determine which format to use

Checks required by Multipoint producers with existing connections

There is a distinct possibility that the safety parameters used in a ForwardOpen or
SafetyOpen from various consuming originators will not always be the same. A consistent set
of rules shall be used for how a Multipoint producing target evaluates these parameters when
they conflict with other already established consuming connections. Table 9 defines the
multipoint producer parameter evaluation rules.
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Table 9 — Multipoint producer parameter evaluation rules

Safety parameter Producer evaluation rule if Error response?
connection exists ) )
(if appropriate)
General Extended

Ping_Interval EPI Multiplier Shall match existing P.I.E.M. 01hex 0801hex

00hex 001264
Time Coord Msg Min Multiplier Accept any (all can be different) N/A
Network Time Expectation Multiplier Accept any (all can be different) N/A
Timeout_Multiplier Accept any (all can be different) N/A
Max_Consumer_Number Shall match existing 00hex 0801hex

Max_Consumer_Number

01he>(\ 002Anex
T-to-O RPI, O-to-T RPI, and Time Shall match existing connection O0Mex 1M1 hax
Correction RPI RPIs
Network Segment Type Shall match existing connection Nx 1 \))x803

formatP
Max_Fault_Number Accept any (all can/be@?fe\weﬁ)\ ) N/A
@8 At the option of the device developer, another connection could &lso opened rather than return
an error response.
b Subsequent connection requests on apnexisting multizpoint ¢on tion shall all be the same format
as the existing connection /\

The Electronic €
service request

The compatibility bi avior in the Electronic Key shall be supported as defined by
safety ctiginato 3 gets. Wildcards (fields set to 0) for individual fields within the

6.3.8 RPI vs. APlin safety connections

Safety devices do not have the ability to negotiate the RPI value. Safety Targets either accept
the requested RPI because it can be supported, or it rejects it completely. The tolerance
around an acceptable RPI request shall be + 128 ps.

The T-to-O API, O-to-T API, and Time Correction API in a success response shall always be
the same value received in the SafetyOpen.

6.3.9 Application path construction for safety

IEC 61158-6-2 defines a method to construct an application path in a SafetyOpen for 3
references: one for configuration, one for consumed data and one for produced data.

The possible path types are identified as follows:

A. - [Class] [Assembly] [Instance] [Configuration-instance] Documents
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- [Class] [Assembly] [Instance] [Producer-instance]
- [Class] [Assembly] [Instance] [Consumer-instance]

- [CNP] [Consumer CNP]
- [CNP] [Producer CNP]
G. - [CNP] [Device-defined NULL CNP]

B
C
D. - [Class] [Assembly] [Instance] [Device-defined NULL instance)]
E
F

When all 3 paths referenced the same class, they are often formatted in a compressed format:
(CP stands for Connection Point).

[Class] [Class #] [Instance] [Instance #] [CNP] [Consumer CP] [CNP] [Producer CNP]

Since all three paths shall reference the same class, a NULL instance e.reserved
in that class (by the device developers) to use the compressed NULL
value will be used for the portion of the path that references the i ofinection
and configuration connection (in non-configuring originators). < ference is

not practical, the long form shall be used.

e a Null path or Null connection p
connection;

of making this
Manager section.

free-path combinations for Form 1,
onfiguration are:

2a SafetyOpen on

[A, C, D] for the~odtput connection;

e [A, E, G] compressed format for output connections.

The possible three-path combinations for Form 2a, 2b SafetyOpen on connections, which will
not accept configuration data are:

e [D, D, B] for the input connection;
e [D, G, F] compressed format for input connections;
e [D, C, D] for the output connection;
e [D, E, G] compressed format for output connections.
6.3.10 Safety Validator connection types
The Safety Validator function, depending on the safety connection type provided in the
SafetyOpen, will always require between 2-3 connection resources. The SafetyOpen contains
the connection information to allow a target to set up these connections approprjat i
9 P PP REUfients
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subclause will show how the connection types are determined by how the SafetyOpen shall be
filled out.

One basic assumption is that connections for Time Coordination and Time Correction
messages do not require a path entry since they have an implied path to the Safety Validator
object coordinating the safety connection. The various connection scenarios are described in
the Validator object in 6.7.

The Safety Validator function can determine which connection resources will be required by
looking at the parameter in the SafetyOpen. The various SafetyOpen parameters as well as
the key parameters that the safety function will need to determine the types of connections
are defined in Table 10. Connection object instances may not be available due to target
identifier capacity or limitations; there may be no unallocated connectiofi i
device may not have the processing throughput to handle the additi

O-to-T T-to-O Transport App App App
connection | connection type/ path path path decision
type type trigger 1 23 32 factors Target role
Point-to- Point-to- Application, | Vendor oint-to- 2-point- Producing
point point Class 0, defined int to-point + | connection:
Client Null Client
Path P Producer Safety data
Input
(Input) Consumer
connection:
Coordination
Point-to- Point-to- Applicatib(\ \\ﬂeﬁédor \Ven 1 Point-to- 2- point- Consuming
point point Clasg™\Q, define Outpu defined point to-point + | connection:
Server ull . Server
h Op_p ot Path Consumer Safety data
(Output) .
Producing
connection:
coordination
Point-to- Multipoint pplication, V(%do_r/ Vendor | Safety 2-15 Multipoint 2 - Producing
point ass\0, fined | defined | Input Producer Multipoint | connection:
lent Nul Null App. + 1 point-
ath Path object CP2/3 to-point + | Safety data
Client Producing
connection:
Correction
Consuming
connection:
coordination
Point-to- Multipoint Application, | Vendor | Vendor | Safety 2-15 Multipoint 1- Producing
point Class 0, defined | defined | input Producer Multipoint | connection:
Client Null Null app. + 1 point-
Path Path object CP 2/2 to-point + | Safety data
Client + correction
Consuming
connection:
coordination
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O-to-T T-to-O Transport App App App Max Safety Key
connection | connection type/ path path path consumer Validator decision
type type trigger 1 23 32 number | connection | factors Target role
type
Multipoint Point-to- Application, | Vendor | Safety Vendor | 2-15 Multipoint 2 - Consuming
point Class 0, defined | output defined Consumer Multipoint | connection:
Server Null app. Null + 1 point-
Path object Path CP2/3 to-point + | Safety data
Server Consuming
connection:
Correction
Producing
connection:
coordination
Multipoint Point-to- Application, | Vendor | Safety Vendor | 2-15 Consuming
point Class 0, defined | output defined connection:
Server Null app. Null
Path object | Path Safety Data
+ correction
Producing
connection:
coordination
8 |nput and Output with respect to the network.
b Devices configurable via EDS shall define an application Null I?a’t‘h\ t D;’a\file.

Table 11 defines which network conn

associated with each safety connectio

tio

ype.

rs for safety connections

para tercr all three connections
Table 11 - Nw(eﬁrme\tio%ame

Target type etwork connhection \P;Jper Description
aramet parameter
value
Point-to-point -te- 4406 pex Point-to-point high priority, fixed
producer /W S ) ) . . .
T-to\Q 4408 peox Point-to-point high priority, fixed
Time Corection 0000 oy | Not used
Point-to-pQint (5\to-}\ > 4408 peox Point-to-point high priority, fixed
-toxO 4406 pex Point-to-point high priority, fixed
\H@)Correction 0000 pex Not used
Multipoint -to-T 4406 peox Point-to-point high priority, fixed
producer . . L )
T-to-O 240E pex Multipoint high priority, fixed
Time Correction 2406 pex Multipoint high priority, fixed

Successful SafetyOpen responses shall return the connection identifiers used, as well as the
Consumer_Number assigned to the originator (always FFFF, ., for point-to-point connections).

6.3.11

Application reply data in a successful SafetyOpen response

The format for a SafetyOpen response for Success is the same as the Forward_Open_Reply
as defined in IEC 61158-6-2. The data return is defined in Table 12.
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Table 12 — CP 2/3 Safety target application reply (size: 10 octets)

Parameter name Data type Description
Consumer_Number UINT
PID/CID STRUCT of: Target Identifier used to generate a PID or CID
seed value
Target Vendor Id UINT Target’s Vendor Id
Target Device Serial Number UDINT Target’s Device Serial Number
Target Connection Serial Number UINT Connection Serial Number Target assigned to
the connection. The Safety Validator instance Id
shall be used

Table 13 — EF CP 2/3 Safety target application re

shall use

Parameter Name?

Data Type \ \D\{\sm >

Consumer_Number UINT

Target Vendor Id @NT A '@rget’(g Ve\wd)or

PID/CID STRUCT of: T%%:ﬁl entifierused to-generate a PID or
(\gl eed v/é\l\\e

Target Device Serial Number UDINT Teb‘qet’s\D&Li_ce/Serial Number

Target Connection Serial

ion Serial Number Target assigned to

UINT nnecti
e‘conpection. The Safety Validator instance
Number Id\shotld be used

ast_Time_Stamp_for_Rollover

Initial Time StampP N | UPN\ }E@éd by Consumer to initialize

Initial Rollover Malue I Used by Consumer to initialize
TS_Rollover_Count

8 These fields
receives a
the Time_Cor

multipojnt produger, rFhumber is set to FFFFhex:
b Cons@t\ar\ets shotld echo back the values received in the SafetyOpen

the’ Application Reply field. When a CP 2/3 Safety target
ipoint (thus no Time Correction connection is established)
parameter shall be set to FFFFo,. If the target is not a

The target of a~Safet
field of the Safet
significance when the originator is the consumer.

Full document details: IEC 61784-3-2 2010
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Table 14 — SafetyOpen target application reply (size: 18 octets)

Parameter name?@ Data type Description
Consumer_Number UINT
PID/CID STRUCT of: Target Identifier used to generate a PID or CID
seed value
Target Vendor Id UINT Target’s Vendor Id
Target Device Serial Number UDINT Target’s Device Serial Number
Target Connection Serial Number UINT Connection Serial Number Target assigned to

the connection. The Safety Validator instance
Id shall be used

Time_Correction_Connection_ID UDINT Connection ID selected by the Tar
Time Correction connecti If chose by the
originator, then the value is ec o

Time_Correction_API UDINT Returns same value{recejv que
packet

Time_Correction_Connection_ID parameter shall be set to F
producer, the consumer number is set to FFFFy .

When the Target of a connection is using the ormat on.CP 2/3, it shall use the 22

ication reply (size: 22 octets)

Parameter Name?2

Consumer_Number \( uﬁq V
PID/CID RU T}f\/ Target Identifier used to generate a PID or
CID seed value

Target Ven&@\r Ic> < UN Target's Vendor Id

Target Device S{aw \/ W Target’s Device Serial Number

Target Connégctio rial UN)NT Connection Serial Number Target assigned to
the connection. The Safety Validator instance
Id should be used
Time A€orrectio \%ne t|on\1~D/ UDINT Connection ID selected by the Target for the
Time Correction connection. If chosen by the
originator, then the value is echoed back

Description

Time_ Corre UDINT Returns same value received in the Request
packet
Initial Time Stampb UINT Used by Consumer to initialize

Last_Time_Stamp_for_Rollover

Initial Rollover ValueP UINT Used by Consumer to initialize
TS_Rollover_Count

These fields are always present in the Application Reply field. When a CP 2/3 target receives a
SafetyOpen that is not multipoint (thus no Time Correction connection is established) the
Time_Correction_Connection_ID parameter shall be set to OxFFFF. If the target is not a multipoint
producer, the consumer number is set to OXFFFF.

Consuming targets should echo back the values received in the SafetyOpen.

6.3.12 Unsuccessful SafetyOpen response

The SafetyOpen has some special error cases that do not map to the existing set of error
codes, and extends the definition of existing error codes.
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Table 16 defines new extended error codes for safety and shows the extended definition of
existing error codes.

Table 16 — New and extended error codes for safety

General Extended Explanation
status status
01hex 01050« Ownership conflict or OUNID mismatch. The configuration is already owned
by another originator
01hex 0106p0x Ownership conflict or OUNID mismatch. The output connection was already
owned by another originator
01hex 0205p 64 Parameter Error in Unconnected Send service or
Parameter Error in SafetyOpen or SafetyClose (\
01hex 801hex Incompatible Multipoint RPI. An existing connection been established at a
different RPI
01hex 8021 0% Invalid Safety Connection size
01hex 803hex Invalid Safety Connection format \ \/
01hex 8041 0x Invalid Time Correction Connection Paé@e@s\ \
01hex 805h0x Invalid Ping Interval EPI Multiplie

01hex 807hex Network Time i;xQectatioy\(/lul\t\'\M/ /\

X
0Thex 8060 Time Coordination Msg Min Multiplief ) N

01hey 808}, 0 Timeout Multiplier \

0Thex 809}, 0 Invalid Max Consimer Numhber

01hey 80Ap oy Invalid CPCRC[  —_ N

01hex 80Bpex ime Coy:ec@n Con}\Qcti n Id\lﬁ‘z{M

01hex 80Chex CID\Ndsmatch h SCTDjwa on-zero and did not match the value in the

target

01hex 80D \I/U ot s t vice out of-box and TUNID has not been set, so
(h% s are_notallewe

01hex 80Eng |3Whe TUNID provided does not match. The message was
I|ke s node in error

01hex SOﬁheX C}n{ig\u*ﬂaiig/n/operation not allowed

\

ri able 7 provides guidance for which error codes to use for possible errors
i SafetyOpen. This is not intended to be an exhaustive list.

Event/Epror
detected i

able 17 — SafetyOpen error event guidance table

Event Error type General Extended
status status
The target device received a Configuration operation not allowed 01hex 080Fheox

SafetyOpen request in states of
Safety Supervisor object other than
Idle and Executing

Device not configured 01hex 110pex
Safety Connection Type (name) Safety parameter error — 01hex 315hex
Invalid
nvat Invalid Connection Type
Safety Connection Size Invalid Safety parameter error — 01hex 0802104

Invalid Safety Connection Size
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Event Error type General Extended
status status
Safety Connection Format Invalid Safety parameter error — 01hex 0803 6x

Invalid Safety Connection Format

Time Correction Connection Safety parameter error — 01hex 08041 0x

Parameters Invalid N . )
Invalid Time Correction Connection

Parameters
Ping Interval EPI Multiplier was out of | Safety parameter error — 01hex 0805 6x
the range
¢ Invalid Ping Interval EPI Multiplier
Time Coordination Message Min Safety parameter error — 01hex 0806p0x
Multiplier was out of the range
P g Time Coordination Msg Min Multiplier /\
Time Expectation Multiplier was out Safety parameter error — Othex 07hex
of the range ) . .
Time Expectation Multiplier

Timeout Multiplier was out of the Safety parameter error — <\ 01% ﬁ%x

range Timeout Multiplier
Max Consumer Number not within the | Safety parameter error — \\\N\h@ 0809ex
limits in Multipoint Producer Invalid Max Consum;/ﬁﬁmbe\r
CPCRC value in SafetyOpen and Safety parameter efror \\01)%)( 080ALex
calculated CPCRC value ) /\

te N\,

01hex 080Bpex

Time Correction Connection Id

Invalid d

RPI requested is incompatihle w In atwul ipoint RPI 01hex 801hex
previously established multipeint
connections

O-to-T RPI, T-to-O'RPI, or Fime Wsupported 0Thex 0111 ey
Correction RPI is net'supported >

All SafétyValidat Inéanc s are Connection Manager or connection 01hex 0113hex
being Used object cannot support any more
connections

6.3.13 ForwardClose for safety

There are no additional behaviors defined for the ForwardClose service when used to close a
Safety connection. In the following Safety Requirements, the term “SafetyClose” refers to both
the ForwardClose of the Connection Manager object and the SafetyClose of the Connection
object.

The SafetyClose Service shall be used to close connections with a Safety Targets (and in the
case of a ForwardClose all other nodes in the connection path).

The SafetyClose request shall remove a connection from all the nodes participating in the
original connection.

The SafetyClose request shall cause all resources in all nodes participating in the connection
to be deallocated, including connection IDs, bandwidth, and internal memory buffers.
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Targets receiving the SafetyClose service request shall close the connection who’s Originator
Vendor ID, Connection Serial Number, and Originator Serial Number parameters match.
Additional information provided by this service (ie, Connection Path) shall be ignored by the
target.

A SafetyClose Success reply shall be returned after the connection has been deleted at the
target.

When a SafetyClose success reply is received, the originator and each intermediate node
along the path, closes the connection and releases resources associated with that
connection. But the originator shall also close the connection if no response is received within
a vendor selected wait period.

6.4 Identity object
6.4.1 General

Class Code: 01hex

All CPF 2 safety devices shall replace the Identit
defined in the Safety Supervisor object.

6.4.2 Changes to common service

Table 18 defines the services of the ldéntity objest th equire updates.

Table<18 ~ Identi mon service changes

N
Service Need iri Wtati&l\ W Description of service
code name
/:\Kssx Ir%t}nge
05hex O}N@'f\ \,C\ond\mgnaT&\ @set Invokes the Reset Service for the device

a8 Conditional Identity object Reset service shall not be supported in safety devices (reply to
any requests with\ Service t Supported” error). The service shall be replaced by the Reset
servicedef by the.Safety Supervisor.

i & \/

6.5 Li
6.5.1 DeviceNet object changes
6.5.1.1 Additional attribute for safety

Class Code: 03hex

This subclause defines the changes and additions required of the DeviceNet object to support
safety. An attribute shall be added to allow the Safety Network Number (SNN) to be read. The
definition for this attribute is defined in Table 19.

Table 19 — New DeviceNet object instance attribute

Attrib Need in Access Name Data type Description of Semantics of value
ID implem. rule attribute
11 Required Get Safety 6 OCTETS | System-wide Attribute shall contain the
Network unique number for SNN portion of the TUNID
Number the subnet this in the Safety Supervisor.
device resides on See 8.2 for further
definition of thiBﬁeuments
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