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INTERNATIONAL ELECTROTECHNICAL COMMISSION

INDUSTRIAL COMMUNICATION NETWORKS - PROFILES

Part 3: Functional safety fieldbuses — General rules and profile definitions

FOREWORD
1) The International Electrotechnical Commission (IEC) is a worldwide organization for st3 ation comprising
all national electrotechnical committees (IEC National Committees) The obje is to promote
international co-operation on all questions concerning standardization in the electgcal™angd-electroqic fields. To
this end and in addition to other activities, IEC publishes International Standaids ica ecifications,

Technical Reports, Publicly Available Specifications (PAS) and Guides
Publication(s)“) Their preparation is entrusted to technical committees; an

agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matte 3s possible, an international
consensus of opinion on the relevant subjects since eac representation from all
interested IEC National Committees.

Committees in that sense. While all reasghable effg 6 € that the technical content of IEC
Publications is accurate, IEC cannot be K espensi in which they are used or for any
misinterpretation by any end user.

4) In order to promote international uniformi
transparently to the maximum extent pos
between any IEC Publication agd the corres
the latter.

, IEC Natigna ittees undertake to apply IEC Publications

ible heir\gatignal >and regional publications. Any divergence
ondiona orxggional publication shall be clearly indicated in

6) All users should uret e\latest editjon of this publication.
7) No liability shall i i envployees, servants or agents including individual experts and

bational Committees for any personal injury, property damage or
ether direct or indirect, or for costs (including legal fees) and
expenses arising” o ication, /Juse of, or reliance upon, this IEC Publication or any other IEC
Publications.

8) Attention i ive, references cited in this publication. Use of the referenced publications is
indispensable i

The International E trotehnlcal Commission (IEC) draws attention to the fact that it is claimed that compliance
with this document may iivolve the use of patents concerning functional safety communication profiles for families
1, 2, 3 and 6 given in IEC 61784-3-1, IEC 61784-3-2, IEC 61784-3-3 and IEC 61784-3-6.

IEC takes no position concerning the evidence, validity and scope of these patent rights.The holders of these
patent rights have assured the IEC that they are willing to negotiate licences under reasonable and non-
discriminatory terms and conditions with applicants throughout the world. In this respect, the statements of the
holders of these patent rights are registered with IEC.

NOTE Patent details and corresponding contact information are provided in IEC 61784-3-1, IEC 61784-3-2, IEC
61784-3-3 and IEC 61784-3-6.

International Standard IEC 61784-3 has been prepared by subcommittee 65C: Industrial
networks, of IEC technical committee 65: Industrial process measurement, control and
automation.

This bilingual version (2012-12) corresponds to the monolingual English version, published in
2007-12.
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The text of this standard is based on the following documents:

FDIS Report on voting
65C/470/FDIS 65C/481/RVD

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

The French version of this standard has not been voted upon.

the maintenance result date indicated on the IEC web site under
the data related to the specific publication. At this date, the publi

* reconfirmed,

* withdrawn,

* replaced by a revised edition, or
+ amended.

The list of all parts of the IEC ¥ N e general title [Industrial
communications networks — Profiles = j Idbuses, can be found on the IEC
website.

understanding
colour printer.
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INTRODUCTION

The IEC 61158 fieldbus standard together with its companion standards IEC 61784-1 and
IEC 61784-2 defines a set of communication protocols that enable distributed control of
automation applications. Fieldbus technology is now considered well accepted and well
proven. Thus many fieldbus enhancements are emerging, addressing not yet standardized
areas such as real time, safety-related and security-related applications.

This standard explains the relevant principles for functional safety communications with
reference to IEC 61508 series and specifies several safety communication layers (profiles and
corresponding protocols) based on the communication profiles and protocol layers of
IEC 61784-1, IEC 61784-2 and the IEC 61158 series. It does not cover elestrical safety and
intrinsic safety aspects.

Figure 1 shows the relationships between this standard and rel
standards in a machinery environment.

Product standards
IEC 61496 IEC 61131-6 IEC 61800-5-2

Safety f. e.g. Safety for PLC Safety functions
light curtains | |(under consideration)| for drives

IEC 61784-4 IEC 62443 Sigr(of shfetg-relatdd eléctritaletéctronic and programmable E
Security Security ectronic contro| systems/(SRECS) for machinery !

(profile-specific) (common part)
L\bas PL based
(@RS

IEC 61784-5 IEC 61948
Installation guide | Installation guide |/ ' _SXERETLEMTEONE_ L.—.. N P, B T P i R I
(profile-specific) (commo art) E
v l (\L IEC 6432631 |\ [\Reely of electical e B
JUECER2e N cadmen i R
IEC 61784-3 {nctgnal Sa v * Non-electrical E
Functional safet > | \/ E v :
Com;:gfri‘l'gat'on ! | Us: NEPA 79 Electrical |
E (2006) E
\ N , v v v i
\\ — IEC 62061
IEC 61158-series / 5 e ot !
IEC 61784-1,<2 IEC 61508 series [ (SRECS) |
Fieldbus for use in Functional safety i (including EMI for |
industrial control systems (basic standard) i industrial environment) |

Key

[ ] (vellow) safety-related standards
[ ] (blue) fieldbus-related standards
[ ] (dashed yellow) this standard

Figure 1 — Relationships of IEC 61784-3 with other standards (machinery)
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Figure 2 shows the relationships between this standard and relevant safety and fieldbus
standards in a process environment.

IEC 61784-5

Installation guide

IEC 61918
Installation guide
(common part)

Product standards
IEC 61496 IEC 61131-6 IEC 61800-5-2 E
Safety f. e.g. Safety for PLC Safety functions !
light curtains (under consideration) for drives '
IEC 61784-4 IEC 62443 R
Security Security
(reieepeding || (e pEny See safety standards for machinery

(profile-specific)

-

IEC 61326-3-22

EMC and i
IEC 61784-3 functional safety |
Functional safety "
communication "
profiles TR W D S A S N (P
<(X> us:
> «--»| ISA-84.00.01
(3 parts = modified
IEC 61158 series / IEC 61511)
IEC 61784-1, -2 IEC 61508 seri > systems for the
 AERbusiEr s i Functlonal fety i ocess industry sector |« ---» DE: VDI 2180
industrial control systems ‘\ Part 1-4

Key

|:| (yellow) s
[ ] (blue) fieldbus“re

Safety communication layers which are implemented as parts of safety-related systems
according to IEC 61508 series provide the necessary confidence in the transportation of
messages (information) between two or more participants on a fieldbus in a safety-related
system, or sufficient confidence of safe behaviour in the event of fieldbus errors or failures.

Safety communication layers specified in this standard do this in such a way that a fieldbus
can be used for applications requiring functional safety up to the Safety Integrity Level (SIL)
specified by its corresponding functional safety communication profile.

The resulting SIL claim of a system depends on the implementation of the selected functional
safety communication profile within this system — implementation of a functional safety
communication profile in a standard device is not sufficient to qualify it as a safety device.
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This standard describes:

— basic principles for implementing the requirements of IEC 61508 for safety-related data
communications, including possible transmission faults, remedial measures and
considerations affecting data integrity;

— individual description of functional safety profiles for several communication profile
families in IEC 61784-1 and IEC 61784-2;

— safety layer extensions to the communication service and protocols sections of the
IEC 61158 series.

@%
S
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INDUSTRIAL COMMUNICATION NETWORKS - PROFILES

Part 3: Functional safety fieldbuses — General rules and profile definitions

1 Scope

This part of the IEC 61784-3 series explains some common principles than can be used in the
transmission of safety-relevant messages among participants within a distributed network
using fieldbus technology in accordance with the requirements of IEC 61508 series for
functional safety. These principles can be used in various industrial ap ations such as
process control, manufacturing automation and machinery.

This part! and the IEC 61784-3-x parts specify several functiofal ,
profiles based on the communication profiles and protocol layers~of fi echnologies
in [IEC 61784-1, IEC 61784-2 and the IEC 61158 series.

NOTE 1 Other safety-related communication systems meeting the requ emeo EC 61508 series may exist
that are not included in this standard.

NOTE 2 It does not cover electrical safety and intrinsic safety asplects. safg
as electrical shock. Intrinsic safety relates to hazards associated\with pot xplosive atmospheres.

All systems are exposed to unautho a
measures need to be considered in an icatjon to protect fieldbus systems

NOTE 4 Implementation o ication profile according to this part in a device is not

sufficient to qualify it as a safetyvdevice ined i C 61508 series.
NOTE 5 The resu perids on the implementation of the selected functional safety

communication profile Wi

IEC 61131-2, Programmable controllers — Part 2: Equipment requirements and tests

IEC 61158 (all parts), Industrial communication networks — Fieldbus specifications

IEC 61326-3-1, Electrical equipment for measurement, control and laboratory use — EMC
requirements — Part 3-1: Immunity requirements for safety-related systems and for equipment
intended to perform safety-related functions (functional safety) — General industrial
applications?2

IEC 61326-3-2, Electrical equipment for measurement, control and laboratory use — EMC
requirements — Part 3-2: Immunity requirements for safety-related systems and for equipment
intended to perform safety-related functions (functional safety) — Industrial applications with
specified EM environment?

1 Inthe following pages of this standard, “this part” will be used for “this part of the IEC 61784-3 series”.
2 To be published. Documents
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IEC 61508 (all parts), Functional safety of electrical/electronic/programmable electronic
safety-related systems

IEC 61508-1, Functional safety of electrical/electronic/programmable electronic safety-related
systems — Part 1: General requirements

IEC 61508-2, Functional safety of electrical/electronic/programmable electronic safety-related
systems — Part 2: Requirements for electrical/electronic/programmable electronic safety-
related systems

IEC 61784-1, Industrial communication networks — Profiles — Part 1: Fieldbus profiles

IEC 61784-2, Industrial communication networks — Profiles — Part 2: Additional fieldbus
profiles for real-time networks based on ISO/IEC 8802-3

IEC 61784-3-1, Industrial communication networks Profiles — Pz

fieldbuses — Additional specifications for CPF 1

IEC 61784-3-2, Industrial communication networks
fieldbuses — Additional specifications for CPF 2

IEC 61784-3-3, Industrial communication networks
fieldbuses — Additional specifications for CPF 3

IEC 61784-3-6, Industrial communic&tion

IEC 61918, Industrial [c¢ L 9 vorks —/Installation of communication networks in
industrial premises

: Communication, signalling and processing systems
— Part 1: Safety-reja QM closed transmission systems

For the purposes_of this document, the following terms and definitions apply.

3.1.1 Common terms and definitions

3.1.1.1

absolute time stamp

time stamp referenced to a global time which is common for a group of devices using a
fieldbus

[IEC 62280-2, modified]

3.1.1.2

availability

probability for an automated system that for a given period of time there are no unsatisfactory
system conditions such as loss of production

NOTE Availability depends on MTBF (mean time between failure) and MDT (mean down time):
Availability = MTBF / (MTBF + MDT).
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3.11.3

black channel

communication channel without available evidence of design or validation according to
IEC 61508 series

3.11.4
bridge
abstract device that connects multiple network segments along the data link layer

3.1.1.5
communication channel
logical connection between two end-points within a communication system

3.1.1.6

communication system
arrangement of hardware, software and propagation media to allo
(ISO/IEC 7498 application layer) from one application to anothe

0 sages

3.1.1.7
connection
logical binding between two application objects withi

3.1.1.8

Cyclic Redundancy Check (CRC)
<value> redundant data derived from,
in order to detect data corruption

NOTE 1 Terms “CRC code”
standard to refer to the red

NOTE 2 See also @2

3.1.1.9
diversity
different means of p ed function

EXAMPLE Divgrsity m achiewed by different physical methods or different design approaches.

error
discrepancy between a computed, observed or measured value or condition and the true,
specified or theoretically correct value or condition

NOTE 1 An error can be caused by a faulty item, e.g. a computing error made by faulty computer equipment.

[IEV 191-05-24], [IEC 61508-4:1998], [IEC 61158]

NOTE 2 Errors may be due to design mistakes within hardware/software and/or corrupted information due to
electromagnetic interference and/or other effects.

NOTE 3 Errors do not necessarily result in a failure or a fault.

3.1.1.11
failure
termination of the ability of a functional unit to perform a required function

3 Figures in square brackets refer to the bibliography. Documents
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NOTE 1 The definition in IEV 191-04-01 is the same, with additional notes.
[IEC 61508-4:1998], [ISO/IEC 2382-14.01.11]

NOTE 2 Failure may be due to an error (for example, problem with hardware/software design or message
disruption)

3.1.1.12

fault

abnormal condition that may cause a reduction in, or loss of, the capability of a functional unit
to perform a required function

NOTE IEV 191-05-01 defines “fault” as a state characterized by the inability to perform a required function,
excluding the inability during preventative maintenance or other planned actions, or lack of external
resources.

[IEC 61508-4:1998], [ISO/IEC 2382-14.01.10]

3.1.1.13
fieldbus
communication system based on serial data transfer and
process control applications

tomation or

3.1.1.14
fieldbus system
system using a fieldbus with connected device

3.1.1.15
frame
denigrated synonym for DLPDU

3.1.1.16
Frame Check Sequen

redundant data derived fro
and stored or tr@

NOTE 1 An FCS can hé

NOTE 1 Hash functions can be used to detect data corruption.

NOTE 2 Common hash functions include parity, checksum or CRC.
[IEC 62210, modified]

3.1.1.18

hazard

state or set of conditions of a system that, together with other related conditions will inevitably
lead to harm to persons, property or environment

3.1.1.19

master

active communication entity able to initiate and schedule communication activities by other
stations which may be masters or slaves
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3.1.1.20

message

ordered series of octets intended to convey information
[ISO/IEC 2382-16.02.01, modified]

3.1.1.21

message sink

part of a communication system in which messages are considered to be received
[ISO/IEC 2382-16.02.03]

3.1.1.22

message source

part of a communication system from which messages are considered to 0 ate
[ISO/IEC 2382-16.02.02]

3.1.1.23
nuisance trip
spurious trip with no harmful effect

NOTE Internal abnormal errors can be caused in communication
example by too many retries in the presence of interferences.

3.1.1.24
protective extra-low-voltage (PELV)

NOTE A PELV circuit is similar to an SELV cirguit t
[IEC 61131-2]

ested to,protective earth.

@o |

3.1.1.25

redundancy

existence of me@i iti which would be sufficient for a functional unit to
perform a require 3 f epresent information

NOTE 2
[IEC 61508 < QEC 2382-14.01.12]

3.1.1.26
relative time stamp
time stamp referenced to the local clock of an entity

NOTE In general, there is no relationship to clocks of other entities.

[IEC 62280-2, modified]

3.1.1.27

reliability

probability that an automated system can perform a required function under given conditions
for a given time interval (t1, t2)

NOTE 1 It is generally assumed that the automated system is in a state to perform this required function at the
beginning of the time interval.

NOTE 2 The term "reliability" is also used to denote the reliability performance quantified by this probability.
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NOTE 3 Within the MTBF or MTTF period of time, the probability that an automated system will perform a
required function under given conditions is decreasing.

NOTE 4 Reliability differs from availability.
[IEC 62059-11, modified]

3.1.1.28

risk

combination of the probability of occurrence of harm and the severity of that harm
[IEC 61508-4:1998]

3.1.1.29

safety communication layer (SCL)
communication layer that includes all the necessary measures to ensure
data in accordance with the requirements of IEC 61508

Rsmission of

3.1.1.30
safety connection
connection that utilizes the safety protocol for communicatio

3.1.1.31
safety data
data transmitted across a safety network using a

safely.

3.1.1.32

safety device
device designed in acco
communication profile

3.1.1.33
safety extra-lo

electrical circuit in

3.1.1.34
safety functio
function to be imptemented by an E/E/PE safety-related system, other technology safety-
related system or external risk reduction facilities, which is intended to achieve or maintain a
safe state for the EUC, in respect of a specific hazardous event

[IEC 61508-4:1998]

3.1.1.35

safety function response time

worst case elapsed time following an actuation of a safety sensor connected to a fieldbus,
before the corresponding safe state of its safety actuator(s) is achieved in the presence of
errors or failures in the safety function channel

NOTE This concept is introduced in 5.2.4 and addressed by the functional safety communication profiles defined
in this part.

3.1.1.36
safety integrity level (SIL)

discrete level (one out of a possible four) for specifying the safety integrity requj ﬁ;‘
the safety functions to be allocated to the E/E/PE safety-related systems, wlﬁﬁgﬁ ents
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integrity level 4 has the highest level of safety integrity and safety integrity level 1 has the
lowest

NOTE The target failure measures for the four safety integrity levels are specified in Tables 2 and 3 of
IEC 61508-1.

[IEC 61508-4:1998]

3.1.1.37

safety measure

<this standard> measure to control possible communication errors that is designed and
implemented in compliance with the requirements of IEC 61508

NOTE 1 In practice, several safety measures are combined to achieve the required safet

NOTE 2 Communication errors and related safety measures are detailed in 5.3 and &4

3.1.1.38

safety-related application
programs designed in accordance with IEC 61508 to mg
application

ents of the

3.1.1.39
safety-related system
system performing safety functions accg

3.1.1.40
slave

passive communication entity able to r
another communication entity which may b

3.1.1.41
spurious trip

trip caused by t fe oyt anprotess demand

3.1.1.42
time stamp
time informatig

3.1.1.43
white cha
communicatiQ
designed, implem

in which all relevant hardware and software components are
§l and validated according to IEC 61508

3.1.2 CPF 1: Additional terms and definitions

None required for this part.

3.1.3 CPF 2: Additional terms and definitions

None required for this part.

3.1.4 CPF 3: Additional terms and definitions

None required for this part.

3.1.5 CPF 6: Additional terms and definitions

None required for this part.
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3.2 Symbols and abbreviated terms

3.21 Common symbols and abbreviated terms

CP Communication Profile [IEC 61784-1]
CPF Communication Profile Family [IEC 61784-1]
CRC Cyclic Redundancy Check

DLL Data Link Layer [ISO/IEC 7498-1]
DLPDU Data Link Protocol Data Unit

EMI Electro-Magnetic Interference

EUC Equipment Under Control [IEC 61508-4:1998]
FAL Fieldbus Application Layer [IEC 61158-5]
FCS Frame Check Sequence

FSCP Functional Safety Communication Profile

HD Hamming Distance

E/E/PE Electrical/Electronic/Programmable Electronic

NSR Non Safety Relevant

PDU Protocol Data Unit

PELV Protective Extra Low Voltage

PES Programmable Electronic System

PFD Average Probability of Failure on Demand

PFH Probability of Failure per Hour

PhL Physical Layer [ISO/IEC 7498-1]
PLC Programmable Logic Controller

SCL Safety Communicat

SELV Safety Extra LoWw

SIL Safety Intggrity!
SR

[IEC 61508-4:1998]

3.2.2 bols and abbreviated terms

SIS s

3.23 Additional symbols and abbreviated terms

Cip™ Common Industrial Protocol (application framework shared among CPF 2 communication profiles)

3.24 CPF 3: Additional symbols and abbreviated terms

DP Decentralized Peripherals

3.2.5 CPF 6: Additional symbols and abbreviated terms

None required for this part.
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4 Conformance

Each functional safety communication profile within this standard is based on communication
profiles of IEC 61784-1 or IEC 61784-2 and protocol layers of the IEC 61158 series.

A statement of conformance to a Functional Safety Communication Profile (FSCP) of this
standard shall be stated as either

conformance to IEC 61784-3:200x FSCP n/m <Type>
or
conformance to IEC 61784-3 (Ed.1.0) FSCP n/m <Type>

where the Type within the angle brackets < > is optional and the angle b(a are not to be

included.

Alternatively, a statement of conformance may be stated as eith

conformance to IEC 61784-3-N:200x
or
conformance to IEC 61784-3-N (Ed.1.0)

where N is the family number assigned to the co

Conformance to a IEC 61784-3-N ps
corresponding FSCP(s) for the particula

Product standards shall
provisions), either nor

Assessment aspects (including QM
than provisions for product testing

The communisation systém itself in this standard performs transmission of safety data. It is
highly recommend hat the safety communication channel does not consume more than 1 %
of the maximum PFD or PFH of the target SIL for which the functional safety communication
profile is designed (see Figure 3).

EXAMPLE

In Figure 3, the PFH of the safety function is PFHsensor + PFHpes + PFHactuator + 2 X PFHsarety communication channel-
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Safety function

Safety Safety
communication communication
channel channel
Sensor PES Actuator
1% 1%

PFD, PFH of a safety functio

Figure 3 — Safety communication as a part ion

5.2 Communication system

5.2.1 General

The following information is used to provide\a

terms.

uon understanding of technology and

shows an example
on the black cha

When usirg d’fieldbus structures without modifications in the definition of
each communisation_layek, all the measures necessary to implement transmission of safety
data in ac A\ e requirements of IEC 61508 shall be performed by an additional
“safety communication layer”, positioned as shown in Figure 4.
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61784 Functional Safety 61784 Functional Safety
Communications Profile Communications Profile

__PE‘_/_iS_e_____ Y o __________ 61158 communications layers
i Safety oth Safety
! | Communication er G Communication
' atewa
E Layer protocol y Layer
; iaati Application
: Application - FAL
| Layer (optional) \ Layer (optional) . FAL
{|  Data Link Data Link DLL | ie.g. repeater, DLL
: Layer ' .
; Layer . switches,
E Physical Physical wirgless

Layer Layer

Internal
communication link

5.2.3 Communication channel type

define the requirements
communication channel
accomplished with res

In this context, fet
communication |

the sink (see Figure

rinel is defined to start at the top of the safety
at the top of the safety communication layer of

The safe}y i e is the worst case elapsed time following an actuation of a
switch, pressure transmitter, light curtain) connected to a fieldbus,
before the sqrresponding gafe state of its safety actuator(s) (for example relay, valve, drive) is
achieved in thespresence of errors or failures in the safety function channel.

The demand (actuation) on a safety function is caused either by an analogue signal crossing
a threshold or a digital signal changing state.

Figure 5 shows an example of typical components making up a safety function response time.

4 Second edition in preparation. Documents
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Safety function response time

Input Safe Logic Safe Signal Power
Processing Transmis Solver Transmis Output Output
-sion -sion '

| »l »! »l »l »l »! »l »
| g gl il il ! gl il v

Individual components of the safety function response time

Figure 5 — Example of safety function response time co

Individual functional safety communication profiles may have a diff set\of \components,

but all relevant components shall be accounted for in the safety func

5.3 Communication errors
5.3.1 General

The following subclauses specify possible com Additional notes are

provided to indicate the typical behaviour of a bld

5.3.2 Corruption

NOTE 1 Message error dufing i c standard communication system, such events are
detected at receivers with high_probabili ia b ction and the message is ignored.

NOTE 3 If the recove peti Jureg’take longer than a specified deadline, a message is classed as
'Unacceptable delay!

. \ d on a message sequence number or a time stamp may result in fault
classifications d repetition, Incorrect sequence, Unacceptable delay, Insertion.

Due to an error, fault or interference, old not updated messages are repeated at an incorrect
point in time.

NOTE 1 Repetition by the sender is a normal procedure when an expected acknowledgment/response is not
received from a target station, or when a receiver station detects a missing message and asks for it to be resent.

In some cases, the lack of response can be detected and the message repeated with minimal
delay and no loss of sequence, in other cases the repetition occurs at a later time and arrives
out of sequence with other messages.

NOTE 2 Some fieldbuses use redundancy to send the same message multiple times or via multiple alternate
routes to increase the probability of good reception.

5.3.4 Incorrect sequence

Due to an error, fault or interference, the predefined sequence (for example natural numbers,
time references) associated with messages from a particular source is incorrect.
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NOTE 1 Fieldbus systems may contain elements that store messages (for example FIFOs in switches, bridges,
routers) or may use protocols that may alter the sequence (for example by allowing messages with high priority to
overtake those with lower priority).

NOTE 2 When multiple sequences are active, such as messages from different source entities or reports relating
to different object types, these sequences are monitored separately and errors may be reported for each sequence.

5.3.5 Loss

Due to an error, fault or interference, a message is not received or not acknowledged.

5.3.6 Unacceptable delay

Messages may be delayed beyond their permitted arrival time window, fo
errors in the transmission medium, congested transmission lines, interference,

example due to
Qr due to bus

example FIFOs in switches, bridges, routers).

NOTE In underlying fieldbuses using scheduled or cyclic scans, messag
following several ways:

a) immediate repetition;
b) repetition using spare time at the end of the cycle;
c) treat the message as lost and wait for the next cycle to reee|

In case a) all the following messages in that
gets a delay.

Case c) would be classed as an
that delays between cycles are
missed previous value.

5.3.7 Insertion

Due to a fault o
source entity.

Due to a fault oNnterferente, a message is inserted that relates to an apparently valid source
entity, so a non-safety relevant message may be received by a safety relevant participant,
which then treats it\ag safety relevant.

NOTE Communication systems used for safety-related applications may use additional checks to detect
Masquerade, such as authorised source identities and pass-phrases or cryptography.

5.3.9 Addressing

Due to a fault or interference, a safety relevant message is sent to the wrong safety relevant
participant, which then treats reception as correct.

5.4 Deterministic remedial measures
5.4.1 General

This subclause lists measures commonly used to detect deterministic errors and failures of a
communication system, as contrasted to stochastic errors like message corruption due to
electromagnetic interference.
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5.4.2 Sequence number
A sequence number is integrated into messages exchanged between message source and

message sink. It may be realised as an additional data field with a number that changes from
one message to the next in a predetermined way.

5.4.3 Time stamp

In most cases the content of a message is only valid at a particular point in time. The time
stamp may be a time, or time and date, included in a message by the sender.

NOTE 1 Relative time stamps and absolute time stamps may be used.

NOTE 2 Time stamping implicitly requires the time base to be synchronized.
synchronization needs to be monitored.

applications,

5.4.4 Time expectation

During the transmission of a message, the message sink chec¢ S 1y between
two consecutively received messages exceeds a predetermined i
has to be assumed.

EXAMPLE
Time-slot-oriented access method:
The exchange of messages takes place within\ixed sycfe e slots for every participant.

Optionally: Every participant shall send his data—within ot evenTif there is no value change (this is an
example of cyclic communication).

To identify a participant who did b it witkin i we slot, a source identification is added.

5.4.5 Connection 3

Messages may have 3
address of the
5.4.6 Feedba

The message
original message.
layers.

NOTE Some fieldbus spgcifications use the term “echo” or "receipt" as a synonym.
EXAMPLE

This returned feedback message may contain only a short acknowledge, or may also contain the original data, thus
enabling the source to check the correct reception by comparing sent and received data.

5.4.7 Data integrity assurance

The safety-related application process shall not trust the data integrity assurance methods if
they are not designed from the point of view of functional safety. Therefore, redundant data is
included in a message to permit data corruptions to be detected by redundancy checks.

NOTE Communication systems used for safety-related applications may use methods such as cryptography to
ensure data integrity, as an alternative to typical methods such as CRCs.

5.4.8 Redundancy with cross checking

In safety-related fieldbus applications, the safety data may be sent twice, within one or two
separate messages, using identical or different integrity measures, independent from the

underlying fieldbus. Documents
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NOTE Additional redundant functional safety communication models are described in Annex A.

In addition to this, the transmitted safety data is cross-checked for validity over the fieldbus or
over a separate connection source/sink unit. If a difference is detected, an error shall have
taken place during the transmission, in the processing unit of the source or the processing
unit of the sink.

When redundant media are used, then common mode protection should be considered using
suitable measures (for example diversity, time skewed transmission).

5.4.9 Different data integrity assurance systems

If safety relevant (SR) and non-safety relevant (NSR) data are transmitted via the same bus,

NOTE Having an additional data integrity assurance system for SR mess§
acceptable.

5.5 Relationships between errors and safety measure

5.3. This relationship is shown in Table 1.
against one or more errors in the trangmjssi
one corresponding safety measure o
errors in accordance with Table 1.
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Table 1 — Overview of the effectiveness of the various measures on the possible errors

Safety measures
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Corruption Only for

serial

see 5.3.2
( ) X RS
Unintended ’\\
repetition Q
(see 5.3.3) X X <\ X
Incorrect sequence \ >

N
(see 5.3.4) X X o \)

X

Loss

(see 5.3.5) X

Unacceptable delay

(see 5.3.6) X X¢
Insertion

(see 5.3.7) X >
Masquerade

(see 5.3.8) /\ TN Q
Addressing \k
(see 5.3.9)

AONEN
NOTE Tablg/adaptedfrom IEC 62280-2antN257.

xa X

~BAA

@ Depends on apflicati

5.6 Data integrity considerations
5.6.1 Calculation of the residual error rate

Even when the messages are arriving in a correct (deterministic) manner the safety data still
may be corrupted. Thus data integrity assurance is a fundamental component of the safety
communication layer to reach a required safety integrity level. Suitable hash functions like
parity bits, cyclic redundancy check (CRC), message repetition, and similar forms of message
redundancy shall be applied.

The communication channel shall not use the same hash function as the superimposed safety
communication layer (see also IEC 62280-1) unless special care is taken for those cases. The
safety code shall be functionally independent from the transmission code.

NOTE 1 When CRC is used as the hash function, the communication channel shall not use the same CRC
polynomial as the superimposed safety communication layer.
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All these methodologies provide a means of achieving low residual error rates. All measures
of data integrity assurance shall be implemented within the superimposed parts (safety
communication layer) of the controls designed to the required SIL claim.

A supplier may choose various calculation methods for providing estimates for the data
integrity mechanisms of fieldbus networks. The results of these calculations may lead to
either more effort in the design of hardware and software to provide integrity or more effort in
the calculation and proof of the reliability of the overall control system.

The residual error rate is calculated from the residual error probability of the superimposed
(safety) data integrity assurance mechanism and the transmission rate of safety messages. In
addition, one shall take into account for the assessment the maximum number of information
sinks (m) that is permitted in a single safety function.

The formula (1) shown below shall be used to calculate the residua

RSL (Pe), unless the underlying model does not apply, or if anotk more
relevant. Items of the formula are specified in Table 2.
/\SL (Pe) = RSL (Pe) XV Xxm
NOTE 2 This formula assumes cyclic transmission of safety messa
Table 2 — Definition of |temS},\d f%l\; ion the esidual error rate
Formula items eflnh‘\ /
AsL (Pe) Residual error rate per hotw of\the safety communication layer with
respect to the bjit err oba ili
Pe rror ability. b@a be e\e/ror probability can be proven, a
alueqf(10°2 shallge us
Rs. (Pe) I\ uaI emowy\j/safety message
v \ Max\p\nu}\g\q safgty messages per hour
m \/ Maximum nymbe fMormation sinks that is permitted in a single safety
ction\(seg Kgure 6)
Figure 6 shows xample of application where m = 4.
\ ource 1 Source 2
-sto Process Drive
Sink 1 Sink 2
Drive
Sink 3
Drive
Sink 4
Figure 6 — Example application Documents
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5.6.2 Residual error rate and SIL

A functional safety communication system shall provide a residual error rate as specified in
Table 3.

Both low demand and high demand mode systems shall have a defined safety function
response time, so a necessary number of safety messages per second shall be guaranteed.
The calculation of the error rate is based on high demand mode, and is therefore also
applicable to the low demand mode.

Table 3 — Relationship of residual error rate to SIL Iev

Applicable for Probability of a dangerous failure Maximum p m\tm residual
safety functions per hour for the functional safety error ra the iona
up to SIL communication system safety c m tem
4 <10™/h /\\§1b\1°7\h\

3 <10°/h

N
2 <10®/h \ \M/}

1 <107 /h /\<\(0 7h

NOTE Values in this table are based on the assu &W?ye functignal M communication
ur

system contributes no more than 1 % of}\e total fa funstion.

5.7 i i i curi

for safety-related applications to protect
be”achieved by establishing appropriate security
lectronic) or organizational measures.

easures, the security shall be implemented
can be implemented either within the devices,
ents for security will be detailed in the future

example IEC 61131-2).

NOTE 1 Required additions to the installation guidelines (for example cables, cable installation, shields,
grounding, potential balancing) are specified in IEC 61918 and IEC 61784-5.

NOTE 2 Requirements for power supplies (for example single fault prove, use of separate power supplies,
SELV/PELYV, country specific current limitations, etc) are specified in IEC 61918 and IEC 61784-5.

NOTE 3 Requirements for the standard bus devices (for example certification) are specific to the functional safety
communication profiles.

5.8.2 Electromagnetic compatibility (EMC)

IEC 61508 series requires "Increase of interference immunity", but does not specify how to
achieve this. Functional safety communication profiles in this standard will use for that
purpose the increased test levels and corresponding performance criteria specified in
IEC 61326-3-1. IEC 61326-3-2 may be used as an exception, if the intended application
exactly matches the specific scope and pre-conditions of IEC 61326-3-2.
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NOTE Certain applications may require higher levels than those specified in IEC 61326-3-1, according to Safety
Requirements Specification (SRS).

5.9 Installation guidelines

The requirements for installation of equipment using the communication technologies
specified in this standard are specified in IEC 61918 and the profile specific parts of
IEC 61784-5, as well as any relevant additional standards required by the individual profiles.

Non-compliant devices on the bus could seriously disrupt operation, and thus compromise
availability (because of spurious trips, including nuisance trips), subsequently causing the
safety feature to be disabled by the user.

Therefore, it is strongly recommended that all products connected to the (fieldb
related application (even the standard ones) provide an appropriate canformg

s in a safety-
“.as ssment to

According to IEC 61508-2, device suppliers shall provid ; . K'description of the
minimum information required by the profile to be in S ) manual is provided in
the relevant profile specific parts.

5.11 Safety policy

and applications.

NOTE 1 This includes for ¢

The use of com icatj
that all necess q
applications of the

IEC 61508.

assessed™\ < > i independence and competence
IEC 61508-1.

requirements of

The manufacturer of a device using communication technologies specified in this standard is
responsible for the correct implementation of the standard, the correctness and completeness
of the device documentation and information.

It is strongly recommended that implementers of a specific profile obtain the appropriate
conformity assessment from the related technology-specific organization. This
recommendation is included because incorrect implementations could lead to serious injury or
loss of life.

NOTE 2 This standard would have made the above recommendation mandatory, except that IEC Directives (Ed.5)
Part 2, 6.7, do not allow a standard to include such requirements.
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6 Communication Profile Family 1 (FOUNDATION™ Fieldbus) — Profiles for
functional safety

6.1  Functional Safety Communication Profile 1/1

Communication Profile Family 1 (commonly known as FOUNDATION™ Fieldbus®) defines
communication profiles based on IEC 61158-2 Type 1, IEC 61158-3-1, IEC 61158-4-1,
IEC 61158-5-5, IEC 61158-5-9, IEC 61158-6-5, and IEC 61158-6-9.

The basic profiles CP 1/1, CP 1/2, and CP 1/3 are defined in IEC 61784-1. The CPF 1
functional safety communication profile FSCP 1/1 (FF-SIS™9) is based on the CP 1/1 basic
profile in IEC 61784-1 and the safety communication layer specifications defined in
IEC 61784-3-1.

6.2 Technical overview

There are applications that require a safety integrity level of ¢ fined by
IEC 61508 series.

NOTE These safety-related applications are also called safety inst e I[EC 61511)

The FSCP 1/1 safety communication layer specified in 1 akes it possible to
use intelligent devices in a safety-related syste j e sapability to the system, yet
the system can meet its safety integrjtynlevel fety communication layer
specified in IEC 61784-3-1 is only app din IEC 61784-1

IEC 61784-3-1 does not define requiréments f ering tools or internal measurement
functionality of devices. The safety comm nsures that a configuration created

using an engineering tool i i devices without the protocol impacting
the safety integrity level. }

Figure 7 — Scope of FSCP 1/1

FSCP 1/1 alone does not ensure functional safety. In addition to FSCP 1/1 protocol
interoperability registration, the vendor will also obtain functional safety certification for the

5 FOUNDATION™ Fieldbus and FF-SIS™ are trade names of the non-profit organization Fieldbus Foundation. This
information is given for the convenience of users of this International Standard and does not constitute an
endorsement by IEC of the trade name holder or any of its products. Compliance to this standard does not
require use of the trade names Foundation Fieldbus™ or FF-SIS™. Use of the trade names '-Duatéiljm
Fieldbus or FF-SIS™ requires permission of Fieldbus Foundation.
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products, systems, and software. The user shall ascertain the suitability of use of all safety-
related equipment in the safety function in accordance with IEC 61508 series.

Additional information is provided in IEC 61784-3-1.

7 Communication Profile Family 2 (CIP™) - Profiles for functional safety

7.1  Functional Safety Communication Profile 2/1

Communication Profile Family 2 (commonly known as CIP™6) defines communication profiles
based on IEC 61158-2 Type 2, IEC 61158-3-2, IEC 61158-4-2, IEC 61158-5-2, and
IEC 61158-6-2.

The basic profiles CP 2/1, CP 2/2, and CP 2/3 are defined in IEC 6
The CPF 2 functional safety communication profile FSCP 2/1 (CIP
CPF 2 basic profiles in IEC 61784-1 and |IEC 61784-2 and the

specifications defined in IEC 61784-3-2.

7.2 Technical overview

FSCP 2/1 is based on the producer/consumer mod
consumers is an important part of the relationshi
safety-related applications.

The FSCP 2/1 safety communication layer is\s S ng-d Safety Validator object. This
fety connections and serves as the

Consuming
safety
application

Producing
safety
application

Safety
Validator
server

Figure 8 — Relationship of Safety Validators

The integrity of the safety data transfers is ensured as follows:

— the producing safety-related application uses an instance of a client Safety Validator to
produce safety data and ensure time coordination;

6 cipm (Common Industrial Protocol) and CIP Safety™ are trade names of the non-profit organization Open
DeviceNet Vendor Association, Inc (ODVA). This information is given for the convenience of users of this
International Standard and does not constitute an endorsement by IEC of the trade name holder or any of its
products. Compliance to this standard does not require use of the trade names CIP™ or CIP Sa ™
the trade names CIP™ or CIP Safety™ requires permission of ODVA. Bbclﬁiﬁents
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