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INTERNATIONAL ELECTROTECHNICAL COMMISSION

INDUSTRIAL COMMUNICATION NETWORKS -
PROFILES -

Part 3: Functional safety fieldbuses —
General rules and profile definitions

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for, ation comprising
all national electrotechnical committees (IEC National Committees) i HE to promote
international co-operation on all questions concerning standardization in the elg y fields. To
this end and in addition to other activities, IEC publishes International Standards \ pecifications,
Technical Reports, Publicly Available Specifications (PAS) and Guidge ¢ { g as “IEC
Publication(s)”). Their preparation is entrusted to technical committees;
in the subject dealt with may participate in this preparatory work \ i mental and non-
governmental organizations liaising with the IEC also participate ip”thi gpakra IEE§ collaborates closely
with the International Organization for Standardization (ISO) i C ce WA{F cond| ions determined by

agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matfers exp ) 3 possible, an international
consensus of opinion on the relevant subjects since ez 2yl as representation from all

4) In order to promote |nternat|ona| uniformi > | Qmpiittees undertake to apply IEC Publications
transparently to the maximu s | and regional publications. Any divergence
between any IEC Publication and\the i i ot regional publication shall be clearly indicated in
the latter

5) IEC itself does not proyidexagn ti ity. Independent certification bodies provide conformity

g IEC marks of conformity. IEC is not responsible for any

assessment servies
services carried .

6) All users should ensupé edition of this publication.

This redline versioh of the official IEC Standard allows the user to identify the changes
made to the previous edition. A vertical bar appears in the margin wherever a change
has been made. Additions are in green text, deletions are in strikethrough red text.
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International Standard IEC 61784-3 has been prepared by subcommittee 65C: Industrial
networks, of IEC technical committee 65: Industrial-process measurement, control and
automation.

This third edition cancels and replaces the second edition published in 2010. This edition
constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous

edition:

e clarifications and additional explanations for requirements, updated references;

e deletion of technical overviews of profiles (Clauses 6 to 13), and asseciated dedicated
subclauses for terms, definitions, symbols and abbreviations;

e addition of profiles for Communication Profile Families 8, 17 and
e clarifications of models in Annex A;
¢ Annex B changed from informative to normative;

e addition of a new informative Annex E describing maqd
mechanisms;

total residual error rate;
e updates in parts for CPF 1, CPF 2,

hsport on voting
) 65C/848/RVD

Full information
voting indicated i

| of this standard can be found in the report on

This publication ; a i cordance with the ISO/IEC Directives, Part 2.

website.

The committee hasdécided that the contents of this publication will remain unchanged until
the stability date indicated on the IEC website under "http://webstore.iec.ch” in the data
related to the specific publication. At this date, the publication will be

e reconfirmed,

e withdrawn,

e replaced by a revised edition, or

e amended.

IMPORTANT - The 'colour inside’' logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct
understanding of its contents. Users should therefore print this document using a
colour printer.
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0 Introduction

0.1 General

The IEC 61158 fieldbus standard together with its companion standards IEC 61784-1 and
IEC 61784-2 defines a set of communication protocols that enable distributed control of
automation applications. Fieldbus technology is now considered well accepted and well
proven. Thus-many fieldbus enhancements-are-emerging continue to emerge, addressing-ret
yet-standardized applications for areas such as real time, safety-related and security-related
applications.

This standard explains the relevant principles for functional safety communications with
reference to IEC 61508 series and specifies several safety communication’layexs (profiles and
corresponding protocols) based on the communication profiles apd layers of
IEC 61784-1, IEC 61784-2 and the IEC 61158 series. It does not cover el i afety and
intrinsic safety aspects.

standards in a machinery environment.

IEC 61158

IEC 62061 «
IEC 617841 IEC 61508 :
IEC 61784-2 Functional safety (FS) . FL;';?A_?:SA;Z‘;‘;‘Y

(basic standard)

Fieldbus for use in (SRECS)

industrial control systems

Product standards : i

: \/?so 12100 .

IEC 61496 [|IEC 61131-6|| IEC 61800-3-2 IS i&;ﬁ eneral principles for design — i
Safety f. e.g. Safety for Safety functio Saf req rémerfts ||/} R\s ssessment and risk reduction '
light curtains PLC for drive{”\ ots | !
\ '\' - ' N I h 4 |

IEC 61784-4 IEC 62443 : of safety-related electrical, electronic and program- '
Security Security H m Ie lectronic control systems (SRECS) for machinery '
(profile-specific) (comm part) g:b !
4 i IL based PL based !
IEC 61784-5 EC 19}5 . |
Installation guide | Installationguide R .| _| _. | _Designobjective |
(proﬁle-spemﬁ}k (e0 v Applicable standards |

\/ \ ! v :

I 00 ' IEC 60204-1 |

SO 1 | Safety of electrical 1ISO 13849 !

v v Ar : equipment Safety-related parts [ 1
IEG-61000-6-7 | | of machinery | |

IEC 61 3 \&gneric EMC&FS | | * (SRPCS) l
IEC/TR : ¥ Non-electrical :
Fanotfo O MEC 61326-3-1 | | [us:nFPAT79 :

i ati > EMC & FS | (2012) Electrical !

N : 1

[ 1

I 1

I 1

: A 4 :

I :

I 1

I I

] 1

I 1

I 1

I 1

I I

I 1

Key |:| (yellow) safety-related standards
|:| (blue) fieldbus-related standards

|:| (dashed yellow) this standard IEC

NOTE Subclauses 6.7.6.4 (high complexity) and 6.7.8.1.6 (low complexity) of IEC 62061 specify the relationship
between PL (Category) and SIL.

Figure 1 — Relationships of IEC 61784-3 with other standards (machinery)
Documents
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Figure 2 shows the relationships between this standard and relevant safety and fieldbus
standards in a process environment.

Product standards .:
IEC 61496 ||IEC 61131-6|/( IEC 61800-5-2 1ISO 102181 E
Safetyf. e.g. Safety for Safety functions Safety requirements ]
light curtains PLC for drives for robots :
IEC 61784-4 . :
Security_ Security .
(profile-specific) | _ (common part) See safety standards for machinery

IEC 61784-5 IEC 61918
Installation guide | Installation guide
(profile-specific) (common part)

_____

R

IEC 61326-3-2%

EMC and
IEC 61784-3 functional safety
IEC/TR 62685
Functional safety
communication
profles  J——— | 00 AT N 7Aoot !
Us:
- ISA-84.00.01
IEC 61158 IEC 615110 [* ™™™ ( part= = modified
IEC 61784-1 Functional safety — IEC 61511)
IEC 61784-2 IEC 61508 > afety instrumented —
Fieldbus for use in Fungtional safety ystems for the __ DE: VDI 2180
industrial control systems bsic standa ) ocess industry sector |« -~ Part 1-4
N

Key |:| (yellowy safety-
|:| (bluus elated $tand
|:| (dashed'yelloV js.standard
2  For specified electtomagne Wi emds; otherwise IEC 61326-3-1 or IEC 61000-6-7.
b EN ratified.

IEC

Safety communjcation layers which are implemented as parts of safety-related systems
according to IEC61208 series provide the necessary confidence in the transportation of
messages (information) between two or more participants on a fieldbus in a safety-related
system, or sufficient confidence of safe behaviour in the event of fieldbus errors or failures.

Safety communication layers specified in this standard do this in such a way that a fieldbus
can be used for applications requiring functional safety up to the Safety Integrity Level (SIL)
specified by its corresponding functional safety communication profile.

The resulting SIL claim of a system depends on the implementation of the selected functional
safety communication profile (FSCP) within this system — implementation of a functional |
safety communication profile in a standard device is not sufficient to qualify it as a safety
device.

This standard describes:
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e basic principles for implementing the requirements of IEC 61508 series for safety-related
data communications, including possible transmission faults, remedial measures and
considerations affecting data integrity;

o individual—deseription—of functional safety communication profiles for several
communication profile families in IEC 61784-1 and IEC 61784-2, including safety layer

extensions to the communication service and protocols sections of the IEC 61158 series.
0.2 Transition from Edition 2 to extended assessment methods in Edition 3

This edition of the generic part of the standard includes additional extended models for future
use when estimating the total residual error rate for an FSCP. This value can be used to
determine if the FSCP meets the requirements of functional safety appllcatlons up to a given
SIL. These extended models for qualitative and quantitative safety determinatign methods are
detailed in Annex E and Annex F.

However, because of the typical duration of the assessment pro
prior to or concurrently with this new edition of the generic part

3 Edition 2 it Edition 4

2 Dlin 5.6 in 5 | TADI in 5.8 Ed.4

o g Qi (Dl in inf. Annex F) BN

o & Pub. 13 CD/CDV/FDIS

FSCP with DI (5.6) ith DI (5.8) | il
FSCP with TADI | &siilelpE=l

X (Annex F) Amd.

[al

Q

&2

| FSCP with TADI (5.8) Pub.IS
> Maintenance period for FSCP to adopt TADI >
IEC

Key
DI Data Integrity
TADI Timeliness, Authenticity, Data Integrity

Figure 3 — Transition from Edition 2 to Edition 3 assessment methods

0.3 Patent declaration

The International Electrotechnical Commission (IEC) draws attention to the fact that it is
claimed that compliance with this document may involve the use of patents concerning
| functional safety communication profiles for families 1, 2, 3, 6, 8, 12, 13, 14, 17 arBQQ;q_ilments
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in IEC61784-3-1, |[IEC 61784-3-2, |EC 61784-3-3, |EC 61784-3-6, |EC 61784-3-8,
IEC 61784-3-12, IEC 61784-3-13, IEC 61784-3-14, IEC 61784-3-17 and IEC 61784-3-18.

IEC takes no position concerning the evidence, validity and scope of these patent rights.

The holders of these patent rights have assured the IEC that they are willing to negotiate
licences either free of charge or under reasonable and non-discriminatory terms and |
conditions with applicants throughout the world. In this respect, the statements of the holders
of these patent rights are registered with IEC.

NOTE Patent details and corresponding contact information are provided in IEC 61784-3-1, IEC 61784-3-2,
IEC 61784-3-3, IEC 61784-3-6, IEC 61784-3-8, IEC 61784-3-12, IEC 61784-3-13, IEC 61784-3-14, IEC 61784-3-17
and IEC 61784-3-18.

subject of patent rights other than those identified above. IEC shall »
identifying any or all such patent rights.

ISO (www.iso.org/patents) and IEC (http://patents.iec.ch
patents relevant to their standards. Users are encourage¥
most up to date information concerning patents.

O
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INDUSTRIAL COMMUNICATION NETWORKS -
PROFILES -

Part 3: Functional safety fieldbuses —
General rules and profile definitions

1 Scope

This part of the IEC 61784-3 series explains some common principles thdt cane used in the

transmission of safety-relevant messages among participants withi ibuted network
which use fieldbus technology in accordance with the requirement ’ eries™ for
| functional safety. These principles are based on the black channf . ey >can be
used in various industrial applications such as process control, . ation and

machinery.

in IEC 61784-1, IEC 61784-2 and the
communication profiles use the black channel

All systems are ex
measures need
against unauthorld 3

relationship with the

communication profite_ withil this system.

2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and
are indispensable for its application. For dated references, only the edition cited applies. For
undated references, the Ilatest edition of the referenced document (including any
amendments) applies.

IEC 61000-6-7, Electromagnetic compatibility (EMC) — Part 6-7: Generic standards -
Immunity requirements for equipment intended to perform functions in a safety-related system
(functional safety) in industrial locations

1 Inthe following pages of this standard, “IEC 61508” will be used for “IEC 61508 series”.

2 Inthe following pages of this standard, “this part” will be used for “this part of the IEC 61784-3 series”.
3 Proposed new work item under consideration. Documents
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IEC 61010-2-201:2013, Safety requirements for electrical equipment for measurement, control
and laboratory use — Part 2-201: Particular requirements for control equipment

IEC 61158 (all parts), Industrial communication networks — Fieldbus specifications

IEC 61326-3-1, Electrical equipment for measurement, control and laboratory use — EMC
requirements — Part 3-1: Immunity requirements for safety-related systems and for equipment
intended to perform safety-related functions (functional safety) — General industrial
applications

IEC 61326-3-2, Electrical equipment for measurement, control and lorator use — EMC

intended to perform safety-related functions (functional safety) — ySLri ications with
specified electromagnetic environment

IEC 61508 (all parts), Functional safety of electrical/ejectro
safety-related systems

related systems
IEC 61784-1, Industrial cQ

IEC 61784-2, Industria

profiles for real—@n O

IEC 61784-3-1, Indy
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2 Profiles — Part 3-3: Functional safety
fieldbuses — Adthtiona) specifications for CPF 3

IEC 61784-3-6, Industrial communication networks
fieldbuses — Additional specifications for CPF 6

Profiles — Part 3-6: Functional safety

IEC 61784-3-85, Industrial communication networks — Profiles — Part 3-8: Functional safety |
fieldbuses — Additional specifications for CPF 8

IEC 61784-3-12%, Industrial communication networks — Profiles — Part 3-12: Functional safety |
fieldbuses — Additional specifications for CPF 12

IEC 61784-3-13°, Industrial communication networks — Profiles — Part 3-13: Functional safety |

fieldbuses — Additional specifications for CPF 13

4__To be published-
5__To be published- Docum%nts
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IEC 61784-3-14°, Industrial communication networks — Profiles — Part 3-14: Functional safety
fieldbuses — Additional specifications for CPF 14

IEC 61784-3-1786, Industrial communication networks — Profiles — Part 3-17: Functional safety
fieldbuses — Additional specifications for CPF 17

IEC 61784-3-18, Industrial communication networks — Profiles — Part 3-18: Functional safety
fieldbuses — Additional specifications for CPF 18

IEC 61784-5 (all parts), Industrial communication networks — Profiles — Part 5: Installation of

fieldbuses—Installation-profilesfor CPFx

NOTE ch are themselves defined in 3.1.

3.11

absolute time

time stamp referevice ime>which is common for a group of devices using a
fieldbus

[SOURCE: I S : 3.1.1, modified — use devices and fieldbus]

3.1.2
active netivg
network eleme
extension of the ne

Note 1 to entry: Examples of active network elements are repeaters and switches.

[SOURCE: IEC 61918:2013, 3.1.2]

3.1.3

availability

probability for an automated system that for a given period of time there are no unsatisfactory
system conditions such as loss of production

3.1.4

bit error probability

Pe

probability for a given bit to be received with the incorrect value

6  To be published Documents
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3.1.5

black channel

defined communication—channel system containing one or more elements without-available |
evidence of design or validation according to IEC 61508

Note 1 to entry: This definition expands the usual meaning of channel to include the system that contains the
channel.

3.1.6
bridge
abstract device that connects multiple network segments along the data link layer

3.1.7
closed communication system
fixed number or fixed maximum number of participants linked by a co

negligible

[SOURCE: IEC 62280:2014, 3.1.6, modified — transmission

3.1.8
communication channel
logical connection between two end-points within

3.1.9

communication system
arrangement of hardware, software angd
(ISO/IEC 7498-1 application layer) fro

3.1.10
connection
logical binding betwee

3.1.11
Cyclic Redundang
CRC

this standard to refer to“th€ redundant data.

Note 2 to entry: See also [28], [29],—{39—}7.

3.1.12

defined communication system

defined channel

fixed number or fixed maximum number of participants linked by a fieldbus based
communication system with well-known and fixed properties, such as installation conditions,
electromagnetic immunity, industrial (active) network elements, and where the risk of
unauthorized access is reduced to a tolerated level according to the lifecycle model of
IEC 62443, using for example zones and conduits

7 Figures in square brackets refer to the bibliography. Documents
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3.1.13
diversity
different means of performing a required function

Note 1 to entry: Diversity may be achieved by different physical methods or different design approaches.

[SOURCE: IEC 61508-4:2010, 3.3.78]

3.1.14

error

discrepancy between a computed, observed or measured value or condition and the true,
specified or theoretically correct value or condition

Note 1 to entry: Errors may be due to design mistakes within hardware/software and/or ¢ d information due

to electromagnetic interference and/or other effects.

Note 2 to entry: Errors do not necessarily result in a failure or a fault.

[SOURCE: IEC 61508-4:2010, 3.6.11, modified — notes added] ABeB

3.1.15

explicit code
code for safety measure that is actually transmitted ~ and is known to the
sender and receiver

3.1.16
failure
termination of the ability of a functiona n_a required function or operation of a

Note 1 to entry:
disruption).

Failure may b e S mple, problem with hardware/software design or message

— notes and figures replaced];

Note 1 to entry: IEG80050-191:1990, 191-05-01 defines “fault” as a state characterized by the inability to perform
a required function, exctwding the inability during preventive maintenance or other planned actions, or due to lack
of external resources.

[SOURCE: IEC 61508-4:2010, 3.6.1, modified -  figure reference  deleted];
3.1.18
fieldbus

communication system based on serial data transfer and used in industrial automation or
process control applications

3.1.19
fieldbus system
system using a fieldbus with connected devices

8_To be publiched. Documents
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3.1.20
DLPDU
DEPRECATED: frame

denigrated-synonym-for DLPDU
Data Link Protocol Data Unit

3.1.21

Frame Check Sequence

FCS

redundant data derived from a block of data within a DLPDU (frame), using a hash function,
and stored or transmitted together with the block of data, in order to detect data corruption

Note 1 to entry: An FCS can be derived using for example a CRC or other hash functio

Note 2 to entry: See also [28], [29]{36].

Note 3 to entry: This note applies to the French language only.

3.1.22

hash function
(mathematical) function that maps values from a (pos
(usually) smaller range of values

of values into a

Note 1 to entry: Hash functions can be used todetect datg

Note 2 to entry:

3.1.23
hazard

3.1.24
implicit code
code for safety
and receiver

ansmitted within the SPDU but is known to the sender

3.1.25

master
active commujcation_entity able to initiate and schedule communication activities by other
stations which may be/masters or slaves

3.1.26
message
ordered series of octets intended to convey information

[SOURCE: ISO/IEC 2382-16:1996, 16.02.01, modified — character replaced by octet] ‘

3.1.27
message sink
part of a communication system in which messages are considered to be received

[SOURCE: ISO/IEC 2382-16:1996, 16.02.03] ’

3.1.28
message source
part of a communication system from which messages are considered to originate Documents
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[SOURCE: ISO/IEC 2382-16:1996, 16.02.02]

3.1.29
nuisance trip
spurious trip with no harmful effect

Note 1 to entry: Internal abnormal errors can be caused in communication systems such as wireless transmission,
for example by too many retries in the presence of interferences.

3.1.30

performance level

PL

discrete level used to specify the ability of safety-related parts of control s s to perform a
safety function under foreseeable conditions

[SOURCE: ISO 13849-1:2015, 3.1.23]

3.1.31

protective extra-low-voltage

PELV

electrical circuit in which the voltage cannot exceed 3

Note 1 to entry: A PELV circuit— m
protective earth. Without the protective earth ¢
circuit voltages are not controlled.

[SOURCE: IEC-64+4+34-2 61010-2-201:
and deletion of second note to entry]

3.1.32
redundancy

eX|stence of mors
information

example and notes deleted];

relative time stamp
time stamp referenced to the local clock of an entity

Note 1 to entry: In general, there is no relationship to clocks of other entities.

‘ [SOURCE: IEC 62280-2:2014;medified, 3.1.43]

3.1.34

reliability

probability that an automated system can perform a required function under given conditions
for a given time interval (11,t2)

Note 1 to entry: It is generally assumed that the automated system is in a state to perform this required function
at the beginning of the time interval.

Note 2 to entry: The term "reliability" is also used to denote the reliability performance quantified by this

probability. Documents
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Note 3 to entry: Within the MTBF or MTTF period of time, the probability that an automated system will perform a
required function under given conditions is decreasing.

Note 4 to entry: Reliability differs from availability.

[SOURCE: IEC TR 62059-11:2002, 3.17, modified — use of "automated system" instead of
"item" and addition of two notes]

3.1.35

residual error probability

RP

probability of an error undetected by the SCL safety measures

Note 1 to entry: This note applies to the French language only.

3.1.36
residual error rate
statistical rate at which the SCL safety measures fail to detect erxors

3.1.37
risk

Note 1 to entry: For more discussion on this concept see

[SOURCE: IEC 61508-4:2010, 3.1.6,
modified — different note]

3.1.38
safety communication chan
SC

communication channg
the SCL of the sink

Note 1 to entry: It
system, or a defined cha.

3.1.39
safety com
SCL
commurny
ensure sa

Note 1 to entry: Thissqotesapplies to the French language only. |

3.1.40
safety connection
connection that utilizes the safety protocol for communications transactions

3.1.41
safety data
data transmitted across a safety network using a safety protocol

Note 1 to entry: The Safety Communication Layer does not ensure safety of the data itself, only that the data is
transmitted safely.

9 To be published- Docume1nts
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3.1.42

safety device

device designed in accordance with IEC 61508 and which implements the functional safety
communication profile

3.1.43

safety extra-low-voltage

SELV

electrical circuit in which the voltage cannot exceed a.c. 30 V r.m.s., 42,4 \V peak or d.c. 60 V
in normal and single-fault condition, including earth faults in other circuits

NOTE__An SELV. cirouit . _

[SOURCE: IEC-64+4+34-2 61010-2-201:2013, 3.110, modified — deletion i{" from term,
and deletion of note to entry]

3.1.44
safety function
function to be implemented by an E/E/PE safety-relategd sk reduction

in respect of a

3.1.45

safety function response time

worst case elapsed time fo i % safety sensor connected to a fieldbus,
befere until the corresponding\s4 ate\of its_safety’actuator(s) is achieved in the presence
of errors or failures in the sa hanne

Note 1 to entry: Thj K dueed iM5.2¢ baddressed by the functional safety communication profiles
defined in this part.

3.1.46

Note 1 to entry: Thetarget failure measures (see IEC 61508-4:2010, 3.5.17) for the four safety integrity levels are
specified in Tables 2 and¥3 of IEC 61508-1:2010%6.

Note 2 to entry: Safety integrity levels are used for specifying the safety integrity requirements of the safety
functions to be allocated to the E/E/PE safety-related systems.

Note 3 to entry: A safety integrity level (SIL) is not a property of a system, subsystem, element or component.
The correct interpretation of the phrase “SIL n safety-related system” (where n is 1, 2, 3 or 4) is that the system is
potentially capable of supporting safety functions with a safety integrity level up to ».

Note 4 to entry: This note applies to the French language only.

[SOURCE: IEC 61508-4:2010, 3.5.8]

10_To be publiched. Documents
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3.1.47

safety measure

<this—standard> measure to control possible communication errors that is designed and |
implemented in compliance with the requirements of IEC 61508

Note 1 to entry: In practice, several safety measures are combined to achieve the required safety integrity level.

Note 2 to entry: Communication errors and related safety measures are detailed in 5.3 and 5.4.

3.1.48

safety PDU

SPDU

PDU transferred through the safety communication channel

Note 1 to entry: The SPDU may include more than one copy of the safety data using tNfferi
and hash functions together with explicit parts of additional protections such as a k
stamp mechanism.

g cowding structures

Note 2 to entry: Redundant SCLs may provide two different versions of the ioQ i eparate fields
of the fieldbus frame.

Note 3 to entry: This note applies to the French language only.

3.1.49

safety-related application
programs designed in accordance with IEC 6
application

SIL requirements of the

3.1.50
safety-related system

system performing safety fyqctions accrdiIE

3.1.51
slave

passive commupictation ve messages and send them in response to
another commu on‘e which a master or a slave

3.1.52
spurious trip
trip caused

without a process demand

3.1.53
time stamp

time informatio d in a message

3.1.54
uniform distribution
probability distribution where all values from a finite set are equally likely to occur

Note 1 to entry: For a field of bit length i the probability of occurrence of a particular field value is 271 since the
sum of all probabilities of occurrence is equal to 1.

3.1.55

white channel

defined communication—channel system in which all relevant hardware and software
components elements are designed, implemented and validated according to IEC 61508

Note 1 to entry: This definition expands the usual meaning of channel to include the system that contains the
channel.
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[IEC 61784-1]
[IEC 61784-1]

[ISO/IEC 7498-1]

EMC Electromagnetic Compatibility

EMI Electromagnetic Interference
EUC Equipment Under Control [IEC 61508-4:2010]
E/E/PE Electrical/Electronic/Programmable Electronic [IEC 61508-4:2010]
FAL Fieldbus Application Layer [IEC 61158-5]
FCS Frame Check Sequence

| FIT Failure In Time (equals 109 failure per hour)
FS Functional Safety

FSCP Functional Safety Communication Profile
| IACS Industrial Automation and Control System
MTBF Mean Time Between Failures
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MTTF Mean Time To Failure

NSR Non Safety-Relevant Related |
PDU Protocol Data Unit [ISO/IEC 7498-1]

Pe Bit error probability |
PELV Protective Extra Low Voltage

PES Programmable Electronic System [IEC 61508-4:2010]

PFDan Average probability of dangerous Failure on Demand [[EC-61508-6
61508-4:2010+4

PFH Average frequency of dangerous failure [h—1] per hour [IEC-61508-6
61508-4:2010]

PhL Physical Layer

PL Performance Level

PLC Programmable Logic Controller
RP Residual Error Probability

SCL Safety Communication Layer

SELV Safety Extra Low Voltage

SIS Safety Instrumented Systems

SL Security Level [IEC 62443]
SMS Security Management Systen [IEC 62443]
SPDU Safety PDU

H_To be published- Documqnts
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P Internet Protocol
HBR Yser-batagram-Protocol

4 Conformance

Each functional safety communication profile within this standard is based on communication
profiles of IEC 61784-1 or IEC 61784-2 and protocol layers of the IEC 61158 series.

A statement of conformance to a Functional Safety Communication Profile (FSCP) of this
standard shall be stated as either

conformance to IEC 61784-3:20xx FSCP n/m <Type>
or

conformance to IEC 61784-3 (Ed.2-6 3.0) FSCP n/m <Type>

where the Type within the angle brackets < > is optional and\the K kets.are not to be
included.

Alternatively, a statement of conformance may be sta

conformance to IEC 61784-3-N:20xx
or

Product standa@
provisions), eithe

be decomposed to parts that contribute to the overall safety function (for example, Sensor(s)
— Safety communication channel — PES(s) — Safety communication channel — Actuator(s)).

The communication system itself in this standard performs transmission of safety data. To
simplify system calculations, it is—highly recommended that-the one logical connection of
safety communication channels of a safety function does not consume more than 1 % of the
maximum—PED—erPFEH PFH or PFD,,, of the target SIL for which the functional safety
communication profile is designed (see Fqlgure 4 and 5.8.2).

EXAMPLE

tr-Figure-3.-the PFH of the-safety funectionis PFRHcnsor+ PFHpes+PFHacwator F 2% PFHsatety communication-shannel

If this value of 1 % for one logical connection cannot be guaranteed by a given FSCP, the
safety manual for this FSCP shall provide additional guidance on the calculations of the PFH
or PFDyq-
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The overall PFH and PFD,, of each safety device shall incorporate the PFH and PFD,,  of
the logical connection. The PFD,,, shall be provided if the FSCP is also used for low demand
mode applications according to IEC 61508.

Safety Function
Logical Logical
connection connection
Sensor » PES »| Actuator
AL
<1% 1%
N
v

of the PFH of the safe

Alternatively, the PFH / PFD,, of the

function. In this case, the PFH / PFD,, b
only once.

5.2 Communication s

5.21 General

The following iat'
terms.

estricting the use of communication technologies, this standard
of fieldbus based functional safety communication systems. Figure 5
shows an exampl odel of the use of functional safety communications with a fieldbus based
on the black channel approach.

When using IEC 61158 based fieldbus structures without modifications in the definition of
each communication layer, all the measures necessary to implement transmission of safety
data in accordance with the requirements of IEC 61508 shall be performed by an additional
“safety communication layer”, positioned as shown in Figure 5.

The safety communication layer includes suitable services and protocol to encode safety data
into safety PDUs and pass them to the black channel and to receive safety PDUs from the
black channel and decode them to extract safety data.
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61784 Functional Safety 61784 Functional Safety
Communications Profile Communications Profile
Device / 61158 communications layers

'/ ____________________________________________________

! Safety Safety

! | Communication Communication

! Layer Other Gateway Layer

' [Application L protocel %) slication L

' | Application Layer pplication Layer || FAL

! (optional) / \ (optional)

i | Data Link Layer Data Link Layer DLL e.g. repeater,

! switches,

: ireless

: Physical Layer Physical Layer PhL W

! Internal

communication link

IEC

NoTE+ While implementation of the Fie 9 i AL) is required;—while-the-AL
for functional safety communication systex onto this'standard, the Application Layer

NOTE 2 Functions
the FAL directly.

5.2.3 Comm

IEC 61508 uses the g 259 called “black channel” or “white channel” to define the
transmission of safety data.-Whethera-communication

Notearninbd h mhare heo me ) omb a¥a¥a IRV, N
Gete N C—ioy— Vv y o c O S a—vV

\js standard specifies functional safety communication profiles

In this con afety_egommunication channel is defined to start at the top of the safety
communication of the source and stop at the top of the safety communication layer of
the sink (see e 5). The black channel includes everything between the safety
communication layers.

5.2.4  Safety function response time

The safety function response time is the worst case elapsed time following an actuation of a
safety sensor (for example switch, pressure transmitter, light curtain) connected to a fieldbus,
before until the corresponding safe state of its safety actuator(s) (for example relay, valve,
drive) is achieved in the presence of errors or failures in the safety function-ehanrnel.

Calculation of the safety function response time is specified in the profile specific parts of
IEC 61784-3.

Empirical measurements may only serve as a plausibility check of the worst case calculation.

The demand (actuation) on a safety function is caused either by an analogue signal crossing
a threshold or a digital signal changing state. Documents
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Figure 6 shows an example of typical components making up a safety function response time.

Safety function response time

> Input Safe Safe Signal Power
rocessing Transmis PES Transmis Ougtput Output '

-sion -sion ‘
Y
7
L »l »l »l »l »l »l »l »|
| > > > > > > > >|
Individual components of the safety function response time
IEC
Figure 6 — Example of safety function response tim
Individual functional safety communication profiles may have<a di i omponents,
but all relevant components shall be accounted for in the sgfe i 5¢& time.
5.3 Communication errors
5.3.1 General
Subclauses 5.3.2 to 5.3.9 specify ¢possjble ors. Additional notes are
provided to indicate the typical behavioyr of\a k
5.3.2 Corruption
Messages may be corrugted bus participant, due to errors on the
transmission medium
NOTE 1 Message 0 \ i qrmal event for any standard communlcatlon system such events are

detected at receiverg

NOTE 4

5.3.3 Unintended repetition

Due to an error, fault or interference,-old-rot-updated messages are repeated-at-an-incorrect

NOTE 1 Repetition by the sender is a normal procedure when an expected acknowledgment/response is not
received from a target station, or when a receiver station detects a missing message and asks for it to be resent.

NOTE 2 Some fieldbuses use redundancy to send the same message multiple times or via multiple alternate
routes to increase the probability of good reception.
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5.34 Incorrect sequence

Due to an error, fault or interference, the predefined sequence (for example natural numbers,
time references) associated with messages from a particular source is incorrect.

NOTE 1 This “incorrect sequence” error is also referred to as “out-of-sequence” error.

NOTE 2 Fieldbus systems—may can contain elements that store messages (for example FIFOs in switches,
bridges, routers) or-may use protocols that-may can alter the sequence (for example by allowing messages with
high priority to overtake those with lower priority).

NOTE 3 When multiple sequences are active, such as messages from different source entities or reports relating
| to different object types, these sequences are monitored separately and errors—may can be reported for each
sequence.

5.3.5 Loss

selenevdodend, ,
5.3.6 Unacceptable delay

Messages may be delayed beyond their permitted agri ) example due to
errors in the transmission medium, congested transyhissi ! ference, or due to bus

Due to a fault ©
unknown source e

erence, a message is-inserted received that relates to an unexpected or

NOTE These messages are additional to the expected message stream, and because they do not have expected
sources, they cannot be classified as Correct, Unintended repetition, or Incorrect sequence.

5.3.8 Masquerade

Due to a fault or interference, a message is inserted that relates to an apparently valid source
entity, so a non-safety—relevant related message may be received by a safety-relevant related
participant, which then treats it as safety-relevant related.

NOTE Communication systems used for safety-related applications—may can use additional checks to detect
Masquerade, such as authorised source identities and pass-phrases or cryptography.

5.3.9 Addressing
Due to a fault or interference, a safety—relevant related message is—sent delivered to the

wrong incorrect safety-relevant related participant, which then treats reception as Cﬁrect This
ocuments
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includes the so-called loopback error case, where the sender receives back its own sent
message.

5.4 Deterministic remedial measures
5.4.1 General

Subclauses 5.4.2 to 5.4.9 list measures commonly used to detect deterministic errors and
failures of a communication system, as contrasted to stochastic errors like message
corruption due to electromagnetic interference.

5.4.2 Sequence number

ge source and
anges from

A sequence number is integrated into messages exchanged between
message sink. It may be realised as an additional data field with a nu
one message to the next in a predetermined way.

5.4.3 Time stamp

In most cases the content of a message is only valid at < in time. The time

stamp may be a time, or time and date, included in a

two consecutively rec g predetermined value. In this case, an error

has to be assume

EXAMPLE

Messages may have a unique source and/or destination identifier that describes the logical
address of the safety-relevant related participant.

5.4.6 Feedback message

The message sink returns a feedback message to the source to confirm reception of the
original message. This feedback message has to be processed by the safety communication
layers.

NOTE 1 Some fieldbus specifications use the term “echo” or "receipt" as a synonym.

NOTE 2 This returned feedback message-may can contain for example only a short acknowledge, or-may can
also contain the original data, or other information enabling the source to check the correct reception.
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5.4.7 Data integrity assurance

The safety-related application process shall not trust the data integrity assurance methods if
they are not designed from the point of view of functional safety. Therefore, redundant data is
included in a message to permit data corruptions to be detected by redundancy checks.

| NOTE Communication systems used for safety-related applications-may can use methods such as cryptography
to ensure data integrity, as an alternative to typical methods such as CRCs.

If a hash function is used, it shall not include error correction mechanisms.

5.4.8 Redundancy with cross checking

In safety-related fieldbus applications, the safety data may be sent twicg thin one or two
separate messages, using identical or different integrity measures

underlying fieldbus.

unit of the sink.

When redundant media are used, thep
suitable measures (for example diversi

5.4.9 Different data integrity assufance system

| If safety-relevant related
the same bus, different d S téems or encoding principles may be used
(different hash functions, fore i generator polynomials and algorithms), to

| NOTE Having an ihana 3_integrityy assurance system for SR messages and none for
NSR messages is 2z

‘ 5.5 tween errors and safety measures
The saf ined’in 5.4 can be related to the set of possible errors, defined in
pical relationships are shown in Table 1, actual relationships shall

. Each safety measure can provide protection against one or more
errors in the tran sion. It shall be demonstrated that there is at least one corresponding
safety measure or~combination of safety measures for the defined possible errors in
accordance with Table 1.

Actual protection of a measure against errors depends on the specific implementation of this
measure.

NOTE A safety measure-can shall only be listed in the corresponding table for a given FSCP if
this measure takes effect before the-guarantied guaranteed fieldbus safety response time.
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Table 1 — Overview of the effectiveness of
the various measures on the possible errors

Safety measures

]
5 . 3 . 2
© c
Q o » T o I
Communication errors E ® S H > 3 c c 3
3 ° o = = 0
€ _ a_ 5 £E E_ o~ | 85 | 80 _
8N En as 230@ o SO~ §2x | L2 @
e < 24 X< GES &< e+ °G5¥ S22
o6 ) 3] © Sw aw =fw S ,© T Ew
S Qo Qo Sco T o LR 2vo QDe o
So Eo Eo 6L o %o w80 o900 E200
n L [ [ (S wl 0Oacl [T oS nl
Corruption Only for
(see 5.3.2) x d X erial
b c
; . N
Unintended repetition
X X
(see 5.3.3) \
Incorrect sequence X X
(see 5.3.4) /\

'/

Loss

(see 5.3.5) X A
Unacceptable delay b
(see 5.3.6) X X

7
7

Insertion X € X €

(see 5.3.7) /\XQ j? /i( X |

Masquerade \ %
X

Y

(see 5.3.8)

Addressing
(see 5.3.9)

NOTE Table adapted from IEC 62280-2: 2014%%@@4\%\) |

2  Only for sender identificati n invalid source.

b Required in all cases.

¢ This measure is only camparabhe W i data assurance mechanism if a calculation can show that
the residual ery6r xa b required in 5.4.9 when two messages are sent through
independent tra )

4 Effective only if fe i original data or information about the original data, and if the

receiver only actg/on\t ackno edge of the feedback message.

An FSCP shat\be designed so that either a safe state or a sufficient residual error rate at the
receiver side canme @chieved according to IEC 61508 within each and every communication
phase of the safety network, including:

setup or change of the safety network (configuration and parameterization);

e start-up with initialization (e.g. connection establishment);

e operation (safety data exchange);

e warm-start after transition from a fault;

e shutdown.

Figure 7 shows a conceptual FSCP protocol model. An FSCP shall not return directly to

correct FSCP communication after a fault, but first go through warm start or new initialization
phases, depending on the FSCP.

NOTE In case of faults, the FSCP can take care of application requirements such as an operator acknowledge
prior to a machine start.
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v |

Initialization

Fault
Warm start

Tolerated

Correct FSCP operation error

Figure 7 — Conceptual FSCP protocol modé

5.7 FSCP implementation aspects

All FSCP technical measures shall be implemented withi
accordance with IEC 61508 and shall meet the target SJL

ices designed in

aspect is requirgd\by 8
Generic safety propertie idered Wased on logical connections between SCL end-

points (using only ba e black channel performance as stated in the safety

. P . Safe.ty . Logical connection
implementation Communication

"Black Channel”

1
1
1
:
| aspects Layer (FSCP)
1
]
1
1

Physical connection

IEC

Figure 8 — FSCP implementation aspects

5.8 Data integrity considerations
5.8.1 Calculation of the residual error rate

Even when the messages are arriving in a correct (deterministic) manner the-safety—data
SPDU still may be corrupted. Thus data integrity assurance is a fundamental colp@@utvients
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the safety communication layer to reach a required safety integrity level. Suitable hash
functions like parity bits, cyclic redundancy check (CRC), message repetition, and similar
forms of message redundancy shall be applied.

The—communication—channel fieldbus DLL shall not use the same hash function as the

superimposed safety communication layer—(see—alsoEC-62280-1) unless special care is
taken for those cases. The safety code shall be functionally independent from the

transmission code.

NOTE4+ EXAMPLE When CRC is used as the hash function, the-eemmunication—channel fieldbus DLL shall not |
use the same CRC polynomial as the superimposed safety communication layer.

The residual error rate is calculated from the resid
(safety) data integrity assurance mechanism andit

&

(1)
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Table 2 — Definition of items used for calculation of the residual error rates

Equation items Definition

AsL Ag (Pe) Residual error rate per hour of the safety communication-ayer channel
with respect to the bit error probability (see 3.1.36)

AgcL (Pe) Residual error rate per hour of the safety communication layer with
respect to the bit error probability (see 3.1.36)

Pe Bit error probability (see Clause B.3).
be-proven—a-valueof 10 -2 shall be used-&

RsL Rg( (Pe) Residual error probability of the safety-message communication channel
with respect to the bit error probability (see 3.1.35)

v Maximum-rumberofsafety-messages sample rate of SPDl}s"pe\hour

m MaX|mum number of

The number m of logical connections th WI safety function application.
Figure 9 and Figure 10 illustrate how tiis n beNdetermined.

The figures show the phy§; i jple network elements such as repeaters,
switches, or wireless | 9 i onnegtions between the subsystems involved in
the safety function.

The logical conn@ S sd omsirigle cast or multicast communications.

Figure 9 shows &

application where m = 4. In this application, all three
drives are co [ i

| [ % i Example 1:

: Processing —.— Drive |

E .— Drive i

| | Key

i . E Logical

i g Drive ' connection
| Safety Function . i ______ Fieldbus

i I network

IEC

Figure 9 — Example application 1 (m=4)

Figure 10 shows an example 2 of an application where m = 2. In this application, only one of
the drives is considered to be hazardous at a single point in time according to the risk
analysis.
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| > > | 3independent
! . —.— Drive i production cells
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Rl Ll Rttt R Rt Rl AR Rt SRR il LRt E et Rk -1 m=2

1
| Safety Function 2 » !
1
1| E-Stop Processing .— Drive |
I |
dooozooospoooooooooooizigoooooooofiiioioooooiiizzizioic Ke .
| Safety Function 3 P ! Logical i
' ! connection
l .— Drive |, Fieldbus
r_— | network

IEC

function.

Both low demand and high demand e
response time, so a necessary-numbed -
guaranteed.-Fhe-caleulation—o =

cases, while the PFDavg is optional.

Table 3 —I{y icalNelatio idual error rate to SiL-level

Applicable for saf functions
up t
one logical connection of the

us failure for the safety safety function
function (Agc (Pe))
(PFH)
\ 4 \ \ <107%-8/h A <107"%h

\ <10°7/h A < 107%h
2\ \ <10%%/h A < 1078/h

Maximum permissible residual
error rate for4he4uneheﬂal

1\/ <1075/h A <107

Table 4 — Typical relationship of residual error on demand to SIL

Applicable for safety functions Average probability of a Maximum permissible residual
up to SIL dangerous failure on demand for error probability for one logical
the safety function connection of the safety function
(PFDavg)
4 <1074 <107
3 <1073 <1075
2 <1072 <10
1 <107" <1073
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5.9 Relationship between functional safety and security

Security threat and risk assessment is necessary for safety-related applications.
Requirements for security are detailed in the IEC 62443 series.

Security means protection against unacceptable intentional (cyber) atfacks or Wpintentional

changes of an industrial automation and control system (IACS).

Security concepts in IEC 62443 follow a similar life cycle concgpte arting with
a security threat and risk assessment and the assignment of ta < . However,
due to the nature of the threats caused by individuals, S mphalzes prlmar|ly on
issues such as policies and procedures for a Securlty 9 &

. The plant owner or integrator
Qlogies to achieve the target Security
the zones and conduits.

IEC 62443 allowg/tkesid eredo implement the security countermeasures with
respect to safet 3

NOTE-2 Additional profi i its-may can also be specified in IEC 61784-4-[10}.

Figure 11 shoWs.a le okthe zones and conduits partitioning of an IACS with functional
safety islands
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Security Zone e.g.

Firewall

! 1
! 1
! 1
! 1
! 1
I -

i Production PC '
1

' |
! 1
! 1
! 1
! 1

Security Zone i

Fieldbus Real Time
Ethernet

Fieldbus classic

I:EI Fieldbus classic

Functional safety production island

afe production island

Figure 11 — Zones and conduits

nctional safety communication system. Therefore, all

ohform to the relevant-SELV/PELVEC specifications

safety devices co

a) mnple &

NOTE 1 Required
grounding, potential™ba

additigns to the installation guidelines (for example cables, cable installation, shields,
lancing) are specified in IEC 61918 and IEC 61784-5.

NOTE 2 Requirements for power supplies (for example single fault prove, use of separate power supplies,
SELV/PELV, country specific current limitations, etc.) are specified in IEC 61918 and IEC 61784-5.

NOTE 3 Requirements for the standard bus devices (for example assessment) are specific to the functional safety
communication profiles.

5.10.2 Electromagnetic compatibility (EMC)

Safety devices shall comply with the increased test levels and durations, as well as
corresponding performance criteria specified in |IEC 61326-3-1 or the generic standard
IEC 61000-6-7. IEC 61326-3-2 may be used as an exception, if the intended application
exactly matches the specific scope and pre-conditions of IEC 61326-3-2.

NOTE Certain applications—may can require higher levels than those specified in IEC 61326—3-1,ﬁccording to |

Safety Requirements Specification (SRS). Ocuments

Document Sharing Hub

Full document details: IEC 61784-3 2016 RLV


http://www.avadocuments.com/doc/iec-61784-3-2016-rlv
http://www.avadocuments.com/doc/iec-61784-3-2016-rlv

—-40 - IEC 61784-3:2016 RLV © |IEC 2016

5.11 Installation guidelines

The requirements for installation of equipment using the communication technologies
specified in this standard are specified in IEC 61918 and the profile specific parts of
IEC 61784-5, as well as any relevant additional standards required by the individual profiles.

Non-compliant devices on the bus could seriously disrupt operation, and thus compromise
availability (because of spurious trips, including nuisance trips), subsequently causing the
safety feature to be disabled by the user.

Therefore, it is strongly recommended that all products connected to the fieldbus in a safety-
related application (even the standard ones) provide an appropriate conformity assessment to
the relevant fieldbus protocol (for example manufacturer declara third-party
assessment).

NOTE Additional details-may can be provided in the technology-specific parts ¢ 3 ndaxd t! Cy,61784-3
sub-series if relevant.

5.12 Safety manual

minimum information required by the profile to be in
the relevant profile specific parts.

5.13 Safety policy

Users of this standard shall take owing constraints to avoid
misunderstanding, wrong expectations/or legal egarding safety-related developments
and applications.

NOTE 1 This includes for example use|for training;

applications
IEC 61508.

fety management life-cycle processes according to the relevant
relevant legislation/regulations shall be observed. This shall be
ahce with the independence and competence requirements of IEC 61508-

assessed in accord
1.

In the context of hardware safety integrity, the highest safety integrity level that can be
claimed for a safety function is limited by the hardware safety integrity constraints which shall
be achieved by implementing Route 1, of IEC 61508-2, based on hardware fault tolerance
and safe failure fraction concepts (to be implemented at system or subsystem level).

The manufacturer of a device using communication technologies specified in this standard is
responsible for the correct implementation of the standard, the correctness and completeness
of the device documentation and information.

It is strongly recommended that implementers of a specific profile comply with the appropriate
conformance tests and valldatlons prowded by the related technology specific organlzat|on
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NOTE 2 These requirements and recommendations are included because incorrect implementations could lead to
serious injury or loss of life.

6 Communication Profile Family 1 (FOUNDATION™ Fieldbus) — Profiles for
functional safety

61 E ional Safety C ication Profile 1/1

Communication Profile Family 1 (commonly known as FOUNDATION™ Fieldbus2) defines
communication profiles based on IEC 61158-2 Type 1, IEC 61158-3-1, IEC 61158-4-1,
IEC 61158-5-5, IEC 61158-5-9, IEC 61158-6-5, and IEC 61158-6-9.

The basic profiles CP 1/1, CP 1/2, and CP 1/3 are defined in IEC 61784~1. The CPF 1
functional safety communication profile FSCP 1/1 (FF-SIS™®) is based\pon the 'GP 1/1 basic
profile in IEC 61784-1 and the safety communication layer specificati fined in
IEC 61784-3-1.

FSCP 1/1
Safety
Function
Legie
FSCP 1/1

Protocol
Extensions

\ Intelligent Device /

12 FOUNDATION™ Fieldbus and FF-SIS™ are trade names of the non-profit organization Fieldbus Foundation. This
information is given for the convenience of users of this International Standard and does not constitute an
endorsement by |IEC of the trade name holder or any of its products. Compliance to this standard does not
require use of the trade names Foundation Fieldbus™ or FF-SIS™. Use of the trade names FOUNDATION™
Fieldbus or FF-SIS™ requires permission of Fieldbus Foundation and compliance with condition their,

(such as testing and validation). tj)()&ellﬁ‘i ntS
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7 Communication Profile Family 2 (CIP™) and Family 16 (SERCOS®) - Profiles
for functional safety

74 ional Safety. C ication Profile 2/1

Communication Profile Family 2 (commonly known as CIP™13) defines communication
profiles based on IEC 61158-2 Type 2, IEC 61158-3-2, IEC 61158-4-2, 8§1158-5-2, and
IEC 61158-6-2.

Communication Profile Family 16 (commonly known as
communication profile CP 16/3 based on IEC 61158-3-19, IECA
and IEC 61158-6-19.

The basic profiles CP 2/1, CP 2/2, CP 2/3 and CP 16
IEC 61784-2. The CPF 2 functional safety communicati

13 clpm™ (Common Industrial Protocol) and CIP Safety™ are trade names of the non-profit organization ODVA,
Inc. This information is given for the convenience of users of this International Standard and does not constitute
an endorsement by IEC of the trade name holder or any of its products. Compliance to this standard does not
require use of the trade names CIP™ or CIP Safety™. Use of the trade names CIP™ or CIP Safety™ requires
permission of ODVA and compliance with conditions for their use (such as testing and validation).

14 SERCOS® is a trade name of SERCOS International e.V. This information is given for the convenience of users
of this International Standard and does not constitute an endorsement by IEC of the trademark holder or any of
its products. Compliance to this standard does not require use of the trade name SERCOS®. Use of the trade
name SERCOS® requires permission of the trade name holder and compliance with conditions fon (
as testing and validation). ’Dsdifljiﬁents
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8 Communication Profile Family 3 (PROFIBUS™, PROFINET™) — Profiles for
functional safety

a1 F ional Safety C ication Profile_3/1

Communication Profile Family 3 (commonly known as PROFIBUS™, PROFINET ™ 15) defines
communication profiles based on IEC 61158-2 Type 3, IEC 61158-3-3, IEC 61158-4-3,
IEC 61158-5-3, IEC 61158-5-10, IEC 61158-6-3, and IEC 61158-6-10.

The basic profiles CP 3/1 and CP 3/2 are defined in IEC 61784-1; CP 3/4, CP 3/5 and CP 3/6
are defined in IEC 61784-2. The CPF 3 functional safety communication profile FSCP 3/1
(PROFIsafe™?9) is based on the CPF 3 basic profiles in IEC 61784-1 and IEC 61784-2 and the
safety communication layer specifications defined in IEC 61784-3-3.

15 PROFIBUS™, PROFINET™ and PROFIsafe™ are trade names of the non-profit organization PROFIBUS
Nutzerorganisation e.V. (PNO). This information is given for the convenience of users of this International
Standard and does not constitute an endorsement by IEC of the trade name holder or any of its products.
Compliance to this standard does not require use of the registered—teges trade names for PROFIBUS™,
PROFINET™ or PROFIsafe™. Use of the registered—teges trade names for PROFIBUS™, PROFINET™ or
PROFIsafe™ requires permission of PNO and compliance with conditions for their use (such testi
validation). d P P ( aD&Eﬁlments
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CP 313

CP33

NNV

FSCP 3A1:
Vianode
{VZ-mode
+—— optional)

PLC with distributed ¥O
on CPF 3

FSCP 3/ Island 2

on Rrofile |D ily 6 (commonly known as INTERBUS®16) defines communication

profiles based S 61158-2 Type 8, IEC 61158-3-8, IEC 61158-4-8, IEC 61158-5-8, and
IEC 61158-6-8.

@

The basic profiles CP 6/1, CP 6/2, CP 6/3 are defined in IEC 61784-1. The CPF 6 functional
safety communication profile FSCP 6/7 (INTERBUS Safety™10) is based on the CPF 6 basic
profiles in IEC 61784-1 and the safety communication layer specifications defined in
IEC 61784-3-6.

The profiles CP 6/1, CP 6/2 and CP 6/3 contain optional services, which are specified by
profile identifiers. The suitable profile identifiers for CP 6/7 are shown in Table 5.

16 INTERBUS® and INTERBUS Safety™ are trade names of Phoenix Contact GmbH & Co. KG, control of trade
name use is given to the non profit organization INTERBUS Club. This information is given for the convenience
of users of this International Standard and does not constitute an endorsement by IEC of the trade name holder
or any of its products. Compliance to this standard does not require use of the trade names INTERBUS® or
INTERBUS Safety™. Use of the trade names INTERBUS® or INTERBUS Safety™ requires perngmgsio
INTERBUS Club and compliance with conditions for their use (such as testing and validation). rﬁa&ﬁﬁients
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Table 5 — Overview of profile identifier usable for FSCP 6/7

Profile Master Slave
Cyclic Cyclic and non Cyclic Non cyclic Cyclic and non
cyclic cyclic
Profile 6/1 618 619 611 - 613
Profile 6/2 - 629 - - 623
Profile 6/3 - 639 - - 633

The safety communication layer specification given in IEC 61784-3-6 fully applies.

Control system
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profiles based on IEC 61158-2 Type
and IEC 61158-6-18.

defined in IEC 61784-1. The CPF 8

The basic profiles CP 8/1, CP 8/2,
k Safety™11) is based on the CPF 8

functional safety communication profile
basic profiles in IEC 61784<1 and
IEC 61784-3-8.

17 CC-Link™ and CC-Link Safety™ are trade names of the non-profit organization CC-Link Partner Association.
This information is given for the convenience of users of this International Standard and does not constitute an
endorsement by |IEC of the trade name holder or any of its products. Compliance to this standard does not
require use of the trade names CC-Link™ or CC-Link Safety™. Use of the trade names CC-Link™ or CC-Link
Safety™ requires permission of CC-Link Partner Association and compliance with conditions for tipejr (
as testing and validation). difljfﬁents
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