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INTERNATIONAL ELECTROTECHNICAL COMMISSION

INDUSTRIAL COMMUNICATION NETWORKS -
PROFILES -

Part 3-3: Functional safety fieldbuses —

Additional specifications for CPF 3

FOREWORD

all national electrotechnical committees (IEC National Commlttees) The
international co-operation on all questions concerning standardization in the e
this end and in addition to other activities, IEC publishes International St
Technical Reports, Publicly Available Specifications (PAS) and Guides

governmental organizations liaising with the IEC also partlmpate inthi . IEC

comprising
promote
Ids. To

with the International Organlzatlon for Standardization (ISO with conditions determined by

2) The formal decisions or agreements of IEC on technical matters & % @S possible, an international
consensus of opinion on the relevant subjects since gash\te i iittee has representation from all
interested IEC National Committees

3) IEC Publications have the form of recom ernatiQnal use/and are accepted by IEC National
Committees in that sense. While all reasonable effqrt o-ensdre that the technical content of IEC

Publications is accurate, IEC cannot be he i the way in which they are used or for any

misinterpretation by any end user.

between any IEC Publication ending nationplor regional publication shall be clearly indicated in
the latter.

5) IEC provides no parki g proce indt its approval and cannot be rendered responsible for any
equipment decl b ith p ication.

6) All users should erngtre 8 : iti i ication.

7) No liability shall atta E its difeci{ors, employees, servants or agents including individual experts and
members of its te } \ Bs and I[EC National Committees for any personal injury, property damage or
other damage_of \any \na whether direct or indirect, or for costs (including legal fees) and
expenses grising_oyt o pubkcation, use of, or reliance upon, this IEC Publication or any other IEC
Publication

8) Attention i grmative references cited in this publication. Use of the referenced publications is
indispensable pplication of this publication

The International Electrote
with this document may j
family 3 as follows, where the [xx] notation indicates the holder of the patent right:

hnical Commission (IEC) draws attention to the fact that it is claimed that compliance
volve the use of patents concerning the functional safety communication profiles for

EP1267270-A2 [sh Verfahren zur Datenlbertragung in einem
Rechnersystem

WO00/045562-A1 [sn Method and device for determining the reliability of data
carriers

W099/049373-A1 [S1] Shortened data message of an automation system

IEC takes no position concerning the evidence, validity and scope of these patent rights.

The holders of these patents rights have assured the IEC that they are willing to negotiate licences under

reasonable and non-discriminatory terms and conditions with applicants throughout the world.

statement of the holders of these patent rights are registered with IEC.

Information may be obtained from:

[SI] Siemens AG
A&D AS FATC
Karlsruhe
Germany
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Attention is drawn to the possibility that some of the elements of this document may be the subject of patent rights
other than those identified above. IEC shall not be held responsible for identifying any or all such patent rights.

International Standard IEC 61784-3-3 has been prepared by subcommittee 65C: Industrial
networks, of IEC technical committee 65: Industrial process measurement, control and
automation.

This bilingual version (2013-05) corresponds to the monolingual English version, published in
2007-12.

The text of this standard is based on the following documents:

FDIS Report on voting
65C/470/FDIS 65C/481/RVD

Full information on the voting for the approval of this standard
voting indicated in the above table.

The French version of this standard has not been voted

* reconfirmed,
* withdrawn,

* replaced by a revisg
+ amended.

The list of all pa
networks — Profiles

s louys which are considered to be useful for the correct
understandi f its ntents. Users should therefore print this document using a

colour printer.
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INTRODUCTION

The IEC 61158 fieldbus standard together with its companion standards IEC 61784-1 and
IEC 61784-2 defines a set of communication protocols that enable distributed control of
automation applications. Fieldbus technology is now considered well accepted and well
proven. Thus many fieldbus enhancements are emerging, addressing not yet standardized
areas such as real time, safety-related and security-related applications.

This standard explains the relevant principles for functional safety communications with
reference to IEC 61508 series and specifies several safety communication layers (profiles and
corresponding protocols) based on the communication profiles and protocol layers of
IEC 61784-1, IEC 61784-2 and the IEC 61158 series. It does not cover eleetrical safety and
intrinsic safety aspects.

Figure 1 shows the relationships between this standard and rel
standards in a machinery environment.

Product standards

IEC 61496 IEC 61131-6 || IEC 61800-5-2
Safety f. e.g. Safety for PLC Safety functions
light curtains | (under consideration) for drives

IEC 61784-4 IEC 62443 sig of Shfeffrelatdd eléqtci):a ctronic and programmable
Security Security ectronic contrg| systems/(SRECS) for machinery
(profile-specific) (common part)

PL based

(@RS 5
IEC 61784-5 IEC 61948 i ) '
Installation guide | Installatién guide xDesign okjectiye > Lo d S oo E
(profile-specific) (cor"r\1mo art) Applisable stand !

\\& 60204-1 ISO 13849-1, -2 E

| . Safety-related parts I

v l (\L IEC 6 32&&\ ety of electrical A ;
f i

AN EMCand , CEMETWET (SRPCS)
functional j
IEC 61784-3 \):/ . Non-electrical
Functional safet ) | \/ ) v
communication " , :
o b4 ! | Us: NFPAT9 Electrical
! (2006)
\ \/ ' v v v
\\ T+ IEC 62061
IEC 61158-series / i e =L
IEC 61784-1,=2 IEC 61508 series [+ (SRECS)
Fieldbus for use in Functional safety , (including EMI for
industrial control systems (basic standard) i industrial environment)

Key

[ ] (yellow) safety-related standards
[ ] (blue) fieldbus-related standards
|:| (dashed yellow) this standard

Figure 1 — Relationships of IEC 61784-3 with other standards (machinery)
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Figure 2 shows the relationships between this standard and relevant safety and fieldbus
standards in a process environment.

Product standards -----------------------------------------------------
IEC 61496 IEC 61131-6 ||IEC 61800-5-2 | | !
Safety f. e.g. Safety for PLC Safety functions !
light curtains (under consideration) for drives !
IEC 61784-4 IEC 62443 R
Security Security .
(prelegediis) | (Eomman &1 See safety standards for machinery

IEC 61784-5 IEC 61918
Installation guide | Installation guide
(profile-specific) | (common part)

e

IEC 61326-3-22

EMC and
IEC 61784-3 functional safety
Functional safety
communication
profles W | NN L N N il .}
<\ us:
N \*r/ ~ le--»| 1SA-84.00.01
A IEC 61511 Series® (3 parts = modified
IEC 61158 series / Functional safety — IEC 61511)
IEC 61784-1, -2 IEC 61508 Seri > afet t;rr;f;rgofptehnéed —_—
Fieldbus for use in Functional safety 5 f DE: VDI 2180
] 4. - _’ .
industrial control systems /\Qﬁg@’d{ ) PIpcess industry sector Part 1-4

S

Key
[ ] (vellow) sa@la d staridard
[ (blue) fieldbus-e

Safety communication layers which are implemented as parts of safety-related systems
according to IEC 61508 series provide the necessary confidence in the transportation of
messages (information) between two or more participants on a fieldbus in a safety-related
system, or sufficient confidence of safe behaviour in the event of fieldbus errors or failures.

Safety communication layers specified in this standard do this in such a way that a fieldbus
can be used for applications requiring functional safety up to the Safety Integrity Level (SIL)
specified by its corresponding functional safety communication profile.

The resulting SIL claim of a system depends on the implementation of the selected functional
safety communication profile within this system — implementation of a functional safety
communication profile in a standard device is not sufficient to qualify it as a safety device.
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This standard describes

— basic principles for implementing the requirements of IEC 61508 series for safety-
related data communications, including possible transmission faults, remedial
measures and considerations affecting data integrity;

— individual description of functional safety profiles for several communication profile
families in IEC 61784-1 and IEC 61784-2;

— safety layer extensions to the communication service and protocols sections of the
IEC 61158 series.

@C@
S
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INDUSTRIAL COMMUNICATION NETWORKS -
PROFILES -

Part 3-3: Functional safety fieldbuses —
Additional specifications for CPF 3

1 Scope

This part of the IEC 61784-3 series specifies a safety communication layer (services and
protocol) based on CPF 3 of IEC 61784-1, IEC 61784-2 (CP 3/1, CP 3/2,(CP 3M4, CP 3/5 and

This part! defines mechanisms for the transmission of
participants within a distributed network using fieldbus

This part provides guidelines for boft
systems.

communication profile within this s ignal safety communication profile according to
ig y device.

The following re
For dated referencesg

indispensable for the application of this document.
éd applies. For undated references, the latest edition

IEC 61131-3, Programmable controllers — Part 3: Programming languages
IEC 61158 (all parts), Industrial communication networks — Fieldbus specifications

IEC 61158-2, Industrial communication networks — Fieldbus specifications — Part 2: Physical
layer specification and service definition

IEC 61158-3-3, Industrial communication networks — Fieldbus specifications — Part 3-3: Data-
link layer service definition

IEC 61158-4-3, Industrial communication networks — Fieldbus specifications — Part 4-3: Data-
link layer protocol specification

1 Inthe following pages of this standard, “this part” will be used for “this part of the IEC 61784-3 serQOCllmentS
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IEC 61158-5-3, Industrial communication networks
Application layer service definition

Fieldbus specifications — Part 5-3:

IEC 61158-5-10, Industrial communication networks
Application layer service definition

Fieldbus specifications — Part 5-10:

IEC 61158-6-3, Industrial communication networks
Application layer protocol specification

Fieldbus specifications — Part 4-3:

IEC 61158-6-10, Industrial communication networks
Application layer protocol specification

Fieldbus specifications — Part 4-10:

IEC 61326-3-1, Electrical equipment for measurement, control and lakpratoryN\use — EMC

intended to perform safety related functions (functional safe al mdustrial
applications?2

intended to perform safet%/ related functions (functiona
specified EM environment

IEC 61508 (all parts), Functional safe
safety-related systems

networks — Profiles — Part 3: Functional safety
definitions

Quimunication networks — Profiles — Part 5: Installation of

IEC 61918, IndwustrialNcommunication networks — Installation of communication networks in
industrial premises

IEC 62061, Safety of machinery — Functional safety of safety-related electrical, electronic and
programmable electronic control systems

IEC 62280-1:2002, Railway applications — Communication, signalling and processing systems
— Part 1: Safety-related communication in closed transmission systems

IEC 62280-2, Railway applications — Communication, signalling and processing systems —
Part 2: Safety-related communication in open transmission systems

IEC/TR 62390, Common automation device — Profile guideline

2 To be published. Documents
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ISO 13849-1, Safety of machinery — Safety-related parts of control systems — Part 1. General
principles for design

ISO 15745-3, Industrial automation systems and integration — Open systems application
integration framework — Part 3: Reference description for IEC 61158-based control systems

ISO 15745-4, Industrial automation systems and integration — Open systems application
integration framework — Part 4: Reference description for Ethernet-based control systems —
Amendment 1: PROFINET profiles

3 Terms, definitions, symbols, abbreviated terms and conventions

3.1 Terms and definitions

For the purposes of this document, the following terms and definitioR

3.1.1 Common terms and definitions

3.1.11
availability

Availability = MTBF / (MTBF + MDT).

3.1.1.2

black channel
communication channel
IEC 61508 series

3.1.1.3
communicatioK:;}n {
logical connection

3115
connection
logical binding between two application objects within the same or different devices

3.1.1.6

Cyclic Redundancy Check (CRC)

<value> redundant data derived from, and stored or transmitted together with, a block of data
in order to detect data corruption

<method> procedure used to calculate the redundant data

NOTE 1 Terms “CRC code” and "CRC signature" , and labels such as CRC1, CRC2, may also be used in this
standard to refer to the redundant data.

NOTE 2 See also [28], [29]3.

3 Figures in square brackets refer to the bibliography. Documents
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3.1.1.7

error

discrepancy between a computed, observed or measured value or condition and the true,
specified or theoretically correct value or condition

NOTE 1 An error can be caused by a faulty item, e.g. a computing error made by faulty computer equipment.

[IEV 191-05-24], [IEC 61508-4:1998], [[EC 61158]

NOTE 2 Errors may be due to design mistakes within hardware/software and/or corrupted information due to
electromagnetic interference and/or other effects.

NOTE 3 Errors do not necessarily result in a failure or a fault.

3.1.1.8
failure
termination of the ability of a functional unit to perform a required fup

NOTE 1 The definition in IEV 191-04-01 is the same, with additional notes.
[IEC 61508-4:1998], [ISO/IEC 2382-14.01.11]

NOTE 2 Failure may be due to an error (for example, proble
disruption)

3.1.1.9
fault

abnormal condition that may cause a re
to perform a required function

3.1.1.10
fieldbus
communication syst 3" data transfer and used in industrial automation or

system us bh connected devices

3.1.1.12
frame
denigrated synonym for DLPDU

3.1.1.13

Frame Check Sequence (FCS)

redundant data derived from a block of data within a DLPDU (frame), using a hash function,
and stored or transmitted together with the block of data, in order to detect data corruption

NOTE 1 An FCS can be derived using for example a CRC or other hash function.

NOTE 2 See also [28], [29].

3.1.1.14

hash function

(mathematical) function that maps values from a (possibly very) large set of values into a
(usually) smaller range of values
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NOTE 1 Hash functions can be used to detect data corruption.

NOTE 2 Common hash functions include parity, checksum or CRC.

[IEC 62210, modified]

3.1.1.15

hazard

state or set of conditions of a system that, together with other related conditions will inevitably
lead to harm to persons, property or environment

3.1.1.16
master
active communication entity able to initiate and schedule communicatioy ities by other
stations which may be masters or slaves

3.1.1.17

message

ordered series of octets intended to convey information
[ISO/IEC 2382-16.02.01, modified]

3.1.1.18
nuisance trip
spurious trip with no harmful effect

NOTE Internal abnormal errors can be caused in such as wireless transmission, for

3.1.1.19

proof test

periodic test performed t6 ¢ i i -velated system so that, if necessary, the
system can be restored dition or)as close as practical to this condition

NOTE A proof test j irm afety-related system is in a condition that assures the specified

safety integrity.
[IEC 61508-4 and IE

3.1.1.20

protective e ELV)

electrical sj wgltage cannot exceed a.c. 30 V r.m.s., 42,4 V peak or d.c. 60 V
in normél antk8ing) gondition, except earth faults in other circuits

NOTE A PELV cirsuit i ilar to an SELV circuit that is connected to protective earth.
[IEC 61131-2]

3.1.1.21

redundancy

existence of means, in addition to the means which would be sufficient for a functional unit to
perform a required function or for data to represent information

EXAMPLE Duplicated functional components and the addition of parity bits are both instances of redundancy.
NOTE 1 Redundancy is used primarily to improve reliability or availability.

NOTE 2 The definition in IEV 191-15-01 is less complete.
[IEC 61508-4:1998], [ISO/IEC 2382-14.01.12]
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3.1.1.22

reliability

probability that an automated system can perform a required function under given conditions
for a given time interval (11,t2)

NOTE 1 It is generally assumed that the automated system is in a state to perform this required function at the
beginning of the time interval.

NOTE 2 The term "reliability" is also used to denote the reliability performance quantified by this probability.

NOTE 3 Within the MTBF or MTTF period of time, the probability that an automated system will perform a
required function under given conditions is decreasing.

NOTE 4 Reliability differs from availability.
[IEC 62059-11, modified]

3.1.1.23
risk

combination of the probability of occurrence of harm and the se
[IEC 61508-4:1998]

3.1.1.24

safety communication layer (SCL)
communication layer that includes all the necessa
data in accordance with the requireme

o.ensure safe transmission of

3.1.1.25
safety connection

3.1.1.26
safety data
data transmitted acrosss

NOTE The Safety C;

safely.

3.1.1.27
safety devi

3.1.1.28
safety extra-low-waqltage (SELV)

electrical circuit in which the voltage cannot exceed a.c. 30 V r.m.s., 42,4 V peak or d.c. 60 V
in normal and single-fault condition, including earth faults in other circuits

NOTE An SELV circuit is not connected to protective earth.
[IEC 61131-2]

3.1.1.29

safety function

function to be implemented by an E/E/PE safety-related system, other technology safety-
related system or external risk reduction facilities, which is intended to achieve or maintain a
safe state for the EUC, in respect of a specific hazardous event

[IEC 61508-4:1998]

Documents

Document Sharing Hub

Full document details: IEC 61784-3-3 2007


http://avadocuments2026.com/doc/iec-61784-3-3-2007
http://avadocuments2026.com/doc/iec-61784-3-3-2007

61784-3-3 © IEC:2007 -19 -

3.1.1.30

safety function response time (SFRT)

worst case elapsed time following an actuation of a safety sensor connected to a fieldbus,
before the corresponding safe state of its safety actuator(s) is achieved in the presence of
errors or failures in the safety function channel

NOTE This concept is introduced in IEC 61784-3, 5.2.4 and addressed by the functional safety communication
profiles defined in this part.

3.1.1.31

safety integrity level (SIL)
discrete level (one out of a possible four) for specifying the safety integrity requirements of
the safety functions to be allocated to the E/E/PE safety-related systems, where safety
integrity level 4 has the highest level of safety integrity and safety integ evel 1 has the
lowest

NOTE The target failure measures for the four safety integrity levels are spe
IEC 61508-1.

[IEC 61508-4:1998]

3.1.1.32
safety measure

3.1.1.33
safety-related applicatic
programs designed i
application

3.1.1.34 Q

safety-related syst
system performing

3.1.1.36
spurious trip
trip caused by the safety system without a process demand

3.1.2 CPF 3: Additional terms and definitions

3.1.21

bit

encoded binary information without a technical unit (Binary Digit)

3.1.2.2
codename
unique identification between safety communication peers

NOTE Instance of "connection authentication" as described in IEC 61784-3.
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3.1.23

configuration

definition of the standard communication connections and communication parameters for bus
entities of a particular application

NOTE The configuration for safety communication comprises the definition of the safety connections and F-
Parameters for safety-related bus entities of a particular safety-related application.

3.1.2.4
consecutive number
means to ensure completeness and the right order of transmitted safety PDUs

NOTE 1 Instance of "sequence number" as described in IEC 61784-3.

NOTE 2 The consecutive number can be transmitted with each safety PDU (V1-mod ecured via the

transmitted CRC signature (V2-mode).

3.1.2.5
CPD-Tool
dedicated program in service computers connected to

3.1.2.6
cycle
interval at which a list of instructions or,a

3.1.2.7
device access point (DAP)

3.1.2.8
device acknowledge

elapsed time i

consecutive number
been generated ap

3.1.2.9
driver
software
software

3.1.2.10
fail-safe (F)

ability of a system that by adequate technical or organizational measures prevents from
hazards either deterministically or by reducing the risk to a tolerable measure

3.1.2.11
fail-safe values (FV)
values which are issued instead of process values when the system is set to a fail-safe state

NOTE In this part the fail-safe values (FV) shall always be set to "0".

3.1.2.12

F-Device

passive CP 3/RTE communication peer that is able to perform the FSCP 3/1 protocol, usually
triggered by the F-Host for data exchange
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3.1.2.13

F-Driver

software administering safety PDUs within F-Hosts and F-Devices according to the FSCP 3/1
specifications

3.1.2.14

F-Host

data processing unit that is able to perform the FSCP 3/1 protocol and to service the "black
channel"

NOTE This is usually a PLC or an IPC with an adequate operating system.

3.1.2.15

F-Module
passive communication peer within a modular F-Device or F-Slave tha
FSCP 3/1 protocol, usually triggered by the F-Host for data exchang

erform the

NOTE This is usually a safety-related input or output module.

3.1.2.16
F-Slave
passive CP 3/1 or CP 3/2 communication peer that ig able to\pe
usually triggered by the F-Host for data exchange.

he FSCP 3/1 protocol,

3.1.2.17
fault reaction
indication of a communication malfuncti

corresponding automatic safe reaction withif the™omp

NOTE

Within F-Output:

Within F-CPU:

Within F-Input:

3.1.2.19
host acknowledgement time (HAT)

elapsed time in an F-Host starting with the reception of a safety PDU with a certain
consecutive number until an appropriate safety PDU with an incremented consecutive number
has been generated and returned to the master/IO-controller

3.1.2.20

10-Controller

active communication entity able to initiate and schedule CP 3/RTE communication activities
by other entities which may be 10-Controllers or |O-Devices

NOTE Within CP 3/1 this task is corresponding to a master class 1.

3.1.2.21

10-Device

passive communication entity able to receive messages and send them in response to
another CP 3/RTE communication entity which may be an I0-Controller or other 10-Devices
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NOTE Within CP 3/1 this task is corresponding to a slave.

3.1.2.22
10-Module
addressable sub input/output unit within a modular I0-Device

3.1.2.23
10-Supervisor
engineering station enabled to read and write data from and to an 10-Device

NOTE It is used for commissioning or diagnostics purposes. In contrast to an 10-Controller it does not take over
an active role during the run-up of an 10-System. An 10-Supervisor is not part of the |0-System.

3.1.2.24
10-System
I0-Controller and its associated 10-Devices

3.1.2.25
iParameter
individual or technology specific F-Device parameters

NOTE Typical iParameters are the protection zone coordinates

3.1.2.26
iPar-Server

3.1.2.27
master (class 1)

3.1.2.28
process value
t da

input and outpu

3.1.2.29
qualifier
additional qua

3.1.2.30
shared 1/O

inputs and outputs eld devices that can be accessed by several controllers

NOTE Even though CP 3/RTE is permitting shared 1/0 it is not permitted with FSCP 3/1.

3.1.2.31

toggle bit

one bit of the Control and Status Byte to synchronize the (virtual) consecutive counters in
both the F-Host and the F-Device

3.1.2.32
universal serial bus (USB)
external bus standard that supports data transfer rates up to 480 Mbps

NOTE USB is replacing serial and parallel computer ports and is used for fast direct connections between service
computers and field devices.

Documents

Document Sharing Hub

Full document details: IEC 61784-3-3 2007


http://avadocuments2026.com/doc/iec-61784-3-3-2007
http://avadocuments2026.com/doc/iec-61784-3-3-2007

61784-3-3 © IEC:2007 - 23 -

3.1.2.33
V1-mode
FSCP 3/1 services and protocol according to [42]

3.1.2.34
V2-mode
FSCP 3/1 services and protocol according to this part

3.1.2.35
VLAN tag

extension within Ethernet messages that enables particular user groups on large networks to

run their own virtual network via priorities and VLAN-IDs, using appropriat

impacting other user groups and vice versa

3.2 Symbols and abbreviated terms

3.21 Common symbols and abbreviated terms

CP Communication Profile

CPF Communication Profile Family
CRC Cyclic Redundancy Check
DLL Data Link Layer

DLPDU Data Link Protocol Data Unit
EMI Electro-Magnetic Interference
EUC Equipment Under Control
FAL Fieldbus Application Layer
FCS Frame Check Sequepnse

FSCP Functional Safety
HD Hamming Distapce
E/E/PE Electrica
PDU Protoco@
PELV Protective
PFD
PFH
PhL
PLC

SCL
SELV

SFRT Safety Function Response Time
SIL Safety Integrity Level

[IEC-64508-4:1998]
[IEC 61158-5]

[IEC 61508-4:1998]
[ISO/IEC 7498-1]

[IEC 61508-6:1998]

[IEC 61508-6:1998]
[ISO/IEC 7498-1]

[IEC 61508-4:1998]

3.2.2 CPF 3: Additional symbols and abbreviated terms
AES-CCMP Advanced Encryption Standard - Counter Mode with Cipher Block

Chaining Message Authentication Code Protocol

AP Application Process

API Application Process ldentifier

AR Application Relationship

ASE Application Service Element

ASIC Application Specific Integrated Circuit
C Coverage
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CP 3/1 Communication profile commonly known as PROFIBUS DP
CP 3/2 Communication profile commonly known as PROFIBUS PA
CP 3/RTE Communication profile commonly known as PROFINET IO
CPU Central Processing Unit

CR Communication Relationship

DAP Device Access Point

DAT Device Acknowledgement Time

DP Decentralized Peripherals

F Identifier for safety items (fail-safe, functional safe)

FB Function Block

FV Fail-safe Values

GSD Generic Station Description

GSDML Generic Station Description Markup Language

HAT Host Acknowledgement Time

I1/0 Input/Output

LED Light Emitting Diode

MTBF MeanTime Between Failure
MTTF MeanTime To Failure

PA Process Automation

PN 10 PROFINET 10 = CP 3/4 to 3/6
PSK Pre-shared Key

PV Process Values

RADIUS Remote Authenti

S Standard
SSID Service Set|ld
UML Uni
uUSB Univers4l

VLAN
WCDT
WDTime
WPA2
XML

3.3 Conventions

This part uses UML2 notation for the drawing of the state charts and a condensed form for
sequence charts [51]. The transition tables are depicted following the recommendations of
IEC 62390.

In this part the abbreviation "F" is an indication for safety related items, technologies,
systems, and units (fail-safe, functional safe).

In this part the default data that shall be sent in case of unit failures or errors, are called fail-
safe values (FV) and are set to "0".

In this part the abbreviation "CP 3/RTE" comprises the three communication profiles CP 3/4,
CP 3/5, and CP 3/6. CP 3/RTE is commonly known as PROFINET IO.
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4 Overview of FSCP 3/1 (PROFlIsafe™)

Communication Profile Family 3 (commonly known as PROFIBUS™, PROFINET™4) defines
communication profiles based on IEC 61158-2 Type 3, IEC 61158-3-3, IEC 61158-4-3,
IEC 61158-5-3, IEC 61158-5-10, IEC 61158-6-3, and IEC 61158-6-10.

The basic profiles CP 3/1 and CP 3/2 are defined in IEC 61784-1; CP 3/4, CP 3/5 and CP 3/6
are defined in IEC 61784-2. The CPF 3 functional safety communication profile FSCP 3/1
(PROFIsafe™4) is based on the CPF 3 basic profiles in IEC 61784-1 and IEC 61784-2 and the
safety communication layer specifications defined in this part.

Bus Cycle

ANAN

N

W \ 7 N
Device F-Device
2 3

— /
~ —

Cyclic access of controller Acyclic access of controller

Figure 3 — Basic communication preconditions for FSCP 3/1

4 PROFIBUS™, PROFINET™ and PROFIsafe™ are trade names of the non-profit organization PROFIBUS
Nutzerorganisation e.V. (PNO). This information is given for the convenience of users of this International
Standard and does not constitute an endorsement by IEC of the trade name holder or any of its products.
Compliance to this standard does not require use of the registered logos for PROFIBUS™ PROFINET™ or
PROFIsafe™. Use of the registered logos for PROFIBUS™, PROFINET™ or PROFlIsafe™ requir iSSi
of PNO. Dgclitients
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The consecutive numbering uses a range that is big enough to secure any malfunction caused
by message storing network elements. Every safety device returns a message with a safety
PDU for acknowledgement even if there are no process data. A separate watchdog timer on
both the sender and the receiver side is used for each one-to-one communication
relationship. The unique codename per communication relationship is established for
authentication reasons and is encoded within an initial CRC signature value for the cyclically
calculated and transmitted CRC2 signature (Figure 4).

S = Standard message including safety PDU

....

(| s s | s s S °

......
.....
.....
o
o

....

Status /

F-Input/Output data Control Byte

Max. 12 or 123 octets (\

FSCP 3/1 provides\t
mode are suffi
"generous" features o

While automation~solutions with distributed I/O gained widely acceptance through PROFIBUS
(CP 3/1 and CP 3/2) and the industrial Ethernet based PROFINET (CP 3/RTE), safety
applications were still relying on a second layer of conventional electrical techniques or
special busses thus limiting the seamless engineering and interoperability. Additionally,
modern safety devices such as laser scanners or drives with integrated safety could not be
fostered as needed due to missing system support. It is the purpose of this part and related
documents to provide the corresponding enabling technologies.

After this introduction, subclause 5.1 holds additional references for the development of the
FSCP 3/1 technology and 5.2 holds its functional requirements. The four safety measures of
FSCP 3/1 are listed in 5.3. The network topologies within CP 3/RTE and their crossovers to
CP 3/1 and CP 3/2 are mentioned in 5.4. A brief introduction into the communication
relationships and objects of the fieldbus standard is following in 5.5.

For safety and efficiency reasons the list of possible fieldbus data types is reduced to a
concise set and described in 5.5.4. Subclauses 6.1 to 6.3 are unveiling the F-Host and F-
Device services as well as the possible diagnosis messages of the safety layer.
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CB 33
componenis

CP3i3 CP 3/dto CP 3/6

FSCP 3M1:

Vi-mode

h (VZ-mode
“=—— optional}

By
mEe

PLC with distributed 7O
on CP 371

FSCP 311 Island 1

(8.2). The requi
Subclause 8.4 d
communicating part 5
8.5 shows how the \da e i mation can be used to configure F-Channel drivers for
more complex iCe ve_programming effort. The requirements for the system

integration of iPe keri means and tools are listed in 8.6. The aspects of response
times, insfallation guideNnes\gnd duration of demands, maintenance, safety manual, wireless
transmigsio -Host onformance classes are covered 9. The reasoning for certification
is pomte Qut I e details |n 10 2. An informative annex contains examples for fast

electrical safety and certification shall be observed ([381], [39]).

5 General

5.1 External documents providing specifications for the profile

In addition to the normative references in Clause 2, the technology in this part has been
approved according to GS-ET-26 [27].

FSCP 3/1 meets the requirements of NE97 [52].

5.2 Safety functional requirements

The following requirements have been mandatory for the development of the FSCP 3/1
technology.
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a) Safety communication and standard communication shall be independent. However,
standard devices and safety devices shall be able to use the same communication
channel.

b) Safety communication shall be suitable for Safety Integrity Level SIL3 (see IEC 61508)
and control category 4 (see EN 954-1).

c) Safety communication shall use a single-channel communication system. Redundancy
may only be used optionally for increased availability.

d) Implementation of the safe transmission protocol shall be restricted to the communication
end devices (F-Host or F-CPU — F-Device and /or F-1/0O-Module).

e) There shall always be a 1:1 communication relationship between an F-Device and its F-
Host.

f) The transmission duration times shall be monitored.

g) Environmental conditions shall be according to general automati
IEC 61326-3 if there are no particular product standards.

no standard protocol changes or enhancements)
i) The safety communication shall not reduce the per

CP 3/2in IEC 61784-1).

j) Safety communication shall be sujtakle fo
ET-26 [27].

5.3 Safety measures

ed measures to master errors

\/ Safety measures
\({2}” Timeout with Codename for Data consistency
| \Con utive receipt b sender and check ¢
Comml@&{ r&\ number 2 receiver ©
Corruption N\ X
Unintended repetition
Incorrect sequence
Loss X
Unacceptable delay X
Insertion X X X
Masquerade X X
Addressing
Revolving memory X
failures within switches
@ Instance of "sequence number" of IEC 61784-3.
b Instance of "time expectation" and "feedback message" of IEC 61784-3.
C Instance of "connection authentication" of IEC 61784-3.
d Instance of "data integrity assurance" of IEC 61784-3. —D-Ocumlants
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5.4 Safety communication layer structure
5.4.1 Principle of FSCP 3/1 safety communications

FSCP 3/1’s way of safety communication is based on the experience made in the railway
signaling technique as it has been laid down in the IEC 62280-1 and IEC 62280-2.

On this basis, safety communication is performed by

e a standard transmission system (Figure 6), and

e an additional safety transmission protocol on top of this standard transmission system.

FSCP 31

j (F-Host — F.0

Laserscanner

The standard t

r@?' « (stemn os/the entire hardware of the transmission system
and the related proetocol ft ie

3| layers 1, 2 and 7 according to Figure 7).

Safety applicati applications are sharing the same standard CPF 3
communicatio e same time. The safe transmission function comprises all
measures to gcover all possible faults / hazards that could be infiltrated by

e Failures / faults of the standard hardware

¢ Systematic malfunctions of components within the standard hardware and software

This principle delimits the certification effort to the "safe transmission functions". The
"standard transmission system" (Black Channel) does not need any additional certification.
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For example: diagnostics

[y ]
g Safety 7 Safety 7 Safety
[ input : logic -: output
Standard i j_ operation s Stanqard
input/output v ; : Ioglg
] Safety layer ; Safety layer -] Safety layer operation
7 7 ‘ ‘ 7 ‘ ‘ 7 7
2 2 . | § 2 s | § 2 2
1 1 KRR VE 1
o * Y *
,-I.L I, aps* I:[I gys?
| - | - | - | - g |

Key |:| "Black Channel": ASICs, wires, switches, etc. are not safety relevant components

None safety related functions, e.g. diagnostics

5.4.2 CPF 3 communication struct

The basic communication layers of C
communication of FSCE/3/4_is TUsi

, /o Open channel for TCP/UDP/IP
IT services
- HTTP
- SNMP
+ DHCP

+ Device configuration and parameterization
+ Readout of diagnosis data
+ Transfer of interconnections
» Negotiation of the communication channel
for user data

9 Realtime channel RT

+ High-performance transfer of cyclic data
» Event controlled signals

9 Real-time channel IRT

+ High-performance transfer of cyclic data
in isochronous mode (< 1ms)

 Jitter <1ps

» ASIC required

Real-time switch ASIC (optional)

Figure 8 — Basic communication layers

Figure 9 shows the typical (star) topology of one possible CP 3/RTE wiring with multiport
switches as hubs. One failing device will not shut down the whole network. However, the
wiring effort may be unfavorable.
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(Multiport) switch Switch |
.I.I' I

(e

F-Host Remote IO
j F-S Standard F-Actuat Standard F-S
cgﬂfrlélllgr) (10 device) | o (10 gelb?cgr) i (10 device) (F,\‘/“Iosgﬁ[;f)"d
Figure 9 — Multiport switch bus structure
CP 3/RTE provides an alternative via Switch-ASIC that each device ntegrate in its
communication interface. This way a line topology much like CP 3/1 is possible, In order to
avoid a system shut down in case of a failing device a ring structuge (Fig is highly

e At least one participant within the ring (in Figure 10 the F-Host) shall haye axredundancy

F-Host
(incl. 10
controller)

optional

Remote 10
(F + standard Sézr\]/?:éd

modules)
Switch Switch

The networks \n ™ and Figure 10 belong each to one CP 3/RTE system with one
particular Q e Real-Time protocol (RT or IRT) in layer 2 cannot pass beyond
this IP-Addre S (Flgure 8). It is the (OSI layer 3) task of routers to redirect messages
on an IP-AddressNevel (Figure 11). Thus routers are natural borders for CP 3/RTE systems.
The following restrictions apply for FSCP 3/1.

e Wireless LAN permitted. However, uniqueness of F-addresses shall be guaranteed within
islands

e Switches are not permitted, which allow crossing of network borders (islands)

e Single port routers are not permitted (7.3.9).
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F-Actuator Standard F-Actuator
(10 device) device (10 device) | HelRe
('i:r;::-llols(!) F-Sensor ('l:r;::-li 0|S(t) F-Sensor
controller) (10 device) controller) (10 device)

Intrinsic Safety
(Ex-i)

<

Host With barriers: RS485-1S
e.g. for high speed ESD valves
\ CP 31,
P23 PNIO/| RS485 |nops|  CP3/2 MBP-IS
Local kgs (o) Link Link
CP’3/6 T N )
Actuator PA Device
Remote I/O F [ D F according IEC 61804:
D| D > e A - Physical Block
o v F-Device | - Function Block(s)
. i - Transducer Block
c
I e
Key \
MBP-IS Data transmission for explosion-proof areas
RS485 High speed data transmission
RS485-IS Special RS485 for explosion-proof areas
F-DI Safety digital input
F-DO Safety digital output
F-Al Safety analog input
PA Device Device according process automation device model (IEC 61804)

Figure 12 — Complete safety transmission paths
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5.5 Relationships with FAL (and DLL, PhL)
5.5.1 Device model

The CP 3/RTE as well as the CP 3/1 device model is assuming one or several application
processes (AP) within the device. Figure 13 is showing the internal structure of an application
process for a modular field device. Optionally it could have several of these APs. The
application process is subdivided into as many slots and subslots as needed to represent the
physical I/Os of the device. In contrast to CP 3/1, CP 3/RTE provides one hierarchical level
more: the subslots.

| 10 Data ( |
ASEs Context /\
Diagnosis X \ \ >
? \ - Y \
- "Alarm 9 \
: A\N \
] \
Record < j \)
D
ata L\ N\
SubSlot SubSlot Subsiot | f\SubSiof Q ubSlot SubSlot
Number 0 1... OX8FFF umbeyr 0 1... Ox8FF \jv Number 0 1... OX8FFF
Slot Number 0 annn | Slot Ox8FFF

N
.
RO\,

the CP 3/R

5.5.2

In order to usexthe services mentioned above, it is always necessary to establish an
application relationship (AR), and within this AR, communication relationships (CR) for the
data objects to be exchanged between the stations (Device, 10 Controller) via ASEs.
Figure 14 shows an example of the basic structure of a modular 10-Device and possible
application relationships to 10-Controllers.

An 10-Controller uses a "Connect" frame within a special CP 3/RTE message to initiate the
establishment of an AR during system start-up. Thereby it transfers the following data set to
the device.

e General communication parameters of this Application Relationship (AR)

e Communication Relationships (CRs) to be established, including their parameters

e Model and mapping data of the device

e Alarm CRs to be established, including their parameters.
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’ Subslot 1 ﬂ ’ Subslot 1 ﬂ

Subslot 2

Subslot 2

Head station
(bus interface)

Subslot 4

Subslot 4

Not permitted
with FSCP 3/1

Slot Number 0 Slot 1 Slot 2

Modular 10 devicel \

Application
/ AR Relationship (AR) R
| \

Application Process
qu:oﬁtxgller
ips ofka modular device

The 10 device checks the received dafa a a iSK the required CRs. Possibly occurring
ec

10 Controller

Figure 14 — Application relatio

errors are reported bac th on ar. exchange begins with the positive
acknowledgement of the devi n ah. o FSCP 3/1 ARs from different APs to

one subslot are not pe[w/\.
UDP clfann
text, nost
2 A

\:' > Record Data GR
10-Centrolier \ 10-Device

RT channel
(I/O data)

%

v

(AP \ 0 Dala CR (AP)

Alarm CR

A

Application Relationship (AR)
Key RT channel
CR = Communication Relationship (Alarms)

Figure 15 — Application and communication relationships (AR/CR)

At this time, 10 data could still be indicated as invalid, because the start-up parameter
assignment of the 10 devices is still lacking. Following the "Connect" call, the 10 controller
transfers the start-up parameter assignment data (Context) to the IO device over the Record
Data CR (Figure 15). The IO controller uses one "write frame" per configured submodule and
finalizes the transfer with an "end of parameterization". In return, the 10 device acknowledges
the positive start-up parameter assignment with an "application ready". From now on, the AR
is established.
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5.5.3 Message format

— 35 -

The CP 3/RTE message format for realtime data exchange is shown in Figure 16. A frame
check sequence (FCS) of 32 bit is securing the transmission across the network. FSCP 3/1 is

not taking any benefit of this measure.

Frame length: 64 ...1436 octets

A
s N
VLAN | Ether | Frame PDU = Processing Data Unit Data| X
fifedmple| SFD | DA | SA Tag Type ID (Data, IOPS/IOCS sequences) Cycle Status|Status FCS
7 octets | ABh A0 # A 1412 octets
J
- N - A /\Y J
20 octets Minimum: 40" octets 4 octets 4 octets
Key
Preamble = AAAAAAAAAAAAAAh
SFD = Start Frame Delimiter: ABh
DA = Destination Address (6 octets)
SA = Source Address (6 octets)
VLAN Tag = indicates a certain priority; optional
Ether Type = Ethernet Frame Type: 8892h for CP 3/4 to CP 3/6 (2 octets)
Frame ID = Frame Identification (CP 3/4 to CP 3/6 message type)
IOPS =10 Provider Status: good/bad and location (optional/GSD)
10CS =10 Consumer Status: good/bad and location (optional/GSD,
Cycle = Cycle Counter (2 octets); multiples of 31,25us
Data Status = Information on redundancy, validity, device state, etc.
X Status = Transfer Status (1 octet); always "00h"
FCS =32 bit CRC (104C11DB7h)

“) with VLAN-Tag minimum of user data to be tran

5.5.4 Data types

CPF 3 uses the basic
of data types can be uge

erretNs 3@

atypes used for FSCP 3/1

O\
{ v i ime

Number of octets Used in

oo X\

Integexte N\ \/ 2 V1- and V2-mode
%QEIQ\A \ X 4 V2-mode
|nteg}-6<\ 8

UnsignedSWas bits) 1 V1- and V2-mode
Unsigned16 (used as bits) 2 V2-mode
Unsigned32 (used as bits) 4 V2-mode
Unsigned16 2

Unsigned32 4

Unsigned 64 8

Float32 4 V1- and V2-mode
Float64 8

Date

TimeOfDay with date indication

TimeOfDay without date indication

TimeDifference with date indication

TimeDifference without date indication
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Data type name Number of octets Used in

NetworkTime

NetworkTimeDifference

Visible String 1,2,3, ...

V1- and V2-mode
V1- and V2-mode
V1- and V2-mode
V2-mode

Unsigned8+Unsigned8

Float32 + Unsigned8 (enumerated)

F_MessageTrailer4Byte

albhloa|N

F_MessageTrailer5Byte

Data types for usage within the V2-mode are restricted to Unsjgned8,\Unsigned16,
Unsigned32, Integer16, Integer32, Float32 and the composed data type Floa + Npsigned8.

Single bits to be coded within an Unsigned8, Unsigned16, or Unsig due to its
higher efficiency in comparison to the data type Boolean.

6 Safety communication layer services

6.1 F-Host services

The whole standard
"Black channel". The a

F drivers: the safety a
the F-Input dat
receives the safety4a
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F-Input F-Host F-Output

_____________________________________________________________________

Safety control program
using F user interface

1

1

1

1

1

1

1

1

1

1

1 One instance
| per codename
1
1
1
1
1
1
1

— Preconditions for an encapsulated FSCP 3/1 transmissiop
F-1/0 data system:

+
safety code n Authorized access only
n  Error detection mechanisms of transmi
medias not necessarily known and we & and compare
Safety code n Sufficient availability
Accordingly, the F-Output receives the da in addition to the F-Output data, and

Safety PDU managemen Qri are’ tasks of the F drivers within the F-Host
and the F-Devices. Figure rface at the safety control program level.

of

> @ %) ol o

L © | | |
| > o b X

2 3 2 w o

© ) o o I [

> m| | <):I 5 S

B <

sl © 3| © el &

<&
&

F-Host driver instance for input and/or output

Safety PDU F-I/O Data Control / Status Byte |CRC2

H

I0-Controller interface

Figure 18 — F user interface of F-Host driver instances

There are several variables available to the programmer to manipulate safety processes
according to the standards. The variables are carrying similar names - normally extended by
an index "_C" (Control) or "_S" (Status) - like the corresponding bits within the Status and
Control Bytes but may have some control logic in between within the F driver. See also 8.5.2
and Figure 59. Implementation hints for the F-Host driver are collected in 8.5.3.

The following variables shall be available to the programmer of an F-Host control program in

accordance with 9.9: Documents
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Every safety control program that deals with a corresponding F-Device
shall use this variable (type: bit). With input devices (for example sensors)
this variable set to "1" causes the driver to deliver fail-safe values ("0") to
the F control program. With output devices (for example actuators) this
variable set to "1" causes the driver to send fail-safe values ("0") to the
device and to set bit 4 of the Control Byte to "1". The safety concept of
the output device defines the kind of information of these two that shall be
used to achieve the safe state.

Every F control program that deals with a corresponding F-Device shall
use this variable (type: bit). With input devices this variable indicates via
"1" the driver is delivering fail-safe values ("0") to the E-Host program for
every input value. Hint: in order to handle inputs (individually special
qualifier bits may be added to the input data.

With output devices this variable indicates via "\" tha is set
to fail-safe values "0" (default behavior) g jce specific
value controlled by the "activate_FV" sig gntrol Byte).

Hint: in order to handle outputs indi¥i ple motor axes)
special qualifier bits may be used.

This variable (type: bit) set to "1" 9 sotfol program to switch
accept iParameters. It is
< bit 0 of the Control Byte)
If necessary, the variable

d the F control program the end of
iness to resume safe 1/0O data exchange

The variables "iPar_ EN_C" and

ariable (type: bit) indicates a request for acknowledgement prior to
g resumption of a safety function. In case the F-Host driver or an F-
Device detects a communication error or an F-Device fault, fail-safe
values will be activated. The F-Device driver then sets the variable
OA_Req_S (="1") as soon as the fault/error has been eliminated and
operator acknowledgement is possible. Once the acknowledgement
occurred (OA_C = "1") the F-Device driver will reset the request variable
OA_Req_S (="0").

PVi Process input values (< F-Input_Data_D, see Figure 19)

FVi Fail-safe input values, used instead of PVi for F-Input_Data D
(Figure 19)

PVo  Process output values (2 F-Output_Data_D)

FVo Fail-safe output values (=0), used instead of PVo for F-
Output_Data_ D
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6.2 F-Device services

Figure 19 illustrates details of the F-Device driver and how it is embedded between the
CP 3/RTE interface and the safety part of the specific device application. During the start-up
phase the non-safety part of the specific device application receives the F-Parameters and
passes them down to the F-Device driver. The driver itself, after checking some of the F-
Parameters passes the F-Parameters "F_iPar_CRC" and "F_SIL" up to the safety part of the
specific device application. Usually the specific device application provides a time base (1ms)
to the F-Device driver in order to feed the watchdog timers.

The F-Device driver mainly deals with safety PDUs that are received or transmitted via the
realtime 10 Data Communication Relationship of CP 3/RTE (5.5.2). The F I/O data usually are
passed through except during start-up (FVi instead) or in case of faults instead) The
received safety PDUs are containing Control Bytes with Control Bits

entry into the safety PDU. Driver_Fault is set in |/\€5\

I
Non F part  Specific device application F art
|
4 : B ® 4
. 0 2 '
Diag- g \Time o, 2 S :
nosis F-Output | 1) o 1 ms - S, = ® G o
Data_D z o 2o o= 2 [a) ¥ '
F-P t ! ! ] 53 w o ot
-rara- F-Input g | 2 2303y o 5 _ !
meter Data_D 4 . O 8§ |Eée & (D |8z
5 2
p‘; z 282 ] @ wel
1
Diadnosi FV_ '
2 iagnosis activated i i
] i rotocol 1 Q
S Parameter:- Time Base G ) 1 g
% zation .
. 2]
& FVi _ 1o
£ ® 5 >=1 15
<] '3
© Start-up o >=1 CRC S
® states Errors '8
2 20-22 Consecutive Number , g
2 Counter (Vconsnr_d) WD-timeout 'S
o Use_FVo Driver_ ) 5
g F-Davice = Fault +1 reset increm. : g__
< driver ,
2 '
53 \| _ _ ]
o F-Output o e i H
data > ~ . ] = B > 1
£, T = |5 % |- |E 8 g |E |« i
o @ z o ) £ ° = £ 3 o S ~
O T - -0 - I T LT - K |
F-Inpu 2 < 5 3 S |2 3 I Q ' H 5 x|
data ® e} o e | |8 |& |z 2 o a o (SR
1
1
1
Safety PDU 10 dat cB4 CB1 CBO CB5 CB2 SB6 SB5 SB4  SB3  SB2  SB1 SBO creal
- clis Control / Status Byte |
1
1
, ' v
CP 3/4 to CP 3/6 device stack
_ Bus *) optional
interface ok
) detailed description in text

L CP 3/4 to CP 3/6

Lt

Figure 19 — F-Device driver interfaces

The consecutive number counter is incremented (x+1) when "Toggle _h" is changing its state
(0>1; 120). R_cons_nr = "1" will reset the counter ("0"). The counter being incremented will

change the state of "Toggle_d" (0>1; 1>0). CRC checking is executed with ea i
and sent safety PDU (CRC2), Dééilfilents
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The following variables are available to the specific device application. The variables are
carrying similar names - normally extended by an index "DC" (device control) or "DS" (device
status) - like the corresponding bits within the Status and Control Bytes.

activate_FV_DC This safety-related variable indicates the F-Output data are fail-safe
values (FV = 0). It can be used to force the outputs of an F-Device to
configured or built-in fail-safe values.

FV_activated DS  For input devices this variable indicates via "1" the device application is
delivering fail-safe values ("0") to the FSCP 3/1 driver for every input
value.

Hint: in order to handle inputs individuaIIy, special ualifie bits may be
that every output is set to fail-safe values.
output devices this variable (type: bit) indi i e 2device
application is delivering fail-safe values 3{1 6

OA _Req DC

iPar_ EN_DC
iPar OK_DS

Device_Fault DS

6.3 Diagnosi@

6.3.1 Safety a

6.3.2 F-Device safety layer diagnosis including the iPar-Server

In order to report diagnosis information of the FSCP 3/1 F-Device driver to a human machine
interface device, the driver passes its information to the F-Device application which is using
standard CP 3/RTE mechanisms for propagation to the |0-Controller. Every standard
diagnosis option of CP 3/RTE is possible, preferably the Channel-Related-Diagnosis. There is
a reserved area for FSCP 3/1 within the coding table of the field "ChannelErrorType".

Table 3 shows the different types of diagnosis information of the FSCP 3/1 protocol layer
within F-Devices.
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Table 3 — Safety layer diagnosis messages

Hex Number Diagnosis Information
0x0040 64 Mismatch of safety destination address (F_Dest_Add)
0x0041 65 Safety destination address not valid (F_Dest_Add)
0x0042 66 Safety source address not valid (F_Source_Add)
0x0043 67 Safety watchdog time value is 0 ms (F_WD_Time)
0x0044 68 Parameter "F_SIL" exceeds SIL from specific device application
0x0045 69 Parameter "F_CRC_Length" does not match the generated values
0x0046 70 Version of F-Parameter set incorrect
0x0047 |71 CRC1-Fault AN
0x0048 72 Device specific diagnosis information, see manual/\ \
0x0049 73 Save iParameter watchdog time exceeded
0x004A 74 Restore iParameter watchdog time exceeded& \ >
0x004B 75 Inconsistent iParameters (iParCRC errq{\\ \\ \
0x004C 76 Reserved: do not use numbers, do/mértra&e\n&nbg{w
0x004D 77 Reserved: do not use numbers (éo n/a‘t\?vaNe n beré
0x004E 78 Reserved: do not use num%\\(o/n%}/ev?{gate\ngmbers

0x004F 79 Reserved: do{()txs\ n(\rs%do nc(t e\}e\glat?\rycﬁnbers
N/

F-Devices using the iPar-Server mec nd retrieve iParameters within an F-
Host or its controlled subsystem ca i iagnosis information via separate
additional codings. It is evices to use these types within
diagnosis messages. HG6 can carry summary information for
several individual causes.

NOTE A device
message.

Figure 20 shows the structure of one single safety PDU that contains the safety input/output
data and an additional safety code. A CP 3/RTE message may contain several safety PDUs,
for example in case of modular 10 devices with several safety modules.

Factory automation and process automation place different requirements upon a safety
system. The former deals with short binary I/O ("bit") usually processed at a very high speed;
the latter involves longer I/O values ("floating point") that may take slightly more processing
time. FSCP 3/1 therefore offers two different safety input/output data lengths that require CRC
protection of different complexity to fulfill SIL3 requirements.

Thus, two operational modes can be chosen by parameterization: few F /O data up to 12
octets together with a 24 bit CRC2 (3 octets) and F (process) I/O data up to 7123 octets
together with a 32 bit CRC2 (4 octets).

In addition, 4 (5) octets in total are required including the Status/Control Byte and 3 (4) octets
for the CRC2 code.
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S = Standard message

s,

....

& 3

F-Input/Output data c oitt?gfssly o CRC2

across
F-I/O data
and
F-Parameter
and Vconsnr_h

o

Max. 12 or 123 octets 1 octet 3ord octets<

N » S\

FSCP 3/1 Safety PDU

octets for a max. of
octeps F-1/0 data

Subclauses 7.1.2 through 7.1.6 provid
PDU structure.

7.1.2 Safety 1/0 data

The F I/O data of the safg
data type coding corr
IEC 61158. Subclause

ere are modular devices with F and standard 1/O units and
Figure 14). Their CP 3/RTE head station (DAP), which is

PDU correspon 0 one subslot. The amount of data corresponds to the CP 3/RTE standard
amount of data minus 4 or 5 octets respectively. That means for a device head station with m
safety modules a reduction of m times 4 or 5 octets respectively.

7.1.3 Status and Control Byte

Bit7 | Bit6 Bit5 Bit4 Bit3 Bit2 Bit1 Bit0

res |Vconsnr_d | Toggle Bit | Fail-safe values | Communi- Communi- Failure exists | F-Device has
has been (FV) activated cation fault: cation fault: in F-Device or | new iParameter
reset WD-timeout CRC F-Module values assigned

- cons_nr_R | Toggle_d [FV_activated WD_timeout CE_CRC Device_Fault |iPar_OK

Figure 21 — Status Byte
The Status Byte shown in Figure 21 is contained in each safety PDU of a CP 3/RTE_submodul

transmitted from a device to its controller (Figure 20). Documents
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Bit 0 is set when the F-Device (its technology firmware) has new parameter values assigned.
Signal name is "iPar_OK".

Bit 1 shall be set by the specific device technology firmware for at least two (2) message
cycles, if there is a malfunction in the F-Device. Signal name is "Device_Fault".

Bit 2 is set if the F-Device is recognizing an F communication failure, i.e. if the consecutive
number is wrong (detected via CRC2 error in V2-mode) or the data integrity is violated
(CRC error). This bit information enables the F-Host to count all erroneous messages
within a defined time period T and to trigger a configured safe state of the system if the
number exceeds a certain limit (maximum residual error rate). Signal name is "CE_CRC".
See also 9.5.1.

Bit 3 is set if the F-Device is recognizing an F communication failure, i.e. if the watch dog time
in the F-Device is exceeded. Signal name is "WD_timeout".

Bit 4 is set by the FSCP 3/1 protocol layer during start-up and in caseg’ofa \munication
error (Figure 19 and 7.2). In addition the F part of the specific dévi ion_can set

Bit 5 is a device-based Toggle Bit indicating a trigger to incyem it consecutive

Bit 6 is set when the F-Device has reset its consecutive e \ sonsnr_d. Signal
name is cons_nr_R.

Bit 7 is reserved (res) for future FSCP 3/1 releases.

AN

S

Bit7 Bit6 Bit5 Bit4 it3 Bit Bit1 Bit0
res res Toggle Bit Fail-safe val r eset Operator iParameter
(FV) to be Vcopsnr_d acknowledge [assignment

activated (s requested deblocked
- - Toggle_@&@ }< cons_nr OA_Req iPar_EN
i \een/trol Byte

The Control Byt in Fi is being sent with each safety PDU of a subslot from the
IO controller to the @eévis ' N

Bit 0 is set by tf atiomwithin an F-Host in case of a parameterization request (F
Device n

Bit 1 is seg corresponding to the variable "OA_Req_S". This signal is not
safe d should be used by the F- Dewce to indicate locally the request for an

Bit 2 is set when -Host detects a communication error, either by the Status Byte or by
itself. As a corisequence thereof the counter of the Virtual Consecutive Number
(Vconsnr_d) within the F-Device will be set to "0" (see 7.1.4 and 7.2.5). Bit 2 shall be reset
again after an error has gone. Thereafter the consecutive numbering resumes.

Bit 3 is reserved (res) for future FSCP 3/1 releases.

Bit 4 can be set to force the outputs of an F-Device to configured or built-in fail-safe values.
See 6.1 for more details.

Bit 5 is a host-based Toggle Bit indicating a trigger to increment the virtual consecutive
number within the F-Device (Vconsnr_d). Signal name is "Toggle_h". See 7.1.4 for more
details.

Bits 6, 7 are reserved (res) for future FSCP 3/1 releases.

Hint: to avoid hassles with future versions of the FSCP 3/1 devices: Status and Control Bits of
type "res" shall be set "0" and ignored by the receiver.
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7.1.4 (Virtual) Consecutive Number

The recipient uses the Consecutive Number to monitor whether the sender and the
communication channel are still alive. The Consecutive Number is used in an
acknowledgment mechanism for monitoring the propagation times between sender and
recipient. The value "0" is reserved for the first run and for a communication error reaction. In
contrast to the V1-mode the V2-mode uses 24 bit counters for the consecutive numbering.
Thus, the Consecutive Number counts in a cyclic mode from 1... OFF FF FFh, wrapping over
back to 1 at the end.

NOTE Refer to [42] on details of the V1-mode.

F Host Consecutive Number
(Vconsnr_h) 0 1 2 3 4 5

Toggle _h
(from F-Host)

Toggle_d

(from F-Device) </\x

F Device Consecutive Number 0 1
(Vconsnr_d)

counters located within
Toggle Bit within the

synchronously (Figure
independent cq rs
calculation. CRC e

Toggle Bit

Status Byte CRC2

across
F-Input data
and
F-Parameter
and Vconsnr_d

*
Max. 12 or 123 octets 1 octet / 3 or 4 octets
Vconsnr_d Change Toggle_d
Toggle_h 0->1or 10
(Bit 5 of the Increment (F-Device) when incre-
—P ¥
Control Byte) Consecutive mented

Number

_|1— (not trans-
Reset mitted) include Vconsnr_d
-

Fé—.cgnsf—?]r 01 “OFFEEEFR within CRC2 calculation
(Bit 2 of the (see calculation details)
Control Byte) 3 octets
Figure 24 — F-Device Consecutive Number Documents
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The transmitted part of the (virtual) consecutive number is reduced to a Toggle Bit, which
indicates an increment of the local counter. The counters within F-Host and F-Device are
incremented at each edge of the Toggle-Bits (0>1, 12>0). Figure 24 illustrates the mechanism
for the counter within the F-Device. The counter is reset to "0" when the F-Host sends
R_cons_nr = "1" within the Control Byte (see 7.1.3).

The mechanism for the counter within the F-Host corresponds to the one in the F-Device.
However, the counter is reset whenever an error occurs (internally or via Status Byte). The
name of this counter is "Vconsnr_h".

7.1.5 CRC2 Signature

Once the F-Parameters (source-destination relationship or codename,

‘ atchdog times,
etc.) have been transferred to the F-Device, the identical parameters™\a

(high octet = 0) signature (CRCT). For information on how this C 3.3.2
This CRC1 signature, the F 1/O data, the Status or Control B orrasponding
Consecutive Number (Vconsnr_h or Vconsnr_d) are used for prodiic 2 3-octet / 4-
octet CRC2 signature (CRC2) within the F-Host (see Figute 25). CR€1 signature

provides the initial value for the calculation of CRC2 that\s tra d cyglically. In the F-
Device, the identical CRC signature is generated gnd the “sig 8s at€ compared. The
subsequent cyclic transfers only require a CRC2 sig 9 i at can be done very

rapidly).

Codename » Defined a ¢
SIL + Idenftical in ’:DeviCe apd F-Hos

nsecttive

m ber
CRC1 (\ N V&Qs}\h F-Output data Control Byte CRC2

Toggle Bit

N \F-H t) across
sl QHSeetYe F-Output data
value r and

for not trans-
CRC2 AN itted) F-Parameter
/ OFFFFFFh and Vconsnr_h
2 octets 3 octets Max. 12 or 123 octets 1 octet 3 or 4 octets

~

CRC2 generation

Figure 25 — CRC2 generation (F-Host output)

For better error detection even if there are identical CRC polynomials within the "Black

Channel" and in the safety layer, the CRC2 calculation is including the octets of Figure 25 in

reverse order (Figure 26). For processing optimization reasons the Consecutive Numbers

(Vconsnr_h or Vconsnr_d) are used with 4 octets in the calculations, the additional "padding

octet" being "0". A 32-bit counter is not recommended as this would lead to an u

long testing time of the devices during the test and certification process. %%ﬁments
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In order to prevent a safety PDU from carrying "0" only, an exception is made in this particular
case: CRC2 will be set "1" instead of "0".

Transmission octet order

Padding Consecutive Number Status or
octet (Vconsnr_h or Vconsnr_d) FalgHoLiEL e Control Byte
"0“ MSB octet 2 LSB octet0 | ... octet n

Reverse octet order for the CRC2 calculation

Status or Consecutive Number Padding
Control Byte F-Input/Output data (Vconsnr_h or Vconsnr -l()\ octet

octetn | ... octet 0 LSB octet 2 /\\VISh "0"
N < \ \

\ J
.

calculation r 4 octets)
0" MSB LSB Start value
LSB = Least Significant Byte (octet), MSB = Most Significant B
Figure 26 — Details of verse order)

7.1.6 Appended standard 1/O data

Standard I/O data can b
achieved by allocating Q ot ideqtifications. F-modules within modular devices are
able to use this mecha i

7.2 FSCP 3/1@

7.21
The core of within F-Host and F-Device consists each of a finite state
machine. are defined by means of the state diagrams and sequence

. Figure 27 shows a simplified model of the safety communication.
i 7.2.5 is illustrating the consequences of a fault on the reset signal

F-Device driver

F-Host driver instance

State machine State machine

Safety PDU
CRC Control Byte | Output data

Input data | Status Byte CRC

Figure 27 — Safety layer communication relationship
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7.2.2 F-Host state diagram

Figure 28 shows the F-Host state diagram and Table 4 describes the F-Host states,
transitions, and internal items. The diagrams are following the UML2 notation. The transitions
are fired in case of an event for example receiving a message. In case of several possible
transitions so-called guards [conditions] are defining which transition to fire.

The states 4, 7, and 10 (Check Device Ack) are so-called change states according to UML2
without an “external” event. The corresponding transitions are fired after an evaluation of
internal values.

The diagram consists of activity and action states. Activity states are surrounded by bold

action states are not. Events within an action state such as timeouts,
operator acknowledgements are deferred until the next activity state j

Configuration ok x =0 FF FF FOh OA_Req =0 R_cons_nr =0
Parameterization ok old_x=0FF FF FOh OA Req S=0 iPar_OK_S=0
Initial values =0 Restart Host-Timer  OA C_a=0

[not stored faults |

ed faults T9 \K
[stored faults | St J
HostTi ut

g\ <§ E\/ )\> 2 Prepare Message i
yTime when: Message prepared
9 a8 Prepare Message \/ 2
when: Message prepare 5 11 wait delay t|me) G Await Device Ack)
when: ater 712 T10 ‘ _
‘?—Ck nng:g[ H%l-ll-ﬁ"e“”[ when: Ackwrgzgi.ved[
'm ?-ggﬁ il Ack received] Toaale_d =1
CRC] coge Toggle_d = and
w L -
[7 Check Device Ackj (6 Await Device Ack)
[Host CE_CRC T14 T8 when: Message prepared s
or WD_timeout
or CE_CRC] 75
</\ Check Device Ack [5 Prepare Message) [4 Check Device Ackj
\ 719 [not faults]
T4
> T18 TI7 [not faults and ©A_C and OA_C_e] [not faults]
[Host_CE_CRC ar WD_timeaut of CE_CRC] 11
Figure 28 — F-Host state diagram
The terms used in Figure 28 are specified below:
Initial values any safety PDU values =0
HostTimeout F-Host recognizes local timeout while awaiting an F-Device acknowledgement
Host_CE_CRC F-Host recognizes CRC fault while analyzing the received safety PDU
Device_Fault F-Device reported failure to host; Status Bit 1 =1.
CE_CRC F-Device reported CRC fault to the F-Host; Status Bit 2 =1
OA_C_e Auxiliary flag indicating a raising edge of the OA_C signal (0 > 1)
WD_timeout F-Device reported timeout fault to the F-Host; Status Bit 3 =1
[not faults] UML notation of a condition (guard) to fire the transition. In this case thy i j
true (=1) if none of the following bits are set: ID&&aﬂ‘iqﬁents
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- Host_CE_CRC or
-CE_CRCor
- WD_timeout

[stored faults] This variable is true (=1) if any of the following bits had been stored:
- Host_CE_CRC or
- HostTimeout or
-CE_CRCor
- WD_timeout

Table 4 — F-Host states and transitions

STATE NAME STATE DESCRIPTION
1 System Start Initial state of the F-Host driver instance upon power-on. If a system is designed to store
faults, transition T9 shall be implemented. Otherwise the system iS/mg\Mransition T1 only.
2 Prepare Message Preparation of a regular safety PDU for the F-Device
3 Await Device Ack Safety Layer is waiting on next regular safety PDU from F/D/\\Q (Ac\\n&«@d@qent).

4 Check Device Ack Check received safety PDU for a CRC-error (Host_CE CR in u gvi uaI onsecutive
number (x) and for potential F-Device faults within t us tim CE _CRC)

5 Prepare Message Preparation of a regular safety PDU for the F- De

6 Await Device Ack Safety Layer is waiting on next regular safeﬁy_ﬁD{QrNDéx %owledgement)

7 Check Device Ack Check received safety PDU for a CRC-efror (HostN\CE > RC) in udlng previous (old_x)
virtual consecutive number and for potgntial/F-Devic faultswithin the Status Byte
(WD_timeout, CE_CRC)

N\
8 Prepare Message Preparation of a safem for, F-Qevice((ex{e;)tiqqp}ndling)

9 Await Device Ack Safety Layer is waiting\st nékaggulah\safet\y\PDU fy’)m F-Device (Acknowledgement)

(Host_CE_CRC) including virtual consecutive

10 Check Device Ack Check received safety for a \QRG:erro
number (x) and for potential E<Devi ithin the Status Byte (WD_timeout,
CE CRC Once a fault occyrreth no aytomafic restart of a safety function is permitted
kn

unless neper wledgement signal (OA_C) arrived.

11 wait delay time his sta \\&md the s e of a tim&out fault in case of an occasional system shut-
wh|c would(cayse a eq st for an operator acknowledge with the next power-on. A
de ay t pe

ms i itte
TRAN- SOUR%’>I'A GET ACTION
SITION | STATE \{ 6TA
T 1 }\ se FV, activate FV =1, FV_activated_S =1
Toggle J =1

T2 2 3\ Send safety PDU
T3 /S\\ \\5\ \ Méstart host-timer

T4 \ E\) old_x =x,
> X =x+1,

if x =01000000h

then x =1

Toggle_h = not Toggle_h,

if FV_activated =1 or activate_FV_C =1 or Device_Fault =1
then use FVi, FV_activated_S =1

else use PVi, FV_activated_S =0

if activate_FV_C =1 or Device_Fault =1

then use FVo, activate_FV =1

else use PVo, activate_FV =0

iPar_OK_S =iPar_OK

T5 5 6 send safety PDU

T6 6 4 restart host-timer

T7 6 7 -

T8 7 5 if FV_activated =1 or activate_FV_C =1 or Device_Fault =1

then use FVi, FV_activated_S =1

else use PVi, FV_activated_S =0

if activate_FV_C =1 or Device_Fault =1
then use FVo, activate_FV =1

else use PVo, activate_FV =0

iPar_OK_S =iPar_OK . _ Documents
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