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INTERNATIONAL ELECTROTECHNICAL COMMISSION

INDUSTRIAL COMMUNICATION NETWORKS —
PROFILES —

Part 5-4: Installation of fieldbuses —
Installation profiles for CPF 4

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote
international co-operation on all questions concerning standardization in the electrical and electronic fields. To
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interested
in the subject dealt with may participate in this preparatory work. International, governmental and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely
with the International Organization for Standardization (ISO) in accordance with conditions determined by
agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
misinterpretation by any end user.

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence
between any IEC Publication and the corresponding national or regional publication shall be clearly indicated in
the latter.

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

6) All users should ensure that they have the latest edition of this publication.

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shall not be held responsible for identifying any or all such patent rights.

DISCLAIMER

This Consolidated version is not an official IEC Standard and has been prepared for
user convenience. Only the current versions of the standard and its amendment(s)
are to be considered the official documents.

This Consolidated version of IEC 61784-5-4 bears the edition number 1.1. It consists of
the first edition (2010-07) [documents 65C/602/FDIS and 65C/616/RVD] and its
amendment 1 (2015-06) [documents 65C/768/CDV and 65C/800/RVC]. The technical
content is identical to the base edition and its amendment.

In this Redline version, a vertical line in the margin shows where the technical content
is modified by amendment 1. Additions and deletions are displayed in red, with
deletions being struck through. A separate Final version with all changes accepted is

available in this publication. Documents
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International Standard IEC 61784-5-4 has been prepared by subcommittee 65C: Industrial
networks, of IEC technical committee 65: Industrial-process measurement, control and
automation.

This standard is to be used in conjunction with IEC 61918:2010 2013.

This bilingual version (2012-02) corresponds to the monolingual English version, published in
2010-07.

The French version of this standard has not been voted upon.
This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

A list of all parts of the IEC 61784-5 series, published under the general title Industrial
communication networks — Profiles — Installation of fieldbuses, can be found on the IEC
website.

The committee has decided that the contents of the base publication and its amendment will
remain unchanged until the stability date indicated on the IEC web site under
"http://webstore.iec.ch" in the data related to the specific publication. At this date, the
publication will be

e reconfirmed,
e withdrawn,
e replaced by a revised edition, or

e amended.

IMPORTANT - The 'colour inside' logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct
understanding of its contents. Users should therefore print this document using a
colour printer.
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INTRODUCTION

This International Standard is one of a series produced to facilitate the use of communication
networks in industrial control systems.

IEC 61918:2010 2013 provides the common requirements for the installation of‘
communication networks in industrial control systems. This installation profile standard
provides the installation profiles of the communication profiles (CP) of a specific
communication profile family (CPF) by stating which requirements of IEC 61918 fully apply
and, where necessary, by supplementing, modifying, or replacing the other requirements (see
Figure 1).

For general background on fieldbuses, their profiles, and relationship between the installation
profiles specified in this standard, see IEC/TR 61158-1.

Each CP installation profile is specified in a separate annex of this standard. Each annex is
structured exactly as the reference standard IEC 61918 for the benefit of the persons
representing the roles in the fieldbus installation process as defined in IEC 61918 (planner,
installer, verification personnel, validation personnel, maintenance personnel, administration
personnel). By reading the installation profile in conjunction with IEC 61918, these persons
immediately know which requirements are common for the installation of all CPs and which
are modified or replaced. The conventions used to draft this standard are defined in Clause 5.

The provision of the installation profiles in one standard for each CPF (for example
IEC 61784-5-4 for CPF 4), allows readers to work with standards of a convenient size.

PLANNING
DESIGN AND
INSTALLATION

OFFICE PREMISES GENERIC ISO/IEC 11801 > Offices
CABLING Annex
HOMES > ISO/IEC 15018 > Home
Annex
. ISO/IEC Data centre
DATA CENTRES —» ISO/IEC 24764 > 147632 Annex
SETHIE SN Industrial
AUTOMATION » ISO/IEC 24702 > Jr—
ISLANDS +
f—u
BETWEEN T Y
AUTOMATION »
INDUSTRIAL PREMISES ISLANDS IEC 61158 IEC 61918
series
and (Common
WITHIN IEC61784-1, -2 requirements)
AUTOMATION »
ISLANDS
Common structure
APPLICATION-SPECIFIC
CABLING

Figure 1 — Standards relationships

Attention is drawn to the fact that the document IEC 61918 specifies all the installation
requirements that apply to large part of the industrial communication networks and that these
requirements automatically apply to each single network with the exception of those
requirements that in the relevant document of the IEC 61784-5 series are explicitly defined as

modified or replaced. Documents
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All the additions to the latest edition of the IEC 61918 apply to the networks of CPF 4.
Nevertheless, the fact that a few tables of IEC 61918 have been restructured to better define
the technical content requires that the document IEC 61784-5-4 Ed.1 be amended to fully
match the IEC 61918 revised structure.
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INDUSTRIAL COMMUNICATION NETWORKS -
PROFILES —

Part 5-4: Installation of fieldbuses —
Installation profiles for CPF 4

1 Scope
This part of IEC 61784 specifies the installation profiles for CPF 4 (P-NET)1.

The installation profiles are specified in the annexes. These annexes are read in conjunction
with IEC 61918:2010 2013.

2 Normative references

The following referenced documents are indispensable for the application of this document.
For dated references, only the edition cited applies. For undated references, the latest edition
of the referenced document (including any amendments) applies.

IEC 61918:2016 2013, Industrial communication networks — Installation of communication ‘
networks in industrial premises

The normative references of IEC 61918:2010 2013, Clause 2, apply. ‘

3 Terms, definitions and abbreviated terms

For the purposes of this document, the terms, definitions and abbreviated terms of
IEC 61918:2010 2013, Clause 3, apply. ‘

4 CPF 4: Overview of installation profiles
CPF 4 consists of three communication profiles as specified in IEC 61784-1 and IEC 61784-2.

The installation requirements for CP 4/1 (P-NET with physical layer according to RS 485) are
specified in Annex A.

The installation requirements for CP 4/3 (P-NET on IP) are specified in Annex B.
NOTE There is no installation profile specified for CP 4/2 (P-NET with physical layer according to RS 232).
5 Installation profile conventions

The numbering of the clauses and subclauses in the annexes of this standard corresponds to
the numbering of IEC 61918 main clauses and subclauses.

1 P-NET is the trade name of International P-NET User Organisation ApS (IPUO). This information is given for
the convenience of users of this International Standard and does not constitute an endorsement by IEC of the
trademark holder or any of its products. Compliance to this profile does not require use of the t emﬂents
NET. Use of the trade name P-NET requires permission of the trade name holder.
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The annex clauses and subclauses of this standard supplement, modify, or replace the
respective clauses and subclauses in IEC 61918.

Where there is no corresponding subclause of IEC 61918 in the normative annexes in this
standard, the subclause of IEC 61918 applies without modification.

The annex heading letter represents the installation profile assigned in Clause 4. The annex
(sub)clause numbering following the annex letter shall represent the corresponding
(sub)clause numbering of IEC 61918.

EXAMPLE “Annex B.4.4” in IEC 61784-5-4 means that CP 4/3 specifies the Subclause 4.4 of IEC 61918.

All main clauses of IEC 61918 are cited and apply in full unless otherwise stated in each
normative installation profile annex.

If all subclauses of a (sub)clause are omitted, then the corresponding IEC 61918 (sub)clause
applies.

If in a (sub)clause it is written “Not applicable”, then the corresponding IEC 61918 (sub)clause
does not apply.

If in a (sub)clause it is written “Addition”, then the corresponding IEC 61918 (sub)clause
applies with the additions written in the profile.

If in a (sub)clause it is written “Replacement”, then the text provided in the profile replaces the
text of the corresponding IEC 61918 (sub)clause.

NOTE A replacement can also comprise additions.

If in a (sub)clause it is written “Modification”, then the corresponding IEC 61918 (sub)clause
applies with the modifications written in the profile.

If all (sub)clauses of a (sub)clause are omitted but in this (sub)clause it is written
“(Sub)clause x has addition:” (or “replacement:”) or “(Sub)clause is not applicable.”, then
(sub)clause x becomes valid as declared and all the other corresponding
IEC 61918 (sub)clauses apply.

6 Conformance to installation profiles

| Each installation profile within this standard includes part of IEC 61918:2040 2013. It may
also include defined additional specifications.

A statement of compliance to an installation profile of this standard shall be stated? as either

Compliance to IEC 61784-5-4:20103 and Am.1 for CP 4/m <name> or
Compliance to IEC 61784-5-4 (Ed.1.0 and Am.1) for CP 4/m <name>

where the name within the angle brackets < > is optional and the angle brackets are not to be
included. The m within CP 4/m shall be replaced by the profile number 1 or 3.

NOTE The name may be the name of the profile, for example ‘P-NET with physical layer according to RS 485’ or
‘P-NET on IP".

2 In accordance with ISO/IEC Directives
3 The date should not be used when the edition number is used. Documents
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If the name is a trade name then the permission of the trade name holder shall be required.

Product standards shall not include any conformity assessment aspects (including quality
management provisions), neither normative nor informative, other than provisions for product

testing (evaluation and examination).
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Annex A
(normative)

CP 4/1 (P-NET, RS 485) specific installation profile

A.1 Installation profile scope
Addition:

This standard specifies the installation profile for Communication Profile CP 4/1 (P-NET with
physical layer according to RS 485). The CP 4/1 is specified in IEC 61784-1.

A.2 Normative references

A.3 Installation profile terms, definitions, and abbreviated terms

A.3.1 Terms and definitions
A.3.2 Abbreviated terms
A.3.3 Conventions for installation profiles

Not applicable.

A.4 Installation planning

A.4.1 Introduction
A4.11 Objective
A.4.1.2 Cabling in industrial premises

Addition:

Generic cabling in accordance with ISO/IEC 24702 is not suitable for the cabling of CP 4/1
networks.

A.4.1.3 The planning process

A.4.1.4 Specific requirements for CPs

A.4.1.5 Specific requirements for generic cabling in accordance with ISO/IEC 24702
A.4.2 Planning requirements

A.4.2.1 Safety

A4.211 General

A.4.2.1.2 Electric safety

A.4.2.1.3 Functional safety

Not applicable.
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A.4.2.1.4 Intrinsic safety

Not applicable.

A.4.2.1.5 Safety of optical fibre communication systems

Not applicable

A.4.2.2 Security

A.4.2.3 Environmental considerations and EMC

A.4.2.4 Specific requirements for generic cabling in accordance with ISO/IEC 24702
A.4.3 Network capabilities

A.4.3.1 Network topology

A.4.3.1.1 Common description
A.4.3.1.2 Basic physical topologies for passive networks
Modification:

The star topology shall not be used for CP 4/1 passive networks. A ring topology shall be
used for CP 4/1 passive networks.

A.4.3.1.3 Basic physical topologies for active networks

Modification:
The star topology shall not be used for CP 4/1 active networks.

A.4.3.1.4 Combination of basic topologies
A.4.3.1.5 Specific requirements for CPs

Addition:
With bus topology; both ends of the network segment shall be terminated.

A.4.3.1.6 Specific requirements for generic cabling in accordance with
ISO/IEC 24702

A.4.3.2 Network characteristics
A.4.3.2.1 General
A.4.3.2.2 Network characteristics for balanced cabling not based on Ethernet

Replacement: Table A.1 provides values based on the template given in IEC 61918:2016
2013, Table 1.
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Table A.1 — Basic network characteristics for balanced cabling not based on Ethernet

Characteristics CP 4/1 (P-NET)
Network topology RS 485 bus | RS 485 ring
Length /transmission speed Segment length
m

76,8 Kbits/s 600 | 1200

Maximum capacity Max. No.
Devices / segment 125 125
Number of devices / network unlimited & unlimited &

@ Ppractically unlimited since P-NET is a multi-master bus, which can accept up to 32 initiators per link,
where each of the initiators can have several link-interfaces (segments), where each link again can have up
to 125 devices and so on. The addressing space within the multi-link structure can hold up to 11 levels of
links for each initiator.

A.4.3.2.3 Network characteristics for balanced cabling based on Ethernet

Not applicable.

A.4.3.2.4 Network characteristics for optical fibre cabling

Not applicable.

A.4.3.2.5 Specific network characteristics

A.4.3.2.6 Specific requirements for generic cabling in accordance with
ISO/IEC 24702

A.4.4 Selection and use of cabling components
A4.4.1 Cable selection

A.4.4.1.1 Common description

A.4.4.1.2 Copper cables

A4.4.12.1 Balanced cables for Ethernet based CPs

Not applicable.

A.4.4.1.2.2 Copper cables for non Ethernet based CPs

Addition:
Unshielded cables shall not be used with CP 4/1 networks.

Replacement: Table A.2 provides values based on the template given in IEC 61918:2016
2013, Table 4.
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Table A.2 — Information relevant to copper cable: fixed cable

Characteristics CP 4/1 (P-NET)
Nominal impedance of cable (tolerance) 110 Q + 100 Q
DCR of conductors <110 Q/km
DCR of shield <12 Q/km
Number of conductors 2 as twisted pair, 2 x twisted pair installation is
recommended
Shielding STP

Colour code for conductor -

Jacket colour requirements None

Resistance to harsh environment /e.g. UV, | Application dependent
oil resist, LSOH)

Agency ratings Application dependent

Conductor cross-sectional area > 0,22 mm? for bus length 0 m to 100 m
> 0,34 mm? for bus length 100 m to 400 m
> 0,50 mm? for bus length 400 m to 1200 m

Capacitance <75 pF/m

A.4.4.1.3 Cables for wireless installation

Not applicable.

A.4.4.1.4 Optical fibre cables

Not applicable.

A.4.4.1.5 Special purpose balanced copper and optical fibre cables
A.4.4.1.6 Specific requirements for CPs

A.4.4.1.7 Specific requirements for generic cabling in accordance with
ISO/IEC 24702

A.4.4.2 Connecting hardware selection
A4.42.1 Common description
A.4.4.2.2 Connecting hardware for balanced cabling CPs based on Ethernet

Not applicable.

A.4.4.2.3 Connecting hardware for copper cabling CPs not based on Ethernet

Replacement: Table A.3 provides values based on the template given in IEC 61918:2016
2013, Table 8.
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Table A.3 — Connectors for copper cabling CPs not based on Ethernet

60|8E0C7-2 £C 60947-5-2 ANSI/(NFPA)
T3.5.29 R1-2003
or or IEC 61169-8 2007 Others
IEC IEC 61076-2-101
60807-3
M12-5 with M12-5 with M12-n with Coaxial 7/8-16 Open Terminal
Sub-D A-coding B-coding X-coding (BNC) M 18 U.Il_\:_]zDB style block Others
| cpP 9 pin No— No— No— Ne — Ne — Ne — Ne — Yes Hybrid
4/1 style
NOTE For M12-5 connectors, there are many applications using these connectors that are not compatible and
when mixed may cause damage to the applications.

A.4.4.2.4 Connecting hardware for wireless installation

Not applicable.

A.4.4.2.5 Connecting hardware for optical fibre cabling

Not applicable.

A.4.4.2.6 Specific requirements for CPs

Not applicable.

A.4.4.2.7 Specific requirements for generic cabling in accordance with
ISO/IEC 24702

A.4.4.3 Connections within a channel/permanent link
A.4.4.3.1 Common description
A.4.4.3.2 Balanced cabling connections and splices for CPs based on Ethernet

Not applicable.

A.4.4.3.3 Copper cabling connections and splices for CPs not based on Ethernet
A.4.4.3.3.1 Common description
Addition:

Refer to manufacturer’s data sheet for any possible restrictions in number of allowed
connections.

A.4.4.3.3.2 Connections minimum distance

A.4.4.3.3.3 Copper cabling splices

A.4.43.3.4 Copper cabling bulkhead connections

A.4.4.3.3.5 Copper cabling J-J adaptors

A.4.43.4 Optical fibre cabling connections and splices for CPs based on Ethernet

Not applicable.
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A.4.4.3.5 Optical fibre cabling connections and splices for CPs not based on
Ethernet

Not applicable.

A.4.4.3.6 Specific requirements for generic cabling in accordance with
ISO/IEC 24702

A.4.4.4 Terminators
A.4.4.4.1 Common description

Addition:
Both ends of the network segment shall be terminated when using bus topology.

A.4.4.4.2 Specific requirements for CPs

Addition:
The termination shall be a resistor termination circuit as shown in Figure A.1.
The following resistor values are recommended:

Ry=Rg=390Q 7,8 Q, min 0,25 W

R;=133Q +3 Q, min 0,25 W

—

P-NET, terminal “B” — 5\ 0.5V

Rt - Galvanic isolated
P-NET, terminal “"A” —

|

Figure A.1 — Resistor termination circuit

A.4.4.4.3 Specific requirements for generic cabling in accordance with
ISO/IEC 24702

A.4.45 Device location and connection
A.4.4.6 Coding and labeling

A.4.4.6.1 Common description

A.4.4.6.2 Additional requirements for CPs
A.4.4.6.3 Specific requirements for CPs

A.4.46.4 Specific requirements for generic cabling in accordance with
ISO/IEC 24702

Not applicable.

A.4.4.7 Earthing and bonding of equipment and devices and shielded camD;)cuments
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A.4.4.7.1 Common description

A.4.4.7.2 Bonding and earthing of enclosures and pathways
A.4.4.7.3 Earthing methods

A.4.4.7.3.1 Mesh; Equipotential

Addition:
An equipotential mesh earthing system shall be used for CP 4/1 networks.

A.4.4.7.3.2 Star

Replacement:
A star earthing system shall not be used for CP 4/1 networks.

A.4.4.7.3.3 Earthing of equipment (devices)
A.4.4.7.3.4 Copper bus bars

A.4.4.7.4 Shield earthing

A4.4.7.4.1 Non-earthing or parallel RC

Addition:

For devices that are not earth connected, the shields of shielded cables entering and exiting
the enclosure shall be connected together but isolated from earth. The isolation impedance
shall be > 2 MQ.

A.4.4.7.4.2 Direct
A.4.4.7.4.3 Derivatives of direct and parallel RC
A.4.4.7.5 Specific requirements for CPs

A.4.4.7.6 Specific requirements for generic cabling in accordance with
ISO/IEC 24702

Not applicable.

A.4.4.8 Storage and transportation of cables

A.4.4.9 Routing of cables

A.4.4.10 Separation of circuit

A.4.4.11 Mechanical protection of cabling components
A.4.4.12 Installation in special areas

A.4.5 Cabling planning documentation

A.4.6 Verification of cabling planning specification
A.5 Installation implementation

A5.1 General requirements
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A.5.2 Cable installation
A5.2.1 General requirements for all cabling types

Subclause A.5.2.1.2 has replacement:
Table A.4 provides values based on the template given in IEC 61918:2010 2013, Table 18.

Table A.4 — Parameters for balanced cables

Characteristic Value
Minimum bending radius, single bending a
(mm)
Mechanical Bending radius, multiple bending (mm) a
force
Pull forces (N) a
Permanent tensile forces (N) a
Maximum lateral forces (N/cm) a
Temperature range during installation (°C) —-20to +70
@ pepending on cable type: see manufacturer's data sheet.

Subclause A.5.2.1.13 is not applicable.

A.5.2.2 Installation and routing
A.5.2.3 Specific cable installation requirements for CPs

Not applicable.

A5.2.4 Specific requirements for wireless installation

Not applicable.

A.5.2.5 Specific requirements for generic cabling in accordance with ISO/IEC 24702
A.5.3 Connector installation
A.5.3.1 Common description
A.5.3.2 Shielded connectors

Addition:
“Pigtails” shall not be used for CP 4/1 networks.

A.5.3.3 Unshielded connectors

Not applicable.

A.5.3.4 Specific requirements for CPs

Not applicable.

A.5.3.5 Specific connector installation requirements for generic cabling in
accordance with ISO/IEC 24702
A.5.4 Terminator installation Documents
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A.5.4.1 Common description
A.5.4.2 Specific requirements for CPs

Addition:
Both ends of the network segment shall be terminated when using bus topology.

When termination circuits are built in the device, refer to manufacturer's manual for details on
how to enable termination.

A.5.5 Device installation
A.5.5.1 Common description
A.5.5.2 Specific requirements for CPs

Not applicable.

A.5.6 Coding and labelling
A.5.6.1 Common description
A.5.6.2 Specific requirements for CPs

Not applicable.

A.5.7 Earthing and bonding of equipment and devices and shield cabling
A5.7.1 Common description

A.5.7.2 Bonding and earthing of enclosures and pathways

A.5.7.3 Earthing methods

A.5.7.3.1 Equipotential mesh

A.5.7.3.2 Star

Replacement:
A star earthing system shall not be used for CP 4/1 networks.

A.5.7.3.3 Earthing of equipment (devices)
A.5.7.3.3.1 Non-earthing or parallel RC

Addition:
See A.4.4.7.4.1.

A.5.7.3.3.2 Direct

A.5.7.3.3.3 Installing copper bus bars
A5.7.4 Shield termination methods
A5.7.4.1 General

A.5.7.4.2 Parallel RC
Documents
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A.5.7.4.3 Direct
A5.7.4.4 Derivatives of direct and parallel RC

Not applicable.

A5.7.5 Specific requirements for CPs

Addition:

When earthing both ends of the communication cables it shall be ensured that each cabinet is
efficiently earthed to avoid the communication cable shield to serve as potential equalization.

When bus cables with 2 x twisted pairs are used, the pair interconnecting 'S' terminals shall
be connected to earth in one point only. This avoids the 'S' reference potential to be free
floating.

A.5.7.6 Specific earthing and shielding installation requirements for generic cabling
in accordance with ISO/IEC 24702

A.5.8 As-implemented cabling documentation
A.6 Installation verification and installation acceptance test

A.6.1 Introduction

A.6.2 Installation verification

A6.2.1 General

A.6.2.2 Verification according to cabling planning documentation
A.6.2.3 Verification of earthing and bonding

A.6.2.4 Verification of shield earthing

A.6.2.5 Verification of cabling system

A.6.2.6 Cable selection verification

A.6.2.6.1 Common description

A.6.2.6.2 Specific requirements for CPs

Not applicable.

A.6.2.6.3 Specific requirements for wireless installation

Not applicable.

A.6.2.7 Connector verification
A.6.2.7.1 Common description
A.6.2.7.2 Specific requirements for CPs

Not applicable.

A.6.2.7.3 Specific requirements for wireless installation

Not applicable. Documents
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A.6.2.8 Connection verification

A.6.2.8.1 Common description

A.6.2.8.2 Number of connections and connectors
A.6.2.8.3 Wire mapping

A.6.2.9 Terminators

A.6.2.9.1 Common description

A.6.2.9.2 Specific requirements for CPs

Not applicable.

A.6.2.10 Coding and labelling verification

A.6.2.11 Verification report

A.6.3 Installation acceptance test

A.6.3.1 General

A.6.3.2 Acceptance test of Ethernet based cabling

Not applicable.

A.6.3.3 Acceptance test of non Ethernet based cabling

A.6.3.3.1 Copper cabling for non Ethernet based CPs

A.6.3.3.1.1 Common description
A.6.3.3.1.2 Specific requirements for copper cabling for non Ethernet based CPs
Addition:

When bus cables with 2 x twisted pairs are used, check that the pair interconnecting 'S’
terminals are connected to earth in one point only.

A.6.3.3.2 Optical fibre cabling for non Ethernet based CPs

Not applicable.

A.6.3.3.3 Specific requirements for generic cabling in accordance with
ISO/IEC 24702

A.6.3.4 Specific requirements for wireless installation

Not applicable.
A.6.3.5 Acceptance test report
A.7 Installation administration

Subclause 7.8 is not applicable.
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A.8 Installation maintenance and installation troubleshooting
Subclause A.8.4 has addition:

A number of bus monitoring tools and network analyzers are available from different
manufacturers. Refer to the CPF 4 User organization website [2]4: for further information
about these manufacturers’ specific tools.

4 Numbers in square brackets refer to the Bibliography. Documents
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Annex B
(normative)

CP 4/3 (P-NET on IP) specific installation profile

B.1 Installation profile scope
Addition:

This standard specifies the installation profile for Communication Profile CP 4/3 (P-NET on
IP). The CP 4/3 is specified in IEC 61784-2.

B.2 Normative references

B.3 Installation profile terms, definitions, and abbreviated terms

B.3.1 Terms and definitions
B.3.2 Abbreviated terms
B.3.3 Conventions for installation profiles

Not applicable.

B.4 Installation planning

B.4.1 Introduction

B.4.1.1 Objective

B.4.1.2 Cabling in industrial premises
B.4.1.3 The planning process

B.4.1.4 Specific requirements for CPs

Not applicable.

B.4.1.5 Specific requirements for generic cabling in accordance with ISO/IEC 24702
B.4.2 Planning requirements

B.4.2.1 Safety

B.4.2.1.1 General

B.4.2.1.2 Electric safety

B.4.2.1.3 Functional safety

Not applicable.

B.4.2.1.4 Intrinsic safety

Not applicable.
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B.4.2.1.5 Safety of optical fibre communication systems

Not applicable.

B.4.2.2 Security

B.4.2.3 Environmental considerations and EMC

B.4.2.4 Specific requirements for generic cabling in accordance with ISO/IEC 24702
B.4.3 Network capabilities

B.4.3.1 Network topology

B.4.3.1.1 Common description

B.4.3.1.2 Basic physical topologies for passive networks

Not applicable.

B.4.3.1.3 Basic physical topologies for active networks
B.4.3.1.4 Combination of basic topologies
B.4.3.1.5 Specific requirements for CPs

B.4.3.1.6 Specific requirements for generic cabling in accordance with
ISO/IEC 24702

B.4.3.2 Network characteristics
B.4.3.2.1 General
B.4.3.2.2 Network characteristics for balanced cabling not based on Ethernet

Not applicable.

B.4.3.2.3 Network characteristics for balanced cabling based on Ethernet

Replacement: Table B.1 provides values based on the template given in IEC 61918:2016
2013, Table 2.
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Table B.1 — Network characteristics for balanced cabling based on Ethernet

Characteristics

CP 4/3 (P-NET on IP)

Supported data rates Mbit/s 10
Supported channel length b 100
Number of connections in the channel (max.) & b 6

Patch cord length (m) @ 100
Channel class per ISO/IEC 24702 (min.) b D

Cable category per ISO/IEC 24702 (min.) © 5

Connecting HW category per ISO/IEC 24702 5

(min.)

Cable types -

2 SeetEC61918:2010.B.4.4.3.2.

applicable.

For additional information see IEC 61158 series.

b For the purpose of this table the channel definitions of ISO/IEC 24702 are

B.4.3.2.4 Network characteristics for optical fibre cabling

Not applicable.

B.4.3.2.5 Specific network characteristics

Not applicable.

B.4.3.2.6 Specific requirements for generic cabling in accordance with

ISO/IEC 24702
B.4.4 Selection and use of cabling components
B.4.4.1 Cable selection
B.4.4.1.1 Common description
B.4.4.1.2 Copper cables

B.4.4.1.2.1 Balanced cables for Ethernet based CPs

Replacement: Table B.2 provides values based on the template given in IEC 61918:2010

2013, Table 4.
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Table B.2 — Information relevant to copper cables: fixed cables

Characteristic CP 4/3 (P-NET on IP)

Nominal impedance of cable (tolerance) 100Q +15Q

DCR of conductors < 115 Q/km
DCR of shield

Number of conductors 8

Shielding STP

Colour code for conductor

Jacket colour requirements None
Jacket material Application dependent
Resistance to harsh environment (e.g. Application dependent

UV, oil resist, LSOH)

Agency ratings Application dependent

B.4.4.1.2.2 Copper cables for non Ethernet based CPs

Not applicable.

B.4.4.1.3 Cables for wireless installation

Not applicable.

B.4.4.1.4 Optical fibre cables

Not applicable

B.4.4.1.5 Special purpose balanced copper and optical fibre cables
B.4.4.1.6 Specific requirements for CPs

Not applicable.

B.4.4.1.7 Specific requirements for generic cabling in accordance with
ISO/IEC 24702

B.4.4.2 Connecting hardware selection
B.4.4.2.1 Common description
B.4.4.2.2 Connecting hardware for balanced cabling CPs based on Ethernet

Replacement: Table B.3 provides values based on the template given in IEC 61918:2010
2013, Table 7.
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Table B.3 — Connectors for balanced cabling CPs based on Ethernet

IEC 60603-7-% series & IEC 61076-3-106 P IEC 61076-3-117 © | IEC 61076-2-101 | IEC 61076-2-109
M12-4 with M12-8 with
shielded unshielded Var. 1 Var. 6 Var. 14 D-coding X-coding
CP Yes Ne — Ne — Ne — Ne — Ne — -
4/3

& For IEC 60603-7-x series, the connector selection is based on the desired channel performance.

b Housings to protect connectors.

B.4.4.2.3 Connecting hardware for copper cabling CPs not based on Ethernet

Not applicable.

B.4.4.2.4 Connecting hardware for wireless installation

Not applicable.

B.4.4.2.5 Connecting hardware for optical fibre cabling

Not applicable.

B.4.4.2.6 Specific requirements for CPs

Not applicable.

B.4.4.2.7 Specific requirements for generic cabling in accordance with
ISO/IEC 24702

B.4.4.3 Connections within a channel/permanent link
B.4.43.1 Common description
B.4.4.3.2 Balanced cabling connections and splices for CPs based on Ethernet

B.4.4.3.3 Copper cabling connections and splices for CPs not based on Ethernet

Not applicable.

B.4.4.3.4 Optical fibre cabling connections and splices for CPs based on Ethernet

Not applicable.

B.4.4.3.5 Optical fibre cabling connections and splices for CPs not based on
Ethernet

Not applicable.

B.4.4.3.6 Specific requirements for generic cabling in accordance with
ISO/IEC 24702

B.4.4.4 Terminators

Not applicable.

B.4.4.5 Device location and connection
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B.4.4.5.1 Common description
B.4.4.5.2 Specific requirements for CPs

Not applicable.

B.4.4.5.3 Specific requirements for wireless installation

Not applicable.

B.4.4.54 Specific requirements for generic cabling in accordance with
ISO/IEC 24702

B.4.4.6 Coding and labeling

B.4.4.6.1 Common description

B.4.4.6.2 Additional requirements for CPs
B.4.4.6.3 Specific requirements for CPs

Not applicable.

B.4.4.6.4 Specific requirements for generic cabling in accordance with
ISO/IEC 24702

B.4.4.7 Earthing and bonding of equipment and devices and shielded cabling
B.4.4.7.1 Common description

B.4.4.7.2 Bonding and earthing of enclosures and pathways

B.4.4.7.3 Earthing methods

B.4.4.7.3.1 Mesh; Equipotential

Addition:
An equipotential mesh earthing system shall be used for CP 4/3 networks.

B.4.4.7.3.2 Star

Replacement:
A star earthing system shall not be used for CP 4/3 networks.

B.4.4.7.3.3 Earthing of equipment (devices)
B.4.4.7.3.4 Copper bus bars

B.4.4.7.4 Shield earthing

B.4.4.7.5 Specific requirements for CPs

B.4.4.7.6 Specific requirements for generic cabling in accordance with
ISO/IEC 24702

B.4.4.8 Storage and transportation of cables

B.4.4.9 Routing of cables

B.4.4.10 Separation of circuit Documents
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B.4.4.11 Mechanical protection of cabling components
B.4.4.12 Installation in special areas

B.4.5 Cabling planning documentation

B.4.5.1 Common

B.4.5.2 Cabling planning documentation for CPs
B.4.5.3 Network certification documentation

B.4.5.4 Cabling planning documentation for generic cabling in accordance with
ISO/IEC 24702

B.4.6 Verification of cabling planning specification
B.5 Installation implementation

B.5.1 General requirements
B.5.2 Cable installation
B.5.2.1 General requirements for all cabling types

Subclause B.5.2.1.2 has replacement:
Table B.4 provides values based on the template given in IEC 61918:2010 2013, Table 18.

Table B.4 — Parameters for balanced cables

Characteristic Value
Minimum bending radius, single bending a
(mm)
Mechanical Bending radius, multiple bending (mm) a
force
Pull forces (N) a
Permanent tensile forces (N) a
Maximum lateral forces (N/cm) a
Temperature range during installation (°C) —-20to +70
2 Depending on cable type: see manufacturer's data sheet.

Subclause B.5.2.1.13 is not applicable.

B.5.2.2 Installation and routing
B.5.2.2.1 Common description
B.5.2.2.2 Separation of circuits
B.5.2.3 Specific cable installation requirements for CPs

Not applicable.

B.5.2.4 Specific requirements for wireless installation

Not applicable.
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B.5.2.5 Specific requirements for generic cabling in accordance with ISO/IEC 24702

B.5.3 Connector installation

B.5.3.1 Common description

B.5.3.2 Shielded connectors

B.5.3.3 Unshielded connectors
B.5.3.4 Specific requirements for CPs

Not applicable.

B.5.3.5 Specific connector installation requirements for generic cabling in

accordance with ISO/IEC 24702
B.5.4 Terminator installation

Not applicable.

B.5.5 Device installation
B.5.5.1 Common description
B.5.5.2 Specific requirements for CPs

Not applicable.

B.5.6 Coding and labelling
B.5.6.1 Common description
B.5.6.2 Specific requirements for CPs

Not applicable.

B.5.7 Earthing and bonding of equipment and devices and shield cabling

B.5.7.1 Common description

B.5.7.2 Bonding and earthing of enclosures and pathways

B.5.7.3 Earthing methods
B.5.7.3.1 Equipotential mesh
B.5.7.3.2 Star

Addition:

A star earthing system shall not be used for CP 4/3 networks.

B.5.7.3.3 Earthing of equipment (devices)
B.5.7.3.3.1 Non-earthing or parallel RC

Not applicable.
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B.5.7.3.3.2 Direct

B.5.7.3.3.3 Installing copper bus bars
B.5.7.4 Shield termination methods
B.5.7.4.1 General

B.5.7.4.2 Parallel RC

Not applicable.

B.5.7.4.3 Direct
B.5.7.4.4 Derivatives of direct and parallel RC

Not applicable.

B.5.7.5 Specific requirements for CPs

Not applicable.

B.5.7.6 Specific earthing and shielding installation requirements for generic cabling
in accordance with ISO/IEC 24702

B.5.8 As-implemented cabling documentation
B.6 Installation verification and installation acceptance test

B.6.1 Introduction

B.6.2 Installation verification

B.6.2.1 General

B.6.2.2 Verification according to cabling planning documentation
B.6.2.3 Verification of earthing and bonding

B.6.2.3.1 General

B.6.2.3.2 Specific requirements for earthing and bonding
B.6.2.4 Verification of shield earthing

B.6.2.5 Verification of cabling system

B.6.2.5.1 Verification of cable routing

B.6.2.5.2 Verification of cable protection and proper strain relief
B.6.2.6 Cable selection verification

B.6.2.6.1 Common description

B.6.2.6.2 Specific requirements for CPs

Not applicable.

B.6.2.6.3 Specific requirements for wireless installation

Not applicable. Documents
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B.6.2.7 Connector verification
B.6.2.7.1 Common description
B.6.2.7.2 Specific requirements for CPs

Not applicable.

B.6.2.7.3 Specific requirements for wireless installation

Not applicable.

B.6.2.8 Connection verification

B.6.2.8.1 Common description

B.6.2.8.2 Number of connections and connectors
B.6.2.8.3 Wire mapping

B.6.2.9 Terminators

B.6.2.9.1 Common description

B.6.2.9.2 Specific requirements for CPs

Not applicable.

B.6.2.10 Coding and labelling verification

B.6.2.10.1 Common description

B.6.2.10.2 Specific coding and labelling verification requirements
B.6.2.11  Verification report

B.6.3 Installation acceptance test

B.6.3.1 General

B.6.3.2 Acceptance test of Ethernet based cabling

B.6.3.2.1 Validation of balanced cabling for CPs based on Ethernet

B.6.3.2.1.1 Common description
B.6.3.2.1.2 Transmission performance test parameters
B.6.3.2.1.3 Specific requirements for CPs based on Ethernet

Not applicable.

B.6.3.2.2 Validation of optical fibre cabling for CPs based on Ethernet

Not applicable.

B.6.3.2.3 Specific requirements for generic cabling in accordance with ISO/IEC 24702
B.6.3.3 Acceptance test of non Ethernet based cabling

Not applicable.

B.6.3.4 Specific requirements for wireless installation Documents

Document Sharing Hub

Full document details: IEC 61784-5-4-2015


http://www.avadocuments.com/doc/iec-61784-5-4-2015
http://www.avadocuments.com/doc/iec-61784-5-4-2015

-32 - IEC 61784-5-4:2010
+AMD1:2015 CSV © IEC 2015
Not applicable.
B.6.3.5 Acceptance test report

B.7 Installation administration

Subclause 7.8 is not applicable.

B.8 Installation maintenance and installation troubleshooting

Subclause 8.4 is not applicable.
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Bibliography

Addition:

[1] P-NET Installation Guide, web-based installation guide for different topologies and wiring
topics, available at <www.p-net.org>

[2] CPF 4 User organization website, available at <www.p-net.org>
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COMMISSION ELECTROTECHNIQUE INTERNATIONALE

RESEAUX DE COMMUNICATION INDUSTRIELS —
PROFILS —

Partie 5-4: Installation de bus de terrain —
Profils d'installation pour CPF 4

AVANT-PROPOS

1) La Commission Electrotechnique Internationale (IEC) est une organisation mondiale de normalisation composée
de lI'ensemble des comités électrotechniques nationaux (Comités nationaux de I'lEC). L'IEC a pour objet de
favoriser la coopération internationale pour toutes les questions de normalisation dans les domaines de
I'électricité et de I'électronique. A cet effet, I'|EC — entre autres activités — publie des Normes internationales, des
Spécifications techniques, des Rapports techniques, des Spécifications accessibles au public (PAS) et des
Guides (ci-aprés dénommeés "Publication(s) de I'lEC"). Leur élaboration est confiée a des comités d'études, aux
travaux desquels tout Comité national intéressé par le sujet traité peut participer. Les organisations
internationales, gouvernementales et non gouvernementales, en liaison avec I'lEC, participent également aux
travaux. L'IEC collabore étroitement avec |'Organisation Internationale de Normalisation (ISO), selon des
conditions fixées par accord entre les deux organisations.

2) Les décisions ou accords officiels de I'lEC concernant les questions techniques représentent, dans la mesure du
possible, un accord international sur les sujets étudiés, étant donné que les Comités nationaux de I'lEC
intéressés sont représentés dans chaque comité d’études.

3) Les Publications de I'lEC se présentent sous la forme de recommandations internationales et sont agréées
comme telles par les Comités nationaux de I'lEC. Tous les efforts raisonnables sont entrepris afin que I'lEC
s'assure de I'exactitude du contenu technique de ses publications; I'lEC ne peut pas étre tenue responsable de
I'éventuelle mauvaise utilisation ou interprétation qui en est faite par un quelconque utilisateur final.

4) Dans le but d'encourager I'uniformité internationale, les Comités nationaux de I'lEC s'engagent, dans toute la
mesure possible, a appliquer de facon transparente les Publications de I'lEC dans leurs publications nationales
et régionales. Toutes divergences entre toutes Publications de I'lEC et toutes publications nationales ou
régionales correspondantes doivent étre indiquées en termes clairs dans ces derniéeres.

5) L'IEC elle-méme ne fournit aucune attestation de conformité. Des organismes de certification indépendants
fournissent des services d'évaluation de conformité et, dans certains secteurs, accédent aux marques de
conformité de I'lEC. L’'IEC n'est responsable d'aucun des services effectués par les organismes de certification
indépendants.

6) Tous les utilisateurs doivent s'assurer qu'ils sont en possession de la derniére édition de cette publication.

7) Aucune responsabilité ne doit étre imputée a I'lEC, a ses administrateurs, employés, auxiliaires ou mandataires,
y compris ses experts particuliers et les membres de ses comités d'études et des Comités nationaux de I'lEC,
pour tout préjudice causé en cas de dommages corporels et matériels, ou de tout autre dommage de quelque
nature que ce soit, directe ou indirecte, ou pour supporter les colts (y compris les frais de justice) et les
dépenses découlant de la publication ou de I'utilisation de cette Publication de I'l[EC ou de toute autre Publication
de I'lEC, ou au crédit qui lui est accordé.

8) L'attention est attirée sur les références normatives citées dans cette publication. L'utilisation de publications
référencées est obligatoire pour une application correcte de la présente publication.

9) L’attention est attirée sur le fait que certains des éléments de la présente Publication de I'lEC peuvent faire
I’objet de droits de brevet. L'IEC ne saurait étre tenue pour responsable de ne pas avoir identifié de tels droits de
brevets et de ne pas avoir signalé leur existence.

DEGAGEMENT DE RESPONSABILITE

Cette version consolidée n’est pas une Norme |IEC officielle, elle a été préparée par
commodité pour l'utilisateur. Seules les versions courantes de cette norme et de
son(ses) amendement(s) doivent étre considérées comme les documents officiels.

Cette version consolidée de I'lEC 61784-5-4 porte le numéro d'édition 1.1. Elle comprend
la premiére édition (2010-07) [documents 65C/602/FDIS et 65C/616/RVD] et son
amendement 1 (2015-06) [documents 65C/768/CDV et 65C/800/RVC]. Le contenu
technique est identique a celui de I'édition de base et & son amendement.
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Dans cette version Redline, une ligne verticale dans la marge indique ou le contenu
technique est modifié par I'amendement 1. Les ajouts et les suppressions apparaissent
en rouge, les suppressions étant barrées. Une version Finale avec toutes les
modifications acceptées est disponible dans cette publication.

La Norme internationale IEC 61784-5-4 a été établie par le sous-comité 65C: Réseaux de
communication industriels, du comité d’études 65 de I'lEC: Mesure, commande et automation
dans les processus industriels.

La présente norme doit étre utilisée conjointement avec I'lEC 61918:2010 2013.

La présente version bilingue (2012-02) correspond a la version anglaise monolingue publiée en
2010-07.

Le rapport de vote 65C/616/RVD donne toute information sur le vote ayant abouti a
I'approbation de cette norme.

La version francaise de cette norme n’a pas été soumise au vote.

Le rapport de vote indiqué dans le tableau ci-dessus donne toute information sur le vote ayant
abouti a I'approbation de cette norme.

Cette publication a été rédigée selon les Directives ISO/IEC, Partie 2.

Une liste de toutes les parties de la série IEC 61784-5, présentées sous le titre général
Réseaux de communication industriels — Profils — Installation de bus de terrain, est disponible
sur le site Web de I'lEC.

Le comité a décidé que le contenu de la publication de base et de son amendement ne sera
pas modifié avant la date de stabilité indiquée sur le site web de [I'lEC sous
"http://webstore.iec.ch” dans les données relatives a la publication recherchée. A cette date, la
publication sera

e reconduite,
e supprimée,
e remplacée par une édition révisée, ou

e amendée.

IMPORTANT — Le logo “colour inside” qui se trouve sur la page de garde de cette
publication indique qu'elle contient des couleurs qui sont considérées comme utiles a
la bonne compréhension de son contenu. Les utilisateurs devraient, par conséquent,
imprimer cette publication en utilisant une imprimante couleur.
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INTRODUCTION

La présente Norme internationale fait partie d'une série élaborée pour faciliter I'utilisation de
réseaux de communication dans des systémes de commande industriels.

L'IEC 61918:2040 2013 spécifie les exigences communes relatives a l'installation de réseaux ‘
de communication dans des systemes de commande industriels. La présente norme relative
aux profils d'installation fournit les profils d'installation des profils de communication (CP) d'une
famille de profils de communication spécifique (CPF) en indiquant quelles exigences de
I'IEC 61918 s'appliquent dans leur intégralité et, si nécessaire, en complétant, en modifiant ou
en se substituant aux autres exigences (voir Figure 1).

Se reporter a I'lEC/TR 61158-1 pour un contexte général sur les bus de terrain, leurs profils et
la relation entre les profils d'installation spécifiés dans la présente norme.

Chaque profil d'installation CP est spécifié dans une annexe séparée de la présente norme.
Chaque annexe est structurée exactement comme la norme de référence IEC 61918 a
I'intention des personnes qui représentent les fonctions internes au processus d'installation des
bus de terrain définies dans I'lEC 61918 (planificateur, installateur, personnel de vérification,
personnel de validation, personnel de maintenance et personnel administratif). Ces personnes,
par la lecture du profil d'installation conjointement a I'lEC 61918, déterminent immédiatement
quelles sont les exigences communes relatives a l'installation de tous les CP et quelles
exigences font I'objet d'une modification ou d'un remplacement. Les conventions utilisées pour

la rédaction de la présente norme sont définies a I'Article 5.

L'intégration des profils d'installation dans une norme pour chaque CPF (par exemple,
IEC 61784-5-4 pour la CPF 4), permet aux lecteurs d'utiliser des normes de format approprié

dans le cadre de leurs activités
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DESIGN AND
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CABLING Annex
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and (Common
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Anglais

Francais

INDUSTRIAL PREMISES

LOCAUX INDUSTRIELS

GENERIC cabling

Cablage générique

Between automation islands

Entre Tlots d'automatisation

Within automation islands

Dans les Tlots d'automatisation

Application specific cabling

Cablage spécifique a I'application

Design

Conception

ISO/IEC 11801

ISO/IEC 11801

ISO/IEC 15018

ISO/IEC 15018

ISO/IEC 24764

ISO/IEC 24764

ISO/IEC 24702

ISO/IEC 24702

IEC 61158 series and IEC 617841, -2

Série IEC 61158 et IEC 617841, -2

Planning and Installation

Planification et installation

ISO/IEC 14763-2

ISO/IEC 147632

Offices annex

Annexe concernant les bureaux

Home annex

Annexe concernant les habitations

Data centre annex

Annexe concernant les centres de données

Industrial annex

Annexe concernant les locaux industriels

Installation profiles

Profils d'installation

IEC 617845 series (selection +
* Add/Repl/MOd)

Série IEC 617845 (Sélection +
Addition/Rempl./Modif.)

IEC 61918 (Common requirements)

IEC 61918 (exigences communes)

Common structure

Structure commune

Figure 1 — Relations entre les normes

L'attention est attirée sur le fait que le document IEC 61918 spécifie toutes les exigences
d'installation qui s'appliquent a une grande partie des réseaux de communication industriels, et
gue ces exigences s'appliquent automatiguement a chaque réseau individuel, a I'exception des
exigences qui sont explicitement définies comme étant modifiées ou remplacées dans le
document correspondant de la série IEC 61784-5.

Tous les ajouts apportés a la derniére édition de I'lEC 61918 s'appliquent aux réseaux de CPF
4. Néanmoins, le fait que quelques tableaux de I'lEC 61918 ont été restructurés pour mieux
définir le contenu technique exige que le document IEC 61784-5-4 Ed.1 soit modifié afin de
correspondre totalement a la structure révisée de I'lEC 61918.
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