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INTERNATIONAL ELECTROTECHNICAL COMMISSION

COMMUNICATION NETWORKS AND SYSTEMS
IN SUBSTATIONS -

Part 5: Communication requirements
for functions and device models

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization f
all national electrotechnical committees (IEC National Committees). The gt
international co-operation on all questions concerning standardization in the e
this end and in addition to other activities, IEC publlshes International
Technlcal Reports and Guides (hereafter referred to as “IEC Publlcatlon

preparatory work. Internatlonal governmental and non-governmenta
participate in this preparation. IEC collaborates closely with the Inte
(1SO) in accordance with conditions determined by agreement be

2) The formal decisions or agreements of IEC on technical mat
consensus of opinion on the relevant subjects since eac

interested IEC National Committees.
3) IEC Publications have the form of recomgiendati i i enapd are accepted by IEC National
Committees in that sense. While all reasoha S e\to ensuye that the technical content of IEC

misinterpretation by any end user

4) In order to promote international uniformity, | Nationa jittees undertake to apply IEC Publications
transparently to the maximuym extent possible Reir national” and regional publications. Any divergence
between any IEC Publicati corresponding jional or regional publication shall be clearly indicated in

the latter.

apgroval and cannot be rendered responsible for any
ublication.

& National Committees for any personal injury, property damage or
whether direct or indirect, or for costs (including legal fees) and
use of, or reliance upon, this IEC Publication or any other IEC

International Standard IEC 61850-5 has been prepared by IEC technical committee 57: Power
system control and associated communications.

The text of this standard is based on the following documents:

FDIS Report on voting

57/641/FDIS 57/649/RVD

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.
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The content of this part of IEC 61850 is based on existing or emerging standards and
applications. In particular the approach to formulate the requirements is based upon

CIGRE Technical Report, Ref. No. 180, Communication requirements in terms of data flow
within substations. CE/SC 34 03, 2001, 112 pp. Ref. No. 180

K.P. Brand, Communication requirements in terms of data flow within substations — Results of
WG34.03 and standardization within IEC, Electra 173, 77-85 (1997)

IEEE-SA TR 1550-2003: /EEE-SA Technical Report on Utility Communications Architecture
(UCATM), Version 2.0, Part4: UCA Generic Object Models for Substation and Feeder
Equipment (GOMSFE).

IEC 61850 consists of the following parts, under the general title Comn
and systems in substations.

Part 1: Introduction and overview
Part 2:  Glossary 1
Part 3: General requirements

Part 4: System and project management

Part 5:
Part 6:
related to IEDs 2
Part 7-1:
and models
Part 7-2:

Part 7-3: Basic commurficatio

Part 7-4: Basic com
Iogic@
Part 8-1: Specificvc

9506-1 4

Part 9-1: jon—sérvice mapping (SCSM) — Sampled values over serial

op point to point link
Part 9-2;

Part 10:
This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

The committee has decided that the contents of this publication will remain unchanged until 2005.
At this date, the publication will be

* reconfirmed;

* withdrawn;

+ replaced by a revised edition, or

* amended.

1 To be published.
2 Under consideration. Documents
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INTRODUCTION

The IEC 61850 series is intended to provide interoperability between all devices in
substations. Communication between these devices has to fulfil a lot of requirements imposed
by all the functions to be performed in substations. Depending on the philosophy both of the
vendor and of the user and on the state-of-the-art in technology, the allocation of functions to
devices and control levels is not commonly fixed. This results in different requirements for the
different communication interfaces within the substation. The IEC 61850 series shall support
any allocation of functions.

The IEC 61850 series should have a long lifetime but be able to follow the fast changes in
communication technology by both its technical approach and its document structure. Figure 1
shows the relationship of this part of the IEC 61850 series to subsequént pax{s of the IEC

require a significant rewriting of another part, i.e. the parts are basgy x € \ynication
requirements in this part of the IEC 61850 series; the derived elh gquitements in

850-7-x with a clear interface to
implementation. To use the benefits o icati echnology, in the IEC 61850 series,

standardized conforman esti S t the IEC 61850 series. Figure 1 shows the
general structure of th ; ~ G 61850 series, as well as the relative position of
IEC 61850-5 wi i

81850 series which does not mix application and implementation

NOTE To keep the layg E
g & objects, etc. are normally not used in this part of the IEC 61850

requirements, terms

series (requirements) 8 (modeling), IEC 61850-8-x and IEC 61850-9-x (specific communication
service mapping){erms i a ation requirements such as PICOMs are normally not used.
IEC 61850-10
Conformance
testing
IEC 61850-6

Substation configuration
language

IEC 61850-8-x

IEC 61850-9-x
Specific communication

service mapping

IEC 61850-7-4
Compatible logical node and
data object adressing

IEC 61850-7-3
Common data classes and
attributes

IEC 61850-7-2
Abstract communication
service interface (ACSI)

IEC 61850-7-1
Communication reference
model

IEC 61850-5
Communication requirements
for functions and device
models

IEC 1903/03

Figure 1 — Relative position of this part of the IEC 61850 series
Documents
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COMMUNICATION NETWORKS AND SYSTEMS
IN SUBSTATIONS -

Part 5: Communication requirements
for functions and device models

1 Scope

It standardizes
glated system

This part of IEC 61850 applies to Substation Automation Systems (SA
the communication between intelligent electronic devices (IEDs) and |
requirements.

The specifications of this part refer to the communication requireme
performed in the substation automation system and to device
their communication requirements are identified.

Standardizing functions and their impl
of IEC 61850. Therefore, a single philo

Intelligent electromic d
other installatio%}a
these plants also

part of IEC 61850

The follow] Y G documents are indispensable for the application of this document.
the edition cited applies. For undated references, the latest edition
of the referencethdocyment (including any amendments) applies.

IEC 60044-8, Instrument transformers — Part 8: Electronic current transformers

IEC 60870-4, Telecontrol equipment and systems — Part 4: Performance requirements

IEC 61346 (all parts), Industrial systems, installations and equipment and industrial products —
Structuring principles and reference designations

IEC 61850-2, Communication networks and system in substations — Part 2: Glossary 3

IEC 62053-22, Electricity metering equipment (a.c.) — Particular Requirements — Part 22:
Static meters for active energy (classes 0,2 S and 0,5 S)

3 To be published. Documents
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IEEE Std C37.2:1996, IEEE Standard Electrical Power System Device Function Numbers and
Contact Designations

NOTE Informative references are found in the Bibliography.
3 Terms and definitions

For the purpose of this part of IEC 61850, the following terms and definitions as well as those
given in IEC 61850-24, apply.

3.1

function

task which is performed by the substation automation system. Generally( a fuhgtion consists
of subparts called logical nodes, which exchange data with each othé igition, only

logical nodes exchange data and, therefore, a function that exchanges\d with other

3.3
system
set of interacting entities

3.31
logical system@
communicating ( i

task such as “mang

3.3.2

physical system

interactip : Vi hosting these functions and the interconnecting physical
communieation ark. Yhe boundary of a system is given by its logical or physical
interfaces. areindustrial systems, management systems, information systems, and

within the scope~of the IEC 61850 series, substation automation systems. The backbone of
physical system is its' communication system.

3.3.3

substation automation system

system which operates, protects, monitors, etc. the substation, i.e. the primary system.
For this purpose, it uses fully numerical technology and serial communication links
(communication system).

3.3.4

primary system
common term for all power system equipment and switchgear

4 To be published. Documents
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3.3.5

secondary system

interaction set of all components and systems in the substation for operation, protection,
monitoring, etc, i.e. the primary system. In case of full application of numerical technology,
the secondary system is synonymous with the substation automation system.

3.3.6
communication system
interconnected set of all communication links

3.4

device
mechanism or piece of equipment designed to serve a purpose or per,
example a breaker, relay, or substation computer. Communication reha
described in a proper device related model.

1 function, for
operties are

3.4.1
intelligent electronic device
is any device incorporating one or more processors wit

if applicable.

3.4.2
physical device
equivalent to an intelligen

3.5

Logical Node
LN

smallest part of

defined by its da
primary equipxe

3.6.1
logical connection
communication link between logical nodes

3.6.2
physical connection
communication link between physical devices

3.7

interchangeability

the possibility to replace a device from the same vendor, or from different vendors, utilizing

the same communication interface and as a minimum, providing the same functionality, and

with no impact on the rest of the system. If differences in functionality are accepted, the
exchange may also require some changes somewhere in the system. Interchangeability
requires standardization of functions and, in a strong sense, of devices also.ﬁoth such
requirements are outside the scope of the IEC 61850 series. ocuments
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3.8

interoperability

ability of two or more intelligent electronic devices from the same vendor, or different vendors,
to exchange information and use that information for correct co-operation. Interoperability is
a prerequisite of interchangeability.

3.9

PICOM
Piece of Information for COMmunication describing an information transfer on a given logical
connection with given communication attributes between two logical nodes. It also contains
the information to be transmitted and, in addition, requirement attributes such as
performance. It does not represent the actual structure and format for data that is exchanged
over the communication network. This information is found in the partg S _61850-8 and
IEC 61850-9. The assumed logical point-to-point connection describes fhg S
this information transfer but does not prescribe the communicatio . X herefore,
multicast and broadcast procedures are not excluded.

NOTE The PICOM approach was adopted from CIGRE working group 340 2 ¢ RE — Technical
Report, Ref.N0.180) and allows for performance requirements also.

3.10

bay

closely connected subparts of the substation with spme

the switchgear between an incoming or outgoing e buscoupler with its
circuit breaker and related isolators and earthi ansformer with its related
switchgear between the two busbars{represe Yg€ levels, the diameter (see
definition) in a 1% breaker arrangement, ring arrangements (breaker and
adjacent isolators), etc. These subparts prise a device to be protected such as
a transformer or a line end. The control : itchgear in such a subpart has some
common restrictions like inte 9 el|/<defined operation sequences. The
identification of such suk s I8 i iptenance purposes (what parts may be

“bays” and are ;
protection”. The@
below the overall statit

any substation; i.eath

3.1

diameter

applies 3 \eaker\arrafigement and comprises the complete switchgear between the
two busbars, \& 2 lines and the 3 circuit breakers with all related isolators, earthing
switches ahd \(Ts¥YThe diameter has some common functional relationship both for

3.12
level functions
functions related to some control levels of the substation automation system

3.121

bay level functions

functions using mainly the data of one bay and acting mainly on the primary equipment of one
bay. The definition of bay level functions considers some kind of a meaningful substructure in
the primary substation (see 3.10) configuration and, related to this substructure, some local
functionality or autonomy in the secondary system (substation automation). Examples for
such functions are line protection or bay control. These functions communicate via the logical
interface 3 within the bay level and via the logical interfaces 4 and 5 to the process level, i.e.
with any kind of remote I/Os or intelligent sensors and actuators. Interfaces 4 and 5 may be
hardwired also but hardwired interfaces are beyond the scope of the IEC 61850 series.
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3.12.2

process level functions

all functions interfacing to the process, i.e. basically binary and analogue 1/O functions such
as data acquisition (including sampling) and issuing of commands. These functions
communicate via the logical interfaces 4 and 5 to the bay level.

3.12.3

station level functions

refer to the substation as a whole. There are two classes of station level functions; i.e.
process related station level functions and Interface related station level functions

3.12.4
process related station level functions
functions using the data of more than one bay or of the complete substa

functions communicate mainly via the logical interface 8.

3.12.5

interface related station level functions

functions representing the interface of the SAS to
Machine Interface), to a remote control center TC
engineering workplace for monitoring and mainte
functions communicate via the logical j
interface 7 and the remote control N
difference if the HMI is local or remots
interface for the SAS at the boundary©of the substation exists. The same applies both for
the TCl and TMI. These virtual inteffac ay\be_reglised in some implementations as
proxy servers. %

4 Abbreviations

GPS Q (tire source)
HMI

110

IED

IF

LAN

LC

LN Logical Node

MMS Manufacturing Message Specification

NCC Network Control Center

(O] Open System Interconnection

PC Physical Connection

PD Physical Device

PICOM Piece of Information for COMmunication
SAS Substation Automation System

TCI TeleControl Interface (for example, to NCC)
TMI TeleMonitoring Interface (for example, to engineers workplace)
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5 Substation automation system functions

5.1 Introduction

The functions of a substation automation system (SAS) refer to tasks, which have to be
performed in the substation. These are functions to control, monitor and protect the equip-
ment of the substation and its feeders. In addition, there exist functions, which are needed to
maintain the SAS, i.e. for system configuration, communication management or software
management.

5.2 Logical allocation of functions and interfaces

The functions of a substation automation system may be logically allocate hree different
levels (station, bay/unit, or process). These levels are shown by the logj expretation of
Figure 2 together with the logical interfaces 1 to 10.

a) Process level functions are all functions interfacing to t

b) Bay level functions (see bay definition in Clause 3) arg

and 5 to the process level, i.e. with any kind
actuators. Interfaces 4 and 5 may also be ha

bay or of the complete substation and acting
one bay or of the complete substa These ctions communicate mainly via the
logical interface 8

2) |Interface relatep funstions are)functions representing the interface of the
SAS to the loc agman Machine Interface), to a remote control
center T orrto the remote engineering for monitoring and

mainten terface). These functions communicate via the

e bay level and via the logical interface 7 and the

NOTE 1 ction (teleprotection) is outside the scope of this part of IEC 61850.
Since the sam exchanged over this interface as within the substation, the future use of the
IEC 61850 seri

NOTE 2 terface to the network control center (IF10) is outside the scope of this part of
IEC 61850 standards are IEC 60570-5-101 and IEC 60570-5-104. To reduce the efforts for the

alignment would be very convenient. Since partly the same data are exchanged
s as between the substation and the NCC, a coordination with the related standard
IEC 60870-6 (TASE2)\js fecommended. The standard should be used for a future seamless communication
structure from the process level to the network control center. Since the use of interface 7 and the interface 10 may
be overlapping, a co-ordination of the standards for both interfaces is recommended.

NOTE 3 Process level and bay level functions in particular may be found integrated in a single device without
a physical separation. This does not change the logical structure but the physical implementation (see 5.3).
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Remote control (NCC) I Technical services

STATION LEVEL FCT.A '>| FCT.BI

‘\ 3 ,‘ 3
BAY/UNIT LEVEL | PROT. co

NTR. I ICONTR. |<->I PROT. |I
Remote Remotg
protection I I proteq

g |

=O=—"—  HV Equipment

Actuators

Figure 2 — Levels and logica

The meaning of the interfaces

IF1:
IF2: protection-data €xchangd
scope of this
IF3: data exchangg
IF4:  CT anr@
bay leve
IF5:
IF6: véen bay and station level
IF7: substation (level) and a remote engineer’s workplace
IF8: i ata_exchange between the bays especially for fast functions such as
IF9: data exchange within station level

IF10: control-data exchange between substation (devices) and a remote control center
(outside the scope of this part of IEC 61850)

The devices of a substation automation system may be installed physically on different
functional levels (station, bay, and process). This refers to the physical interpretation of
Figure 2.

NOTE 4 The distribution of the functions in a communication environment may occur through the use of wide area

network, local area network, and process bus technologies. The functions are not constrained to be deployed
within/over any single communication technology.

1) Process level devices are typically remote process interfaces such as I/Os, intelligent
sensors and actuators connected by a process bus as indicated in Figure 2.

2) Bay level devices consist of control, protection or monitoring units per bay.
3) Station level devices consist of the station computer with a database, the

6Berator’s
workplace, interfaces for remote communication, etc. cuments
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5.3 The physical allocation of functions and interfaces

Despite of the similarity of logical and physical levels there is no unique way for mapping the
logical function structure to the physical device structure. The mapping is dependent on avail-
ability and performance requirements, cost constraints, the state of the art in technology, etc.

The station computer may act as a client only with the basic HMI, TCI and TMI functions.
All other station level functions may be distributed completely over the bay level devices. In
this case, the interface 8 is the backbone of the system. On the other side, all station wide
functions such as interlocking etc. may reside in the station computer acting now both as
client and server. In this case, the interface 1 and 6 take over the complete functionality of
interface 8. Many other solutions are possible.

devices only or intelligent sensors and actuators, whi
on process level already.

interfaces may be combined and implemepted i ve_of more physical LANs. The
requirements for these physical interf the allocation of functions to levels
and devices.

5.4 The role of interfa

Not all interfaces have
retrofit of existi
the future.

e easy definition of the two important LANs or bus systems:

S 3 , 8 are combined with the station/interbay bus since it connects
both the stati ; ith the bay level and the different bay level IEDS with each other.
Interfaces 4 anth§ areycombined with the process bus, which connects the bay level with the
process level and the different process level IEDs with each other. Very often, the process
bus is restricted to one single bay only. If the process bus is extended to other bays, it may
also take over the role of interface 8, at least for raw data.

Interface 7 is dedicated for external communication with a remote monitoring center. It could
also be realized by a direct interface to the station/interbay bus. Interface 2, dedicated to
communication with a remote protection device and interface 10, dedicated to remote control
are outside the scope of this part of IEC 61850 (see also NOTE 1 and NOTE 2 of 5.2).

According to the function allocation, the message types of Clause 13 based on com-
munication performance requirements may be assigned to the different interfaces. The free
allocation of functions means that such an assignment may not be common for all substation
automation systems.
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6 Goal and requirements

6.1 Interoperability

The goal of the IEC 61850 series is to provide interoperability between the IEDs from different
suppliers or, more precisely, between functions to be performed in a substation but residing in
equipment (physical devices) from different suppliers. Interchangeability is outside the scope
of IEC 61850. Interchangeability needs in addition to the interoperability according to IEC
61850 also standardized functionality (see 3.1).

Interoperability for devices from different suppliers has the following aspects:

a) the devices shall be connectable to a common bus with a common projeco

b) the devices shall understand the information provided by other devigé

c) the devices shall together perform a common or joint functio
functions).

a) The free allocation of functions to d
communications must be able to permi

b) The functions of the/ st ati 3 ~ (SAS) and their communication
behavior shall be i i i i.e. with no reference to any
implementation in |E

¢) The function
information

d) The interaction

6.3 Dynamic 2ction requirements

The goal of interoperability for any data exchange results in the following requirements, which
are not completely independent from each other:

a) The IEC 61850 series shall define generic information to be communicated and generic
communication behavior of the functions to support planned and future functional
extensions of the substation automation system. Extension rules shall be given.

b) The information transfer data shall be defined with all related attributes (see PICOMs).

c) The exchanged data shall carry all attributes for an unambiguous understanding of
the receiver.

d) The acceptable overall transfer time of exchanged data shall be defined and guaranteed
in any situation.
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6.4 Response behavior requirements

Since interoperability is also claimed for a proper running of functions, the reaction of the
application in the receiving node has to be considered.

a) The reaction of the receiving node has to fit into the overall requirement of the distributed
function to be performed.

b) The basic behavior of the functions in any degraded case, i.e. in case of erroneous
messages, lost data by communication interrupts, resource limitations, out of range data,
etc. has to be specified. This is important if the overall task cannot be closed successfully,
for example if the remote node does not respond or react in a proper way.

These requirements are function related local issues and, therefore, outside the scope of the
IEC 61850 series. But the requirement left for the IEC 61850 series is
quality attributes to be transferred with the data under consideration.

6.5 Approach to interoperability

To approach interoperability, the functions to be performed™

ice model (IEC 61850-7-x).
stacks shall be defined

o verify that the communication behavior
with the interoperability specification of
IEC 61850. The be applied on a device to check that the
communication @ (i formred with a complementary device. Also the pass
criteria have to bevwelNdefi

definition

To get the com ation requirements in a substation, an identification of all functions is
necessary. The function description considers the LN and PICOM approach and consists of
three steps:

a) Function description including the decomposition into LNs.

b) Logical node description including the exchanged PICOMs.

c) PICOM description including the attributes.

Any identification of functions in substations will be incomplete, but the assumption is made

that the identified functions cover in a very representative way all communication require-
ments in substations.

5 Under consideration. Documents
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71 Function description
The function description, given in Annex G, provides the following information

a) Task of the function.

b) Starting criteria for the function.
¢) Result or impact of the function.
d) Performance of the function.

e) Function decomposition.

NOTE This point describes how functions are decomposed using LNs and how many decomposition sets typically
exist. This information is very important since the communication is based on interacting LNs.

f) Interaction with other functions.

7.2 Logical Node description

The Logical Node description — given later in the body of this ¢ 0 series —
provides the following information:
a) grouping according to their most common application-area
b) short textual description of the functionality;

c) IEEE device function number if applicable
logical nodes only);

7.3 PICOM descrip

The PICOM description
a) semantics;

b)

d) type of da

Different categories of functions are identified. Some functions may belong not only to the
given category and its category allocation is only a convention. Only the functions are listed in
the following Subclauses; the function description is given in Annex G.

8.1 System support functions

a) Network management.
b) Time synchronization.

c) Physical device self-checking.

8.2 System configuration or maintenance functions

a) Node identification.
b) Software management.

c) Configuration management. Documents
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d) Operative mode control of Logical Nodes.
e) Setting.

f) Test mode.

g) System security management.

8.3 Operational or control functions

a) Access security management.

b) Control.

c) Operational use of spontaneous change of indications.
d) Synchronous switching (point-on-wave switching).

e) Parameter set switching.

f) Alarm management.

g) Event (management and) recording.

h) Data retrieval.

i) Disturbance/fault record retrieval.

8.4 Local process automation functions

a) Protection function (generic).
b) Distance protection (example of protectioh fux
c) Bay interlocking.

d) Measuring, metering apd powe

8.5 Distributed auton
a) Station-wid@
b) Distributed sy

8.6 Distributed

a) Break

b) Autémati

c) Reverse blocking
d) Load shedding:
e) Load restoration.

(Fof example, for automatic protection adaptation).

f) Voltage and reactive power control.
g) Infeed switchover and transformer change.
h) Automatic switching sequences.

9 The logical node concept

9.1 Logical nodes and logical connections

To fulfill all the requirements stated above, especially the free distribution and allocation of
functions, all functions are decomposed into logical nodes (LN) that may reside in one or
more physical devices. There are some data to be communicated which refer not to any
function but to the physical device itself such as nameplate information or the result of device
self-supervision. Therefore, a logical node “device” is needed and will be introduce@Ments

Document Sharing Hub

Full document details: IEC 61850-5 2003


http://www.avadocuments.com/doc/iec-61850-5-2003
http://www.avadocuments.com/doc/iec-61850-5-2003

61850-5 O IEC:2003(E) -21-

The LNs are linked by logical connections (LC) for a dedicated exchange of data in between.
Therefore, the IEC 61850 series shall define the communication between these LNs.

This approach is shown in Figure 3. The logical nodes (LN) are both allocated to functions (F)
and physical devices (PD). The logical nodes are linked by logical connections (LC), the
devices by physical connections (PC). Any logical node is part of a physical device; any
logical connection is part of a physical connection. The logical node “device” dedicated for
any physical device is displayed as LNO (in the four letter code introduced in Figure 3 for all
logical nodes, LLNO).

Since it is impossible to define all functions for present and future use, or their distribution
and interaction, it is very important to specify and standardize the interaction between the
logical nodes in a generic way.

IEC 1905/03

See 9.1 for an e

Figure 3 — The logical node and link concept

9.2 The need fora formal system description

The static structure of the communication system describes where the data are potentially
coming from (sending LN) and going to (receiving LN). This structure has to be engineered or
negotiated during the set-up phase of the system. Opening and closing communication
channels dynamically at run time will always refer to the given static structure. To control the
free allocation and to create interoperable systems, a strong formal device and system
description for communication engineering shall be provided. Such a formal description
(substation configuration language) is defined in IEC 61850-66.

6 Under consideration. Documents
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9.3 Requirements for logical node behavior

Each receiving LN shall know what data are needed for performing its task; i.e. it shall be able
to check if the delivered data are complete and valid and of the proper quality. In real-time
systems such as substation automation, the most important validity criterion is the age of the
data. The sending LN may set most quality attributes. The decision that data are “old” is
the genuine task of the receiving LN. Missing or incomplete information is covered since in
this case, no data with an acceptable age are available. Therefore, the requirements for
communication providing interoperability between distributed LNs are reduced to the
standardization of the data to be available or needed and the assignment of validity (quality)
attributes in an appropriate data model as defined in IEC 61850-7-x.

The requirements mentioned above imply that the sending LN is alsq the™source of the

In case of corrupted or lost data, the receiving LN cannot qpe in'g way, but may be
in a degraded mode. Therefore, the behavior of the LN both™in_the degraded mode
i i s to be designed
individually depending on the function and is beyond the W rt of IEC 61850. The
other LNs of the distributed function and the sy sypefrvision shall also be informed about
this degradation by a standardized A ‘
necessary actions are taken. If there®
data could also be sent out (retry).
functions cannot be standardized at all

€,’a request for sending valid
behavior of the distributed

Since the Lo
comprehensive way,

the detailed modeljfg

c) overcurrent protection.

The functions are decomposed into logical nodes listed in Figure 4, the allocated physical
devices are described by numbers

1) Station computer.

2) Synchronized switching device.

3) Distance protection unit with integrated overcurrent function.
4) Bay control unit.

5) Current instrument transformer.

6) Voltage instrument transformer.

7) Busbar voltage instrument transformer.

The logical node “device” (LLNOQ) as contained in any physical device is not shown
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[ -Functions-------=====---- ]

Logical Synchronised | | Distance ||Overcurrent

NOdeS CB SWitChing protection protection

HMI X X X 1 '_l

Sy.Switch. X 2 E
- v

Dist.Prot. X 3‘

0
0O/C Prot. X\/\ '

Breaker X

XN ©

Bay CT

X
X
Bay VT X( ] \> 6
BB VT i (| Qxiv G 7

IEC 1906/03

See 9.4 for explanations.

b) Type, desstibing the structure of the data, i.e. if it is an analog or a binary value, if it is
a single value ar &'set of data, etc.

c) Performance meaning the permissible transmission time (defined by performance class),
the data integrity and the method or cause of transmission (for example periodic, event
driven, on request).

d) Logical connection, containing the logical source (sending logical node) and the logical
sink (destination or receiving logical node).

NOTE PICOMs describe exchanged information (“content”) and communication requirements (“attributes”). The
“bits on the wire” are found in the mappings, i.e. in IEC 61850-8-x and IEC 61850-9-x.
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10.1 Attributes of PICOMS

There are three types of attributes defined by their purpose.

10.1.1 PICOM attributes to be covered by any message

e Value: value of the information itself if applicable.
« Name: for identification of the data.

« Source: the LN where the signal comes from.
 Sink: the LN where the signal goes to.

« Time tag: absolute time to identify the age of the da applicable.

e Priority of transmission: to be used for:
- LN input queues (if more than on

- LN input and output (re-trahsmij in" case of
intermediate LNs.

e« Time requirements:
help of the time tag.

cycle time or overall trans

* Accuracy:

e Tag informatiin:

o Type:
. Kind:

, event, status, command, etc.

. Importap igh, normal, low.

the importance of the transmitted information for checks and
retransmissions (details formulated as requirements, see
Clause 14).

10.1.3 PICOM at

¢ Value for transmission/configuration: (see 10.1.1): test or default value if applicable.

butes to be used for data flow calculations only

e Attributes for transmission/configuration: (see 10.1.1).

e Format: value type of the signal: I, Ul, R, B, BS, BCD, etc.
. Length: the length: i bit, j byte, k word.
e  State of operation: reference to scenarios.

NOTE Format and length are a matter of implementation and not a requirement. For data flow calculations,
assumptions about these two attributes have to be made.
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10.2 PICOMs and data models

The information exchange described by PICOMs is based on data which are provided by LNs.
Very often, these data are defined in a data model for the source (see for example IEC 81850-
7-4). The result is that in the data model, there shall exist at least one data (status and
values) or one data change (event) per PICOM.

11 List of logical nodes

Most of the functions consist of a minimum of three logical nodes, i.e. the LN with the core
functionality itself, the process interface LN and the HMI (Human-Machine Interface) LN
meaning human access to the function. If there is no process bus, the of the remote
process interface are allocated to another physical device (in the exampie in Figure 5,
the physical “Protection device”).

the IEC 61850 series. The standardization of functions in st ithin the scope
of the IEC 61850 series. But if any of these functiors is™ i nication shall be

Protection
function

Remote
process
interface

IEC 1907/03

Figure 5 — Protection function consisting of 3 logical nodes

The 3 logical nodes (IHMI = operator interface, P..=protection, XCBR=circuit breaker to be
tripped) residing in 3 physical devices (station computer, protection device and remote
process interface). The abbreviations for LN designation are the same as those introduced in
the tables of Clause 11.
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Table columns of Clause 11

Logical Node displays a short description of the task of the LN for common
understanding. For full understanding the data to be exchanged have to
be considered also.

IEC 61850 means abbreviations/acronyms with a systematic syntax used by the
IEC 61850 series

IEEE C37.2-1996 means device function numbers and contact designations used in IEEE
if applicable

Description or comments displays the description of the IEEE device if applicable
or/and other descriptive text.

Note that the reference to the IEEE device number does not ; aviges, but
rather its core functionality (see definition of LN and Figure &) optext of\this part of
IEC 61850.

11.1 Logical Nodes for protection functions

11.1.1 Protection /(7
N\ N
Logical Node IE ,}%E Dé\s}riptl n or comments
850\ < c37.2-
996

N

Transient earthfault protection PT, Transient earth faults happen if there is
>1 fault to ground (isolation breakdown) in
compensated networks. The fault disappears
5 very fast since there is not sufficient current
to feed it. No trip happens but the fault
direction/location has to be detected to repair

/)

the faulted part. At least the degradation of
the impacted line/cable is reported.

Zero speed and@rs eed PZSU 14 An underspeed device is a device that
protection <\ functions when the speed of a machine falls
A\

below a pre-determined value.

Distance protection y’DIS 21 A distance relay is a relay that functions
when the circuit admittance, impedance, or
reactance increases or decreases beyond a
predetermined value.

The change of the impedance seen by PDIS
is caused by a fault. The impedance
characteristic is a closed line set in the
complex impedance plane. The reach of the
distance protection is normally split into
different zones (for example 1 to 4 forward
and 1 backward) represented by dedicated
characteristics.

Volt per Hz protection PVPH 24 Voltage per Hertz relay is a relay that
functions when the ratio of voltage to
frequency exceeds a preset value. The relay
may have an instantaneous or a time
characteristic.

(Time) Undervoltage protection PTUV 27 An undervoltage relay is a relay which
operates when its input voltage is less than a
predetermined value.

Directional power/reverse power PDPR 32 A directional power relay is a relay which
protection operates on a predetermined value of power
flow in a given direction, or upon reverse
power flow such as that resulting from the
motoring of a generator upon loss of its
prime mover.
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Logical Node IEC IEEE Description or comments
61850 C37.2-
1996
Directional earth fault protection PWDE 32 This directional power relay is a relay which
for compensated networks based operates on a predetermined value of earth
on wattmetric principle fault power flow in a given direction in
compensated networks.
Depending on protection philosophy and
quality of current transducers, it is used as a
fault indication only or also for tripping (see
Annex J).
Undercurrent/underpower PUCP 37 Undercurrent or underpower relay is a relay
protection that functions when the current or power flow
decreases below a pfedetermined value.
Loss of field/Underexcitation PUEX 40 iQns on a given
protection machine
cuprent in an
Reverse phase or phase balance PPBR 46
current protection
d or contain negative phase-
(\ se mponents above a given amount
Phase sequence or phase-balance |PPBV J ase-gequence or phase-balance voltage

voltage protection

]

N

relay’is a relay that functions upon a pre-
determined value of polyphase voltage in the
>jesired phase sequence or when the
polyphase voltages are unbalanced, or when
the negative phase-sequence voltage
exceeds a given amount.

Motor start-up protectipn

48749,
51, 66

By supervising the motor start-up, this
protection prevents any overload of the
motor.

Thermal overload profect

U

IT

49

Machine or transformer thermal relay is a
relay that functions when the temperature of
a machine armature winding or other load-
carrying winding or element of a machine or
power transformer exceeds a predetermined
value.

Rotor trérrﬁaJ\bQ/eWB pr\o\%ection

PROL

49R

See above (49)

Stator th eNo\erk@?i\p,%tection

PSOL

498

See above (49)

Instantaneous overcuprent or rate

of rise protection

PIOC

50

Instantaneous overcurrent or rate-of-rise
relay is a relay that functions instantaneously
on an excessive value of current or on an
excessive rate of current rise.

AC time overcurrent protection

PTOC

51

AC time overcurrent relay is a relay when the
AC input current exceeds a predetermined
value, and in which the input current and
operating time are inversely related through
a substantial portion of the performance
range.

Voltage controlled/dependent
time overcurrent protection

PvOC

51V

See above (PTOC/51), with voltage
control/dependency.

Power factor protection

PPFR

55

Power factor relay is a relay that operates
when the power factor in an AC circuit rises
above or falls below a predetermined value.

(Time) Overvoltage protection

PTOV

59

Overvoltage relay is a relay which operates
when its input voltage is more than a
predetermined value.

DC overvoltage protection

PDOV

59DC

Docume

See above (PTOV/59)
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Logical Node IEC IEEE Description or comments
61850 C37.2-
1996
Voltage or current balance PVCB 60 Voltage or current balance relay is a relay
protection that operates on a given difference on
voltage, or current input or output, of two
circuits.
Earth fault protection/Ground PHIZ 64 Ground detector relay is a relay that operates
detection on failure of machine or other apparatus
insulation to ground.
Rotor earth fault protection PREF 64R See above (PHIZ/64).
Stator earth fault protection PSEF 64S See above (PHIZ/64).
Interturn fault protection PITF 64W See above (PH|z/646.
AC directional overcurrent PDOC 67 AC directional
protection that functions’o
overcurrent lowikg Y
directiop.
Directional earth fault protection | PDEF 67N See abuve “WG\& \/

DC time overcurrent protection PDCO 76

lay is'a relay that functions
reny i D& circuit exceeds a

Phase angle or out-of-step PPAM 78

protection Ero activeNelay is a relay that functions at a
preédeiermingd phase angle between two
< voltages|or’between two currents or between

\Qltage nd current.

Frequency protection PF

O

Differential protection |

Frequency relay is a relay that responds to
he frequency of an electric quantity,
operating when the frequency or change of
frequency exceeds or is less than a
predetermined value.

S

Differential protective relay is a protective
relay that functions on a percentage or phase
angle or other quantitative difference of two
currents or some other electrical quantities.

Phase comparison/\[(otéc;[‘(c}ﬂ\ U P{g? 87P See above (PDIF/87).
Differential line p(ot\e\c\ﬁgn\ B]_DF 87L See above (PDIF/87).
Restricted egrth.fau(t b{o\tegti&\ PNDF 87N See above (PDIF/87).

Differential transformer protestisn |PTDF 87T See above (PDIF/87): Special for
transformers are inrush currents with
dominant third harmonic which have to be
considered by the differential transformer
protection.

Busbar protection”>" PBDF [87B See above (PPDF/87): the complexity of the
busbar node with changing topology up to a
split into two or more nodes needs special
means such as a dynamic busbar image. It
has to be considered that at least a second
busbar protection algorithm exists which is
based on the direction comparison of the
fault direction in all feeders.

Motor differential protectiond PMDF 87M See above (PDIF/87)

Generator differential protection® PGDF 87G See above (PDIF/87)
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The logical node differential line protection (PLDF) is used for the communication within the station. The
communication between the two relays of two stations (Interface 2) is beyond the scope of the IEC 61850
series.

The decentralized busbar protection consists in addition to the central decision making instance of the PBDF
of an instance per bay with appropriate preprocessing and trip output.

Both the motor protection and the generator protection are no simple functions to be each represented by
a single LN, but a set of related LNs. The most important component is the differential LN mentioned here.

HMI on remote level 1
START/PICK-UP ~ [
TRIP < [@
MEASURED VALUE (2) ~ M
FAULT INFORMATION ~ M
M
Other functions, mainly
on the
same level Logical nod
TRIGGER o “Protection’

BLOCK
UNBLOCK

Circuit breaker 1
SWITCHGEAR POSITION L [
VT, CT f m
3ph VOLTAGE m
3ph CURRENT

Circuit breaker
1w - TRIPTOCB

IEC 1908/03
Figure 6 — T i icationylinks of a logical node of main protection type

Data from and to\the - gear XCBR, current transformer TCTR, voltage

transformer [

Data to logical no ne level referring to interface 3 and/or 8

Data to icaNnodes such as THMI on the station level referring to interface 1

11.1.2 Log s for protection related functions

Logical node IEC IEEE Description or comments

61850 C37.2-
1996

Disturbance recording RDRE Acquisition functions for voltage and

(bay/process level: acquisition) current waveforms from the power process
(CTs, VTs), and for position indications of
binary inputs. Calculated values such as
power and calculated binary signals may
also be recorded by this function if
applicable.

Disturbance recording (station RDRS The disturbance recording evaluation is

level: evaluation) needed as a server for HMI on station
level (or even on a higher level) or for
calculation of combined disturbance
records.
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Logical node IEC IEEE Description or comments
61850 C37.2-
1996
Automatic reclosing RREC 79 AC closing relay is a relay that controls

the automatic reclosing and locking out of
an AC circuit interrupter (IEEE C37.2-
1996).

After any successful protection trip, the
automatic reclosing tries 1 to 3 times to
reclose the open breaker again with
different time delays assuming a transient

fault.

Breaker failure RBRF 50BF Instantaneous overcurrent or rate-of-rise
relay is a relay that f iQns
instantaneously on an excessive value of
current or on an €x i of current
rise (IEEE C3
In case of a

the faulpis not
g akers

cleared er
have tQ be tr

Carrier or pilot wire protection’ RCPW 85 pil t-wite re eileay is a
is o ted oNrestrained by a
i { with carrier-
cur ilog-wire fault relaying
“(»JEE . .
Fault locator RFLO \//‘h faultNocator’calculates from the
prtion information (for example the
<\ fa nce of the LN distance
Nunction) the location of the fault in km
Synchrocheck/synchronizing or RS 2 Symehronizing or synchronism-check
synchronism check device is a device that operates when two

C circuits are within the desired limits of
frequency, phase-angle and voltage, to
permit or to cause the paralleling of these

two circuits (IEEE C37.2-1996).

To avoid stress for the switching device

and the network, closing of the circuit

breaker is allowed by the synchrocheck

only, if the differences of voltage,
/\<\

frequency and phase angle are within
certain limits.

Power swing blockin ﬂPSB 78 Phase-angle measuring or out-of-step
protective relay is a relay that functions at
a predetermined phase angle between two
voltages or between two currents or
<\ \ between voltage and current.

muricat We which establishes an analog connection between two relays (for example
distance or diffeérential pkotection) in two adjacent substations. If this connection is not serial, it is beyond the
scope of the IEC 6 ries, if it is serial it belongs to interface 2, which is also beyond the scope of the
IEC 61850 series. The Tnvolved picoms all refer to the related protection Ins, for example PLDF and PDIS.
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11.2 Logical Nodes for control

11.2.1 Control

Logical Node IEC Description or comments

61850
Alarm handling (creation of group |[CALH For the communication, there is no difference between
alarms and group events) alarms and events if a time tag is added to any data

transmitted.

If several events or alarms have to be combined to
group alarms, a separate, configurable function is
needed. The related LN may be used to calculate new
data out of individual data from different logical nodes.

Remote acknowledgement with
authority shall be possible.

The definition and handlin is‘an enyineering
issue.

Switch controller CSWI The switch control L

Controls any switchgear, i.e. the

. . checks the auth
devices described by XCBR and supervises the’co
XSWI in case of an_imprope

for relegsés from_in
autoreglosure, ete\if a

The pgint-gn-wave b akersgnfroller LN provides all

se ohopen a circuit breaker at a
-@ i.e2 a certain point of the voltage
S rted by a request either from

Point-on-wave breaker controller cPOW
Controls a circuit breaker with
point-on-wave switching capability

lowest stress for switchgear and line. This
lies if one of the voltages is zero. For opening,
the point of minimum stress is calculated referring to
current wave. The selection command activates the
voltage selection. It calculates the point of minimum
stress and issues a closing or opening (depending on
the intended command) execute command with an
absolute time referring to the requested point-on-wave.
For these calculations, the conditions in all three
phases are considered. If switching per phase is
applicable, three execution times are provided.

K77

Interlocking may be totally centralized or totally
decentralized. Since the interlocking rules are basically
the same on bay and station level and based on all
related position indications, the different interlocking
LNs may be seen as instances of the same LN class
Interlocking (IL).

1) Interlocking of switchgear at bay level

All interlocking rules referring to a bay are included in
this LN. Releases or blockings of requested commands
are issued. In the case of status changes affecting
interlocking, blocking commands are issued.

2) Interlocking of switchgear at station level

All interlocking rules referring to the station are
included in this LN. Releases or blockings of requested
commands are issued. Information with the LN bay
interlocking is exchanged.
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11.2.2 Interfaces, logging, and archiving

Logical node IEC Description or comments
61850
Operator interface IHMI 1) Front-panel operator interface at bay level
- control local at bay level to be used for configuration, etc. and local control.
- control at station level 2) Local operator interface at station level

to be used as workplace for the station operator.

The role of the different HMI is not fixed for most of the
functions and is defined in the engineering phase.

Remote control interface or ITCI Telecontrol interface to be used for remote control from
telecontrol interface higher control level.

Basically, the TCI will communicdte the'same data as

the station level HMI or a sub

The role of the different in
of the functions and is d

phase.
Remote monitoring interface or ITMI Telemonitoring interface t\%s d f@te
telemonitoring interface monitoring and intdnange u 'ng sub%ét of all

information a
control.

Archiving I <A}¥hi ng t be&\g)d

In case of seamless communication, some oft remote interfases may exist only virtually. Depending on the
outside world, they may be proxy servers or als any ki of teway

11.2.3 Automatic qu\m\y

Logical Node Descrlptlon or comments
6 5
Automatic tap Chéﬂ@ O| W Automatic function to keep the voltage of a busbar
within a specific range using tap changers. This node
operates the tap changer automatically according to
given setpoints or by direct operator commands
(manual mode)

\/ AVCO Automatic function to keep the voltage of a busbar
within a specific range independently of the means

Automatic_voltage \eﬁgtr
& used.
Reactive Com"‘\> ARCO Automatic function to keep the reactive power flow in a

substation within a specific range using capacitors
and/or reactances.

Earth fault neutralizer control ANCR The grounding of the transformer star point influences
(control of Petersen coil) the short circuit in a network. This grounding is
dynamically determined by a Petersen coil (LN ENF)
controlled by ENFC.

Zero-voltage tripping AZVT If a line connected to a substation is without voltage
longer than a predefined time, the line is switched off
automatically. In contrast to the PTUV which has
settable deviation from the nominal voltage, AZVT is a
binary function only (voltage/no voltage).
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Logical Node IEC Description or comments
61850

Automatic process control GAPC Several functions are sequences. They are collected in
(a generic, programmable LN for the LN type Generic Automatic Process Control

sequences, unknown functions (GAPC). This is a generic node for all undefined

’ ’ functions. These sequences may be implemented with
etc. ) standard PLC languages. The data access and
exchange is entirely the same as for all other LNs.
Examples are

1) Load shedding

To shed in a very selective way parts of the consumers
to avoid the collapse of the network in overload
situations. This load-shedding function may not be
restricted only on frequency criteria-such as PFRQ but
include actual power balance, et¢.

2) Infeed transfer switching

esllting in a busbar change of a
former, if applicable.

conditions (black-out) and to close the
/\ /— me brgakers following certain pre-defined rules.

11.2.4 Meten easuyremen

Logical Node \\/ C Description or comments
AN 0

Measuring NMXU To acquire values from CTs and VTs and calculate

- for operativ rnos measurands such as r.m.s. values for current and
voltage or power flows out of the acquired voltage and
current samples. These values are normally used for
operational purposes such as power flow supervision
and management, screen displays, state estimation,
etc. The requested accuracy for these functions has to
be provided.

NOTE The measuring procedures in the protection
devices are part of the dedicated protection algorithm
represented by the logical nodes Pxyz. Protection
algorithms such as any function are outside the scope
of the IEC 61850 series. Therefore, the LN Mxyz shall
not be used as input for Pxyz. Fault related data such
as fault peak value, etc. are always provided by the
LNs of type Pxyz and not by LNs of type Mxyz.

Metering MMTR To acquire values from CTs and VTs and calculate the

- for commercial purpose energy (integrated values) out of the acquired voltage
and current samples. Metering is normally also used for
billing and has to provide the requested accuracy.

A dedicated instance of this LN may take the energy
values from external meters for example by pulses
instead directly from CTs and VTs.
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- for example for power quality
purpose

Logical Node IEC Description or comments
61850
Sequences and imbalances MsaQl To acquire values from CTs and VTs and to calculate
- for example for stability purpose the sequences and imbalances in a three/multi-phase
power system.
Harmonics and interharmonics MHAI To acquire values from CTs and VTs and to calculate

harmonics, interharmonics and related values in the
power system mainly used for determining power

quality.

11.3 Physical device

N\

61850-5 O IEC:2003(E)

11.3.1 Common identification and behavior
Logical Node IEC Description or mﬁrél\wts

61850 %\\ \\\\\\/>
Logical node device LLNO

I d to the IED of the
pendentfrém all included

d for actions common to all
ode setting, settings, etc.), if

It may be convenient for modelm

substructures, but this is not a y q ireme

in IEC 6185

d\ Wdube\rhqe/éf such nodes for example for device

11.4 System ag@@e%&

Logical Node

Description or comments

General securlty%ph\\yon

’QSAL

Containing logs about security violations.

substation automa

ry equipment

logical nodes represent the power system, i.e. the world seen by the
system via the 1/0Os. Using switchgear related LNs means a dedicated

grouping of I/Os predefined according to a physical device such as a circuit breaker (see

XCBR in 11.5.1).

11.5.1 Switching devices and substation parts
Logical Node IEC IEEE Description or comments
61850 C37.2-
1996
The LN “circuit breaker” covers all | XCBR 52 An AC circuit breaker is a device that is

kinds of circuit breakers, i.e.

switches able to interrupt short

circuits

e without point-on-wave
switching capability

e with point-on-wave switching
capability

used to close and interrupt an AC power
circuit under normal conditions or to
interrupt this circuit under fault or
emergency conditions (IEEE C37.2-1996).

If there is a single-phase breaker, this LN
has an instance per phase. These three
instances may be allocated to three

physical devices mounted in thbocun"

switchgear.
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switch short circuits

« load breakers

e disconnectors

« earthing switches

¢ high-speed earthing switches

Logical Node IEC IEEE Description or comments
61850 C37.2-
1996
The LN “switch” covers all kinds of | XSWI 89 Line switch is a switch used as a
switching devices not able to 52 disconnecting, load-interrupter, or isolating

switch on an AC or DC power circuit (IEEE
C37.2-1996).

If there is a single-phase switch, this LN
has an instance per phase. These three
instances may be allocated to three phys-
ical devices mounted in the switchgear.

These LNs represent the mentioned switching devices and related equipm

ith their entire

inputs, outputs and communication relevant behavior in the SAS.

11.5.2 LN for monitoring by sensors

partial discharge

Logical Node IEC IEEE Descrip n orcomments
61850 C37.2-
1996
Insulation medium supervision SIMS
Monitoring and diagnostics SARC
for arcs ted Switchgear) regarding arcs
or fault arcs.
Monitoring and diagnostics for S LN to supervise the gas volumes of GIS

}Gas Insulated Switchgear) regarding

signatures of partial discharges.

These LNs represent the m\\(oned € sors with” their entire inputs and communication

relevant behavior in th AS

11.5.3 Instru@tr nsforfner

Voltag raW

Logical Node Description or comments
850
Current transformer “TCTR There is one instance per phase. These three/four
instances may be allocated to different physical devices
mounted in the instrument transformer per phase.
TVTR There is one instance per phase. These three/four

instances may be allocated to different physical devices
mounted in the instrument transformer per phase.

NS

These LNs represent the mentioned instrument transformers with all its data and related
settings (if applicable), and communication relevant behavior in the SAS.

11.5.4 Power transformers

Function IEC Description or comments
61850

Power transformer YPTR Connects the voltage levels of the power system in
different configurations (4, Y, two/three windings).

Tap changer YLTC Device allocated to YPRT allowing changing taps of the
winding for voltage regulation.

Earth fault neutralizer (Petersen YEFN Variable inductance (plunge core coil) allowing

coil) adaptive grounding of transformer star point to
minimize the ground fault current.

Power shunt YPSH To bypass the resistor of a resistive grounded

transformer star point for fault handling._D_o_c_un:
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These LNs represent the mentioned power transformers and related equipment with all its
data and related settings (if applicable), and communication relevant behavior in the SAS.

11.5.5 Further power system equipment

Function IEC Description or comments
61850

Auxiliary network ZAXN Generic node for information exchange with auxiliary
networks (power supplies).

Battery ZBAT Provides data about battery status and for control of
the charging/de-charging cycles.

Bushing ZBSH Provides properties and supervision of bushings as
used for transformers or GIS-line connections.

Power cable ZCAB Supervised power system elepfeqt.

Capacitor bank ZCAP Controls reactive power fl

Converter ZCON Frequency conversiop.incl AC)‘QNn?é\SW

Generator ZGEN Generic node for in&{rmawckeng wit&generators.

Gas isolated Line (GIL) ZGIL Mixture ofdatér%»\éwls\s@m ahd SPDC.
Power overhead line ZLIN Superwmx
Motor ZMOT Generl/ c nogefor in I\{QFM exchange with motors.

Reactor ZREA [ cgniols seagtivdpowenlow

Rotating reactive component @R\S\ 4 C\éntrOs ree&ctiv&pl)vqwf{ow.
Surge arrestor ZS>§ éegs\n node Yar infdrmation exchange with surge

tors.

(Thyristor controlled) frequency ZTF Q errsion including AC/DC conversion.
converter

Thyristor controlled react\\\( Z\Fﬂ\\\c)ony@!reactive power flow.
component

These LNs rept w
settings (if applicablg

generators are ou

only. If the data ore details, these have to be covered by appropriated

PICOMs or F\generic LNs such as GGIO.
11.5.6
Function IEC Description or comments
61850
Generic I/0 GGIO Outputs such as analog outputs, auxiliary relays, etc.

not covered by the above-mentioned switchgear related
LNs are sometimes needed. In addition, there are
additional 1/QO's representing devices not predefined
such as horn, bell, target value etc. There are input and
outputs from non-defined auxiliary devices also. For all
these I/O's, the Generic Logical Node GIO is used to
represent a generic primary or auxiliary device (type
Xeo Yoo, Z.).
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11.6 LNs related to system services

Function IEC Description or comments
61850

Time master STIM LN to provide the time to the system (setting and
synchronization).

System supervision SSYS LN to start, collect and process all data for system
supervision.

Test generator GTES LN to start tests by using process signals, but avoiding
any impact on the process (blocking of process
outputs).

equirements from
81850 series.

System functions such as time synchronization and system supervision are
the substation automation system and have to be supported by the
Depending on the selected stack, these support functions may be provided frc
the application. The test generator (GTES) depends on the fun k ed and is
therefore declared as a generic logical node.

12 The application of LN (informative)

12.1 Basic principles

12.1.1 Free allocation of LNs

figures shown with these levels are onl
interaction.

12.1.2 Station level
These logical nodes represent the\ sta ~1.e. not only the station level IHMI, but all

other functions such a King (CILO), alarm and event handling (CALH),
station-wide voI most common prefix is |, but others such as A
and C may appeaiva

These logica he bay level control, automatic, measuring, and protection
functions CILO,”ATCC, MMXU, CSWI, PDIS, PZSU, PDOC, ...). Therefore, for
combined ction devices, the protection LN appears here together with the
control LN. process bus, the LNs of bay level and process level appear together

in one single physicap device. The XCBR then represents the I/O card functionality and the
CSWI the control processor functionality. The most common prefixes are P, C and A but
others such as X may also appear.

12.1.4 Process/switchgear level

These logical nodes represent the power (primary) system, i.e. the power system world as
seen from the secondary system via the 1/Os. They may contain some simple functionality
such as device-related supervision as well as blocking. In case of intelligent 1/Os, logical
nodes from the bay level may move also down to the process level. The most common
prefixes are X, Y and Z.
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12.2 Basic examples
LN for IHMI CALH [ IHMI ciLo
station level
H Human Alarm Interlocking
functions Machine Handler (on
Interface station level)
Generic_
Automatic
LN for Process
bay level GAPC _ng;‘;fl'enc node cswi CiLO ATCC
functions for all non
pre-defined Circuit Interlocking Automatic
functions Breaker (on Tap Chagger
Controller bay level) :qutroller
A\
LN for Generic
process gstuptu?nd
Images -a generic node
(process for all non
equipment) GGIO pre-defined XCBR
process devices

IEC 1909/03

N
LN for I}-}MI IRTI IRMI IHMI IARC IHMI
statiorlev: T v
fungction Rem Remote Human Archiving
elecontrol Monitoring Machine (on
Inyerface Interface Interface station level)
y/ \
A
Generic_
Automatic
for Process
Control
baytevel ) GAPC | S P... MMTR| [MmXxu
function for all non Protection Metering Measuring
pre-defined e.g. PDIS for for
functions Distance Revenues Operation
Protection
LN for Generic
process Input and
images Qutput
- a generic node
(process for all non
equipment) GGIO pre-defined TVTR TCTR TVTR TCTR
process devices
Voltage and Current Instrument Transformers
IEC 1910/03

Figure 8 — Decomposition of functions into interacting LN on different levels:
examples for generic function with telecontrol interface, protection function
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12.3 Additional examples

Single line Physical device bay controller

O (

Fault location

Fault happened

Disturbance
record

RMS demand

LN for IHMI
station’level
functio 4

Interlocking
A Af, AU, Ad reason
\ /2ommand \
o S v [|Response
bay leve /| RREC| [RSYN|Z]cswi| T ciLo

unctio
A 3 y
I fa T
AR Command /
LN for\/ Command
process Response
images | u u ¢ Position

(process
equipment) TCTR TVTR TCTR XCBR XSWI
Current and Voltage Transformers Circuit Breaker and Isolator
IEC 1912/03

Figure 10 — Example for interaction of LNs for switchgear control, interlocking,
synchrocheck, autoreclosure and protection
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