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INTERNATIONAL ELECTROTECHNICAL COMMISSION 

____________ 

 
ELECTRICITY METERING – PAYMENT SYSTEMS – 

 
Part 42: Transaction Reference Numbers (TRN) 

 
FOREWORD 

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising 
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote international 
co-operation on all questions concerning standardization in the electrical and electronic fields. To this end and 
in addition to other activities, IEC publishes International Standards, Technical Specifications, Technical Reports, 
Publicly Available Specifications (PAS) and Guides (hereafter referred to as "IEC Publication(s)"). Their 
preparation is entrusted to technical committees; any IEC National Committee interested in the subject dealt with 
may participate in this preparatory work. International, governmental and non-governmental organizations liaising 
with the IEC also participate in this preparation. IEC collaborates closely with the International Organization for 
Standardization (ISO) in accordance with conditions determined by agreement between the two organizations. 

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international 
consensus of opinion on the relevant subjects since each technical committee has representation from all 
interested IEC National Committees.  

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National 
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC 
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any 
misinterpretation by any end user. 

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications 
transparently to the maximum extent possible in their national and regional publications. Any divergence between 
any IEC Publication and the corresponding national or regional publication shall be clearly indicated in the latter. 

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity 
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any 
services carried out by independent certification bodies. 

6) All users should ensure that they have the latest edition of this publication. 

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and 
members of its technical committees and IEC National Committees for any personal injury, property damage or 
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and 
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC 
Publications.  

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is 
indispensable for the correct application of this publication. 

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of patent 
rights. IEC shall not be held responsible for identifying any or all such patent rights. 

IEC 62055-42 has been prepared by IEC technical committee 13: Electrical energy 
measurement and  control. It is an International Standard. 

The text of this International Standard is based on the following documents: 

Draft Report on voting 

13/1843/CDV 13/1860/RVC 

 
Full information on the voting for its approval can be found in the report on voting indicated in 
the above table. 

The language used for the development of this International Standard is English. 

This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in 
accordance with ISO/IEC Directives, Part 1 and ISO/IEC Directives, IEC Supplement, available 
at www.iec.ch/members_experts/refdocs. The main document types developed by IEC are 
described in greater detail at www.iec.ch/standardsdev/publications. 
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A list of all parts in the IEC 62055 series, published under the general title Electricity metering 
– Payment systems, can be found on the IEC website. 

The committee has decided that the contents of this document will remain unchanged until the 
stability date indicated on the IEC website under webstore.iec.ch in the data related to the 
specific document. At this date, the document will be  

• reconfirmed, 

• withdrawn, 

• replaced by a revised edition, or 

• amended. 

 

IMPORTANT – The "colour inside" logo on the cover page of this document indicates 
that it contains colours which are considered to be useful for the correct understanding 
of its contents. Users should therefore print this document using a colour printer. 
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INTRODUCTION 

The IEC 62055 series recognizes and takes into account the concept of layered interoperability 
for use within the smart metering and smart grid domains. 

It also ensures system element interoperability above the semantic layer to include business 
function and business process interoperability layers within an electricity metering system, thus 
ensuring overall compatibility at all these levels. 

This document is based on the principles the IEC 62055 standards are built on and sets the 
rules for future extensions to guarantee consistency, thus providing a common vocabulary for 
use by utilities to express requirements in tenders and also by vendors to have a unified 
understanding for interpretation of the tender requirements. 

This document forms part of the IEC 62055 series and shares some references with IEC 62055-
41, in that both standards represent TransferCredit tokens utilising 20-digit token carriers. 
However, IEC 62055-41 and IEC 62055-42 differ greatly in their encoding, security mechanism 
and intended use cases. Whereas IEC 62055-41  is meant for predominantly offline systems, 
IEC 62055-42 is intended for mostly online systems where the decimal token carrier is used as 
a back-up mechanism for vending while meters are intermittently offline. 

The IEC 62055 series has been developed by IEC TC13 specifically for electricity metering 
systems, but it is equally applicable in the domain of other utility services such as water and 
gas. 
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ELECTRICITY METERING – PAYMENT SYSTEMS – 
 

Part 42: Transaction Reference Numbers (TRN) 
 
 
 

1 Scope 

This document specifies a token generation mechanism and token structure for smart 
prepayment functionality in markets where IEC 62055-41 compliant systems are not used, and 
where a different security mechanism is required by project-specific or national requirements. 
This document specifies token structure, authentication and an anti-replay mechanism, token 
operating model, and protocol. 

This document is informed by the STS Association key management services, and by the key 
management mechanisms used within the DLMS/COSEM security model within IEC 62056‑6‑2. 
Reference is made to the international STS token standards (IEC 62055-41, IEC 62055-51 and 
IEC 62055-52) for payment metering systems, and interworking has been considered where 
appropriate in terms of token carrier ranges in the decimal domain. IEC 62055-41 tokens and 
those described in this document are not interoperable, however their domains are designed to 
be mutually exclusive to ensure the two kinds of tokens do not interfere with each other. 

Metering application processing and functionality, HAN interface commands and attributes, 
WAN interface commands and attributes are outside the scope of this document; however, 
reference is made to other standards in this regard. 

The mechanism for auditing and retrieving data from the meter relating to tariffication, meter 
readings, profile data and other legal metrology information is outside the scope of this 
document; however, this is defined as part of any overall metering solution. Such interfaces for 
retrieving data from a meter may be defined using suitable protocols such as DLMS/COSEM as 
defined in the IEC 62056 series. 

2 Normative references 

The following documents are referred to in the text in such a way that some or all of their content 
constitutes requirements of this document. For dated references, only the edition cited applies. 
For undated references, the latest edition of the referenced document (including any 
amendments) applies. 

IEC 60050-300:2001, International Electrotechnical Vocabulary (IEV) – Part 300: Electrical and 
electronic measurements and measuring instruments – Part 311: General terms relating to 
measurements – Part 312: General terms relating to electrical measurements – Part 313: Types 
of electrical measuring instruments – Part 314: Specific terms according to the type of 
instrument  
IEC 60050-300:2001/AMD1:2015 
IEC 60050-300:2001/AMD2:2016 
IEC 60050-300:2001/AMD3:2017 
IEC 60050-300:2001/AMD4:2020 

IEC TR 62051:1999, Electricity metering – Glossary of terms 

IEC TR 62055-21:2005, Electricity metering – Payment systems – Part 21: Framework for 
standardization 

IEC 62055-31:2005, Electricity metering – Payment systems – Part 31: Particular requirements 
– Static payment meters for active energy (classes 1 and 2) 
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IEC 62055-41:2018, Electricity metering – Payment systems – Part 41: Standard transfer 
specification – Application layer protocol for one-way token carrier systems 

IEC 62056-5-3:2017, Electricity metering data exchange – The DLMS/COSEM suite – Part 5-3: 
DLMS/COSEM application layer 

IEEE EUI 64, https://standards.ieee.org/develop/regauth/tut/eui64.pdf 

Verhoeff, J.,1975, Error Detecting Decimal Codes, (Tract 29) 

NIST SP 800-38D: 2007, Recommendation for Block Cipher Modes of Operation: 
Galois/Counter Mode (GCM) and GMAC 

3 Terms, definitions, abbreviated terms and notation 

3.1 Terms and definitions 

For the purposes of this document, the terms and definitions given in IEC 60050-300:2001, IEC 
TR 62051:1999, IEC 62055-31:2005, IEC 62055-41:2018, IEC 62055-21:2005 and the 
following  apply. 

ISO and IEC maintain terminological databases for use in standardization at the following 
addresses: 

• IEC Electropedia: available at http://www.electropedia.org/ 

• ISO Online browsing platform: available at http://www.iso.org/obp 

NOTE Where there is a difference between the definitions in this document and those contained in other referenced 
IEC standards, then those defined in this document take precedence. 

3.1.1  
companion specification 
regional, consortia, or manufacturer-specific set of requirements and choices taken from a base 
standard, in order to facilitate a particular set of use cases 

3.1.2  
meter 
measuring instrument; synonymous with “payment meter” and “decoder” where the decoder is 
a sub-part of of a multi-device installation 

3.1.3  
POS 
point of sale; entity that may create and transfer tokens, synonymous with “CIS”, “MIS” and 
“HHU” 

3.1.4  
super token 
group of digits derived from more than one data block of the APDU that shall be entered together 
in sequence to form a larger message 

3.1.5  
utility 
retailer or supplier of an energy or water commodity service 

Note 1 to entry: In the liberalized markets the actual contracting party acting as the "supplier" of the service to the 
consumer may not be the traditional utility as such, but may be a third service provider party. 
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3.2 Abbreviated terms 
AES Advanced Encryption Standard 
AAD AdditionalAuthenticatedData 
AMT Amount 
APDU ApplicationProtocolDataUnit 
CIS Customer Intormation System 
COSEM Companion Specification for Electricity Metering 
DLMS Device Language Message Specification 
EUI Extended Unique Identifier 
GMAC Galois Message Authentication Code 
HAN Home Area Network 
HES Head End System 
HHU Hand Held Unit 
HMI Human to Machine Interface 
ID Identifier 
IHD In-Home Display 
IEEE Institute of Electrical and Electronics Engineers 
KMS Key Management System 
LCS Load Control Switch 
LSB Least Significant Byte 
MAC MessageAuthenticationCode 
MIS Management Information System 
MOD Modulo operation 
MS Most Significant 
MSB Most Significan Byte 
NIST National Institute of Standards and Technology 
NSP National Service Provider 
PIN Personal Identification Number 
POS Point Of Sale 
RANDz Reasonable And Non-Discriminatory with Zero royalty 
RES Reserved 
SE Smart Energy 
SMS Short Message Service 
STN SequentialTokenNumber 
STS Standard Transfer Specification 
TC Technical Committee 
TCDU TokenCarierDataUnit 
TMAC Truncated Message Authentication Code 
TOU Time Of Use 
TSTN TruncatedSequentialTokenNumber 
WAN Wide Area Network 
WG Working Group 
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3.3 Notation 

Entity names, data element names, function names and process names are treated as generic 
object classes and are given names in terms of phrases in which the words are capitalized and 
joined without spaces. 

NOTE The notation used for naming of objects has been aligned with the so called "camel-notation" used in the 
common information model (CIM) standards prepared by IEC TC 57, in order to facilitate future harmonization and 
integration of payment system standards with the CIM standards. 

The symbol "||" inserted between two expressions means that the resultant values of the two 
expressions are concatenated into a single string without separators. 

4 Numbering conventions in this document 

Numbers are in decimal format, unless otherwise indicated. Decimal digit values range from 0 
to 9. 

Binary digit values range from 0 to 1. Binary numbers are indicated by suffix "b". The 
representation of binary strings is such that the least significant bit is to the right of the string 
representation and the most significant bit is to the left of the string. Numbering of bit positions 
starts with bit position 0 which corresponds to the least significant bit of the binary number. 

Hexadecimal digit values range from 0 to 9 and A to F and are indicated by prefix "0x" or suffix 
"hex". 

5 Reference smart meter model 

5.1 Generic functional reference diagram 

In the general case any meter designed to be compliant with this document may contain some 
or all of the functions specified in Figure 1 and a minimum of 1 credit and 1 charge type (more 
are permitted). The diagram in Figure 1 is provided here for reference and context, but is 
outside the normative scope of this document. 
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Figure 1 – Functional block diagram of a generic payment meter 

This document primarily deals with the structure, generation, transport and security of the token 
itself as shown in Figure 1.The generation of the tokens, in the case of meter-terminating 
tokens, happens within some form of software system outside the meter domain by using 
information that is specific to a meter and the generating party. In the case of meter-originated 
tokens the generation of tokens happens within the meter using information relating to the 
specific meter and the intended recipient of such tokens. This information contains, but is not 
limited to, meter identification information and security material such as encryption keys and 
authentication keys. 

The model represents a typical payment meter, housing all the above functions; however, it is 
possible that other multi-device architectures may comply with the generic model. For example, 
delivery of the token could take place through a proxy device. 

It is also possible for a token in this architecture to be delivered through the HAN or WAN 
interface or separate Human Machine Interface (HMI). 

Because of the variety of use cases required for smart metering it may be necessary for a token 
to be transported / tunnelled through multiple protocols. This means that a common transport 
protocol is not practical and is not necessary for this document. 
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All that is required for it to be transported is to define the data format and payload of the token 
and ensure that the format of the token is simple and flexible enough to be accommodated as 
a tunnelled object within any transport protocol (from the view of the token). 

5.2 Token transfer protocol reference model 

 

Figure 2 – Reference model as a 2-layer collapsed OSI protocol stack 

Figure 2 shows the token generation system and meter interface using a protocol representation 
describing a system that generates a token using some specific concatenated data items to 
make a binary payload, which is optionally encrypted (depending on SubClass), creating an 
ApplicationProtocolDataUnit (APDU). The binary payload is then converted into a decimal 
number that is known as the TokenCarrierDataUnit (TCDU) and the TCDU can be transported 
to a meter in some way via a physical protocol layer (this could be via a paper printed token 
carrier, over the air or any other mechanism). Where human interaction is required (e.g. when 
printed, entered via a keypad, or spoken) the TCDU shall be in decimal form but may be 
represented in a format other than decimal, e.g. over the air transport. After transporting the 
TCDU to the meter’s interface, it is the responsibility of the meter’s application protocol layer 
to convert and decrypt the TCDU and deliver the payload to the appropriate function in the 
payment meter application process. 

The TCDU may be delivered to the meter in a variety of ways, including but not limited to: 

• remotely by some communications interface ("over the air"); 

• locally by a physical token carrier; 

• manual entry process initiated by the user. 

In addition to a TCDU created for delivery to a meter it is also possible within this document for 
the meter to create a TCDU for delivery to and processing by some other external software 
system (see 6.2.5.4). 
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5.3 Dataflow from the POSApplicationProcess to the TokenCarrier  

Figure 3 shows a generic process for creating a TCDU from an APDU, whereby binary data 
items are concatenated to construct an APDU and then undergo a number of mandatory and 
optional operations to convert the APDU into a decimal TDCU. The TCDU is then used as the 
encoded payload to send to a payment meter over a variety of physical and transport media. 

 

Figure 3 – Generic model of POSApplicationProcess to TokenCarrier 

5.4 Dataflow from the TokenCarrier to the MeterApplicationProcess 

The flow of data from the TokenCarrier to the MeterApplicationProcess is shown in Figure 4. 

 

Figure 4 – Dataflow from the TokenCarrier to the MeterApplicationProcess 

Full document details: IEC 62055-42-2022

http://avadocuments2026.com/doc/iec-62055-42-2022
http://avadocuments2026.com/doc/iec-62055-42-2022


IEC 62055-42:2022 © IEC 2022 – 17 –   

5.5 MeterFunctionObjects / companion specifications  

As shown in Figure 2, the TokenCarrierToMeterInterface, which also includes the TokenCarrier, 
is dealt with in this document. The remaining MeterFunctionObjects shown in the diagram are 
defined in companion specifications and are not normative to this document. (See 3.1.1 ). 

6 POSToTokenCarrierInterface application layer protocol  

6.1 APDU: ApplicationProtocolDataUnit 

6.1.1 Data elements in the APDU 

The Token payload in the APDU is a (61-bit for SingleTokenPayload) binary payload comprising 
a number of smaller data elements as given in 6.3. 

To construct a full APDU, additional data elements are required such as SubClass, Truncated 
SequentialTokenNumber (TSTN), Data and TruncatedMessageAuthenticationCode (TMAC). 

Table 1 gives details of Basic and Derived data for elements of the APDU construction. 

Table 1 – Basic and derived elements of APDU and TCDU construction  

Data element name Context Data 
element 
format 

Size Range Basic/ 
Derived 

Reference 

AdditionalAuthentication
Data (AAD) 

Additional octets of data 
that can be placed in the 
MAC calculation string 
for calculation of a MAC. 

Binary Variable Variable Derived 6.1.14 

Data Data in APDU depends 
on SubClass type 

Binary Variable All possible 
values based 
on data size 

Basic or 
Derived 
data 
depending 
upon 
SubClass 
type 

 

FunctionIndex A parameter which is 
used to enforce token 
acceptance at receiving 
end in a particular order. 

Binary 32 bits All possible Basic 6.1.9 

InitializationVector (IV) Part of the AAD required 
for the GMAC algorithm. 

Binary 96 bits Fixed value of 
0x00000000 
concatenated 
with 
SupplierID of 
64 bits 

Derived Figure 7 

MessageAuthenticationC
ode 

(MAC)  

Message authentication 
code generated using 
the TokenPayload and 
other data elements. 
This MAC is then 
truncated to form 
TruncatedMAC and the 
TMAC added to the 
TokenPayload as the 
LSB to form the APDU 

Binary 128 bits All possible 
values 

Derived 6.1.13 

MessageIdentifier It is an octet data that is 
used to prepare AAD 
and is made up of 
multiple data elements 
as per SubClass type. 

Binary Variable Variable Derived 6.1.5 

MeterID Individual unique 
identification for a 
specific meter. 

Binary 64 bits  Basic 6.1.3 
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Data element name Context Data 
element 
format 

Size Range Basic/ 
Derived 

Reference 

Offset A constant numerical 
value used in production 
of a TCDU to offset the 
numerical token to a 
value that does not clash 
with Class 0, 1, 2, 3, 4 or 
6 tokens. 

Binary or 
decimal 
according 
to context 
of use 

63 bits 
or 19 
digits 

Specific value 
detailed in 
Table 9 

 6.1.17 

SequentialTokenNumber 

(STN) 

A per meter unique 
token number that is 
used in full to create a 
MAC for an APDU, of 
which only the 10 LS bits 
are included in the 
APDU and referred to as 
the 
TruncatedSequentialTok
enNumber (TSTN) 

Binary 32 bits All possible 
values 

Basic 6.1.6 

SingleTokenPayload The actual token data 
that is to be transferred 
to the meter prior to 
processing, including 
truncated MAC and/or 
encryption, with 3 
additional MS bits 000b 
to pad out to 64 bits. 

Binary 61 bits  

All possible 
values 

Derived 6.1.11 

SuperTokenPayload The payload considered 
from multiple tokens 
when a series of tokens 
is presented to the meter 
in order. This payload is 
larger than the 61 bits as 
it shall incorporate the 
initial 61-bit payload of 
the first data block in the 
series (with 3 additional 
MS bits with 000b to pad 
out to 64 bits) and then 
all of the binary payloads 
of the subsequent data 
blocks in the set. Also 
for each data block 2 
onwards in the set there 
shall be in the inclusion 
of 3 additional bits of 
000b value to pad to 64-
bit equivalent payloads. 

Binary 122 bits 

Or 

183 bits 

Or 

244 bits 

3 discrete 
values 
depending on 
whether the 
SuperToken 
is 2 or 3 or 4 
blocks long. 

Derived 6.1.12 

SubClass Defines the type of token 
and whether token is 
encrypted or not. This 
information is never 
encrypted in token 

Binary 4 bits All possible 
values 

Basic 6.2.3 

and  

6.2.4 

SuperTokenBlockToFollo
w 

Identification of the 
number of the block in 
the chain of data blocks 
in the case of SubClass 
10 token. This value 
represents the number of 
blocks to follow.  

Binary 2 bits All possible 
values 

(00b, 01b, 
10b) except 
11b 

 See  B.1.2 

SupplierID An identification number 
specific to the party 
creating the token.  

Binary 64 bits All possible 
values 

Basic 6.1.2 

TruncatedSequnetialTok
enNumber (TSTN) 

As STN data size is 32 
bits, its 10 LS bits, 
referred to as 
TruncatedSequentialTok
enNumber (TSTN), are 
used in the APDU 
payload data. 

Binary 10 bits All possible 
values 

Derived 6.1.7 
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Data element name Context Data 
element 
format 

Size Range Basic/ 
Derived 

Reference 

TruncatedMAC (TMAC)  32 LS bits of MAC Binary 32 bits All possible 
values 

Derived 6.1.13 

TokenOriginationID An indication of the 
direction of the token – 
meter originating or 
meter terminating. 

Binary 8 bits 0x01, 0x02 Basic 6.1.4 

 

6.1.2 SupplierID 

The SupplierID uniquely identifies the creater of the token that may be a utility, vending network, 
or some other third party service provider. The SupplierID may be a project-specific value 
assigned to an individual meter and shall be globally unique. Typically, this could be a client 
System Title as defined in DLMS/COSEM (See IEC 62056-5-3:2017, 4.1.3.4) or an IEEE EUI 
64 or some other 64-bit identifier chosen for a project and managed by some official Registration 
Authority or other party to guarantee its uniqueness.  

6.1.3 MeterID 

The MeterID may be a project-specific value assigned to an individual meter and shall be 
globally unique. Typically this could be a meter (server) System Title as defined in 
DLMS/COSEM (See IEC 62056-5-3:2017, 4.1.3.4) or an IEEE EUI 64 or some other 64-bit 
identifier chosen for a project and managed by some official Registration Authority or other 
party to guarantee its uniqueness. 

6.1.4 TokenOriginationID  

This field indicates whether the token was generated from the meter or from the HES and is 
included in the MAC calculation. The assigned values are: 

• 0x01 for Commands (to meter); 

• 0x02 for Responses (from meter); 

• 0x03….0xFF reserved for future assignment. 

6.1.5 MessageIdentifier   

It is an octet data array which is used in the derivation of AAD. MessageIdentifier data derivation 
information for unencrypted and encrypted sub-classes  is given in Table 2. 
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Table 2 – SubClass-wise MessageIdentifier detail and SubClass Functional Class  

SubClass Description Message-Identifier SubClass 
Functional 

Class  

Remarks 

Unencrypted 
sub-classes 

    

0 Unencrypted 
TransferCredit 

SupplierID  

||MeterID  

||TokenOriginationID (0x01) 

||STN (Supplier generated 
non- SpecialFunction token 
counter)  

||FunctionIndex (optional) 

1 FunctionIndex will remain 
0 as no "TransferCredit + 
Function" token SubClass 
is present 

1 SpecialFunction token SupplierID  

||MeterID  

||TokenOriginationID (0x01) 

||STN (Supplier generated 
SpecialFunction token 
counter) 

3  

2 – 7 RESERVED    

Encrypted 
sub –

classes 

    

8  TransferCredit SupplierID 

||MeterID  

||TokenOriginationID (0x01) 

||STN (Supplier generated 
non-SpecialFunction token 
counter)  

||FunctionIndex 

1 FunctionIndex will be the 
value as used in 
previously issued 
"TransferCredit + 
Function" token. 

9 SpecialFunction token SupplierID 

||MeterID 

||TokenOriginationID (0x01) 

||STN (Supplier generated 
SpecialFunction token 
counter) 

3 Whenever a 
SpecialFunction token is 
accepted by a meter then 
any earlier 
SpecialFunction tokens 
will be rejected if entered 
subsequently.  

10 TransferCredit + 
Function 

SupplierID 

||MeterID 

||TokenOriginationID (0x01) 

||SequentialTokenNumber 
(Supplier generated non-
SpecialFunction token 
counter) 

||FunctionIndex 

1 FunctionIndex =  
(last FunctionIndex + 1) 

11 MeterGenerated token SupplierID 

||MeterID 

||TokenOriginationID (0x02)  

||SequentialTokenNumber 
(MeterGenerated token 
counter) 

No SubClass 
group rule 
required for 
token to be 
accepted at 
HeadEndSystem. 

 

12 – 15 RESERVED    
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6.1.6 SequentialTokenNumber (STN) 

This value is a 32-bit number that is generated and managed by the HES (or by the meter in 
the case of meter-generated tokens). It is a monotonically increasing counter that increments 
with each token generated for, or by, the meter in order to prevent replay of tokens. Each token 
generated for, or by, a particular meter shall have a different STN until the point at which the 
STN rolls over. However, it is assumed that with normal TransferCredit patterns, the periodicity 
of roll over will be very long (much greater than the lifetime of a meter). The STN shall be 
truncated and the 10 least significant bits shall be used in the token payload and shall be called 
the TSTN (see 6.1.7); however, the full 32-bit value of STN, which is reconstructed by the meter, 
shall be used to calculate the MAC for the token. 

The generation of a token for or by any one meter shall not affect the sequence of STN instances 
generated for or by any other meter. The first token generated for any SubClass shall have an 
STN value of 0x00000001. 

6.1.7 TruncatedSequentialTokenNumber (TSTN) 

To save space within the token the full 32-bit STN is not transferred. Its MS 22 bits change very 
infrequently and can safely be deduced from the 10 LS bits of a token; these LS 10 bits are the 
TSTN. 

There are various ways to deduce the full STN based on the TSTN, one of which is by the 
principle of a sliding window whereby the meter (or the HES in the case of a meter-generated 
token) shall never accept a token that has a TSTN that is more than X higher or more than Y 
lower than the last accepted token where the unsigned sum of X and Y is no more than 256. 
The reason for this is to prevent the unobserved rollover of the 10-bit field of STN (i.e. TSTN). 
Given that older tokens are more likely to be presented to the meter out of order than newer 
tokens, it is recommended that the sliding window of token acceptance is biased towards the 
past, meaning that Y will be larger than X. 

6.1.8 Deducing the MS part of STN and validating TSTN 

STN, N, is validated by relating it to previous STN values accepted by the meter (or HES in the 
case of a meter-generated token) for tokens of the same SubClass. 

The following data need to be used by the meter (HES in case of a meter generated token) to 
deduce and validate STN for each SubClass: 

a) MN is the maximum value of N of the token already accepted (by the meter or HES as per 
SubClass) where M has an initial value of 0 (unless otherwise specified in a companion 
specification); 

b) LN is the lower acceptable value of N that is valid, where LN has an initial value of 1 for all 
sub-classes; 

c) UN is the upper acceptable value of N that is valid (having initial value of 128 for SubClass 
0, 128 common value for SubClass 8 and SubClass 10, whereas  intial value is 512 for 
SubClass 9 as derived from Table 3; 

d) LS(N) (i.e. TSTN) is the least significant part of N, which is available in the token payload; 
e) R is the number of possible values of TSTN. For example: TSTN has a 10-bit field and R 

has a value of 1 024 and TSTN has possible values from 0 to 1 023; 
f) MS(N) which is included as input information in MAC and can be deduced at the meter end; 
g) MN, limits LN and UN are stored having data size similar to the full STN value of 32 bits and 

are not transmitted in the token. 

Table 3 gives one example of defining LN and UN for each SubClass of token considering the 
number of tokens to be issued. 
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Table 3 – Example of defining LN and UN for each SubClass 

Sub 
Class 

LN UN Comment 

0  MN + 1 – 3R/8   
 
or  

LN  if value of (MN + 1 
– 3R/8  ) is less than 
present value of LN 

MN + R/8 The range between, and including the limits, is normally R/2. 
This defines a window of acceptance. The upper limit is a few 
more than the highest transaction number accepted so that some 
future transactions can be entered out of sequence. 

LN shall be stored. 

UN can be calculated from MN. 

1  MN + 1 MN + R/2 Only transactions later than the last one accepted will be 
accepted, but there is a range of tolerance for omitting 
transactions from the sequence. 

LN and UN can be calculated from MN. 

8 and 10 MN + 1 – 3R/8   
 
or  

LN  if value of (MN + 1 
– 3R/8  ) is less than 
present value of LN 

MN + R/8 The range between, and including the limits, is normally R/2. 
This defines a window of acceptance. The upper limit is a few 
more than the highest transaction number accepted so that some 
future transactions can be entered out of sequence. 

LN shall be stored. 

UN can be calculated from MN. 

SubClass 10 token acceptance in strict sequence of issuance by 
POS/HES is ensured by the parameter called "FunctionIndex". 
This is described in 6.1.9. 

9 MN + 1 MN + R/2 Only transactions later than the last one accepted will be 
accepted, but there is a range of tolerance for omitting 
transactions from the sequence. 

LN and UN can be calculated from MN. 

    

11 MN + 1 – 3R/8   
 
or  

LN if value of (MN + 1 
– 3R/8  ) is less than 
present value of LN 

MN + R/8 The range between, and including the limits, is normally R/2. 
This defines a window of acceptance. The upper limit is a few 
more than the highest transaction number accepted so that some 
future transactions can be entered out of sequence. 

LN shall be stored. 

UN can be calculated from MN. 

X …   X is future SubClass which may use additional methods to 
enforce different rule/rules.  

New sub-classes could be defined with the same behaviour as 
existing ones; this could allow distinct sub-classes to use 
identical acceptance rules without their numbers interacting as 
would be the case if they were assigned to the same sub-class. 

NOTE For SubClasses 8 and 10 only 1 row is used in above column. This is to indicate that these two sub-classes 
share a common STN value, LN and UN. 

 

In the above example, R is 1 024 and the range of TSTN is 0 to 1 023, so if STN is 1 040 then 
TSTN = 1 040 MOD 1 024 = 16. 

For Class 5 SubClass 0 and Class 5 SubClass 8, the process of validating STN and deducing 
MS(N) is given in Table 4. 

Full document details: IEC 62055-42-2022

http://avadocuments2026.com/doc/iec-62055-42-2022
http://avadocuments2026.com/doc/iec-62055-42-2022


IEC 62055-42:2022 © IEC 2022 – 23 –   

Table 4 – Process of validating STN and deducing MS(N) 

Description of the check 

If LS(LN) < LS(UN) [so that MS(LN) = MS(UN)] then: 

   if TSTN < LS(LN) then N is rejected else  

   if TSTN > LS(UN) then N is rejected 

   else N is accepted and MS(N) = MS(LN) = MS(UN); 

 

If LS(LN) > LS(UN) [so that MS(LN) + 1 = MS(UN)] then: 

   if TSTN ≥ LS(LN) then MS(N) = MS(LN) else  

   if TSTN ≤ LS(UN) then MS(N) = MS(UN) 

   else N is rejected; 

 

Example 1: 

• Last accepted token SubClass 0 STN: 407(decimal) = 0x00000197(hexadecimal) (see Table 5 and Table 6). 

Table 5 – Last accepted token example(a) 

Last accepted 
sub-class 0 
token STN 

value 

LN UN New sub 
class 0 token 

STN value  

LS(LN) LS(UN) New sub 
class 0 token 
TSTN value  

Condition 
Checks 

MS(N) 

(decimal) (decimal) (decimal) (decimal)   (decimal)   

407 24 535 408 24 535 408 LS(LN)< 
LS(UN) is 
TRUE. 

MS(LN) = 
MS(UN) = 0 

 

Table 6 – Last accepted token example(b) 

STN 0.........................23 24.....................535 536.................1 023 

TSTN 0.........................23 24.....................535 536.................1 023 

Deduced MS with token 
acceptance or rejection status 

Rejected Accepted,MS = 0 Rejected 

 

Example 2: 

• Last accepted token SubClass 0 STN: 1023 (decimal) = 0x000003FF (hexadecimal) (see Table 7 and Table 8). 
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Table 7 – Last accepted token example(c) 

Last Accepted 
sub class 0 
token STN 

value 

LN UN New sub 
class 0 

token STN 
value  

LS(LN) LS(UN) New sub 
class 0 token 
TSTN value  

Condition 
checks 

MS(N) 

(decimal) (decimal) (decimal) (decimal)   (decimal)   

1 023 640 1 151 1 024 640 127 0 LS(LN)< 
LS(UN) is 
FALSE. 

LS(LN)> 
LS(UN) is 
TRUE. 

TSTN ≤ 
LS(UN) is 
TRUE. 

MS(N) = 
MS(UN) = 1 

 

Table 8 – Last accepted token example(d) 

STN 0.........................639 640.....................1 
023 

1 024...................1 
151 

1 152 and 
above 

TSTN 0.........................639 640.....................1 
023 

0..........................127 128 and above 

Deduced MS with 
token acceptance or 

rejection status 

Rejected Accepted,MS = 0 Accepted, MS = 1 Rejected 

 

If the token is accepted and STN having value N is greater than the largest STN previously 
accepted by the meter, the limits LN and UN are advanced according to the sub-class range 
table given in Table 3. 

6.1.9 FunctionIndex 

FunctionIndex is a 32-bit unsigned integer and is used to enforce the order of acceptance of 
particular tokens or groups of tokens. Whenever the TransferCredit system generates a token 
of a type that shall be entered into the meter (typically a token intended to change the meter’s 
operation or tariff, as opposed to simply transferring credit), it will increase FunctionIndex by 
one. The meter requires every token of SubClass 8 entered to either have FunctionIndex equal 
to or lower than the highest FunctionIndex accepted and for SubClass 10 to have a 
FunctionIndex one more than the highest value already in the meter memory. Therefore, by 
giving two tokens Q and R of this functional group FunctionIndex values q = p+1 and r = p+2 
respectively, where p is the highest FunctionIndex previously accepted for token P, the meter 
will not accept token R until token Q has been entered and accepted by the meter.  

NOTE q = p+1 ensures that Q can be entered when the meter’s FunctionIndex is p, and the effect of Q is to advance 
it from p, whereas R cannot be entered before Q while FunctionIndex is still p (as r = p+2 not p+1), but R can be 
entered after Q as r = q+1. 

As far as the token is concerned, FunctionIndex is a partially implied value (rather than one 
explicitly and completely transferred within the token) that is maintained by the meter as part of 
the meter application process in an internal register and also maintained in the HES and used 
in generating and validating the MAC. 

Every time a SuperToken is generated of a type that shall be entered into the meter, 
FunctionIndex is increased by 1. 

When the meter sees a TransferCredit+Function SubClass token it will add 1 to the 
FunctionIndex internal register to validate the SuperToken. 
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The sub-tokens within the SuperToken are controlled by the STN in the first token for anti-
replay. One counter value (STN) is assumed for the complete SuperToken. 

The ordering of the sub-tokens in the SuperToken is managed exclusively by the first 2 bits of 
the follow-on tokens indicating tokens left to arrive. 

The sub-tokens within a SuperToken shall be entered in a contiguous set without other tokens 
or sub-tokens in the sequence. 

The sub-tokens, including the first, all need to be entered in the correct order. Because the 
CheckDigit is calculated including preceding sub-tokens it is NOT permissible for sub-tokens 2, 
3, or 4 to be entered out of order. 

Validating such functional token where previous accepted token had FunctionIndex C, value 
(C+1) is to be used. 

The first token of a type that shall be entered into the meter strictly in sequence, shall have a 
FunctionIndex group number of zero. 

6.1.10 Relating the FunctionIndex and STN 

From the STN itself FunctionIndex is computed at the meter-end. To do this, the maximum STN 
value of a SubClass token, already accepted by the meter, is to be saved in an array in an 
element corresponding to the number derived from either "FunctionIndex" or "FunctionIndex 
and Maximum number of array elements in the array" whenever FunctionIndex is incremented. 

Relating FunctionIndex and STN is done to achieve the SubClass 8 token acceptance at the 
meter-end without skipping SubClass 10 tokens. Whenever any SubClass10 token passes the 
authentication," STN value of the token – 1" is saved in an array in memory corresponding to 
the element number equivalent to either {"FunctionIndex" -1} or {"Function Index MOD number 
of array elements"-1}. This array is referred too onwards as TokenGroupArray.  

For example, for a given meter, a total of 7 tokens are issued since the meter installation and 
out of these 7 tokens, tokens having STN value 0x00000001,0x00000005 and 0x00000008 are 
of SubClass 10 then TokenGroupArray of 10 elements have values as follows: 

0x00000000; 0x00000004; 0x00000007; 0x00000088; 0x00000000; 0x00000000; 0x00000000; 
0x00000000; 0x00000000; 0x00000000. 

Now, along with above data, the meter FunctionIndex has stored a value of 0x00000003. 

So if a missed SubClass 8 token is having a TSTN value of 0x00000006 and the deduced STN 
is 0x00000006, then by comparing STN to STN values already stored in array elements of 
TokenGroupArray, true "FunctionIndex" associated with that SubClass token can be derived. If 
the missed token having STN 0x00000006 when entered to the meter, the meter will scan the 
array and check the condition for each element and condition will become TRUE for array 
element number 0x02. Therefore, the arrived token’s FunctionIndex is 0x00000002 and this will 
be used to derive the TMAC of the token.  

So, based on the below two cases:  

• case 1: The meter’s current FunctionIndex is less than or equal to the number of 
TokenGroupArray elements; 

• case 2: The meter’s current FunctionIndex is greater than the number of TokenGroupArray 
elements. 
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By scanning from the appropriate starting array element until the arrived token’s STN value is 
less or equal to the value stored in the array element and by applying an appropriate fomula, 
one can derive the value of FunctionIndex. 

For case 1: 

Starting from array element 0, scan and check when the arrived token’s STN value is less or 
equal to the value in the array element. If true, then the value of FunctionIndex equals the array 
element number. 

For case 2: 

Starting from the array element "N" (where N = the current value of FunctionIndex MOD total 
elements in the array), scan and check when the arrived token’s STN value is less or equal to 
the value stored in the array element. If true, then the value of FunctionIndex equals the current 
value of FunctionIndex plus the current array element number minus the number of elements in 
the array minus 1. 

This is how the STN itself provides the detail of  FunctionIndex to which it belongs. 

For example: if the maximum STN of a token already accepted in functional group 1(SubClass 
0 for unencrypted tokens or SubClass 8 "TransferCredit" and SubClass 10 
"TransferCredit + Function" of encrypted tokens) is 100d then the new STN of the token type 
shall be higher than 100d if FunctionIndex needs to be changed. 

For maximum STN value of SubClass 8 "TransferCredit" type of token already accepted with 
FunctionIndex 0d is 100d. 

The first time SubClass 10 "TransferCredit + Function" token is being issued, the range of the 
token to be accepted in future is computed as follows: 

a) Complete range for token: 
LN = MN + 1 – 3R/8, 

UN = MN + R/8 

MN is the maximum value of N of the token already accepted.  
LN is the lower limit of the STN N that is valid. 

UN is the upper limit of the STN N that is valid. 

i.e. last accepted token STN value is 100d, LN = 0d, UN = 228d and MN = 100d. 

b) If  the token of SubClass 10 "Transfer Credit + Function" is generated with FunctionIndex 
1d and STN value (i.e. N = 101d) and when MAC and all other validation criteria of the token 
are found to be valid after the token validation process, (MN – 1)d (i.e.100d) is stored at the 
0th element of  TokenGroupArray ( which keeps record of MN corresponding to 
FunctionIndex, each array element of 4 bytes) in memory and UN (i.e.228d) is stored atthe 
1st element of 4-byte UN  maintaining array in memory. So, SubClass 8 "TransferCredit" 
tokens of type having STN value LN to MN (i.e. 0d to 100d) belongs to FunctionIndex 0d 
and "TransferCredit" token type having STN values belong to FunctionIndex 1d are MN+1 
to UN i.e. 101d to 228d. Also in above case if UN is changing due to acceptance of 
"TransferCredit" token/tokens without modification in value of FunctionIndex then the meter 
will also update the 1st element of the array with the new UN value. 

As the next step the vending system shall generate another TransferCredit token with 
FunctionIndex 1d only and STN value from the range 102d to 228d. (Say TranferCredit token 
having STN value 101 with incremented FunctionIndex with value 1). 
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The number of elements in TokenGroupArray in memory, which keeps record of "relating 
FunctionIndex and STN", should be kept considering the following three factors: 

• How frequently does the tariff change in the particular utility market?; 

• What is the expected life of the meter?; 

• How many  Class 5 SubClass 10 "TranferCredit+Function" tokens are expected to be issued 
due to tariff changes?. 

6.1.11 SingleTokenPayload 

The SingleTokenPayload is a 61-bit value made up as follows: 

a) The 32-bit TMAC which is truncated from LS part of 128 bit MAC and placed in LS 32 bits 
of the 61-bit Token data (see 6.2); 

b) The remaning 29-bit value is padded out with 3 bits having value 000b in the MS position to 
create a 32-bit number. 

The content and meaning of the MS 29 bits of 61 bits value of SingleTokenPayload vary 
according to the token SubClass (see 6.2). 

For example: Class 5 SubClass 0 ( see 6.2.4.1 ), Class 5 SubClass 8 (see 6.2.5.1) and Class 5 
SubClass 9 (see 6.2.5.2 ) are having SingleTokenPayload with one data block.  

Refer to Figure 9 and 6.1.15 to understand TMAC derivation for SingleTokenPayload. 

6.1.12 SuperTokenPayload 

The SuperTokenPayload shall be a variable length of bits of the APDU, that is dependent on 
the number of data blocks that are considered together to make a token. 

The payload of SuperTokenPayload varies depending on the number of data blocks in the 
SuperToken, i.e. 122 bits (61 bits + 61 bits), 183bits (61 bits + 61 bits + 61 bits), 244 bits (61 
bits + 61 bits + 61 bits + 61 bits) for 2, 3 or 4 data blocks respectively. Though 
SuperTokenPayload size is mentioned in bits above for a discrete number of data blocks, each 
data block related 61 bits are stored in 8 bytes storage space by keeping each block 3 MS bits 
as 000b. 

For example: Class 5 SubClass 10 having SuperTokenPayload (see 6.2.5.3). 

Refer to Figure 10 and 6.1.16 to understand TMAC derivation for SuperTokenPayload. 

6.1.13 MessageAuthenticationCode (MAC) and TruncatedMAC (TMAC) 

6.1.13.1 MAC calculation 

The 128-bit MAC calculation is performed over the following data elements for 
SingleTokenPayload in accordance with Figure 5. 

In Figure 5, Generic Block 0 is shown as full 64 bits, but only the MS 32 bits are taken in AAD 
payload construction as per token SubClass. This is also described in 6.1.14. 
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Figure 5 – Generic data elements for AAD payload  
construction for SingleTokenPayload 

The 128-bit MAC calculation is performed over the following data elements for 
SuperTokenPayload in accordance with Figure 6. 

In Figure 6, Generic Block 0 is shown fully, but only the MS 32 bits are taken in AAD payload 
construction as per token SubClass. This is also described in 6.1.14. 
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Figure 6 – Generic data elements for AAD  payload  
construction for SuperTokenPayload 

Figure 7 gives the information on how to prepare the IV payload using InvocationField and 
SuppliedID data elements. 

 

Figure 7 – InitializationVector (IV) construction 

6.1.13.2 GMAC construction 

Figure 8 shows data elements taken as input to the GMAC Engine to derive the MAC value. 
The 32 LS bits of this MAC value is used as TMAC in the APDU construction. 
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The GMAC algorithm, based on the use of AES-128, is used for the calculation of the MAC as 
specified in NIST SP 800-38D: 2007. 

 

Figure 8 – GMAC construction 

6.1.14 AdditionalAuthenticationData (AAD) 

AAD shall be made up of the following concatenation: 

AAD = MessageIdentifier || 32 MS bits of generic block 0 data payload || 64 bits of generic 
block 1 payload (optional) || 64 bits of generic block 2 payload (optional) || 64 bits of generic 
block 3 payload (optional). 

NOTE 1 The number of block payloads in AAD depends on the sub-class and the data to be sent in the sub-class. 

NOTE 2 Sub-class detail and block sequence numbers are not included in AAD. 

6.1.15 SingleTokenPayload AAD preparation, TMAC derivation and APDU  preparation 

This subclause describes how to prepare AAD for the SingleTokenPayload based on data 
elements for SubClass 8 token, derivation of TMAC and thereby updating of the complete APDU 
for the SubClass 8 token. 

Figure 9 shows a TMAC derivation example for SubClass 8 token considering the approach 
given in Figure 8. 

Below are data elements either in basic value form or in hexadecimal value for: 

• SupplierID: 90 78 EF 56 CD 34 AB 12; 

• MeterID: 45 44 4C 98 E1 25 47 4E; 

• TokenOriginationID: 0x01; 

• STN: 00 00 00 01; 

• FunctionIndex: 00 00 00 00; 

• Amount to transfer: 8090d. 

Derived IV and MessageIdentifier instances are as follows: 

• InitializationVector Buffer: 12 AB 34 CD 56 EF 78 90 00 00 00 00; 
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• MessageIdentifier Buffer: 12 AB 34 CD 56 EF 78 90 45 44 4C 98 E1 25 47 4E 01 01 00 00 
00 00 00 00 00; 

• 32 MS bits of SingleTokenPayload: Block1(Byte7)10 00 9F 9A (Byte4); 

• AdditionalAuthenticationDataBuffer: 12 AB 34 CD 56 EF 78 90 45 44 4C 98 E1 25 47 4E 01 
01 00 00 00 00 00 00 00 9A 9F 00 10; 

• AuthenticationKey: 3C 4F CF 09 88 15 F7 AB A6 D2 AE 28 16 15 7E  2B. 

SHAPE  \* MERGEFORMAT  

Figure 9 – Class 5 SubClass 8 TMAC derivation and full APDU preparation example  

6.1.16 SuperTokenPayload AAD preparation, TMAC derivation and APDU preparation 

This subclause describes how to prepare the AAD for the SuperTokenPayload based on data 
elements for the SubClass 10 token, derivation of TMAC and thereby updating of the comlete 
APDU for the SubClass 10 token. 

Figure 10 shows a TMAC derivation example for a SubClass 10 token considering the approach 
shown in Figure 8. 

MS 32bits of Class 5 Subclass 8 token APDU (See 6.2.5.1 ) 
(MS Byte7)10 00 9F 9A hex (Byte4) 

00010000 00000000 10011111 10011010  

 

64bits of Class 5 Subclass 8 token APDU ( See 6.2.5.1) 

(MSB)10 00 9F 9A 17 EB F6 40 hex(LSB) 

00010000 00000000 10011111 10011010 00010111 11101011 11110110 01000000 

 

AuthenticationKey(16 bytes) 

 (MSB)3C 4F CF 09 88 15 F7 AB A6 D2 AE 28 16 15 7E 2B 
(LSB) 

 

GMAC Engine 

Encryption Mode 

Input Plain Text Size – 0 bytes 

Output Encrypted Text Size – 0 bytes 

 

InitializationVector(12 bytes) 

(MSB) 00 00 00 00 90 78 EF 56 CD 34 AB 12 (LSB) 

 

MAC (16 bytes) 

(MSB)DF F2 F4 32 BC 70 A5 C5 C4 2B 3F 38 17 EB F6 
40(LSB) 

AdditionalAuthenticationData  

(MSB)10 00 9F 9A 00 00 00 00 00 00 00 01 01 4E 47 25 E1 98 4C 44 45 90 78 EF 56 CD 34 AB 12 hex(LSB) 

(MSB)00010000 00000000 10011111 10011010 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000001 
00000001 01001110 01000111 00100101 11100001 10011000 01001100 01000100 01000101 10010000 01111000 11101111 

01010110 11001101 00110100 10101011 00010010(LSB) 
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Below are data elements either in basic value form or in hexadecimal value form (as stored in 
memory in little endian format): 

• SupplierID: 90 78 EF 56 CD 34 AB 12; 

• MeterID: 45 44 4C 98 E1 25 47 4E; 

• TokenOriginationID: 0x01; 

• STN: 00 00 00 02; 

• FunctionIndex: 00 00 00 01; 

• Amount to transfer: 8090d; 

• Slab tariff with 8 slabs: 355, 600, 900, 1200, 1600, 2000, 2600; 

• ActivationMonth: Feb 2019. 

Derived IV and MessageIdentifier instances are as below: 

• InitializationVectorBuffer: 12 AB 34 CD 56 EF 78 90 00 00 00 00; 

• MessageIdentifierBuffer: 12 AB 34 CD 56 EF 78 90 45 44 4C 98 E1 25 47 4E 01 02 00 00 
00 01 00 00 00; 

• SuperTokenPayload:  
– Block 1 (Byte7)14 01 1F 9A(Byte4); 
– Block 2 (Byte7)0C 07 27 31 63 25 83 84(Byte0); 
– Block 3 (Byte7)02 58 32 03 E8 51 40 00(Byte0). 

AdditionalAuthenticationDataBuffer: 

• 12 AB 34 CD 56 EF 78 90 45 44 4C 98 E1 25 47 4E 01 02 00 00 00 01 00 00 00 9A 1F 01 
14 84 83 25 63 31 27 07 0C 00 40 51 E8 03 32 58 02; 

• AuthenticationKey: 3C 4F CF 09 88 15 F7 AB A6 D2 AE 28 16 15 7E 2B. 
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Figure 10 – Class 5 SubClass 10 TMAC derivation and full APDU preparation example 
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6.1.17 Offset 

In the calculation of the Class 4 tokens and above, various offsets are needed in order to access 
the correct token domain when assembling the APDU and transforming to the TCDU.  Table 9 
defines these offsets and their values together with the minimum and maximum values of the 
several classes of tokens. 

The values are given in both decimal and hexadecimal. The decimal values can be used to 
determine by inspection into which class a decimal token falls, but it may be convenient to add 
or subtract an offset using binary arithmetic and this document does not prescribe whether 
binary or decimal arithmetic is used. 

Table 9 – Numeric constants and their purpose 

Constant Value – decimal  Value – hexadecimal  Purpose 

K_Class_0_1_2_3_MIN 00 000 000 000 000 000 
000 

0x0 0000 0000 0000 0000 MIN Class 0, 1, 2, 3 

token value 

K_Class_0_1_ 2_3_MAX 73 786 976 294 838 206 
463 

0x3 FFFF FFFF FFFF 
FFFF 

MAX Class 0, 1, 2, 3 

token value 

K_Class _4_MIN 73 786 976 294 838 206 
470 

0x4 0000 0000 0000 0006 MIN Class 4 token value 

K_Class_4_MAX 73 941 569 907 863 060 
479 

0x4 0225 3A12 6CE3 FFFF MAX Class 4 token value 

K_Class 5_OFFSET 

(19 digit) 

7 394 156 990 786 306 
048 

0x669D 529B 714A 0000 Constant to add on to 
Class 5 token 

K_Class_5_MIN 73 941 569 907 863 060 
480 

0x4 0225 3A12 6CE4 0000 MIN Class 5 token value 

K_Class_5_MAX 96 999 999 999 999 999 
999 

0x5 4225 3A12 6CE3 FFFF MAX Class 5 token value 

K_Class_6_MIN 97 000 000 000 000 000 
000 

0x5 4225 3A12 6CE4 0000 Additional classes yet to 
be specified start here 

K_Class_X_MAX 99 999 999 999 999 999 
999 

0x5 6BC7 5E2D 630F 
FFFF 

End of token domain  
(highest possible 20-digit 
decimal number) 

 

6.2 Tokens 

6.2.1 Token definition and format 

The token payload comprises the 29-bit value  plus the 32-bit TMAC  in the APDU (see 6.1.1, 
6.1.11 and 6.1.12) to make up  a 61-bit binary SingleTokenPayload comprising a number of 
fields of smaller data elements, specified in this subclause. The token domains specified in this 
document shall not overlap with the framework provided by the existing STS standard 
IEC 62055-41:2018 and indeed shall provide a new domain of operation outside that of STS 
token classes 0, 1, 2, and 3. There are a number of departures from the currently specified 
IEC 62055-41:2018 that are required for the Class 5 token, which are mainly the ability to have 
an unencrypted token, an encrypted token and  the ability to have a built-in TMAC for token 
authentication.  

The definition and format of information for the tokens are given in Table 10. 
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Table 10 – Token definition and format 

Name of data element e.g. Amount, MAC, Class, SubClass, etc. 

Data format e.g. Binary, Decimal, etc. 

Number of bits e.g. 15 bits, etc. 

Range of values e.g. 0-9, 1,3, etc. 

 

Tokens are defined into classes depending on their function as follows: 

• Class 0 – exclusively defined in IEC 62055-41:2018; 

• Class 1 – exclusively defined in IEC 62055-41:2018; 

• Class 2 – exclusively defined in IEC 62055-41:2018; 

• Class 3 – exclusively defined in IEC 62055-41:2018; 

• Class 4 – exclusively defined in this document; 

• Class 5 – exclusively defined in this document. 

6.2.2 Class 4: RESERVED FOR FUTURE ASSIGNMENT 

This token class range is reserved for future allocation by IEC TC 13 WG 15 and shall not be 
used for any other purpose. 

6.2.3 Class 5 tokens 

6.2.3.1 General 

The token range of Class 5 is divided into 16 types of token identified by use of the SubClass 
field. These 16 types are split into 2 categories; unencrypted tokens and encrypted tokens. 
Values of SubClass from 0 to 7 shall be used for unencrypted tokens and values of SubClass 
from 8 to 15 shall be used for encrypted tokens as given in Table 11. 
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Table 11 – Class 5 SubClass assignment 

Token 

SubClass 

Token Class 5 

NON-ENCRYPTED ENCRYPTED 

0 TransferCredit token Not permitted 

1 Reserved for SpecialFunction Not permitted 

2 Reserved Not permitted 

3 Reserved Not permitted 

4 Reserved Not permitted 

5 Reserved Not permitted 

6 Reserved Not permitted 

7 Reserved Not permitted 

8 Not permitted TransferCredit token 

9 Not permitted SpecialFunction token  

10 Not permitted ExtendedTransferCredit token 

11 Not permitted MeterGenerated token 

12 Not permitted Reserved 

13 Not permitted Reserved 

14 Not permitted Reserved 

15 Not permitted Reserved 

 

Table 12 shows the decimal domain ranges of the APDU payload for the 61-bit binary domain 
as assigned for sub-classes within Class 5 (before encryption), and Table 13 shows the token 
APDU converted into the decimal domain with the Class 5 offset added to the 61-bit APDU 
decimal equivalent (before the check digit is added to form the TCDU). 

Thus a device can determine the SubClass by inspection of the decimal value without 
decryption, the MS 4 bits (bits 57 to 60) of the 61-bit token block, containing the SubClass, shall 
not be encrypted. If the token consists of several blocks then the sequence number in the MS 
2 bits (bits 59 and 60) of the following blocks (for blocks other than 1st block) shall not be 
encrypted. 
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Table 12 –SubClass-wise boundaries for Class 5 APDU before encryption  

SubClass 
(binary) 

Minimum payload value 
(decimal) 

Minimum payload 
value (hexadecimal) 

Maximum payload 
value (decimal) 

Maximum payload 
value (hexadecimal) 

0000 000000000000000000 0000000000000000 144115188075855871 01FFFFFFFFFFFFFF 
0001 144115188075855872 0200000000000000 288230376151711743 03FFFFFFFFFFFFFF 
0010 288230376151711744 0400000000000000 432345564227567615 05FFFFFFFFFFFFFF 
0011 432345564227567616 0600000000000000 576460752303423487 07FFFFFFFFFFFFFF 

0100 576460752303423488 0800000000000000 720575940379279359 09FFFFFFFFFFFFFF 
0101 720575940379279360 0A00000000000000 864691128455135231 0BFFFFFFFFFFFFFF 
0110 864691128455135232 0C00000000000000 1008806316530991103 0DFFFFFFFFFFFFFF 
0111 1008806316530991104 0E00000000000000 1152921504606846975 0FFFFFFFFFFFFFFF 
1000 1152921504606846976 1000000000000000 1297036692682702847 11FFFFFFFFFFFFFF 
1001 1297036692682702848 1200000000000000 1441151880758558719 13FFFFFFFFFFFFFF 
1010 1441151880758558720 1400000000000000 1585267068834414591 15FFFFFFFFFFFFFF 

1011 1585267068834414592 1600000000000000 1729382256910270463 17FFFFFFFFFFFFFF 
1100 1729382256910270464 1800000000000000 1873497444986126335 19FFFFFFFFFFFFFF 
1101 1873497444986126336 1A00000000000000 2017612633061982207 1BFFFFFFFFFFFFFF 
1110 2017612633061982208 1C00000000000000 2161727821137838079 1DFFFFFFFFFFFFFF 
1111 2161727821137838080 1E00000000000000 2305843009213693951 1FFFFFFFFFFFFFFF 

 

Table 13 –  SubClass-wise boundaries for Class 5 tokens, TCDU after 
 encryption (if applicable) and adding offset (without CheckDigit) 

SubClass – 
binary 

minimum value – 
decimal 

minimum value – 
hexadecimal 

maximum value – 
decimal 

maximum value – 
hexadecimal 

0000 7394156990786306048 669D529B714A0000 7538272178862161919 689D529B7149FFFF 
0001 7538272178862161920 689D529B714A0000 7682387366938017791 6A9D529B7149FFFF 
0010 7682387366938017792 6A9D529B714A0000 7826502555013873663 6C9D529B7149FFFF 

0011 7826502555013873664 6C9D529B714A0000 7970617743089729535 6E9D529B7149FFFF 
0100 7970617743089729536 6E9D529B714A0000 8114732931165585407 709D529B7149FFFF 
0101 8114732931165585408 709D529B714A0000 8258848119241441279 729D529B7149FFFF 
0110 8258848119241441280 729D529B714A0000 8402963307317297151 749D529B7149FFFF 
0111 8402963307317297152 749D529B714A0000 8547078495393153023 769D529B7149FFFF 
1000 8547078495393153024 769D529B714A0000 8691193683469008895 789D529B7149FFFF 

1001 8691193683469008896 789D529B714A0000 8835308871544864767 7A9D529B7149FFFF 

1010 1) 8835308871544864768 7A9D529B714A0000 8979424059620720639 7C9D529B7149FFFF 

1011 1) 8979424059620720640 7C9D529B714A0000 9123539247696576511 7E9D529B7149FFFF 

1100 9123539247696576512 7E9D529B714A0000 9267654435772432383 809D529B7149FFFF 
1101 9267654435772432384 809D529B714A0000 9411769623848288255 829D529B7149FFFF 
1110 9411769623848288256 829D529B714A0000 9555884811924144127 849D529B7149FFFF 
1111 9555884811924144128 849D529B714A0000 9699999999999999999 869D529B7149FFFF 

NOTE 1 SubClass 10 and SubClass 11 have more than 1 data block of APDU and so have more than 20 digits of 
TCDU, thus above table range is applicable for data block 1 TCDU only. 

NOTE 2 The values are before adding the CheckDigit. 

 

Table 14 shows the boundaries for TCDUs in all 16 sub-classes within Class 5. Because of the 
nature of the check digit it will be likely that the decimal representations of the true minimum 
and maximum tokens will not end with 0 and 9 respectively. This is because for every 19-digit 
token payload there will only be one check digit possible, and so only one in ten 20-digit TCDUs 
will be legitimate. However, the entire decimal space in the 20-digit domain is reserved for the 
appropriate sub-classes regardless. Further, it SHALL NOT be permitted to use token values 
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within the boundaries that do not have a valid check digit for any other purpose, including 
manufacturer-specific purposes. 

Table 14 – Class 5 SubClass boundaries for TCDU (reserved space) 

SubClass – binary Actual TCDU minimum Actual TCDU maximum 

0000 73941569907863060480 75382721788621619199 

0001 75382721788621619200 76823873669380177919 

0010 76823873669380177920 78265025550138736639 

0011 78265025550138736640 79706177430897295359 

0100 79706177430897295360 81147329311655854079 

0101 81147329311655854080 82588481192414412799 

0110 82588481192414412800 84029633073172971519 

0111 84029633073172971520 85470784953931530239 

1000 85470784953931530240 86911936834690088959 

1001 86911936834690088960 88353088715448647679 

1010 1) 88353088715448647680 89794240596207206399 

1011 1) 89794240596207206400 91235392476965765119 

1100 91235392476965765120 92676544357724323839 

1101 92676544357724323840 94117696238482882559 

1110 94117696238482882560 95558848119241441279 

1111 95558848119241441280 96999999999999999999 

NOTE Subclass 10 and Subclass 11 have more than 1 data block of APDU and so 
have more than 20 digits of TCDU (40 or 60 or 80 digits TCDU), thus range is 
applicable for the first 20 digits of TCDU only. 

 

6.2.3.2 Class 5 token SubClass related FunctionalClass and associated use case 

Each SubClass token acceptance at the meter end has a certain behaviour/functional approach 
based on its practical use case as shown in Table 15. This behaviour/functional approach is 
described as FunctionalClass number in this document. 
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Table 15 – SubClass related FunctionalClass and associated use cases 

SubClass FunctionalClass Behaviour Use case  

0 1 Tokens need not be entered into the 
meter in the exact sequence in which 
they were issued, or at all – there is 
considerable latitude (but not complete 
freedom) in the order of entry. 

If two TransferCredit tokens are issued 
to a consumer then they can be 
entered into the meter in any order. 

8 1 Tokens need not be entered into the 
meter in the exact sequence in which 
they were issued, or at all – there is 
considerable latitude (but not complete 
freedom) in the order of entry. 

If two TransferCredit tokens are issued 
to a consumer then they can be 
entered into the meter in any order. 

9 3 Tokens shall be entered into the meter 
in the sequence in which they were 
issued, but some may be omitted 
without affecting later transactions. 
Such omitted transactions cannot then 
subsequently be entered. 

A separate STN is maintained for 
SpecialFunction tokens compared to 
"TranferCredit" and "Transfer 
Credit+Function" tokens although they 
use the same format. Similaraly a 
SpecialFunction token will have its own 
TSTN compared to that of "Tranfer 
Credit" and "Transfer Credit+Function" 
tokens. All SpecialFunction tokens 
have to be entered into the meter in 
order if one wants all the tokens to be 
accepted and once aged out will be 
invalid. Therefore tokens created in the 
future can be entered and will be 
accepted; however, older unused 
tokens will not be accepted by the 
meter. 

A SpecialFunctionToken is superseded 
by another SpecialFunctionToken 
issued subsequently. The earlier token 
will not be accepted after the later one. 

10 1 Tokens shall be entered into the meter 
strictly in the sequence in which they 
were issued without omissions. 

The consumer is issued a 
"TransferCredit + Function" token. This 
shall be entered before any 
subsequently purchased 
TransferCredit/ 
"TransferCredit + Function" token. If 
above rule is fulfilled then it will be 
accepted. 

 

Tokens of SubClass 8 and SubClass 10 both have amount detail and therefore there should be 
a common STN maintained for two types of sub-classes and parameters LN, UN and MN should 
be maintained as common for these two SubClass type of tokens. So STN, Ln, Un and Mn are 
to be maintained Functional SubClass-wise at the meter-end and there should be a mapping of 
SubClass and FunctionalClass number at the meter-end. 

6.2.4 Class 5: Unencrypted tokens 

6.2.4.1 SubClass 0: TransferCredit token 

Table 16 gives the structure for a SubClass 0 TransferCredit token. 
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Table 16 – SubClass 0: TransferCredit token 

SubClass TSTN AMTConfig AMT TMAC 

Binary Binary Binary Binary Binary 

4 bits 10 bits 2 bits 13 bits 32 bits 

0 = Unencrypted TransferCredit 

See 6.2.3 

Truncated 32-bit 
number 

0d – 3d 

See 6.3 

0d – 8191d 

See 6.3 

Truncated 128-bit 
GMAC 

 

AMTConfig determines the interpretation of AMT as follows: 

• 0d – Means AMT is 0d to          8191d in steps of 1; 

• 1d – Means AMT is 0d to       819100d in steps of 100; 

• 2d – Means AMT is 0d to    81910000d in steps of 10000; 

• 3d – Means AMT is 0d to 8191000000d in steps of 1000000. 

6.2.4.2 SubClass 1: SpecialFunction tokens 

This subclause specifies the token format for SpecialFunction tokens that are assigned to 
SubClass 1 within Class 5. 

The encoding structure is to be defined by IEC TC 13/WG 15 and may not be used for any other 
purpose. 

6.2.4.3 SubClass 2: RESERVED 

This SubClass is reserved for future assignment by IEC TC 13/WG 15 and may not be used for 
any other purpose. 

6.2.4.4 SubClass 3: RESERVED 

This SubClass is reserved for future assignment by IEC TC 13/WG 15 and may not be used for 
any other purpose. 

6.2.4.5 SubClass 4: RESERVED 

This SubClass is reserved for future assignment by IEC TC 13/WG 15 and may not be used for 
any other purpose. 

6.2.4.6 SubClass 5: RESERVED 

This SubClass is reserved for future assignment by IEC TC 13/WG 15 and may not be used for 
any other purpose. 

6.2.4.7 SubClass 6: RESERVED 

This SubClass is reserved for future assignment by IEC TC 13/WG 15 and may not be used for 
any other purpose. 

6.2.4.8 SubClass 7: RESERVED 

This SubClass is reserved for future assignment by IEC TC 13/WG 15 and may not be used for 
any other purpose. 
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6.2.5 Class 5: Encrypted tokens 

6.2.5.1 SubClass 8: TransferCredit token 

Table 17 gives the structure for a SubClass 8 TransferCredit token. 

Table 17 – SubClass 8: TransferCredit token 

SubClass TSTN AMTConfig AMT TMAC 

Binary Binary Binary Binary Binary 

4 bits 10 bits 2 bits 13 bits 32 bits 

8 = 1000b 
Encrypted TransferCredit token 

See 6.2.3 

Truncated 32-bit 
number 

0d – 3d 0d – 8191d Truncated 
128-bit GMAC 

 

AMTConfig determines the interpretation of AMT as follows: 

• 0d – Means AMT is 0d to          8191d in steps of 1; 

• 1d – Means AMT is 0d to       819100d in steps of 100; 

• 2d – Means AMT is 0d to    81910000d in steps of 10000; 

• 3d – Means AMT is 0d to 8191000000d in steps of 1000000. 

6.2.5.2 SubClass 9: SpecialFunction tokens 

6.2.5.2.1 General 

This subclause specifies the token format for SpecialFunction tokens that are assigned to 
SubClass 9 within Class 5. 

The encoding structure for a SpecialFunction token is given in Table 18. 

The data fields SubClass, TSTN, and TMAC in this token shall be according to the definitions 
in 6.2.3, 6.1.7 and 6.1.13. 

Table 18 – Class 5, SubClass 9: SpecialFunction token 

SubClass TSTN Data TMAC 

ServiceType RES  

4 bits 10 bits 5 bits 10 bits 32 bits 

9 = 1001b – Engineering 

See 6.2.3 

Truncated 32-bit 
number 

See Table 19. Reserved  Truncated 
128-bit MAC  

NOTE 1 The check digit is not shown in this table as it applies to the decimal representation of the token when 
converted to TCDU. 

NOTE 2 The 4-bit SubClass part of this token is not encrypted. The remaining 57 bits are encrypted. 

NOTE 3 The computation of the MAC does not include the FunctionIndex for this SubClass value. 

 

The supported service types are given in Table 19. 
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Table 19 – Service types 

ServiceType Description Remarks 

0 Arm load control switch (LCS) See 6.2.5.2.3 

1 Reset PIN See 6.2.5.2.4. 

2 Engineering mode See 6.2.5.2.5. 

3 Disconnect LCS See 6.2.5.2.6 

4 Reset tamper and arm LCS See 6.2.5.2.7. 

5 Connect LCS (if LCS is in armed state) See 6.2.5.2.8. 

6 Reset allowed overload count See 6.2.5.2.9 

7 Disconnect LCS and generate balance settlement token See 6.2.5.2.10 

8 to 31 Reserved  

 

6.2.5.2.2 ServiceType 

This data field is a simple enumeration designed to initiate a predefined function or behavior, 
described in Table 19. The support for these additional service tokens shall be optional within 
the wider standard but may be mandatory within companion specifications. If a particular token 
type is not supported, then the meter shall return the verification error 8 – FunctionError. 

6.2.5.2.3 Arm load control switch (LCS) 

This token instructs the meter to change the state of the LCS from Disconnected to Armed. 
From the state of Armed the consumer can then take some additional action, not defined in this 
document, to reconnect the LCS. 

NOTE This is intended for use for example in a situation when a meter has been given a command over the WAN 
to disconnect LCS and the WAN has subsequently become unavailable, leaving the consumer without supply. The 
LCS can be reconnected using this token with or without WAN communications to the meter. 

6.2.5.2.4 Reset PIN 

This token allows a consumer to reset their meter’s PIN to a default value (for example, 0000). 

NOTE The consumer is then able to choose another PIN; this is outside the scope of this document. 

PIN management details shall be agreed between the meter vendor and the utility. 

6.2.5.2.5 Engineering mode 

This token allows the meter to be put into an engineering mode for a limited period, to perform 
functions that are not normally exposed to the consumer, for example by enabling installation 
operations and additional displays. 

6.2.5.2.6 Disconnect LCS 

This token allows the utility to disconnect the LCS, for example as a penalty for tamper. 

6.2.5.2.7 Reset tamper and arm LCS 

This token allows the utility to reset tamper flags in the meter and set the LCS to the armed 
state. The consumer can then take some action, not defined in this document, to reconnect the 
supply. 

The details of consumer action shall be agreed between the meter vendor and the utility. 
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6.2.5.2.8 Connect LCS  

This token connects the supply using the LCS. It has no effect unless the LCS is already in the 
armed state. 

NOTE Its intended use is in emergency situations when normal consumer interaction is not possible, for example 
when the necessary consumer input device such as a keypad is faulty. In such circumstances, the token can be sent 
via the WAN to reconnect the supply without a site visit.  

6.2.5.2.9 Reset allowed overload count  

The meter may respond to an overload condition by using the LCS to disconnect the supply, 
following which the consumer can take some action to reconnect the supply. The number of 
such disconnect-reconnect cycles may be limited (for example to a daily maximum) to ensure 
the life of the meter is not impaired. 

This token allows the utility to override such a limit by resetting the count of disconnect-
reconnect cycles so that the consumer can again reconnect supply. 

6.2.5.2.10 Disconnect LCS and generate balance settlement token  

This token may be used on change of tenancy. It allows the utility to cause the meter to 
disconnect the LCS and generate a token encoding and authenticating the account balance. 

The resulting meter-generated token, due to this special function token, is of Class 5 SubClass 
11 and is described in 6.2.5.4. It allows the customer to securely report the closing account 
balance to the utility to facilitate repayment of the credit balance in the meter. 

6.2.5.3 SubClass 10: Extended TransferCredit tokens 

The generic structure for the Class 5 SubClass 10 token is given in Table 20. 

Table 20 – Block 1 of TransferCredit + Function token 

SubClass TSTN Data  TMAC 

  AMTConfig AMT  

4 bits 10 bits 2 bits 13 bits   32 bits 

  10  = 1010b See 6.2.3  See NOTE 2   See NOTE 2 

NOTE 1 The TSTN, AMTConfig, AMT, TMAC field valid values and their interpretations are the same as those 
of the corresponding fields of the token of Class 5 SubClass 8 (see 6.2.5.1). 

NOTE 2 The TMAC field is truncated from 128 bits of GMAC calculated over all participating blocks. The method 
of calculating the 128-bit GMAC is detailed in 6.1.13, 6.1.15 and 6.1.16.Subsequent tokens in the token group will 
have a different structure and shall be entered into the meter in sequential order so that the entire SuperToken 
may be reassembled by the meter application process. 

 

For Class 5 SubClass 10 tokens, the MS 4 bits of the first block (the SubClass) shall be 
transmitted unencrypted and the MS bit shall be used to determine whether all blocks of the 
token are encrypted or unencrypted.  

The order of the tokens in the group is labelled in the structure of the subsequent tokens by 
means of a counter in the first 2 bits of the token. The counter will designate how many further 
tokens there are to follow (see Table 21) with the final token in the group or SuperToken having 
BlockSequence = 0 as per Table 22. 

The CheckDigit in the first token applies to the first 19 digits of the first token in the group only, 
whereas the subsequent tokens of the group have check digits that are calculated as follows. 
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For the Nth token TN (N > 1), prepend the check digit CN-1 of the preceding token TN-1 to the 19 
digits of TN and calculate the check digit of the resulting 20 digits CN-1 || TN.  

Example on how to prepend data to calculate CheckDigit of the second block of the 40 digit 
TCDU as  follows: 

• 40 Digit TCDU: 8889793723820927018101660992186693955792; 

• For the TCDU’s first 20 digits related CheckDigit is to be derived from the first 19 digits (i.e. 
"8889793723820927018") using Verhoeff algorithm and CheckDigit value as "1"; 

• For the TCDU’s second block related CheckDigit is to be derived from "1" (i.e. 20th digit), 
prepended to the second block of 19 digits ("0166099218669395579") and overall 20 digits 
("10166099218669395579") using the Verhoeff algorithm and CheckDigit value as "2". 

The result of the calculation is the CheckDigit CN to be appended to TN. 

Table 21 – Block 2 to N-1 of N (N > 2)  TransferCredit + Function token 

BlockSequence Data 

2 bits 59 bits 

01b – means one more 
block follows 

10b – means two more 
blocks follow 

11b – Reserved 

See B.1.2 

Application specific semantic meaning to be covered in Companion Specifications 

 

Table 22 – Last block TransferCredit + Function token 

BlockSequence Data 

2 bits 59 bits 

    = 00b 

See B.1.2 

Application specific semantic meaning to be covered in Companion Specifications 

 

For an example of how the sequential tokens are constructed, see Annex B. 

6.2.5.4 SubClass 11: Encrypted meter generated token 

6.2.5.4.1 General 

This token is generated by the meter for the purpose of providing a secure message to a POS 
or HES in order to provide the consumer with a refund for unused credit. 

Block 1: Meter generated token for ReturnedMeterData – the token structure of Block 1 for 
Class 5 SubClass 11 shall be as given in Table 23. 
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Table 23 – Block 1 for Class 5 SubClass 11 meter generated token structure  

Subclass TSTN Data TMAC 

  Data type RES  

Binary Binary Binary Binary Binary 

4 bits 10 bits 5 bits 10 bits 32 bits 

11d =1011b – 
Meter-
generated  
code  

See 6.2.3 

Truncated 
32‑bit 
number 

Valid values: 

0d – Settlement data present 
in Block 2 

 

1d – 31d Reserved for future 
use 

Reserved for future use 

 

Reserved bits shall be zero 

Truncated from 
128 bits of MAC 
(Calculated over 
all participating 
blocks) 

NOTE For Class 5 SubClass 11 TSTN is the truncated meter-generated STN. 

 

Similar to other sub-classes, STN is maintained by the token originator (the meter in this case) 
and the token originator derives TSTN to place TSTN’s value in the encoding of block 1 for this 
SubClass. 

The MAC shall not include FunctionIndex for this SubClass value. 

The token structure of block 2 for Class 5 SubClass 11 is given in Table 24. 

Table 24 – Block 2 for Class 5 SubClass 11 meter generated token structure  

Block 
Sequence  

Token 
generation 
month and 

year 

Token 
generation 

day of 
month 

Meter 
health 

Reconciliation 
amount sign  

Reconciliation  
amount config 

Reconciliation   
amount  

RES 

Binary Binary Binary Binary Binary Binary Binary Binary 

2 bits 9 bits 5 bits 1 bit 1 bit 3 bits 18 bits 22 bit 

Value: 
00b 

See B.1.2 

See 
6.2.5.4.2 

See 
6.2.5.4.3 

See 
6.2.5.4.4  

See 6.2.5.4.5. See 6.2.5.4.6  See 6.2.5.4.7 Reserved 
for future 
use. 

 

6.2.5.4.2 Token generation month and year 

Token generation month and year is a 9 bit value ranging from 0d to 511d. It describes the 
month number since the epoch and range is sufficient for 41 years from the epoch. Epoch shall 
be country-specific. 

For example: If the epoch is Jan 2010 then value of 1d will be Feb 2010. 

6.2.5.4.3 Token generation day of month  

Valid values: 0d (1st of month) to 30d (31st of month). 

Values 28d to 30d representing 29th to 31st of the month are not valid if the month is of that 
number or fewer days. 

For example: If the month is February then 30th and 31st are invalid values. If month is April, 
then 31st is invalid value.  
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6.2.5.4.4 Meter health 

The following are valid values: 

• 0d – Healthy; 

• 1d – Unhealthy: for example, a persistent tamper conditionor a detected hardware failure. 

This is device-specific as to what conditions are to be taken into consideration for meter health. 

The meaning of these values shall be agreed between the meter vendor and the utility. 

6.2.5.4.5 Reconciliation amount sign 

The following are valid values: 

• 0d – Reconciliation amount is positive: utility needs to pay the amount to the consumer; 

• 1d – Reconciliation amount is negative: utility needs to recover the amount from the 
consumer. 

NOTE "Consumer" refers to the consumer occupying the premises where the meter generated the token at the time 
of token generation. 

6.2.5.4.6 Reconciliation amount configuration 

The following are valid values: 

• 0d – Means Reconciliation amount is in 1/1000th of minor currency unit of country; 

• 1d – Means Reconciliation amount is in 1/100th of minor currency unit of country; 

• 2d – Means Reconciliation amount is in 1 minor currency unit of country; 

• 3d – Means Reconciliation amount is in 10 minor currency unit of country; 

• 4d – Means Reconciliation amount is in 100 minor currency unit of country; 

• 5d – Means Reconciliation amount is in 1000 minor currency unit of country; 

• 6d – Means Reconciliation amount is in 10000 minor currency unit of country; 

• 7d – reserved for future use. 

6.2.5.4.7 Reconciliation amount 

The number, which when scaled according to 6.2.5.4.6, gives the amount in major currency 
units. 

6.2.5.5 SubClass 12: RESERVED 

This SubClass is reserved for future assignment by IEC TC 13/WG 15 and may not be used for 
any other purpose. 

6.2.5.6 SubClass 13: RESERVED 

This SubClass is reserved for future assignment by IEC TC 13/WG 15 and may not be used for 
any other purpose. 

6.2.5.7 SubClass 14: RESERVED 

This SubClass is reserved for future assignment by IEC TC 13/WG 15 and may not be used for 
any other purpose. 
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6.2.5.8 SubClass 15: RESERVED 

This SubClass is reserved for future assignment by IEC TC 13/WG 15 and may not be used for 
any other purpose. 

6.3 Token data elements 

The token data elements are given in Table 25. 

Table 25 – Token data elements 

Data 
element 

name 

Context Data 
element 
format 

Size Range Reference 

SubClass Defines the type of token and whether the 
token is encrypted or not. These 4 bits 
are never encrypted. 

Binary 4 bits All possible 
values 

6.2.3 

TSTN TokenReferenceNumber is the 10 LSB of 
the 32-bit STN 

Binary 10 bits All possible 
values 

6.1.7 

AMTConfig Defines the multiplier applied to the AMT 
field. 

Binary 2 bits All possible 
values 

6.2.4.1 , 
6.2.5.1 

AMT Amount field defines the mantissa part of 
the amount and is used in combination 
with the AMTConfig field in representing 
the value fo the token. 

Binary 13 bits All possible 
values 

6.2.4.1 , 
6.2.5.1 

TMAC The least significant 32 bits of the 
MessageAuthenticationCode generated 
for the token at APDU level. 

Binary 32 bits All possible 
values 

6.1.13, 

6.1.15 

CheckDigit Check digit added to the TCDU at the 
final stage of generation. 

Decimal 1 digit 0-9 6.2.5.3 

ServiceType Used in tokens where defined functions 
are initiated for SpecialFunction token. 

Binary 5 bits All possible 
values 

6.2.5.2.2 

RES Used in token where functions are 
initiated for SubClass 9, SubClass 11. 
These bits are currently reserved for 
future assignment by IEC TC13 / WG 15 
and shall not be used for manufacturer-
specific purposes. These unused bits 
shall be set to 0. 

Binary 10 bits 0000000000b 6.2.5.2 

 

6.4 TCDU generation functions 

The TCDU is created when the APDU is converted from a binary payload into a decimal number 
and offset from the other class domains and the CheckDigit is also added. 

Figure 11 and Figure 12 shows how an APDU is transformed into a TCDU for unencrypted and 
encrypted tokens respectively. 
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Figure 11 – TCDU generation for SubClass 0 unencrypted tokens 
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