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INTERNATIONAL ELECTROTECHNICAL COMMISSION

SAFETY OF MACHINERY -
FUNCTIONAL SAFETY OF SAFETY-RELATED ELECTRICAL,
ELECTRONIC AND PROGRAMMABLE ELECTRONIC
CONTROL SYSTEMS

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for s i at|on comprising
all national electrotechnical committees (IEC National Committees). The obje
international co-operation on all questions concerning standardization in the electfi

this end and in addition to other activities, IEC publishes International Standarg i ecifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides e d “IEC
Publication(s)”). Their preparation is entrusted to technical committees; a ittee interested
in the subject dealt with may participate in this preparatory work. i 3
governmental organizations liaising with the IEC also participate in fkj . |E aborates closely
with the International Organization for Standardization (ISO) in &ccorda W
agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical mattg S possible, an international

consensus of opinion on the relevant subjects since eac
interested IEC National Committees.

7) No liability shall attac s dires mployees, servants or agents including individual experts and
members of its technd S E ational Committees for any personal injury, property damage or
other damage of Any w whether direct or indirect, or for costs (including legal fees) and
expenses arising\out\of\the publi t|on use of, or reliance upon, this IEC Publication or any other IEC

9) AttentionN M o ssibility that some of the elements of this IEC Publication may be the subject of
~JEC'shaN not\e held responsible for identifying any or all such patent rights.

International Standavrd |IEC 62061 has been prepared by IEC technical committee 44: Safety
of machinery — Electrotechnical aspects.

The text of this standard is based on the following documents:

FDIS Report on voting
44/460/FDIS 44/470/RVD

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.
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The committee has decided that the contents of this publication will remain unchanged until
the maintenance result date indicated on the IEC web site under "http://webstore.iec.ch” in
the data related to the specific publication. At this date, the publication will be

* reconfirmed;

* withdrawn;

» replaced by a revised edition, or
*+ amended.

The contents of the corrigenda of July 2005 and April 2008 have been included in this copy.

@%
S
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INTRODUCTION

As a result of automation, demand for increased production and reduced operator physical
effort, Safety-Related Electrical Control Systems (referred to as SRECS) of machines play an
increasing role in the achievement of overall machine safety. Furthermore, the SRECS
themselves increasingly employ complex electronic technology.

Previously, in the absence of standards, there has been a reluctance to accept SRECS in
safety-related functions for significant machine hazards because of uncertainty regarding the
performance of such technology.

This standard provides a machine sector specific fr
of machines. It only covers those aspects of t
requirements allocation through to /s
information for safe use of SRECS of qhi ye'relevant to later phases of
the life of a SRECS.

There are many situations on mach{neswher
measures that have been provided-to a hisk
interlocking guard that, when\i(is opened to-allo

electrical control systp 3 azardOus m

| safety of a SRECS
are related to safety

e validate thesSRE

This standard is intended to be used within the framework of systematic risk reduction
described in ISO 12100-1 and in conjunction with risk assessment according to the principles
described in 1ISO 14121 (EN 1050). A suggested methodology for safety integrity level (SIL)
assignment is given in informative Annex A.

Measures are given to co-ordinate the performance of the SRECS with the intended risk
reduction taking into account the probabilities and consequences of random or systematic
faults within the electrical control system.

Figure 1 shows the relationship of this standard to other relevant standards.

Table 1 gives recommendations on the recommended application of this standard and the
revision of ISO 13849-1.
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Design and risk asseessment of the machine

1ISO 12100, Safety of machinery — Basic concept, general principles
for design

1ISO 14121, Safety of machinery — Principles for risk assessement

A 4

Design of safety-related electrical, electronic and programmable elecronic control systems
(SRECS) for machinery

Methodology using:

Safety-related control functions

System-based approach (\

- Quantitative index of safety:

Safety integrity level (SIL) _ g]:t:gg:yis;ﬁgzrmance level

)

- SIL assignment methodology for - Category assigned by
SRECS of machinery qualitative risk graphin

- Architecture oriented - Architecture orien
- Requirements for

idance/control of systemati
?;?ﬁjlrssnce control or systematic /\
[ ™
Design objective for the <\ \/ (

SRECS
>

)esign of low complexity
subsystems to categories

Relevant standards

4______

L(/

Part 1: General requirem

ISO 13849-1 and 2 Safety of
machinery — Safety related

Electrical safety aspects chi Q
IEC 60204-1, Safety of maghiner \
Electrical equipment of m%hi@y/—\ Q
ts
A \/
(\ \ parts of control systems (SRPCS)
A - Part 1: General princples
for design and Part 2:

Validation

Design of complex'subsystems

Non-electrical SRPCS
(mechanical,
pneumatic, etc.)

Electrical SRPCS

A 4 v _ X A 4

IEC 62061
Safety of machinery -
Functional safety of <
safety-related electrical,
electronic and programmable

electronic control systems Key:
Electrical safety aspects —_ >

Functional safety aspects ——

Figure 1 — Relationship of IEC 62061 to other relevant standards

Information on the recommended application of IEC 62061 and ISO 13849-1
(under revision)
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IEC 62061 and ISO 13849-1 (under revision) specify requirements for the design and
implementation of safety-related control systems of machinery. The use of either of these
standards, in accordance with their scopes, can be presumed to fulfil the relevant essential
safety requirements. Table 1 summarises the scopes of IEC 62061 and ISO 13849-1(under
revision).

NOTE 1SO 13849-1 is currently under preparation by ISO TC 199 and CEN TC 114.

Table 1 — Recommended application of IEC 62061 and ISO 13849-1(under revision)

Technology implementing the safety- ISO IEC 62061
related control function(s) 13849-1 (under revision)
A Non electrical, e.g. hydraulics X Not covered
B Electromechanical, e.g. relays, or non Restricted to designated All architectur: and up to SIL 3
complex electronics architectures

(see Note 1) and up to PL=e

C Complex electronics, e.g. programmable | Restricted to designated II itectu s\an\/% to SIL 3
architectures (see Note 1) and’u
to PL=d

D A combined with B Restricted to designate ee No
architectures (see Note nd
to PL=e N

E C combined with B Restricted to de |gn te Whitectures and up to SIL 3
architectur nd
ST

P

F C combined with A, or C combined with X se X see Note 3
A and B

“X” indicates that this item is dealt,with by the st nda ds Iumn heading.

NOTE 1 Designated architect i i f N |80 13849-1(rev.) to give a simplified approach for

NOTE 2 For complex electfoniss; i ftectures according to EN ISO 13849-1(rev.) up to PL=d or

any architecture accopding \
NOTE 3 For non-eI hnology use ‘parts accofding to EN ISO 13849-1(rev.) as subsystems.
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SAFETY OF MACHINERY -
FUNCTIONAL SAFETY OF SAFETY-RELATED ELECTRICAL,
ELECTRONIC AND PROGRAMMABLE ELECTRONIC
CONTROL SYSTEMS

1 Scope

This International Standard specifies requirements and makes recommendations for the
design, integration and validation of safety-related electrical, electronic
electronic control systems (SRECS) for machines (see Notes 1 and 2

This standard is an application standard “and inte imit or inhibit technological
advancement. It does not cover all the re ng, non-electrical interlocking
or non-electrical control) that are neg d by other standards or regulatlons in
order to safeguard persons from hazal 9
be satisfied to provide adegt

This standard:

— is concerned
or damage t
directly involved j

NOTE 4 Although the requirements of this standard are specific to electrical control systems, the framework
and methodology specified can be applicable to safety-related parts of control systems employing other
technologies.

— does not cover electrical hazards arising from the electrical control equipment itself (e.g.
electric shock — see IEC 60204-1).

Documents

Document Sharing Hub

Full document details: IEC 620612005


http://avadocuments2026.com/doc/iec-62061-2005
http://avadocuments2026.com/doc/iec-62061-2005

62061 © IEC:2005

- 11 -

The objectives of specific Clauses in IEC 62061 are as given in Table 2.

Table 2 — Overview and objectives of IEC 62061

Requirements
for the
specification of
safety-related
control

Clause Objective
4: To specify the management and technical activities which are necessary for the achievement of
Management the required functional safety of the SRECS.
of functional
safety
5: To set out the procedures to specify the requirements for safety-related control functions. These

requirements are expressed in terms of functional requirements specification, and safety integrity

requirements specification.
/\(r\

control system

functions

6: To specify the selection criteria and/or the design and implementg ethods of the SRECS to
Design and meet the functional safety requirements. This includes:

integration of

the safety- selection of the system architecture,

related

electrical selection of the safety-related hardware and software

design of hardware and software,

verification that the designed hardware and s ftwa@?neets e funstional safety requirements.

7:

Information for
use of the
machine

To specify requirements for th

informatidn fox e df the SRECS, which has to be supplied with
the machine. This includes:

provision of the user manual and procedures,

8:

Validation of
the safety-
related
electrical
control system

9:

Modification of
the safety-
related
electrical
control system

2 Normative re

ences

The following referenced documents are indispensable for the application of this document.
For dated references, only the edition cited applies. For undated references, the latest edition
of the referenced document (including any amendments) applies.

IEC 60204-1, Safety of machinery — Electrical equipment of machines — Part 1. General
requirements

IEC 61000-6-2, Electromagnetic compatibility (EMC) — Part 6-2: Generic standards -

Immunity for industrial environments
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IEC 61310 (all parts), Safety of machinery — Indication, marking and actuation

IEC 61508-2, Functional safety of electrical/electronic/ programmable electronic safety-related
systems — Part 2: Requirements for electrical/electronic/programmable electronic safety-

related systems

IEC 61508-3, Functional safety of electrical/electronic/programmable electronic safety-related

systems — Part 3. Software requirements

ISO 12100-1:2003, Safety of machinery — Basic concepts, general principles for design —

Part 1: Basic terminology, methodology

ISO 12100-2:2003, Safety of machinery — Basic concepts, general p

Part 2: Technical principles

ISO 13849-1:1999, Safety of machinery — Safety related parts

General principles for design

ISO 13849-2:2003, Safety of machinery — Safety-relg
Validation

ISO 14121, Safety of machinery — Principles of

3 Terms, definitions and abbreviation

3.1 Alphabetical list o/ckflnltlons

Full document details: IEC 620612005

\(Term \)\/ Definition
[\ number

application softw;(r\e\ \ > 3.2.46
architectural conét%{yrt\ 3.2.36
architecture /\ - § 3.2.35
common cau ah\rex 3.2.43
complex m\pgne\p\\ \ \/ 3.2.8

control function \_ > 3.2.14
dangerous fail \ 3.2.40
demand 3.2.25
diagnostic coverage 3.2.38
electrical control system 3.2.3

embedded software 3.2.47
failure 3.2.39
fault 3.2.30
fault tolerance 3.2.31
full variability language (FVL) 3.2.48
function block 3.2.32
function block element 3.2.33
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functional safety 3.2.9
hardware safety integrity 3.2.20
hazard (from machinery) 3.2.10
hazardous situation 3.2.11
high demand or continuous mode 3.2.27
limited variability language (LVL) 3.2.49
low complexity component 3.2.7
low demand mode /8’2\2§
machine control system /\\3.(2\2
machinery (machine) (\ S.N \
mean time to failure (MTTF) /\\ 3&34
probability of dangerous failure per hour (PFHp) \ \\\ 5\22\8/
proof test \ \ 3.2.37
protective measure / ~ > 3.2.12
random hardware failure (\\// N\ \ 3.2.44
, N )

risk <N N 3.2.13
safe failure PN 7 3.2.41
safe failure fraction N\ > 3.2.42
safety function (\ /\\ \) § 3.2.15
safety integrity N ) 3.2.19
safety integrity Ie)be\(ELQ_)\/\ \\ \ 3.2.23
safety-related CW)@\tlong(QRbF\) \ 3.2.16
safety-related eleyer\%ql EGQNSWRECS 3.2.4
safety- related&ﬁ\qa}e\ 3.2.50
SIL claim limit >\ \ 3.2.24
software(safety\\ntRgrity \ 3.2.21
SRECS diaghestic fuRctish 3.2.17
SRECS fault reactionfunction 3.2.18
subsystem 3.2.5
subsystem element 3.2.6
systematic failure 3.2.45
systematic safety integrity 3.2.22
target failure value 3.2.29
validation 3.2.52
verification 3.2.51

Full document details: IEC 620612005
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3.2 Terms and definitions

For the purposes of this standard, the following terms and definitions apply.

3.21

machinery

assembly of linked parts or components, at least one of which moves, with the appropriate
machine actuators, control and power circuits, joined together for a specific application, in
particular for the processing, treatment, moving or packaging of a material.

The terms “machinery” and “machine” also cover an assembly of machines which, in order to
achieve the same end, are arranged and controlled so that they function a integral whole.

[ISO 12100-1:2003, 3.1]

3.2.2

machine control system
system which responds to an input from, for example, the j
an operator, external control equipment, and generates a
behave in the intended manner

e elements,
ing the machine to

3.2.3

electrical control system
all the electrical, electronic and progré
used to provide, for example, operatiogal so
protection and safety-related control functions

the machine control system
nterlocking, communications,

NOTE Safety-related control functions can be € an electrjeal control system that is either integral to or
independent of those parts of a prachine’s e

3.2.4

SRECS
electrical contro@l
the risk(s)

result in a failure of a‘safety-related control function

NOTE 1 A complete subsystem can be made up from a number of identifiable and separate subsystem elements,
which when put together implement the function blocks allocated to the subsystem.

NOTE 2 This definition is a limitation of the general definition of IEC 61508-4: "set of elements which interact
according to a design, where an element of a system can be another system, called a subsystem, which may
include hardware, software and human interaction.

NOTE 3 This differs from common language where “subsystem” may mean any sub-divided part of an entity, the
term “subsystem” is used in this standard within a strongly defined hierarchy of terminology: “subsystem” is the first
level subdivision of a system. The parts resulting from further subdivision of a subsystem are called “subsystem
elements”.

3.2.6
subsystem element
part of a subsystem, comprising a single component or any group of components
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3.2.7
low complexity component
component in which

— the failure modes are well-defined; and
— the behaviour under fault conditions can be completely defined
[IEC 61508-4, 3.4.4 modified]

NOTE 1 Behaviour of the low complexity component under fault conditions may be determined by analytical
and/or test methods.

NOTE 2 A subsystem or subsystem element comprising one or more limit switches, operating, possibly via
interposing electro-mechanical relays, one or more contactors to de-energise an electric motor is an example of a
low complexity component.

3.2.8

complex component

component in which

— the failure modes are not well-defined; or

— the behaviour under fault conditions cannot be completel

3.2.9
functional safety

reduction facilities

[IEC 61508-4, 3.1.9 modified]

al

NOTE 1 This standard only considers the fun¢tion
in machinery applications.

NOTE 2 ISO/IEC Guide 51 def

afet ends on the correct functioning of the SRECS

3.2.10
hazard (from m
potential source

3.2.11

circumstance R @ person is exposed to a hazard(s)

[ISO 12100-1:2003,°3.9 modified]

3.2.12
protective measure
measure intended to achieve risk reduction

[ISO 12100-1:2003, 3.18 modified]
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3.2.13
risk
combination of the probability of occurrence of harm and the severity of that harm

ISO 12100-1:2003, 3.11]

3.2.14

control function

function that evaluates input information or signals and produces output information or
activities

3.2.15
safety function
function of a machine whose failure can result in an immediate increase

[ISO 12100-1:2003, 3.28]

NOTE This definition differs from the definitions in IEC 61508-4 and ISO 1384

3.2.16

Safety-Related Control Function

SRCF

control function implemented by a SRECS with a specified integri el that is intended to
maintain the safe condition of the machipe or pré ah j ’

3.2.17

SRECS diagnostic function

3.2.18
SRECS fault rea
function that is initiaf
function

3.2.19

: its subsystem satisfactorily performing the required safety-related
control func tated conditions

[IEC 61508-4, 3.5 2 prodified]

NOTE 1 The higher the level of safety integrity of the item, the lower the probability that the item will fail to carry
out the required safety-related control function.

NOTE 2 Safety integrity comprises hardware safety integrity (see 3.2.20) and systematic safety integrity (see
3.2.22).

3.2.20

hardware safety integrity

part of the safety integrity of a SRECS or its subsystems comprising requirements for both the
probability of dangerous random hardware failures and architectural constraints

[IEC 61508-4, 3.5.5 modified]
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3.2.21

software safety integrity

part of the systematic safety integrity of a SRECS or its subsystems related to the capability
of software in a programmable electronic system performing its safety-related control
functions under all stated conditions during a stated period of time

[IEC 61508-4, 3.5.3 modified ]

NOTE Software safety integrity cannot usually be quantified precisely.

3.2.22

systematic safety integrity
part of the safety integrity of a SRECS or its subsystems relating t
systematic failures (see 3.2.45) in a dangerous mode.

its resistance to

[IEC 61508-4, 3.5.4 modified]

NOTE 1 Systematic safety integrity cannot usually be quantified precisely.

NOTE 2 Requirements for systematic safety integrity apply to both hardware f a SRECS or
its subsystems.

3.2.23

Safety Integrity Level

SIL

discrete level (one out of a possible th g d ly integrity requirements of
the safety-related control functions to¢be "allog Q s, Where safety integrity level
three has the highest level of safety integrity\and sa ity/level one has the lowest

NOTE SIL 4 is not considered/in\this standard\ a ht to the risk reduction requirements normally
associated with machinery. Fortequi S ee IEC 61508-1 and IEC 61508-2.

3.2.24

SIL Claim Limit (fer a

S

maximum SIL th YR imed\ for> a SRECS subsystem in relation to architectural

constraints and syst

3.2.25
demand
event thd

3.2.26
low demand mod
mode of operation in which the frequency of demands on a SRECS is no greater than one per
year and no greater than twice the proof-test frequency

NOTE Equipment that is only designed in accordance with requirements for the low demand mode of operation

described in IEC 61508-1 and IEC 61508-2 can be unsuitable for use as part of a SRECS in this standard. Low
demand mode of operation is not considered to be relevant for SRECS applications at machinery.

3.2.27

high demand or continuous mode

mode of operation in which the frequency of demands on a SRECS is greater than one per
year or greater than twice the proof-test frequency

[IEC 61508-4, 3.5.12 modified]
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NOTE 1 Low demand mode of operation is not considered to be relevant for SRECS applications at machinery.
Therefore, in this standard SRECS are only considered to operate in the high demand or continuous mode.

NOTE 2 Demand mode means that a safety-related control function is only performed on request (demand) in
order to transfer the machine into a specified state. The SRECS does not influence the machine until there is a
demand on the safety-related control function.

NOTE 3 Continuous mode means that a safety-related control function is performed perpetually (continuously),
i.e. the SRECS is continuously controlling the machine and a (dangerous) failure of its function can result in a
hazard.

3.2.28

Probability of dangerous Failure per Hour
PFHp

average probability of dangerous failure within 1 h

NOTE PFHp should not be confused with probability of failure on demand (PFD).

3.2.29
target failure value

[IEC 61508-4, 3.5.13 modified]

3.2.30

fault

abnormal condition that may cause a
subsystem, or a subsystem element to

[IEC 61508-4, 3.6.1 modified]

3.2.31
fault tolerance
ability of a SRECS, a

function in the p@]
[IEC 61508-4, 3.6

m-element to continue to perform a required

3.2.32

function blog

smallest element O e failure can result in a failure of the SRCF

NOTE 1 a SRGF (F) may be seen as a logical AND of the function blocks (FB), i.e. F = FBy AND
FB, AND FB,

NOTE 2 This defin function block differs from those used in IEC 61131-3 and other standards.

3.2.33

function block element
part of a function block

3.2.34

Mean Time To Failure

MTTF

expectation of the mean time to failure

[IEV 191-12-07, modified]

NOTE MTTF is normally expressed as an average value of expectation of the time to failure.
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3.2.35
architecture
specific configuration of hardware and software elements in a SRECS

[IEC 61508-4, 3.3.5 modified]

3.2.36
architectural constraint
set of architectural requirements that limit the SIL that can be claimed for a subsystem

NOTE Requirements for architectural constraints are given in 6.7.6.

3.2.37

proof test

test that can detect faults and degradation in a SRECS and its & ¢ o that, if
necessary, the SRECS and its subsystems can be restored to an™ Qn or as

close as practical to this condition

[IEC 61508-4, 3.8.5 modified]

NOTE A proof test is intended to confirm that the SRECS is in a ¢ iti ssures the specified safety
integrity.

3.2.38

diagnostic coverage

decrease in the probability of danger . i img from the operation of the

automatic diagnostic tests

[IEC 61508-4, 3.8.6 modified]

failures.

3.2.39
failure
termination of the
required funclion

[IEC 61508<4, d ISO 12100-1:2003, 3.32]

NOTE Failure (in hardware) or systematic (in hardware or software).

3.2.40
dangerous failure

failure of a SRECS, a subsystem, or a subsystem element that has the potential to cause a
hazard or non-functional state

[IEC 61508-4, 3.6.7 modified]

NOTE 1 Whether or not the potential is realised can depend on the channel architecture of the system; for
example, in systems with multiple channels to improve safety, a dangerous hardware failure is less likely to lead to
the overall dangerous or fail-to function state.

NOTE 2 In a subsystem with multiple channels, the probability of dangerous failure of the subsystem can be
smaller than the dangerous failure rate of a channel that constitutes the subsystem. The probability of dangerous
failure of a SRECS cannot be smaller than that of any subsystem constituting the SRECS. (This comes from the
particular definition of “subsystem” in this standard.)

NOTE 3 A dangerous failure normally results in a failure or potential failure to perform the SRCF.
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3.2.41

safe failure

failure of a SRECS, a subsystem of a SRECS, or a subsystem element of a SRECS that does
not have the potential to cause a hazard

[IEC 61508-4, 3.6.8 modified]

3.2.42

Safe Failure Fraction

SFF

fraction of the overall failure rate of a subsystem that does not result in a dangerous failure

NOTE Safe Failure Fraction (SFF) can be calculated using the following equation:

(ZAs + ZApp) [ (ZAs + ZAp)

where

As is the rate of safe failure,
*Ag + ZAp s the overall failure rate,
/1DD is the rate of dangerous failure which is detected by the diagha

Ao is the rate of dangerous failure.

The diagnostic coverage (if any) of each subsystem in
probability of random hardware failures. The sa
architectural constraints on hardware safety i

i tak

intosaccount in the calculation of the
%n intdyaccount when determining the

3.2.43
Common Cause Failure
CCF

of a SRCF
[IEC 61508-4, 3

3.2.44

3.2.45

systematic failure

failure related in a deterministic way to a certain cause, which can only be eliminated by a
modification of the design or of the manufacturing process, operational procedures,
documentation or other relevant factors

[IEC 61508-4, 3.6.6]

NOTE 1 Corrective maintenance without modification will usually not eliminate the failure cause.
NOTE 2 A systematic failure can be induced by simulating the failure cause.

NOTE 3 Examples of causes of systematic failures include human error in

= the safety requirements specification;

= the design, manufacture, installation and/or operation of the hardware;

= the design and/or implementation of the software.
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3.2.46

application software

software specific to the application, that is implemented by the designer of the SRECS,
generally containing logic sequences, limits and expressions that control the appropriate
input, output, calculations, and decisions necessary to meet the SRECS functional
requirements

3.2.47

embedded software

software, supplied by the manufacturer, that is part of the SRECS and that is not normally
accessible for modification

NOTE Firmware and system software are examples of embedded software.

3.2.48

Full Variability Language
FVL

type of language that provides the capability to implement a
applications

ctions and

[IEC 61511-1, 3.2.81.1.3 modified]

NOTE 1 Typical example of systems using FVL are general-pufposeg

NOTE 2 FVL is normally found in embedded software and

NOTE 3 FVL examples include: Ada, C, Paseal, | lafgdages, C++, Java, SQL
3.2.49

Limited Variability Language

LVL

bine predefined, application specific,
library functions to implemeqt the i 1S specifications

[IEC 61511-1, 3.2.81
NOTE 1 A LVL provideg“a,clese functionalhgorresporfdence with the functions required to achieve the application.

NOTE 2 Typical exampfte C 61131-3. They include ladder diagram, function block diagram
and sequential functi ructiQn ||sts and structured text are not considered to be LVL.

NOTE 3 Typical using LVL: Programmable Logic Controller (PLC) configured for machine
control

software that s ed o implement safety-related control functions in a safety-related system

3.2.51

verification

confirmation by examination (e.g. tests, analysis) that the SRECS, its subsystems or
subsystem elements meet the requirements set by the relevant specification

[IEC 61508-4, 3.8.1 modified and IEC 61511-1, 3.2.92 modified]

NOTE The verification results should provide documented objective evidence.
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= reviews on outputs (documents from all phases) to ensure compliance with the objectives and requirements of

the phase, taking into account the specific inputs to that phase;

= design reviews;

= tests performed on the designed products to ensure that they perform according to their specification;

= integration tests performed where different parts of a system are put together in a step-by-step manner and by
the performance of environmental tests to ensure that all the parts work together in the specified manner.

3.2.52
validation

confirmation by examination (e.g. tests, analysis) that the SRECS meets the functional safety

requirements of the specific application

[IEC 61508-4, 3.8.2 modified]

3.3 Abbreviations

The following abbreviations are used in this standard.

CCF Common Cause Failure(s) \ \\ >
DC Diagnostic Coverage / X

EMC Electromagnetic Compatibility — K S ] N

FB Function Block AN (Y D>

FVL Full Variability Language \_ N\ N\ \ \_ )

1/10 Input/Output

LVL Limited Variability Language (™ >

PFHp Probability of déngerous Failure per Hpur >
)

MTTF | Mean Timefo Fajlure

MTTR | Mean Time[To'Restaratibp

Pre Prob{biﬁ}y Qdangéroﬁs\Tr\aqs}m»s/'sion Error
i 7

SFF Safe Faj@e\F\}éNlon

SiL Safety/Interity bevel )

SILCL | Safety WteyrityLevel (SIL) Claim Limit (for subsystems)

S-R Safety Related

SRECSQ S}ié(y-keiqted\ﬁlectrical Control System

SRCF M?—Réi@t}é Control Function

SRS Safety uirements Specification

SYS System

Full document details: IEC 620612005
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4 Management of functional safety

4.1 Objective

This Clause specifies management and technical activities that are necessary for the
achievement of the required functional safety of the SRECS.

4.2 Requirements

4.2.1 A functional safety plan shall be drawn up and documented for each SRECS design
project, and shall be updated as necessary. The plan shall include procedures for control of
the activities specified in Clauses 5 to 9.

NOTE 1 The content of the functional safety plan should depend upon the specific ci
include:

— size of project;

— degree of complexity;

— degree of novelty of design and technology;

— degree of standardization of design features;

— possible consequence(s) in the event of failure.

In particular the plan shall:

a) identify the relevant activities specjf
b) describe the policy and strategy to

c) describe the strategy to achieye joh safety for the application software,
development, integration, verificati {

e) identify or establi

relevant to the~fu
NOTE 2 The f

such as authorized persons and internal structures of the

g) establish a verification plan that shall include:
— details of when the verification shall take place;
— details of the persons, departments or units who shall carry out the verification;
— the selection of verification strategies and techniques;
— the selection and utilization of test equipment;
— the selection of verification activities;
— acceptance criteria; and

— the means to be used for the evaluation of verification results.
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h) establish a validation plan comprising:
— details of when the validation shall take place;

— identification of the relevant modes of operation of the machine (e.g. normal operation,
setting);

— requirements against which the SRECS is to be validated;
— the technical strategy for validation, for example analytical methods or statistical tests;
— acceptance criteria; and

— actions to be taken in the event of failure to meet the acceptance criteria.

NOTE 3 The validation plan should indicate whether the SRECS and its subsystems are to be subject to
routine testing, type testing and/or sample testing.

4.2.2 The functional safety plan shall be implemented to ensure ow-up and
satisfactory resolution of issues relevant to a SRECS arising from:

activities specified in Clauses 5 to 9;
verification activities; and

validation activities.

5 Requirements for the specification of Saf I Functions
(SRCFs)

5.1 Objective

This Clause sets out the procedur eC requirements of SRCF(s) to be

implemented by the SRECS.

5.2 Specification of req

5.2.1 General
5.2.1.1 From t@

ISO 14121, any negH

— functional requiremrents specification (see 5.2.3);

— safety integrity requirements specification (see 5.2.4).

and these shall be documented in the safety requirements specification (SRS).

NOTE 1 Where non-electrical equipment contributes towards the performance of a safety function in combination
with electrical means, the target failure value(s) applicable to the non-electrical equipment is not considered within
this standard. Electrical means covers any and all devices or systems operating on electrical principles, including:

— electro-mechanical devices;
— non-programmable electronic devices;
— programmable electronic devices.

NOTE 2 The SRS needs to be subject to version control as part of the configuration management procedures (see
9.3).
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5.2.1.4 The safety requirements specification shall be verified to ensure consistency and
completeness for its intended use.

NOTE For example this may be achieved by inspection, analysis, check-lists. See also B.2.6 of IEC 61508-7.

5.2.2 Information to be available

The following information shall be used to produce both the functional requirements
specification and safety integrity requirements specification of each SRCF:

— results of the risk assessment for the machine including all safety functions determined to
be necessary for the risk reduction process for each specific hazard;
— machine operating characteristics, including:

e modes of operation,

e cycle time,
e response time performance,

e environmental conditions,
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including, for example:

e a description of the behaviour g
prevent;

process of SRECS, so the[SK

design process.

5.2.3 Function;l
5.2.3.1 The fun
SRCEF to be pe

— the frequency of operation of each SRCF;

— the required response time of each SRCF;

— the interface(s) of the SRCFs to other machine functions;

— the required response times (e.g. input and output devices);
— a description of each SRCF;

— a description of fault reaction function(s) and any constraints on, for example, re-starting
or continued operation of the machine in cases where the initial fault reaction is to stop
the machine;
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— a description of the operating environment (e.g. temperature, humidity, dust, chemical
substances, mechanical vibration and shock);

— tests and any associated facilities (e.g. test equipment, test access ports);

— rate of operating cycles, duty cycle, and/or utilisation category, for electromechanical
devices intended for use in the SRCF.

5.2.3.2 In addition to the requirements of IEC 61000-6-2, when a SRECS is intended for use
in an industrial environment, electromagnetic (EM) immunity levels are given in Annex E.
SRECS intended for use in another EM environment (e.g. residential) should have immunity
levels based on those specified in different EMC standards (e.g., for a residential
environment, IEC 61000-6-1).

NOTE 1 When specifying EM immunity levels it is necessary to consider whether the levels used\n different EMC
standards cover cases which can occur in a SRECS application even with a low probabiliti\ of egcurreqce.

NOTE 2 EM immunity performance criterion for functional safety of a SRECS is gieN In6.4.3

5.2.4 Safety integrity requirements specification for SRCFs

5.2.41 The safety integrity requirements for each SRE
assessment to ensure the necessary risk reduction capbe

Table 3 — Safety integrit

Safety integﬁ{z Ie\e\l( \PQ\&QbiTﬂ'yJofwgngerous Failure per Hour (PFHp)
m =

C ~__/ >10%to<107
> >10-7 to < 10-6

\ > 10-6 to < 10-5
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6 Design and integration of the safety-related electrical control system
(SRECS)

6.1 Objective

This Clause specifies requirements for the selection or design of a SRECS to meet the
functional and safety integrity requirements specified in the safety requirements specification
(see 5.2).

6.2 General requirements

6.2.1 The SRECS shall be selected or designed to meet the
specification (see 5.2) and where relevant the software safety requirem
6.10) taking into account the appropriate requirements of this standard

requirements
ification (see

a) the requirements for hardware safety integrity comprisj

— the requirements for the
(see 6.6.3.2);

d) the requirem
6.11).

6.2.3 The desig

(including reasons 3 isuse) and be suitable for the actions assigned to
operators, d others who might interact with the SRECS. The design of all

operator j Ral\follow”good human-factor practice (see the IEC 61310 series) and

NOTE The design goal should be that reasonably foreseeable mistakes made by operators or maintenance staff
are prevented or eliminatéd by design. Where this is not possible, other means should also be applied (e.g. manual
action with secondary confirmation before completion) to minimize the possibility of operator errors and ensure that
foreseeable mistakes do not lead to increased risk.

6.2.4 Maintainability and testability shall be considered during the design and integration to
facilitate the implementation of these properties in the SRECS.
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6.2.5 The SRECS design, including its diagnostic and fault reaction functions, shall be
documented. This documentation shall:

— be accurate, complete and concise;

— be suitable for its intended purpose;

— be accessible and maintainable;

— be version controlled.

6.2.6 The outcome of the activities performed during SRECS design, development and
implementation shall be verified at appropriate stages.

6.3 Requirements for behaviour (of the SRECS) on detection of a f3

6.3.1 The detection of a dangerous fault in any subsystem thg ware fault

function.

The specification may allow isolation of the faulty part
operation of the machine while the faulty part is repaired. I\thi 8, H.the)faulty part is not
repaired within the estimated maximum time as ass e ation of the probability
of random hardware failure (see 6.7.8), then a seg i
maintain a safe condition.

After the occurrence o
requirements of 6.3.2

i necessary to achieve the required probability of
Nd the subsystem has a hardware fault tolerance of

the case of a subsystem implementing a particular SRCF where
{ nce is zero and the ratio of the diagnostic test rate to the demand
rate exceeds _100,\then the diagnostic test interval of that subsystem shall be such as to
enable the sub em to meet the requirement for the probability of dangerous random
hardware failure.

6.3.3 Where performance of a fault reaction function as part of a SRCF that is specified as
SIL 3 has resulted in the machine being stopped, subsequent normal operation of the
machine via the SRECS (e.g. enabling re-start of the machine) shall not be possible until the
fault has been repaired or rectified. For SRCFs with a specified safety integrity of less than
SIL 3, the behaviour of the machine after performance of a fault reaction function (e.g. re-
starting normal operation) shall depend on the specification of relevant fault reaction functions
(see 5.2.3).
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6.4 Requirements for systematic safety integrity of the SRECS

NOTE These requirements are applicable at the ‘system level’ where subsystems are interconnected to realise a
SRECS. For requirements relevant to subsystem realisation, see 6.7.8.

6.4.1 Requirements for the avoidance of systematic hardware failures
6.4.1.1 The following measures shall be applied:

a) the SRECS shall be designed and implemented in accordance with the functional safety
plan (see 4.2);

b) proper selection, combination, arrangements, assembly and installation of subsystems,
including cabling, wiring and any interconnections;

c) use of the SRECS within the manufacturer’s specification;

d) use of manufacturer's application notes, for example cat
instructions, and use of good engineering practice (see also

e) use of subsystems that have compatible operating characteyistics\(ge
Clause D.1);

reviews and/
NOTE 1 In orde e

and the inspectg
passive.

NOTE 2 The intey of these tools can be demonstrated by specific testing, or by an extensive history of
satisfactory use, or by independent verification of their output for the particular SRECS that is being designed.
See 6.11.3.4.

c) simulation: perform a systematic and complete assimilation of a SRECS design in terms of
both functional performance and the correct dimensioning and interaction of its
subsystems.

EXAMPLE The function of the SRECS can be simulated on a computer via a software behavioural model (see
6.11.3.4) where individual subsystems or subsystem elements each have their own simulated behaviour, and
the response of the circuit in which they are connected is examined by looking at the marginal data of each
subsystem or subsystem element.

Documents

Document Sharing Hub

Full document details: IEC 620612005


http://avadocuments2026.com/doc/iec-62061-2005
http://avadocuments2026.com/doc/iec-62061-2005

-30 - 62061 © IEC:2005

6.4.2 Requirements for the control of systematic faults
The following measures shall be applied:
a) use of de-energization: the SRECS shall be designed so that with loss of its electrical

supply a safe state of the machine is achieved or maintained,;

b) measures to control the effect of temporary subsystem failures: the SRECS shall be
designed so that, for example:

— voltage variation (e.g. interruptions, dips) to an individual subsystem or a part of a
subsystem does not lead to a hazard (e.g. a voltage interruption that affects a motor
circuit shall not cause an unexpected start-up when the supply is restored), and

NOTE 1 See also relevant requirements of IEC 60204-1. In particular:

overvoltage or undervoltage should be detected early enough so that all outpyt§™qan be swiched to a safe

condition by the power-down routine or a switch-over to a second power uni};

second power unit.

— the effects of electromagnetic interference fro vcal ehvironment or a
subsystem(s) do not lead to a hazard;

c) measures to control the effects of errors and

estimated M'I{}(s
The requirements of i

all other parts of s

clyde or require cabling during integration (for example
ht curtain, output of a guard position sensor).

NOTE 4 This does Vi subsystem or subsystem element on its own has to detect a fault on its
outputs(s). ay also be initiated by any subsequent subsystem after a diagnostic test is
performed,

6.4.3 tic (EM) immunity

In addition to the requirements of IEC 61000-6-2 and the EM phenomena given in Annex E,
the following performance criterion for functional safety shall be satisfied by a SRECS:

— unsafe conditions or hazards shall not be introduced; and
— no loss of the SRCF(s); or
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— the SRCF(s) implemented by the SRECS may be disturbed temporarily or permanently
provided that a safe state of the machine is maintained or achieved before a hazard can
occur. Where the EM phenomena can result in the destruction of components, it shall be
ensured (e.g. by analysis) that functional safety is not affected, including by lower value(s)
of EM phenomena that can cause partial destruction.

NOTE Consideration should be given to the behaviour of the SRECS in response to EM phenomena at all value(s)
up to those given in Annex E.

6.5 Selection of safety-related electrical control system

Where a supplier provides a SRECS for a specific function referenced in the safety
requirements specification, a pre-designed SRECS may be selected instead of a custom
design providing that it meets the requirements of the safety requireme pecification and
6.3, 6.4 and 6.6.1.

NOTE Selection of a pre-designed SRECS is an alternative to the design and devefog S OSRECS in
accordance with 6.6.

6.6 Safety-related electrical control system (SRECS) d
6.6.1 General requirements

6.6.1.1 The SRECS shall be designed and develo
requirements specification (see 5.2).

6.6.1.2 A clearly structured design processsha

6.6.1.3 Where the use of diagnostics

neces
when a fault is detected, the SRECS halor
5.2 and 6.3).

6.6.1.4 Where a SRE ¢ 3 i.e. its subsystem(s)) is to implement both
SRCFs and oth n ' i arggware and software shall be treated as safety-
related unless iz;z; eximplementation of the SRCFs and other functions is
sufficiently independé NCN the xormal operation or failure of any other functions do not

affect the SRCFs)

NOTE Sufficie
dependent fail
of the SRE

implementation can be established by showing that the probability of a
oty and safety-related parts is equivalent to that of the safety integrity level

6.6.1.5 For a SR S\or Ats subsystems that implements safety-related control functions of
different safetyintegkity levels, its hardware and software shall be treated as requiring the
highest safety integrjty level unless it can be shown that the implementation of the safety-
related control functions of the different safety integrity levels is sufficiently independent.

NOTE Sufficient independence of implementation can be established by showing that the probability of a

dependent failure between the parts implementing SRCFs of different integrity levels is equivalent to that of the
safety integrity level achieved by the SRECS.

6.6.1.6 Interconnections (e.g. wiring, cabling) other than digital data communication shall be
considered to be part of one of the subsystems to which they are connected (see also item d)
of 6.4.2).
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6.6.1.7 Where digital data communication is used as a part of a SRECS implementation it
shall satisfy the relevant requirements of IEC 61508-2 in accordance with the SIL target(s) of
the SRCF(s).

6.6.1.8 The information for use of the SRECS shall specify those techniques and measures
necessary during the design life of the SRECS to maintain the safety integrity level.

6.6.2 Design and development process

The design and development shall follow a clearly defined process that shall take into account
all aspects covered by the process shown in Figure 2.

NOTE The approach of this standard is to apply a structured design process to the SR b
requirements that are specified in the Safety Requirements Specification. Figure 3 s

design process and the terminology that applies to the different levels.

ginning from the
yorkflow of the

6.6.2.1 System architecture design

6.6.2.1.1 Each SRCF as specified in the SRECS safety requi gcification shall be
decomposed to a structure of function blocks, for exd & Figure 3. This
structure shall be documented comprising:

— the description of the structure;

— the safety requirements (functional

— definition of inputs and outputs of es

NOTE 1 The decomposition process should lgas e of function blocks that fully describes the
functional and integrity requirements of the SRCF. Thi 5s should be applied down to that level that permits
the functional and integrity requirements determi tiop’block to be allocated to subsystems, where

the allocation to a subsystem of of a function block is possible. However, it is
bbsystem, but it is not possible to allocate one

these subsystems have separate functional and

NOTE There should be ®ngoing collaboration between the developer of the safety-related control architecture,
the organization responsibte for configuration of the devices and the developer of the software. As the software
safety requirements and the possible software architecture become more precise, there may be an impact on the
SRECS hardware architecture, and for this reason close co-operation between the SRECS architecture designer,
the subsystem supplier(s), software developer and, as necessary, the machinery designer or the user can help to
reduce the potential for systematic failure(s).
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1. Identify the proposed SRECS for each SRCF from
the SRS (see 5.2)

\4

2. For each function decompose the SRCF into
function blocks (6.6.2.1.1) and create
an initial concept for an architecture(s) of
the SRECS (6.6.2.1.2)

A\ 4

3. Detail the safety requirements of each function
block
(6.6.2.1.6) /

v

4. Allocate the function blocks to SREC
subsystems (6.6.2.1.3 and 6.6.2. 1<)\ \

N\
| 5. Verl:‘lcatlon ( §| w

AN VO

v
6A. Sele de\v%a 6B. Design and
for develop
subsyst -3) subsystem (6.7.4)

O |

6.7

\ 4
DN
esign the diagnostic function(s) as
required (6.8)

. Determine the achieved SIL of the assumed
archltecture(s) for each S-R control function

(6.6.3)

9. Document the SRECS architecture(s)
(6.6.2.1.5)

A 4

10. Implementation of the designed SRECS(s)
(6.9)

If any requirement is not
achieved go back to
relevant phase.

Figure 2 — Workflow of the SRECS design and development process
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6.6.2.1.3 Each function block shall be allocated to a subsystem within the architecture of the
SRECS. More than one function block may be allocated to one subsystem.

6.6.2.1.4 Each subsystem and the function blocks allocated to it shall be clearly identified.

6.6.2.1.5 The architecture shall be documented describing its subsystems and their
interrelationship.

Safety function B

Virtual view: Safety function A
Functional description
(F = Fb1 ‘AND’ Fb2 ‘AND’ Fb3) x
E Function block B 1 E-““I:u-r;t;t-lc;;l-kgl-c;c-k-g& ~N \Eunct}eﬁ block B 3

Function block A1 2 »  Function bloc )1/\\ " nction block A 3

allocation ﬂ @

N
btemmnnn
-r_-—-.-—.

P ST

Subsystem 1 ‘ ubs > Subsystem 3
Real view:
Architectufal les
SRECS

of sdafety requirements of the function blocks to subsystems
(see 6.6.2.1.1)

6.6.2.1.6 The s3 equirements for each function block shall be as specified in the safety
requirements specification of the corresponding SRCF in terms of

— functional requirements (e.g. input information, internal operation (logic) and output of the
function block);

— safety integrity requirements.

6.6.2.1.7 The safety requirements for a subsystem shall be those of the function block(s)
allocated to it. If more than one function block is allocated to a subsystem, then the highest
integrity requirement applies (see 6.6.3). These requirements shall be documented as the
subsystem safety requirements specification.
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6.6.3 Requirements for the estimation of the safety integrity achieved by a SRECS
6.6.3.1 General

The SIL that can be achieved by the SRECS shall be considered separately for each SRCF to
be performed by the SRECS.

The SIL that can be achieved by the SRECS shall be determined from the probability of
dangerous random hardware failure, architectural constraints, and systematic safety integrity
of the subsystems that comprise the SRECS. The SIL that is achieved is less than or equal to
the lowest value of the SILCLs of any of the subsystems for systematic safety integrity and
architectural constraints.

6.6.3.2 Hardware safety integrity

6.6.3.2.1 The probability of dangerous failure of each SRCF
hardware failures shall be equal to or less than the target failure
safety requirements specification.

NOTE The target values associated with SILs are given in Table 3.

probability of dangerqus v
using the infor
data communicatiqr G

hardware failure of of the probabilities of dangerous random hardware
failure of all subgyst bhe performance of the SRCF and shall include, where
appropriate, the p 8 1 rg€rous transmission errors for digital data communication
processes:

PFHD = PFHD1 L PFHDH + PTE

NOTE 1 This apprq
block will result in a fa

based on the definition of a function block which states that a failure of any function
e/0f the SRCF (see 3.2.16).

NOTE 2 Interconnections other than digital data communication are considered to be a part of the subsystems.

6.6.3.3 Architectural constraints

The SIL achieved by the SRECS according to the architectural constraints is less than or
equal to the lowest SILCL of any subsystem (see 6.7.6) involved in the performance of the
SRCF.

NOTE For example, a SRECS comprises two series connected subsystems (subsystem 1 and subsystem 2)
where the SFF and fault tolerance of each subsystem are assumed to be as shown in Table 4. The estimated PFHp

for the SRECS is 8 x 10-8, which corresponds to SIL 3. However, according to Table 5 the architectural constraint
of subsystem 2 limits the SIL that can be achieved by the SRECS to SIL 2.
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Table 4 — Characteristics of subsystems 1 and 2 used in this example (see Note above)

Subsystem Hardware fault SFF SIL claim limit according to architectural constraints
tolerance (see Table 5)
1 1 95 % SIL 3
2 1 80 % SIL 2

6.6.3.4 Systematic safety integrity

The SIL achieved by the SRECS is less than or equal to the lowest SILCL of any subsystem
involved in the performance of the SRCF.

NOTE The measures described in 6.7.9 give a SILCL of up to SIL 3 for systematic saféty Qf a subsystem
realised according to 6.7.4.

6.7 Realisation of subsystems

6.7.1 Objective

6.7.2 General requirements

6.7.2.1 The subsyste
in accordance wijth its sg
the requirements 6.2

IEC 61508-2 and IEC

a)

b) the estimated rates of failure (due to random hardware failures) declared in any modes
which could cause a dangerous failure of the SRECS;

NOTE 1 For electromechanical subsystems, the probability of failure should be estimated taking into account
the number of operating cycles declared by the manufacturer and the duty cycle (see 5.2.3). This information
should be based upon a B10 value (i.e. the expected time at which 10% of the population will fail). See also

IEC 61810-21.
c) constraints on the subsystem for

— the environment and operating conditions which should be observed in order to
maintain the validity of the estimated rates of failure due to random hardware failures;
and
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— the lifetime of the subsystem which should not be exceeded in order to maintain the
validity of the estimated rates of failure due to random hardware failures;

d) any test and/or maintenance requirements;
e) the diagnostic coverage and the diagnostic test interval (when required, see Note 2);

NOTE 2 Item e) relates to diagnostic functions that are external to the subsystem. This information is only
required when credit is claimed in the reliability model of the SRECS for the action of the diagnostic functions
performed in the subsystem.

f) any additional information (e.g. repair times) which is necessary to allow the derivation of
a mean time to restoration (MTTR) following detection of a fault by the diagnostics.

NOTE 3 Items b) to f) are needed to allow the probability of failure per hour of the SRCF to be estimated.
g) the SILCL due to architectural constraints (see 6.7.6) or:

— all information which is necessary to enable the derivation of the| safe failure fraction
(SFF) of the subsystem as applied in the SRECS; and

NOTE 4 The required information is the possible failure modes of the S xstem. Ba
modes of the subsystem, it can be decided whether the subsystem fa 3 aangerous
failure of the SRECS.

NOTE 5 For details on estimation of the SFF see 6.7.7.

— the hardware fault tolerance of the subsystem;

systematic failures;

i) the highest safety integrity leve
subsystem on the basis of:

- measures and technlques used

tolerance.

i) any informa@x i
the subsystem
accordance wif

k) the probapil

6.7.3

6.7.3.1 Where a~supglier provides a subsystem for a specific SRCF referenced in the safety
requirements specification, such a pre-designed subsystem may be selected instead of a
custom design providing that it satisfies the safety requirements specification for the
subsystem, 6.4.3 and 6.7.3.2 or 6.7.3.3.

6.7.3.2 Subsystems incorporating complex components shall comply with IEC 61508-2 and
IEC 61508-3 as appropriate for the required SIL.

EXCEPTION: Where a subsystem design includes a complex component as a subsystem
element, 6.7.4.2.3 is applicable.
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6.7.3.3 Subsystems comprising low complexity components only shall comply with 6.7.4.4.1,
6.7.6.2,6.7.6.3, 6.7.7, 6.7.8 and 6.8 of this standard.

6.7.4 Design and development of subsystems
6.7.4.1 Objectives

6.7.4.1.1 The first objective is to design a subsystem that fulfils the safety requirements of
the allocated function block(s).

6.7.4.1.2 The second objective is to create an architecture in terms of subsystem elements
that work together in combination to fulfil the functional and safety integrity requirements of all
function blocks allocated to the subsystem.

6.7.4.2 General requirements

6.7.4.2.1 The subsystem shall be designed in accordance
specification.

— the requirements for the
(see 6.7.8);

b) the requirements for systematic saf;

c)

bsystem incorporates a complex component (as a
atisfies all relevant requirements of IEC 61508-2 and
ILCL it can be conS|dered as a low compIeX|ty component in

6.7.4.3 Subsystem design and development process

The subsystem design and development shall follow a clearly defined process that shall take
into account all aspects covered by the process shown in Figure 4.
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Produce an architecture for the
subsystem in accordance with
the internal structure of the
subsystem elements (6.7.4.3.1.1)

Detail the safety requirements
(functional and integrity) for

for each subsystem element
(6.7.4.3.1.2)

W

o\
{ \

A
Select device(s) for Desi W op
identified subsystem subsys elements
elements (6.7.4.4) /(? N

AVANEGN
O X ANV

D niﬁe the achieved safety

mance of the subsystem (6.7.

d)

N

Figure 4 — Workflow for subsystem design and development (see box 6B of Figure 2)

6.7.4.3.1 Subsystem architecture design

6.7.4.3.1.1 During subsystem architecture design, the decomposition process should lead to
a structure of function block elements that fully represent the functional requirements of the
function block. This process should be applied down to that level which permits the functional
requirements determined for each function block element to be allocated to subsystem

elements (see example in Figure 5).

NOTE The workflow of the design process is shown in Figure 4.
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function block

function block element 1

Virtual view:

Functional
decomposition

(Fb = Fbe 1 OR Fbe2) function block element 2

P SD = o atlon

Real view:
Architectural
design

Figure 5 — Decomp 1 0 tion block into redundant function block elements
heir associated subsystem elements

6.7.4.3.7.2 Su m architecture shall be documented in terms of its elements and
f ’here necessary this shall also include information relating to
function block~elements that are allocated to subsystem elements.

6.7.4.4 Requirements for the selection and design of subsystem elements

6.7.4.4.1 Subsystem elements shall be suitable for their intended use and shall conform to
relevant international standards where such exist.

6.7.4.4.2 The following information shall be available for each subsystem element:

a) a functional specification of the subsystem element;

b) specification of the interfaces of the subsystem element (e.g. electrical characteristics);
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c) each failure mode and its probability of occurrence, and, where relevant (e.g. complex
components used in accordance with 6.7.4.2.3), the diagnostic coverage and probability of
dangerous failure.

NOTE For electromechanical subsystems, the probability of failure should be estimated taking into account

the number of operating cycles declared by the manufacturer and the duty cycle of the application (see 5.2.3).
This information should be based upon a B10 value (i.e. the expected time at which 10 % of the population

will fail). See also IEC 61810-22.
d) constraints on the subsystem element for

— the environment and operating conditions which should be observed in order to
maintain the validity of the information given in item c¢); and

— the lifetime of the subsystem element which should not be exceeded in order to
maintain the validity of the information given in item (c);

e) any periodic proof test and/or maintenance requirements;

f) features that can contribute to diagnostics (e.g. mechanically li

to avoid systematic failures;
i) hardware fault tolerance.
6.7.5 Determination of the safety perfor

The safety performance of a subsyste
architectural constraints (6.7.6), its

hhat SRCF. Table 5 specifies the highest safety integrity level
that uses a subsystem taking into account the hardware fault

a) a hardware faulttolerance of N means that N+1 faults could cause a loss of the SRCF. In
determining the hardware fault tolerance, no account is taken of other measures that can
control the effects of faults such as diagnostics; and

b) where one fault directly leads to the occurrence of one or more subsequent faults, these
shall be considered as a single fault;

c) in determining hardware fault tolerance, certain faults may be excluded, provided that the
likelihood of them occurring is very low in relation to the safety integrity requirements of
the subsystem. Any such fault exclusions shall be justified and documented (see also
6.7.7).
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6.7.6.2 The architectural constraints of Table 5 shall apply to each subsystem implementing
a function block of an SRCF.

6.7.6.3 A subsystem that comprises only a single subsystem element shall satisfy the
requirements of Table 5. In particular, for such a subsystem that has a hardware fault
tolerance of zero (i.e. N = 0) then a SFF of greater than 99 % shall be achieved by a SRECS
diagnostic function(s).

NOTE This requirement is necessary to ensure an appropriate form of the architectural constraints is applied to
subsystems that comprise only a single subsystem element in order to justify a SILCL of SIL 3.

Table 5 — Architectural constraints on subsystems: maximum SIL
that can be claimed for a SRCF using this subsyste?,\

Hardware fault tolerance (see Qk{t\e\ﬂ(\
0 R AN AN

<60 % Not allowed (for SIL1 s
exceptions see Note 3) (\
60 % — < 90 % SIL1 ;rr\ﬂ\\ \ \ \ SIL3
90 % — < 99 % SIL2 siba_ N \ ]\ SIL3 (see Note 2)
> 99 % sIL3 ﬁlL/Qee\@\z)\ SIL3 (see Note 2)

Safe failure fraction

NOTE 1 A hardware fault tolerance of N means that N+1 loss Of the safety-related control

function.
NOTE 2 A SIL 4 claim limit is not considered\i C 61508-1.
NOTE 3 See 6.7.6.4 or for subsystems where i applied to faults that could lead to a

dangerous failure, see 6.7.7.

and zero hardware fa
with ISO 13849-1:20064

a) widely used in the pa§ A 2 n similar applications, or

b) made and verifi ch demonstrate its suitability and reliability for safety-related

applications.

NOTE To achieve a required SIL, it is also necessary to fulfil the requirements according to probability of
dangerous failure and systematic safety integrity.
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Table 6 — Architectural constraints: SILCL relating to categories

Hardware fault tolerance SFF Maximum SIL claim limit
Category It is assumed that subsystems with the stated according to architectural
category have the characteristics given below constraints
1 0 <60 % See Note 1
2 0 60 % — 90 % SIL 1 (see Note 2)
3 1 <60 % SIL 1
1 60 % — 90 % SIL 2
4 >1 60 % — 90 % SIL 3 (see Note 3)
1 > 90 % (sn_\s\see Note 4)

NOTE 1 Subsystems that have a SFF of <60% but are designed in accordanc
13849-1:1999 and validated in accordance with ISO 13849-2:2003 are assumed to a€h

is considered.

NOTE 5 Category B in accordance with ISO 13849-1:1999)5-\n tcgsyjeygd sufficientMo achieve SIL 1.

6.7.7 Estimation of safe failure fra

6.7.7.1
architectural constraints.

ifed to determine the SILCL due to

6.7.7.2 To estimate the SF i .g—fault tree analysis, failure mode and effects
analysis) of each”s 3 ed to determine all relevant faults and their
corresponding f re is a safe or a dangerous failure depends on
the SRECS and th¥ j d control functions, including fault reaction function.
The probability ofea hall be determined based on the probability of the
associated fault(t t the intended use and may be derived from sources
such as:

b) component{failure
and relevant toth

data from a recognised industry source (see references in Annex D)
e’ intended use;

c) failure mode data given in Annex D;

d) failure rate data derived from the results of testing and analysis.

EXCEPTION: For a subsystem with a hardware fault tolerance of zero and where fault
exclusions have been applied to faults that could lead to a dangerous failure, then the SILCL
due to architectural constraints of that subsystem is constrained to a maximum of SIL 2.

6.7.7.3 The use of fault exclusions shall be justified (e.g. by analysis) and documented.

NOTE It is permissible to exclude faults in accordance with 3.3 and D.5 of ISO 13849-2:2003.
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6.7.8 Requirements for the probability of dangerous random hardware failures of
subsystems

6.7.8.1 General requirements

6.7.8.1.1 The probability of dangerous random hardware failure shall be equal to or less
than the target failure value as specified in the subsystem safety requirements specification
(see 6.6.2.1.7).

6.7.8.1.2 The probability of dangerous failure of each subsystem due to random hardware
failures to perform the allocated function blocks shall be estimated taking into account:

a) the architecture of the subsystem as it relates to the allocated fupction blocks under

consideration;

NOTE 1 This involves deciding whether there is hardware fault tolerance or noj

b) the rate of failure of each subsystem element in any mod ause a
dangerous failure of the subsystem but which are detected );

c) the rate of failure of each subsystem element in ar i Id cause a
dangerous failure of the subsystem which are u

(see 6.3);

guidance on quantifying the effect of
Annex D.

dertaken to reveal dangerous faults which are
ission time of the subsystem element(s) which

subsystems is given in 6.7.8.2. Other methods are available and the most appropriate method will depend on
the circumstances. Available methods include:

a) fault tree analysis (see B.6.6.5 of IEC 61508-7 and IEC 61025);

b) Markov models (see C.6.4 of IEC 61508-7 and IEC 61165-13);

c) reliability block diagrams (see C.6.5 of IEC 61508-7).

NOTE 5 Failures due to common cause effects and data communication processes can result from effects
other than actual failures of hardware components (e.g. electromagnetic interference, software errors, etc.).
See 6.7.9.

6.7.8.1.3 For subsystems or subsystem elements where the probability of failure is given in
relation to a number of operating cycles, these values shall be transformed into time-related
values by using the specified duty cycle for the relevant SRCFs (see 5.2.3).

6.7.8.1.4 The diagnostic test interval of any subsystem having a hardware fault tolerance of
more than zero shall be such as to enable the subsystem to meet the requirement for the
probability of random hardware failure (see 6.3.1).

NOTE This diagnostic test interval should be such that a fault is detected before the occurrence of gysub t
fault that may lead to dangerous failure of the subsystem and exceeds the target failure measurs Dééeﬂjﬁllents
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6.7.8.1.5 The diagnostic test interval of any subsystem having a hardware fault tolerance of
zero shall be such that the requirements of 6.3.2 are fulfilled.

6.7.8.1.6 Where a low complexity subsystem is designed according to ISO 13849-1:1999
and validated according to ISO 13849-2:2003 and also meets the requirements for
architectural constraints (see 6.7.6) and systematic safety integrity (see 6.7.9), the threshold
values of probability of dangerous failure (PFHp) given in Table 7 can be used to estimate the
hardware safety integrity (see 6.6.3.2).

Table 7 — Probability of dangerous failure

Hardware fault tolerance DC PFHp th old values (per hour)

Category It is assumed that subsystems with the stated category have

the characteristics given below
Ttest, DC)
1 0 0 % Jo\be provided supplier or use
nexjic data (gee Annex D)

2 0 60%—90%< \ \210—6

3 1 60 % - 90 %\ N \ >2 x 10-7

4 >1 60%(-9 % \) 23x10-8
1 (>\g\v////\ N >3x10-8

NOTE 1 The PFHp threshold value is a Sunctien &f tRe ubsy tem\N{T (to be derived by the subsystem
manufacturer or from relevant component test/'sheck gycle time as specified in the safety
requirements specification (this information is i r sub em validation in accordance with ISO
i\ this table (these values are based on the

ap aL imation of probability of dangerous random

6.7.8.2 Sim d
hard

6.7.8.2.1 Ge

This subclau i lified approach to the estimation of probability of dangerous
umber of basic subsystem architectures and gives formulae
stems assembled from either low complexity subsystem elements
ents. The formulae are in themselves a simplification of reliability

1 >> A x T;, where Ty is the smaller of the proof test interval or the lifetime, and the subsystem
is operating in the “high demand or continuous mode” (see 3.2.27). See also 6.8.6.

NOTE 1 The results that are obtained represent a limitation upon probability of dangerous random hardware
failures of subsystems and where this is unacceptable, it is possible to apply more accurate modelling techniques
(see 6.7.8.1.1).

NOTE 2 For equations (A) to (D) given in 6.7.8.2 constant and sufficiently low (1>> A x T) failure rates (A1) of the
subsystem elements are assumed (this means that the mean time to dangerous failure has to be much greater than
the proof test interval or the lifetime of the subsystem). Therefore, the following basic equations can be used:

= A1=1/MTTF, where MTTF is expressed in hours.

For electromechanical devices the failure rate is determined using the B;, value and the number of operating cycles
C (expressed as the number of operating cycles per hour) of the application as specified (see 5.2.3).

= 1=0,1xC/Byo.
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NOTE 3 Terms used are as follows:
» 1= As+ Ap; where s is the rate of safe failure and Ap is the rate of dangerous failure.

= PFHp= Apx lh; average probability of dangerous failure within one hour.

= T, diagnostic test interval.

= Ty: proof test interval or lifetime whichever is the smaller.

6.7.8.2.2 Basic subsystem architecture A: zero fault tolerance without a diagnostic
function

In this architecture, any dangerous failure of a subsystem element causes a failure of the

SRCF. For architecture A, the probability of dangerous failure of the subsystem is the sum of the
probabilities of dangerous failure of all subsystems elements:

/?'DssA = /?'Del +....t /?'Den

PFHDSSA = ﬂ’DssA X 1h

Subsystem
element 1

I
I
o
I ﬂ”De1

of the SRCF.
before failure of the
the subsystem is:

ere would have to be a dangerous failure in more than one element
RCF can occur. For architecture B, the probability of dangerous failure of
Apes =(1 = B2 X Apes X Apes X T+ BX (Aper + Ape: )2 (B)

PFHDssB = /’iDssBx 1h
where

T4 is the proof test interval or lifetime whichever is the smaller.
B is the susceptibility to common cause failures.
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Subsystem
element 1

ﬂDe1

Common cause

Subsystem
element 2

DssC = ﬂ’DssCX 1h

! %‘\E}lbsystem
I

ement 1

A De1

F oot Apen(1 = DCp)

fail?@\

N

(C)

Subsystem
element n

A Den

Diagnostic function(s)

Figure 8 — Subsystem C logical representation
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NOTE Figure 8 is a logical representation of the subsystem C architecture and should not be interpreted as its
physical implementation. The diagnostic function shown may be carried out by

- the subsystem which requires diagnostics; or
- other subsystems of the SRECS; or

- subsystems not involved in the performance of the safety-related control function.

6.7.8.2.5 Basic subsystem architecture D: single fault tolerance with a diagnostic
function(s)

This architecture is such that a single failure of any subsystem element does not cause a loss
of the SRCF, where

T, is the diagnostic test interval;

T4 is the proof test interval or lifetime whichever is the smaller.

B is the susceptibility to common cause failures; A, = App
of detectable dangerous failures and Apy is the rate of undete

A‘DD = ﬂDX DC

)“DU = ﬂDX (1 —DC)

2/2+[//iDe1X/1D92X(2—DC1—DC2)]XT1/2 } (D1)

DC is the diagriostic coverage of subsystem element 1 or 2.

Apssp = (1= BY2 {l Ape” X2 X DCIX T2 + [ Ape” X (1= DC)1x T3} + BX A (D.2)

PFHDssD = ﬂ’DSSDX 1h
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