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INTERNATIONAL ELECTROTECHNICAL COMMISSION

NUCLEAR POWER PLANTS - INSTRUMENTATION
AND CONTROL SYSTEMS IMPORTANT-FOR TO SAFETY -
SOFTWARE ASPECTS FOR COMPUTER-BASED SYSTEMS

PERFORMING CATEGORY B OR C FUNCTIONS

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote
international co-operation on all questions concerning standardization in the electrical and electronic fields. To
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interested
in the subject dealt with may participate in this preparatory work. International, governmental and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely
with the International Organization for Standardization (ISO) in accordance with conditions determined by
agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
misinterpretation by any end user.

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence
between any IEC Publication and the corresponding national or regional publication shall be clearly indicated in
the latter.

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

6) All users should ensure that they have the latest edition of this publication.

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shall not be held responsible for identifying any or all such patent rights.

This redline version of the official IEC Standard allows the user to identify the changes
made to the previous edition. A vertical bar appears in the margin wherever a change
has been made. Additions are in green text, deletions are in strikethrough red text.
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International Standard IEC 62138 has been prepared by subcommittee 45A: Instrumentation,
control and electrical power systems of nuclear facilities, of IEC technical committee 45:
Nuclear instrumentation.

This second edition cancels and replaces the first edition published in 2004. This edition
constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:

a) align the standard with standards published or revised since the first edition, in particular
IEC 61513, IEC 60880, IEC 62645 and IEC 62671;

b) merge Clause 5 and Clause 6 of the first edition into a single clause in order to avoid the
repetition of the vast majority of the text which proves to be extremely difficult to maintain
in consistency;

c) revise clause on the selection of pre-developed software based on experiences from the
application of the first edition of the standard on industrial projects. More precise criteria
are proposed for the evidence of correctness of pre-developed software;

d) introduce requirements on traceability in consistency with IEC 61513;
e) introduce an Annex A that gives a typical list of software documentation;
f) introduce an Annex B that establishes relationship between IEC 61513 and this document;

g) introduce an Annex C that establishes relationship between IEC 61508 and this document.

The text of this standard is based on the following documents:

FDIS Report on voting
45A/1201/FDIS 45A/1209/RVD

Full information on the voting for the approval of this International Standard can be found in
the report on voting indicated in the above table.

This document has been drafted in accordance with the ISO/IEC Directives, Part 2.

In this document, the following print types are used:

e Requirements and recommendations applicable specifically to class 2 or to class 3
systems appear in italics in Clause 6.

The committee has decided that the contents of this document will remain unchanged until the
stability date indicated on the IEC website under "http://webstore.iec.ch" in the data related to
the specific document. At this date, the document will be

e reconfirmed,

e withdrawn,

e replaced by a revised edition, or

e amended.

IMPORTANT - The “colour inside” logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct understanding
of its contents. Users should therefore print this publication using a colour printer.
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INTRODUCTION

a) Technical background, main issues and organisation of this document

This International Standard provides requirements on the software aspects for computer-
based instrumentation and control (I&C) systems performing category B or C functions as
defined by IEC 61226. It complements |IEC 60880 which provides requirements for the
software of computer-based I1&C systems performing category A functions.

It is consistent with, and complementary to, IEC 61513:2011. Activities that are mainly
system level activities (for example, integration, validation and installation) are not
addressed exhaustively by this document: requirements that are not specific to software
are deferred to IEC 61513:2011.

This document takes into account the current practices for the development of software for
I&C systems, in particular:

— the use of pre-developed software, equipment and equipment families that were not
necessarily designed to nuclear industry sector standards;

— the use of application-oriented languages.
b) Situation of the current document in the structure of the IEC SC 45A standard series

IEC 61513 is a first level IEC SC 45A document and gives guidance applicable to I&C at
system level. Documents
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IEC 62138 is a second level IEC SC 45A document that supplements IEC 61513
concerning software development of computer-based I&C systems performing category B
or C functions.

For more details on the structure of the IEC SC 45A standard series, see item d) of this
introduction.

c) Recommendations and limitations regarding the application of this document

This document is not intended to be used as a general-purpose software engineering
guide. It applies to the software of I&C systems performing category B or C functions for
new nuclear power plants as well as to I&C upgrading or back-fitting of existing plants.

For existing plants, only a subset of requirements is applicable and this subset has to be
identified at the beginning of any project.

The purpose of the guidance provided by this document is to reduce, as far as possible,
the potential for latent software faults to cause system failures, either due to single
software failures or multiple software failures (i.e. Common Cause Failures due to
software).

This document does not explicitly address how to protect software against those threats
arising from malicious attacks, i.e. cybersecurity, for computer-based systems. |IEC 62645
provides requirements for security programmes for computer-based systems.

To ensure that this document will continue to be relevant in future years, the emphasis
has been placed on issues of principle, rather than specific technologies.

d) Description of the structure of the IEC SC 45A standard series and relationships
with other IEC documents and other bodies documents (IAEA, ISO)

The top-level documents of the IEC SC 45A standard series are IEC 61513 and
IEC 63046. IEC 61513 provides general requirements for I&C systems and equipment that
are used to perform functions important to safety in nuclear power plants (NPPs).
IEC 63046 provides general requirements for electrical power systems of NPPs; it covers
power supply systems including the supply systems of the I&C systems. IEC 61513 and
IEC 63046 are to be considered in conjunction and at the same level. IEC 61513 and
I[EC 63046 structure the IEC SC 45A standard series and shape a complete framework
establishing general requirements for instrumentation, control and electrical systems for
nuclear power plants.

IEC 61513 and IEC 63046 refer directly to other IEC SC 45A standards for general topics
related to categorization of functions and classification of systems, qualification,
separation, defence against common cause failure, control room design, electromagnetic
compatibility, cybersecurity, software and hardware aspects for programmable digital
systems, coordination of safety and security requirements and management of ageing.
The standards referenced directly at this second level should be considered together with
IEC 61513 and IEC 63046 as a consistent document set.

At a third level, IEC SC 45A standards not directly referenced by IEC 61513 or by
IEC 63046 are standards related to specific equipment, technical methods, or specific
activities. Usually these documents, which make reference to second-level documents for
general topics, can be used on their own.

A fourth level extending the IEC SC 45A standard series, corresponds to the Technical
Reports which are not normative.

The IEC SC 45A standards series consistently implements and details the safety and
security principles and basic aspects provided in the relevant IAEA safety standards and
in the relevant documents of the IAEA nuclear security series (NSS). In particular this
includes the IAEA requirements SSR-2/1, establishing safety requirements related to the
design of nuclear power plants (NPPs), the IAEA safety guide SSG-30 dealing with the
safety classification of structures, systems and components in NPPs, the IAEA safety
guide SSG-39 dealing with the design of instrumentation and control systems for NPPs,
the IAEA safety guide SSG-34 dealing with the design of electrical power systems for
NPPs and the implementing guide NSS17 for computer security at nuclear facilities. The
safety and security terminology and definitions used by SC 45A standards are consistent

with those used by the IAEA.
Documents
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IEC 61513 and IEC 63046 have adopted a presentation format similar to the basic safety
publication IEC 61508 with an overall life-cycle framework and a system life-cycle
framework. Regarding nuclear safety, IEC 61513 and IEC 63046 provide the interpretation
of the general requirements of IEC 61508-1, IEC 61508-2 and IEC 61508-4, for the
nuclear application sector. In this framework IEC 60880, IEC 62138 and IEC 62566
correspond to IEC 61508-3 for the nuclear application sector. IEC 61513 and IEC 63046
refer to ISO as well as to IAEA GS-R-3 and IAEA GS-G-3.1 and IAEA GS-G-3.5 for topics
related to quality assurance. At level 2, regarding nuclear security, IEC 62645 is the entry
document for the IEC SC 45A security standards. It builds upon the valid high level
principles and main concepts of the generic security standards, in particular ISO/IEC
27001 and ISO/IEC 27002; it adapts them and completes them to fit the nuclear context
and coordinates with the IEC 62443 series. At level 2, regarding control rooms, IEC 60964
is the entry document for the IEC SC 45A control rooms standards and IEC 62342 is the
entry document for the IEC SC 45A ageing management standards.

NOTE 1 It is assumed that for the design of I&C systems in NPPs that implement conventional safety functions
(e.g. to address worker safety, asset protection, chemical hazards, process energy hazards) international or
national standards would be applied.

NOTE 2 IEC SC 45A domain was extended in 2013 to cover electrical systems. In 2014 and 2015 discussions
were held in IEC SC 45A to decide how and where general requirement for the design of electrical systems were to
be considered. IEC SC 45A experts recommended that an independent standard be developed at the same level as
IEC 61513 to establish general requirements for electrical systems. Project IEC 63046 is now launched to cover
this objective. When IEC 63046 is published, this NOTE 2 of the introduction will be suppressed.
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NUCLEAR POWER PLANTS - INSTRUMENTATION
AND CONTROL SYSTEMS IMPORTANT-FOR TO SAFETY -
SOFTWARE ASPECTS FOR COMPUTER-BASED SYSTEMS

PERFORMING CATEGORY B OR C FUNCTIONS

1 Scope

This document—provides specifies requirements for the software of computer-based
instrumentation and control (1&C) systems performing functions of safety category B or C as
defined by IEC 61226. It complements IEC 60880—and—tEC—60880-2, which provides
requirements for the software of computer-based I&C systems performing functions of safety
category A.

It is-alse consistent with, and complementary to, IEC 61513. Activities that are mainly system
level activities (for example, integration, validation and installation) are not addressed
exhaustively by this document: requirements that are not specific to software are deferred to
IEC 61513.

The link between functions categories and system classes is given in IEC 61513. Since a
given safety-classified 1&C system may perform functions of different safety categories and
even non safety-classified functions, the requirements of this document are attached to the
safety class of the 1&C system (class 2 or class 3).

This document is not intended to be used as a general-purpose software engineering guide. It

provides—requirements—that applies to the software of 1&C systems of safety classes 2 or 3

must-meet-to-achieve-system-nuclear-safety-objectives for new nuclear power plants as well
as to 1&C upgrading or back-fitting of existing plants.

For existing plants, only a subset of requirements is applicable and this subset has to be
identified at the beginning of any project.

The purpose of the guidance provided by this document is to reduce, as far as possible, the

potential for latent software faults to cause system failures, either due to single software

failures or multiple software failures (i.e. Common Cause Failures due to software)
Documents
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This document does not explicitly address how to protect software against those threats
arising from malicious attacks, i.e. cybersecurity, for computer-based systems. IEC 62645
provides requirements for security programmes for computer-based systems.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their
content constitutes requirements of this document. For dated references, only the edition
cited applies. For undated references, the latest edition of the referenced document (including
any amendments) applies.

IEC 60880:2006, Nuclear power plants — Instrumentation and control systems important to
safety — Software aspects for computer-based systems performing category A functions

IEC 61226, Nuclear power plants — Instrumentation and control-systems important—fer to
safety — Classification of instrumentation and control functions

IEC 61513:2004 2011, Nuclear power plants — Instrumentation and control—fer—systems
important to safety — General requirements for systems

IEC 62671:2013, Nuclear power plants — Instrumentation and control important to safety —
Selection and use of industrial digital devices of limited functionality

3 Terms and definitions-and-abbreviations

For the purposes of this document, the following terms and definitions—and-—abbreviations
apply.

ISO and IEC maintain terminological databases for use in standardization at the following
addresses:

e |EC Electropedia: available at http://www.electropedia.org/

e [SO Online browsing platform: available at http://www.iso.org/obp

3.1

animation

process by which the behaviour defined by a specification is displayed with actual values
derived from the stated behaviour expressions and from some input values

| [SOURCE: IEC 60880-2-:2006, 3.1]

3.2

application function

function of an I&C system that performs a task related to the process being controlled rather
than to the functioning of the system itself

‘ [SOURCE: IEC 61513:2011, 3.1]

33

application software

part of the software of an I&C system that implements the application functions

Note 1 to entry: Application software contrasts with system software.

Note 2 to entry: Application software is plant specific, so it is not to be considered pre-developed soBOacuments
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[SOURCE: IEC 61513:2011, 3.2 modified (modified notes to entry)]

3.4

application-oriented language

computer language specifically designed to address a certain type of application and to be
used by persons who are specialists of this type of application

Note 1 to entry: Equipment families usually feature application-oriented languages so as to provide easy to use
capability for adjusting the equipment to specific requirements.

Note 2 to entry: Application-oriented languages may be used to specify the functional requirements of an 1&C
system, and/or to specify or design application software. They may be based on texts, on graphics, or on both.

Note 3 to entry: Examples: function block diagram languages, languages defined by IEC 61131-3.

Note 4 to entry: See also general-purpose language.

[SOURCE: IEC 60880:2006, 3.3 modified (addition of note 4 to entry)]

3.5

common cause failure

CCF

failure of two or more structures, systems or components due to a single specific event or
cause

Note 1 to entry: Common causes may be internal or external to an I&C system.

[SOURCE: IAEA Safety Glossary, 2016 edition]

3.6

complexity

degree to which a system or component has a design, implementation or behaviour that is
difficult to understand and verify

[SOURCE: IEC 61513:2011, 3.9]

3.7
computer program
set of ordered instructions and data that specify operations in a form suitable for execution by

t
a computer Documents
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Note 1 to entry: This includes traditional programs written in general-purpose languages. This also includes
programs written in application-oriented languages.

[SOURCE: IEC 60880:2006, 3.10, modified (addition of note 1 to entry)]

3.8
computer-based item
item that relies on software instructions running on microprocessors or microcontrollers

Note 1 to entry: In this term and its definition, the term item can be replaced by the terms: system or equipment or
device.

Note 2 to entry: A computer-based item is a kind of programmable digital item.

Note 3 to entry: This term is equivalent to software-based item.

3.9

process of identifying and documenting the characteristics of a facility’s structures, systems
and components (including computer systems and software), and of ensuring that changes to
these characteristics are properly developed, assessed, approved, issued, implemented,
verified, recorded and incorporated into the facility documentation

[SOURCE: IAEA Safety Glossary, 2016 edition]

3.10

cybersecurity

set of activities and measures whose objective is to prevent, detect, and react to digital
attacks that have the intent to cause:

e disclosures that could be used to perform malicious acts which could lead to an accident,
an unsafe situation or plant performance degradation (confidentiality),

¢ malicious modifications of functions that may compromise the delivery or integrity of the
required service by I&C CB&HPD systems (including loss of control) which could lead to
an accident, an unsafe situation or plant performance degradation (integrity),

e malicious withholding or prevention of access to or communication of information, data or
resources (including loss of view) that could compromise the delivery of the required
service by I&C systems which could lead to an accident, an unsafe situation or plant
performance degradation (availability).

Note 1 to entry: This definition is tailored with respect to the IEC 62645 scope, focusing on the prevention of,
detection of and reaction to malicious acts by digital means on 1&C CB&HPD systems. It is recognized that the
term “cybersecurity” has a broader meaning in other standards and guidance, often including non-malevolent
threats, human errors and protection against natural disasters, which are all out of the scope of IEC 62645.

[SOURCE: IEC 62645:2014, 3.6 modified (removal of note 2 to entry)]

3.1

dedicated functionality

property of devices that have been designed to accomplish only one clearly defined function
or only a very narrow range of functions, such as, for example, capture and signal the value of
a process parameter, or invert an alternating current power source to direct current. This
function (or narrow range of functions) is inherent in the device, and not the product of
programmability by the user

Documents
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Note 1 to entry: Ancillary functions (e.g., self-supervision, self-calibration, data communication) may also be
implemented within the device, but they do not change the fundamental narrow scope of applicability of the device.

Note 2 to entry: “Dedicated” in the sense in which it is used in IEC 62671 refers to design for one specific function
that cannot be changed in the field.

[SOURCE: IEC 62671:2013, 3.7]

3.12

design specification

document or set of documents that describe the organisation and functioning of an item, and
that are used as a basis for the implementation and the integration of the item

3.13

documentation for safety

document or set of documents that specifies how a product can be safely used for
applications important to safety

Note 1 to entry: This definition is used in the context of pre-developed software (see 6.3).

3.14

dynamic analysis

process of evaluating a system or component based on its behaviour during execution. In
contrast to static analysis

[SOURCE: IEC 60880:2006, 3.15]

3.15

electrical/electronic/programmable electronic item

E/E/PE item

item based on electrical (E) and/or electronic (E) and/or programmable electronic (PE)
technology

Note 1 to entry: In this term and its definitions, the word “item” can be replaced by the words: system or
equipment or device.

[SOURCE: IEC 61508-4:2010, 3.2.13, modified ("item" added and note to entry modified)]

3.16

equipment family

set of hardware and software components that may work co-operatively in one or more
defined architectures (configurations). The development of plant specific configurations and of
the related application software may be supported by software tools. An equipment family
usually provides a number of standard functionalities (e.g. application functions library) that
may be combined to generate specific application software

Note 1 to entry: An equipment family may be a product of a defined manufacturer or a set of products
interconnected and adapted by a supplier.

Note 2 to entry: The term “equipment platform” is sometime used as a synonym of “equipment family”.

[SOURCE: IEC 61513:2011, 3.17 modified (removal of note 1 to entry)]

317

error

discrepancy between a computed, observed or measured value or condition, and the true,
specified or theoretical value or condition

Note 1 to entry: See also-mistake human error, fault, failure.

[SOURCE: IEC 61513:2011, 3.18, modified (addition of note 1 to entry)] Documents
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3.18
executable code
software that is included in the target system

Note 1 to entry: Executable code usually includes instructions to be executed by the hardware of the target
system, and associated data.

3.19
failure
o ¢ oli ot hei |
loss of the ability of a structure, system or component to function within acceptance criteria

Note 1 to entry: Equipment is considered to fail when it becomes incapable of functioning, whether or not it is
needed at that time. A failure in, for example, a backup system may not be manifest until the system is called upon
to function, either during testing or on failure of the system it is backing up.

Note 2 to entry: A failure is the result of a hardware fault, software fault, system fault, or operator or maintenance
error, and the associated signal trajectory which results in the failure.

Note 3 to entry: See also-mistake human error, fault,-faiture error.
[SOURCE:4EG-61513 |IAEA Safety Glossary, edition 2016]

3.20
fault
defect in a hardware, software or system component

Note 1 to entry: Faults may be-subdivided—inte originated from random-—faults failures, that result e.g. from

Note 2 to entry: A fault (ir—partiedlar notably a design fault) may remain undetected in a system until specific
conditions are such that the result produced does not conform to the intended function, i.e. a failure occurs.

Note 3 to entry: See also-mistake human error,-fault error, failure.

[SOURCE: IEC 61513:2011, 3.21, modified (note 3 to entry modified)]

3.21

firmware

software which is closely coupled to the hardware characteristics on which it is installed. The
presence of firmware is generally “transparent” to the user of the hardware component and,
as such, may be considered to be effectively an integral part of the hardware design (a good
example of such software being processor microcode). Generally, firmware may only be
modified by a user by replacing the hardware components (for example, processor chip, card,
EPROM) which contain this software with components which contain modified software
(firmware). Where this is the case, configuration control of the hardware components of the
equipment effectively provides configuration control of the firmware. Firmware, as considered
by IEC 60987, is effectively software that is built into the hardware

[SOURCE: IEC 60987:2007, 3.4]

3.22

functional validation

verification of the correctness of the application functions specifications—versus against the
top level plant functional and performance requirements. It is complementary to the system
validation that verifies the compliance of the system with the functions specification

[SOURCE: IEC 61513:2011, 3.23]
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3.23
general-purpose language
computer language designed to address all types of usage

Note 1 to entry: The system software of equipment families is usually implemented using general-purpose
languages.

Note 2 to entry: Examples: Ada, C, Pascal.

Note 3 to entry: See also application-oriented language.

[SOURCE: IEC 60880:2006, 3.20 modified (note 3 to entry added)]

3.24
human error (or mistake)
human action-(er-inaction) that produces an unintended result

Note 1 to entry: See also fault, error, failure.

[SOURCE:1EC-680880-2 IEC 61513:2011, 3.26 modified (note 1 to entry added)]

3.25
1&C architecture
organisational structure of the I1&C systems of a plant which are important to safety

[SOURCE: IEC 61513:2011, 3.27]

3.26

I&C system

system, based on E/E/PE items, performing plant I&C functions as well as service and
monitoring functions related to the operation of the system itself

Note 1 to entry: The term is used as a general term which encompasses all elements of the system such as
internal power supplies, sensors and other input devices, data highways and other communication paths, interfaces
to actuators and other output devices. The different functions within a system may use dedicated or shared
resources.

Note 2 to entry: The elements included in a specific I1&C system are defined in the specification of the boundaries
of the system.

Note 3 to entry: See also the definition of E/E/PE item and the associated notes.

Note 4 to entry: According to their typical functionality, IAEA distinguishes between automation / control systems,
HMI systems, interlock systems and protection systems.

3.27
integration
progressive aggregation and verification of components into a complete system

3.28

library

collection of related software elements that are grouped together, but which are individually
selected for inclusion in the final software product

[SOURCE: IEC 60880:2006, 3.24]

3.29
mode of-behaviour operation |
functional state of an item where it provides a specific operational behaviour

NOTE EXAMPLE: initialisation mode, normal mode,-dewngraded degraded modes to be taken in case of error in

the item-orin-its-environment Documents
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3.30
operational system software

| part-of-system software-the-executable—code—of-which-—runs running on the target processor
during system operation

(EC 61513)

N-@I._Lt EXAMPLE: Operatlng system |nput/output—and—ee1rmt\%rmeemepr drlvers exceptlon handler,—scheduler;
e 5 g - communication
software appllcatlon software ||brar|es self -supervision, redundancy and graceful degradatlon management.

3.31

parameter

data item governing the behaviour of the I&C system and/or of its software, and that may be
modified by operators during plant operation

3.32

pre-developed software

software—part that already exists, is available as a commercial or proprietary product, and is
being considered for use

Note 1 to entry: In this document, pre-developed softwares are divided in two different types:
a) complete operational system software,

b) software components.

Note 2 to entry: Pre-developed software may be divided into software that has not been specifically developed for
a specific hardware environment, and software integrated in hardware components that has to be used in
association with this hardware.

Note 3 to entry: In this document, this term does not cover software tools, even when they are pre-developed.

Note 4 to entry: Application software is plant specific, so it is not to be considered pre-developed software.

[SOURCE:4EC681543 IEC 60880:2006, 3.28 modified (notes to entry added)]

3.33

pre-existing items

hard- or software or software-based equipment that already exists, is available as a
commercial or proprietary product, and is being considered for use

Note 1 to entry: This definition is included for the consistency of the terms and definitions with IEC 61513:2011,
but not used. In this document, dedicated to software, the term pre-developed software is used.

[SOURCE: IEC 61513:2011, 3.36 modified (note 1 to entry modified)]
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3.34
programmable digital item
item that relies on software instructions or programmable logic to accomplish a function

Note 1 to entry: In this term and its definition, the term item can be replaced by the terms: system or equipment or
device.

Note 2 to entry: The main kinds of programmable digital items are computer-based items and programmable logic
items.

Note 3 to entry: This term used by IEC SC 45A is equivalent to programmable electronic item (PE item) defined
according to IEC 61508.

3.35

programmable logic item

item that relies on logic components with an integrated circuit that consists of logic elements
with an inter-connection pattern, parts of which are user programmable

Note 1 to entry: In this term and its definition, the term item can be replaced by the terms: system or equipment or
device.

Note 2 to entry: A programmable logic item is a kind of programmable digital item.

Note 3 to entry: See also the definition of E/E/PE item and the associated notes.

3.36

self-supervision

automatic testing of system hardware performance and software consistency of a computer-
based 1&C system

[SOURCE: IEC 60671:2007, 3.8]

3.37

software

programs (i.e. sets of ordered instructions), data, rules and any associated documentation
pertaining to the operation of a computer-based I&C system

[SOURCE:+EC-60880 IEC 61513:2011, 3.51]

3.38
software componen

one of the parts that make up a complete software. Software components need to be
integrated to form complete software

Note 1 to entry: In this document, a pre-developed software item can be considered a software component only if
it is integrated in larger software to form complete operational system software. In particular, verification and
validation of the complete operational system software has to be performed with the software components
embedded. The integration may be within software that runs on a single processor, for example for Real Time
Operating Systems or libraries. The integration may also be within software that run in close cooperation on
several processors, for example the firmware of communication modules or input/output modules.

3.39

software development

phase all activities of the software lifecycle that leads to the creation of the software of an I&C
system or of a software product—H and that covers all the—activities phases from software
requirements specification to validation and installation on site
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3.40

software modification

change in an already agreed document (or documents) leading to an alteration of the
executable code

Note 1 to entry: Software modifications may occur either during initial software development (for example, to
remove faults found in later stages of development), or after the software is already in service.

‘ [SOURCE: IEC 60880:2006, 3.36]

3.41

software safety lifecycle

necessary activities involved in the development and operation of the software of an I&C
system important to safety occurring during a period of time that starts with the software
requirements specification and finishes when the software is withdrawn from use

‘ [SOURCE:-EC-64543 IEC 60880:2006, 3.37]

3.42

software validation

test and evaluation of integrated software to ensure compliance with the functional,
performance and interface specifications imposed by the 1&C system requirements

Note 1 to entry: In this document, software validation is considered a part of system validation.

3.43

static analysis

process of evaluating a system or component based on its form, structure, content or
documentation. In contrast to dynamic analysis

[SOURCE: IEC 60880-2:2006, 3.40]

3.44
system software

software designed for a specific computer system or family of computer systems to facilitate
the operation and maintenance of the computer system and associated programs, for
example, operating systems, computers, utilities. System software is usually composed of
operational system software and support software

Note 1 to entry: Operational system software: software running on the target processor during system operation,
such as: operating system, input/output drivers, exception handler, communication software, application-software
libraries, self-supervision, redundancy and graceful degradation management.

Note 2 to entry: Support software: software that aids in the development, test, or maintenance of other software
and of the system such as compilers, code generators, graphic editor, off-line diagnostic, verification and validation
tools, etc.

Note 3 to entry: See also application software;Operaticral-system-software
[SOURCE: IEC 61513:2011, 3.58 modified (notes 2, 3 and 4 to entry added)]

3.45

system validation

confirmation by examination and provision of other evidence that a system fulfils in its entirety
the requirement specification as intended (functionality, response time, fault_tolerance,

robustness) ocuments
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Note 1 to entry: The 2016 edition of the IAEA Safety Glossary gives the two following definitions:

Validation: The process of determining whether a product or service is adequate to perform its intended function
satisfactorily. Validation may involve a greater element of judgment than verification.

Computer system validation: The process of testing and evaluating the integrated computer system (hardware and
software) to ensure compliance with the functional, performance and interface requirements.

Firstly, the definition “system validation” is a specific case of validation. It refers to a specific product, namely to
the validation of an I&C system. This is consistent with the IAEA definition. Secondly, the IEC definition specifies
the reference of validation, namely the requirement specification whereas the IAEA definition only refers to the
“intended function”.

[SOURCE: IEC 61513:2011, 3.59]

3.46

systematic fault

fault related in a deterministic way to a certain cause, which can only be eliminated by a
modification of the design or of the manufacturing process, operational procedures,
documentation or other relevant factors

[SOURCE: IEC 61513:2011, 3.60]

3.47

verification

confirmation by examination and by provision of objective evidence that the results of an
activity meet the objectives and requirements defined for this activity

[SOURCE: 15642207 IEC 61513:2011, 3.62]
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4 Symbols and abbreviated terms

CB Computer-based
CCF Common cause failure

EPROM Erasable Programmable Read Only Memory

HMI Human machine interface

HDL Hardware Description Language
HPD HDL-Programmed Device

1&C Instrumentation and control
NPP Nuclear power plant

5 Key concepts and assumptions

5.1 General

Clause 5 presents some of the key concepts and assumptions about the nature and the
development of the software of I&C systems of safety class 2 or 3, upon which the normative
text is based.

5.2 Types of software

Figure 1 illustrates the-variety range of services offered by software-and-software-components ‘
in a typical I&C system or I&C architecture. Software-cemponents may often beﬂefined as ts

being either system software or application software. System software may also ogddien
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into operational system software, which is embedded in safety classified I&C systems, and
support system software (or software tools) which is either off-line or embedded in non-safety
classified support systems. Software may also be found in dedicated devices such as sensors
and actuators, communication devices and Uninterruptible Power Supplies (UPSs).

Software for HMI

(Human-Machine Interface)

Software for
Automation and
Control

Software for service
systems

Application software
written in application-
oriented languages

Application software
written in application-
oriented languages

Operational system

software

- Operating system

- Function block library

- Graphic library

- Communication software

Operational system

software

- Operating system

- Function block library

- Communication software
- Software interfaces to

Support system

software

- Operating system

- Engineering data base
management system

- Engineering tools

- Diagnostic tools

Engineering data
for hardware and software

- Software interfaces

Peripheral Field
devices devices

Application software
written in general- 4 A
purpose language

A\ 4

Input-output
devices
A with embedded
v software
Graphic display
with embedded software _
Field
devices
\ 4 with
External processing units embedded
software

IEC

Figure 1 — Typical software parts in a computer-based I&C systems

The software in an I&C system may also be divided into pre-developed software (which
usually provides functions useful to a range of I&C systems) and new software (which
is developed to the speC|f|c needs of the 1&C system)—Sys%em—seﬁtwa;e—Ls—usuaJrLy—pFe-
/ is—i - The
reqwrements of this document WhICh address |ssues that are—app++eab+e relevant to new
software may also be applied retrospectively to pre-developed software. In some instances,
however, this document—alse provides alternative requirements—that—may—be—appled
specifically to address issues relevant to pre-developed-software—or-dedicated-devices—with
embedded software.

Many modern equipment families are provided with extensive application-oriented
development tools that enable plant or system engineers to specify their requirements using
graphical techniques. The tools may automatically translate the—graphieal graphics
representing computer programs into executable application software. When these tools are
of adequate quality, this approach is considered to reduce the risk of faults.
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5.3 Types of configuration data

Many system designs make extensive use of configuration data. Configuration data may be
associated with operational system software or with application software. Configuration data
associated with application software consists mainly of plant engineering data resulting from
the design of the plant, and is often prepared by plant designers who are not required to have
software skills. Configuration data may be divided into:

e data items which are not intended to be modified on-line by plant operators, and which are
submitted to the same requirements as apply to the rest of the software;

e parameters, i.e., data items which may be modified by operators during plant operation
(for example, alarm limits, set points, data required to calibrate instrumentation) and which
need specific requirements.

5.4 Software and system safety lifecycles

System requirements specification
(6.2.2, 6.4.2)

Selection of pre-existing l

equipment/ ~ . .
equipment family (6.2.3.2) g Suitability analyfs (6.2.3, 6.4.3)

System specification (6.2.3, 6.4.3)

v

System detailed design and implementation (6.2.4, 6.4.4)
Application software Equipment (system Development of
development/generation software and hardware) |operational system software
procurement and hardware features

v System integration (6.2.5, 6.3.4, 6.4.5)
Functional i
validation
(6.2.4.2.1) System validation (6.2.6, 6.3.5, 6.4.6)

v

System installation (6.2.7, 6.3.6)

!

System modification (6.2.8, 6.4.7)

IEC
Figure 2 — Activities of the system safety lifecycle (as defined by IEC 61513:2011) ’

Software usually contributes strongly to the functions performed by the I&C system. It may

also support additional functions-intreduced-by needed for the operation of the system-design ‘
itself (for example, initialisation and—surveillanee supervision of hardware, communication
between, and synchronisation of, sub-systems). Thus, the software safety lifecycle is in most

cases strongly integrated with the system safety lifecycle. In particular, the software
requirements specification is a part of, or is derived directly from, system specification and
system design.

Although the verification of-new software—components is definitely a part of the software
safety lifecycle, there is often no separate and well-identified boundary between software
integration and system integration. Therefore, in this document, software integration is
considered to be a part of system integration. Software validation too is considered a part of
system validation.
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Software safety 1 System requirements :
lifecycle — : specification 1
softwarequality | = mememmemmmeae—————-- 1
assurance 1
(6.2.1)
Selection of Suitability analysis of
pre-developed pre-developed software
software (6.3) (6.3.4)
Software  }  mmm=———=-- i -------- |
verification 1 System specification 1
(6.2.2) L ———- 1 -------- 1
I T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T m s "
1 System detailed design and implementation :
! 1
Software Application software Equipment (system Development of
configuration development/generation software and hardware) operational system software
management (6.4 to 6.6) procurement (6.4 to 6.6)
(B.2.3) | e ————— 1 --------
Software aspects of system
el | integration (6.7)
: Functional 1
Selection and use |,  validation : !
of software tools [|========--=
(6.2.4) Software aspects of system
validation (6.8)
A
Software aspects of system
Selection of installation (6.9)
languages
(6.2.5) Y
Software aspects of system
modification (6.11) IEC

NOTE Boxes in thin dotted lines represent system activities not addressed in this document.

Figure 3 — Software related activities in the system safety lifecycle

Figure 2 and Figure 3 illustrate the relationship between the activities of the software safety
lifecycle and the activities of the system safety lifecycle.

It-should has to be noted that although IEC 61513:2011 identifies two different paths for the
implementation of-—new software (application software and operational system software,
see Figure 2 and Figure 3), this document organises the requirements regarding the
implementation of-new software into four subclauses:

e 6.6.1 provides requirements that are applicable whatever implementation technique is
used;

e 6.6.2 provides requirements specific to the configuration of pre-developed software and of
devices containing software, and in particular the setting of parameters and other
configuration data;

e 6.6.3 provides requirements specific to the implementation and verification of software in
application-oriented languages;

e 6.6.4 provides requirements specific to the implementation and verification of software in
general-purpose languages.

As boxes titled “Application software development/generation” and “Development of—rew
operational system software” represent a large and essential part of the software safety
lifecycle, a zoom is provided in Figure 4 which illustrates in more detail the activities between
software requirements specification and software validation, with a clear representation of the
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three different implementation paths (configuration of pre-developed software and devices,
use of application-oriented languages and use of general-purpose languages).

Software
requirements
specification (6.4)

\ 4

Software
design (6.5)

Software aspects of
system validation

(6.8)

Software aspects of
system integration
(6.7)

A 4

Configuration of software
and of devices containing
software
(6.6.1, 6.6.2)

A

Y

Implementation of
software in application-
oriented languages
(6.6.1, 6.6.3)

Implementation of software in
general-purpose language
(6.6.1, 6.6.4)

IEC

Figure 4 — Development activities of the IEC 62138 software safety lifecycle
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Provide evidence of conformance to
6.1, 6.2.1, 6.4 to 6.7 and 6.10

v

Conformance

iustified?

Yes justified?
+ No

Complete justification using other
means (6.2.2.1 to 6.2.2.4)

Conformance
justified?

‘No

@improvements possible? S > Reject
o

¢ Yes

Modify in conformance with 6.2.2.5

Yes

A 4

y IEC 2820/03

5.5 Gradation principles

As a consequence of the gradation of safety relevance for functions of categories A, B and C
| (see IEC 61226), a suitable gradation has been adopted for the requirements applicable to the
software of 1&C systems of safety classes 1, 2 and 3.

Software of I&C systems of safety classes 1 is covered by IEC 60880.

The application of the requirements of this document for safety class 3 confers the basic level
of confidence that is suitable for software of an I&C system important to safety. The principles
followed are:

— reliance on quality assurance;

— special attention given to the assurance that the software:

e contributes as necessary to, and does not adversely affect, the functions important to
safety;

o satisfies the software requirements specification statements which define constraints
important to safety;

— assurance that the operators of the I&C system are informed as early as reasonably
possible of software errors and failures that may affect the functions identified as
important to safety, so that any appropriate action can be taken;

— documented software requirements specifications, design specifications, integration
specifications, validation specifications (i.e. full functional testing) and modification
specifications.

For safety class 2, in addition to the principles already stated for class 3, theI)DrincipIes
followed by this document are: ocuments
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— justification, based on tests and design, that the required safety-related performance (for
example, response times) will be met in all the specified conditions;

more stringent requirements for the selection of pre-developed software;

more stringent requirements for verification, configuration management, selection and use
of software tools and languages;-securityand-fault-tolerance;

explicit requirements for simplicity, clarity, precision, verifiability, testability and
modifiability.

When requirements are applicable to both safety classes, the extent of the justification
required to confirm compliance with this document may be moderated according to the safety
class, i.e. for class 3, the extent of justification may be reduced compared to class 2. Also, the
extend of justification for those functions which are ‘not important to safety’ in class 2 or 3
systems need only address how the design ensures that such functions do not jeopardise the
functions which are identified as important to safety.
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6 Requirements for the software of class 2 and class 3 I1&C systems

6.1 Applicability of the requirements

The requirements and recommendations of this document are stated in this Clause 6. The
requirements and recommendations that are not specifically marked are applicable to class 2
and class 3 systems. The requirements and recommendations that are applicable specifically
to class 3 or to class 2 systems are identified as such and appear in italics.

All the requirements and recommendations are indented and numbered. All other paragraphs
are informative. In particular, unnumbered paragraphs provide notes regarding the
immediately preceding numbered paragraph unless otherwise stated. When unnumbered
paragraphs provide notes regarding more clauses than the immediately preceding numbered
paragraph, they are introduced by “Concerning xxx and yyy, ...”.

It is not the intention of this document to prescribe a defined set of documents, but rather to
define the information which needs to be documented. The particular hierarchy and format of
documentation adopted may vary, provided that the principles set out in this document are
addressed. For information Annex A presents a typical list of software documentation.

6.2 General requirements
6.2.1 Software safety lifecycle — Software quality assurance
6.2.1.1 General

Subclause 6.3.2 of IEC 61513:2011 provides requirements for quality assurance at the level
of an I&C system. This subclause provides additional requirements specific, or of particular
importance, to software.

6.2.1.2 The development of software shall be performed according to a software safety
lifecycle. The provisions of this software safety lifecycle shall be specified in a quality
assurance plan.

This quality assurance plan may be a part of the system quality assurance plan, or may be a
separate software quality assurance plan.

6.2.1.3 If a separate software quality assurance plan is used, it shall be consistent with

the system quality assurance plan.-Fheapplicablerequirementsof 6-3-2 of IEC 61513-shalt

be—addressed—bythetwo—plans: The software quality assurance plan shall address the
requirements of 6.3.2 of IEC 61513:2011 as they relate to software.

6.2.1.4 The quality assurance plan shall divide the development phase of the software
safety lifecycle into specified activities. These activities shall include the activities necessary
to achieve the required software quality, and to verify and provide objective evidence that this
quality is achieved.

6.2.1.5 The specification of an activity shall state:

o its objectives;

e its relationships and interactions with other activities; Documents
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e its inputs and results;

e the organisation and responsibilities relevant to the activity.

6.2.1.6 The contents and properties required of the inputs and results should also be
specified.

6.2.1.7 The quality assurance plan shall require that the implementation of-these-activities
each activity is assigned to competent persons equipped with adequate resources.

6.2.1.8 The quality assurance plan shall require that modifications in—aleady approved
documents are identified, reviewed and approved by authorised persons.

6.2.1.9 The quality assurance plan shall require that the methods, languages, tools, rules
and standards used are identified and documented,—and known to, and-mastered-by; within
the-persons competencies of the concerned development personnel.

6.2.1.10 The quality assurance plan shall require that if several methods, languages, tools,
| rules and/or standards are used, it is clear which ones-should have to be used for each
activity.

6.2.1.11 The quality assurance plan shall require that project specific terms, expressions,
abbreviations and conventions used are explicitly defined.

6.2.1.12 The quality assurance plan shall require that-the-issues non-conformances raised
are tracked and resolved.

6.2.1.13 The quality assurance plan shall require that records resulting from its application
are produced. In particular, it shall require that the results of verifications and reviews are
recorded together with the scope of the verifications or reviews, the conclusions reached and
the resolutions agreed. Any deviation from the quality assurance plan shall be documented
and justified.

6.2.1.14 The quality assurance plan shall require that the output documentation constitutes
a set of appropriately cross-referenced mutually consistent documents, ensuring the
traceability of the final design to the input requirements.

6.2.2 Verification

6.2.2.1 A verification plan shall define the scope of software verification and review
activities.

6.2.2.2 The verification plan shall address the requirements of 6.3.2.2 of IEC 61513:2011
as they relate to software.

6 2 2. 3 Verlflcatlons and reviews shaII be performed accordmg to documented prOV|S|ons

Fesehe—ef—aetﬂqhes—deagﬂated—by The Verlflcatlon Plan shall—be—veﬁﬂed—te—ehew ensure that

e the verification results are held under configuration management;

o all verification activities have precisely identified inputs, and their results are consistent
with these inputs;

o the activities fulfil their specified objectives, and their results have the required contents
and properties, and comply with any resolution agreed;

¢ the results are clear, precise and up-to-date; Documents
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o the results comply with any applicable rule;

e the results comply with the applicable requirements of this document.

“Precisely identified” means that the version is known without any ambiguity. “Clear” means
that the individuals who need to read a document can fully understand it without excessive
effort, even if they have not been involved earlier in the project, provided that they have the
required knowledge. “Precise” means that there is no ambiguity.

The extent of the verification and review activities may be dependent on the scale and nature
of the software, on the scale and nature of the results to be verified or reviewed, and on the
methods and tools used. This extent may also be less thorough regarding the specified
requirements that are not identified as important to safety (see 6.4.4.7) and that cannot
jeopardise the functions identified as important to safety.

6.2.2.4 The verification plan should ensure that records are produced such that the
verification process is fully auditable, i.e. such that independent confirmation of the
implementation of the verification plan may be performed.

6.2.2.5 The verification of the results of an activity shall be performed by competent
persons who did not participate in the activity.

This does not imply that a person who is an author for one document cannot be the verifier of
another.

6.2.2.6 Fhis The verification of the results of an activity should include representatives of
those concerned with the use of these results, as well as other experts, as necessary.

6.2.2.7 The software requirements specification, the software design specification and the
software validation plan shall be verified.

6.2.2.8 For class 2, the application of design and implementation rules shall be verified.

6.2.2.9 Software verification shall be performed by persons who did not develop the
software being verified.

6.2.2.10 For class 2, persons who do the verification should have managerial independence
from the developers.

6.2.3 Configuration management

6.2.3.1 General

Subclause 6.3.2.3 of IEC 61513:2011 provides requirements for configuration management at
the I&C system level. This subclause provides additional requirements specific, or of
particular importance, to software.

6.2.3.2 Configuration management for software shall be performed according to the
provisions of a configuration management plan or of the quality assurance plan. These
provisions shall be consistent with those for system level configuration management.

6.2.3.3 Configuration management shall be applied to the items related to the correctness
of software. The configuration management plan shall specify which software items or types
of software items are to be held under configuration management. In particular, these shall
include:

o the key documents of the software safety lifecycle (in particular the documents required to

be verified):
e verified) Documents
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o the software components necessary to build the executable code, and the executable
code itself;

o the software tools influencing the correctness of software-andlersystem-design.

6.2.3.4 The configuration management plan shall specify technical means for the
authentication of the software items under configuration management and of their versions.

6.2.3.5 The configuration management plan shall ensure that the version of the software
attached to a given version of the system or equipment, and the versions of the items which
together constitute this software version are uniquely identified.

6.2.4 Selection and use of software tools
6.2.4.1 General

Software tools can play an important role in preventing the introduction of faults in software-er
n-system-design; and in revealing existing faults. In particular, tools can aid or automate the
design of the architecture of I&C systems and the development of new application software.

6.2.4.2 Software tools should support the development activities which contribute to the

correctness of software-and-system-design.

It is usually preferable to focus not only on the quality and on the use of individual tools, but
also to consider their compatibility with any other tools to be used, so that together, the tools
selected form a coherent tool set. Generally it is preferable to use-a—well-knewn tools with
extensive and relevant operational experience—ratherthananuntried-tool-with-no-operational
experience;but-each-case needsto-be considered-on-its—merits. The use of other tools may

be justifiable based upon the requirements of a particular development process.

6.2.4.3 For class 2, the equipment families used for the development of an I&C system
shall be associated with software tools that can reduce the risk of introducing faults in new
application software.

6.2.4.4 For class 3, the equipment families used for the development of an I1&C system
should be associated with software tools that can reduce the risk of introducing faults in new
application software.

Concerning 6.2.4.3 and 6.2.4.4, these tools usually include support for application-oriented
languages, allowing plant and system engineers to specify or verify application functions.
Other significant-subjects—for features of such tools may-be include functional animation,
automatic code generation and-aid assistance in the-identification development of functional
test-cases specifications.

6.2.4.5 The equipment families used for the development of an I&C system should be
associated with software tools that can reduce the risk of introducing faults in the
configuration of their pre-developed software and in the design of the system.

Such tools may for example assist system designers in:

e organising the system into a suitable set of interconnected sub-systems;
e distributing the application functions across the sub-systems;
e configuring the sub-systems, their communications and their operational system software;

e ensuring that resources are adequate for all the modes of-behavieur operation of the
system;

e taking into account design and implementation constraints, in particular those aiming at
the correctness and robustness of the system.
Y Documents
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6.2.4.6 The quality assurance plan shall precisely identify the software tools which may

influence the correctness of software-andforsystem-design.

6.2.4.7 User documentation shall be provided for such tools to ensure that they are used
as intended.

6.2.4.8 The quality assurance plan shall distinguish the tools which might introduce faults
in software—er—in—system—desigh; from those which might only lead to overlooking already
existing faults.

Code generators and compilers are examples of tools of the first category, whereas static
code analysers and test case generators are examples of tools of the second category.

6.2.4.9 For class 2, the software tools which might introduce faults in software—er—in
system—design shall be selected and used according to documented procedures and rules
aiming at reducing or mitigating this risk. Evidence shall be provided regarding their quality
and the/r ab///ty to produce correct results —'Fhemuse—shaﬂll—be—traeed—se—that—the—teels—rf—any—
e . itied- Where tools have
been appl:ed to generate a glven item or /nformatlon the/r use shall be recorded to identify
them.

6.2.4.10 For class 3, evidence should be provided regarding the quality of the software
tools which might introduce faults in software and regarding their ability to produce correct
results.

6.2.4.11 Evidence regarding tool quality and ability to produce correct results-may should
be based on operational experience, tool qualification or certification, certification of their
suppliers for appropriate development practices, guarantee of appropriate tool development
processes, and/or tests. The required stringency of the evidence-may-depend-on should be
determined based upon the conditions of use of the tool, the extent of the verification of its
outputs, the likelihood of tool errors to be detected, and the seriousness of the consequences
of undetected erroneous results. Conversely, stringent evidence (for example, a tool
qualification according to IEC 60880-2) may be used as a substitute for some of the
verifications of outputs.

6.2.4.12 For class 2, the software tools which mightlead fail to report faults-already-existing

in software-er-n-system-design-being-overlooked should be selected and used in a way which
reduces this risk.-Their-use-should-be-traced-

6.2.4.13 For class 2, the use of software tools which might fail to report faults in software
should be recorded.

6.2.4.14 For class 2, when a tool or tool version which has the potential to introduce faults
in software-e+r—in-system-design is substituted with another,—reasonable precautions shall be
taken to ensure that this does not have adverse effects on the correctness of the software-and

thomntocg ol

For example, in addition to the quality and ability of the new tool to produce correct results, its
compatibility with the previous tool may need to be assessed.

6.2.5 Selection of languages

6.2.5.1 The languages (application-oriented or general-purpose) used to develop software
shall have precise and documented syntax and semantics.

6.2.5.2 Application-oriented languages, if available, should be-preferred used.
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| 6.2.5.3 For class 2, low level, machine-oriented general-purpose languages (for example,
assembly languages) may be used for specific-seftware computer programs, but this should
be justified.

| 6.2.5.4 When more than one language is used for-the-same generating executable code,
interfaces between languages shall be documented.

The interface between languages includes argument passing schemes and representation of
data structures.

6.2.5.5 For class 2, the general-purpose languages used should have features facilitating
tool supported static analyses of computer programs.

6.2.5.6 tr—particular; The general-purpose languages used should support explicit and
static typing of variables.

6.2.5.7 For class 2, explicit and static typing of variables should be used-in-preference—to

6.2.5.8 For class 2, the languages used and their corresponding run-time libraries shall
enable predictable run-time behaviour of the software.

For example, disruption of the normal behaviour of the software for the collection of freed
memory at random moments is usually not acceptable.
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6.3 Selection of pre-developed software
6.3.1 General

Subclause 6.2.3.2 of IEC 61513:2011 provides general requirements for the selection of pre-
developed existing components (not necessarily software components). This Subclause 6.3
provides additional requirements specific, or of particular importance, to software.

6.3.1.1 Application software is plant specific and so should not be considered pre-
developed software.

NOTE The same application software may be used in multiple units based on the same plant design and safety
requirements. In such a case, the justifications produced for the original unit are applicable for the following units.

6.3.2 Documentation for safety
6.3.2.1 Objectives

6.3.2.1.1 Pre-developed software shall have documentation giving the information

necessary for usmg the software safely |n the I&C system—and—fer—pmwmﬂg—ewdeﬂee—thai—the |

In this document, the corresponding document or set of documents is called documentation
for safety. When the pre-developed software is a part of an equipment or equipment family,
this documentation may be a part of the documentation for safety of the equipment or
equipment family.

Documentation for safety—may—be—generic—orproject—specific—lt—may—comprise generally ‘

comprises more than the user documentation provided by the supplier of the pre-developed
software. For example, it may include information obtained from additional tests,
measurements and/or analyses, and from operational experience.

6.3.2.2 Contents
6.3.2.2.1 Documentation for safety shall include a description of:

e the functions provided;
e the interfaces with applications software; |

o the roles, types, formats, ranges and constraints of inputs, outputs, exception signals,
parameters and configuration data, where appropriate;

o the different modes of-behaviour operation and the corresponding conditions of transition; |

e any constraint to be respected when using the pre-developed software.
6.3.2.2.2 For class 2, when applicable, these constraints should:

e give adequate confidence in the correctness of the integrated software and of the system
design (for example, margins to be taken when using dynamically allocated resources
such as memory, processing power, communication bandwidth, operating system
resources);

e enhance the ability of the integrated software and of the I&C system to detect, signal and
tolerate failures, to adopt specified modes of-behavieur operation and to recover from |
failures;

e give adequate confidence that operator mistakes and failures of other systems or |
equipment with which the integrated software interacts or shares resources will lead to
defined modes of-behaviour operation; |

e guarantee that the environment of the pre-developed software will provide all the
necessary resources in all conditions of use in the 1&C system.
Documents
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6.3.2.2.3 When applicable, the documentation for safety should also provide information
regarding the performance (for example, in terms of response time) of the functions.

The functions provided by the software, including those related to the system interfaces, may
vary depending on the operational conditions of the plant.

6.3.2.2.4 For class 2, the documentation for safety shall also provide information
regarding:

| o the self-surveillance supervision performed, the fault tolerance capability and the failure
modes;

| e the requirements of the pre-developed software regarding its runtime environment (for
example, regarding hardware or other software components);

e the interactions and interfaces of the pre-developed software with the hardware, to the
extent necessary to fully define the safe functional performance of the system.

6.3.2.2.5 For class 2, the documentation for safety of the operational system software of a
pre-developed equipment family shall provide information enabling (when combined with
application-specific data) correct predictions regarding the key safety significant elements of
system performance,—fer-exampie; including notably the maximum response times-ef—or and
the maximum usage of resources-by,—compliant-applications.

Such information may be provided in the form of data, formulae and/or models allowing the
calculation of worst case response times and the resources usage of applications. When the
software offers a wide range of functions, interfaces and possibilities for configuration, an
appropriate confidence in the correctness of the information may be difficult to obtain without
knowledge of the-funetioning operating principles of the software.

6.3.2.3 Properties

6.3.2.3.1 Documentation for safety shall be—precise—so—as—te accurate and shall avoid
divergent-interpretations ambiguity.

6.3.3 Evidence of correctness
6.3.3.1 General requirements

6.3.3.1.1 The correctness of pre-developed software with respect to its documentation for
safety shall be justified.

The justification is usually qualitative because there are no generally recognised means to

| quantify it. Figure 5 and Figure 6-illustrates—the—approaches describe a typical process that
can be taken.

It is recognized however that this is not the only possible approach and that other approaches
may be used.
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6.3.3.1.2 When using complementary means for providing evidence of correctness, the
acceptance criteria should be specified and justified in early stages of the software safety
lifecycle. These criteria should be justified considering the requirements of this document the
compliance to which has not been adequately established.

6.3.3.1.3 Pre-developed software should be divided into two different types:

a) Complete operational system software.
b) Software components (real time operating system, library, firmware).

NOTE Application software is plant specific, so it is not considered pre-developed software (see 6.3.1.1).

The rationale behind this distinction is that software components need to be integrated into
larger software to form complete operational system software. This means that software
components benefit from the development process of the complete operational system
software where they are integrated. This allows their functionalities to be verified and
validated in the context of their use in the complete operational system software. Therefore
the recommended approach to justify the correctness of complete operational system
software with respect to its Documentation for Safety (see Figure 5) is more demanding than
the recommended approach to justify the correctness of software components (see Figure 6).

6.3.3.1.4 A pre-developed software item should be considered a software component only
if it is integrated into larger software to form complete operational system software. Also, a
pre-developed software item should be considered a software component only if a later
reconfiguration of operational software could not lead to a component being executed in a
different way to its initial use (as this would mean that the qualification performed on the
complete operational unit would not adequately qualify the software component).

6.3.3.1.5 Verification and validation of the complete operational system software should
be performed with the software components embedded. The integration may be within
software that runs on a single processor, for example for real time operating systems or
libraries. The integration may also be within software that run in close cooperation on several
processors, for example the firmware of communication modules or input/output modules.

6.3.3.1.6 For class 2, the qualification process for software components (see Figure 6)
should be used only for pre-developed software components that are non-autonomous
executables.

An ‘autonomous executable’ is software that can be run by itself without any additional code.

General purpose operating systems designed primarily to be used on workstations are
typically autonomous executables in the sense that once they are installed they automatically
run many tasks which are not defined by the user.

Libraries (e.g. C library) need to be called by additional code in order to function. A library can
be compiled and loaded onto a processor but it will not run unless code has been written to
call the functions of the library. A library is therefore not an autonomous executable.

Real time operating systems designed primarily to run embedded software are usually non-
autonomous executables in the sense that the user has to define each task explicitly, but this
has to be checked on a case by case basis.

6.3.3.1.7 The correctness of a software component with respect to its documentation for
safety should be justified by relevant, sufficient and positive operational expep
6.3.3.3) or by certification (see 6.3.3.4) (see Figure 6). D& iiients
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Figure 6 — Overview of the typical qualification process
for pre-developed software components

6.3.3.1.8 To justify the correctness of complete operational system software with respect
to its documentation for safety, a compliance analysis with the general subclauses of this
document (6.2, 6.4 to 6.8 and 6.11) should be performed first.

6.3.3.1.9 When the compliance analysis shows that the complete operational system
software complies with the general subclauses of this document (6.2, 6.4 to 6.8 and 6.11)
then it should be accepted.

When the compliance analysis shows that the complete operational system software has
limited deviations with the general subclauses of this document (6.2, 6.4 to 6.8 and 6.11) then
these limited deviations may be compensated by relevant, sufficient and positive operational
experience (see 6.3.3.3). In cases where positive operational experience is not available,
complementary tests may be used.

Limited deviations are the cases where a full software safety lifecycle has been followed and
documented for the complete operational system software but in the execution of the different
phases not all the general subclauses of this document (6.2, 6.4 to 6.8 and 6.11) have been
satisfied.

Concerning for instance the software requirements specification phase (6.4), the case where
the software requirements of an I&C system have been specified and documented, but do not
include all the contents required in 6.4.4, is an example of a limited deviation.

6.3.3.1.10 When the compliance analysis shows that the complete operational system
software has deviations with 6.2.4 then they should be compensated for by relevant, sufficient
and positive operational experience (see 6.3.3.3).

6.3.3.1.11 When the compliance analysis shows that the complete operational system
software has important deviations with 6.2.2, 6.7 or 6.8, then they should be compensated for
by complementary tests (6.3.3.2).
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6.3.3.1.12 When the compliance analysis shows that the complete operational system
software has important deviations with 6.2.1, 6.2.3, 6.2.5, 6.4, 6.5, 6.6 or 6.11 then the
Software safety lifecycle is not acceptable. In such cases, corrective actions should be
implemented successfully to accept the software. The goal of the corrective actions should be
to achieve compliance with the general subclauses of this document (6.2, 6.4 to 6.6 and
6.11). If corrective actions are not possible, the complete operational system software should
be rejected.

Concerning 6.3.3.1.11 and 6.3.3.1.12, important deviations are cases where a full software
safety lifecycle has not been followed and documented. The case where a lifecycle has been
followed but is not documented is to be interpreted as important deviation.

The case where no validation has been documented is an example of an important deviation.

6.3.3.1.13 The strategy to justify the correctness of pre-developed software with respect to
its documentation for safety should be defined and agreed by all parties involved in the early
stages of the development of the I1&C system.

This strategy cannot be fully defined before the completion of the compliance analysis of the
complete operational system software with the general subclauses of this document (6.2, 6.4
to 6.8 and 6.11) as it depends on the gaps that need to be filled.

6.3.3.2 Complementary tests
6.3.3.2.1 General

Complementary tests may be used to support the justification of correctness of pre-developed
software, under the following conditions:

6.3.3.2.2 The complementary tests performed on pre-developed software during the
development of an |I&C system shall be documented.

6.3.3.2.3 The complementary tests shall provide evidence that, in the conditions of use
within the I&C system, the pre-developed software is, and behaves as specified by, its
documentation for safety.

The conditions of use may concern aspects such as the configuration of the pre-developed
software (particularly the setting of parameters and configuration data), the use of functions
and interfaces, the hardware environment, the processor and the demand loads.

| 6.3.3.2.4 For class 2, the rules used to design complementary tests should be
documented and justified.

6.3.3.2.5 The documentation of complementary tests shall record:

| e the version concerned and,—when—relevant, the configuration of the pre-developed
software;

e a description of the tests performed and, when relevant, of the environment used, so as to
allow these tests to be repeated in identical conditions;

| o the-hypotheses assumptions made to develop the tests, and the evidence of their validity;
o the results obtained, and evidence of their correctness;

e the conclusions reached and the resolutions agreed.
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