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INTERNATIONAL ELECTROTECHNICAL COMMISSION 
____________ 

 
MANAGING RISK IN PROJECTS –  

APPLICATION GUIDELINES 
 

FOREWORD 
1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising 

all national electrotechnical committees (IEC National Committees). The object of IEC is to promote 
international co-operation on all questions concerning standardization in the electrical and electronic fields. To 
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications, 
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC 
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interested 
in the subject dealt with may participate in this preparatory work. International, governmental and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely 
with the International Organization for Standardization (ISO) in accordance with conditions determined by 
agreement between the two organizations. 

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international 
consensus of opinion on the relevant subjects since each technical committee has representation from all 
interested IEC National Committees.  

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National 
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC 
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any 
misinterpretation by any end user. 

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications 
transparently to the maximum extent possible in their national and regional publications. Any divergence 
between any IEC Publication and the corresponding national or regional publication shall be clearly indicated in 
the latter. 

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity 
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any 
services carried out by independent certification bodies. 

6) All users should ensure that they have the latest edition of this publication. 

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and 
members of its technical committees and IEC National Committees for any personal injury, property damage or 
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and 
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC 
Publications.  

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is 
indispensable for the correct application of this publication. 

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of 
patent rights. IEC shall not be held responsible for identifying any or all such patent rights. 

International Standard IEC 62198 has been prepared by IEC technical committee 56: 
Dependability. 

This second edition cancels and replaces the first edition, published in 2001, and constitutes 
a technical revision. 

This edition includes the following significant technical changes with respect to the previous 
edition: 

a) major restructure and rewrite of the first version; 

b) now aligned with ISO 31000, Risk management – Principles and guidelines. 
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The text of this standard is based on the following documents: 

FDIS Report on voting 

56/1529/FDIS 56/1539/RVD 

 
Full information on the voting for the approval of this standard can be found in the report on 
voting indicated in the above table. 

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2. 

The committee has decided that the contents of this publication will remain unchanged until 
the stability date indicated on the IEC web site under "http://webstore.iec.ch" in the data 
related to the specific publication. At this date, the publication will be  

• reconfirmed, 
• withdrawn, 
• replaced by a revised edition, or 
• amended. 

 

IMPORTANT – The 'colour inside' logo on the cover page of this publication indicates 
that it contains colours which are considered to be useful for the correct 
understanding of its contents. Users should therefore print this document using a 
colour printer. 
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INTRODUCTION 

Every project involves uncertainty and risk. Project risks can be related to the objectives of 
the project itself or to the objectives of the assets, products or services the project creates.  
This International Standard provides guidelines for managing risks in a project in a systematic 
and consistent way. 

Risk management includes the coordinated activities to direct and control an organization with 
regard to risk. ISO 31000, Risk management – Principles and guidelines, describes the 
principles for effective risk management, the framework that provides the foundations and 
organizational arrangements for designing, implementing, monitoring, reviewing and 
continually improving risk management throughout an organization and a process for 
managing risk that can be applied to all types of risk in any organization. This standard shows 
how those general principles and guidelines apply to managing uncertainty in projects. 

This standard is relevant to individuals and organizations concerned with any or all phases in 
the life cycle of projects.  It can also be applied to sub-projects and to sets of inter-related 
projects and programmes. 

The application of this standard needs to be tailored to each specific project. Therefore, it is 
considered inappropriate to impose a certification system for risk management practitioners. 

The guidance provided in this standard is not intended to override existing industry-specific 
standards, although the guidance can be helpful in such instances. 
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MANAGING RISK IN PROJECTS –  
APPLICATION GUIDELINES 

 
 
 

1 Scope 

This International Standard provides principles and generic guidelines on managing risk and 
uncertainty in projects. In particular it describes a systematic approach to managing risk in 
projects based on ISO 31000, Risk management – Principles and guidelines. 

Guidance is provided on the principles for managing risk in projects, the framework and 
organizational requirements for implementing risk management and the process for 
conducting effective risk management. 

This standard is not intended for the purpose of certification. 

2 Normative references 

The following documents, in whole or in part, are normatively referenced in this document and 
are indispensable for its application. For dated references, only the edition cited applies. For 
undated references, the latest edition of the referenced document (including any 
amendments) applies. 

ISO 31000, Risk management – Principles and guidelines  

3 Terms and definitions 

For the purpose of this document, the following terms or definitions apply. 

3.1  
project 
unique process consisting of a set of coordinated and controlled activities, with start and 
finish dates, undertaken to achieve an objective conforming to specific requirements, 
including the constraints of time, cost and resources 

Note 1 to entry: An individual project may form part of a larger project structure. 

Note 2 to entry: In some projects the objectives are updated and the product characteristics defined progressively 
as the project proceeds. 

Note 3 to entry: The project’s product is generally defined in the project scope. It may be one or several units of 
product and may be tangible or intangible. 

Note 4 to entry: The project’s organization is normally temporary and established for the lifetime of the project. 

Note 5 to entry: The complexity of the interactions among project activities is not necessarily related to the 
project size. 

[SOURCE: ISO 10006:2003, 3.5] [1]1 

3.2  
project management 
planning, organizing, monitoring, controlling and reporting of all aspects of a project and the 
motivation of all those involved in it to achieve the project objectives 
___________ 
1 References in square brackets refer to the Bibliography. 
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[SOURCE: ISO 10006:2003, 3.6] 

3.3  
project management plan 
document specifying what is necessary to meet the objective(s) of the project  

Note 1 to entry: A project management plan should include or refer to the project’s quality plan. 

Note 2 to entry: The project management plan also includes or references such other plans as those relating to 
organizational structures, resources, schedule, budget, risk management (3.5), environmental management, health 
and safety management and security management, as appropriate. 

[SOURCE: ISO 10006:2003, 3.7] 

3.4  
risk 
effect of uncertainty on objectives 

Note 1 to entry: An effect is a deviation from the expected — positive and/or negative. 

Note 2 to entry: Objectives can have different aspects (such as financial, health and safety, and environmental 
goals) and can apply at different levels (such as strategic, organization-wide, project (3.1), product and process). 

Note 3 to entry: Risk is often characterized by reference to potential events and consequences, or a combination 
of these. 

Note 4 to entry: Risk is often expressed in terms of a combination of the consequences of an event (including 
changes in circumstances) and the associated likelihood of occurrence. 

Note 5 to entry: Uncertainty is the state, even partial, of deficiency of information related to understanding or 
knowledge of an event, its consequence, or likelihood. 

[SOURCE: ISO Guide 73:2009, 1.1] [2] 

3.5  
risk management 
coordinated activities to direct and control an organization with regard to risk  

[SOURCE: ISO Guide 73:2009, 2.1] 

3.6  
risk management framework 
set of components that provide the foundations and organizational arrangements for 
designing, implementing, monitoring, reviewing and continually improving risk management 
throughout the organization 

Note 1 to entry: The foundations include the policy, objectives, mandate and commitment to manage risk (3.4). 

Note 2 to entry: The organizational arrangements include plans, relationships, accountabilities, resources, 
processes and activities. 

Note 3 to entry: The risk management framework is embedded within the organization's overall strategic and 
operational policies and practices. 

[SOURCE: ISO Guide 73:2009, 2.1.1] 

3.7  
risk management policy 
statement of the overall intentions and direction of an organization related to risk 
management  

[SOURCE: ISO Guide 73:2009, 2.1.2] 
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3.8  
risk management plan 
scheme within the risk management framework specifying the approach, the management 
components and resources to be applied to the management of risk  

Note 1 to entry: Management components typically include procedures, practices, assignment of responsibilities, 
sequence and timing of activities. 

Note 2 to entry: The risk management plan can be applied to a particular product, process and project (3.1), and 
part or whole of the organization. 

[SOURCE: ISO Guide 73:2009, 2.1.3] 

3.9  
risk management process 
systematic application of management policies, procedures and practices to the activities of 
communicating, consulting, establishing the context, and identifying, analysing, evaluating, 
treating, monitoring and reviewing risk  

[SOURCE: ISO Guide 73:2009, 3.1] 

3.10  
risk treatment 
process to modify risk  

Note 1 to entry: Risk treatment can involve: 

– avoiding the risk by deciding not to start or continue with the activity that gives rise to the risk; 
– taking or increasing risk in order to pursue an opportunity; 
– removing the risk source; 
– changing the likelihood; 
– changing the consequences; 
– sharing the risk with another party or parties (including contracts and risk financing); and 
– retaining the risk by informed decision. 

Note 2 to entry: Risk treatments that deal with negative consequences are sometimes referred to as “risk 
mitigation”, “risk elimination”, “risk prevention” and “risk reduction”. 

Note 3 to entry: Risk treatment can create new risks or modify existing risks. 

[SOURCE: ISO Guide 73:2009, 3.8.1] 

4 Managing risks in projects 

Every project involves uncertainty that can lead to risk. These risks can relate to the 
objectives of the project itself (for example to complete the project within a specified time 
frame and budget) or to the requirements of the assets, products or services that the project 
creates (for example for a product to be safe, dependable and environmentally sustainable). 

The consequences that could arise from uncertainty in a project can be beneficial as well as 
detrimental, so project risk management is directed not only to avoiding or reacting to 
problems but also to identifying and capturing opportunities.  Taking account of project risks 
contributes to better decisions, better project outcomes and increased value for the 
stakeholders. 

This standard is relevant to individuals and organizations concerned with any or all phases in 
the life cycle of projects. To obtain maximum benefit, risk management activities are initiated 
at the earliest possible phase of a project and continued through subsequent phases. 
However, project risk management can be initiated successfully at any point in the life cycle, 
providing appropriate preliminary work is undertaken. The process is scalable, so it can be 
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used with both small and large projects and to individual phases of projects. It can also be 
applied to sub-projects and to sets of inter-related projects and programmes. 

A typical set of project phases and their characteristics is shown in Table 1. 

Table 1 – Typical phases in a project 

Phase Phase 1 Phase 2 Phase 3 Phase 4 Phase 5 Phase 6 

Phase label Identify 

Concept 

Select pre-
feasibility 

Design and 
develop 
feasibility 

Deliver  

Implement 

Install 

Operate and 
maintain 

Abandon 

Dispose 

Purpose Appraising 
opportunities: 
determine 
whether the 
project could 
be worthwhile 
and alignment 
with business 
strategy 

Selecting 
options: 
identify and 
appraise 
project 
development 
options and 
select the 
preferred one 

Defining the 
project: 
finalize the 
scope and 
detail of the 
preferred 
option 

Delivering the 
project: 
produce an 
operating 
asset or 
service, 
consistent 
with the 
agreed scope 

Realising the 
benefits: 
evaluate the 
project 
outcome to 
ensure 
performance 

Closure: 
ensure safe 
and 
acceptable 
closure 

Focus of risk 
management 
activities 

Strategic 
threats and 
opportunities 

Risk-based 
options 
selection 

Design and 
delivery 
strategy 

Project 
delivery, test 
and handover 

Operation 
and 
maintenance 

Disposal and 
rehabilitation 

 

It is common for each phase to culminate in a decision point (sometimes called a gate) at 
which executive approval is provided for progression and entry to the next phase.  

Information on risks and risk management is an important part of the information provided to 
executives to support their decisions at each decision point.  Information on risks and controls 
in each phase should also be handed over to the team managing the next phase of the 
project. 

All executives and managers in the organizations associated with a project have a role in 
managing the risks associated with their decisions (Figure 1). This standard is intended for 
use by: 

a) project directors and project managers who are part of an organization that owns or 
commissions the project or that will own or manage the assets, products or services the 
project will create; 

b) members of project teams who are responsible for significant sub-projects, groups of 
activities or packages of work; 

c) project owners or sponsors who are responsible for ensuring that the sponsoring 
organization’s business interests in the project are maintained and that the expected 
outcomes and benefits are realised; 

d) executives who have to approve the progression of the project through each gate and the 
expenditure associated with the subsequent phase; 

e) peer reviewers who provide assurance to the executives who make approval decisions 
that the supporting information is comprehensive, accurate and reliable; 

f) project directors and project managers who are part of a contracting organization, or a 
sub-contractor or supplier, that bids for or delivers some or all of the project and its 
associated assets, products or services; 

g) financiers and insurers who provide financial and related support for the project; 
h) regulators of project-related activities or the assets, products or services that can be 

created by the project; and 
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i) other stakeholders, including sub-contractors, suppliers and parties who could have an 
interest in the project and its outcomes, and users or beneficiaries of the assets, products 
or services that can be created by the project. 

 

 

 

 

 Financiers and 
insurers 

Project owner 

Contractor 

Sub-contractors 
and suppliers 

Regulators 

Users 

IEC   2813/13  
 

Figure 1 – Principal stakeholders in a project 

5 Principles 

For project risk management to be effective, an organization should at all levels comply with 
the principles as shown below. 

a) Risk management creates and protects value 
Risk management contributes to the demonstrable achievement of objectives and 
improvement of performance and quality in projects and the assets, products and services 
they create.  The objectives shall be understood clearly by all parties. 

b) Risk management is an integral part of all organizational processes associated with a 
project 
Risk management is not a stand-alone activity that is separate from the main activities 
and processes of the project or the organization. Risk management is part of the 
responsibilities of project managers and of staff at all levels.  It is an integral part of all the 
organizational processes associated with a project, including strategic project and 
investment planning, project management and management of project change. 

c) Risk management is part of decision-making 
Risk management helps decision makers make informed choices about the project, within 
each stage of its life, prioritize actions and distinguish among alternative courses of 
action.  This implies that all decisions should consider risk. 

d) Risk management explicitly addresses uncertainty 
All managers should explicitly take account of uncertainty, the nature of that uncertainty, 
and how it can be addressed, particularly in critical processes. 

e) Risk management is systematic, structured and timely 
A systematic, timely and structured approach to risk management contributes to 
consistent, comparable and reliable project decisions, to the efficiency of project 
management processes and to the benefits of the project.  A sound framework for risk 
management should be applied from the beginning of a project. 
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f) Risk management is based on the best available information 
The inputs to the process of managing risk in a project are based on information sources 
such as technical and engineering analyses, physical site and equipment inspections, test 
results and progress reports, supplemented with historical data, experience, stakeholder 
feedback, forecasts and expert judgement. However, those involved with managing risks 
in a project should inform themselves of, and should take into account, any limitations of 
the data or modelling used, uncertainty in the information available or the possibility of 
divergence among experts. 

g) Risk management is tailored 
Risk management activities are adapted to the kind of project, the project’s external and 
internal context and those of the organizations involved, and the level of uncertainty and 
complexity associated with the project. The level of risk management effort is 
proportionate to the situation. 

h) Risk management takes human and cultural factors into account 
The capabilities, perceptions and intentions of people and organizations that can facilitate 
or hinder achievement of the project’s objectives are taken into account when managing 
risk. 

i) Risk management is transparent and inclusive 
Appropriate and timely involvement of stakeholders and, in particular, decision makers at 
all levels of the organization, ensures that risk management remains relevant and up-to-
date. Involvement also allows stakeholders to be properly represented and to have their 
views taken into account in determining risk criteria. 

j) Risk management is dynamic, iterative and responsive to change 
As a project progresses and as related external and internal events occur, context and 
knowledge change, monitoring and review take place, new risks emerge, some risks 
change, and other risks disappear. Therefore, risk management activities in a project help 
project decision-makers to continually identify, understand and respond to change. 

k) Risk management facilitates continual improvement of the organization 
Organizations should develop and implement strategies to improve the maturity of their 
project risk management alongside all other aspects of their organizational processes. 

6 Project risk management framework 

6.1 General 

Project risk management processes should be integrated with project management processes. 
The project management framework – the way in which the project management process will 
be organized, structured and controlled – should provide the foundations and arrangements 
that will embed project risk management throughout the project through all phases, at all 
levels and across all the organizations involved.  The success of project risk management will 
depend in part on the effectiveness of the integration. 

The project risk management framework assists in managing project risks through the 
application of the consistent and effective project risk management process (see Clause 7) at 
varying levels and within the specific context of the project. The framework ensures that 
information about project risk derived from these processes is adequately reported and used 
as a basis for decision making and accountability at all relevant organizational and project 
levels. 

This clause describes the necessary components of the framework for managing project risk 
and the way in which they interrelate in an iterative manner. Figure 2 shows the risk 
management framework specified in ISO 31000 applied to managing risk in projects. 

This framework is not intended to prescribe a management system, but rather to assist the 
organizations involved in a project to integrate project risk management into the overall 
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project management framework. Therefore, organizations should adapt the components of the 
framework to their specific needs and the specific project requirements. 

If an organization's existing project management practices and processes include components 
of risk management, or if the organization has already adopted a formal project risk 
management process for particular types of projects, risks or situations, then these should be 
critically reviewed and assessed against this standard to determine their adequacy and 
effectiveness. 
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Figure 2 – Relationship between the components of the framework 
for managing risk, adapted from ISO 31000 

6.2 Mandate and commitment 

The introduction of risk management and ensuring its on-going effectiveness require strong 
and sustained commitment by management of all the organizations involved in the project, 
including owners and key contractors, as well as strategic and rigorous planning to achieve 
commitment at all levels. Management of owner, contractor and major sub-contractor or 
supplier organizations should 

a) define and endorse a common risk management policy for the project, 

b) ensure that the cultures of the participating organizations and the project risk 
management policy are aligned as far as possible, 

c) align project risk management objectives with the objectives and strategies of the 
organizations involved, and particularly those of the owner organization, 

d) determine project risk management performance indicators that align with performance 
indicators for the project itself and the organizations involved, 

e) ensure legal and regulatory compliance, 

f) assign accountabilities and responsibilities at appropriate levels within the organization 
structures and within the project organization, 

g) ensure that the necessary resources are allocated to project risk management, 
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h) ensure systems are in place to provide necessary resources in a timely manner, 
i) communicate the benefits of risk management to all project stakeholders, and 
j) ensure that the framework for managing risk continues to remain appropriate as the 

project progresses through the phases in its life cycle. 

In some instances requirements for risk management can be included in contracts. 

6.3 Design of the framework for managing project risk 

6.3.1 Understanding the project and its context 

Before starting the design and implementation of the framework for managing risk, it is 
important to evaluate and understand both the external and internal context of the project, 
since these can significantly influence the design of the framework. 

Evaluating the project’s external context can include, but is not limited to 

a) the social and cultural, legal, regulatory, financial, technological, economic, natural and 
competitive environment, whether international, national, regional or local, 

b) key drivers and trends having impact on the objectives or conduct  of the project, and 
c) relationships with, and perceptions and values of, external stakeholders, including all the 

organizations associated with the project (Figure 1). 

Evaluating the project’s internal context can include, but is not limited to 

d) the purpose and objectives of the project and the way they align with the purpose and 
objectives of the project owner and the users of the asset, products or services the project 
creates, 

e) governance, organizational structures, roles and accountabilities for the project and its 
performance, 

f) policies, objectives and the strategies that are in place to achieve them, 
g) capabilities of the organizations associated with the project, including the availability and 

capability of their resources and knowledge (e.g. capital, time, people, processes, 
systems and technologies), 

h) information systems, information flows and decision-making processes (both formal and 
informal), and particularly the information systems that are to be used to support project 
management, control and reporting, 

i) relationships between, and perceptions and values of, internal stakeholders, 
j) standards, guidelines and models adopted by the organizations for the project, and 
k) the form and extent of the contractual relationships between the parties. 

6.3.2 Establishing the project risk management policy 

The project risk management policy should clearly state the objectives for, and commitment 
to, risk management within all the main organizations associated with the project.  The policy 
typically addresses the following: 

a) the rationale for managing risk in the project; 
b) links between the organizations’ objectives and policies and the project risk management 

policy; 
c) accountabilities and responsibilities for managing project risk in all of the organizations 

involved; 
d) the way in which conflicting interests are dealt with; 
e) commitment to make the necessary resources for risk management available to assist 

those accountable and responsible for managing risk; 
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f) the way in which project risk management performance will be measured and reported, 
and how it will be linked to overall project performance; and 

g) commitment to review and improve the project risk management policy and framework 
periodically and in response to events or changes in circumstances as the project 
progresses. 

The risk management policy should be communicated appropriately to project stakeholders. 

The risk management policy for a particular project can be part of the organization’s broader 
set of policies. 

6.3.3 Accountability 

Accountability refers to the obligation to deliver specific commitments and outcomes. The 
organizations involved in a project should ensure that there is accountability, authority and 
appropriate competence for managing risk across the project and in all of its phases. This 
should include implementing and maintaining the project risk management process and 
ensuring the adequacy, effectiveness and efficiency of any controls. This can be facilitated by 

a) identifying the organizations and individual risk owners within them who have the 
accountability and authority to manage project risks, 

b) identifying who is accountable for the development, implementation and maintenance of 
the framework for managing project risk, 

c) identifying other responsibilities of people at all levels in each organization for the project 
risk management process, 

d) establishing performance measures and external and internal reporting and escalation 
processes for risks in projects. 

In most projects a project manager is appointed with a specific mandate and delegated 
authorities, commonly including responsibility for project risk management. Depending upon 
the size and complexity of the project, risk management tasks can be performed by the 
project manager or can be delegated. The tasks include: 

1) defining responsibilities for managing risks associated with different project activities; 
2) establishing communication mechanisms within the project and coordinating risk 

management information and activities; 
3) establishing the context for project risk management process; 
4) managing and reporting risk assessment activities; 
5) recommending, initiating, allocating responsibilities for and monitoring the effective 

implementation of risk treatment activities; 
6) seeking executive decisions on conflicting risk issues; 
7) communicating information about risk issues in an appropriate and timely fashion 

throughout the project; 
8) ensuring contingency plans are in place; 
9) identifying and recording any problems relating to the management of risk; 
10) monitoring the risk management process and implementing corrective action where 

necessary; 
11) providing documentation to ensure traceability. 

The authority for project risk management and interfaces with other functions should be 
defined and documented. The main accountabilities that cross organizational boundaries 
should be specified in contract documents. 
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6.3.4 Integration into project management processes 

Risk management should be embedded in all project management practices and processes in 
a way that it is relevant, timely, effective and efficient. The project risk management process 
should become an integrated part of, and not separate from, those project management 
processes. 

Risk management should also be embedded into broader organizational processes, including 
the project policy development, business and strategic planning and review, and change 
management processes. 

There should be a project risk management plan to ensure that the risk management policy is 
implemented and that risk management is embedded in all of project management practices 
and processes. The project risk management plan can be integrated into other project plans, 
such as the project execution plan for a project phase. 

6.3.5 Resources 

The organizations involved in a project should allocate appropriate resources for project risk 
management. 

Consideration should be given to the following: 

a) people, skills, experience and competence; 
b) resources needed for each step of the project risk management process; 
c) the risk processes, methods, tools and supporting systems to be used for managing 

project risk; 
d) documented project management processes and procedures; 
e) information and knowledge management systems; 
f) training programmes; and 
g) contractual allocation of risk between the organizations involved. 

The project budget should take into account the cost of the risk management function, and the 
cost of risk treatment activities. 

6.3.6 Establishing internal project communication and reporting mechanisms 

The organizations involved in a project should establish project communication and reporting 
mechanisms that support and encourage ownership of risk at each phase of the project life. 
These mechanisms should ensure that: 

a) key components of the project risk management framework, and any subsequent 
modifications, are communicated appropriately; 

b) there is adequate reporting on the project risk management framework, its effectiveness 
and the outcomes; 

c) relevant information derived from the application of project risk management is available 
at appropriate levels and times and across all the organizations involved, including 
between phases as the project progresses; and 

d) there are processes for consultation with stakeholders. 

These mechanisms should include processes to consolidate project risk information where 
appropriate from a variety of sources, taking into account its sensitivity. In most 
circumstances, project risk management reporting should be integrated with regular project 
management reports. 
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6.3.7 Establishing external project communication and reporting mechanisms 

The organizations involved in a project should develop and implement a coordinated plan for 
how they will communicate with external stakeholders. This should involve: 

a) engaging appropriate external stakeholders and ensuring an effective exchange of 
information about the project; 

b) external reporting to comply with legal, regulatory, and governance requirements; 
c) providing feedback and reporting on communication and consultation; 
d) using communication to build confidence in the organizations involved; and 
e) communicating with stakeholders in the event of a crisis or contingency. 

These mechanisms should include processes to consolidate project risk information where 
appropriate from a variety of sources in a timely manner, taking into account its sensitivity.  In 
most circumstances, external communication should be coordinated and controlled by the 
project owner, unless there are specific regulatory requirements for contractors and suppliers. 

6.4 Implementing project risk management 

6.4.1 Implementing the framework for managing project risk 

In implementing the framework for managing project risk, the organizations involved in a 
project should 

a) define the appropriate timing and strategy for implementing the framework in the project, 
taking advantage where possible of synergies with each organization’s own risk 
management policies and processes, 

b) integrate the project risk management policy and process into project management 
processes, 

c) comply with legal and regulatory requirements, 
d) ensure that project decision-making, including the development and setting of objectives, 

is aligned with the outcomes of project risk management processes, 
e) hold information and training sessions, and 
f) communicate and consult with stakeholders to ensure that the project risk management 

framework remains appropriate. 

6.4.2 Implementing the project risk management process 

Project risk management should be implemented by ensuring that the project risk 
management process outlined in Clause 7 is applied through a project risk management plan 
(see 7.7.2) at all relevant levels and functions of the organizations involved as part of their 
project management practices and processes. 

The project risk management plan should be developed early in the project and should be 
integrated into the project management plan. The scope of risk management processes and 
the amount of effort that should be put in at different stages of the project should be defined. 

6.5 Monitoring and review of the project risk management framework 

In order to ensure that project risk management is effective and continues to support project 
performance, the organizations involved in a project should 

a) measure project risk management performance against indicators that are reviewed 
periodically for appropriateness and aligned with project performance indicators, 

b) periodically measure progress against, and deviation from, the project risk management 
plan, 
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c) periodically review whether the project risk management framework, policy and plan are 
still appropriate, given the project’s external and internal context and progress in the 
current project phase, 

d) report on project risk, progress with the project risk management plan and how well the 
project risk management policy is being followed, as part of regular project reporting, and 

e) review the effectiveness of the project risk management framework. 

Performance indicators for risk management can relate to 

– project success indicators that measure the extent to which objectives are achieved, 
– process indicators that measure the extent to which risk management processes are 

followed, and 
– risk indicators that measure how effectively treatments are being actioned. 

6.6 Continual improvement of the project risk management framework 

Based on results of monitoring and reviews, decisions should be made on how the project risk 
management framework, policy and plan can be improved. These decisions should lead to 
improvements in the management of project risk and the project risk management culture.  A 
formal ‘lessons learned’ process can provide supporting information for this. 

7 Project risk management process 

7.1 General 

The project risk management process should be 

– an integral part of project management, 
– embedded in the culture and practices of the organizations involved with a project, and 
– tailored to and integrated with the business and project management processes of the 

organizations involved. 

It comprises the activities described in 7.2 to 7.7. The project risk management process is 
shown in Figure 3.  
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Figure 3 – Project risk management process, adapted from ISO 31000 

7.2 Communication and consultation 

Communication and consultation with external and internal stakeholders should take place 
during all stages of the project risk management process. Effective external and internal 
communication and consultation should take place to ensure that those accountable for 
implementing the project risk management process and relevant stakeholders understand the 
purpose and objectives of the project risk management process, the basis on which project 
risk information is incorporated into project decisions, and the reasons why particular actions 
are required. 

Communication and consultation with stakeholders is important as they make judgements 
about risk based on their perceptions of risk. These perceptions can vary due to differences in 
their culture, values, needs, assumptions, concepts and concerns. As their views can have a 
significant impact on the decisions to be made, the stakeholders' perceptions should be 
identified, recorded, and taken into account in the decision making process. 

Communication and consultation should facilitate truthful, relevant, accurate and 
understandable exchanges of information, taking into account confidential and personal 
integrity aspects. 

The outcomes from communication and consultation between the main organizations involved 
in a project (Figure 1) can be reflected in various documents, including contracts, memoranda 
of understanding and heads of agreement, and in agreed allocations of responsibilities for 
specific risks and controls to individuals and participating organizations. 

Plans for communication and consultation should be developed at an early project phase. 

A consultative team approach can 

a) help establish the context appropriately, 
b) ensure that the interests of project stakeholders are understood and considered, 
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c) help ensure that risks are adequately identified, 
d) bring different areas of expertise together for analysing risks, 
e) ensure that different views are appropriately considered when defining risk criteria and in 

evaluating risks, 
f) secure endorsement and support for a treatment plan, 
g) enhance appropriate change management during the project risk management process, 

and 
h) develop an appropriate external and internal communication and consultation plan. 

Effective risk management relies on the timely availability of information from various areas 
over the life of the project. Interfaces and lines of communication should be formally 
established and maintained between project risk management and areas such as 

1) design and development, 
2) commercial and project control functions, 
3) configuration control, 
4) quality and dependability, 
5) post-project support, including support for users and maintainers. 

These interfaces should be defined at a sufficient level of authority and detail that a rapid 
reaction is possible. 

7.3 Establishing the context 

7.3.1 General 

By establishing the context, the organizations involved in the project articulate their objectives 
and define the external and internal parameters to be taken into account when managing 
project risk.  The context needs to be understood in order to set the scope, risk criteria and 
structure for steps in the project risk management process that follow. 

While many factors here are similar to those addressed in the design of the project risk 
management framework (see 6.3), when establishing the context for the project risk 
management process they should be considered in greater detail. Their implications and how 
they relate to the scope of the project and the project management process are particularly 
important. 

7.3.2 Establishing the external context 

The external context is the external environment in which the project will be undertaken. 

Understanding the external context is important in order to ensure that the objectives and 
concerns of external stakeholders are considered when developing project risk criteria. It is 
based on the organization-wide context, but with specific details of legal and regulatory 
requirements, stakeholder perceptions and other aspects of risks specific to the scope of the 
project. 

The external context can include, but is not limited to 

– the social and cultural, political, legal, regulatory, financial, technological, economic, 
natural and competitive environment of the project, whether international, national, 
regional or local, 

– key drivers and trends having an impact on project objectives, and 
– relationships with, perceptions and values of external stakeholders. 
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7.3.3 Establishing the internal context 

The internal context is the internal environment in which the organizations involved in the 
project seek to achieve project objectives. It is anything within the organizations that can 
influence the way in which risk will be managed in the project. It should be established 
because 

– project risk management takes place in the context of the objectives the organizations 
have for the project, 

– the project risk management process should be aligned with the organizations’ cultures, 
processes, structures and strategies, and 

– some organizations fail to recognize opportunities to achieve their strategic, project or 
business objectives, and this affects continuing commitment, credibility, trust and value. 

The internal context can include, but is not limited to 

a) governance, organizational structures, roles and accountabilities, 
b) policies, objectives, and the strategies that are in place to achieve them, 
c) capabilities and resources, such as capital, time, people, processes, systems, 

technologies, expertise and knowledge, 
d) relationships with, perceptions and values of internal stakeholders, 
e) information systems, information flows and decision making processes (both formal and 

informal), 
f) standards, guidelines and models adopted by the organizations, and 
g) the form and extent of contractual and other relationships between the organizations 

involved. 

7.3.4 Establishing the context of the project risk management process 

The objectives, scope and deliverables of the project, or those parts of the project where the 
risk management process is being applied, should be established. The management of project 
risk should be undertaken with full consideration of the need to justify the resources used in 
carrying out risk management. The resources required, responsibilities and authorities, and 
the records to be kept should also be specified. 

The context of the risk management process will vary according to the needs of the project. It 
can involve, but is not limited to 

a) defining the project in terms of the activities and processes to be undertaken, the assets, 
products or services to be created, the resources to be committed, and the cost, time and 
location, 

b) identifying and specifying the decisions that have to be made, 
c) defining the scope, as well as the depth and breadth of the project risk management 

activities to be carried out, including specific inclusions and exclusions and, where 
appropriate, the kinds of risks to be addressed, 

d) defining the relationships between the specific project and other projects, processes or 
activities of the organizations involved, 

e) defining the goals and objectives of the project risk management activities, 
f) defining responsibilities for and within the project risk management process, 
g) identifying any scoping or framing studies needed, their extent and objectives, and the 

resources required for such studies, 
h) defining project risk assessment methodologies, 
i) defining the method for evaluating the performance and effectiveness of the risk 

management process. 
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Attention to these and other relevant factors should help ensure that the risk management 
approach adopted is appropriate to the circumstances, to the project and to the risks affecting 
the achievement of project objectives. 

7.3.5 Defining risk criteria 

The organizations involved in a project should agree criteria to be used to evaluate the 
significance of risk. The criteria should reflect the organizations’ values and objectives in 
relation to the project. Some criteria can be imposed by, or derived from, legal and regulatory 
requirements, or by policies or other requirements to which the organizations subscribe. Risk 
criteria should be consistent with the project risk management policy (see 6.3.2), be defined 
at the beginning of the project risk management process and be reviewed regularly. 

When defining risk criteria, factors to be considered should include the following: 

a) the nature and types of causes or sources of risk, and how likelihood will be defined; 
b) the nature and types of consequences that can occur and how their impacts will be 

measured; 
c) the time frames within which the consequences could arise; 
d) how the level of risk is to be determined; 
e) the level at which risk becomes acceptable or tolerable; and 
f) whether combinations of multiple risks should be taken into account and, if so, how and 

which combinations should be considered. 

The views of stakeholders should be considered when setting criteria. 

Measures for the impact of risks should take into account all project objectives, which can 
relate to 

1) commercial and business objectives of the organizations involved in the project, 
2) achievement of cost and schedule targets for the project, 
3) quality, dependability and performance of the assets, products or services the project 

creates, 
4) health and safety of project stakeholders, 
5) environmental protection and enhancement, and 
6) statutory and regulatory compliance. 

Criteria for acceptability and tolerability of risks should be developed. These are used for 
evaluating the risks in later stages of the process. 

7.3.6 Key elements 

To provide more confidence that risk identification is comprehensive and no important risks 
are overlooked, it is common to divide the project into a set of key elements that are used to 
organize the risk identification activity. 

There are many ways of generating a key element structure, depending on the nature of the 
project and the purpose, scope and setting of the assessment.  For example, key elements 
can be based on one or more of the following: 

a) the project work breakdown structure (WBS), a general risk breakdown structure, 
functional breakdown structure, deliverables breakdown structure or cost breakdown 
structure for the project; 

b) the remaining phases of the project life; 
c) the main headings for the project information to be provided to decision-makers at the 

next stage-gate; 
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d) components of an asset, product or service to be created by a project; 
e) areas of a project site; 
f) contracts and sub-contracts, or contract clauses; 
g) components of an organizational structure. 

The key element structure allows those performing risk identification to focus their thoughts 
on each key element in turn and go into more depth than they would if they tried to deal with 
the whole project at once. A well-designed set of key elements will stimulate creative thought. 

Development of key elements also helps identify whether there are any areas of special 
expertise needed to understand specific elements, allowing that expertise to be included in 
the risk identification team when it deals with that element. 

7.4 Risk assessment 

7.4.1 General 

Risk assessment is the overall process of risk identification, risk analysis and risk evaluation. 
Its purpose is to identify risks that could affect project objectives, in a positive or negative 
way, understand how they could occur and develop priorities for attending to them. 

7.4.2 Risk identification 

The purpose of risk identification is to find, list and characterize risks that can affect the 
achievement of agreed project objectives, either positively or negatively. 

Risk identification should consider sources of risk, areas of impacts, events (including 
changes in circumstances) and their causes and their potential consequences. The aim of this 
step is to generate a comprehensive list of risks based on those events, circumstances or 
changes that could create, enhance, prevent, degrade, accelerate or delay the achievement 
of project objectives. It is also important to identify the risks associated with not pursuing an 
opportunity. Comprehensive identification is critical, because a risk that is not identified at this 
stage cannot be included in the analysis until a further iteration is undertaken. 

Risk identification should consider the impact of risks upon all project objectives. 

Effective project risk management is fundamentally dependent upon the comprehensive 
identification of risks. This requires a systematic process. 

There are many methods for risk identification. Tools and techniques should be selected that 
are best suited to the project objectives, organizational capabilities and the kinds of risks 
expected. These can include 

a) brainstorming within the key element structure, 
b) expert opinion, 
c) interviews and questionnaires, 
d) check lists, 
e) historical data, 
f) previous experience of participants and from other projects, 
g) testing and modelling, 
h) formal techniques such as failure modes and effects analysis (FMEA) or hazard and 

operability studies (HAZOP). 

Identification should include risks whether or not their source is under the control of any of the 
organizations involved in the project, and whether or not the risk source or cause is 
immediately evident. Risk identification should include examination of the cascade and 
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cumulative effects of particular consequences. All significant causes and consequences 
should be considered. 

Relevant and up-to-date information is important in identifying risks. This should include 
appropriate background information where possible. People with appropriate knowledge 
should be involved in identifying risks. All practicable information sources should be used 
when identifying risks. 

The focus of risk identification varies according to the phase of the project.  In the early 
phases, risk identification is often directed to high-level, general and strategic risks and the 
identification of ‘fatal flaws’ that can make successful project completion infeasible.  In later 
project phases, risk identification focuses on specific risks in far greater detail. 

Risk identification should consider the remaining phases in the project life cycle, and the life 
cycle of the asset, product or service the project delivers.  Stakeholders and technical experts 
with relevant knowledge about these matters should be involved in the risk identification 
process. 

As a project progresses, some risks will be resolved and new ones will arise, so risk 
identification should be a continuing process.  Some risks identified in early project phases 
remain relevant in later phases; it is important that such risks are retained as the project 
progresses. 

Risks should be recorded.  This is normally in a project risk register (see 7.7.4). 

7.4.3 Risk analysis 

Risk analysis involves developing an understanding of each risk, its causes and 
consequences and how and why they could occur. Risk analysis provides an input to risk 
evaluation and to decisions on whether risks need to be treated, and on the most appropriate 
risk treatment strategies and methods. Risk analysis can also provide an input to decisions 
where choices have to be made and the options involve different types and levels of risk. 

Risk analysis involves consideration of the causes and sources of risk, their positive and 
negative consequences for project objectives, and the likelihood that those consequences can 
occur. Factors that affect consequences and likelihood should be identified. Existing project 
controls and their effectiveness and efficiency should be taken into account. 

A risk can have multiple consequences that relate to several project objectives. 

The way in which consequences and likelihood are expressed and the way in which they are 
combined to determine a level of risk should reflect the type of risk, the information available 
and the purpose for which the risk assessment output is to be used. These should all be 
consistent with the risk criteria. It is also important to consider the interdependence of 
different risks and their sources. 

The confidence in determination of the level of risk and its sensitivity to preconditions and 
assumptions should be considered in the analysis, and communicated effectively to decision 
makers and, as appropriate, other stakeholders. Factors such as divergence of opinion among 
experts, uncertainty, availability, quality, quantity and continuing relevance of information, or 
limitations on modelling should be stated and can be highlighted. 

Risks can be analysed with varying degrees of detail, depending on the risk, the purpose of 
the analysis, and the information, data and resources available. It can be necessary to re-visit 
the risk identification process during risk analysis to further clarify project risks. 

Analysis can be qualitative or quantitative, or a combination of these, depending on the 
circumstances. Qualitative and quantitative analysis approaches can be used in all phases of 
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the project, but they make different contributions in different phases. For example, qualitative 
risk analysis can be undertaken early in the project life cycle to support strategic decisions, 
and quantitative risk analysis can be applied later to support the development of detailed cost 
and time budgets.  Further analyses of uncertainty in such areas as dependability and life 
cycle cost can be undertaken as part of the selection of project options and detailed design at 
relevant phases of the project. 

7.4.4 Risk evaluation 

The purpose of risk evaluation is to assist in making decisions, based on the outcomes of risk 
analysis, about which risks need treatment and the priority for treatment implementation. 

Risk evaluation involves comparing the outcomes of the analysis with risk criteria established 
when the context was considered. Based on this comparison, the need for treatment can be 
considered. 

Evaluation can involve balancing a range of different kinds of risks with both positive and 
negative outcomes, in order to make decisions about such matters as whether or not a project 
should proceed or what approach to follow within a project. 

In some circumstances, the risk evaluation can lead to a decision to undertake further 
analysis.  For example, in the early phases of a project, risk analysis can assist in developing 
work plans for investigations and studies to be undertaken in subsequent phases. 

7.5 Risk treatment 

7.5.1 General 

Risk treatment involves selecting one or more options for modifying risks, and implementing 
those options. Once implemented, treatments provide new controls or modify existing ones. 

Some risks can be accepted without treatment in any way other than maintaining existing 
controls. These risks should be included in the project risk register so that effective 
monitoring can be carried out. Risks that are not accepted should be treated. 

Decisions should take account of the wider context of the risk and include consideration of the 
tolerance of the risks borne by parties other than the organization that benefits from the risk. 
Decisions should be made in accordance with legal, regulatory and other requirements. 

Risk treatment follows a cyclical process: following initial treatment actions, risks are 
reassessed to see whether they are acceptable with the new treatments and, if not, further 
treatment is undertaken. 

7.5.2 Selection of risk treatment options 

Risk treatment options can include the following: 

a) avoiding a risk with negative consequences by removing the source of risk or deciding not 
to start or continue with the activity that gives rise to the risk (or even discontinuing the 
project); 

b) engaging in an activity that can lead to risks with positive consequences in order to 
pursue an opportunity (including changing the project scope or objectives); 

c) taking an action that changes the likelihood of the risk, to enhance the likelihood of 
positive consequences and reduce the likelihood of negative ones; 

d) taking an action that changes the consequences of the risk, to enhance the size of 
positive consequences and reduce the size of negative ones; 

e) sharing the risk with another party or parties (including through contracts, insurance or 
risk financing); and 
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f) retaining the risk by informed decision. 

Decisions about risk treatment follow a simple sequence: 

1) if the consequences of a risk breach legal or regulatory requirements, action is required; 
2) if the consequences of a risk breach organizational policy or exceed risk criteria 

developed when establishing the context, action is generally required; 
3) if the consequences of a risk have adverse implications for the health and safety of 

people, then risk treatment must be undertaken and the appropriate criterion for selecting 
treatment tasks is ‘as low as reasonably practicable’ (ALARP); 

4) in all other circumstances, actions should be undertaken only if the aggregate benefits 
and advantages for the project exceed the aggregate costs and disadvantages, taking into 
account all the advantages and disadvantages across the entire project. 

Risk treatment options are not necessarily mutually exclusive, nor do they all apply to only 
one risk. A number of treatment options can be considered and applied either individually or 
in combination. The project can often benefit from the adoption of a combination of treatment 
options. 

When selecting risk treatment options, the values and perceptions of stakeholders and the 
most appropriate ways to communicate with them can be important practical considerations. 
Though equally effective for the project, some risk treatments can be more acceptable to 
some stakeholders than to others. 

The implementation of risk treatment actions can introduce new risks that should also be 
considered. Such secondary risks should be assessed, treated, monitored and reviewed. 

7.5.3 Risk treatment plans 

The purpose of risk treatment plans is to document the selected treatment options and how 
they will be implemented. The information provided in treatment plans should include: 

a) the reasons for selection of treatment options, including expected benefits to be gained; 
b) those who are accountable for approving the plan and those responsible for implementing 

the plan; 
c) proposed actions and their priority; 
d) resource requirements including contingencies; 
e) performance measures and constraints; 
f) reporting and monitoring requirements; and 
g) timing and schedule. 

For each risk treatment a person should be nominated to have responsibility for that treatment 
(the task owner). The most appropriate person could be: 

1) the person who is responsible for the activity from which the risk arises; 
2) the person who can best control the likelihood of the risk occurring; 
3) the person best positioned to respond the occurrence of the risk or change its 

consequences; 
4) the person with the appropriate level of authority to deal with the risk. 

Treatment plans should be integrated with the project management plan. 

7.6 Monitoring and review 

Monitoring and review should be a planned part of the project risk management process and 
integrated with other aspects of regular project monitoring and control. 
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Responsibilities for monitoring and review should be clearly defined. 

Monitoring and review should encompass all aspects of the project risk management process 
for the purposes of 

a) detecting changes in the external and internal context, including changes to the project 
scope, objectives or risk criteria that can require revision of risks, risk treatments and 
priorities, 

b) obtaining further information to improve risk assessment, 
c) ensuring that controls are effective and efficient in both design and operation, 
d) analysing and learning lessons from successes and failures (including incidents and near-

misses), changes and trends, and 
e) identifying emerging risks. 

Risk treatment activities should be included in the project plan and monitored as part of 
regular project control activities. Progress in implementing risk treatment tasks should be 
incorporated into the project’s overall performance management, measurement and external 
and internal reporting activities. 

At the end of the project, it is desirable that there is a post-project review of control 
effectiveness, lessons learned and feedback of learning into future projects. It is important 
that this activity is started during the project, so that it is not left until the end when everyone 
who knew what happened has already left and moved onto the next project. 

The results of monitoring and review should be recorded and reported as appropriate.  They 
should also be used as an input to the review of the risk management framework (see 6.5). 

7.7 Recording and reporting the project risk management process 

7.7.1 Reporting 

Reporting on risk matters is necessary as an input to management decision-making and to 
provide confidence that project objectives are achievable. All project meetings provide an 
opportunity for discussing and resolving risk matters. Project meetings can be formal or 
informal, but all discussions and decisions concerning risks should be recorded and reported. 

Discussions of risk matters can include the following: 

a) identifying and assessing new or emerging risks; 
b) reviewing the project risk register; 
c) reviewing the status of risks, the effectiveness of associated controls and the 

implementation of risk treatment activities; 
d) identifying and agreeing any changes to information about the risks, re-analysing the 

changes and updating the risk register; 
e) assessing the effectiveness of the risk management process; 
f) discussing the relationship between contracted parties, including the allocation of risks. 

Specific performance indicators can be developed for many of the items noted above. 

Reporting requirements should be specified in the project risk management plan.  Where 
feasible, project risk management reporting should be integrated with other forms of project 
management reporting. 
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