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INTERNATIONAL ELECTROTECHNICAL COMMISSION

RAILWAY APPLICATIONS -
COMMUNICATION, SIGNALLING AND PROCESSING SYSTEMS -
SAFETY RELATED COMMUNICATION IN TRANSMISSION SYSTEMS

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote
international co-operation on all questions concerning standardization in the electrical and electronic fields. To
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interested
in the subject dealt with may participate in this preparatory work. International, governmental and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely
with the International Organization for Standardization (ISO) in accordance with conditions determined by
agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
misinterpretation by any end user.

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence
between any IEC Publication and the corresponding national or regional publication shall be clearly indicated in
the latter.

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

6) All users should ensure that they have the latest edition of this publication.

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shall not be held responsible for identifying any or all such patent rights.

International Standard IEC 62280 has been prepared by IEC technical committee 9: Electrical
equipment and systems for railways.

This standard is based on EN 50159.

This standard cancels and replaces IEC 62280-1 (2002) and IEC 62280-2 (2002).
See Annex E.

The text of this standard is based on the following documents:

FDIS Report on voting
9/1866A/FDIS 9/1885/RVD

Full information on the voting for the approval of this standard can be found in the report on

voting indicated in the above table.
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This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

The committee has decided that the contents of this publication will remain unchanged until the
stability date indicated on the IEC web site under "http://webstore.iec.ch" in the data related to
the specific publication. At this date, the publication will be

* reconfirmed,

* withdrawn,

» replaced by a revised edition, or

+ amended.
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INTRODUCTION

If a safety related electronic system involves the transfer of information between different
locations, the transmission system then forms an integral part of the safety related system, this
includes that the end to end communication is safe in accordance with IEC 62425.

The transmission system considered in this standard, which serves the transfer of information
between different locations, has in general no particular preconditions to satisfy. It is from the
safety point of view not trusted, or not fully trusted.

The standard is dedicated to the requirements to be taken into account for the communication
of safety related information over such transmission systems.

Although the RAM aspects are not considered in this standard it is recommended to keep in
mind that they are a major aspect of the global safety.

The safety requirements depend on the characteristics of the transmission system. In order to
reduce the complexity of the approach to demonstrate the safety of the system, transmission
systems have been classified into three categories:

e Category 1 consists of systems which are under the control of the designer and fixed during
their lifetime.

e Category 2 consists of systems which are partly unknown or not fixed, however
unauthorised access can be excluded.

e Category 3 consists of systems which are not under the control of the designer, and where
unauthorised access has to be considered.

The first category was previously covered by IEC 62280-1:2002, the others by IEC 62280-
2:2002.

When safety related communication systems, which have been approved according to the
previous standards, are subject of maintenance and/or extensions, informative Annex E can be
used for traceability purposes of (sub)clauses of this standard with the (sub)clauses of the
former series.
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RAILWAY APPLICATIONS -
COMMUNICATION, SIGNALLING AND PROCESSING SYSTEMS -
SAFETY RELATED COMMUNICATION IN TRANSMISSION SYSTEMS

1 Scope

This International Standard is applicable to safety related electronic systems using for digital
communication purposes a transmission system which was not necessarily designed for safety
related applications and which is

e under the control of the designer and fixed during the lifetime, or

e partly unknown or not fixed, however unauthorised access can be excluded, or

e not under the control of the designer, and also unauthorised access has to be considered.

Both safety related equipment and non-safety related equipment can be connected to the
transmission system.

This Internaitonal Standard gives the basic requirements needed to achieve safety related
communication between safety related equipment connected to the transmission system.

This International Standard is applicable to the safety requirement specification of the safety
related equipment connected to the transmission system, in order to obtain the allocated safety
integrity requirements.

Safety requirements are generally implemented in the safety related equipment, designed
according to IEC 62425. In certain cases these requirements may be implemented in other
equipment of the transmission system, as long as there is control by safety measures to meet
the allocated safety integrity requirements.

The safety requirement specification is a precondition of the safety case of a safety related
electronic system for which the required evidence is defined in IEC 62425. Evidence of safety
management and quality management has to be taken from IEC 62425. The communication
related requirements for evidence of functional and technical safety are the subject of this
standard.

This International Standard is not applicable to existing systems, which had already been
accepted prior to the release of this standard.

This International Standard does not specify

e the transmission system,
e equipment connected to the transmission system,
e solutions (e.g. for interoperability),

e which kind of data are safety related and which are not.

A safety related equipment connected through an open transmission system can be subjected
to many different IT security threats, against which an overall program has to be defined,
encompassing management, technical and operational aspects.

In this International Standard however, as far as IT security is concerned, only intentional
attacks by means of messages to safety related applications are considered.
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This International Standard does not cover general IT security issues and in particular it does
not cover IT security issues concerning

e ensuring confidentiality of safety related information,

e preventing overloading of the transmission system.
2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and
are indispensable for its application. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments)
applies.

IEC 62278 (all parts), Railway applications — Specification and demonstration of reliability,
availability, maintainability and safety (RAMS)

IEC 62425:2007, Railway applications — Communication, signalling and processing systems —
Safety related electronic systems for signalling

3 Terms, definitions and abbreviations

3.1 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

311

absolute time stamp

time stamp referenced to a global time which is common for a group of entities using a
transmission system

3.1.2

access protection

processes designed to prevent unauthorised access to read or to alter information, either within
user safety related systems or within the transmission system

313

additional data

data which is not of any use to the ultimate user processes, but is used for control, availability,
and safety purposes

31.4
authentic message
message in which information is known to have originated from the stated source

3.1.5
authenticity
state in which information is valid and known to have originated from the stated source

3.1.6

closed transmission system

fixed number or fixed maximum number of participants linked by a transmission system with
well known and fixed properties, and where the risk of unauthorised access is considered
negligible

3.1.7
communication Documents

transfer of information between applications
Document Sharing Hub
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3.1.8
confidentiality
property that information is not made available to unauthorised entities

3.1.9
corrupted message
type of message error in which a data corruption occurs

3.1.10
cryptographic techniques
producing output data, calculated by an algorithm using input data and a key as a parameter

Note 1 to entry: By knowing the output data, it is impossible within a reasonable time to calculate the input data
without knowledge of the key. It is also impossible within a reasonable time to derive the key from the output data,
even if the input data are known.

3.1.11
cyclic redundancy check
cyclic code, used to protect messages from the influence of data corruption

3.1.12
data
part of a message which represents some information

Note 1 to entry: See also definitions 3.1.64: user data, 3.1.3: additional data and 3.1.42: redundant data.

3.1.13
data corruption
alteration of data

3.1.14

defence

measure incorporated in the design of a safety related communication system to counter
particular threats

3.1.15
delayed message
type of message error in which a message is received at a time later than intended

3.1.16
deleted message
type of message error in which a message is removed from the message stream

3.1.17

double time stamp

case when two entities exchange and compare their time stamps. In this case the time stamps
in the entities are independent of each other

3.1.18
error
deviation from the intended design which could result in unintended system behaviour or failure

3.1.19
failure
deviation from the specified performance of a system

Note 1 to entry: A failure is the consequence of a fault or an error in the system.
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3.1.20

fault
abnormal condition that could lead to an error in a system

Note 1 to entry: A fault can be random or systematic.

3.1.21
feedback message
response from a receiver to the sender, via a return channel

3.1.22
hacker
person trying deliberately to bypass access protection

3.1.23
hazard
condition that can lead to an accident

3.1.24

hazard analysis

process of identifying hazards and analysing their causes, and the derivation of requirements
to limit the likelihood and consequences of hazards to an acceptable level

3.1.25
implicit data
additional data that is not transmitted but is known to the sender and receiver

3.1.26
information
representation of the state or events of a process, in a form understood by the process

3.1.27
inserted message
type of message error in which an additional message is implanted in the message stream

3.1.28
integrity
state in which information is complete and not altered

3.1.29
manipulation detection code
function of the whole message without secret key

Note 1 to entry: In contrast to a MAC there is no secret key involved. By the whole message is meant also any
implicit data of the message which is not sent to the transmission system. MDC is often based on a hash function.

3.1.30

masqueraded message

type of inserted message in which a non-authentic message is designed to appear to be
authentic

3.1.31
message

information which is transmitted from a sender (data source) to one or more receivers (data
sink)
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3.1.32
message authentication code
cryptographic function of the whole message and a secret or public key

Note 1 to entry: By the whole message is meant also any implicit data of the message which is not sent to the
transmission system.

3.1.33

message enciphering

transformation of bits by using a cryptographic technique within a message, in accordance with
an algorithm controlled by keys, to render casual reading of data more difficult. Does not
provide protection against data corruption

3.1.34

message errors

set of all possible message failure modes which can lead to potentially dangerous situations, or
to reduction in system availability. There can be a number of causes of each type of error

3.1.35
message integrity
message in which information is complete and not altered

3.1.36
message stream
ordered set of messages

3.1.37

non-cryptographic safety code

redundant data based on non-cryptographic functions included in a safety related message to
permit data corruption to be detected by the safety related transmission function

3.1.38

open transmission system

transmission system with an unknown number of participants, having unknown, variable and
non-trusted properties, used for unknown telecommunication services and having the potential
for unauthorised access

3.1.39
public network
network with unknown users, especially not under control of the railways

3.1.40
random failure
failure that occurs randomly in time

3.1.41

redundancy check

type of check that a predefined relationship exists between redundant data and user data within
a message, to prove message integrity

3.1.42
redundant data
additional data, derived, by a safety related transmission function, from the user data

3.1.43
relative time stamp
time stamp referenced to the local clock of an entity. In general there is no relationship to

clocks of other entities Documents

Document Sharing Hub

Full document details: IEC 62280 2014


http://www.avadocuments.com/doc/iec-62280-2014
http://www.avadocuments.com/doc/iec-62280-2014

62280 © IEC:2014
-13 -

3.1.44
repeated message
type of message error in which a single message is received more than once

3.1.45
re-sequenced message
type of message error in which the order of messages in the message stream is changed

3.1.46

safe fall back state

safe state of a safety related equipment or system as a deviation from the fault-free state and
as a result of a safety reaction leading to a reduced functionality of safety related functions,
possibly also of non-safety related functions

3.1.47
safety
freedom from unacceptable levels of risk

3.1.48

safety case

documented demonstration that the product (e.g. system/sub-system/equipment) complies with
the specified safety requirements

3.1.49

safety code

redundant data included in a safety related message to permit data corruptions to be detected
by the safety related transmission function

3.1.50

safety integrity level

number which indicates the required degree of confidence that a system will meet its specified
safety functions with respect to systematic failures

3.1.51

safety reaction

safety related protection taken by the safety process in response to an event (such as a failure
of the transmission system), which may lead to a safe fall back state of the equipment

3.1.52
safety related
carries responsibility for safety

3.1.53

safety related transmission function

function incorporated in the safety related equipment to ensure authenticity, integrity,
timeliness and sequence of data

3.1.54

sequence number

additional data field containing a number that changes in a predefined way from message to
message

3.1.55

source and destination identifier

identifier which is assigned to each entity. This identifier can be a name, number or arbitrary bit
pattern. This identifier will be used for the safety related communication. Usually the identifier

is added to the user data Documents
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3.1.56

systematic failure

failure that occurs repeatedly under some particular combination of inputs, or under some
particular environmental condition

3.1.57
threat
potential violation of safety

3.1.58
time stamp
information concerning time of transmission attached to a message by the sender

3.1.59
timeliness
state in which information is available at the right time according to requirements

3.1.60

transmission code

redundant information, added to the safety and non-safety message of the non-trusted
transmission system in order to ensure the integrity of the message during transmission

3.1.61

transmission system

service used by the application to communicate message streams between a number of
participants, who may be sources or sinks of information

3.1.62
trusted
which has properties used as evidence to support the safety demonstration

3.1.63

unauthorised access

situation in which user information or information within the transmission system is accessed
and/or changed by unauthorised persons or hackers

3.1.64

user data

data which represents the states or events of a user process, without any additional data. In
case of communication between safety related equipment, the user data contains safety related
data

3.1.65
valid message
message whose form meets in all respects the specified user requirements

3.1.66
validity
state of meeting in all respects the specified user requirements

3.2 Abbreviations

BCH Bose, Ray-Chaudhuri, Hocquenghem Code
BME Basic Message Errors
BSC Binary Symmetric Channel
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CAN Controller Area Network

CRC Cyclic Redundancy Check

EC European Community

ECB Electronic CodeBook mode

EMI Electromagnetic Interference

FTA Fault Tree Analysis

GPRS General Packet Radio Service

GSM-R Global System for Mobile communication — Railways
HE Hazardous Events

HW Hardware

IT Information Technology

LAN Local Area Network

MAC Message Authentification Code

MDC Manipulation Detection code

MD4, MD5 Message Digest algorithms

MH Main Hazard

MTBF Mean Time Between Failures

MVB Multi-purpose Vehicle Bus

PROFIBUS Process Field Bus

QSC g-nary symmetric channel

RAMS Reliability, Availability, Maintainability and Safety
SIL Safety Integrity Level

SR Safety Related

SRS Safety Requirements Specifications

SW Software

X Transmission

uTC Universal Coordinated Time

WAN Wide Area Network

Wi-Fi Wireless Fidelity

4 Reference architecture

This International Standard defines the safety requirements for the safe communication
between safety related equipment via a transmission system, which can either be closed or
open. Both, safety related and non-safety related equipment can be connected to the
transmission system. This clause describes possible configurations of the sa@béﬁﬁqents
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communication in transmission systems including the definition of involved functional blocks.
Particular requirements to be fulfilled by these blocks are specified in further clauses.

A combined view — open and closed transmission system — of the principal architecture is
shown in Figure 1, where all communication elements are linked according to the information
flow to exchange safety related information between safety related equipment. The reference
architecture also shows a non-safety related interface which is not always present. A typical
use could be for diagnostic messages routed to a maintenance centre.

Besides the source and destination of safety related communication the reference architecture
deals with a safety related communication system, which can be divided into

e safety related transmission functions incorporated in the safety related equipment. These
functions ensure authenticity, integrity, timeliness and sequence of data,

o safety related cryptographic techniques which protect the safety related message. These
can either be realised by incorporating them in the safety related equipment or having them
outside of the safety related equipment but checked by safety techniques. These
techniques protect the safety related message in a Category 3 transmission system and are
not needed in the case of a Category 1 or 2 transmission system,

e a non-safety related, open or closed transmission system which may itself include
transmission protection functions and/or access protection functions.

The characteristics of closed transmission systems (Category 1) are as follows:

e the number of pieces of connectable equipment — either safety related or not - to the
transmission system is known and fixed;

o the risk of unauthorized access is considered negligible;

o the physical characteristics of the transmission system (e.g. transmission media,
environment according to design hypothesis, etc.) are fixed and unchanged during the life
cycle of the system.

The open transmission system (Category 2 and/or 3) can contain some or all of the following:

e elements which read, store, process or re-transmit data produced and presented by users
of the transmission system in accordance with a program not known to the user. The
number of users is generally unknown, and safety related and non-safety related
equipment, and equipment which is not related to railway applications, can be connected to
the open transmission system;

e transmission media of any type with transmission characteristics and susceptibility to
external influences, which are unknown to the user;

e network control and management systems capable of routing (and dynamically re-routing)
messages via any path made up from one or more than one type of transmission media
between the ends of open transmission system, in accordance with a program not known to
the user;

e other users of the transmission system, not known to the safety related application
designer, sending unknown amounts of information, in unknown formats.

The open transmission system of Category 3 may be subject to unauthorised access to the
transmission system for malicious purposes.
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- Non-safety related equipments, checked by safety related techniques
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- Non-safety related equipment, or
- Safety related equipment (interface between safety related and non-
safety related functions assessed according to IEC 62425)

IEC 0022/14

Figure 1 — Reference architecture for safety related communication

The reference architecture is not intended to restrict implementations; different structures are
possible, see examples in the informative Annex C and in particular Clause C.5 for non-safety

related messages.
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5 Threats to the transmission system

The main hazard to safety related communication is the failure to obtain a valid message in
terms of authenticity, integrity, sequence and timeliness at the receiving end. This standard
considers threats to these message properties arising from the transmission system. Threats
to the safety related equipment shall be considered in accordance with IEC 62425.

However, meeting the requirements of this standard does not give protection against
intentional or unintentional misuse coming from authorised sources. It is necessary for the
safety case to address these aspects.

Further information, with guidelines on threat analysis and safety case, is included in
informative Annex A. It shall be emphasised that an analysis shall be made for each project, so
although the methodology for message errors of Annex A can be included, it will not on its own
necessarily be complete.

Hazardous events identified may include the following:

e systematic failure;

e broken wires;

e cabling errors;

e antenna misalignment;

e performance loss;

e HW random failure and ageing;
e human error;

e maintenance error;

e EMI

e cross-talk;

e thermal noise;

e fading effects;

e overloading of transmission system;
e magnetic storm;

o fire;

e earthquake;

e lightning
as well as deliberately-caused events such as

e wire-tapping,

e damage or unauthorised change to HW,
e unauthorised change to SW,

e monitoring of channels,

e transmission of unauthorised messages.

However, although there can be a wide range of hazardous events, the basic message errors,
which form the threats to the transmission system, are one of the following:

e repetition;

e deletion;
Documents
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e insertion;

* re-sequencing;
e corruption;

o delay;

e masquerade.

Table A.1 suggests which threats to the transmission system can be caused by each type of
hazardous event. Having identified the hazardous events — not protected by other means — that
can occur for a particular system, the table can be used as a guide to identify the threats to be
considered for that system.

Table A.1 does not contain probabilities of occurrence; this shall be part of analysis of threats.

6 Classification of transmission systems

6.1 General

This clause defines the process to be used to classify all transmission systems, identifying the
threats relevant for such systems that affect the choice of defences for inclusion in the safety
application.

6.2 General aspects of classification

There are many factors which can influence the threats to a safety related communication
system.

For example it is possible that transmission services can be obtained by the signalling system
user from private or public telecommunications service providers. Under such service provision
contracts, the responsibility of the service provider for guaranteeing performance of the
transmission system can be limited.

Therefore the significance of threats (and hence the requirements for defences) depend on the
extent of control exercised by the user over the transmission system, including the following
issues:

e the technical properties of the system, including guarantees of reliability or availability of
the system, the extent of storage of data inherent in the system (which could affect delay or
re-sequencing of messages);

e the consistency of the performance of the system over its life (e.g. as changes to the
system, and changes to the user base are made), and traffic loading effects of other users;

e access to the system, depending on whether the network is private or public, the degree of
access control exerted by the operator over other users, the opportunity for misuse of the
system by other users, and the access available to maintainers to reconfigure the system,
or gain access to the transmission medium itself.

Following these issues three categories of transmission systems can be defined.

6.3 Criteria for the classification of transmission systems
6.3.1 Criteria for Category 1 transmission systems

A transmission system can be considered to be of Category 1 if the following preconditions are
fulfilled.

Pr1 The number of pieces of connectable equipment — either safety related or not — to the
transmission system is known and fixed. As the safety related communicatiDé@mﬁents
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on this parameter, the maximum number of participants allowed to communicate together
shall be put into the safety requirement specification as a precondition. The configuration
of the system shall be defined/ embedded in the safety case. Any subsequent change to
that configuration shall be preceded by a review of their effects on the safety case.

Pr2 The characteristics of the transmission system (e.g. transmission media, environment
under worst case conditions, etc.) are known and fixed. They shall be maintained during
the life cycle of the system. If major parameters which were used in the safety case are
to be changed, all safety related aspects shall be reviewed.

Pr3 The risk of unauthorised access to the transmission system shall be negligible.

If a transmission system satisfies all the above preconditions, it may be considered as
Category 1 and a closed system and, if so, it shall comply with a generally reduced set of
processes and requirements given in Clause 7.

6.3.2 Criteria for Category 2 transmission systems

If a transmission system does not satisfy the preconditions 1 or 2 (Pr1 or Pr2) of 6.3.1, but
fulfils precondition 3 (Pr3) it shall be considered as Category 2 and an open system, and shall
be assessed with a more comprehensive set of processes and requirements given in Clause 7.

6.3.3 Criteria for Category 3 transmission systems

If a transmission system does not satisfy the precondition 3 (Pr3) of 6.3.1 it shall be considered
as Category 3 and an open system, and shall be assessed with the full set of processes and
requirements given in Clause 7.

6.4 Relationship between transmission systems and threats

The significance of threats to the safety related communication system shall be assessed
according to the extent of control exercised by the user over the transmission system.

The threats identified in Clause 5 are applicable to all the transmission systems categories with
the exception of masquerade, which is only applicable to open transmission systems.

In Annex B an example of classification of transmission systems is given in Table B.1 and an
example of threat/category relationship is given in Table B.2.

The applicability of Clause 7 depends on the category of the transmission system.

7 Requirements for defences

7.1 General

Certain techniques have been adopted in data transmission systems (non-safety related, safety
related) in the past. These techniques form a “library” of possible methods accessible to the
control and protection system designer, to provide protection against each threat identified
above.

To reduce the risk associated with the threats identified in the preceding clause, the following
fundamental safety services shall be considered and provided to the extent needed for the
application, for both open and closed transmission systems:

e message authenticity;

e message integrity;

e message timeliness; Documents

Document Sharing Hub

Full document details: IEC 62280 2014


http://www.avadocuments.com/doc/iec-62280-2014
http://www.avadocuments.com/doc/iec-62280-2014

62280 © IEC:2014
-21 -

® message sequence.

The following set of known defences has been outlined:

Y

sequence number;

[}

time stamp;

o O

)

)

) time-out;
) source and destination identifiers;
)

D

feedback message;

—h

) identification procedure;
g) safety code;
h) cryptographic techniques.

A number of architectural issues shall be considered by the particular application and justified
in the safety case, for example

e conditions for claiming and maintaining the compliance with preconditions of Category 1 or
2 transmission systems,
e criteria for the separation among transmission systems of different categories,

e robustness of transmission systems against denial of service resulting from flooding
attacks, e.g. need of firewalls.

With reference to h), the scope of this standard excludes general IT security issues:

e only attacks during the operational phase are considered;

e only attacks by means of messages to safety related applications are addressed here.
However, a complete access protection policy should consider

e procedural and maintenance aspects of access protection,
e vulnerability of software not part of the safety related application,
e confidentiality of information.

7.2 General requirements

7.2.1 Adequate defences shall be provided against all identified threats to the safety of
systems using an open or closed transmission system. Any assumptions of threats which are to
be ignored shall be justified and recorded in the safety case. Annex A provides a possible list
of threats, to be used as guidance.

7.2.2 In case of communication between safety related and non-safety related applications via
the same transmission system the following requirements apply:

o the safety defences implemented in the safety related transmission functions shall be
demonstrated as being functionally independent from defences used by the non-safety
related functions;

o the safety related and non-safety related messages shall have different structures achieved
by applying a safety code to safety related messages. This safety code shall be capable of
protecting the system to the required safety integrity (see 7.3.8) so that a non-safety related
message cannot be corrupted into a safety related one.

7.2.3 Detailed requirements for the defences needed for the application shall take into
account

e the level of risk (frequency/consequence) identified for each particular threat, and
e the safety integrity level of the data and process concerned. Documents
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Annex C gives guidance on the selection of currently known techniques to give defence against
threats. Issues of effectiveness addressed in this annex should be carefully considered when
the defence is chosen.

7.2.4 The requirements for the defences needed shall be included in the system requirements
specification and in the system safety requirements specification for the application, and shall
form input to the “assurance of correct operation” portion of the safety case for the application.

7.2.5 All defences shall be implemented according to the requirements defined in IEC 62425.
This implies that the defences

e shall be implemented completely in the safety related transmission equipment (with the
possible exception of some cryptographic architectures, see 7.3.9 and Clause C.2),

e shall be functionally independent from the layers used in the non-trusted transmission
system.

7.2.6 Mandatory requirements for particular defences are given in the following subclauses.
They apply when the particular defence is used.

7.2.7 Other defences than those described in this standard may be used, provided that
analysis of their effectiveness against threats is included in the safety case.

7.2.8 The evidence of functional and technical safety shall follow the same process as
specified in IEC 62425, including

e an overall error model,

e a functional specification based on analysis of the overall error model,

e analysis of each defence used in the safety related communication,

e the safety reaction in case of a detected transmission error,

e a safety integrity requirement specification and SIL allocation.

7.2.9 Subclause 7.3 defines a comprehensive set of defences. However for Category 1
transmission systems, the following reduced set is sufficient, still maintaining the fundamental
safety services:

e source and/or destination identifiers (in case of more than one sender and/or more than
one receiver);

e sequence number and/or time stamps to the extent needed by the application; and

e a safety code.

7.3  Specific defences

7.3.1 General

The following subclauses show short introductions and the requirements for specific defences,

which are effective either alone or in combination against single or combined threats. All
general requirements listed above shall be applied.

More detailed descriptions of the defences and the relation with all possible threats are given in
informative Annex C.
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7.3.2 Sequence number
7.3.21 General

Sequence numbering consists of adding a running number (called sequence number) to each
message exchanged between a transmitter and a receiver. This allows the receiver to check
the sequence of messages provided by the transmitter.

7.3.2.2 Requirements

The safety case shall demonstrate the appropriateness in relation to the safety integrity level of
the process, and the nature of the safety related process, of the following:

e the length of the sequence number;
e the provision for initialisation and roll-over of the sequence number;

e the provision for recovery following interruption of the sequence of the messages.
7.3.3 Time stamp
7.3.3.1 General

When an entity receives information, the meaning of the information is often time-related. The
degree of dependence between information and time can differ between applications. In certain
cases old information can be useless and harmless and in other cases the information could be
a potential danger for the user. Depending on the behaviour in time of the processes which
interchange information (cyclic, event controlled, etc.) the solution may differ.

One solution which covers time-information relationships is to add time stamps to the
information. This kind of information can be used in place of or combined with sequence
numbers depending on application requirements. Different uses of time stamps and their
properties are shown in Clause C.1.

7.3.3.2 Requirements

The safety case shall demonstrate the appropriateness in relation to the safety integrity level of
the process, and the nature of the safety related process, of the following:

e the value of the time increment;
e the accuracy of the time increment;
e the size of the timer;

e the absolute value of the timer (e.g. UTC (universal coordinated time) or any other global
clock);

e the synchronism of the timers in the various entities;
e the time delay between originating the information and adding a time stamp to it;

e the time delay between checking the time stamp and using the information.

7.3.4 Time-out

7.3.41 General

In transmission (typically cyclic) the receiver can check if the delay between two messages

exceeds a predefined allowed maximum time (see Figure 2). If this is the case, an error shall
be assumed.
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Sender Receiver

\
Message i
\

Message j

t < Trmax

IEC 0023/14
Figure 2 — Cyclic transmission of messages

If a return channel is available, supervision can be performed by the sender. The sender starts
a timer when sending a message i. The receiver of message i responds with an acknowledge
message j related to the received message i. If the sender does not receive the corresponding
acknowledge message j within a predefined time, an error shall be assumed (see Figure 3).

Sender Receiver

Message i
\
/

Message j

t < Trmax

IEC 0024/14
Figure 3 — Bi-directional transmission of messages

7.3.4.2 Requirements

The safety case shall demonstrate the appropriateness in relation to the safety integrity level of
the process and the nature of the safety related process of the following:

e the acceptable delay;

e the accuracy of the time-out.
7.3.5 Source and destination identifiers
7.3.51 General

Multi-party communication processes need adequate means for checking the source of all
information received, before it is used. Messages shall include additional data to permit this.

Messages may contain a unique source identifier, or a unique destination identifier, or both.
The choice is made according to the safety related application. These identifiers are added in
the safety related transmission functions for the application.
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¢ Inclusion of a source identifier in messages can enable users of the messages to verify that
messages are from the intended source, without the need for any dialogue between
receiver and sender. This can be useful, for example, in unidirectional or broadcast
communications.

e Inclusion of a destination identifier in messages can enable users of the messages to verify
that messages are intended for them, without the need for any dialogue between receiver
and sender. This can be useful, for example, in unidirectional or broadcast
communications. Destination identifiers can be chosen to identify individual destinations, or
groups of users.

7.3.5.2 Requirements

The safety case shall demonstrate the appropriateness, in relation to the safety integrity level
of the process and the nature of the safety related process, of the following:
e the uniqueness of the identifiers for entities in the entire transmission system;

e the size of the identifier data field.
7.3.6 Feedback message
7.3.6.1 General

Where an appropriate return transmission channel is available, a feedback message may be
sent from the receiver of safety-critical information to the sender. The contents of this feedback
message may include

e data derived from the contents of the original message, in identical or altered form,
e data added by the receiver, derived from its own local information,

e additional data for safety or security purposes.

The use of such a feedback message can contribute to the safety of the process in a variety of
ways:
e Dby providing positive confirmation of reception of valid and timely messages;

e by providing positive confirmation of reception of corrupted messages, to enable
appropriate action to be taken;

e by confirming the identity of the receiving equipment;

e by facilitating synchronisation of clocks in sending and receiving equipment;

e by facilitating dynamic checking procedures between parties.

7.3.6.2 Requirements

The existence of a return channel does not intrinsically provide a defence against any identified

threat; it is an enabling mechanism for other defences at the application level. Therefore, there
are no specific safety requirements for such a feedback channel.

7.3.7 Identification procedure
7.3.71 General

The previous subclause covered the requirements for entities to be identified.

Open transmission systems can additionally introduce the risk of messages from other
(unknown) users being confused with information originating from an intended source (a form
of masquerade).

A suitably designed identification procedure within the safety related process can_provide a

defence against this threat. Documents
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Two types of identification procedure can be distinguished.

e Bi-directional identification
Where a return communication channel is available, exchange of entity identifiers between
senders and receivers of information can provide additional assurance that the
communication is actually between the intended parties.

¢ Dynamic identification procedures
Dynamic exchange of information between senders and receivers, including transformation
and feedback of received information to the sender, can provide assurance that the
communicating parties not only claim to possess the correct identity, but also behave in the
manner expected. This type of dynamic identification procedure can be used to preface the
transmission of information between communicating safety related processes and/or it can
be used during the information transmission itself.

7.3.7.2 Requirements

Identification procedure forms a part of the safety related application process. The detailed
requirements shall be defined in the safety requirement specification.

7.3.8 Safety code
7.3.8.1 General

In transmission systems, in general, transmission codes are used to detect random and/or
burst errors, and/or to improve the transmission quality by error-correction techniques. Even
though these transmission codes can be very efficient, they can fail because of hardware
faults, external influences or systematic errors.

The safety related process shall not trust those transmission codes from the point of view of
safety. Therefore a safety code under the control of the safety related process is required
additionally to detect message corruption.

The safety case shall demonstrate the appropriateness, in relation to the required safety
integrity and the nature of the safety related functions, of the following:

o the capability for detection of expected systematic types of message corruption;

e the probability of detection of random types of message corruption.

NOTE The safety code can be a combination of different codes, e.g. a linear code combined with a constant value.

Guidance for selection of safety codes is given in Clause C.3.

7.3.8.2 Requirements

7.3.8.2.1 The safety code shall be different from the transmission code, unless the message
integrity is ensured by the safety code solely. This difference can be gained

e either by using different algorithms, or

e by using different configuration parameters (e.g. polynomials) for the same algorithms. If
both codes are based on a CRC, the polynomials shall be different. If both polynomials
have common factors, their contribution to the performance of the safety code shall be
neglected in the safety analysis.

In the case of a closed transmission system, the designer can simply choose a safety code
which is different to the transmission code, because he has full knowledge about the
transmission system. In the case of an open transmission system, this requirement can be
fulfilled by using a safety code which is not used by commercial transmission systems.

7.3.8.2.2 The safety code shall detect
Documents
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e transmission errors, e.g. caused by EMI,

e systematic errors caused by hardware failures within the non-trusted transmission system.

Failures which would mimic the safety code cannot adequately be detected. Therefore the
safety code has to be more complex than the expected failures. Hence it can be assumed that
a hardware failure in the non-trusted transmission system cannot generate a valid safety code.

7.3.8.2.3 To fulfil the required safety integrity it is necessary that the safety code is sufficiently
complex, e.g. based on a CRC, to detect and act on typical faults and errors. The analysis shall
at least include:

e interrupted transmission line;

e all bits logical 0;

e all bits logical 1;

e message inversion;

e synchronisation slip (in case of serial transmission);

e random errors;

e burst errors;

e systematic errors, e.g. repeated error patterns;

e combinations of the above.

7.3.8.2.4 The probabilistic analysis of the performance of the safety code shall be compatible

with the safety target. A model of the failure modes shall be provided and all assumptions
made for the calculations shall be verified and validated.

The probability of undetected errors of linear codes is often calculated by using the binary
symmetric channel (BSC) model (see Clause C.4). In the case the non-binary code is used, the
g-nary symmetrical channel (QSC) can be more suitable. This standard recommends limiting
this probability to the worst case value calculated by these models.

The BSC is well suited for random errors as caused by EMI. But simple random errors are
usually eliminated by the non-trusted transmission system. Therefore, if an error is detected by
the safety code, usually many bits in the safety related message are disturbed. Because no
simple models are available for these cases, this standard recommends not using lower
probabilities of undetected errors than the worst case value achieved by the application of the
BSC for bit error rate less than one half (see Clause C.4).

An example of a simplified model for a closed transmission system is given in Clause C.4
(informative).

7.3.9 Cryptographic techniques
7.3.9.1 General

Cryptographic techniques can be used if malicious attacks within the open transmission
network cannot be ruled out.

This is usually the case when safety related communication uses

e a public network,
e aradio transmission system,

e a transmission system with connections to public networks.

Against intentional attacks by means of messages to safety related applications, _the safety
related messages shall be protected with cryptographic techniques. Documents
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This requirement, aimed at avoiding masquerade from unauthorized senders, can be met by
one of the following solutions:

a) use a safety code able to provide cryptographic protection;
b) encipher the messages after the safety code has been applied;
c) add a cryptographic code to the safety code.

These techniques can be combined with the safety encoding mechanism or provided
separately. Annex C shows some possible solutions.

Cryptographic techniques imply the use of keys and algorithms. The degree of effectiveness
depends on the strength of the algorithms and the secrecy of the keys. The secrecy of a key
depends on its length and its management.

7.3.9.2 Requirements

The safety case shall demonstrate the appropriateness, in relation to the safety integrity level
of the process and the nature of the safety related process, of the following:

e technical choice of cryptographic techniques, including

performance of encryption algorithm (e.g. symmetric or asymmetric),

key characteristics (e.g. fixed or session-based),

justification of selected key length,

frequency of key update,

physical storage of keys,
e technical choice of cryptographic architectures, including

— checking the correct functioning (before and during the operational phase) of the
cryptographic processes when they are implemented outside the safety related
equipment,

e management activities, including
— production, storage, distribution and revocation of confidential keys,
— management of equipment,
— review process of adequacy of cryptographic techniques, in relation to risks of malicious
attacks.

The cryptographic algorithm shall be applied to all user data and may be applied over
additional data that is not transmitted but is known to the sender and receiver (implicit data).

Reasonable assumptions shall be described about the nature, motivation, financial and
technical means of a potential attacker, taking into account also developments (both technical,
as in an increase in the power of computers, a decrease in the cost of fast processors, the
spread of knowledge about algorithms, and ”social”, as in economic conflicts, a worsening of
vandalism, etc.) that can be expected during the life-time of the system.

For key management, standardised techniques are highly recommended (e.g. according to
ISO/IEC 11770 series).

7.4  Applicability of defences
7.41 General

The defences outlined in 7.3 can be related to the set of possible threats defined in Clause 5.
Each defence can provide protection against one or more threats to the transmission. In the
safety case it shall be demonstrated that there is at least one corresponding defence or
combination of defences for each defined possible threat. Documents
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7.4.2 Threats/defences matrix

The Xs in Table 1 indicate that a defence can provide protection against the corresponding
threat. The defences in Table 1 can be expanded in accordance with 7.2.7.

Table 1 — Threats/defences matrix

Defences
Threats Sequence | Time Time- Source Feed-back [ Identification | Safety | Cryptographic
number | stamp out and message procedure code techniques
destination
identifiers
Repetition X X
Deletion X
Insertion X X? x?° X P
Re-sequence X X
Corruption X° X
Delay X X
Masquerade x?° X P X°
@ Only applicable for source identifier.
Will only detect insertion from invalid source.
If unique identifiers cannot be determined because of unknown users, a cryptographic technique shall be used,
see 7.3.9.
b Application dependent.
¢ See 7.4.3 and Clause C.2.

7.4.3 Choice and use of safety code and cryptographic techniques

The choice of safety code and cryptographic techniques shall be determined according to the
following:

e whether or not unauthorised access can be ruled out;
e the type of cryptographic code proposed;

e whether or not the safety related access protection process is separated from the safety
related process.

Guidance on these issues is given in Clause C.2.
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Annex A
(informative)

Threats on open transmission systems

A.1 System view

The threats to messages sent over the link by the control and protection system occur as a
result of the possible changes in performance of the link, which can arise either in normal
conditions (i.e. without failures) or abnormal conditions (i.e. following failures of the
transmission system).

The adopted approach for deriving a set of threats has been that of splitting the hazard
analysis, performed in form of a tree (see Figure A.1), into three separate levels:

e the user level;
e the network level;

e the external environment level.

These levels follow a top-down approach, starting from the main hazard (MH), which is the
failure to obtain a valid message in terms of authenticity, integrity, sequence and timeliness at
the receiving end.

Through the analysis of the possible message behaviours observed at the receiver part, the
potentially dangerous situations (basic hazards) have been highlighted and a set of basic
message errors (BME), intended as a classification of all possible message failure modes, has
been outlined.

The derivation of the corresponding threats, to be understood as the network failure modes
(i.e. the basic message errors seen from a network point of view), is straightforward. The threat
is the entity that creates a dangerous situation for the safety (i.e. can lead to an accident) and
is therefore a cause (at the network level) of a possible basic message error: the relationship
threat-basic message error is consequently 1:1.

In its turn, a threat can be generated by a set of causes, called hazardous events (HE), which
can be present at both the network and the external environment level. The same hazardous
event can obviously be related to different threats.

Splitting the analysis into different levels also provides the possibility of (at least) three levels
of defences:

a) one at a system/user application level, dealing with system implementation independently
from the transmission field; an example is deletion, that can be non-dangerous if the
system has been designed so that deleted messages do not represent a hazard;

b) one regarding the message logical structure; for example all the possible codes that can be
applied to the message, or specific countermeasures such as sequence numbers, time
stamps, etc.;

c) one at a physical level; an example is shielding to avoid corruption due to electromagnetic
interference.

This annex will not deal further with this topic, which has been mentioned only with the aim of
supplying an overall picture of the adopted methodology.
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MH (Main hazard) Defences
User level
System / User
BME application
(Basic message
errors)
Threats
Message
Network level logical
structure
HE
(Hazardous
events)
External )
environment Physical
level
.......... HE

Figure A.1 — Hazard tree

A.2 Derivation of the basic message errors

IEC 0025/14

The message is the main subject of the whole analysis, so the communication process has
been studied from the point of view of the receiver. A message can be defined as “useful
information originated by a source to be delivered within a time At from the beginning of the

transmission”.

The integrity of the message stream is the main consideration in identifying the hazards that
can occur in transmitting a safety related message over an open transmission system.

A “message stream” is defined as an ordered set of messages, and is unique for each time
window and receiver in a network if no failures, attacks or incorrect operations occur.

The message stream actually received can be different from the expected one for a number of

reasons. Three particular subclasses are specified (basic hazards):

e more messages received than expected;
o fewer messages received than expected;

e same number of received and expected messages.
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More messages received than expected

In this case one or more messages have been repeated, or an external message has been
inserted on the line. The basic message errors are therefore repeated, inserted message.

Fewer messages received than expected

In this case one or more messages have been deleted. The basic message error is therefore
deleted message.

Same number of received and expected messages

In this case several possibilities can occur:

e all the messages in the stream are correct in content and in transit time but the sequence is
wrong: re-sequencing has taken place;

e for a message in the stream it took longer than nominal At to reach the receiver: delay has
taken place;

e the message has been modified: corruption has taken place;

e the receiver believes that the sender of a message is different from the real one:
masquerade has taken place.

In the last two sub-cases, the integrity of the single message has been considered. The basic
message errors are re-sequenced, delayed, corrupted, masqueraded message.

The following set of basic message errors has therefore been identified:

e repeated message;

e deleted message;

e inserted message;

e re-sequenced message;
e corrupted message;

e delayed message;

e masqueraded message.

The above defined basic message errors are not mutually exclusive: it is possible that more
messages in a stream and even a single message are affected by more than one error mode.

A.3 Threats

A.3.1 General

Being the basic message errors the ones specified in Clause A.2, the derivation of the
corresponding threats is straightforward.

Let A, B and C be three authorised parties that communicate safety related messages, while X
is the attacker.

It has to be noted that also random and systematic HW/SW failures are taken into account in
the list of threats; the following explanations are only examples and are therefore not
exhaustive.

Documents

Document Sharing Hub

Full document details: IEC 62280 2014


http://www.avadocuments.com/doc/iec-62280-2014
http://www.avadocuments.com/doc/iec-62280-2014

62280 © IEC:2014
—-33 -

A.3.2 Repetition

— X copies a message [Maximum speed: 250 km/h] and replays it in an inappropriate
situation [while train is in a slow speed track section],

or

— owing to a hardware failure the non-safe transmission system repeats an old message.

A.3.3 Deletion

— X deletes a message [X deletes the message Emergency Stop or Maximum speed:
250 km/h],

or

— a message is deleted due to a hardware failure.

A.3.4 Insertion
— Xinserts a message [Maximum speed: 250 km/h],
or
— an authorised third party C involuntarily inserts a message in between the information
flow from A to B (or the same happens due to a network error).
A.3.5 Re-sequencing

— X intentionally changes the sequence of messages for B (e.g. by delaying a message or
by forcing the message to take a different path through the network),

or
— due to a hardware failure the message sequence is changed.

A.3.6 Corruption
— The message is accidentally changed (e.g. EMI) to another formally correct message,
or
— X alters a message [Maximum speed: 30 km/h to Maximum speed: 250 km/h] in a
plausible way so that A and/or B cannot detect the modification.
A.3.7 Delay

— The transmission system is overloaded by the normal traffic (e.g. because of wrong
design or an accidentally high amount of traffic),

or
— X creates an overload on the transmission system by generating bogus messages so
that the service is delayed or stopped.
A.3.8 Masquerade
— A and B communicate safety related data,
and

— X pretends towards A to be B or towards B to be A (or both) to get access to the safety
related data or to be regarded as a legal user of the system.

A.4 Possible approach for building a safety case

A.4.1 General

The approach that will be outlined hereafter is an example and is not the only one that can be
followed. A complete hazard analysis needs in depth knowledge of the application to which it is
related, in order to perform a proper risk assessment.
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A.4.2 Structured methods for hazardous events identification
A.4.2.1 General

In the following, the analysis starts from the consideration that the examined case is dealing
with a network interacting with the external environment. These two entities are structured in
sub-entities (underlined in Figure A.2) that can be considered as the causes of the possible
hazardous events to the analysed system. The network entity is subdivided according to the
several steps of its life-cycle, while the splitting of the external environment entity takes care of
its two possible characteristics: the physical and the human ones.

The leaves of the tree in Figure A.2 represent the causes of hazards: for each cause the
corresponding generated hazardous events are identified. This way of proceeding also makes
it easier, once the probability of a single cause is defined, to allocate the probability for each
hazardous event produced.

In the following each cause is split into a number of possible hazardous events; this splitting is
not exhaustive: during the hazard analysis some other hazardous events might be taken into
account depending on the specific application.

Activities before Commissioning

Activities during Commissioning

Network

Operation and Maintenance

Decommissioning and Disposal

Electro-magnetic fields

Mechanical Stress
Physical

Climate

Natural Events

External environment

Operators
Authorised Users Saboteur
Human
Not Authorised users

Maintenance Staff Intruder
IEC 0026/14

Figure A.2 — Causes of threats

A.4.2.2 Network
A.4.2.2.1 General

The phases of network life-cycle can be defined according to IEC 62278. For the scope of this
annex (i.e. identification of hazardous events arising from “errors” in each phase), they can be
grouped together in the following way: ocuments

Document Sharing Hub

Full document details: IEC 62280 2014


http://www.avadocuments.com/doc/iec-62280-2014
http://www.avadocuments.com/doc/iec-62280-2014

62280 © IEC:2014
—-35_—

e concept, system definition and application condition, risk analysis, system requirements,
apportionment of system requirements, design and implementation, manufacture: all these
phases are related to activities before the commissioning of the system;

e installation, system validation and system acceptance: these are related to the
commissioning of the system;

e operation and maintenance;

e decommissioning and disposal.
A.4.2.2.2 Activities before commissioning
Errors during this phase can lead to

e HW systematic failure,

e SW systematic failure.
A.4.2.2.3 Activities during commissioning
Errors during this phase can lead to

e cross-talk,
e wires breaking,
e antenna misalignment,

e cabling errors.
A4.22.4 Operation and maintenance

During this phase of life hazardous events can arise both from loss of performance of system
components and from errors during repair and/or modifications:

e loss of performance;
e HW random failure;

e HW ageing.

A.4.2.2.5 Maintenance

e use of uncalibrated instruments;
e use of unsuitable instruments;

e incorrect HW replacement;

e incorrect SW upgrading or replacement.

A.4.2.2.6 Modification
e fading effects;

e human mistakes 1.
A.4.2.2.7 Decommissioning and disposal

It is not envisaged that hazardous events related to communication errors can arise during this
phase of network life-cycle.

A.4.2.3 External environment

A.4.2.3.1 Electro-magnetic fields
e EMI;

Documents
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e cross-talk (with external cabling or radio links).

A.4.2.3.2 Mechanical stress
e HW random failures;

e HW ageing.
A.4.2.3.3 Climate

e thermal noise;
e HW ageing;
e HW random failures;

e fading effects.

A.4.2.3.4 Natural events
e magnetic storm;

o fire;

e earthquake;

e lightning.

A.4.2.3.5 Operators

e Human mistakes 1.

A.4.2.3.6 Authorised users
e human mistakes 1;

e overloading of transmission system.

A.4.2.3.7 Maintenance staff

e use of uncalibrated instruments;
e use of unsuitable instruments;

e incorrect HW replacement;

¢ human mistakes 1;

e incorrect SW upgrading or replacement.

A.4.2.3.8 Saboteur 2
e wire tapping;
e HW damage or breaking or changing;

e unauthorised SW modifications.

A.4.2.3.9 Intruder 2

e monitoring of channels;

e transmission of unauthorised messages.

A.43 Relationship hazardous events — threats

Referring to Clause A.1, each threat can be seen as the set of hazardous events which

generate it. Starting from the hazardous events identified in the previous subclause, the next
step consists in building a relationship between them and the threats outlined in Clause A.3 by

2 Both, saboteur and intruder are hackers, but the difference is that the first does not care what is on the line, his
aim is only to modify the network, whilst the second does not alter the network, he utilises it in order to gain

some advantage. Documents
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means of a bottom-up method 3. The goal is to verify that no extra threat is found, in order to
prove the validity of the approach undertaken. The relationship threats-hazardous events can
be represented by Table A.1.

As can be seen, no extra threat has been discovered after analysing each hazardous event;
this proves that the list of Clause A.3 is exhaustive.

(It has to be clear that the above table considers, for each hazardous event, only the primary
effects, i.e. other relationships can be identified.)

A.5 Summary

Two different approaches for deriving the set of possible threats to safety related
communication in transmission systems have been identified. The first one is a top-down
method starting from the main hazard and ending with the classification of all the possible
hazardous events leading to the hazard. The second one starts from the definition of the two
main entities of the considered system (i.e. the network and the external environment) in order
to classify all the possible causes of the hazardous events related to that system; these events
are then referred to the threat(s) they generate.

The two analyses converge to the same set of threats, therefore both approaches can be used
to analyse hazards on open transmission systems.

Table A.1 — Relationship between hazardous events and threats

Threats
Hazardous events
Repetition | Deletion | Insertion | Re-sequencing | Corruption | Delay | Masquerade

HW systematic failure X X X X X X
SW systematic failure X X X X X X
Cross-talk X X X

Wires breaking X X X
Antenna misalignment X X

Cabling errors X X X X
HW random failures X X X X X X
HW ageing X X X X X X
Use of uncalibrated instruments X X X X X X
Use of unsuitable instruments X X X X X X
Incorrect HW replacement X X X X X X
Fading effects X X X X
EMI X X

Human mistakes X X X X X X
Thermal noise X X

Magnetic storm X X X
Fire X X X
Earthquake X X X
Lightning X X X
Overloading of TX system X X

3 Generally speaking, during the safety case analysis such a bottom-up method should be used t |
threats which are caused by all the HE related to the particular application. ﬁﬁgﬁ ﬁients
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Threats

Hazardous events

Repetition | Deletion | Insertion | Re-sequencing | Corruption | Delay | Masquerade
Wire tapping X X X X X X
HW damage or breaking X X X
Unauthorised SW modifications X X X X X X X?
Transmission of unauthorised X X X?@
messages
Monitoring of channels b

# In this case the message is fraudulent from the beginning; a strong defence is needed, for example the use of a key.

®  Unauthorised monitoring of SR messages is not considered to be a directly hazardous event; the hazard to system

safety arises from “transmission of unauthorised messages” resulting from unauthorised monitoring. Confidentiality
of application data is a separate system requirement outside the scope of this standard.
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Annex B
(informative)

Categories of transmission systems

B.1 Categories of transmission systems

Subclause 6.3 identifies three categories of transmission system:

e Category 1 — Closed transmission systems, where all essential properties of the system are
under the control of the safety related system designer, and a simplified set of safety
requirements can be defined;

e Category 2 — Open transmission systems where, although the transmission is not fully
under the control of the safety related system designer, the risk of malicious attack can be
considered negligible;

e Category 3 — Open transmission systems where there is opportunity for malicious attack,
and cryptographic defence measures are required.

The following Table B.1 gives some further guidance on how actual transmission systems that
can be encountered in safety related applications may relate to the above three categories, on
the basis of the characteristics of the technology they use, and key features of their
configuration.

It is not possible to be precise about purely hypothetical example systems, but the main
characteristics listed in the table may guide users of this standard towards determining whether
a particular system should be regarded as a Category 1, 2 or 3 system for the purposes of
analysis.
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