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INTERNATIONAL ELECTROTECHNICAL COMMISSION

MULTIMEDIA SYSTEMS -
COMMON COMMUNICATION PROTOCOL
FOR INTER-CONNECTIVITY ON HETEROGENEOUS NETWORKS

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national Electrotechnical committees (IEC National Committees). The object of IEC is to promote
international co-operation on all questions concerning standardization in the electrical and electronic fields. To
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interested
in the subject dealt with may participate in this preparatory work. International, governmental and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely
with the International Organization for Standardization (ISO) in accordance with conditions determined by
agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
misinterpretation by any end user.

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence
between any IEC Publication and the corresponding national or regional publication shall be clearly indicated in
the latter.

5) IEC provides no marking procedure to indicate its approval and cannot be rendered responsible for any
equipment declared to be in conformity with an IEC Publication.

6) All users should ensure that they have the latest edition of this publication.

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shall not be held responsible for identifying any or all such patent rights.

International Standard IEC 62295 has been prepared by technical area 8: Multimedia home
server systems, of IEC technical committee 100: Audio, video and multimedia systems and
equipment.

This bilingual version (2012-08) corresponds to the monolingual English version, published in
2007-11.

The text of this standard is based on the following documents:

CDV Report on voting
100/1200/CDV 100/1283/RVC

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

The French version of this standard has not been voted upon.
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This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

The committee has decided that the contents of this publication will remain unchanged until
the maintenance result date indicated on the IEC web site under "http://webstore.iec.ch" in
the data related to the specific publication. At this date, the publication will be

* reconfirmed,

* withdrawn,

* replaced by a revised edition, or
+ amended.

IMPORTANT - The 'colour inside’ logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct
understanding of its contents. Users should therefore print this document using a
colour printer.
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INTRODUCTION

Numerous wired and wireless home network technologies of various types have been
developed and are in use today. However, since these technologies have been developed for
specific functions such as control, A/V and data services, interoperability is not guaranteed
among products employing these technologies. Hence, users who wish to implement the
home network environment either purchase devices that are based on a single technology for
interoperability or install independent, non-compatible networks in their home.

To solve these problems, home network businesses and service providers have taken into
account and developed a number of specific technologies in order to allow interoperability
among home network technologies. However, most of these technologies are local and offer
interoperability between a limited range of devices and give rise to new problems caused by
complexity and diversity in technologies of different companies.

In order to incorporate such complex and diverse technologies, there is a need to develop a
new convergence technology that can integrate not only current technologies but also those
expected to surface in the future.

The needs for the new convergence technology are the following:
— provide interoperability and interconnectivity among heterogeneous networks through a
specific convergence layer;

— provide expandability for applications in not only current network technologies, but also
new technologies to be developed in the future;

— are applicable in small devices with low processing capabilities by providing protocols
such as simple signaling in the convergence layer,;

— available at a low cost and simple to implement on a device;

— able to provide diverse home network services (or applications).
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MULTIMEDIA SYSTEMS -
COMMON COMMUNICATION PROTOCOL
FOR INTER-CONNECTIVITY ON HETEROGENEOUS NETWORKS

1 Scope and object

This International Standard specifies the common communication protocol (CCP) layer that is
capable of providing interoperability and interconnectivity between heterogeneous network
technologies, as well as the basic data transmission scheme between devices linked to
heterogeneous networks through the CCP layer. The standard also specifies the packet
structure in the CCP layer and the common addressing scheme that can be understood
among heterogeneous devices. Furthermore, there are specifications regarding protocols
capable of providing diverse home network applications through the CCP layer such as the
home network management protocol (HNMP), universal home control protocol (UHCP), home
multimedia service protocol (HMSP) and home data service protocol (HDSP).

NOTE HNMP is the overall home network management protocol that detects or registers devices. UHCP controls
and monitors devices from remote locations. HMSP is the A/V protocol for home entertainment services. HDSP
deals with data and messaging services.

This standard is to be applied to systems with network capabilities and those that constitute
home networks such as electronic appliances, A/V components, control devices, network
terminals and home servers. Moreover, this standard is applicable to a home network
consisting of a single home server.

This International Standard gives

— a definition of the CCP layer,

— a data transmission scheme in the CCP layer,

— a CCP packet structure,

— a CCP addressing scheme,

— a home network management protocol (HNMP),

— auniversal home control protocol (UHCP),

— a home data service protocol (HDSP),

— requirements of home multimedia service protocol (HMSP).

A home network provides interoperability and interconnectivity regardless of the appliance
manufacturer or the network type so that the user is able to receive desired services at any
point in time. However, current home network technologies have independent communication

protocol layer structures, as shown in Figure 1, with different addressing schemes, data
transmission schemes, data processing methods and data formats.

In order to solve problems associated with interoperability and interconnectivity among
heterogeneous network technologies, this standard aims to define the CCP layer as a type of
a convergence layer.

Further objectives of this standard include specifying the data transmission method, packet
structure and common addressing scheme as well as the signaling protocol for providing
home network management, control, A/V and data services.
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Application Application
Application Application
Presentation Application | RFCOMM/SDP |
Session Transaction Session | L2CAP |
| HCI |
Transport TCP/UDP Transport
| Link Manager |
Network P Link Network
| Link Controller ‘
Data Link Link Link | Baseband ‘
Physical Physical Physical Physical | Radio ‘
OSI 7 Layer TCP/IP IEEE 1394 LonTalk Bluetooth
IEC 2072/07

Figure 1 — Communication layer structures of network technologies

2 Normative references

None.

3 Terms, definitions, abbreviations and conventions
For the purposes of this document, the following definitions apply.

3.1 Terms and definitions

3.11

CCP device

device which has networking capabilities using commercial network technologies to link to a
home network; it also supports at least home network management protocol (HMNP) among
four protocols provided in the CCP layer and CCP

3.1.2

CCP addressing

common addressing scheme used in the CCP layer which consists of four fields: domain
address, cluster address and device ID

NOTE One of the characteristics of CCP addressing is that it has a structure that is understood by application
programs embedded in devices linked to heterogeneous networks as well as the device users.

3.1.3

home server interface

HSI

interface module in a home server responsible for connection with a particular network which
can process the corresponding physical interface and the communication protocol according
to the type of network it is connected to

NOTE A home server interface is shown in Figure 2.
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Figure 2 — Server interface

314
cluster network
collection of devices using an identical physical interface and communication protocol

NOTE 1 As shown in Figure 3, a cluster network is a collection of devices using an identical physical interface
and communication protocol. Moreover, a HSI that links a home server to the devices within the cluster network is
also part of the cluster network. A cluster address is one of the CCP addressing fields defined in the CCP layer,
and it is used to distinguish multiple cluster networks linked to a single home server.

NOTE 2 A HSI that links a home server to the devices within the cluster network is also part of the cluster network.

NOTE 3 A cluster network is shown in Figure 3.

3.1.5

cluster address

one of the CCP addressing fields defined in the CCP layer which is used to distinguish
multiple cluster networks linked to a single home server

NOTE A cluster address is shown in Figure 3.
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Figure 3 — Cluster and domain network

3.1.6
domain network
collection of devices connected to a single home server

NOTE 1 Devices within the multiple cluster networks linked to the home server and the HSIs managing the cluster
network interface constitute the domain network.

NOTE 2 A domain network is shown in Figure 3.

3.1.7

domain address

one of the CCP addressing fields defined in the CCP layer which is used to distinguish
multiple domain networks in the home.

NOTE A domain address is shown in Figure 3.

3.1.8

single-HS network

a home network comprising a single home server where there is only one domain network
under the single-HS network environment

3.1.9

multi-HS network

a home network with two or more home servers where there are multiple domain networks
under the multi-HS network environment

NOTE A multi-HS network is shown in Figure 3.
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3.1.10

CCP application program

a CCP application program is positioned at the top of the CCP layer. A CCP application
program sends and receives data to/from CCP layer through CCP application programming
interface

3.1.11

application program data unit

APDU

the unit of data exchanged among multiple application programs on an equivalent level

3.1.12
CCP application programming interface(API)
the interface between the application program and the CCP layer

3.1.13

lower protocol layers

lower protocol layers refer to all communication protocol layers below the CCP layer, with the
exception of the physical layer

NOTE A diagram of lower protocol layers is shown in Figure 5.

3.1.14

lower protocol layers interface

the interface between the APDU and lower protocol layers which are referred to as the lower
protocol layers interface

NOTE A diagram of lower protocol layers interface is shown in Figure 5.

3.2 Abbreviations

ACDS Active Control & Data Service
ACMS Active Control & Multimedia Service
ACS Active Control Service

ALLSTAT All Status

APDU Application Program Data Unit
API Application Program Interface

AT Action Type

ATTR Attribute

CCP Common Communication Protocol
CCPADDRVER CCP Address Version

CCPDEV CCP Device

CCPH CCP Header

CCPHDRVER CCP Header Version

CCPID CCP Identification

CCPPLEN CCP Payload Length

CMD Command

CT Cast Type

CTRLSTAT Control Status

DATALEN Data Length

DEV Device

DMS Data & Multimedia Service

DS Data Service Documents
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DSTADDR
ERRCODE
FMTS

FS

FSM
HDSP
HDSPPLEN
HMSP
HNMP
HNMPCMD
HNMPPLEN
HS

HSI

MCS

MON

MS

MT

MTS
MYMTS
PATHLEN
PCS

PnP

PT

QoS

REG
REGSTAT
RES

SEC
SEGNO
SEQNO
SRCADDR
STAT

TID

TT

UHCP
UHCPPLEN

3.3 Conventions

UHCP payload content is expressed as italic character as follows:

—14 -

Destination Address

Error Code

Final Maximum Transfer Size
Full Service

Finite State Machine

Home Data Service Protocol
HDSP Payload Length

Home Multimedia Service Protocol
Home Network Management Protocol
HNMP Command

HNMP Payload Length

Home Server

Home Server Interface
Monitoring Control Service
Monitoring

Multimedia Service

Message Type

Maximum Transfer Size

My Maximum Transfer Size
Path Length

Passive Control Service
Plug-and-Play

Payload Type

Quality of Service
Registration

Registration Status
Response

Second

Segmentation Number
Sequence Number

Source Address

Status

Transaction ID

Traffic Type

Universal Home Control Protocol
UHCP Payload Length

E.g. <ITEM>argument</ITEM>

4 Requirements

62295 © IEC:2007

This clause describes the requirements in order to implement the HSI and CCP devices.
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4.1 Home server interface requirements

The HSI shall satisfy the following requirements.

411 Basic requirements for data delivery

— In order to support the device registration process, the HSI shall be able to receive all
packets being broadcast to the cluster network from the physical layer and relay them to
the CCP layer.

— The HSI shall maintain and manage an address table that contains the CCP addresses of
CCP devices in its cluster network as well as the physical addresses used in the cluster
network.

— Upon completion of the device registration process, when delivering packets to a
particular CCP device within its cluster network, the HSI shall be able to transmit packets
from the physical layer using the CCP device’s physical address that corresponds to the
CCP destination address.

— An HSI shall support the CCP layer as well as the requirements specified in 4.1. HSI can
be implemented with the card module-type for the physical interface, communication
protocol and the CCP layer.

4.1.2 Functional requirements for HNMP

— After receiving a Device Registration Request (DEV_REG_REQ) packet, the HSI shall be
able to send a Device Registration Response (DEV_REG_RES) packet to the CCP device
from which the DEV_REG_REQ packet originated.

— The HSI shall be able to store CCP and physical addresses of the CCP device contained
in the DEV_REG_REQ packet in the address table.

— The HSI shall be able to allocate a unique Device ID to the CCP device from which the
DEV_REG_REQ packet originated. The HSI shall also specify data such as the allocated
Device ID, domain address and the HSI’s own physical address in DEV_REG_RES
packet’s HNMP payload prior to transmission.

— The HSI shall be able to notify the fact that a new CCP device has been registered in the
home network to all CCP devices within its cluster network as well as all other HSIs in its
domain network by transmitting an Add Device (ADD_DEV) packet.

— In order to support CCP device’s Plug-and-Play (PnP) function, the HSI shall send on a
regular basis an Alive-Check Request (ALV_CHK_REQ) packet to the CCP devices that
have completed the device registration process and assess the response packets from
them. The HSI shall be able to determine that the non-responsive CCP devices have lost
connection with the home network.

— The HSI shall be able to notify the fact that a particular CCP device has been
disconnected from the home network to all CCP devices within its cluster network as well
as all other HSIs in its domain network by transmitting a Delete Device (DEL_DEV) packet.

4.1.3 Home server interface requirements for unicast, multicast and broadcast

— The HSI shall be able to process all packets received at its physical layer from the
physical layer to lower protocol layers before sending them to the CCP layer.

— The HSI shall be able to examine the cluster address in the CCP destination address field
of a packet arriving at the CCP layer through lower protocol layers and send the packet to
the HSI responsible for the interface of the cluster network that corresponds to the cluster
address.

— When a CCP packet arrives from another HSI

e if the cast type of the received CCP packet is unicast and the CCP destination address
is specified, then the HSI receiving the packet shall be able to relay the packet to the
particular CCP device within its cluster network,

o if the cast type of the received CCP packet is multicast, then the HSI receiving the
packet shall be able to relay the packet to only the restricted number of the CCP
devices within its cluster network in accordance with the content of the multE2@cuUmMents
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o if the cast type of the received CCP packet is broadcast, then the HSI receiving the
packet shall be able to relay the packet to all CCP devices within its cluster network.

4.2 CCP device requirements

This subclause specifies the requirements for the device registration process needed for CCP
devices to perform the plug-and-play function, as well as the requirements for classifying CCP
devices according to the CCP functions provided by CCP devices.

4.2.1 Requirements for device registration

— If a CCP device is not aware of the physical address of the HSI of its own cluster network,
the HSI's physical address (or network address) shall be obtained through the device
registration process.

— For the purpose of device registration, a CCP device shall be able to initially broadcast a
device registration request (DEV_REG_REQ) packet to its own cluster network.

— Upon completion of the device registration process, when a CCP device transmits data to
a heterogeneous network, it shall send all packets from the physical layer to the HSI of its
own cluster network, regardless of the cast type and the CCP destination address.

4.2.2 Requirements for classification of CCP devices

CCP devices refer to devices that support HNMP among the functions provided by the CCP
layer and the CCP. CCP devices can be classified according to their processing capabilities
and the network technologies being used. This standard shall classify CCP devices into nine
categories according to the functions provided by the CCP devices, as shown in Figure 4.

Data Service
(HDSP)
ACDS-CCPDEV
Passive Control Service @
(UHCP)
Monitoring Control Service @
(UHCP)
Active Control Service Multimedia Service
(UHCP) (HMSP)

IEC 2075/07

Figure 4 — Classification of CCP devices

— Active Control Service CCP Device (ACS-CCPDEV) is a CCP device that onB supports
the UHCP function. ocuments
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— Passive Control Service CCP Device (PCS-CCPDEV) is a CCP device whose UHCP
function is carried out by accepting commands from other devices.

— Monitoring Control Service CCP Device (MCS-CCPDEV) is a CCP device that only
provides the monitoring capabilities among UHCP functions.

— Data Service CCP Device (DS-CCPDEV) is a CCP device that only provides HDSP.

— Multimedia Service CCP Device (MS-CCPDEV) is a CCP device that only provides the
HMSP function.

— Active Control & Data Service CCP Device (ACDS-CCPDEV) is a CCP device that
provides UHCP and HDSP functions.

— Active Control & Multimedia Service CCP Device (ACMS-CCPDEV) is a CCP device that
provides UHCP and HMSP.

— Data & Multimedia Service CCP Device (DMS-CCPDEV) is a CCP device that provides
HDSP and HMSP.

— Full Service CCP Device (FS-CCPDEV) is a CCP device that provides UHCP, HDSP and
HMSP functions, and it is also equipped with a display panel for display capabilities.

5 Common communication protocol (CCP) layer

This clause specifies the CCP layer, which allows bilateral communication among
heterogeneous networks of various types of application programs.

5.1 CCP layer

The CCP layer provides a common communication channel for devices (or applications
executed from the devices) linked to heterogeneous networks. This CCP layer shall be
located below all application programs provided by the service providers (or device
manufacturers). From OSI 7 layer’s perspective, although most network protocols and
application programs are similar to the OSI 7 layer structure, they are not clearly divided into
seven layers. The location of the CCP layer is variable according to the layer covered by the
application program (or the structure of lower protocol layers).

Case 1 in Figure 5 is an example where an application program of a home network device
sends data to lower protocol layers through the CCP layer, whereas Case 2 displays an
example of an application program of a home network device directly sending data to lower
protocol layers without going through the CCP layer.

The application program in Case 1 is transmitting a desired Application Program Data Unit
(APDU) to a device connected to a cluster network linked to a heterogeneous network via the
home server. On the other hand, the Case 2 example can be used when the application
program is to send a desired Application Program Data Unit (APDU) to a device located in the
same cluster network using the same network protocol, bypassing the home server. Therefore,
in Case 2, all services that have been offered within the same network prior to applying the
CCP layer (such as FTP among TCP/IP networks and Telnet service) remain available.
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Figure 5 — Definitions of application program, CCP API, lower protocol
layers interface, and lower protocol layers

In case of an application program only covering up to the application layer as shown in
Figure 6, the CCP layer is located below the application layer. For an application program
covering from the application layer to the presentation layer, the CCP layer is located below
the presentation layer. For an application program covering from the application layer to the
session layer, the CCP layer is located below the session layer.

Application
Application program
Presentation
< [==*1 CCP Layer
Session /
| Transport |
| Network | Lower protocol
layers
| Data Link |
Physical Physical
OSI 7 Layers
IEC 2077/07

Figure 6 — Location of CCP layer
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5.2 Data delivery over heterogeneous networks

This subclause describes the data transmission process using Figure 7. For data
communication with a heterogeneous network, an APDU shall go through the CCP layer
before being sent to lower protocol layers. For a home network device to transmit an APDU to
a heterogeneous network, the application program sends an APDU to the CCP layer through
the CCP API, and the CCP layer encapsulates the received APDU with a CCP header and
relays it to lower protocol layers.

— DEVan: CCP Device in Network A with Device ID n
— DEVpgH: CCP Device in Network B with Device ID m

— HSIp, HSIg: HSI responsible for interface with Network A (or Network B) in Home server.

The data transmission process is as follows.

1) The application program of DEVa,, sends an APDU to the CCP layer through the CCP
API.

2) The CCP layer of DEVa, encapsulates the APDU from the application program with a
CCP header and sends it to lower protocol layers through the lower protocol layers
interface.

3) Lower protocol layers generate a header for each corresponding layer, and the
physical layer designates the physical address of HSlp as the destination address and
transmits the packet.

4) The physical layer of HSIp receives the packet and relays it to lower protocol layers.
The Lower Protocol Layers process a header for each corresponding layer and send it
to the CCP layer.

5) The CCP layer of HSIp relays the arrived CCP packet to the home server internal
processing block of the home server.

6) The home server internal processing block analyzes the received packet’s CCP header
information to process the packet and sends it to the HSI(HSIg) corresponding to the
cluster address of the CCP destination address.

7) The CCP layer of HSIg transmits the received packet to lower protocol layers. When
doing so, HSIg shall search for and retrieve the physical address of DEVpgn
corresponding to the CCP destination address from the address table and notify it to
the physical layer.

8) The physical layer of HSIg designates the physical address of DEVp, as the
destination address and transmits the packet.

9) The physical layer of DEVg, receives the packet and sends it to lower protocol layers,

where each header is processed corresponding to each layer and the packet is
transmitted to the CCP layer.

10) The CCP layer of DEVgy delivers the arrived packet to the application program
through the CCP API.
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Figure 7 — Example of data transmission over heterogeneous networks using CCP layer

6 CCP addressing

6.1 General

In order to implement intercommunication and interoperability under the home network
environment where diverse heterogeneous networks coexist, devices that constitute the home
network shall be seen to one another as being linked to a single network regardless of the
type of network each device is connected to. This idea can only be materialized if there is an
addressing scheme that can be understood between devices of different networks.
Furthermore, an addressing scheme that can be understood by humans and application
programs will facilitate its use and make implementation of application programs easy.

This clause specifies a new CCP addressing scheme according to the following three

functional requirements:

— A new common address structure adequate for the home network environment.

— An addressing mechanism that can be understood by the user as well as the application
program.

6.2 An addressing structure to facilitate traffic switching for the home
server.Version 0

This subclause describes the CCP address format of version 0. The version field related to
the CCP addressing is described in Clause 8. The CCP address format can be changed or
extended for future use as other protocols that have their own addressing scheme. Anyway,
all CCP devices of CCP address version 0 shall meet the requirements described in 7.2.

In order to satisfy the functional requirements, the CCP address format of version 0 is defined
with four bytes, as shown in Figure 8. The CCP address contains three fields: Domain
Address, Cluster Address and Device ID.
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Domain address Cluster address Device ID
(1 byte) (1 byte) (2 byte)

Figure 8 — CCP address format of CCP address by version 0

6.2.1 Domain address

The domain address distinguishes the domain network. When a home network in an office (or
home) consists of more than one home server, the domain address is used to differentiate
between them. Since one domain network constitutes a single home server, the domain
address can be referred to as the home server ID.

The domain address consists of one byte. Therefore, there can be 256 domain addresses
(from 0 to 255). Under the single-HS network environment, the domain address of 1 shall be
used. Since a device does not know its own domain address before finishing the device
registration process described in 9.3, the device shall initially use domain address ‘0’.

Under the multi-HS network environment where multiple home servers exist, there needs to
be a process for allocating a domain address to each home server through the HNMP home
server registration procedure. However, this document version does not consider the
standards for home server registration under the multi-HS network environment.

6.2.2 Cluster address

The cluster address distinguishes multiple cluster networks linked to a single domain network.
Since a single cluster network is linked to a single HSI, the cluster address can be used to
switch the packets received within the home server. In order to denote the cluster address as
a unique value, the cluster address shall be defined in this standard as the port number of a
HSI. Therefore, there can also be 256 cluster addresses (from 0 to 255). Since a device does
not know its own cluster address, either before finishing device the registration process
described in 9.3, the device shall initially use cluster address ‘0’.

6.2.3 Device ID field

A device ID field is used to distinguish CCP devices with the same domain and cluster
address. Initially, a CCP device is not aware of its device ID. Therefore, each CCP device
shall be allocated with its device ID from the HSI through the device registration process,
which is one of HNMP functions.

When carrying out the device registration process, the HSI shall be able to assign different
device IDs to CCP devices with an identical domain and cluster address.

The device ID is a two-byte field. Therefore, the range of device ID is from 0 to 65,535. Before
finishing the device registration process, a device shall initially use device ID ‘0’, and the HSI
shall assign device IDs from 1 to 65,535 sequentially, whenever devices register.

7 CCP packet format and fields

7.1 General

This chapter describes the CCP packet structure used in the CCP layer as well as each field
used in the CCP packet.

The CCP provides the Home Network Management Protocol (HNMP) for basic home network
management services, the Universal Home Control Protocol (UHCP) for device control and
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monitoring services, the Home Data Service Protocol (HDSP) for data and messaging
services, and the Home Multimedia Service Protocol (HMSP) for multimedia services.

All of the protocols mentioned above (with the exception of UHCP) are signaling protocols
based on messages defined in this regulation.

7.2 CCP packet format

Figure 9 shows the CCP packet format of version 0. A CCP packet largely consists of a CCP
header and a CCP payload. The CCP header is 28 bytes long, containing CCP Identification,
Destination Address, Source Address, Type Field, Reserved Field and CCP Payload Length
Field.

The CCP payload comprises the APDUs received from the application program.

Transmitted first < Transmitted last
CCP Header
(28 bytes) CCP Payload
CCP CccpP Destination Source CCP Payload
CCP Identification Header | Address Address Address Type Reserved Length
(6 bytes) xegsy'toer; xegsy'toer; (4 bytes) (4 bytes) (3 bytes) (5 bytes) (4 bytes)

IEC 2079/07

Figure 9 — CCP packet format of CCP header by version 0

7.21  CCP identification (CCPID)

CCPID is used to determine whether a packet received at the CCP layer is a CCP packet or
not.

If it is a CCP packet, its CCP header is processed and the CCP payload is sent to the
application program. If it is not a CCP packet, the packet received from lower protocol layers
is transmitted directly to the application program.

Henceforth, the CCP device can communicate with other CCP devices on heterogeneous
networks as well as the ones of the same cluster network.

CCPID is six bytes long. The CCPID field is defined as text string of “IECccp”, signifying a
CCP header as an ASCII code value (0x494543636370). The CCP layer shall initially check
the first four bytes of a packet received from lower protocol layers to assess whether it is a
CCP packet.

7.2.2 CCP header version (CCPHDRVER)

Since each field in CCP header can be changed or extended for future use, CCPHDRVER is
defined after the CCPID. The length of the CCPHDRVER field is one byte, and it shall be set
to 0x00 in case of version 0. This version number will be increased by one if there is any
modification or change in the CCP header format and size.
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7.2.3 CCP address version (CCPADDRVER)
Since each field in CCP address can be changed or extended for future use, CCPADDRVER
is defined after the CCPHDRVER. The length of CCPADDRVER field is one byte, and it shall

be set to 0x00 in case of version 0. This version number will also be increased by one if there
is any modification or change in the CCP address format and size.

7.2.4 Destination address (DESTADDR)

DADDR indicates the CCP address of the destination CCP device to which the CCP packet is
to be delivered. In case that CCPADDRVER is 0, the destination address is four bytes long.

As specified in this clause, a destination address consists of three fields: Domain Address,
Cluster Address and Device ID.

7.2.5 Source address (SRCADDR)
SADDR indicates the CCP address of the CCP device transmitting the packet. In case that

CCPADDRVER is 0, the source address is four bytes long and also composed of three fields:
Domain Address, Cluster Address and Device ID.

7.2.6  Type (TYPE) field

The type fields consist of three fields that indicate the packet delivery method, traffic type and
payload type: Cast Type, Traffic Type and Payload Type. The Type fields are three bytes long.

Figure 10 displays the Type fields.

23 12 11 8 7 0

Cast Type Traffic Type Payload Type
(12 bits) (4 bits) (8 bits)

IEC 2080/07

Figure 10 — Type fields

7.2.6.1 Cast type (CT)

The cast type field defines how the source CCP device delivers a packet via the home server.
It is a 12-bit field.

As shown in Table 1, this standard provides seven methods: Unicast, Cluster-Multicast,
Domain-Multicast, Device-Multicast, Device-Broadcast, HS-Broadcast and Broadcast.
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Table 1 — Cast type field

Cast type[11:0] Notation Description
0x0XX a Unicast Used for 1:1 communication between CCP devices.
Ox1Ww b Used for transmitting packets to HSIs, home servers and all CCP

Domain-Multicast devices within a domain network with the domain address WW.

Used for transmitting packets to all CCP devices including HSIs

0x2YY € Cluster-Multicast within the cluster network with the cluster address YY.

Used when there are multiple domain networks, such as the
OxFOF Device-Broadcast multi-HS network environment, for transmitting packets only to
CCP devices within the domain network.

Used when there are multiple domain networks, such as the
multi-HS network environment, for transmitting packets to all
home servers and HSIs within the domain network but not to
CCP devices.

OxFFO HS-Broadcast

Used when there are multiple domain networks, such as the
OxFFF Broadcast multi-HS network environment, for transmitting packets to all
HSIs, home servers and CCP devices within the domain network.

Others reserved Reserved for future usage.

a XX: Don’t care
b \WW: Domain address
€ YY: Cluster address

7.2.6.2 Traffic type (TT)
The traffic type field is used to specify the data type for the home server to internally process

packets when the Quality of Service (QoS) function is to be processed from the home server
internal processing block.

The application program may configure the CCP header’s traffic type by checking the APDU
characteristics. The home server may or may not be designed to support QoS control
according to the traffic type field value.

This document does not specify whether the home server should support QoS or the QoS
support algorithm.

As shown in Table 2, the traffic type field consists of four bits.

Table 2 — Traffic type field

Traffic type[3:0] Notation Description

0000 Don't care Used when the trgffiq type does nqt need to be specified and
any QoS processing is acceptable in the home server.
Used when the APDU is a signaling message for managing or

0100 Control Data controlling HNMP, UHCP, HDSP or HMSP.

1000 Non Real-Time Data | Used for general data such as the Internet.

1100 Real-Time Data Used for real-time data such as audio or video stream.

others reserved Reserved for future use.
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7.2.6.3 Payload type (PT)

The payload type field indicates the CCP payload type.

There are currently specifications regarding HNMP, UHCP, HDSP and HMSP defined in the
CCP. In future, the payload type field can be used in protocols developed for other services
using the CCP. As shown in Table 3, the payload type field consists of one byte.

Table 3 — Payload type field

Payload type [7:0] Notation Description
0%00 General application Indlc_ate_s that the payload type is part of the general
application.
Indicates that the payload type is an HNMP-related packet
0x01 HNMP defined in the CCP.
Indicates that the payload type is an UHCP-related packet
0x02 UHCP defined in the CCP.
Indicates that the payload type is an HDSP-related packet
0x03 HDSP defined in the CCP.
Indicates that the payload type is an HMSP-related packet
0x04 HMSP defined in the CCP.
others reserved Reserved for future use.

7.2.7 Reserved (RSV) field

The five-byte reserved field is reserved for future use.

7.2.8 CCP payload length (CCPPLEN) field

The four-byte CCP payload length field indicates the byte size of the APDUs in the payload.

7.2.9 CCP payload field

The CCP payload field comprises the APDUs generated by the application program. The CCP
payload is written with the signaling messages of the HMSP, HNMP, UHCP and HDSP
defined in the CCP.

8 Home network management protocol (HNMP)

8.1 General

The HNMP is used by the CCP to perform home network management functions. Moreover,
the HNMP manages home network resources and provides PnP functions for the home server
as well as the CCP devices.

The HNMP is a basic packet-oriented signaling protocol provided by the CCP. Simple request
and response packets are defined in the HNMP.

All CCP devices under the home network environment consisting of heterogeneous networks
shall at least support the device registration function among the HNMP functions. Other
HNMP functions can be selectively implemented according to the CCP devices’ processing
capability and application areas.
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8.2 HNMP packet format

An HNMP packet comprises the CCP payload field. When the application program transmits
an HNMP packet, it shall set the payload type of CCP header’s type fields as 0x01 in order to
notify that the CCP payload type is the HNMP packet.

Figure 11 displays the HNMP packet format. An HNMP packet consists of the eight-byte
HNMP header and the HNMP payload. The HNMP header contains four fields: the
Transaction ID, HNMP Command, Reserved and HNMP Payload Length.

$

CCP Header CCP Payload
(28 bytes)

(4
7

HNMP Header HNMP
(8 bytes) Payload
HNMP
Transaction ID Command| Reserved HNMP Payload Length
(2 bytes) (1byte) | (1 byte) (4 bytes)

IEC 2081/07

Figure 11 — HNMP packet format

8.2.1 Transaction ID (TID)
When an application program sends and receives multiple request and response packets, the
transaction ID allows the application program to find the response packet for the

corresponding request packet. The application program can assign random values for the
transaction ID. The size of the transaction ID is two bytes.

8.2.2 HNMP command (HNMPCMD)
The HNMP command provides functions related to the home server registration, device

registration, device management, alive-check, address information and traffic information. The
HNMP command is one-byte long.

8.2.3 Reserved (RSV) field

The one-byte reservation field is reserved for future use.

8.2.4 HNMP payload length (HNMPPLEN) field

The HNMP payload length field indicates the byte size of the HNMP payload. HNMP payload
length is a four-byte field.

8.2.5 HNMP payload

An HNMP command may or may not require an HNMP payload according to the HNMP
command type.

DEV_REG_REQ, DEV_REG_RES, ADD_DEV, DEL_DEV and DEV_INFO_RES are examples
of packets that require an HNMP payload.
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8.3 Home server registration

The HNMP provides the home server registration function. Home server registration refers to
the process of determining domain addresses among the home servers using the signaling
packets of home servers that constitute multiple domain networks under the multi-HS network
environment.

This document only considers the single-HS network environment and does not contain
detailed information regarding home server registration.

8.4 Device registration

Device registration refers to the process of home server storing a human-readable name of a
device and allocating a device ID used in the CCP addressing scheme to a CCP device.
When a new CCP device is to be linked to a home network, it shall go through the device
registration process. This allows the CCP device to have all CCP address fields such as
Domain Address, Cluster Address and Device ID, through which the home server is able to
notify other CCP devices that a new CCP device has been connected to the home network.

In order to perform the device registration process, all CCP devices within the home network
shall be allocated with a unique address. Therefore, when carrying out the device registration
process, the home server shall be able to allocate different device IDs to CCP devices with
identical domain and cluster addresses.

Commands related to device registration are Device Registration Request (DEV_REG_REQ)
and Device Registration Response (DEV_REG_RES) packets.

Figure 12 displays the packet format, and Figure 13 is an example command sequence
related to device registration.

8.4.1 Device registration request (DEV_REG_REQ) packet

Every CCP devices to be registered in a home network shall broadcast a DEV_REG_REQ
packet to its cluster network. The broadcast packet is received by the home server HSI and
delivered to the CCP layer. At this time, the CCP device shall fill the payload of a
DEV_REG_REQ packet with its text-based name which is human-readable, physical address
(or network address) size and physical address (or network address). As shown in Figure 12,
support protocol field is used to indicate which protocols the CCP device additionally supports
among UHCP, HDSP and HMSP. If the CCP device supports UHCP and HDSP, then the
UHCP and HDSP fields should be setto 1 s.

The HSI shall notify the CCP device requesting registration with the Domain Address, Cluster
Address, a newly allocated Device ID and its physical address (or network address). The HSI
shall also register the CCP device’s CCP address and physical address (or network address)
in the address table for mutual communication between the CCP device and the HSI once the
registration process is complete.

The reason why a device and a HSI exchange their physical addresses (or network
addresses) is that both of them actually use physical addresses or network addresses when
communicating with each other.

In case that the lower protocol layers of a device have both a network address and a physical
address, it is easy to use network address rather than physical address when implementing
an interface between the CCP layer and the lower protocol layers. On the other hand, in case
the lower protocol layers of a device have only a physical address, there is no way but to use
the physical address when interfacing between the CCP layer and the lower protocol layers.

The physical address or network address size is expressed in bytes. The HNMP_command

field of a DEV_REG_REQ packet is 0x31. Documents
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If there is no response for a timeout period after a DEV_REG_REQ packet is sent, the CCP
device to be registered performs retries. If there is still no response, the home server is
considered not ready and the procedure is repeated after a waiting period.

With respect to the timeout period, the number of retries and waiting periods are not specified
in detail in this document because it is related to the communication speed influenced by the
processing power of a device and the physical network speed.

HNMP Header HNMP Payload
(8 bytes)
DEV_ Length Length
TID REG_ RSV HNMPPLEN Support | of Device Device of PHY PHY
(2 bytes) REQ (1 byte) (4 bytes) Protocol Name Name Address (or network)
(0x31) (1 byte) (1 byte) (1 byte) Address
UHCP HDSP HMSP Reserved
(1 bit) (1 bit) (1 bit) (5 bits)
DEV_ Length
TID REG_ RSV HNMPPLEN Domain Cluster Device of PHY PHY
(2 bytes) RES (1 byte) (4 bytes) Address | Address ID Address | (or network)
(0x32) (1 byte) (1 byte) (2 byte) (1 byte) Address

IEC 2082/07

Figure 12 - DEV_REG_REQ and DEV_REG_RES packets

8.4.2 Device registration response (DEV_REG_RES) packet

Upon receiving a DEV_REG_REQ packet, the HSI shall return a DEV_REG_RES packet to
the DEV_REG_REQ sender device as a response within the timeout period. The HSI shall be
able to store the physical address (or network address) of the device included in the
DEV_REG_REQ packet payload by mapping it with the CCP address.

Furthermore, the HSI shall write its own domain address, cluster address, the device ID to be
allocated to the device, physical address (or network address) size and the physical address
(or network address) in the HNMP payload. The physical address (or network address) size is
indicated in bytes. In order to send the DEV_REG_RES packet physically, the HSI shall use
the CCP device’s physical address (or network address) as the destination physical address
(or network address).

After receiving the DEV_REG_RES packet, the CCP device configures its own domain
address, cluster address and device ID and stores the physical address (or network address)
of the HSI responsible for its cluster network. Henceforth, when the CCP device transmits
data to another CCP device in a heterogeneous network, it simply has to configure the HSI’s
physical address (or network address) as the destination physical address (or network
address) at the physical (or network) layer. Then, the HSI can receive the data at the physical
layer and extracts a CCP packet at the CCP layer. Finally the HSI can forward the packet to
another HSI to which the destination CCP device is linked.

The HNMP command field of the DEV_REG_RES packet is 0x32.
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DEV 5 New CCP device HSIa HSIx DEVxx

> timeout period

NDEV_ REG_ REQ4L-c-o--- - __

- ;DEV_REG_RE

Device
Registration

Process ' . .
DEV_REG_REQ Retries

uring Device Reg. Process

waiting period

DEV_REG_REQ

(Repeat Device Reg. Process)

A oA A A A
DEV_REG_REQ
. ——|DEV_REG_RES
| ADD_DEV (cluster-multicast)
L — ADD_DEV
(broadcast) \ \
Key

DEVx: all CCP devices that already finished device registration process in network A
HSIa: Home Server Interface in network A
HSIyx: Home Server Interface in network X
DEVyx: all CCP devices that already finished device registration process in network X

IEC 2083/07
Figure 13 — Example of HNMP command sequence for device registration

8.5 Device management

The HNMP provides HSIs and CCP devices with the address table management function
through commands that allow addition and deletion of a device. It can also initialize a
particular CCP device through the Device Initialization command.

Requirements for the HSIs (or CCP devices) receiving Add (or Delete) Device packets are as
follows:

— The HSI shall be able to deliver the received Add (or Delete) Device packet to another
cluster network’s HSI.

— The HSI shall be able to deliver the Add (or Delete) Device packet from another HSI to all
devices within its own cluster network.

— The HSI (or the CCP device) shall be able to add a new CCP address to the address table
that it manages.

— The HSI (or CCP device) receiving a Delete Device packet shall be able to delete the
address of the corresponding CCP device from the address table.

— Functions related to device addition and deletion shall be applied only to a limited number
of HSIs and CCP devices with sufficient processing capabilities and memory.

The HNMP packet related to device addition, deletion and initialization consists of the Add
Device (ADD_DEV), Delete Device (DEL_DEV) and Initialize Device (INI_DEV) ﬁckets as
shown in Figure 14. ocuments
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HNMP Header HNMP Payload
(8 bytes)
ADD_
TID DEV | RSV HNMPPLEN CCP Address
(2 bytes) | (0x54) | (1 byte) (4 bytes) (4 bytes)
DEL_
TID DEV | RSV HNMPPLEN CCP Address
(2 bytes) | (0x55) (1 byte) (4 bytes) (4 bytes)
INI_
TID DEV | Rsv HNMPPLEN
(2 bytes) (0x56) | (1 byte) (4 bytes)
IEC 2084/07

Figure 14 — ADD_DEV, DEL_DEV and INI_DEV packets

A CCP device (or HSI) can assess a particular CCP device’s proper operation status and
home network connection status by using HNMP’s Alive-Check command.

The CCP device receiving an Alive-Check command shall be able to notify the fact that it is
still connected to the home network and operating properly. In addition, in order to provide
CCP devices’ PnP functions, the HSI shall regularly check proper operation of the CCP
devices within its cluster network using the Alive-Check command.

HNMP packets related to the Alive-Check command are Alive-Check Request
(ALV_CHK_REQ) and Alive-Check Response (ALV_CHK_RES), as shown in Figure 15.

HNMP Header HNMP Payload
(8 bytes)
ALV_
TID CHK_ | Rsv HNMPPLEN
(2 bytes) REQ | (1 byte) (4 bytes)
(0x41)
ALV_
TID CHK_| Rsv HNMPPLEN
(2 bytes) RES | (1 byte) (4 bytes)
(0x42) IEC 2085/07

Figure 15 — ALV_CHK_REQ and ALV_CHK_RES packets

Figure 16 displays an example of HNMP packet’'s command sequence related to device
management.
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DEV 5 DEVa, HSIa HSIx DEVxx
ALV_CHK_REQ
ALV_CHK_RES —
A A A M -
ALV_CHK_REQ
ALV_CHK_RES
A A A A ~*
ALV_CHK_REQ
timeout period
- - DEL_DEV
Key
DEVax: all CCP devices that already finished device registration process in network A
DEVan: The '™ CCP device that already finished device registration process in network A
HSIA: Home Server Interface in network A
HSIx: Home Server Interface in network X
DEVyxx: all CCP devices that already finished device registration process in network X

IEC 2086/07

Figure 16 — Example of HNMP command sequence for device management

8.5.1 Add device (ADD_DEV) packet

An ADD_DEV packet is used to notify other CCP devices or HSIs of the fact that a new CCP
device is connected to the home network. HSIs or CCP devices receiving the ADD_DEV
packet do not have to send a response packet.

Prior to transmission, the four-byte CCP address of the CCP device newly connected to the
home network is provided in ADD_DEV packet's HNMP payload. The ADD_DEV packet is
usually transmitted with the cast type of CCP header’s type fields set as broadcast. A CCP
device receiving the ADD_DEYV packet can process or discard it according to its address table
management capability. Devices with address table management capability and a display
panel shall be able to update the address table and indicate on the display panel that a new
CCP device has been added. The HNMP command field of the ADD_DEV packet is “0x54”.

8.5.2 Delete device (DEL_DEV) packet

A DEL_DEV packet is used to notify other CCP devices and HSIs in the home network of the
fact that a particular CCP device has been removed from the home network. For example, a
CCP device (or HSI) transmits a DEL_DEV packet if it has assessed that a particular CCP
device no longer exists in the home network due to malfunctioning or other reasons. HSIs (or
CCP devices) receiving a DEL_DEV packet do not have to send a response packet. Prior to
transmission, the four-byte CCP address of the CCP device removed from the home network
is provided in DEL_DEV packet’s HNMP payload. The DEL_DEV packet is usually transmitted
with the cast type of CCP header’s type fields set as broadcast. A CCP device reggiving the
DEL_DEV packet can process or discard it according to its address iab'e rrﬁg&ilments
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capability. Devices with address table management capability and a display panel shall be
able to update the address table and indicate on the display panel that a particular CCP
device has been removed. The HNMP command field of the DEL_DEV packet is 0x55.

8.5.3 Initialize device (INI_DEV) packet

An INI_DEV packet can be sent from a CCP device or a HSI to another CCP device, and the
CCP device receiving an INI_DEV packet shall initialize itself. The initialized CCP device does
not have to go through another device registration process. In other words, the domain
address and the device ID shall be able to maintain their values after initialization. The HNMP
command field of the INI_DEV packet is 0x56.

8.5.4  Alive-check request (ALV_CHK_REQ) packet

A CCP device (or home server) can transmit an ALV_CHK_ REQ packet to another CCP
device (or home server). An ALV_CHK_REQ packet is used to check whether a particular
device is connected to the home network and operating properly. A CCP device or home
server receiving an ALV_CHK_REQ packet shall return a response packet within two seconds.
In order to support devices’ PnP functions, a HSI shall regularly send ALV_CHK_REQ packets
to devices within its cluster network and receive responses. If a HSI does not receive a
response from a CCP device for a timeout period after sending an ALV_CHK_REQ packet, it
retries the process N times. If there is no response after N retries, the corresponding CCP
device shall be regarded as having been removed from the home network, and the HSI sends
a DEL_DEV packet to other HSIs and all CCP devices within the cluster network. This
regulation does not specify the number of retries (N). The HNMP command field of the
ALV_CHK_REQ packet is 0x41.

8.5.5 Alive-check response (ALV_CHK_RES) packet

A CCP device (or HSI) that receives an ALV_CHK_REQ packet shall return an
ALV_CHK_RES packet to the device where the ALV_CHK_REQ packet originated within a
timeout period to notify that it is connected to the home network and operating properly. The
HNMP command field of the ALV_CHECK_RES packet is 0x42.

8.6 Address and name information of devices

When a CCP device requests a HSI for CCP address and name information for all CCP
devices linked to the home network, the HNMP supports the function of notifying the CCP
address and name information of all CCP devices. This function can be used by a newly
connected CCP device to request the CCP address information of existing CCP devices or a
CCP device to update address information of other CCP devices that it manages.

As shown in Figure 17, there are two types of HNMP packets related to the address and name
information: Device Information Request (DEV_INFO_REQ) and Device Information
Response (DEV_INFO_RES).

A DEV_INFO_REQ packet can be transmitted in one of two ways.

First, if a particular CCP device transmits a DEV_INFO_REQ packet to a HSI as unicast, it
can obtain address information of all CCP devices within its own cluster network.

Second, if a particular CCP device transmits a DEV_INFO_REQ packet as HS-broadcast, it
can obtain address information of all CCP devices in all cluster networks within the home
network.
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HNMP Header HNMP Payload
(8 bytes)
DEV_
TID INFO_ | RsV HNMPPLEN
(2 bytes) REQ | (1 byte) (4 bytes)
(0x61)
DEV_ The number Length
TID INFO_ | Rsv HNMPPLEN of Devices CCP Address  |°fdevice|  pevice
(2 bytes) “E%IESQ \ (1 byte) (4 bytes) (4 bytes) (4 bytes.) (1 bytes.) Name H
X

IEC 2087/07

Figure 17 — DEV_INFO_REQ and DEV_INFO_RES packets

Figure 18 displays an example command sequence of the HNMP packet related to the device
address and name information.

DEVan HSIA HSIx

DEV_INFO_REQ R
(unicast) | DEV_INFO_RES

—

~
~

«
D)
«
D)}
«

DEV_INFO_REQ
(HS-broadcast) I

Key

DEVax: all CCP devices that already finished device registration process in network A
HSIx: Home Server Interface in network A

HSIx: Home Server Interface in network X

IEC 2088/07

Figure 18 — Example of HNMP command sequence for retrieving
device address and name information

8.6.1 Device address and name information request (DEV_INFO_REQ) packet

A DEV_INFO_REQ packet is used by a CCP device with address table management
capability to request a HSI for address and name information of all CCP devices linked to the
cluster network.

A HSI receiving a DEV_INFO_REQ packet shall write the CCP address and name information
of all CCP devices registered in its cluster network in the HNMP payload of the response
packet and return the response packet to the CCP device that has sent the request packet.
The HNMP command field of the DEV_INFO_REQ packet is 0x61.

8.6.2 Device address and name information response (DEV_INFO_RES) packet

A HSI receiving a DEV_INFO_REQ packet shall return a DEV_INFO_RES packet uthe CCP
device that has requested the address and name information of CCP devices link Q@iuments
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In Figure 17, “The number of Devices” field shall be four byte long and shall contain the
number of CCP device information listed in the payload of DEV_INFO_RES packet. CCP
address, length of device name and device name fields represent information of a specific
CCP device. The CCP address field shall be four byte long and contain a CCP address of a
specific CCP device. Length of device name field shall be one byte long and contain the
length of a device name in byte units. The device name field shall contain the name of a
specific CCP device in simple text format. Its size shall be equal to the length of device name
field.

A DEV_INFO_RES packet can be transmitted in one of two ways.

First, if a HSI received a DEV_INFO_REQ packet has N devices linked to itself, then the HSI
makes a DEV_INFO_RES packet of which the number of devices field is set to 1, and it sends
it N times for each device.

Second, a HSI that received a DEV_INFO_REQ packet makes only one DEV_INFO_RES
packet which have address and name information of all CCP devices linked to itself.

The HNMP command field of the DEV_INFO_RES packet is 0x62.

8.7 Other management functions

In addition to the functions specified above, new management packets can be defined and
applied when a home network is expanded or new functions become necessary.

9 Universal home control protocol (UHCP)

CCP provides UHCP for device control and monitoring functions. UHCP is a message-based
protocol that can provide home network resource controlling and monitoring functions. One of
the fundamental protocols provided by CCP, UHCP is used for additional services offered by
devices with CCP capabilities.

Since basic home network management is performed by HNMP, not all devices need to be
embedded with UHCP. However, if UHCP is implemented according to CCP device
processing capability, it can provide additional home network services such as control and
monitoring.

9.1 UHCP packet format

Figure 19 displays the UHCP packet format. The UHCP packet is located in the CCP packet
payload. In order to indicate that the CCP payload type is a UHCP packet, the UHCP
application program shall set the payload type of the CCP header’s type fields as 0x02. An
UHCP packet consists of an eight-byte UHCP header and the UHCP payload. The UHCP
header contains five fields: Transaction ID, message type, action type, reserved and UHCP
payload length.
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CCP Header
(28 bytes)

CCP Payload

9.1.1 Transaction ID (TID)

UHCP Header

UHCP

(8 bytes) Payload
Msg | Action
Transaction | Type | Type | Reserved | UHCP Payload Length
ID (2 bytes) | (4 bits) | (4 bits) | (1 byte) (4 bytes)

IEC 2089/07

Figure 19 — UHCP packet format

When an application program sends and receives multiple request packets and response
packets, the transaction ID is used by the application program to find a response packet for a
particular request packet. The application program can assign random values for the
transaction ID. The transaction ID is a two-byte field.

9.1.2 Message type (MT) and action type (AT)

The message type field is four bits long and it consists of the execution message, query
message and notification message. The action type field is four bits long and it indicates
detailed actions according to the message type.

Figure 20 displays the message type and action type defined by the UHCP.
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UHCP
UHCP Payload
(8 bytes)
EXE | REG
TID G || dor RSV UHCPPLEN UHCP Payload
EXE | CTRL
TID oo || oy RSV UHCPPLEN UHCP Payload
RES
TID EXE | ok RSV UHCPPLEN
Ox) | o)
RES
TID EXE | Nok RSV UHCPPLEN
©x1) | (oxF)
REG
TID QUE | graT RSV UHCPPLEN
©x2) | to)
CTRL
TID QUE 1 grAT RSV UHCPPLEN
©0:2) | {2y
ALL
TID QUE | graT RSV UHCPPLEN
02) | (o)
que | RES
TID OK RSV UHCPPLEN UHCP Payload
0x2) | (o€
RES
TID QUE | \ok RSV UHCPPLEN
0x2) 1 (oxF)
NTEY | N/A
TID B || 6 RSV UHCPPLEN UHCP Payload

IEC 2090/07

Figure 20 — Message type and action type fields of UHCP packet

9.1.3 Reserved (RSV) field

The one-byte reserved field is for future use.

9.1.4 UHCP payload length (UHCPPLEN) field

The UHCP payload length field indicates the byte size of the UHCP payload. The size of the
length field is four bytes.

9.1.5 UHCP payload

The UHCP payload may or may not be required according to the message type and the action
type.

9.2 Execution messages (EXE)

If the UHCP header’s MT field is Ox1, it indicates that the content of the UHCP payload is an
execution message. There are four action types according to the execution message:
EXE_REG, EXE_CTRL, EXE_RESOK and EXE_RESNOK.

9.2.1 Execution of registration (EXE_REG)

The AT field of an EXE_REG message is 0x1. In order for an UHCP-supporting dmﬁ ents
UHCP functions after completing the HNMP device registration process, it shiall f r
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its control items and device attributes such as the device type, location, manufacturer and
network technology, to the HSI in the domain network. The EXE_REG message is used for
registering this kind of information. The device attributes and control items are indicated in the
payload.

As shown in Figure 21, a HSI receiving an EXE_REG message shall send a response
message within the timeout period. If the device that has sent the EXE_REG message does
not receive a response within the timeout period, it carries out retries. If it fails to receive a
response after retries of EXE_REG, the home server is regarded as problematic, and the
process is repeated after thirty seconds. Since the device must register its attributes through
the process in order to perform UHCP functions, if there is no response from the HSI, it
continuously repeats the process until registration is complete.
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Figure 21 — Example of registration process

9.2.2 Execution of control (EXE_CTRL)

The AT field of an EXE_CTRL message is 0x2. A device receiving an EXE_CTRL packet shall
carry out the command according to the payload content and send a corresponding response
message.

Figure 22 displays the sequence of an EXE_CTRL message. If the CCP device that has sent
an EXE_CTRL message does not receive an EXE_RESOK response message within timeout
period, it sends an EXE_RESNOK message to the UHCP application program. Even if the
UHCP application program does not receive a response packet for an EXE_CTRL message, it
does not attempt a retry. However, an application program using UHCP functions can decide
the timeout period and perform a retry according to a user request.
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Figure 22 — Example of EXE_CTRL message

9.2.3 Response OK (EXE_RESOK)

The AT field of an EXE_RESOK message is OxE. A device receiving an EXE_REG or
EXE_CTRL packet shall complete the device registration or carry out a command and return
an EXE_RESOK message indicating that the task was performed successfully. An
EXE_RESOK message does not have an UHCP payload. (Refer to Figure 20)

9.2.4 Response NOK (EXE_RESNOK)

The AT field of an EXE_RESNOK message is OxF. A device receiving an EXE_REG or
EXE_CTRL packet shall return an EXE_RESNOK message to indicate that the registration
process or a command has failed. In case of the EXE_REG message, if the device that has
sent an EXE_REG message fails to receive an EXE_RESOK or EXE_RESNOK response due
to an unstable home server, the device shall be able to send an EXE_RESNOK message to
the UHCP application on its own. An EXE_RESNOK message does not have an UHCP
payload as shown in Figure 20.

9.3 Query messages (QUE)

If the MT field of an UHCP header is 0x2, it indicates that the UHCP payload content is a
query or monitoring message. There are five types of execution messages in the action type
according to the query message: QUE_REGSTAT, QUE_CTRLSTAT, QUE_ALL,
QUE_RESOK and QUE_RESNOK, as described below.

9.3.1 Query of registration status (QUE_REGSTAT)

The AT field of a QUE_REGSTAT message is 0x1. It is used by a home server or another
device to request for a particular device’s attributes. A device receiving a QUE_REGSTAT
message shall provide its attribute information in QUE_RESOK message’s UHCP payload and
return it. If there is no response within the timeout period, the device that has sent the
QUE_REGSTAT message shall send a QUE_RESNOK message to the UHCP application
program. Figure 23 displays an example of a QUE_REGSTAT message. A QUE_REGSTAT
message does not have an UHCP payload, as shown in Figure 20.
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Figure 23 — Example of QUE_REGSTAT message

9.3.2 Query of control status (QUE_CTRLSTAT)

The AT field of a QUE_CTRLSTAT message is 0x2. It is used by a home server or another
device to request for information regarding a particular device’s command status. A device
receiving a QUE_CTRLSTAT message shall provide its command status information in
QUE_RESOK message’s UHCP payload and return it. If there is no response within timeout
period, the device that has sent the QUE_CTRLSTAT message shall send a QUE_RESNOK
message to the application program. Figure 24 displays an example of a QUE_CTRLSTAT
message. A QUE_CTRLSTAT message does not have an UHCP payload as shown in

Figure 20.
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Figure 24 — Example of QUE_CTRLSTAT message

9.3.3 Query of all status (QUE_ALLSTAT)

The AT field of a QUE_ALLSTAT message is 0x3. It is used by a home server or another
device to request for a particular device’s command status as well as its attributes. A device
receiving a QUE_ALLSTAT message shall provide its command status and attribute
information in QUE_RESOK message’s UHCP payload and return it. If there is no response
within a timeout period, the device that has sent the QUE_ALLSTAT message shall send a
QUE_RESNOK message to the application program. A QUE_ALLSTAT message does not

have an UHCP payload, as shown in Figure 20.
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