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INTERNATIONAL ELECTROTECHNICAL COMMISSION

CONTROL SYSTEMS IN THE PROCESS INDUSTRY -
ELECTRICAL AND INSTRUMENTATION LOOP CHECK

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote international
co-operation on all questions concerning standardization in the electrical and electronic fields. To this end and
in addition to other activities, IEC publishes International Standards, Technical Specifications, Technical Reports,
Publicly Available Specifications (PAS) and Guides (hereafter referred to as "IEC Publication(s)"). Their
preparation is entrusted to technical committees; any IEC National Committee interested in the subject dealt with
may participate in this preparatory work. International, governmental and non-governmental organizations liaising
with the IEC also participate in this preparation. IEC collaborates closely with the International Organization for
Standardization (ISO) in accordance with conditions determined by agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
misinterpretation by any end user.

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence between
any IEC Publication and the corresponding national or regional publication shall be clearly indicated in the latter.

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

6) All users should ensure that they have the latest edition of this publication.

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

9) IEC draws attention to the possibility that the implementation of this document may involve the use of (a)
patent(s). IEC takes no position concerning the evidence, validity or applicability of any claimed patent rights in
respect thereof. As of the date of publication of this document, IEC had not received notice of (a) patent(s), which
may be required to implement this document. However, implementers are cautioned that this may not represent
the latest information, which may be obtained from the patent database available at https://patents.iec.ch. IEC
shall not be held responsible for identifying any or all such patent rights.

IEC 62382 has been prepared by subcommittee 65E: Devices and integration in enterprise
systems, of IEC technical committee 65: Industrial-process measurement, control and
automation. It is an International Standard.

This third edition cancels and replaces the second edition published in 2012. This edition
constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:

a) general re-organization of the content of the previous edition, moving informative content to
the annexes;

b) replacing the forms based on I/O type in IEC 62382:2012, Annex A to Annex E with an
example of a generic loop check form;
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c) providing additional references to other applicable standards.

The text of this International Standard is based on the following documents:

Draft

Report on voting

65E/1082/FDIS

65E/1114/RVD

Full information on the voting for its approval can be found in the report on voting indicated in

the above table.

The language used for the development of this International Standard is English.

This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in
accordance with ISO/IEC Directives, Part 1 and ISO/IEC Directives, IEC Supplement, available
at www.iec.ch/members_experts/refdocs. The main document types developed by IEC are
described in greater detail at www.iec.ch/publications.

The committee has decided that the contents of this document will remain unchanged until the
stability date indicated on the IEC website under webstore.iec.ch in the data related to the
specific document. At this date, the document will be

e reconfirmed,
e withdrawn, or

e revised.

Full document details: IEC 62382 2024
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INTRODUCTION

The inspection and verification of the individual measurements and controls in conjunction with
the control systems used to monitor these devices is referred to as loop check. In industry,
numerous methods and philosophies are used to check the instrumentation and controls after
mechanical installation within projects for modified or new facilities.

This document was created to provide a better understanding of what loop check consists of
and also to provide a standard methodology for executing a loop check.

Annex A provides examples of checks for various loop components to aid the user in
establishing the desired loop check plans for a specific project. Annex B provides an example
of a loop check form.
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CONTROL SYSTEMS IN THE PROCESS INDUSTRY -
ELECTRICAL AND INSTRUMENTATION LOOP CHECK

1 Scope

1.1 General applicability

This document defines procedures and specifications for loop check, which comprises the
activities between the completion of the loop construction (including installation and point-to-
point checks) and the beginning of cold commissioning. This document is applicable for the
construction of new plants and for expansion or retrofits (i.e. revamping) of electrical and
instrument (E&I) installations in existing plants (including PLC, DCS, panel-mounted and field
instrumentation). It does not include a detailed checkout of power distribution systems, except
as they relate to the loops being checked (i.e. a motor starter or a power supply to a four-wire
transmitter). Loop checks can be performed throughout the lifecycle of the plant. This document
is also applicable when loop checks are performed after commissioning. This document
describes what is intended to be tested but not how the test is performed, due to the wide range
of technologies and equipment available.

The intent of this document is to provide a means for all parties, including the owner, the
installer and the vendor, to clearly establish and agree on the scope of activities and
responsibilities involved in performing these tests in order to achieve a timely delivery and
acceptance of the automation system. The activities described in this document can be taken
as a guideline and adapted to the specific requirements of the process, plant or equipment.

1.2 Exclusions
1.21 Prior and post activities

Engineering and manufacturing activities prior to or after the loop checks, such as FAT, SAT,
SIT and commissioning, are not covered by this document.

1.2.2 Regulated industries

For applications in the pharmaceutical or other highly specialized industries, additional
guidelines (e.g. good automated manufacturing practice (GAMP)), definitions and stipulations
apply in accordance with existing standards.

1.2.3 Safety instrumented systems

All loops are checked in accordance with this document. However, loops involved in safety
instrumented systems are subjected to additional testing. The IEC 61511 series provides
requirements for checks and validation of safety instrumented systems.

1.2.4 Manufacturing execution systems

Testing and verification of manufacturing execution systems (MES) is not covered by this
document.

1.2.5 Advanced process control

Testing and verification of advanced process control (APC) are not covered by this document.

1.2.6 Security for industrial automation and control systems

The IEC 62443 series provides requirements for network and system security. Documents
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1.2.7 User-specific procedures and requirements

This document does not describe any user-specific procedures and requirements that can be
related to loop check, e.g. positioning of process isolation valves, what state to leave the loop
in after check, calibration. It is the user's responsibility to ensure that these are added to the
loop check requirements as necessary.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies.
For undated references, the latest edition of the referenced document (including any
amendments) applies.

IEC 62381, Automation systems in the process industry — Factory acceptance test (FAT), site
acceptance test (SAT), and site integration test (SIT)

3 Terms, definitions and abbreviated terms

3.1 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

ISO and IEC maintain terminology databases for use in standardization at the following
addresses:

e |EC Electropedia: available at https://www.electropedia.org/

e |SO Online browsing platform: available at https://www.iso.org/obp

3.11

advanced process control

APC

system comprising several tools and techniques whose common characteristic is taking process
automation beyond the limits of single-loop control

Note 1 to entry: APC includes model-based software that is used to direct the process operation and is commonly
referred to as multivariable predictive control or model predictive control.

3.1.2

asset management system

software that works with or is a feature of the BPCS and that facilitates setting and recording
of configuration, as well as display and recording of diagnostics, of instrumentation connected
to the BPCS

3.1.3
automation system
complete system for the monitoring and control of production facilities

Note 1 to entry: An automation system can include a BPCS and can also include a SIS and other subsystems.
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3.1.4

basic process control system

BPCS

system which responds to input signals from the process, its associated equipment, other
programmable systems and/or operators and generates output signals causing the process and
its associated equipment to operate in the desired manner but which does not perform any SIF

Note 1 to entry: A BPCS includes all of the devices necessary to ensure that the process operates in the desired
manner.

Note 2 to entry: A BPCS typically can implement various functions such as process control functions, monitoring,
and alarms.

[SOURCE: IEC 61511-1:2016, 3.2.3]

3.1.5

basic software

software containing the graphic faceplates, base-level alarms and switch points, basic
interlocking and analogue control, at a minimum

Note 1 to entry: In the case of safety loops, any safety switch point should be included if it is not in the basic
database.

3.1.6

cold commissioning

phase, during which the activities associated with the testing and operation of equipment or
facilities using test media such as water or inert substances prior to any chemical in the system
being introduced take place

3.1.7

control system

system which responds to input signals from the process and/or from an operator and generates
output signals causing the process to operate in the desired manner

Note 1 to entry: The control system includes sensors and final elements and can be either a BPCS or a SIS or a
combination of the two.

[SOURCE: IEC 61511-1:2016, 3.2.10]

3.1.8

factory acceptance test

FAT

activity, including inspection and testing, to demonstrate that the automation system,
subsystem, or component is in accordance with the specification and is typically conducted at
the vendor's facility

3.1.9

factory integration test

FIT

activity, including inspection and testing, conducted at the vendor's facility to demonstrate that
the merging of some or all of the various subsystems and components into one overall
automation system functions in accordance with the specification

3.1.10
function diagram
graphical description of the E&l functions of the control system

Note 1 to entry: Refer to IEC 62708 and the IEC 61131 series.
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3.1.11

functional requirements specification

specification listing the detailed operational requirements for a control system (i.e. what the
system does, not how it does it)

3.1.12

hot commissioning

phase during which the activities associated with the testing and operation of equipment or
facilities using the actual chemical process prior to making an actual production run take place

3.1.13

installer

company that will install or has installed the automation system, subsystem, or component on
site

3.1.14

instrument specification

data sheet with all essential E&l data concerning tagging, function, description, measuring
range, accuracy, location, process data, instrument data, etc.

Note 1 to entry: Refer to ISA-TR20.00.01 for examples of instrument specifications.

3.1.15

loop

all the hardware and software necessary to work together for the measurement or
communication or control, or a combination thereof, of a process variable

Note 1 to entry: The loop consists of all associated components and functions including sensor, logic, control,
actuator, and HMI.

3.1.16

loop diagram

representation of hardware or basic software functions, or both, of a control loop with graphical
symbols

Note 1 to entry: A loop diagram shows equipment in its topological order and wiring including the terminals.

Note 2 to entry: Refer to IEC 62708 and ISA-5.4.

3.1.17
loop list
tabulation of all loops with tagging, function, service description, and PID reference

3.1.18

owner

company that operates the production facilities where the automation system is or will be
installed

3.1.19

precommissioning

phase, during which the activities of non-operating adjustments, cold alignment checks,
cleaning, and testing of machinery take place
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3.1.20

safety instrumented system

SIS

instrumented system used to implement one or more SIFs

Note 1 to entry: A SIS is composed of any combination of sensor(s), logic solver(s), and final element(s) (e.g. see
IEC 61511-1:2016, Figure 6). It also includes communication and ancillary equipment (e.g. cables, tubing, power
supply, impulse lines, heat tracing).

Note 2 to entry: A SIS can include software.

Note 3 to entry: A SIS can include human action as part of a SIF.

[SOURCE: IEC 61511-1:2016, 3.2.67, modified — In Note 3 to entry, Figure 6 and the reference
to ISA TR84.00.04:2015, part 1 have been omitted.]

3.1.21

site acceptance test

SAT

activity, including inspection and testing, conducted at the site of the installation, to demonstrate
that the installation of the automation system, any subsystem, or any component is in
accordance with the applicable standards, codes, specifications, and installation instructions

3.1.22

site integration test

SIT

activity, including inspection and testing, conducted at the site of the installation, to demonstrate
that the merging of the various subsystems and components into one overall automation system
is completed and that all components work together in accordance with the specification

3.1.23

start-up

milestone marking the end of cold commissioning and formally setting process equipment into
operation leading into production

3.1.24

vendor

manufacturer, distributor, or systems integrator of the automation system, subsystem, or
component

3.2 Abbreviated terms

The following abbreviated terms are used (for terms not otherwise defined):

DCS distributed control system

E&l electrical and instrumentation

HART highway addressable remote transducer
HMI human machine interface

HVAC heating, ventilation and air conditioning

/O input and output

MCC motor control centre

P&ID piping (or process) and instrument diagram
PLC programmable logic controller

SIF safety instrumented function
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4 Loop check schedule

Loop checks are performed to verify the proper operation of all loops prior to the commissioning
of a new plant or plant modification. They follow the installation of all the loop components and
the functionality checks of the control system after field installation. These functionality checks
shall be performed in accordance with IEC 62381. The loop checks will ideally occur in the
precommissioning phase of the schedule.

However, normal occurrence is that the loop checks begin when any specific loop is completed
and determined to be ready for check even if it is during the construction phase. The owner or
owner's designated representative shall determine prerequisites prior to beginning a loop
check. The loop check can substantially overlap the construction phase.

Loop checks are the last systematic check of a control system to ensure that:

e all loop documents (loop diagrams, loop check sheets, etc.) are current and available;

e all instrumentation and equipment have been delivered according to the design
specifications;

o the installation has occurred in accordance with engineering documents; and

e all loops function as required.

The proper operation of all loops shall be verified prior to proceeding to the commissioning
phase of the project. The loop checks are the quality check of the engineering design; the
delivered instrumentation and associated equipment; and their installation. The main loop-
related activities in the commissioning phase following loop check are loop tuning and
verification of all other loop operations and control schemes.

Figure 1 provides a general illustration of a portion of the timeline of a project from construction
to production, where the control system checks described in IEC 62381 and the loop checks
described in this document occur. The industry and the specifics of a project can vary the
relative timing of each test.

Commissioning
Construction Precommissioning Production

Cold Hot

FAT/FIT SAT SIT Loop checks

IEC

Figure 1 — Project phases and E&l testing

5 Loop check content

5.1 Included activities
5.1.1 General
The loop check includes the following elements of a loop.

e Hardware components — check the functionality and interoperability of:

— all loop components, located in the field, control room, or other rooms (e.g. rack
room), their configuration and their interconnection;

— input and output cards of the control system; and
— connections of the loop to other systems.
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e Software — check the configuration and functionality of:
— faceplate and graphics;

— alarms, including range and setpoint for analogue alarms and actuation for all alarms
in accordance with the alarm list;

— control (correct control algorithm configured, direct or reverse setting); and
— interlocking.
The loop check uses the basic graphics and faceplates of the control system. Inputs and outputs

can be connected not only to the BPCS but also to the SIS or other subsystems. They all are
monitored and displayed to the operator on the BPCS.

5.1.2 Loop check phases
The actual loop check involves the three following phases (see details in Clause 6).

e Documentation check

Check for the completeness and consistency of loop documents, including any
documents from the installation or FAT.

¢ Installation check
Visual inspection of loop devices for correct installation and tagging.
e Functional check
All loop components (hardware and software) are checked for proper configuration and
operation.
5.1.3 Deficiencies

During the loop check, the following three types of deficiencies can be found.

e Installation failures

Discrepancies with the specified hardware or the installation (incorrect installation,
incorrect instruments, etc.). The installer should resolve these problems.

e Configuration failures

Discrepancies between the software configuration and the software functional
specification. The entity responsible for the control system programming should resolve
these problems.

e Engineering and design failures

Discrepancies to be suspected when, despite installation of the designated instruments
in accordance with the applicable drawings, the desired functionality cannot be realized
(e.g. due to an incorrect drawing, specification, etc.). The entity responsible for the
engineering on the project should resolve these problems.

Additional deficiencies can be in the process design, but this can only be determined after
process start-up.

5.2 Excluded activities
The loop check does not include the following activities.

o test activities possible without construction being completed:
— software testing using simulation tools; and
— other factory acceptance tests performed at the vendor’s or other’s facilities;

e other software checkout activities (FAT, etc.);
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o detailed construction and mechanical inspections performed during the construction
phase:

— cable testing during construction (Hipot, Meggering, etc.); and
— point-to-point wiring checks;

o testing of the internal workings of package units (i.e. process subunits, machinery,
complex analysers, etc.);

NOTE Only the 1/0 testing of this equipment is included in the loop check.
o validation of safety instrumented systems;
e testing of network and system security;

e manufacturing execution systems, advanced process control, testing for regulated
industries;

e activities belonging to the commissioning phase: tuning of loops, instrument and control
schemes (e.g. calibrating of level transmitters by filling tanks; verification of complex
control schemes; tuning of continuous control schemes).

6 Loop check procedure

6.1 Loop check planning

Loop check planning begins with a complete list of all loops to be checked. These can be newly
installed loops or existing loops that are being modified. The test(s) to be performed on each
loop and the acceptance criteria shall then be established. Annex A provides some examples
of loop tests that can assist the user in developing a specific loop test plan for the loops on the
project.

All associated documentation for the loops to be checked should be assembled. This can
include items listed below:
e instrument index providing pertinent information for all instruments;
o loop list;
e P&ID drawings for the project;
e functional requirements specification;
o function diagrams (single- or multi-loop);
e instrument and equipment location plans;
o for each instrument loop to be checked:
— loop diagram,;
— instrument calibration document;
— instrument specification sheet for each device in the loop; and
— loop check sheet to document the checks;
e for each motor loop:
— loop diagram;
— motor elementary, single line diagram, power and control plan;
— loop check sheet to document the checks; and
— completed motor check sheets documenting motor installation checks performed;
e BPCS interlock list with detailed interlock descriptions and trip settings; and

e BPCS alarm list with all alarm settings and actions.
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If loop checks will require the involvement or assistance of a specialist (e.g. vendor
representative for an equipment package or specialty component), prior arrangements should
be made for that person’s participation in the loop checks.

6.2 Performance of loop check
6.2.1 Documentation check
The documentation check consists of the following activities.

e The checkout of the loop shall first establish that all documentation pertaining to that
loop is available and consistent. If the loop is one to be given special attention or
significance (e.g. a safety, quality, environmental, or other), the documentation for that
loop should be correctly labelled or identified accordingly.

e The pertinent documentation shall, as a minimum, contain a loop diagram and a
specification containing all calibration and functional data necessary to verify the correct
operation of the loop.

6.2.2 Visual inspection

The visual inspection consists of the following activities.

The installation of each loop component shall be visually checked against the documents to
ensure that the correct instruments were installed and that the installation is in accordance with
the hardware specifications and installation drawings. Visual checks shall include the following:
e valves and flowmeters are checked for correct installation with the direction of flow;
e local instrumentation can be easily read;

e all the elements of the loop are available, accessible, labelled and installed in a clean
and neat manner (including cables, wires, junction boxes, panels, cabinets, racks),
considering their maintenance;

e component and wire tagging is clear, readable, and unambiguous (no danger of false
interpretation);

o field elements are adequately protected from mechanical or environmental damage; and

o if a model exists, check the location of the instrument against the model.

The following supporting infrastructure shall also be visually checked for completeness and
correctness of installation, including properly installed and labelled:

e junction boxes, panels, cabinets, racks, and all wiring terminations;

e instrument piping and tubing;

e instrument air supply;

o utility power and power supplies; and

e wired and wireless networks.
6.2.3 Functional check prerequisites

Any problems found affecting loop performance shall be resolved prior to powering the loop and
performing loop checks. Prior to performing loop checks, the latest firmware and configuration
shall be downloaded to intelligent devices and the BPCS, SIS, or other system involved in loop
check shall be installed and its SAT completed. Any open items from previous checks that can
affect loop performance shall be resolved. Calibration of all devices in the loop shall be
completed prior to performing loop checks.
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6.2.4 Functional check

The functional checks of loops can be performed in logical groupings (e.g. by process area or
by control system termination rack) or as they become available after their installation. The
actual method and order of checkout should be defined by the project team prior to starting the
loop check.

The purpose of the functional check is to exercise all components of a loop during one test and
verify their individual and combined proper operation. Checking a loop in pieces does not qualify
as a loop functional check and shall not substitute for the loop functional check.

During the functional check of a loop, checks shall be made of each component’s operation
under fail conditions: does the component’s action on failure meet the required component fail-
safe action and does the loop’s action on failure of any component meet the required loop fail-
safe action?

6.3 Additional tests — Quality and safety relevant loops

All loops that are identified by the owner as quality-relevant (important to production quality)
and safety-measure-relevant (important to safety) loops should be rechecked after successful
completion of the loop check as a double check for proper operation. This check should also
be performed on the loop and all its components and be performed by different people than who
performed the initial check.

6.4 Partial loop checks

All components of a loop shall be tested together to confirm proper operation of the loop. Owing
to project deliveries or other schedule issues, it can be decided to test a loop in segments via
two or more partial loop tests, in order to identify problems or confirm operation. This approach
can be used but does not replace the requirement to test all components of a loop together
before that loop is placed in service.

Traditionally, these tests are performed using manual methods. With modern systems and test
equipment, some of these tests can also be performed using automated methods, depending
on the equipment’s capability. If automated methods are used, it is the responsibility of the
entity performing the tests to demonstrate that the automated tests completely cover all aspects
of the automated portion of the test plan and are validated.

6.5 After completion of loop checks

The final state of each loop after completing loop check shall be secured to ensure that there
are no modifications or subsequent interventions in the hardware or software. A complete
recheck shall be required for any loop that has been modified (hardware or software) or
disconnected after successful loop checks have been completed.

7 Documentation of performed loop checks

7.1 Documentation
Documentation of performed loop checks should include the following as a minimum.

e Loop check sheets — The results of each loop check shall be completely documented on
a loop check sheet intended for that purpose. Annex B provides an example of a loop
check sheet that can be used for various loops. Setup and configuration of loop
components should also be completely documented on the loop check sheet if they are
not otherwise documented. All deficiencies found during the loop checks shall be
documented on the loop check sheet. Deficiencies can be found in the loop
documentation, installation or operation.
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