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INTERNATIONAL ELECTROTECHNICAL COMMISSION 

____________ 

 
DIGITAL ADDRESSABLE LIGHTING INTERFACE –  

 
Part 104: General requirements –  

Wireless and alternative wired system components 
 

FOREWORD 
1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising 

all national electrotechnical committees (IEC National Committees). The object of IEC is to promote 
international co-operation on all questions concerning standardization in the electrical and electronic fields. To 
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications, 
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC 
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interested 
in the subject dealt with may participate in this preparatory work. International, governmental and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely 
with the International Organization for Standardization (ISO) in accordance with conditions determined by 
agreement between the two organizations. 

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international 
consensus of opinion on the relevant subjects since each technical committee has representation from all 
interested IEC National Committees. 

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National 
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC 
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any 
misinterpretation by any end user. 

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications 
transparently to the maximum extent possible in their national and regional publications. Any divergence 
between any IEC Publication and the corresponding national or regional publication shall be clearly indicated in 
the latter. 

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity 
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any 
services carried out by independent certification bodies. 

6) All users should ensure that they have the latest edition of this publication. 

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and 
members of its technical committees and IEC National Committees for any personal injury, property damage or 
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and 
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC 
Publications. 

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is 
indispensable for the correct application of this publication. 

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of 
patent rights. IEC shall not be held responsible for identifying any or all such patent rights. 

This consolidated version of the official IEC Standard and its amendment has been 
prepared for user convenience. 

IEC 62386-104 edition 1.1 contains the first edition (2019-05) [documents 34/600/FDIS 
and 34/611/RVD] and its amendment 1 (2023-12) [documents 34/1048/CDV and 
34/1131/RVC]. 

In this Redline version, a vertical line in the margin shows where the technical content 
is modified by amendment 1. Additions are in green text, deletions are in strikethrough 
red text. A separate Final version with all changes accepted is available in this 
publication. 
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International Standard IEC 62386-104 has been prepared by IEC technical committee 34: 
Lamps and related equipment. 

This document has been drafted in accordance with the ISO/IEC Directives, Part 2.  

This Part 104 of IEC 62386 is intended to be used in conjunction with: 

• Part 101, which contains general requirements for system components; 

• Part 102, which contains general requirements for the relevant product type (control gear), 
and with the appropriate Parts 2xx (particular requirements for control gear); 

• Part 103, which contains general requirements for the relevant product type (control 
devices), and the appropriate Parts 3xx (particular requirements for control devices). 

A list of all parts in the IEC 62386 series, published under the general title: Digital 
addressable lighting interface, can be found on the IEC website. 

The committee has decided that the contents of this document and its amendment will remain 
unchanged until the stability date indicated on the IEC website under webstore.iec.ch in the 
data related to the specific document. At this date, the document will be  

• reconfirmed, 

• withdrawn, or 

• revised. 
 

IMPORTANT – The 'colour inside' logo on the cover page of this publication indicates 
that it contains colours which are considered to be useful for the correct 
understanding of its contents. Users should therefore print this document using a 
colour printer. 
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INTRODUCTION 

IEC 62386 contains several parts, referred to as series. The IEC 62386-1xx series includes 
the basic specifications. Part 101 contains general requirements for system components, Part 
102 extends this information with general requirements for control gear and Part 103 extends 
it further with general requirements for control devices. 

The IEC 62386-2xx series extends the general requirements for control gear with lamp 
specific extensions (mainly for backward compatibility with Edition 1 of IEC 62386) and with 
control gear specific features. 

The IEC 62386-3xx series extends the general requirements for control devices with input 
device specific extensions describing the instance types as well as some common features 
that can be combined with multiple instance types. 

This first edition of IEC 62386-104 is intended to be used in conjunction with IEC 62386-101, 
IEC 62386-102 and the various parts that make up the IEC 62386-2xx series for control gear, 
and with IEC 62386-103 and the various parts that make up the IEC 62386-3xx series of 
particular requirements for control devices. The division into separately published parts 
provides for ease of future amendments and revisions. Additional requirements will be added 
as and when a need for them is recognised. 

The setup of the standards is graphically represented in Figure 1. 

 

Figure 1 – IEC 62386 graphical overview 

When this part of IEC 62386 refers to any of the clauses of the other parts of the IEC 62386-
1xx series, the extent to which such a clause is applicable and the order in which the tests are 
to be performed are specified. The other parts also include additional requirements, as 
necessary. 

All numbers used in this document are decimal numbers unless otherwise noted. Hexadecimal 
numbers are given in the format 0xVV, where VV is the value. Binary numbers are given in 
the format XXXXXXXXb or in the format XXXX XXXX, where X is 0 or 1; "x" in binary numbers 
means "don't care". 

  

IEC 

101 General requirements - 
System components 

103 General requirements - 
Control devices 

102 General requirements - 
Control gear 

2xx 2xx 2xx 2xx 2xx 3xx 3xx 3xx 3xx 3xx 

104 General requirements - 
Wireless and alternative wired system components   
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The following typographic expressions are used: 

Variables: “variableName” or “variableName[3:0]”, giving only bits 3 to 0 of “variableName”. 

Range of values: [lowest, highest] 

Command: “COMMAND NAME” 
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DIGITAL ADDRESSABLE LIGHTING INTERFACE –  
 

Part 104: General requirements –  
Wireless and alternative wired system components 

 
 
 

1 Scope 

The IEC 62386 series specifies a bus system for control by digital signals of electronic lighting 
equipment. This part of IEC 62386 applies to a system with wireless or alternative wired 
communication between its units, instead of a wired bus system, where the meaning of 
“wireless or alternative wired communication”, or in short “telecommunication”, is any type of 
communication network different from the wired system described in IEC 62386-101.  

Where the electronic lighting equipment is covered by the scope of IEC 61347 (all parts), it is 
in line with the requirements of IEC 61347 (all parts), with the addition of DC supplies. 

NOTE the definition of “telecommunication” applies only to this document and differs from the IEC Electropedia 
term in IEC 60050-701:1988, 701-01-05. 

2 Normative references 

The following documents are referred to in the text in such a way that some or all of their 
content constitutes requirements of this document. For dated references, only the edition 
cited applies. For undated references, the latest edition of the referenced document (including 
any amendments) applies. 

IEC 62386-101:2014, Digital addressable lighting interface – Part 101: General requirements 
– System components  
IEC 62386-101:2014/AMD1:2018 

IEC 62386-102:2014, Digital addressable lighting interface – Part 102: General requirements 
– Control gear  
IEC 62386-102:2014/AMD1:2018 

IEC 62386-103:2014, Digital addressable lighting interface – Part 103: General requirements 
– Control devices  
IEC 62386-103:2014/AMD1:2018 

Bluetooth® Specification – Mesh Protocol1, available at https://www.bluetooth.com/ 

Bluetooth® Document – Assigned Numbers, available at https://www.bluetooth.com/ 

3 Terms and definitions 

For the purposes of this document, the terms and definitions given in IEC 62386-101 and the 
following apply. 

___________ 

1 Bluetooth® is the trademark of a product supplied by Bluetooth SIG, Inc. This information is given for the 
convenience of users of this document and does not constitute an endorsement by IEC of the product named. 
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ISO and IEC maintain terminological databases for use in standardization at the following 
addresses: 

• IEC Electropedia: available at http://www.electropedia.org/ 

• ISO Online browsing platform: available at http://www.iso.org/obp 

3.1  
telecommunication 
communication method that may or may not require connection by wires, excluding the 
communication system described in IEC 62386-101 

3.2  
telecommunication unit 
logical unit or combination of logical units, containing one telecommunication interface 

3.3  
telecommunication interface 
physical transmitter or transceiver for communication 

3.4  
telecommunication system 
two or more telecommunication units using the same underlying telecommunication protocol, 
configured with the same system address if available, and so able to communicate with each 
other 

3.5  
control gear 
device that receives commands according to IEC 62386-102, but with a telecommunication 
interface described in IEC 62386-104, instead of a wired interface as described in 
IEC 62386-101 

3.6  
control device 
device that sends commands according to IEC 62386-103, but with a telecommunication 
interface described in IEC 62386-104, instead of a wired interface as described in 
IEC 62386-101 

3.7  
application controller 
control device according to IEC 62386-103, but with a telecommunication interface described 
in IEC 62386-104, instead of a wired interface as described in IEC 62386-101 

3.8  
input device 
control device according to IEC 62386-103, but with a telecommunication interface described 
in IEC 62386-104, instead of a wired interface as described in IEC 62386-101 

3.9  
system failure 
loss of communications described in the underlying telecommunication protocol 

Note 1 to entry: See Annex B. 

3.10  
underlying telecommunication protocol 
protocol for encapsulation and transportation of frames  

Note 1 to entry: The protocol is described in Annex B and the frames in Clause 7. 
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4 General 

4.1 Purpose 

The standardization of the digital addressable lighting interface is intended to achieve 
interoperable multi-vendor operation below the level of building management systems. 

EN 50491 and ISO 14672 are not applicable for the purposes of this document. 

IEC 62386-101:2014, 4.1 applies. 

4.2 Version number 

The requirements of IEC 62386-101:2014 and IEC 62386-101:2014/AMD1:2018, 4.2 apply, 
except “101” shall be replaced by “104”. 

4.3 System structure and architecture 

A system shall consist of the components listed in Table 1. 

Table 1 – System components 

Component Quantity For detailed information see 

control gear ≥ 0 IEC 62386-102 

application controller ≥ 1 IEC 62386-103 

input devices ≥ 0 IEC 62386-103 

 

Where in IEC 62386-102, IEC 62386-103, the IEC 62386-2xx or IEC 62386-3xx series, 
reference is made to IEC 62386-101:2014 and IEC 62386-101:2014/AMD1:2018, the 
reference shall instead be redirected to the respective clauses of this document. 

All telecommunication units within the same telecommunication system shall be capable of 
transmitting and receiving through their telecommunication interface. 

NOTE As a consequence of the above, every frame is visible to all control gear and control devices in the same 
telecommunication system. 

If there are several co-located systems, such as within the same RF reception range or on the 
same PLC line, the frames of one telecommunication system shall be visible only by the 
telecommunication interfaces of that specific system. 

Figure 2 shows an example of a telecommunication system structure. 
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Figure 2 – Telecommunication system structure example 

See Annex D for information on possible telecommunication system architectures. 

NOTE The interface of all the telecommunication system units in Figure 2 uses the same underlying 
telecommunication protocol, as defined in 3.4. 

4.4 System information flow 

Figure 3 shows the different frame types that are used for communication between the 
telecommunication units in a telecommunication system. A backward frame is only ever 
transmitted in response to a forward frame. 

IEC 

Input device 
IEC 62386-104,  

IEC 62386-103 and 
IEC 62386-3xx  

Control gear 
IEC 62386-104,  

IEC 62386-102 and 
IEC 62386-2xx  

Application 
controller 

IEC 62386-104 and 
IEC 62386-103 

Wireless system 
IEC 62386-104 

Control gear 
IEC 62386-104,  

IEC 62386-102 and 
IEC 62386-2xx 

Input device 
IEC 62386-104,  

IEC 62386-103 and 
IEC 62386-3xx  
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Figure 3 – Example of communication between telecommunication units 

Within the telecommunication system, there shall be no direct information flow between input 
devices and control gear. 

NOTE A system conforming to this document may consist of an application controller and control gear only – see 
Clause D.1. In such a system, user input need not result in transmission of forward frames. 

4.5 Command types 

The requirements of IEC 62386-101:2014, 4.5 apply. 

4.6 Telecommunication units 

4.6.1 General 

The telecommunication unit shall implement one of the underlying telecommunication 
protocols as listed in Annex B. All telecommunication units of a telecommunication system 
shall use the same underlying telecommunication protocol (see definition 3.4).  

4.6.2 Telecommunication transmitters and receivers in telecommunication units 

Table 2 summarizes the types of frames that the different types of telecommunication units 
may transmit or receive.  
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Table 2 – Transmitters and receivers in telecommunication units 

Telecommunication unit Receiver of Transmitter of 

Control gear Control gear forward 
frames Control gear backward frames 

Input device Control device forward 
frames  

Control device forward frames 

Control device backward frames 

Multi-master application 
controller 

Control device forward 
frames Control device forward frames 

Control gear forward 
frames a Control gear forward frames 

Control gear and control 
device backward frames b Control device backward frames 

Single master application 
controller 

Control gear and control 
device backward frames c Control gear forward frames d 

a Only applicable when the multi-master application controller is able to process control gear forward frames 
transmitted by other application controllers. 

b Only applicable when the multi-master application controller is able to process control gear or control device 
backward frames. 

c Only required if the single master application controller uses addressing or queries. 
d A single master application controller can also send control device forward frames if polling input devices. 

 

Control gear shall not transmit any of the following frame types: 

• control gear forward frames, 

• control device forward frames, or 

• control device backward frames. 

Control devices shall not transmit any of the following frame types: 

• control gear forward frames unless the control device is an application controller, or 

• control gear backward frames. 

Telecommunication single master application controllers shall not transmit the following frame 
type: 

• control device backward frames. 

4.6.3 Control gear 

Control gear shall conform to this document and to IEC 62386-102 and the applicable parts of 
the IEC 62386-2xx series.  

It shall contain a telecommunication transceiver for reception of control gear forward frames 
and transmission of control gear backward frames. 

4.6.4 Input device 

An input device shall conform to this document and to IEC 62386-103 and the applicable parts 
of the IEC 62386-3xx series. 

It shall contain a telecommunication transceiver for transmission of control device forward 
frames and control device backward frames and reception of control device forward frames. 
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4.6.5 Single master application controller 

A single-master application controller shall conform to this document and to IEC 62386-103. 

It shall contain a transmitter following the requirements defined in 4.6.2. 

NOTE 1 A single master application controller may also contain a receiver to receive control gear backward 
frames. Receiver implementation can be necessary to meet the requirements of the underlying telecommunication 
protocol (see 3.10). 

A single-master application controller shall use the commands defined in IEC 62386-102 and, 
if applicable, parts of the IEC 62386-2xx series to communicate with control gear. 

NOTE 2 The control methods and algorithms of an application controller used for lighting control are not within 
the scope of IEC 62386 (all parts). 

NOTE 3 A single master application controller can be used in the same telecommunication system as input 
devices with event messages disabled. See IEC 62386-103 for further information on input devices. 

4.6.6 Multi-master application controller 

A multi-master application controller shall be conformant to this document and to 
IEC 62386-103. 

It shall contain a telecommunication transceiver for reception and transmission of the frames 
shown in Table 2. 

A multi-master application controller shall use the commands defined in IEC 62386-102 and, if 
applicable, relevant parts of the IEC 62386-2xx series to communicate with the control gear. It 
shall use the commands defined in IEC 62386-103 and, if applicable, relevant parts of the 
IEC 62386-3xx series to communicate with control devices. 

NOTE 1 The control methods and algorithms of an application controller used for lighting control are not in the 
scope of IEC 62386 (all parts). 

NOTE 2 The standardization of data exchange between different application controllers in the same 
telecommunication system is not in the scope of IEC 62386 (all parts). 

4.6.7 Sharing an telecommunication interface 

The requirements of IEC 62386-101:2014, 4.6.6 apply, with the following modifications: 

• “physical interface” and “shared interface” shall be replaced with “telecommunication 
interface”; 

• “interface” at the top of Figure 4 shall be replaced with “telecommunication interface”; 

• “bus power supply” in Figure 4 shall be deleted; 

• “bus unit” shall be replaced with “telecommunication unit”. 

4.7 Power interruptions at telecommunication units 

The requirements of IEC 62386-101:2014 and IEC 62386-101:2014/AMD1:2018, 4.11 apply to 
externally powered telecommunication units, with the following modifications: 

• Table 4 in 4.11.1 and references to it shall be deleted; 

• “bus unit” shall be replaced with “telecommunication unit”; 

• 4.11.4 and 4.11.5 shall be deleted; 

• Requirements for bus power supplies shall be deleted; 

• Table 6 in 4.11.6 shall be replaced by Table 3 as follows. 
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Table 3 – Start-up timing 

 Minimum Typical Maximum 

Receiver start-up time, after external 
power cycle   450 ms 

Transmitter start-up time 110 ms   

 

• Figure 5 in 4.11.6 shall be replaced by Figure 4 as follows. 

 

Figure 4 – Start up timing example 

For telecommunication control gear, the activation of powerOnLevel described in 9.13 of 
IEC 62386-102:2014 and IEC 62386-102:2014/AMD1:2018 shall be modified as follows: 

• If powerOnDelay > 0: Table 11 of IEC 62386-102:2014 and IEC 62386-
102:2014/AMD1:2018 shall be replaced with the following Table 4: 

Table 4 – Power on timing 

Power on behaviour Minimum time (ms) Maximum time (ms) 

Lamp off  powerOnDelay x 100 

Grey area > powerOnDelay x 100 < powerOnDelay x 125 

Power on level powerOnDelay x 125  

 

5 Electrical specification 

If the telecommunication unit has an antenna or other interface for transmitting and receiving 
the frames described in this document, and if the location of the antenna (or the interface) 
must be marked according to regulations, then this requirement shall be detailed in the 
relevant underlying telecommunication protocol (Annex B). 

6 Telecommunication unit power supply 

Telecommunication units may be supplied from an external supply, or from internal supplies 
such as batteries or energy harvesting. 
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7 Transmission protocol structure 

7.1 General 

7.1.1 Frame types 

Table 5 shows the different frame types defined for telecommunication units. 

Table 5 – Telecommunication frame types 

 Telecommunication frame content 

Telecommunication 
frame type 

Transaction 
type 

Source 
address 

Frame 
format 

Payload 

Control gear forward 
frame 

xxxx R000b xuaa aaaab  1 byte 2 to 20 bytes 

Control gear backward 
frame 

xxxx x001b xuaa aaaab  1 byte 3 to 16 bytes 

Control device forward 
frame 

xxxx R010b xuaa aaaab  1 byte 3 to 27 bytes 

Control device 
backward frame 

xxxx x011b xuaa aaaab  1 byte 4 to 19 bytes 

32-bit forward frame xxxx R100b xuaa aaaab  1 byte 4 to 35 bytes 

Reply to 32-bit forward 
frame 

xxxx x101b xuaa aaaab  1 byte 4 to 23 bytes 

Reserved for n-bit 
forward frame 

xxxx R110b xuaa aaaab  1 byte varies 

Reserved for reply to n-
bit forward frame 

xxxx x111b xuaa aaaab  1 byte varies 

 

The transaction type and source address are common to all telecommunication frame types. 
The frame format and payload are described in 7.2 to 7.7. 

NOTE  More about allocating addresses to telecommunication devices, including an example, can be found in 
Annex C. 

7.1.2 Transaction type 

The transaction type shall consist of one byte with the format xxxx Rtttb (forward frames) 
or xxxx xtttb (backward frames), where: 

• x: Reserved bit. Set to 0 if there are no requirements from the underlying 
telecommunication  protocol. 

• R: 1 if any reply to the frame is to be sent using a reliable method, if supported by the 
underlying telecommunication protocol (see Annex B), 0 otherwise. 

• ttt: The telecommunication frame type 000b-111b, as shown in Table 5.  

7.1.3 Source address 

The source address shall consist of one byte with the format xuaa aaaab. 

x: Reserved bit. Set to 0. 
u: Short address status (according to IEC 62386-102 or IEC 62386-103) of the 

transmitting device: 1 = unaddressed; 0 = short address present. 
aaaaaa: Short address (according to IEC 62386-102or IEC 62386-103) of the transmitting 

device. 
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7.2 Control gear forward frame 

7.2.1 General 

A control gear forward frame consists of the information shown in Table 6. 

Table 6 – Control gear forward frame 

Control gear forward 
frame 

Transaction type Source address Frame format Payload 

xxxx R000b xuaa aaaab TACC CDDxb 2 to 20 bytes 

 

Operation on reception of a control gear forward frame is described in 9.8.2.  

7.2.2 Frame format (control gear forward frame) 

The frame format of the control gear forward frame shall consist of one byte with the format 
shown in Table 6, where: 

T: 1 if the payload contains the device type. 
A: 1 if the payload contains separate address bytes for each opcode. 
CCC: CCCb + 1 = the number of opcode bytes in the payload (1 to 8). 
DD: The number of DTR bytes in the payload (0 to 3). 
x: Reserved bit. Set to 0. 

7.2.3 Payload (control gear forward frame) 

This consists of the content specified in the frame format byte. If present, the payload content 
has the following meaning and appears in the order shown: 

Device type: Bits 0:6 = the device type according to of IEC 62386-2xx (all parts), in the 
range [0, 0x7F]. Bit 7 = 1 indicates that ENABLE DEVICE TYPE prefixes 
every command in the payload; otherwise ENABLE DEVICE TYPE only 
prefixes the first command in the payload. 1 byte. 

Address (0): According to IEC 62386-102. 1 byte. 
Opcode (0): According to IEC 62386-102. 1 byte. 
 further bytes (address, opcode) according to frame format bits A and CCC. 
DTR0 According to IEC 62386-102. Present if DD ≥ 01b. 1 byte. 
DTR1 According to IEC 62386-102. Present if DD ≥ 10b. 1 byte. 
DTR2 According to IEC 62386-102. Present if DD = 11b. 1 byte. 

NOTE An example with a frame format byte of 1000 1100b would have a payload containing the six bytes: Device 
type, Address 0, Opcode 0, Opcode 1, DTR0, DTR1. Further examples are shown in Clause A.1. 

7.3 Control gear backward frame 

7.3.1 General 

A control gear backward frame consists of the information shown in Table 7. 

Table 7 – Control gear backward frame 

Control gear 
backward frame 

Transaction type Source address Frame format Payload 

xxxx x001b xuaa aaaab TAMR RDDSb 3 to 16 bytes 

 

Full document details: IEC 62386-104-2023

http://avadocuments2026.com/doc/iec-62386-104-2023
http://avadocuments2026.com/doc/iec-62386-104-2023


 – 20 – IEC 62386-104:2019+AMD1:2023 CSV 
   IEC 2023 
For queries specified in IEC 62386-102 and IEC 62386-2xx (all parts) that can result in only 
two possible answers of YES or NO, instead of no reply for NO, the reply 0x00 shall be sent. 
Other queries that can result in more than two possible answers that would result in no reply, 
shall also result in no reply and shall cancel replies to subsequent queries in the same 
received transaction, but this shall not cancel execution of such query commands. 

Values of any DTR or status information supplied in the backward frame shall correspond to 
the values in the control gear that were present immediately after execution of the last opcode 
being replied to by this backward frame. 

It is recommended that status information sent by the control gear is included in the backward 
frame where the resulting transaction is within the size limit of the underlying 
telecommunication protocol without leading to fragmentation. For some commands or 
transactions, DTR values may be more important to application controllers than status 
information – for example after execution of commands that affect a DTR value. 

NOTE An example of a command where the replies are not limited to YES and NO, is READ MEMORY 
LOCATION. If a transaction consists of three READ MEMORY LOCATION, where the second memory location is 
not implemented and so has no reply when read, this will also result in the third reply not being returned, but does 
not prevent execution of the queries related to the suppressed replies, such as incrementing “DTR0”. An 
application controller would have to send another frame, setting “DTR0” and including the additional READ 
MEMORY LOCATION for the third location in this example. 

7.3.2 Frame format (control gear backward frame) 

This consists of 1 byte with the format shown in Table 7, where: 

T: 1 if the payload contains the device type. 
A: 1 if the payload contains separate address bytes for each opcode. If A = 1, then  M 

shall be 1. 
M: 1 if the payload contains multiple opcode bytes. 
RR: RR + 1 = the number of reply bytes in the payload (1 to 4). 
DD: The number of data transfer register (DTR) bytes or status bytes in the payload (0 to 

3). 
S: 1 if the extra bytes specified by DD are status information, 0 if the extra bytes are DTR 

values. 

NOTE An example where M = 0 could be a reply to multiple READ MEMORY LOCATION commands. 

The control gear may or may not decide to include DTR bytes or status information in the 
reply. Inclusion of DTR or status information is recommended where such information has 
changed since the previous transmission of a backward frame containing DTR or status 
information. 

7.3.3 Payload (control gear backward frame) 

This consists of the content specified in the frame format byte. If present, the payload content 
has the following meaning and appears in the order shown: 

• Device type: Bits 0:6 = The device type according to IEC 62386-2xx (all parts), in the 
range [0, 0x7F]. Bit 7 = 1 indicates that ENABLE DEVICE TYPE prefixes every command 
in the payload; otherwise ENABLE DEVICE TYPE only prefixes the first command in the 
payload. 1 byte. 

• Address (0): According to IEC 62386-102. 1 byte. 

• Opcode (0): According to IEC 62386-102. 1 byte. 

• Reply (0): 8 data bits of the backward frame according to IEC 62386-102. 
Further (address, opcode, reply) bytes according to frame format bits A, M and RR. 

• DTR0: According to IEC 62386-102. Present if DD ≥ 01b and S = 0. 1 byte. 
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• DTR1: According to IEC 62386-102. Present if DD ≥ 10b and S = 0. 1 byte. 

• DTR2: According to IEC 62386-102x. Present if DD = 11b and S = 0. 1 byte. 

• actualLevel: According to IEC 62386-102. Present if DD ≥ 01b and S = 1. 1 byte. 

• STATUS: According to IEC 62386-102. Present if DD ≥ 10b and S = 1. 1 byte. 

• fadeTime/fadeRate According to IEC 62386-102. Present if DD = 11b and S = 1. 1 byte. 

NOTE An example with a frame format byte of 0110 1000b would have a payload containing the six bytes: 
Address 0, Opcode 0, Reply 0, Address 1, Opcode 1, Reply 1. Further examples are shown in Clause A.2. 

Decoding of a received control gear backward frame is described in 9.8.3. 

7.4 Control device forward frame 

7.4.1 General 

A control device forward frame consists of the information shown in Table 8. 

Table 8 – Control device forward frame 

Control device 
forward frame 

Transaction type Source address Frame format Payload 

xxxx R010b xuaa aaaab xACC CDDxb 3 to 27 bytes 

 

Operation on reception of a control device forward frame is described in 9.8.4. 

7.4.2 Frame format (control device forward frame) 

This consists of 1 byte with the format shown in Table 8, where: 

A: 1 if the payload contains separate address and instance bytes for each opcode. 
CCC: CCC + 1 = the number of opcode bytes in the payload (1 to 8). 
DD: The number of data transfer register (DTR) bytes in the payload (0 to 3). 
x: Reserved bit. Set to 0. 

7.4.3 Payload (control device forward frame) 

This consists of the content specified in the frame format byte. If present, the payload content 
has the following meaning and appears in the order shown: 

• Address (0): Address byte according to IEC 62386-103. 1 byte. 

• Instance (0): Instance byte according to IEC 62386-103. 1 byte. 

• Opcode (0): Opcode byte according to IEC 62386-103. 1 byte. 

• further (address, instance, opcode) bytes according to frame format bits A and CCC. 

• DTR0: According to IEC 62386-103. Present if DD ≥ 01b. 1 byte. 

• DTR1: According to IEC 62386-103. Present if DD ≥ 10b. 1 byte. 

• DTR2: According to IEC 62386-103. Present if DD = 11b. 1 byte. 

NOTE An example with a frame format byte of 0100 1000b would have a payload containing the six bytes: 
Address 0, Instance 0, Opcode 0, Address 1, Instance 1, Opcode 1. Further examples are shown in Clause A.3. 
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7.5 Control device backward frame 

7.5.1 General 

A control device backward frame consists of the information shown in Table 9. 

Table 9 – Control device backward frame 

Control device 
backward frame 

Transaction type Source address Frame format Payload 

xxxx x011b xuaa aaaab xAMR R DDSb 4 to 19 bytes 

 

Decoding a received control device backward frame is described in 9.8.5. 

For queries in IEC 62386-103 and IEC 62386-3xx (all parts) that can result in only two 
possible answers of YES or NO, instead of no reply for NO, the reply 0x00 shall be sent. 
Other queries that can result in more than two possible answers that would result in no reply, 
shall also result in no reply and shall cancel replies to subsequent queries of the same 
received transaction. 

It is recommended that status information is included in the backward frame where the 
resulting transaction is within the size limit of the underlying telecommunication protocol 
without leading to fragmentation. For some commands or transactions, DTR values may be 
more important to application controllers than status information – for example after execution 
of commands that affect a DTR value. 

Values of any DTR or status information supplied in the backward frame shall correspond to 
the values in the control device that were present immediately after execution of the last 
opcode being replied to by this backward frame. 

7.5.2 Frame format (control device backward frame) 

This consists of 1 byte with the format shown in Table 9, where: 

A: 1 if the payload contains separate address and instance bytes for each opcode. If
 A = 1, then M shall be 1. 

M: 1 if the payload contains multiple opcode bytes. 
RR: RR + 1 = the number of reply bytes in the payload (1 to 4). 
DD: The number of data transfer register (DTR) bytes or status bytes in the payload (0 to 

3). 
S: 1 if the extra bytes specified by DD are status information, 0 if the extra bytes are DTR 

values. 
x: Reserved bit. Set to 0. 

The control device may or may not decide to include DTR bytes or status information in the 
reply. Inclusion of DTR or status information is recommended where such information has 
changed since the previous transmission of a backward frame containing DTR or status. 

7.5.3 Payload (control device backward frame) 

This consists of the content specified in the frame format byte. If present, the payload content 
has the following meaning and appears in the order shown: 

• Address (0): According to IEC 62386-103. 1 byte. 

• Instance (0): According to IEC 62386-103. 1 byte. 

• Opcode (0): According to IEC 62386-103. 1 byte. 
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• Reply (0): 8 data bits of the backward frame according to IEC 62386-103. 

• further (address, instance, opcode, reply) bytes according to frame format bits A, M and 
RR. 

• DTR0: According to IEC 62386-103. Present if DD ≥ 01b and S = 0. 1 byte. 

• DTR1: According to IEC 62386-103. Present if DD ≥ 10b and S = 0. 1 byte. 

• DTR2: According to IEC 62386-103. Present if DD = 11b and S = 0. 1 byte. 

• Device Status: According to IEC 62386-103. Present if DD = 01b and S = 1. 1 byte. 

Combinations with S = 1 and DD > 01b, are reserved. 

NOTE An example with a frame format byte of 0001 0000b would have a payload containing the six bytes: 
Address, Instance, Opcode, Reply 0, Reply 1, Reply 2. Further examples are shown in clause A.4 . 

Decoding a received control device backward frame is described in 9.8.5. 

7.6 32-bit forward frame 

7.6.1 General 

A 32-bit forward frame consists of the information shown in Table 10. 

Table 10 – 32-bit forward frame 

32-bit forward 
frame 

Transaction type Source address Frame format Payload 

xxxx R100b xuaa aaaab xxCC CDDxb 4 to 35 bytes 

 

7.6.2 Frame format (32-bit forward frame) 

This consists of 1 byte with the xxCC CDDxb format shown in Table 10, where: 

• CCC: CCC + 1 = the number of 32-bit frames in the payload (1-8). 

• DD:  The number of Data Transfer Register (DTR) bytes in the payload (0-3). 

• x:  Reserved bits. Set to 0. 

7.6.3 Payload (32-bit forward frame) 

This consists of the content specified in the Frame format byte. If present, the payload 
content has the following meaning and appears in the order shown, according to Frame 
format bits of CCC: 

• Frame32 (0): 4 bytes, most significant byte first. 

• Further (Frame32) words according to Frame format bits CCC. 

The DTRx can be according to part 102 or 103. The destination (control gear or control 
device) can be determined by the content of the 32-bit frames 

• DTR0: According to IEC 62386-102amd1:20xx and IEC 62386-103amd1:20xx. Present if 
DD ≥ 01b. 1 byte. 

• DTR1: According to IEC 62386-102amd1:20xx and IEC 62386-103amd1:20xx. Present if 
DD ≥ 10b. 1 byte. 

• DTR2: According to IEC 62386-102amd1:20xx and IEC 62386-103amd1:20xx. Present if 
DD = 11b. 1 byte. 
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7.7 32-bit reply frame 

7.7.1 General 

A 32-bit reply frame consists of the information shown in Table 11. 

Table 11 – 32-bit reply frame 

32-bit reply frame Transaction type Source address Frame format Payload 

xxxx x101b xuaa aaaab xxxR RDDxb 4 to 23 bytes 

 

7.7.2 Frame format (32-bit reply frame) 

This consists of 1 byte with the format shown in Table 11, where: 

• RR:  RR + 1 = the number of reply bytes in the payload (1-4). 

• DD:  The number of Data Transfer Register (DTR) bytes in the payload (0-3). 

• x:  Reserved bits. Set to 0. 

7.7.3 Payload (32-bit reply frame) 

This consists of the content specified in the Frame format byte. If present, the payload 
content has the following meaning and appears in the order shown: 

• Frame32 (0): 4 bytes, most significant byte first. 

• Reply (0): 8 data bits of the backward frame. 

• Further (Frame32, Reply) bytes according to Frame format bits RR. 

• DTR0: According to IEC 62386-102amd1:20xx and IEC 62386-103amd1:20xx. Present if 
DD ≥ 01b. 1 byte. 

• DTR1: According to IEC 62386-102amd1:20xx and IEC 62386-103amd1:20xx. Present if 
DD ≥ 10b. 1 byte. 

• DTR2: According to IEC 62386-102amd1:20xx and IEC 62386-103amd1:20xx. Present if 
DD = 11b. 1 byte. 

NOTE An application controller receiving a reply to a 32-bit forward frame, will need to check the forward frame 
content to determine if the source address byte contains the short address of a control device or control gear. 

8 Timing 

The requirements of IEC 62386-101:2014 and IEC 62386-101:2014/AMD1:2018, Clause 8, do 
not apply.  

9 Method of operation 

9.1 Dealing with frames and commands 

Frames shall be accepted when the underlying telecommunication protocol has received a 
complete transaction of frames, as described in 9.3, provided the frame is not rejected due to 
the system address check (9.7). 

Commands shall be accepted or ignored in accordance with 9.1.3 of 
IEC 62386-101:AMD1:2018. 

Commands shall be executed or discarded in accordance with 9.1.4 of 
IEC 62386-101/AMD1:2018, except the requirement to execute in the settling times between 
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frames is replaced by the requirement to execute before the next complete transaction is 
received and executed, unless explicitly stated otherwise in the description of the relevant 
commands. 

9.2 Collision avoidance, collision detection and collision recovery 

The requirements of IEC 62386-101:2014/AMD1:2018, 9.2 do not apply. The collision 
avoidance, detection and recovery methods of the underlying telecommunication protocol 
apply (see Annex B). 

9.3 Transactions 

9.3.1 General 

A transaction consists of one or more telecommunication frames described in 7.1, transmitted 
using the underlying telecommunication protocol such that the order of the frames is 
maintained from the transmitting telecommunication unit to the receiving telecommunication 
unit(s). All frames within a transaction shall have the same transaction type byte as described 
in 7.1.2.  

9.3.2 Transactions of forward frames 

Several forward frames of the same type – either all control gear forward frames or all control 
device forward frames, or all 32-bit forward frames – can be sent as a transaction. 

Forward frames that form part of a transaction shall be accepted for further processing, 
provided all of the following conditions are true: 

• all frames within the transaction have been received; 

• all frames within the transaction have the same transaction type byte (7.1.2); 

Once a complete transaction has been received, commands and DTR configuration within 
forward frames shall be executed in the order that the frames appear in the transaction.  

9.3.3 Transactions of backward frames 

Where multiple commands requiring a reply are received within a single transaction, the 
replies shall also be sent within a single transaction, except when the number of backward 
frames required exceeds the size limit for one transaction, in which case multiple transactions 
shall be used. 

NOTE Only application controllers process the content of backward frames, and may decide to process backward 
frames without waiting for reception of the complete transactions. 

9.4 Send-twice forward frames and send-twice commands 

Send-twice commands defined in IEC 62386-102, IEC 62386-103, IEC 62386-2xx (all parts) or 
IEC 62386-3xx (all parts) need to be received only once before being executed, and shall be 
sent only once for each desired operation. 

9.5 Command iteration 

The requirements of IEC 62386-101:2014/AMD1:2018, 9.5 apply, except that the following 
shall be disregarded: 

• requirements that reference 8.1 or 8.3 of IEC 62386-101:2014 and 
IEC 62386-101:2014/AMD1:2018; 

• requirements of Table 26 of IEC 62386-101:2014 and IEC 62386-101:2014/AMD1:2018; 

• requirements of 8.2.1 of IEC 62386-101:2014 and IEC 62386-101:2014/AMD1:2018 
referenced by Table 27. 
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9.6 Usage of a shared interface 

9.6.1 General 

The requirements of IEC 62386-101:2014 and IEC 62386-101:2014/AMD1:2018, 9.5.1 apply. 

The requirements of IEC 62386-101:2014 and IEC 62386-101:2014/AMD1:2018, 9.6 apply, 
with the following replacements. 

9.6.2 Backward frames 

If multiple logical units or instances are required to reply with backward frame content that is 
identical except for the short address bits of the source address, the transmitter shall only 
send the first such backward frame and shall suppress the transmission of the additional 
identical backward frames relating to the same query. 

NOTE See Annex A for examples. 

9.6.3 Forward frames 

The transmitter shall transmit the forward frames generated within the telecommunication unit 
sequentially. 

The receiving telecommunication unit shall process each command in the received forward 
frame in order, such that all logical units in the telecommunication unit process the first 
command before proceeding to the next command. 

NOTE If a forward frame containing two query commands is received, for example, by a telecommunication unit 
containing multiple logical devices, the first query command will be executed by all these logical units, including 
transmission of the related backward frames, before the second query command is executed.  

9.7 Addressing 

Some underlying telecommunication protocols support the use of a system address 
(Annex B). Control gear and input devices shall ignore forward frames unless they have a 
matching system address (see: systemAddress variable, Table 12) or the frame is sent to 
system address 0. 

Logical units within a telecommunication unit shall share a common system address where 
the logical units are control gear or input devices. Application controllers may transmit frames 
to any system address, and may receive frames sent to any system address. 

NOTE The system address of the destination is normally the same as the system address of the transmitting 
device. An exception could be an application controller that is capable of communicating with more than one 
system address. 

9.8 Frame decoding and command execution 

9.8.1 General 

Once a frame is accepted, the frame format shall be checked. Frames received containing 
less information than specified in the frame format byte, shall be discarded. If any forward 
frame of a transaction is discarded, the whole transaction shall be discarded. 

Transactions of forward frames shall be executed in the order they are received. Forward 
frames within a transaction shall be executed in the order they appear within the transaction. 

If a forward frame contains DTR values, these shall be set first. Commands within a frame 
shall be then executed sequentially in the order they appear within the frame. 
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The first command within the first forward frame of a transaction shall be executed within 
5 ms of the transaction being accepted, and subsequent commands shall be executed within 
5 ms of the previous command execution, unless explicitly stated otherwise in the description 
of the command.  

NOTE In case forward frames are accepted at a rate faster than the telecommunication unit can execute the 
frames, then accepted frames may be queued for execution, or may be discarded. 

9.8.2 Decoding and execution of control gear forward frames 

Control gear forward frame content as specified in the frame format byte (7.2.2) shall be 
discarded if the total number of bytes in the payload does not match the number of bytes 
specified by the frame format T, A, CC and DD bits. 

After checking that the frame contains the correct number of bytes, execution shall proceed 
as follows: 

• If the frame contains DTR registers, these shall be set. 

• If the frame contains a device type, the ENABLE DEVICE TYPE (data) command shall be 
executed according to IEC 62386-102. 

• The first address byte and first command byte shall be read and executed according to 
IEC 62386-102 or IEC 62386-2xx (all parts). 

• If the frame contains further command bytes, these shall be executed according to 
IEC 62386-102 or IEC 62386-2xx (all parts), using 
– an ENABLE DEVICE TYPE (data) command executed according to IEC 62386-102 if 

the frame contains a device type and bit 7 of the device type is set; and 
– the first address byte if the frame format indicates the address bytes are common; or 
– the next corresponding address byte if the frame format indicates the address bytes 

are separate. 

NOTE See clause A.1 for examples of control gear forward frames. 

9.8.3 Decoding of control gear backward frames 

Control gear backward frame content as specified in the frame format byte (7.3.2), shall be 
discarded if: 

• the total number of bytes in the payload does not match the number of bytes specified by 
the frame format T, A, RR, DD and M bits. 

After checking that the frame contains the correct number of bytes, application controllers 
may extract the information from the backward frame as described in 7.3.3.  

NOTE  See clause A.2 for examples of control gear backward frames. 

9.8.4 Decoding and execution of control device forward frames 

Control device forward frame content specified in the frame format byte (7.4.2), shall be 
discarded if: 

• the total number of bytes in the payload does not match the number of bytes specified by 
the frame format A, CC and D bits. 

After checking that the frame contains the correct number of bytes, execution shall proceed 
as follows: 

• If the frame contains DTR registers, these shall be set. 

• The first address byte, instance byte and command byte shall be read and executed 
according to IEC 62386-103 or IEC 62386-3xx (all parts). 
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• If the frame contains further command bytes, these shall be executed according to 

IEC 62386 -103 or IEC 62386-3xx (all parts), using 
– the first address and instance bytes if the frame format indicates the address bytes are 

common; or 
– the next corresponding address and instance bytes if the frame format indicates the 

address bytes are separate. 

NOTE See clause A.3 for examples of control device forward frames. 

9.8.5 Decoding of control device backward frames 

Control device backward frame content as specified in the frame format byte (7.5.2), shall be 
discarded if the total number of bytes in the payload does not match the number of bytes 
specified by the frame format RR, DD and M bits. 

After checking that the frame contains the correct number of bytes, application controllers 
may extract the information from the backward frame as described in 7.5.3.  

NOTE See clause A.4 for examples of control device backward frames. 

9.8.6 Decoding and execution of 32-bit forward frames 

32-bit forward frame content as specified in the frame format byte (7.6.2), and shall be 
discarded if the total number of bytes in the payload does not match the number of bytes 
specified by the frame format CCC and DD bits. 

After checking that the frame contains the correct number of bytes, execution shall proceed 
as follows: 

• If the frame contains values for DTR registers, these values shall be used to update the 
DTR registers of all control gear and control device logical units within the 
telecommunication unit; 

• The first Frame32 word (4 bytes) shall be read and executed; 

• If the frame contains further Frame32 words, these shall be executed. 

NOTE Processing and execution of 32-bit frames is specified in other IEC 62386 parts, for example 
IEC 62386-105. 

9.8.7 Decoding and execution of 32-bit backward frames 

32-bit backward frame content as specified in the frame format byte 7.7.2 shall be discarded if 
the total number of bytes in the payload does not match the number of bytes specified by the 
frame format RR and DD bits. 

After checking that the frame contains the correct number of bytes, application controllers 
may extract the information from the backward frame as described in 7.7.3.  

NOTE Processing and execution of 32-bit frames is specified in other IEC 62386 parts, for example 
IEC 62386-105. 

9.9 System failure 

A system failure timer shall be provided. Expiry of the timer shall cause systemFailure to be set 
to TRUE. On power up, the timer shall be disabled. For configuration of this timer, see: 
11.5.3. 

10 Declaration of variables 

Variables are declared in Table 12. 
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Table 12 – Declaration of variables 

Variable Default value 
(factory) 

Reset value Power on value Range of validity Memory 
type 

“systemAddress”a 0 no change no change [0,254b]  NVM 

“powerOnDelay”c 0 0 no change 0, [5,255] NVM 

a systemAddress is implemented if supported by the underlying telecommunication protocol (see Annex B). 
b The upper limit for systemAddress shall be dependent on the underlying telecommunication protocol (see 

Annex B). 
c This variable exists for telecommunication control gear only. 
 

11 Definition of commands 

11.1 Additional commands for telecommunication control gear 

Table 13 gives an overview of the additional commands for telecommunication control gear. 

Table 13 – Additional commands for telecommunication control gear 

Command name Address 
byte 

Opcode 
byte 

D
TR

0 

D
TR

1 

D
TR

2 

A
ns

w
er

 

References Command 
reference 

See 
IEC 62386

-102,  
7.2.2 S

el
ec

t
or

 b
it 

SET POWER ON DELAY (DTR0) Device 1 0x82      11.3.2 

QUERY POWER ON DELAY Device 1 0xAB      11.4 

QUERY SYSTEM ADDRESS 
( DTR0, DTR1) a 0xBB 0x01      11.5.1 

PROGRAM SYSTEM ADDRESS 
(data) 0xBD data      11.5.2 

DELAY SYSTEM FAILURE (data) 0xBF data      11.5.3 

a NOTE The answer to the special command QUERY SYSTEM ADDRESS consists of 5 reply bytes instead of 
the usual 1 reply byte. Refer to 11.5.1 

 

11.2 Additional commands for telecommunication control devices 

Table 14 gives an overview of the additional commands for telecommunication control 
devices. 

Table 14 – Additional commands for telecommunication control devices 

Command name Address 
byte 

Instance 
byte 

Opcode 
byte 

D
TR

0 

D
TR

1 

D
TR

2 

A
ns

w
er

 Refere
nces 

Command 
reference 

See: 
IEC 62386-103, 7.2.1.2 to 7.2.1.4 

QUERY SYSTEM ADDRESS 
(data, DTR0) b 0xC1 0x0B data      11.5.1 

PROGRAM SYSTEM 
ADDRESS (data) 0xC1 0x0C data      11.5.2 

DELAY SYSTEM FAILURE 
(data) 0xC1 0x0D data      11.5.3 

b NOTE The answer to the special command QUERY SYSTEM ADDRESS consists of 5 reply bytes instead of 
the usual 1 reply byte. Refer to 11.5.1. 
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11.3 Configuration instructions 

11.3.1 General 

Configuration instructions for telecommunication units shall be executed upon first reception. 

NOTE This means that configuration instructions that are received twice, will be executed twice, unlike standard 
IEC 62386-101 bus units where send-twice configuration instructions are only executed if received twice. 

11.3.2 SET POWER ON DELAY (DTR0) (telecommunication control gear only) 

“powerOnDelay” shall be set to: 

• if “DTR0” = 0: 0 

• if “DTR0” > 4: “DTR0” 

• in all other cases: 5 

The new value of “powerOnDelay” shall be effective from the next power cycle. Refer to 4.7 
for further information. 

11.4 Queries 

QUERY POWER ON DELAY (telecommunication control gear only) 

The answer shall be powerOnDelay. 

Refer to 4.7 for further information. 

11.5 Special commands 

11.5.1 QUERY SYSTEM ADDRESS 

For control gear, the range of system addresses shall be given by [DTR0, DTR1], where 
DTR0 represents the lowest system address to be included, and DTR1 represents the highest 
system address to be included. 

For control devices, the range of system addresses shall be given by [data, DTR0], where 
data represents the lowest system address to be included, and DTR0 represents the highest 
system address to be included. 

The instruction shall be ignored unless the following conditions hold: 

• the underlying telecommunication protocol described in Annex B supports system 
addresses, 

• “initialisationState” is equal to ENABLED or WITHDRAWN,  

• lowest ≤ “systemAddress” ≤ highest, and 

• “randomAddress” ≤ “searchAddress”. 

If executed, the answer shall consist of the five bytes “systemAddress”, “shortAddress”, 
“randomAddress[23:16]”, “randomAddress[15:8]”, “randomAddress[7:0]”. 

The QUERY SYSTEM ADDRESS command needs five reply bytes, and shall be sent in its 
own backward frame, for which the RR bits in the frame format byte are not used. DTR or 
status may follow the reply bytes, according to the values of the DD and S bits in the frame 
format byte. 
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11.5.2 PROGRAM SYSTEM ADDRESS (data) 

The instruction shall be ignored unless the following conditions hold: 

• the underlying telecommunication protocol described in Annex B supports system 
addresses, 

• “initialisationState” is equal to ENABLED or WITHDRAWN, and 

• “randomAddress” is equal to “searchAddress”. 

If executed, “systemAddress” shall be set as follows: 

• if data = 0 or MASK: 0 (effectively deleting the system address); 

• if maximum system address < data ≤ 0xFE: no change; 

• in all other cases: data. 

NOTE The value of “maximum system address” is given in Annex B. 

11.5.3 DELAY SYSTEM FAILURE (data) 

If data = 0, 

• systemFailure shall be set to TRUE. 

If data = MASK, 

• systemFailure shall be set to FALSE, and 

• the system failure timer is disabled, 

otherwise, 

• systemFailure shall be set to FALSE, and 

• the system failure timer shall be set to expire in data seconds. 

On expiry of the timer, systemFailure shall be set to TRUE (see 9.8.6). 
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Annex A 
(informative)  

 
Examples of telecommunication frames  

A.1 Control gear forward frames 

Table A.1 – Example of control gear forward frame 

Transactio
n 

type 

Source 

address 

Frame 

format 

Payload 

xxxx R000 xuaa aaaa TACC 
CDDx 

Address Command 
0 

Command 
1 

DTR0 unused unused 

0000 0000 0010 0000 0000 101x 0x83 0x2E 

(SET FADE 
TIME) 

0x14 

(GO TO 
SCENE 4) 

0x04 - - 

 

The control gear forward frame shown in Table A.1 can be sent from an application controller, 
and can be interpreted by control gear as follows: 

Transaction type (xxxx R000 = control gear forward frame) 

X = 0:  reserved bits 
R = 0: the underlying telecommunication protocol’s reliable communication method (if 

available) is not used 

Source address 

x = 0: reserved bit 
u = 0: the transmitting device has a short address 
aaaaaa=100000b: the transmitting device has a short address of 32 

Frame format 

T = 0: there is no device type specified in the payload 
A = 0: there is only one address byte specified in the payload 
CCC = 001: there are two opcode bytes in the payload 
DD = 01: there is one DTR byte in the payload (DTR0) 
x = 0: reserved bit 

Payload 

Address = 0x83: Control gear address byte (group 1 command) 
Command 0 = 0x2E: SET FADE TIME (DTR0) 
Command 1 = 0x14: GO TO SCENE (4) 

All receiving control gear with system address 0 will then process the following commands 
according to IEC 62386-102: 

DTR0  (4) 
Group 1:  SET FADE TIME (DTR0) 
Group 1:  GO TO SCENE (4) 

Full document details: IEC 62386-104-2023

http://avadocuments2026.com/doc/iec-62386-104-2023
http://avadocuments2026.com/doc/iec-62386-104-2023


IEC 62386-104:2019+AMD1:2023 CSV – 33 – 
 IEC 2023  

A.2 Control gear backward frames 

Table A.2 – Examples of control gear backward frames 

Transaction 
type 

Source 
address 

Frame 
format b 

Payload 

xxxx R001 xuaa aaaa TAMR 
RDDS 

Address Command 
0 

Reply unused unused unused 

0000 0001 0000 0001 
(short 

address 1) 

0000 
0000 

0x86 
(Group 3) 

0xA0 
(QUERY 
ACTUAL 
LEVEL) 

0x00 
(actualLevel) 

- - - 

0000 0001 0100 0000 
(no short 
address) 

0000 
0000 

0x86 
(Group 3) 

0xA0 
(QUERY 
ACTUAL 
LEVEL) 

0xFE 
(actualLevel) 

- - - 

0000 0001 0000 0001 
(short 

address 1) 

0000 
0000 

0x8E 
(Group 7) 

0x92 
(QUERY 

LAMP 
FAILURE) 

0xFF (MASK) - - - 

See note a 

0000 0001 0100 0000 
(no short 
address) 

0000 
0000 

0x8E 
(Group 7) 

0x92 
(QUERY 

LAMP 
FAILURE) 

0x00  - - - 

a The backward frame reply to QUERY LAMP FAILURE from the second logical unit is suppressed because 
the backward frame is identical to that from the first logical unit. 

b To keep the example simple, no status information has been included in these backward frames. 

 

A control gear forward frame contains two query commands, each with its own address byte: 

• Group 3 QUERY ACTUAL LEVEL 

• Group 7 QUERY LAMP FAILURE 

A device with three logical units receives this forward frame. The logical units act as follows: 

a) The first logical unit has short address 1, is in Group 3 and Group 7 and has a lamp 
failure, so it will reply to both queries. 

b) The second logical unit has short address 2, is in Group 7 only, and has a lamp failure, but 
it creates no reply because the reply to QUERY LAMP FAILURE would result in an 
identical backward frame as the first logical unit has already created. 

c) The third logical unit has no short address, is in Group 3 and Group 7, but has no lamp 
failure, so it replies “0” to the second query. 

The following reply frames shown in Table A.2 are transmitted as a single transaction, with 
the following fields: 

Transaction type (xxxx R001 = control gear backward frame) 

x = 0: reserved bits 
R = 0: the underlying telecommunication protocol’s reliable communication method (if 

available) is not used 

Source address 

x = 0: reserved bit 
u = 0: the transmitting device has a short address (first logical unit) 
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u = 1: the transmitting device has no short address (third logical unit) 
aaaaaa = 000001b: the transmitting device has a short address of 1 (first logical unit) 
aaaaaa = 000000b: the transmitting device has no short address when u = 1 (third logical 

unit) 

Frame format 

T = 0: there is no device type specified in the payload 
A = 0: there is only one address byte specified in the payload 
M = 0: there is only one opcode address byte specified in the payload 
RR = 00: there is one reply byte in the payload 
DD = 00: there are no DTR bytes in the payload 
S = 0: there is no status information in the reply 

Payload 

For each backward frame, the payload contains the address byte and opcode byte from the 
received query command, followed by the reply byte. 

The four backward frames in Table A.2 are sent as a single transaction if the transaction size 
limit of the underlying telecommunication protocol is not exceeded. 

All application controllers can make use of the information in these backward frames. 

A.3 Control device forward frames 

Table A.3 – Example of control device forward frame 

Transaction 
type 

Source 
address 

Frame 
format 

Payload 

xxxx R010 xuaa aaaa xACC 
CDDx 

Address 
byte 

Instance 
byte 

Opcode 
byte 

Unused unused unused 

0000 0010 0010 0000 0000 0000 0xFE 0xE0 0x60 - - - 

 

The control device forward frame shown in Table A.3 can be sent from an application 
controller, and can be interpreted by application controllers or input devices as follows: 

Transaction type (xxxx R010 = control device forward frame) 

x = 0: reserved bits 
R = 0: the underlying telecommunication protocol’s reliable communication method (if 

available) is not used 

Source address 

x = 0: reserved bit 
u = 0: the transmitting device has a short address 
aaaaaa=100000b: the transmitting device has a short address of 32. 

Frame format 

x = 0: reserved bit 
A = 0: there is only one address byte specified in the payload 
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CCC = 000: there is one opcode byte in the payload 
DD = 00: there are no DTR bytes in the payload 
x = 0: reserved bit 

Payload 

The 24 bit frame is 0xFEE060. Bit 16 is clear, indicating an event message. Bits [23,13] are 
0x7F7, with bits [12,0] equal to 0x0060, indicating the device is not a member of any groups, 
and has a short address of 32. 

All application controllers may react to this command frame, processing according to 
IEC 62386-103. 

A.4 Control device backward frames 

Table A.4 – Example of control device backward frame 

Transaction 
type 

Source 
address 

Frame 
format 

Payload 

xxxx x011 xuaa aaaa xAMR 
RDDS 

Address 
byte 

Instance 
byte 

Opcod
e byte 

Reply byte 0 Reply byte 1 

0000 0011 0010 0011 0000 0011 0xC1 

Special 
command 

0x0B 

QUERY 
SYSTEM 
ADDRES

S 

0x00 

data 

systemAddres
s 

shortAddres
s 

 

Table A.5 – Example of control device backward frame (continued) 

Payload (continued) 

Reply byte 2 Reply byte 3 Reply byte 4 Status 

randomAddress[23:16] randomAddress[15:8] randomAddress[7:0] Device 
status 

 

The control device backward frame shown in Table A.4 and Table A.5 can be sent from an 
application controller, and can be interpreted by application controllers or input devices as 
follows: 

Transaction type (xxxx x011 = control device backward frame) 

x = 0: reserved bits 

Source address 

x = 0: reserved bit 
u = 0: the transmitting device has a short address 
aaaaaa = 100011b: the transmitting device has a short address of 35. 

Frame format 

x = 0: reserved bit 
A = 0: there is only one address byte and one instance byte specified in the payload 
M = 0: there is one opcode byte in the payload 

Full document details: IEC 62386-104-2023

http://avadocuments2026.com/doc/iec-62386-104-2023
http://avadocuments2026.com/doc/iec-62386-104-2023


 – 36 – IEC 62386-104:2019+AMD1:2023 CSV 
   IEC 2023 
RR = 00: Normally this would indicate there is one reply byte in the payload, but since the 

payload contains a QUERY SYSTEM ADDRESS command, this indicates there are 
five reply bytes. 

DD = 01: there is one DTR or status byte in the payload 
S = 1: the extra byte is device status (as defined for QUERY DEVICE STATUS) 

Payload 

The payload consists of five reply bytes corresponding to the QUERY SYSTEM ADDRESS 
command. These are; “systemAddress”, “shortAddress”, “randomAddress[23:16]”, 
“randomAddress[15:8]”, “randomAddress[7:0]”. Following these five bytes, there is one device 
status byte, as indicated by DD = 01b and S = 1b in the frame format.  

All application controllers may make use of the information in this backward frame. 

A further example of a control device backward frame is shown in Table A.6 and Table A.7. 

Table A.6 – Example of control device backward frame 

Transaction 
Type 

Source 
address 

Frame 
Format 

Payload 

xxxx x011 xuaa aaaa xAMR 
RDDS 

Address byte Instance byte Opcode 
byte 

Reply byte 0 

0000 0011 0010 0011 0111 0000 0x47 

Short 
address 35 

0xFE 

Device address 

0x34 

QUERY 
VERSION 
NUMBER 

0x09 

“2.1” 

 

Table A.7 – Example of control device backward frame (continued) 

Payload (continued) 

Address 
byte 

Instance 
byte 

Opcode byte Reply 
byte 0 

Address 
byte 

Instance 
byte 

Opcode 
byte 

There is no 
reply byte, 

indicating a “no 
reply” 0x47 

Short 
address 

35 

0xFE 

Device 

address 

0x3D 

QUERY 
APPLICATION 
CONTROLLER 

ENABLED 

0xFF 

MASK 

0xA9 

Group 
20 

0xFE 

Device 
address 

0x32 

QUERY 
INPUT 

DEVICE 
ERROR 

 

The control device backward frame shown in Table A.6 and Table A.7 can be sent from an 
application controller, and can be interpreted by application controllers or input devices as 
follows: 

Transaction type (xxxx x011 = control device backward frame) 

x = 0: reserved bits 

Source address 

x = 0: reserved bit 
u = 0: the transmitting device has a short address 
aaaaaa=100011b: the transmitting device has a short address of 35. 
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Frame format 

x = 0: reserved bit 
A = 1: there are separate address and instance bytes for each opcode byte in the payload 
M = 1: there are multiple opcode bytes in the payload 
RR = 10: there are three replies (as well as the associated address, instance and opcode 

bytes) in the payload. Note that the last reply byte has been supressed, because 
the control device answered “no reply” to the QUERY INPUT DEVICE ERROR 
command. This command can have valid answers in the range [0x00, 0xFF] or no 
reply. 

DD = 00: there are no DTR or status bytes in the payload 
S = 0: not used, since DD = 0. 

Payload 

The payload consists of three sets of address, instance and opcode bytes. Each of the first 
two sets of these are followed by a reply byte. The third opcode byte is not followed by a reply 
byte, and so indicates a “no reply” resulting from a command that has more than two valid 
answers.  

All application controllers may make use of the information in this backward frame. 
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Annex B 
(normative) 

 
Underlying telecommunication protocols 

B.1 General 

A telecommunication unit shall implement one of the underlying telecommunication protocols 
specified in this in Annex B. 

NOTE  A product may comprise more than one telecommunication unit. 

B.2 Bluetooth® Mesh 

B.2.1 Overview 

Bluetooth® Mesh2 [1]3 is a wireless, 2,4 GHz low power protocol, allowing low-latency, low-
bandwidth, multi-hop communication. 

B.2.2 System addresses 

System addresses are supported, with the following requirements: 

• The “systemAddress” variable shall be supported (see Table 12). 

• “systemAddress” shall be in the range [0,255]. 

• The commands for querying and programming the systemAddress variable are described 
in Clause 11. 

• Transmissions sent to a specific system address are only accepted by receiving control 
gear or input devices if they have a matching system address, or if the destination system 
address is 0. 

• Transmissions are received and optionally processed by application controllers within the 
same Bluetooth® Mesh network, regardless of the destination system address. 

• The destination “systemAddress” is encoded in the destination address field of the 
Bluetooth® Mesh frame as follows: 
– Bluetooth® Mesh destination group = 0xFE (configurable) + “systemAddress” 

B.2.3 Transactions and frames 

Transactions of several frames shall be supported, with the underlying wireless protocol 
ensuring frames within a transaction are delivered in the same order they appear in the 
transaction. 

• Reliable transmissions shall be supported by use of a flag in the transaction type byte 
(see 7.1.2). 

• Transactions up to 379 bytes shall be supported. 

• Frames up to 10 bytes shall be transmitted as a single packet by the underlying wireless 
protocol. 

___________ 

2 Bluetooth is the trademark of a product supplied by Bluetooth SIG, Inc. This information is given for the 
convenience of users of this document and does not constitute an endorsement by IEC of the product named. 

3 Numbers in square brackets refer to the Bibliography. 
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Transactions described in 9.3 shall be packaged into a Bluetooth® Mesh access message 
defined in the access layer section of Bluetooth® Specification – Mesh Protocol, where: 

• "opcode" shall be a single byte value of 0x65 as defined in the latest version of Bluetooth® 
Document – Assigned Numbers, and 

• "parameters" shall contain a transaction as described in 9.3. 

NOTE As the "opcode" is a single byte, a transaction packaged in the "parameters" that is 10 bytes or less will 
result in an unsegmented transmission. Larger transactions will result in the transmission being segmented. 

B.2.4 Hardware address 

The underlying wireless protocol provides a unique hardware address. Operation of the 
RANDOMISE command for control gear (IEC 62386-102) and control devices (IEC 62386-
103) is modified in the following way. Instead of being set to a random value, “randomAdress” 
shall be set as follows: 

• For bus units with more than one logical unit, the least significant bits of “randomAddress” 
are set to the logical unit number. For example, if there are 8 logical units, the least 
significant 3 bits of “randomAddress” will be 000b-111b according to the logical unit 
number. 

• The remaining (most significant) bits of “randomAddress” are set to the least significant 
bits of the Bluetooth® MAC address, unless these most significant bits are already set to 
this value or there is no Bluetooth® MAC address, in which case the most significant bits 
are instead set to a random value. 

B.2.5 Receive signal strength indicator (RSSI) 

Devices containing receivers shall provide an indication of the received signal strength for 
every received frame. The requirements are provided in the Bluetooth® Mesh specification. 

NOTE The RSSI can be used as an aid in the commissioning process, helping to determine which devices are 
closest to an addressing/commissioning tool. 

B.2.6 System failure 

The underlying wireless protocol has an optional wireless health detection mechanism that 
can be used to set or clear the systemFailure variable. This is in addition to the functionality 
provided by the command described in 11.5.3. Also see: 9.8.6. 

B.2.7 Bluetooth® Mesh composition data 

The composition data page 0 in Bluetooth® Specification – Mesh Protocol describes "SIG 
Models" as a sequence of SIG Model IDs, also known as "Mesh Model Identifiers". The "Mesh 
Model Identifier" for IEC 62386-104 shall be 0x1312 as given in the latest version of 
Bluetooth® Document – Assigned Numbers. 

B.3 VEmesh™ 

B.3.1 Overview 

VEmeshTM 4[2] is a wireless network protocol, using mesh topology and operating on the 
globally available sub-1 GHz frequency bands. Based on synchronized-flooding [3], it allows 
for extended range, high robustness, and low and deterministic latency, when compared with 
other routing and flooding techniques. 

___________ 

4 VEmesh is the trademark of a product supplied by Virtual Extension Ltd. This information is given for the 
convenience of users of this document and does not constitute an endorsement by IEC of the product named. 

Full document details: IEC 62386-104-2023

http://avadocuments2026.com/doc/iec-62386-104-2023
http://avadocuments2026.com/doc/iec-62386-104-2023


 – 40 – IEC 62386-104:2019+AMD1:2023 CSV 
   IEC 2023 
B.3.2 System addresses 

System addresses shall be supported with the following requirements: 

• The “systemAddress” variable is supported (see Table 12). 

• The range of validity for “systemAddress” is [0, 250] (see Table 10). The range [251,254] 
is reserved. “systemAddress” 255 is used for system addresses broadcast. 

• The commands for querying and programming the systemAddress variable are described 
in Clause 11. 

• Transmissions sent to a specific system address are only accepted by receiving control 
gear or input devices if they have a matching system address, or if the destination system 
address is 254. 

• Transmissions are received and optionally processed by application controllers within the 
same VEmesh™ network, regardless of the destination system address. 

• The destination “systemAddress” is encoded in the destination address field of the 
VEmesh™ frame as follows: 
– VEmesh™ destination group = “systemAddress”. 

B.3.3 Transactions and frames 

The underlying wireless protocol shall support transactions of several frames with a variable 
number of bytes, as follows. 

• Reliable transmissions are supported by use of a flag in the transaction type byte 
(see 7.1.2). 

• Transactions up to 32 bytes are supported. 

• Frames can be set to [32,128] bytes as n x 32 bytes for n in the range [1,4] to be 
transmitted as a single packet by the underlying wireless protocol. 

B.3.4 Address allocation 

The underlying wireless protocol manages the joining of devices to the wireless network as 
detailed in Clause C.1. The operation of the SEARCH ADDRESS H/M/L command for control 
gear (IEC 62386-102) and control devices (IEC 62386-103) is modified for taking advantage 
of the underlying wireless protocol capability to pass only one reply at a time, regardless of 
the number of responding units. Hence the SEARCH ADDRESS H/M/L command is always 
issued with the value FF FF FF and the number of iterations is according to the number of 
short addresses to be allocated. In all other respects, the procedure detailed in Clause C.3 is 
followed, including the “no replies” of Item 12.  

For allocating addresses to bus units with more than one logical unit, the following sub-
procedure shall be followed. 

• For bus units with more than one logical unit, the least significant bits of “randomAddress” 
are set to the logical unit number. For example, if there are 8 logical units, the least 
significant 3 bits of “randomAddress” will be 000b-111b according to the logical unit 
number. 

• The remaining (most significant) bits of “randomAddress” are set to the least significant 
bits of the result of the RANDOMISE command. 

B.3.5 Receive signal strength indicator (RSSI) 

The underlying wireless protocol shall support RSSI. Devices that contain receivers shall 
provide an indication of the received signal strength (RSSI) for every received frame, for 
possible future use. 
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B.3.6 System failure detection 

The underlying wireless protocol has a built-in mechanism for detecting loss of 
communication. This mechanism shall be used to control systemFailure. The system failure 
detection mechanism of this document as described in 9.8.6 may be used as a backup. 

B.4 Distributed PLC bus (DPB) 

B.4.1 Overview 

Distributed PLC bus (DPB) [4] is a narrow-band (3 kHz to 500 kHz) Power Line 
Communication (PLC) protocol based on distributed bus network topology. 

B.4.2 System addresses 

System addresses shall be supported, with the following requirements: 

• The “systemAddress” variable shall be supported (see Table 12). 

• “systemAddress” shall be in the range [0,255]. 

• The commands for querying and programming the systemAddress variable shall be as 
specified in Clause 11. 

• Transmissions sent to a specific system address shall be only accepted by receiving 
control gear or input devices if they have a matching system address, or the destination 
system address is 0. 

• The destination “systemAddress” shall be encoded in the destination address field of the 
DPB frame as follows: 
– DPB destination group = “systemAddress” 

B.4.3 Transactions and frames 

Transactions of several frames shall be supported, with the underlying PLC protocol ensuring 
frames within a transaction are delivered in the same order they appear in the transaction. 

• Reliable transmissions shall be supported by use of a flag in the transaction type byte (see 
7.1.2). 

• Transactions up to 128 bytes shall be supported. 

• Frames up to 32 bytes shall be transmitted as a single packet by the underlying PLC 
protocol. 

B.4.4 Hardware address 

The underlying PLC protocol provides a unique hardware address. Operation of the 
RANDOMISE command for control gear (IEC 62386-102) and control devices (IEC 62386-
103) shall be modified in the following way. Instead of being set to a random value, 
“randomAdress” is set as follows: 

• For bus units with more than one logical unit, the least significant bits of “randomAddress” 
shall be set to the logical unit number. For example, if there are 8 logical units, the least 
significant 3 bits of “randomAddress” will be 000b-111b according to the logical unit 
number. 

• The remaining (most significant) bits of “randomAddress” shall be set to the least 
significant bits of the underlying PLC protocol address, unless these most significant bits 
are already set to this value, in which case the most significant bits are instead set to a 
random value. 
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B.5 User datagram protocol (UDP) 

B.5.1 Overview 

User datagram protocol (UDP) is an essential protocol of the TCP/IP suite of protocols. UDP 
messages are connectionless and unlike the related TCP (transaction control protocol), UDP 
messages may be sent with unicast, multicast, or broadcast IP modes of addressing. Since 
IEC 62386 (all parts) depends on broadcast and unicast addressing, UDP is selected as an 
underlying transport for the telecommunication frames specified in this document. UDP by 
itself does not provide message acknowledgement or security and this document addresses 
requirements for this. Different physical layers may be used such as Ethernet twisted pair 
copper and fibre as well as wireless Wi-Fi.  

B.5.2 UDP port number 

If UDP port numbers are allocated by the Internet Assigned Numbers Authority (IANA) for the 
purposes of this document, then those port numbers shall be used for secure and non-
secured UDP messages accordingly. 

B.5.3 Forward data packet structure 

The UDP forward data packet shall be constructed of two consecutive parts; the network data 
unit (NDU) and the application data unit (ADU). The NDU shall contain information needed for 
features unique to this annex and the APU contains the forward frame specified in Clause 7. 
Forward data packets may be sent with broadcast, multicast or unicast IP addressing modes 
as needed. Table B.1 specifies the forward data packet.  

Table B.1 – UDP forward data packet 

NDU ADU 
NDU 
start 

NDU 
length 

NDU  
flags 

NDU  
sequence 

System 
address 

ADU 
length 

Transaction 
type 

Source 
address 

Frame 
format 

Payload 

0xda 0000 
1000 

xxxx  
xxxD 

0xNNNN SSSS 
SSSS 

0000 000L 
LLLL LLLL 

As specified in Clause 7. 

 

The NDU start byte shall always be 0xda. 

The NDU length field shall be 1 byte. The least significant 4 bits shall represent the length of 
the NDU in bytes starting from the NDU start byte and shall be 8. The most significant 4 bits 
shall contain 0000 and represent that this is a forward data packet. 

NDU flags shall be one byte and contain flag bits. The least significant bit (D) shall represent 
that the sender supports DTLS security. The remaining bits shall be reserved. 

The NDU sequence shall be 2 bytes that represent an unsigned 16 bit integer (N). The sender 
of a forward data packet shall start at 0x0000 and then increment this number by 1 each time 
any data packet is sent. The number shall be rolled over to 0x0000 after 0Xffff is reached.  

The system address (S) shall be 1 byte that represents systemAddress specified in B.5.6. 

The ADU length field shall be 2 bytes. The least significant 10 bits (L) shall represent the 
entire length of the following ADU. The most significant bit is always 0.  

B.5.4 Backward data packet structure 

The UDP backward data packet shall be constructed of two consecutive parts, the network 
data unit (NDU) and the application data unit (ADU). The NDU shall contain information 
needed for features unique to this annex and the APU shall contain the backward frame 
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specified in Clause 7. Table B.2 specifies the backward data packet. Backward data packets 
shall be sent using the UDP IP unicast addressing mode back to the UDP source address of 
the original forward data packet.  

Table B.2 – UDP backward data packet 

NDU ADU 
NDU 
Start 

NDU 
length 

NDU 
flags 

NDU 
sequence 

System 
address 

ADU 
length 

Transaction 
type 

Source 
address 

Frame 
format 

Payload 

0xda 1000 
 1000 

xxxx 
xxxD 

0xNNNN SSSS 
SSSS 

E000 00LL 
LLLL LLLL 

As specified in Clause 7. Omitted if error bit 
set. 

 

The NDU start byte shall always be 0xda. 

The NDU length field shall be 1 byte. The least significant 4 bits shall represent the length of 
the NDU in bytes starting from the NDU start byte and shall be 8. The most significant 4 bits 
shall contain 1000 and represent that this is a backward data packet.  

NDU flags shall be 1 byte and contain flag bits. The least significant bit (D) shall represent 
that the sender supports DTLS security. The remaining bits shall be reserved. 

The NDU sequence shall be 2 bytes representing an unsigned 16 bit integer (N). The number 
shall match the NDU sequence number of the original forward data packet.  

The System address (S) shall be 1 byte and shall represent systemAddress specified in B.5.6. 

The ADU length field shall be 2 bytes. If the related forward data packet query was processed 
without error, then the ADU length least significant 10 bits (L) shall represent the entire length 
of the following backward data packet ADU. The most significant bit (E) shall be set to 1 if the 
ADU of the related forward data packet could not be processed, otherwise E shall be set to 0. 
If E is set to 1 then the ADU shall be omitted and the remaining ADU length bits (L) shall 
represent the error codes shown in Table B.3.  

Table B.3 – ADU error codes 

Error code Error 

0 Not Ready error – Device is not ready to process new transactions – try again. 

1 Unknown error 

2 Command error – The opcode was not understood 

3 Not Supported error – The opcode was understood but not supported 

4 Frame Format error – The payload was of unexpected length or was not formatted correctly 

5 Processing error – Payload was correct and internal error occurred 

Other values Reserved 

 

B.5.5 Simple acknowledgement packet structure 

The UDP simple acknowledge packet shall contain only the NDU. Table B.4 specifies the 
simple acknowledge packet. Simple acknowledge packets are only sent using UDP unicast IP 
addressing mode back to the UDP source address of the original data packet requesting 
acknowledgement. Acknowledgement data packets shall be sent in response to forward data 
packets when the R bit in the ADU transaction type byte is set to 1 or if an error in processing 
the ADU occurred.  
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Table B.4 – UDP simple acknowledge packet 

NDU 
NDU 
start 

NDU 
length 

NDU flags NDU sequence System 
Address 

ADU 
length processed 

0xda 1100 1000 xxxx xxxD 0xNNNN SSSS SSSS E000 00LL LLLL LLLL 

 

The NDU start byte shall always be 0xda. 

The NDU length field shall be 1 byte. The 4 least significant bits shall represent the length of 
the NDU in bytes starting from the NDU start byte and shall be 8. The most significant 4 bits 
shall contain 1100 and represents that this is a simple acknowledgement packet.  

NDU flags shall be 1 byte and contain flag bits. The least significant bit (D) shall indicate that 
the sender supports DTLS security. The remaining bits shall be reserved. 

The NDU sequence shall be 2 bytes representing an unsigned 16 bit integer (N). The number 
shall match the NDU sequence number of the forward data packet that requested the 
acknowledgement.  

The system address shall be 1 byte and (S) shall represent systemAddress described in 
B.5.6. 

The ADU length (L) shall be 1 byte. If the related forward data packet query was processed 
without error then the ADU length least significant 10 bits (L) shall represent the entire length 
of the ADU of the related forward packet that was processed. The most significant bit (E) shall 
be set to 1 if the ADU of the related forward data packet could not be processed, otherwise E 
shall be set to 0. If E is set to 1 then the ADU length bits (L) shall represent the error codes 
shown in Table B.3.  

B.5.6 System addresses 

System addresses shall be supported, with the following requirements: 

• The “systemAddress” variable shall be supported (see 9.7). 

• “systemAddress” shall be in the range [0,255]. 

• The commands for querying and programming the systemAddress variable shall be as 
specified in 11.5. 

• Transmissions sent to a specific system address shall be accepted by receiving control 
gear or input devices only if they have a matching system address, or if the destination 
system address is 0. 

• Transmissions that use UDP broadcast or multicast addressing shall be received and 
optionally processed by application controllers within the same IP subnet or multicast 
group, regardless of the destination system address. 

• Transmissions that use UDP unicast addressing shall be received and processed by the 
device with a matching IP address. 

B.5.7 Transactions and frames 

Transactions of several frames shall be supported, with the underlying protocol ensuring 
frames within a transaction are delivered in the same order they appear in the transaction. 

• Reliable transmissions shall be supported by use of a flag in the transaction type byte 
(see 7.1.2). 

• Single Transactions shall be transmitted as a single packet by the underlying protocol. 

• Transactions up to 500 bytes shall be supported for non-secured messages.   
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• For secure messages, implementers shall follow the guidance in RFC 6347, Section 4.1.1 

to prevent packet fragmentation. 

B.5.8 Hardware address 

The underlying protocol provides a unique hardware address. Operation of the RANDOMISE 
command for control gear (IEC 62386-102) and control devices (IEC 62386-103) is modified 
in the following way. Instead of being set to a random value, “randomAddress” shall be set as 
follows: 

• For bus units with more than one logical unit, the least significant bits of “randomAddress” 
are set to the logical unit number. For example, if there are 8 logical units, the least 
significant 3 bits of “randomAddress” will be 000b-111b according to the logical unit 
number. 

• The remaining (most significant) bits of “randomAddress” are set to the least significant 
bits of the Ethernet MAC address, unless these most significant bits are already set to this 
value, in which case the most significant bits are instead set to a random value. 

B.5.9 System failure 

The application controller can use the command specified in 11.5.3 to enable and refresh the 
system failure timer. See also 9.8.6.  

B.5.10 Security 

Unicast UDP messages can be sent as unsecured or secured messages. Secured messages 
shall comply with IETF RFC 6347standard for Datagram Transport Layer Security 1.2 (DTLS). 

NOTE Multicast (and broadcast) DTLS is not currently standardized at the time of publication of this document, 
however work on multicast DTLS standardization is progressing in IETF committees and is expected to be included 
in future versions of this document. 
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Annex C 
(informative) 

 
Example of address allocation 

C.1 Overview 

There are several steps to allocating addresses to telecommunication devices: 

• The first step is to join the device to the telecommunication network. The requirements for 
doing this are specific to the underlying telecommunication protocol (Annex B), and may 
be optional for some protocols. 

• The next step is to allocate devices to a system address, if this is supported by the 
underlying telecommunication protocol (Annex B). 

• The last step is to allocate short addresses, and is common to all devices conforming to 
this document. This step is optional; devices without a short address still respond to 
broadcast commands. 

C.2 Discover all used system addresses 

The following procedure has to be done separately for control gear and control devices. 

NOTE 1 The process is redundant if the underlying telecommunication protocol does not support system 
addresses. 

NOTE 2 Factory fresh devices have a default systemAddress of 0. The system address is not changed by reset. 

NOTE 3 For reliability, the system designer may choose to execute the process more than once to ensure all used 
system addresses are discovered 

 INITIALISE (all devices) 
 SEARCH ADDRESS H/M/L = FF FF FF 
 QUERY SYSTEM ADDRESS 0, MASK 

• Replies are received from most devices. Assemble these into a list of used system 
addresses. 

 Use QUERY SYSTEM ADDRESS [lowest, highest] to query each range of system 
addresses where there was no reply, and split into smaller ranges if there are replies. 

 Once every apparently unused range has been queried n times without reply, the search 
for system addresses is complete. The value of n is a choice of the system designer. 

 Discover devices in each system address, if required (see the process below for short 
address allocation). Also allocate or change each system address as required, by setting 
the searchAddress and then using PROGRAM SYSTEM ADDRESS. 

 TERMINATE once complete. 

C.3 Allocate short addresses 

The process is executed once using control gear commands, and separately using control 
device commands. 

All commands are sent to one specific system address. 

NOTE 1 This process could become part of the process shown in Clause C.2, such that all system addresses and 
devices are discovered, and addressed or re-addressed as required. 

NOTE 2 The system address can be programmed between steps 8 and 11, if desired, using PROGRAM SYSTEM 
ADDRESS. This is most likely to be required when discovering devices with the default system address. 
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