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INTERNATIONAL ELECTROTECHNICAL COMMISSION

SERVICE DIAGNOSTIC INTERFACE FOR CONSUMER
ELECTRONICS PRODUCTS AND NETWORKS -
IMPLEMENTATION FOR ECHONET

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote international
co-operation on all questions concerning standardization in the electrical and electronic fields. To this end and in
addition to other activities, IEC publishes International Standards, Technical Specifications, Technical Reports,
Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC Publication(s)”). Their
preparation is entrusted to technical committees; any IEC National Committee interested in the subject dealt with
may participate in this preparatory work. International, governmental and non-governmental organizations liaising
with the IEC also participate in this preparation. IEC collaborates closely with the International Organization for
Standardization (ISO) in accordance with conditions determined by agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
misinterpretation by any end user.

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence between
any IEC Publication and the corresponding national or regional publication shall be clearly indicated in the latter.

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

6) All users should ensure that they have the latest edition of this publication.

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and expenses
arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC Publications.

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of patent
rights. IEC shall not be held responsible for identifying any or all such patent rights.

International Standard IEC 62394 has been prepared by technical area 8: Multimedia home
systems and applications for end-user network?, of IEC technical committee 100: Audio, video
and multimedia systems and equipment.

This third edition cancels and replaces the second edition published in 2013. This edition
constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:

a) updates of the device object super class specifications for the property configurations
shared by all device objects;

b) modification and addition of the property configurations defined by each object;

c) addition of new device objects and their property configurations;

d) updates to Bibliography.

1 The second edition (2013) was developed by technical area 9: Audio, video and multimedia applicmwuments
end-user network. However, technical area 9 has now been integrated into technical arca 3 ]
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The text of this standard is based on the following documents:

FDIS Report on voting
100/2851/FDIS 100/2860/RVD

Full information on the voting for the approval of this International Standard can be found in the
report on voting indicated in the above table.

This document has been drafted in accordance with the ISO/IEC Directives, Part 2.

The committee has decided that the contents of this document will remain unchanged until the
stability date indicated on the IEC website under "http://webstore.iec.ch” in the data related to
the specific document. At this date, the document will be

e reconfirmed,

e withdrawn,

e replaced by a revised edition, or

e amended.

A bilingual version of this publication may be issued at a later date.

IMPORTANT - The 'colour inside' logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct understanding
of its contents. Users should therefore print this document using a colour printer.
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INTRODUCTION

Consumer products are often repaired by service workshops, which service a wide range of
products developed by different manufacturers.

For highly complex products, fault diagnosis becomes increasingly difficult and time consuming.

To facilitate diagnosis, manufacturers often develop built-in diagnostic software that
communicates with an external diagnostic unit through a service diagnostic interface (SDI).

To avoid the need for a service workshop to purchase several different diagnostic units from
different manufacturers for different products, a standardized SDI is proposed for use by all
manufacturers of any products requiring a diagnostic interface. The result will be that only one
SDI is needed in the service workshops.

The SDI should be suitable for diagnosis in a facilities or household appliances network in which
different products from different manufacturers are connected together. The interface should
also allow for future developments.

The standard SDI should:

e be usable in future products,
e be easily connectable to a product or a network,
e be inexpensive,

e not limit product design.
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SERVICE DIAGNOSTIC INTERFACE FOR CONSUMER
ELECTRONICS PRODUCTS AND NETWORKS -
IMPLEMENTATION FOR ECHONET

1 Scope

This International Standard specifies requirements for service diagnostic software to be
implemented in products that incorporate a digital interface. It does not specify requirements for
carrying out remote diagnosis or for manufacturer-dependent software.

The Service Diagnostic Interface (SDI) requires an external controller (exclusive or
general-purpose/PC) into which service diagnostic software can be loaded. Parts of the
controller software should be standardized while other parts should be unique to the
manufacturer.

To reach a common approach in servicing all products from all manufacturers, it is necessary to
standardize specific items to be tested in products and certain aspects of controllers’ diagnostic
software.

The SDI is based upon ECHONET specification version 2.11, ECHONET Lite specification
version 1.11, and APPENDIX Detailed Requirements for ECHONET Device objects Release G,
because this interface will be used in future products. The use of this connection and existing
communication protocols enable implementation in products at a low cost, with maximum
flexibility and efficiency.

The SDI consists of

e specific hardware and software requirements of the device under test (DUT);
e specific requirements of the controller:
— the service software;
— an ECHONET interface;
e the connection between the controller and the DUT.
This standard provides the minimal requirements necessary to carry out computerized diagnosis.

It covers the standardized software of the controller as well as the standardized software and
provisions in the DUT.

2 Normative references

There are no normative references in this document.

3 Terms, definitions and abbreviated terms

3.1 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

ISO and IEC maintain terminological databases for use in standardization at the following
addresses:

e |EC Electropedia: available at http://www.electropedia.org/

e |SO Online browsing platform: available at http://www.iso.org/obp Documents
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3.1.1

ECHONET specifications

specifications designed to enable the use of various kinds of transmission media (for example,
power line, low-power radio frequency, ETHERNET, Bluetooth®2

3.1.2
remote diagnosis
diagnosis of a product via telephone, Internet, etc.

3.2 Abbreviated terms
CpESV Compound ECHONET service

DEA Destination ECHONET address
DEOJ Destination ECHONET object

DUT Device under test

EBC ECHONET byte counter

EDATA ECHONET DATA

EDT ECHONET property value data
EHD ECHONET headers

ELDATA ECHONET Lite DATA

ELHD ECHONET Lite headers

ELPDC ECHONET Lite Property data counter
ELSV ECHONET Lite service

EOJ ECHONET objects

EPC ECHONET property

ESV ECHONET service

EVPS Electric Vehicle Power System
LSB Least Significant Bit

MSB Most Significant Bit

OEM Original equipment manufacturer
OHD Object message header

OPC Processing target property counter
PC Personal computer

PDC Property data counter

PEDATA Plane EDATA (Plane ECHONET data)
ROM Read-only memory

SDI Service diagnostic interface

SEA Source ECHONET address

SEOJ Source ECHONET object

SOC State of Charge

TID Transaction ID

V2H Vehicle to Home

2 ETHERNET is the trademark of a product supplied by Xerox Corporation. Bluetooth is the trademark of a product
supplied by Bluetooth SIG, Inc. This information is given for the convenience of users of this standard and does not

constitute an endorsement by IEC of the product named. Equivalent products may be used if they ¢
lead to the same results. aﬁ&%ﬂ?ﬁents
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4 Different types of service diagnostics

4.1 Stand-alone products

For stand-alone products, a connection is made between the diagnostic controller and the DUT,
where the DUT is from any manufacturer and of any type.

4.2 Facilities or household appliances network

In a facilities or household appliances network, a connection is made between the diagnostic
controller and a network of facilities or household appliances. Several different facilities or
household appliances are interconnected and not all of them are necessarily from the same
manufacturer.

In this case, the SDI shall list the products on the network, detect which facilities or appliances
are causing problem, and diagnose the product concerned.

4.3 Remote diagnosis

In addition to the configurations described in 4.1 and 4.2, a link can be made (for example, via
telephone, the Internet, etc.) between the diagnostic controller in the workshop and a DUT’s
network at the customer’s home. Therefore, if a product has both an ECHONET interface and a

remote connection capability, this product should be able to transfer the diagnostic data, as
described in this standard, through the remote connection.

5 SDI requirements

5.1 General
The SDI consists of

hardware and software, both in the DUT and in the test equipment (“tester”);
the connection between the tester and the DUT.

The total SDI can be divided into the parts described in 5.2 and 5.3.

5.2 Hardware
5.2.1 Tester hardware

The hardware used for testing shall be a controller-exclusive computer or general-purpose
controller (for example, a desktop or laptop PC) provided with at least one suitable network
interface which enables transfer of the ECHONET frame, as specified in 7.2, and runs the
necessary diagnostic software.

NOTE The minimum requirements for the tester hardware depend on the respective tester platform.
5.2.2 Facilities or household appliances network

For the connection between the tester and the DUT, the “facilities or household appliances
network” shall be used. For diagnosis of the DUT using the network, the tester shall be
connected to the facilities or household appliances network that conforms to the requirements of
7.2 or 8.2.

5.2.3 DUT hardware
5.2.3.1 General
The DUT shall be provided with at least one network interface which enables the traﬁaaﬁments

ECHONET frame as specified in 7.2.
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5.2.3.2 Facilities or household appliances network

For diagnosis on a network, the tester shall, where possible, be connected to a “facilities or
household appliances network” that conforms to the requirements of 7.1.

5.3 Software
5.3.1 General

The software for the SDI can be divided into two parts (tester and DUT) of which each part again
can be divided into mandatory (SDI common) software and non-mandatory
(manufacturer-dependent) software.

5.3.2 Tester software

The software platform of the tester shall be able to handle the ECHONET frame as specified in
7.2.

The SDI common software on the tester shall have the following functionalities:

a) initiate a service of “property value read request”’, as specified in 7.2.9;

b) read out the service of “property value read response” and “property value notification” of all
products, as specified in 7.2.9;

c) display a list of all products connected to the facilities or household appliances network to
which the tester is connected. On the display shall be listed the

— manufacturer code property,

— place-of-business code property,
— product code property,

— serial number property,

— date-of-manufacture property;

d) display an indication of the fault status property which describes the occurrence of an error
in an actual device. The property code used as a property value is 0 x 41 when an error exists
or 0 x 42 when no error exists and is found to be “OK” or “Not OK” as specified in 9.3.6;

e) display an indication of the fault content property which describes the content of an error in
an actual device as specified in 9.3.6.

5.3.3 DUT software requirements for the SDI
The DUT shall be able to handle the ECHONET frame as specified in 7.2.

In addition, the SDI common software in the DUT shall be able to

a) run a self-test routine,

b) receive a service of “property value read request” as specified in 7.2.9 which is initiated by
the tester and response a service of “property value read response” as specified in 7.2.9,

c) initiate a service of “property value notification” as specified in 7.2.9.

6 Tester software requirements

6.1 Reading the property diagnostic unit

The common application shall be able to retrieve and display information from the SDI-compliant
devices specified in 6.1 to 6.3.
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6.2 General information (product identification)

The manufacturer code property, the place-of-business code property, the product code
property and the serial number property shall be read from the DUT and displayed. These
property data shall always be available as specified in 9.3. The tester shall display this
information for all devices in the system.

NOTE The manufacturer code displayed might not be the same as the name on the physical device.
6.3 Diagnosis information

After start-up of the general information software, the diagnosis information shall be displayed.

7 Control protocol 1st

7.1 General

The ECHONET specifications were designed to enable the use of various kinds of transmission
media (for example, power line, low-power radio frequency, ETHERNET, Bluetooth®). Slow
transmission speeds discourage large data transfers, and it is desirable to reduce the mounting
load on simple devices. In the light of this situation, ECHONET specifies the frame format for the
ECHONET communication middleware block to minimize the message size while fulfilling the
requirements of the communications layer structure.

7.2 Frame format
7.21 General

Figure 1 shows the content of the ECHONET communication middleware frame format. In the
ECHONET communication middleware specifications, messages exchanged between
ECHONET communications processing blocks are called ECHONET frames. ECHONET frames
are roughly divided into two types depending on the specified EHD: the secure message format,
of which the EDATA section is enciphered, and the plain message format, of which the EDATA
section is not enciphered. The secure message format and the plain message format are
subdivided into three formats depending on the specified EHD (see Table 3). Therefore, the
following six different message formats are available for ECHONET frames.

a) Plain basic message format

Insecure communication is performed so that one message is used to view or change the
contents of one property.

b) Plain compound message format

Insecure communication is performed so that one message is used to view or change the
contents of two or more properties.

¢) Plain arbitrary message format

Insecure communication is performed so as to exchange information that complies with
vendor-unique specifications.

d) Secure basic message format

Secure communication is performed so that one message is used to view or change the
contents of one property.

e) Secure compound message format

Secure communication is performed so that one message is used to view or change the
contents of two or more properties.

f) Secure arbitrary message format
Secure communication is performed so as to exchange information that complies with

vendor-unique specifications.
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Figure 1 shows the ECHONET frame structure for the plain message format.

Detailed specifications for each message component will be provided in the following

subclauses.

Format Ill (multiple property

simultaneous control form at

multiple property simultaneous

control format)

data format) OHD |SEO|J El)EOlJ gsy|OPC

Size of Size of\ J /0
request request Request Request
1 n 1 n
OHD : object message header (1B)
SEOJ : specifies source ECHONET Object (3B)
DEOJ : specifies destination ECHONET Object (3B)
CpESV : compound ECHONET service (1B)
OPC : number of processed properties (1B)
PDC : property data counter (1B)
EPC : ECHONET property (1B)
EDT : property value data (max. 245 bytes)
, ] ]
Format | (basic data format) OHD| SEOJ DEOJ |EPC|ESV EDT
[ ] [ |
OHD : object message header (1B)
SEOJ : specifies source ECHONET Object (3B)
DEOJ : specifies destination ECHONET Object (3B)
EPC : ECHONET property (1B)
ESV  : ECHONET service (1B)
EDT : property value data (max. 247 bytes)
| | (ECHONET frame)

EHD S|EA DI|EA EBC EDAT
EHD : ECHONET message header (1B)
SEA  :source ECHONET Address (2B)
DEA :destination ECHONET Address (2B)
EBC : EDATA area byte counter (1B)
EDATA : ECHONET data (max. 256 bytes) IEC

Figure 1 — ECHONET frame for plain data format

7.2.2 ECHONET headers (EHD)]

This subclause provides detailed specifications for the ECHONET header (EHD) shown in

Figure 1 and Figure 2.
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b7 b6 b5 b4 b3 b2 b1 b0
INEIEIERE:AE: - be

L1

] ]
I_l_l— EDATA/PEDATA configuration specification
b1:b0=0:0 Message format | (basic message format)
0:1 Message format Il (compound message format)
1:0 Message format Il (arbitrary message format)
1:1 Reserved for future use

Secure message specification
0: plain message; 1: secure message

DEA code type specification (individual/broadcast)
0: Individual 1: Broadcast
Routing hop counter

Fixed IEC

NOTE When b7=0, b0 to b6 will be specified separately (reserved for future use).

Figure 2 — EHD detailed specifications

The combination of b1 and b0 specifies the message format for EDATA/PEDATA. When
b1:b0 = 0:0, it indicates Message Format | (basic message format), which allows one message
to operate on one property of one object. When b1:b0 = 0:1, it indicates Message Format Il
(compound message format), which allows one message to operate on two or more properties of
one object. When b1:b0 = 1:0, it indicates Message Format Ill (arbitrary message format), of
which EDATA/PEDATA section is in an arbitrary format.

Bit b2 indicates whether the EDATA section is enciphered or not. When b2 = 1, it means that the
EDATA section is enciphered. When b2 = 0, it means that the EDATA section is not enciphered.

Bit b3 specifies whether the DEA (destination ECHONET address) shown in Figure 3 and
Figure 4 is a broadcast address or an individual address. When b3 = 1, this indicates that a
broadcast address is stipulated by the DEA code. When b3 = 0, this indicates that an individual
address is stipulated by the DEA code. Broadcast address codes are discussed in 7.2.3.

Bits b4, b5, and b6 constitute a routing hop counter, which can be manipulated only by
ECHONET routers. When a message received at one subnet of an ECHONET router is
forwarded to another subnet, the counter is incremented. For every transmission from an
ordinary node, a hop count of 0 is used. The relationship between b4, b5, and b6 and the hop
count is shown in Table 1. The number of hops can be set to a value between 0 and 7.

Table 1 — Bit pattern for hop count

b6 b5 b4 Hop count
(router passes)
0 0 0 0
0 0 1 1
0 1 0 2
0 1 1 3
1 0 0 4
1 0 1 5
1 1 0 6
1 1 1 7

7.2.3 Source/Destination ECHONET address (SEA/DEA)

This subclause provides detailed specifications for the source ECHONET address (SEA) and
destination ECHONET address (DEA) shown in Figure 3. Figure 4 shows the conf ervients
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the source ECHONET address (SEA) and the destination ECHONET address (DEA) prevailing
when an individual address is stipulated by setting b3 of EHD to 0.

1st byte 2nd byte

| NetID (1 byte) NodelD (1 byte) |
IEC

Figure 3 — Configuration of SEA and DEA when an individual address is specified

When b3 of EHD is set to 1 to specify a broadcast, the destination ECHONET address (DEA)
becomes a code indicating a broadcast message for a specific ECHONET address group
(including a general broadcast). The DEA configuration in this case is shown in Figure 4. The
broadcast target stipulation code is shown in Figure 5 and Figure 6.

1st byte 2nd byte
| NetID (1 byte) NodelD (1 byte)
IEC
Broadcast type Broadcast target stipulation code Remarks
stipulation code
0x00 Specifies the node groups to be targeted for a|An intra-domain broadcast. In all subnets
broadcast within all subnets. For node within a domain, a broadcast is sent to the
selection, see Figure 5. nodes stipulated by the broadcast target
stipulation code.
0x01 Specifies the node groups to be targeted for a|An intra-own-subnet broadcast. In the own
broadcast within its own subnet. For node subnet, a broadcast is sent to the nodes
group selection, see Figure 5. stipulated by the broadcast target stipulation
code.
0x02 All nodes within the subnet having the Net ID |A general broadcast within a specified subnet.
code stipulated by the "broadcast target A broadcast is sent to all nodes within the
stipulation code" are targeted. subnet stipulated by the broadcast target
stipulation code.
0x03~0x7F Reserved for future use.
0x80~0xFF Open to user. Used when a system manager will manage the

system in a collective housing unit or small
office building.

Figure 4 — DEA (broadcast-stipulated) address configuration

b7 b6 b5 b4 b3 b2 b1 b0
g dbiah dh-dbrdhie

Broadcast to node group 0 YES/NO 3\

L Broadcast to node group 1 YES/NO
Broadcast to node group 2 YES/NO

Broadcast to node group 3 YES/NO =1: YES
Broadcast to node group 4 YES/NO 0:NO
Broadcast to node group 5 YES/NO
Broadcast to node group 6 YES/NO
Broadcast to node group 7 YES/NO Y

IEC

Figure 5 — Broadcast target stipulation code

Documents

Document Sharing Hub

Full document details: IEC 62394 2017


http://www.avadocuments.com/doc/iec-62394-2017
http://www.avadocuments.com/doc/iec-62394-2017

- 34 - IEC 62394:2017 © IEC 2017

0 8 4 C 2 A 6 E 1 9 5 D 3 B 7 F
0 Group 0
8
4 Group 1
C
2 Group 2
A
6 Group 3
E
1 Group 4
9
5 Group 5
D
& Group 6
B
7 Group 7
E
IEC

Figure 6 — Node group stipulation bit specifications

7.2.4 ECHONET byte counter (EBC)

EBC indicates the size of the ECHONET data region (EDATA region) shown in Figure 1. The
size is variable in 1-byte increments. The acceptable EDATA region size ranges from 6 bytes to
256 bytes (0x06 to OxFF; 0x00 = 256). The lower limit is 6 bytes, which indicates that a message
consists of at least 6 bytes. The reason is that either the SEOJ or the DEOJ needs to be
specified with the EPC to ESV options specified for a plain message. A 6-byte message can be
a message requesting an ESV with the DEOJ specified or a message carrying a "response of
processing impossible" for ESV with the SEOJ specified.

7.2.5 ECHONET data (EDATA)

The DATA region for messages exchanged by the ECHONET communication middleware.
Maximum size: 256 bytes.

7.2.6 Object message header (OHD)
This subclause provides detailed specifications for the object message header (OHD) shown in

Figure 1. Detailed specifications are shown in Figure 7. The state in which b1 and b0 are both 0
will never occur.
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b7 b6 b5 b4 b3 b2 b1 b0
10| 0[0|0|0 % |

Source object stipulation 1:YES 0:NO
Source object stipulation 1:YES 0:NO

All “0” fixed

Fixed (reserved for future use)
IEC

NOTE When b6 and b7 have values other than b6 = 0 and b7 = 1, b0 to b5 will have different meanings.

The meanings of bits b0 to b5 when b6 and b7 have values other than b6 = 0 and b7 =1 will be stipulated in the future
(reserved for future use).

Figure 7 — OHD detailed specifications

7.2.7 ECHONET objects (EOJ)

This subclause provides detailed specifications for the source ECHONET object (SEOJ) code
and destination ECHONET object (DEOJ) code shown in Figure 1. Detailed specifications are
shown in Figure 8.

1st Byte 2nd Byte 3rd Byte

b7 b6 b5 b4 b3 b2 b1 b0 b7 b6 b5 b4 b3 b2 b1 b0 b7 b6 b5 b4 b3 b2 b1 b0
O #|# | |# [# B BE | S| X K|S [ P PPl [* | * |% [* [* | % | *
I

X3: instance code

X2: class code

X1: class group code

0: fixed

IEC

NOTE The meanings of the bits when b7 of the 1st byte is 1 will be stipulated in the future (reserved for future use).

Figure 8 — EOJ detailed specifications

ECHONET objects are described using the format [X1.X2] and [X3], with these formats to be
specified as shown below. (However, “.” is used only for descriptive purposes and does not
mean a specific code.) The object class is designated by the combination of X1 and X2, while X3
shows the class instance. A single ECHONET node may contain more than one instance of the
same class, in which case X3 is used to identify each one.

The specific items in Table 2 were specified on the basis of JEM 1439 (see Clause 9.45).
Detailed specifications for the objects shown here will be developed over time and, during this
phase; specifications for the objects themselves (i.e., present/not present) will be further
reviewed.

The instance code 0x00 is regarded as a special code (code for specifying all instances). When
a DEOJ for which this code is specified is received, it is handled as a code specifying a
broadcast to all instances of a specified class.
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*X1 : class group code 0x00 -Ox7F. For details, refer to Table 2.
*X2 : class code 0x00 -OxFF.

*X3 : instance code 0x00 -OxFF.

The identifier code is used when more than one of the
same class specified by [X1.X2] exists within the same

node.

However, 0x00 is used as a general broadcast to all
instances of class specified with [X1.X2].

Table 2 - List of class group codes

Class group code Group name Remarks

0x00 Sensor-related device class group

0x01 Air conditioner-related device class group

0x02 Housing/facility-related device class group Includes lighting

0x03 Cooking/housework-related device class group

0x04 Health-related device class group

0x05 Management/control-related device class group

0x06 AV-related device class group

0x07~0x0C Reserved for future use

0x0D Service class group

0x0E Profile class group

0x0F User definition class group

0x10~0x1F Communications definition class group for stipulation of status
notification method

0x20~0x2F Communications definition class group for stipulation of setting
control reception method

0x30~0x3F Communications definition class group for linked settings (action
settings)

0x40~0x4F Communications definition class group for linked settings (trigger
settings)

0x50~0x5F Secure communication access property set-up class

0x60~0x7F Reserved for future use

7.2.8 ECHONET property (EPC)

This subclause provides detailed specifications for the ECHONET property (EPC) code shown in
Figure 1. Detailed specifications are shown in Figure 9. The EPC specifies a service target
function. Each object stipulated by X1 (class group code) and X2 (class code), described in 7.2.7,

is specified here.

When a specified object changes, the target function also changes even when the code remains
unchanged. However, the detailed specifications are designed to ensure that, whenever
possible, the same functions will have the same code.

Specific code values for each object are stipulated in Figure 46. These codes correspond to the
object property identifiers in the object definitions.

Full document details: IEC 62394 2017
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b7 b6 b5 b4 b3 b2 b1 b0
1 e | | e Y [ X
i

I Stipulated for four regions: shared by all objects;
shared by each object super class; unique to each
object class; and user-defined.

Fixed
IEC

NOTE When b7 = 0, the other bits will be defined differently.

Figure 9 — EPC detailed specifications

7.2.9 ECHONET service (ESV)
7.2.9.1 General

This subclause provides detailed specifications for the ECHONET service (ESV) code shown in
Figure 1. Detailed specifications are shown in Figure 10.

b7 b6 b5 b4 b3 b2 b1 b0
O |1 % | [ | kX

L1 )
For details see Table 3 through Table 5

Fixed

IEC

NOTE In cases other than when b7:b6 = 0:1, the meaning of values b0 — b5 will be specified separately.

Figure 10 — ESV detailed specifications

This code stipulates manipulation of the properties stipulated by EPC. The three main kinds of
operations are shown below. There are also two kinds of responses: the “response”, which is
given when the stipulated properties exist; and the “response not possible”, which is given when
the requested properties (including array elements) do not exist or when the stipulated service
cannot be processed.

“Request’/“Response” (response/response not possible)/“Notification”.

A “response” is considered to be a reply to a “request” that requires a response; when the object
stipulated in the DEOJ exists, as a rule it is either “response” or “response not possible”
(stipulated processing cannot be accepted, or the stipulated object exists but the property does
not). When the request requires no response and the stipulated object does not exist, no
response is made.

There are two types of "notification": one for transmitting the own-property information
autonomously and the other for sending a response to a notification request. However, these
two types have the same code.

Three specific operations are provided: write (response required/no response required), read,
and notification (notification/notification with response required). The 12 operations shown
below are set in consideration of whether or not the content of the given property is an array.

a) Property value write (response required/no response required)

b) Property value read

c) Property value notification Documents
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d) Property value array-element-stipulated write (response required/no response required)

e) Property value array-element-stipulated read

f) Property value array-element-stipulated notification

g) Property value array-element-stipulated addition (response required/no response required)
h) Property value array-element-stipulated deletion (response required/no response required)
i) Property value array-element-stipulated existence confirmation

i) Property value array element addition (response required/no response required)

k) Property value notification (response required)

I) Property value array-element-stipulated notification (response required)

7.2.9.2 Relationship between request and response

The relationship between the message configuration (presence or absence of SEOJ and DEQJ)
and EPC and ESV is described below.

e The EPC in an ECHONET message stipulating only SEOJ indicates the properties of the
sender object specified in SEOJ. In this case, ESV contains an autonomous “notification” or
“notification” or “response” in response to a request for properties specified in SEOJ and
EPC. If ESV is a “request” in such a case, the received message is treated as an illegal
message.

e The EPC in an ECHONET message stipulating only DEOJ indicates the properties of the
destination object specified in DEOJ. In this case, ESV contains a “request” regarding the
properties specified in DEOJ and EPC. If ESV is a “response” or a “notification” in such a
case, the received message is treated as an illegal message.

e For ECHONET messages stipulating both SEOJ and DEQOJ, the ESV value is used to
determine whether the EPC is stipulated by the SEOJ or the DEOJ. When the ESV is a
“response” or a “notification”, the EPC is considered to be a component of the object
specified by SEOJ and is viewed as a “response” or “notification” directed towards the object
stipulated in the DEOJ. When the ESV is a “request”’, the EPC is considered to be a
component of the DEOJ and is viewed as a “request” from the object stipulated in the SEOJ.

Table 3, Table 4 and Table 5 show specific ESV code assignments based on the content
described above. Specific descriptions of a) through |) above are provided in (a) through (I) of
the remarks column in the relevant table. In the figures given in (a) through (), the DEOJ for
"requests" is shown as an individually stipulated code. However, when the DEOJ indicates a
broadcast to all instances of a specified class (when the DEOJ's X3 = 0x00), a response is
transmitted with both "process-not-possible" response and "response" configured for each
target instance. Note that in the table, the “array elements” described above are presented as
“elements”.
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Table 3 — List of ESV codes for requests

Full document details: IEC 62394 2017

Service code ECHONET service content Symbol Remarks?
(ESV)
0x60 Property value write request (no response required) Setl (a)
0x61 Property value write request (response required) SetC
0x62 Property value read request Get (b)
0x63 Property value notify request INF_REQ (c)
0x64 Property value element-stipulated write request (no response SetMI (d)
required)
0x65 Property value element-stipulated write request (response SetMC
required)
0x66 Property value element-stipulated read request GetM (e)
0x67 Property value element-stipulated notify request INFM_REQ (f)
0x68 Property value element-stipulated add request (no response AddMI (9)
required)
0x69 Property value element-stipulated add request (response AddMC
required)
0x6A Property value element-stipulated delete request (no response |DelMI (h)
required)
0x6B Property value element-stipulated delete request (response DelMC
required)
0x6C Property value element existence confirm request CheckM (i)
0x6D Property value element add request (no response required) AddMSI (1))
0x6E Property value element add request (response required) AddMSC
Ox6F Reserved for future use
a8 Remarks (a) to (j) are given below Table 5.
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Table 4 — List of ESV codes for response/notification

Service code ECHONET service content Symbol Remarks €
(ESV)

0x71 Property value write response Set_Res ESV=0x61 response (a)

0x72 Property value read response Get_Res ESV=0x62 response (b)

0x73 Property value notification INF (c)?

0x74 Property value notification (response INFC (k)
required)

0x75 Property value element-stipulated write SetM_Res ESV=0x65 response (d)
response

0x76 Property value element-stipulated read GetM_Res ESV=0x66 response (e)
response

0x77 Property value element-stipulated notify INFM (f)b

0x78 Property value element-stipulated notify INFMC )
(response required)

0x79 Property value element-stipulated add AddM_Res ESV=0x69 response (g)
response

0x7A Property value notify response INFC_Res ESV=0x74 response (k)

0x7B Property value element-stipulated delete DelM_Res ESV=0x6B response (h)
response

0x7C Property value element-stipulated existence |CheckM_Res ESV=0x6C response (i)
confirm response

0x7D Property value element-stipulated notify INFMC_Res ESV=0x78 response (l)
response

Ox7E Property value element add response AddMS_Res ESV=0x6E response (j)

0x70, Ox7F Reserved for future use

a8 Used for autonomous property value notification and for 0x63 response.

b Used for autonomous property value notification and for 0x67 response.

¢ Remarks (in brackets) are given below Table 5.
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Documents

Document Sharing Hub


http://www.avadocuments.com/doc/iec-62394-2017
http://www.avadocuments.com/doc/iec-62394-2017

IEC 62394:2017 © IEC 2017

—41 -

Table 5 — List of ESV codes for “response-not-possible” responses

Service code ECHONET service content Symbol Remarks
(ESV)

0x50 Property value write “process-not-possible” Setl_SNA ESV=0x60 response not
response possible (a)

0x51 Property value write “process-not-possible” SetC_SNA ESV=0x61 response not
response possible (a)

0x52 Property value read “process-not-possible” Get_SNA ESV=0x62 response not
response possible (b)

0x53 Property value notify “process-not-possible” INF_SNA ESV=0x63 response not
response possible (c)

0x54 Property value element-stipulated write request SetMI_SNA ESV=0x64 response not
“process-not-possible” response possible (d)

0x55 Property value element-stipulated write request SetMC_SNA ESV=0x65 response not
“process-not-possible” response possible (d)

0x56 Property value element-stipulated read request GetM_SNA ESV=0x66 response not
“process-not-possible” response possible (e)

0x57 Property value element-stipulated notify request [INFM_SNA ESV=0x67 response not
“process-not-possible” response possible (f)

0x58 Property value element-stipulated add request AddMI_SNA ESV=0x68 response not
“process-not-possible” response possible (g)

0x59 Property value element-stipulated add request AddMC_SNA ESV=0x69 response not
“process-not-possible” response possible (g)

0x5A Property value element-stipulated delete request |[DelMI_SNA ESV=0x6A response not
“process-not-possible” response possible (h)

0x5B Property value element-stipulated delete request [DelMC_SNA ESV=0x6A response not
“process-not- possible” response possible (h)

0x5C Property value element-stipulated existence CheckM_SNA ESV=0x6C response not
confirm request “process-not-possible” response possible (i)

0x5D Property value element add request AddMSI_SNA ESV=0x6D response not
“process-not-possible” response possible (j)

Ox5E Property value element add request AddMSC_SNA ESV=0x6E response not
“process-not-possible” response possible (j)

Ox5F Reserved for future use

a8 Remarks (in brackets) are given below this Table.

Relationships between request and response are described from (a) to (I).

a) Property value write service [0x60, 0x61, 0x71, 0x50, 0x51]

In the case of a “request” (0x60, 0x61), this indicates a request to write the content shown in
EDT to the property stipulated in the EPC of the object stipulated in DEOJ. In response to
this “request”, when a value indicating a response is stipulated (0x61) and the request shall
be (or has already been) received, “response” (0x71) is returned. This “response” is not a
processing implementation response. When the request is not to be received, or when the
stipulated DEQOJ exists but the stipulated EPC does not exist, “response not possible” (0x50,
0x51) is returned. In the response frame format, SEOJ represents the value of the object
stipulated by the request, and the relevant property is set in EPC. When the relevant object
itself does not exist, neither “response” nor “response not possible” is returned. Also, the
“response” message DEA is defined as the requesting entity (i.e., the request message SEA).
Relationship between request and response is shown in Figure 11.

Documents

Document Sharing Hub

Full document details: IEC 62394 2017


http://www.avadocuments.com/doc/iec-62394-2017
http://www.avadocuments.com/doc/iec-62394-2017

-42 - IEC 62394:2017 © IEC 2017

b0 =1—
EDATA configuration during OIHD ]
“process-not-possible” response S|E0|J EPC| ESV
l
ﬁ ﬁ L ox50.-0x51
b1 = 1—|
. : ; OIHD ]
EDATA configuration during request D|E0|J EPC| ESV, EDT
l
ﬂ ﬂ L 0x60,61
b0=1—F
EDATA configuration during OIHD SlEolJ epcl| EsVi
“process ” response |

|
L 0x71
IEC

Figure 11 — EDATA configuration in property value write service

When EDATA stipulates SEOJ during a “request”, the EOJ stipulated by SEOJ in EDATA
during the “request” is allocated as a DEOJ (b1 of OHD is also set to 1), in the case of both
“response not possible” and “response”.

b) Property value read service [0x62, 0x72, and 0x52]

In the case of a “read” (0x62), this indicates a request to read the content of the property
stipulated in the EPC of the object stipulated in the DEOJ. In response to this “read”, when
the request shall be (or has already been) accepted, “response” (0x72) is returned. When the
request is not to be accepted, or when the stipulated DEOJ exists but the stipulated EPC
does not exist, “response not possible” (0x52) is returned. In the response frame format, the
value of the object stipulated by the request is set in SEQJ, the requested property is set in
EPC, and the value of the requested property (i.e., the read content) is set in EDT. When
“response not possible” is returned, nothing is written to the EDT. When the relevant object
itself does not exist, neither “response” nor “response not possible” is returned. Also, the
‘response” message DEA is defined as the requesting entity (i.e., the request message SEA).
Relationship between request and response is shown in Figure 12.

b0=1_l

:EDATA conflgurat!on ?urlng OHD| seoJ) |EpclEsv
process-not-possible” response | ]

|
ﬁ ﬁ L ox52
b1=1—

1
EDATA configuration during request |OHD[  pEoy | EPC| ESV

|
ﬂ ﬂ L oxe2
b0=1—|

) . . I 1
EDATA configuration during OHD|
“Orocess’ response S|E0|J EPC| ESV| EDT

|
L ox72
IEC

Figure 12 — EDATA configuration in property value read service

When EDATA stipulates SEOJ during a “request”, the EOJ stipulated by SEOJ in EDATA
during the “request” is allocated as a DEOJ (b1 of OHD is also set to 1), in the case of both
“response not possible” and “response”.

c) Property value notification service [0x63, 0x73, 0x53]

There are two types of “notification”: the notification sent as a response to a “notify request”
(0x63) and the autonomous notification which is unrelated to notify requests. The codes for
the two types are identical. (Here, notification in response to a “notify request” flbpitgEnents
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announcement that does not specify the property value [content], while an autonomous
notification is a voluntary announcement that was not made in response to a request.) In the
case of a “notify request” (0x63), this indicates a request to notify (by general broadcast;
hereafter “announce” will signify a general broadcast to the entire domain) the content of the
property stipulated in the EPC of the object stipulated in the DEOJ. In response to this “notify
request”’, when the request was accepted, a “response” (0x73) value is notified; when the
request is not to be accepted, a “response not possible” response (0x53) value is returned.
In the response frame format, the value of the object stipulated by the request is setin SEOQJ,
the requested property is set in EPC, and the value of the requested property (i.e., the
notification content) is set in EDT. Here, DEA is set to general broadcast, but when
‘response not possible” is returned, nothing is written to the EDT, and the DEA sets the EA
value of the requester.

When the relevant object itself does not exist, neither “response” nor “response not possible”
is returned. In the case of an autonomous "notification", the DEA is set to a general
broadcast for a required status change notification. In the other cases, however, the DEA
can be set as desired regardless of whether "broadcast" or "individual" is selected.
Relationship between request and response is shown in Figure 13.

b0 =1 —|6 —
EDATA configuration during HD!|
“process-not-possible” response S|Eo|"I Bl EISV
ﬁ L oxs3
b1 =1 —
[T
EDATA configuration during request OHD D|E0|J EPC| ESV
!
ﬂ ﬂ L oxe3
b0 =1 —
EDATA configuration during 6HD [ 1]
“orocess’ response SlEolJ EPC E|SV EDT
EDATA configuration during L ox73

autonomous notification EC

Figure 13 — EDATA configuration in property value notification service

When EDATA stipulates SEOJ during a request, the EOJ stipulated by SEOJ in EDATA
during the “request” is allocated as a DEOJ. In the case of both “response not possible” and
“process”, the EOJ stipulated in the SEOJ in the EDATA during “request” is allocated as a
DEOJ within the EDATA (b1 of OHD is also set to 1). In the case of autonomous notification,
the required notification of status change does not add a DEOJ; in all other cases, the
addition of a DEOJ is optional.

d) Property value element-stipulated write service [0x64, 0x65, 0x75, 0x54, 0x55]

In the case of a “request” (0x64, 0x65), this indicates a request to write the value stipulated
in the EDT (includes array element number and write request value data) of the property
stipulated in the EPC of the object stipulated in the DEOJ. In response to this “request”, when
a value to process the response is stipulated, and when the request shall be (or has already
been) accepted, a “response” (0x75) is returned. However, this “response” is not a
processing implementation response. When the request is not to be accepted, or when the
stipulated DEQOJ exists but the stipulated EPC does not exist, and when the stipulated DEOJ
and EPC exist but the array element does not, “response not possible” (0x54, 0x55) is
returned.

In the frame format for response, the value of the object stipulated by the request is SEOJ,
and the relevant property is setin EPC. When the relevant object itself does not exist, neither
‘response” nor “‘response not possible” is returned. Also, the “response” message DEA is
defined as the requesting entity (i.e., the request message SEA).
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When the request is not to be accepted, or when the stipulated DEOJ and stipulated EPC
exist, but the stipulated array element number does not exist, the EDT of “response not
possible” is the array element number of a “request. The relationship between request and
response is shown in Figure 14.
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|
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|
1 1 e
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b0=1— 4 ﬂ
) . . | T
:EDATA c”onflguratlon during OHD SEOJ EpPc| EsVI Array Element
process” response [ INo.

|
Loxs L— 2 bytes (Unsigned short)
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Figure 14 — EDATA configuration in property value element-stipulated write service

The content of each array element number in an array format property is defined separately
for each property. When the stipulated (array) element does not exist, “response not
possible” is returned. Also, when the EDATA stipulates SEOJ during a “request”, the EOJ
stipulated in SEOJ by EDATA during the “request” is allocated as a DEOJ within EDATA (b1
of OHD is also set to 1) in the case of both “response not possible” and “response.”

e) Property value element-stipulated read service [0x66, 0x76, 0x56]

In the case of a “read” (0x66), this indicates a request to read the content stipulated in the
array element indicated in the EDT (includes array element number data to be read) of the
property stipulated in the EPC of the object stipulated in the DEOJ. In response to this “read”,
when the request shall be (or has already been) accepted, “response” (0x76) is returned.
When the request is not to be accepted, or when the stipulated DEOJ exists but the
stipulated EPC does not, and when the stipulated DEOJ and EPC exist but the array element
does not, “response not possible” (0x56) is returned. In the frame format for response, the
value of the object stipulated by the request is set in SEOJ, and the relevant property is set
in EPC and the value of the relevant property (data to be read) is set in EDT. In the case of
‘response not possible”, when the request is not to be accepted, or when the stipulated
DEOQJ exists but the stipulated EPC does not exist, EDT of “response not possible” is the
array element number of a “request” and when the stipulated DEOJ exists but the stipulated
EPC does not exist, “response not possible” EDT of “response not possible” does not exist.
When the relevant object itself does not exist, neither “response” nor “response not possible”
is returned. Also, the “response” message DEA is defined as the requesting entity (i.e., the
request message SEA). Relationship between request and response is shown in Figure 15.
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Figure 15 — EDATA configuration in property value element-stipulated read service

The content of each array element number in an array format property is defined separately
for each property. When the stipulated array element (element) does not exist, “response not
possible” is returned. Also, when EDATA stipulates SEOJ during a “request”, the EOJ
stipulated in the SEOJ by EDATA during the “request” is allocated as a DEOJ within the
EDATA (b1 of OHD is also set to 1) in the case of both “response not possible” and
“response”.

f) Property value element-stipulated notification service [0x67, 0x77, 0x57]

There are two types of “notification”: notification sent in response to a “notify request” (0x67);
and autonomous notification, which is unrelated to notify requests. The two types are not
distinguished from each other in the codes. (Here, notification in response to a “notify
request” signifies an announcement that does not specify the property value [content], while
an autonomous notification is a voluntary announcement that was not made in response to a
request from someone.) In the case of a “notify request” (0x67), this indicates a request to
notify (announce) the content of the array element number stipulated in the EDT of the
property stipulated in the EPC of the object stipulated in the DEOJ. In response to this “notify
request”, when the request was accepted, an array element value (content) is announced as
a “response” (0x77). When the request is not to be accepted, or when the stipulated DEOJ
exists but the stipulated EPC does not, and when the stipulated DEOJ and EPC exist but the
array element does not, “response not possible” (0x57) is returned. In the frame format for
response, the value of the object stipulated by the request is set in SEQJ, the requested
property is set in EPC, and the value of the requested array element number and its array
element value (i.e., the notification content) is set in EDT. Here, DEA is set to general
broadcast, but when “response not possible” is returned, and the DEA sets the EA value of
the requester. When the relevant object itself does not exist, neither “response” nor
“response not possible” is returned.

When the request is not to be accepted, or when the stipulated DEOJ exists but the
stipulated EPC does not exist, EDT of “response not possible” is the array element number
of a “request” and when the stipulated DEOJ exists but the stipulated EPC does not exist, the
EDT of “response not possible” does not exist. The relationship between request and

response is shown in Figure 16.
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Figure 16 — EDATA configuration in property value
element-stipulated notification service

The content of each array element number is defined separately for each property. When the
stipulated (array) element does not exist, “response not possible” is returned. Also, when
EDATA stipulates SEOJ during a “request”, the EOJ stipulated in the SEOJ by EDATA during
the “request” is allocated as a DEOJ within the EDATA (b1 of OHD is also setto 1) in the case
of both “response not possible” and “response”. In the case of autonomous notification, the
required notification of status change does not add a DEQJ; in all other cases, the addition of
a DEOJ is optional.

g) Property value element-stipulated addition [0x68, 0x69, 0x58, 0x59, 0x79]

In the case of a “request” (0x68, 0x69), this indicates a request to add the array element
indicated in the EDT (includes array element number and write request value) of the property
stipulated in the EPC of the object stipulated in the DEOJ, and to write the value stipulated
therein. In response to this “request”, when a value indicating implementation of the
response (0x68) is stipulated, and when the request shall be (or has already been) accepted,
a “response” (0x78) is returned. However, this “response” is not a processing
implementation response. When the request is not to be accepted, or when the stipulated
DEOJ exists but the stipulated EPC does not, and when the stipulated DEOJ and EPC exist
but the array element does not, “response not possible” (0x58, 0x59) is returned. In the
frame format for response, the value of the object stipulated by the request is set in SEOJ,
and the requested property is set in EPC. When the relevant object itself does not exist,
neither “response” nor “response not possible” is returned. Also, the “response” message
DEA is defined as the requesting entity (i.e., the request message SEA).

When the request is not to be accepted, or when the stipulated DEOJ exists but the
stipulated EPC does not exist, EDT of “response not possible” is the array element number
of a “request” and when the stipulated DEOJ exists but the stipulated EPC does not exist, the
EDT of “response not possible” does not exist. Relationship between request and response
is shown in Figure 17.
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Figure 17 — EDATA configuration in property value element-stipulated addition

The content of each array element number in an array format property is defined separately
for each property. When the stipulated array element (element) does not exist, “response not
possible” is returned. Also, when EDATA stipulates SEOJ during a “request”, the EOJ
stipulated in the SEOJ by EDATA during the “request” is allocated as a DEOJ within the
EDATA (b1 of OHD is also set to 1) in the case of both “response not possible” and
“response”.

h) Property value element-stipulated deletion [0x6A, 0x6B, Ox5A, 0x5B, 0x7B]

In the case of a “request” (0x6A, 0x6B), this indicates a request to delete the array element
indicated in the EDT (array element number) from the property stipulated in the EPC of the
object stipulated in the DEOJ. In response to this “request”’, when a value indicating
implementation of the response (0x6B) is stipulated, and when the request shall be (or has
already been) accepted, a “response” (0x7B) is returned. However, this “response” is not a
processing implementation response. When the request is not to be accepted (including
cases in which the deletion is not to be implemented), or when the stipulated DEOJ exists but
the stipulated EPC does not, “response not possible” (Ox5A, 0x5B) is returned. In the frame
format for response, the value of the object stipulated by the request is set in SEOQJ, and the
relevant property is set in EPC. When the relevant object itself does not exist, neither
“response” nor “response not possible” is returned. Also, the “response” message DEA is
defined as the requesting entity (i.e., the request message SEA).

When the request is not to be accepted, or when the stipulated DEOJ exists but the
stipulated EPC does not exist, EDT of “response not possible” is the array element number
of a “request” and when the stipulated DEOJ exists but the stipulated EPC does not exist, the
EDT of “response not possible” does not exist. Relationship between request and response
is shown in Figure 18.
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Figure 18 — EDATA configuration in property value element-stipulated deletion

The content of each array element number in an array format property is defined separately
for each property. When the stipulated array element (element) does not exist, “response not
possible” is returned. Also, when EDATA stipulates SEOJ during a “request”’, the EOJ
stipulated in the SEOJ by EDATA during the “request” is allocated as a DEOJ within the
EDATA (b1 of OHD is also set to 1) in the case of both “response not possible” and
“response”.

i) Property value element-stipulated existence confirmation [0x6C, 0x5C, 0x7C]

In the case of a “request” (0x6C), this indicates a request to confirm the existence of the
array element indicated in the EDT (includes array element number value information) in the
property stipulated in the EPC of the object stipulated in the DEOJ. When the request shall
be (or has already been) accepted, a "response” (0x7C) is returned. When the request shall
be rejected (cannot be processed by the ESV) or when the specified DEOJ exists but the
specified EPC does not exist, a "process not possible" (0x5C) is returned. In the frame
format for response, the value of the object stipulated by the request is set in SEQJ, and the
relevant property is set in EPC. When the relevant object itself does not exist, neither
“response” nor “response not possible” is returned. Also, the “response” message DEA is
defined as the requesting entity (i.e., the request message SEA).

When the request is not to be accepted, or when the stipulated DEOJ exists but the
stipulated EPC does not exist, EDT of “response not possible” is the array element number
of a “request” and when the stipulated DEOJ exists but the stipulated EPC does not exist, the
EDT of “response not possible” does not exist. The relationship between request and
response is shown in Figure 19.
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