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INTERNATIONAL ELECTROTECHNICAL COMMISSION 
____________ 

 
RAILWAY APPLICATIONS –  

COMMUNICATION, SIGNALLING AND PROCESSING SYSTEMS –  
SAFETY RELATED ELECTRONIC SYSTEMS FOR SIGNALLING 

 
 

FOREWORD 

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising 
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote 
international co-operation on all questions concerning standardization in the electrical and electronic fields. To 
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications, 
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC 
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interested 
in the subject dealt with may participate in this preparatory work. International, governmental and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely 
with the International Organization for Standardization (ISO) in accordance with conditions determined by 
agreement between the two organizations. 

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international 
consensus of opinion on the relevant subjects since each technical committee has representation from all 
interested IEC National Committees.  

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National 
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC 
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any 
misinterpretation by any end user. 

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications 
transparently to the maximum extent possible in their national and regional publications. Any divergence 
between any IEC Publication and the corresponding national or regional publication shall be clearly indicated in 
the latter. 

5) IEC provides no marking procedure to indicate its approval and cannot be rendered responsible for any 
equipment declared to be in conformity with an IEC Publication. 

6) All users should ensure that they have the latest edition of this publication. 

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and 
members of its technical committees and IEC National Committees for any personal injury, property damage or 
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and 
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC 
Publications.  

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is 
indispensable for the correct application of this publication. 

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of 
patent rights. IEC shall not be held responsible for identifying any or all such patent rights. 

International Standard IEC 62425 has been prepared by IEC technical committee 9: Electrical 
equipment and systems for railways. 

It was submitted to the National Committees for voting under the Fast Track Procedure as the 
following documents: 

FDIS Report on voting 

9/1057/FDIS 9/1087/RVD 

 
Full information on the voting for the approval of this standard can be found in the report on 
voting indicated in the above table. 

This document is based on EN 50129. 

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2. 
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The committee has decided that the contents of this publication will remain unchanged until the 
maintenance result date indicated on the IEC web site under "http://webstore.iec.ch" in the data 
related to the specific publication. At this date, the publication will be  

• reconfirmed, 
• withdrawn, 
• replaced by a revised edition, or 
• amended. 
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INTRODUCTION 

This standard is the first International Standard defining requirements for the acceptance and 
approval of safety-related electronic systems in the railway signalling field. This standard is 
derived from the European Standard EN 50129. 

Safety-related electronic systems for signalling include hardware and software aspects. To 
install complete safety-related systems, both parts within the whole life-cycle of the system 
have to be taken into account. The requirements for safety-related hardware and for the overall 
system are defined in this standard. Other requirements are defined in associated IEC 
standards. 

This standard is the common base for safety acceptance and approval of electronic systems 
for railway signalling applications. The aim of railway authorities and railway industry is to 
develop railway systems based on common standards. The safety authorities having 
jurisdiction can apply this standard to the relevant matters they choose. On this basis, cross-
acceptance of safety approvals for sub-systems and equipment can be applied by the different 
national safety authorities. Cross-acceptance is applicable to generic approval, not to specific 
applications. 

The standard consists of the main part (Clause 1 to Clause 5) and Annexes A, B, C, D and E. 
The requirements defined in the main part of the standard and in Annexes A, B and C are 
normative, whilst Annexes D and E are informative. 

This standard is in line with, and uses relevant sections of IEC 62278: "Railway applications – 
Specification and demonstration of reliability, availability, maintainability and safety (RAMS)". 
This standard and IEC 62278 are based on the system life-cycle and are in line with 
IEC 61508-1, which is replaced by the set of IEC 62278/ IEC 62279/ IEC 62425, as far as 
railway communication, signalling and processing systems are involved. Meeting the 
requirements in these standards is sufficient to ensure that further compliance to IEC 61508-1 
need not be evaluated. 

Because this standard is concerned with the evidence to be presented for the acceptance of 
safety-related systems, it specifies those life-cycle activities which shall be completed before 
the acceptance stage, followed by additional planned activities to be carried out after the 
acceptance stage. Safety justification for the whole of the life-cycle is therefore required. 

This standard is concerned with what evidence is to be presented. Except where considered 
appropriate, it does not specify who should carry out the necessary work, since this may vary in 
different circumstances. 

For safety-related systems which include programmable electronics, additional conditions for 
the software are defined in IEC 62279. 

Additional requirements for safety-related data communication are defined in IEC 62280-1 and 
IEC 62280-2. 
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RAILWAY APPLICATIONS –  
COMMUNICATION, SIGNALLING AND PROCESSING SYSTEMS –  

SAFETY RELATED ELECTRONIC SYSTEMS FOR SIGNALLING 
 
 
 

1 Scope 

This International Standard is applicable to safety-related electronic systems (including sub-
systems and equipment) for railway signalling applications. 

The scope of this standard, and its relationship with other IEC standards, are shown in 
Figure 1. 

This standard is intended to apply to all safety-related railway signalling systems/sub-
system/equipment. However, the hazard analysis and risk assessment processes defined in 
IEC 62278 and this standard are necessary for all railway signalling systems/sub-
systems/equipment, in order to identify any safety requirements. If analysis reveals that no 
safety requirements exist (i.e.: that the situation is non-safety-related), and provided the 
conclusion is not revised as a consequence of later changes, this safety standard ceases to be 
applicable. 

This standard applies to the specification, design, construction, installation, acceptance, 
operation, maintenance and modification/extension phases of complete signalling systems, and 
also to individual sub-systems and equipment within the complete system. Annex C includes 
procedures relating to electronic hardware components. 

This standard applies to generic sub-systems and equipment (both application-independent 
and those intended for a particular class of application), and also to systems/sub-
systems/equipment for specific applications. 

This standard is not applicable to existing systems/sub-systems/equipment (i.e. those which 
had already been accepted prior to the creation of this standard). However, as far as 
reasonably practicable, this standard should be applied to modifications and extensions to 
existing systems, sub-systems and equipment. 

This standard is primarily applicable to systems/sub-systems/equipment which have been 
specifically designed and manufactured for railway signalling applications. It should also be 
applied, as far as reasonably practicable, to general-purpose or industrial equipment (e.g.: 
power supplies, modems, etc.), which is procured for use as part of a safety-related signalling 
system. As a minimum, evidence shall be provided in such cases to demonstrate 

– either that the equipment is not relied on for safety, 
– or that the equipment can be relied on for those functions which relate to safety. 

This standard is applicable to the functional safety of railway signalling systems. It is not 
intended to deal with the occupational health and safety of personnel; this subject is covered by 
other standards. 
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IEC   1726/07 
 

Figure 1 – Scope of the main IEC railway application standards 
 

2 Normative references 

The following referenced documents are indispensable for the application of this document. For 
dated references, only the edition cited applies. For undated references, the latest edition of 
the referenced document (including any amendments) applies. 

NOTE 1 Additional informative references are included in the Bibliography. 

IEC 60664 (all parts), Insulation coordination for equipment within low-voltage systems 

IEC 61508-1, Functional safety of electrical/electronic/ programmable electronic safety-related 
systems – Part 1: General requirements  

IEC 62236 (all parts), Railway applications – Electromagnetic compatibility 

IEC 62236-4, Railway applications – Electromagnetic compatibility – Part 4: Emission and 
immunity of the signalling and telecommunications apparatus 

IEC 62278, Railway applications – The specification and demonstration of reliability, 
availability, maintainability and safety (RAMS) 

IEC 62279, Railway applications – Communications, signalling and processing systems – 
Software for railway control and protection systems 

IEC 62280-1, Railway applications – Communication, signalling and processing systems – 
Part 1: Safety-related communication in closed transmission systems 

IEC 62280-2, Railway applications – Communication, signalling and processing systems – 
Part 2: Safety-related communication in open transmission systems 

Full document details: IEC 62425 2007

http://www.avadocuments.com/doc/iec-62425-2007
http://www.avadocuments.com/doc/iec-62425-2007


 – 10 – 62425 © IEC:2007 

EN 50124-1, Railway applications – Insulation coordination – Part 1: Basic requirements – 
Clearances and creepage distances for all electrical and electronic equipment 

EN 50125-1, Railway applications – Environmental conditions for equipment – Part 1: 
Equipment on board rolling stock 

EN 50125-3, Railway applications – Environmental conditions for equipment – Part 3: 
Equipment for signalling and telecommunications 

EN 50155, Railway applications – Electronic equipment used on rolling stock 

NOTE 2 EN 50124 (series), EN 50125 (series) and EN 50155 will be converted to IEC standards according to 
the merging strategy between IEC TC9 and CENELEC TC9X. 

3 Terms, definitions and abbreviations 

For the purposes of this document, the following terms, definitions and abbreviations apply. 

3.1 Definitions 

3.1.1  
accident 
an unintended event or series of events that results in death, injury, loss of a system or 
service, or environmental damage 

3.1.2  
assessment 
the process of analysis to determine whether the design authority and the validator have 
achieved a product that meets the specified requirements and to form a judgement as to 
whether the product is fit for its intended purpose 

3.1.3  
authorisation 
the formal permission to use a product within specified application constraints 

3.1.4  
availability 
the ability of a product to be in a state to perform a required function under given conditions at 
a given instant of time or over a given time interval assuming that the required external 
resources are provided 

3.1.5  
causal analysis 
analysis of the reasons how and why a particular hazard may come into existence 

3.1.6  
common-cause failure 
failure common to items which are intended to be independent 

3.1.7  
consequence analysis 
analysis of events which are likely to happen after a hazard has occurred 

3.1.8  
configuration 
the structuring and interconnection of the hardware and software of a system for its intended 
application 
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3.1.9  
cross-acceptance 
the status achieved by a product that has been accepted by one authority to the relevant 
standards and is acceptable to other authorities without the necessity for further assessment 

3.1.10  
design 
the activity applied in order to analyse and transform specified requirements into acceptable 
design solutions which have the required safety integrity 

3.1.11  
design authority 
the body responsible for the formulation of a design solution to fulfil the specified requirements 
and for overseeing the subsequent development and setting-to-work of a system in its intended 
environment 

3.1.12  
diversity 
a means of achieving all or part of the specified requirements in more than one independent 
and dissimilar manner 

3.1.13  
equipment 
a functional physical item 

3.1.14  
error 
a deviation from the intended design which could result in unintended system behaviour or 
failure 

3.1.15  
fail-safe 
a concept which is incorporated into the design of a product such that, in the event of a failure, 
it enters or remains in a safe state 

3.1.16  
failure 
a deviation from the specified performance of a system  

NOTE A failure is the consequence of a fault or error in the system. 

3.1.17  
fault 
an abnormal condition that could lead to an error in a system  

NOTE A fault can be random or systematic. 

3.1.18  
fault detection time 
time span which begins at the instant when a fault occurs and ends when the existence of the 
fault is detected 

3.1.19  
function 
a mode of action or activity by which a product fulfils its purpose 

3.1.20  
hazard 
a condition that could lead to an accident 
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3.1.21  
hazard analysis 
the process of identifying hazards and analysing their causes, and the derivation of 
requirements to limit the likelihood and consequences of hazards to a tolerable level 

3.1.22  
hazard log 
the document in which all safety management activities, hazards identified, decisions made 
and solutions adopted, are recorded or referenced 

3.1.23  
human error 
a human action (mistake), which can result in unintended system behaviour/failure 

3.1.24  
implementation 
the activity applied in order to transform the specified designs into their physical realisation 

3.1.25  
independence (functional) 
freedom from any mechanism which can affect the correct operation of more than one function 
as a result of either systematic or random failure 

3.1.26  
independence (human) 
freedom from involvement in the same intellectual, commercial and/or management entity 

3.1.27  
independence (physical) 
freedom from any mechanism which can affect the correct operation of more than one 
system/sub-system/equipment as a result of random failures 

3.1.28  
individual risk 
a risk which is related to a single individual only 

3.1.29  
maintainability 
the probability that a given active maintenance action, for an item under given conditions of use 
can be carried out within a stated time interval when the maintenance is performed under 
stated conditions and using stated procedures and resources 

3.1.30  
maintenance 
the combination of all technical and administrative actions, including supervision actions, 
intended to retain an item in, or restore it to, a state in which it can perform its required 
function 

3.1.31  
negation 
enforcement of a safe state following detection of a hazardous fault 

3.1.32  
negation time 
time span which begins when the existence of a fault is detected and ends when a safe state is 
enforced 
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3.1.33  
product 
a collection of elements, interconnected to form a system/sub-system/equipment, in a manner 
which meets the specified requirements 

3.1.34  
quality 
a user perception of the attributes of a product 

3.1.35  
railway authority 
the body with the overall accountability to a safety authority for operating a safe railway system 

3.1.36  
random failure integrity 
the degree to which a system is free from hazardous random faults 

3.1.37  
random fault 
unpredictable occurrence of a fault 

3.1.38  
redundancy 
the provision of one or more additional measures, usually identical, to provide fault tolerance 

3.1.39  
reliability 
the ability of an item to perform a required function under given conditions for a given period of 
time 

3.1.40  
repair 
measures for re-establishing the required state of a system/sub-system/equipment after a 
fault/failure 

3.1.41  
risk 
the combination of the frequency, or probability, and the consequence of a specified hazardous 
event 

3.1.42  
safe state 
a condition which continues to preserve safety 

3.1.43  
safety 
freedom from unacceptable levels of risk of harm 

3.1.44  
safety acceptance 
the safety status given to a product by the final user 

3.1.45  
safety approval 
the safety status given to a product by the requisite authority when the product has fulfilled a 
set of pre-determined conditions 
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3.1.46  
safety authority 
the body responsible for delivering the authorisation for the operation of the safety related 
system 

3.1.47  
safety case 
the documented demonstration that the product complies with the specified safety 
requirements 

3.1.48  
safety integrity 
the ability of a safety-related system to achieve its required safety functions under all the stated 
conditions within a stated operational environment and within a stated period of time 

3.1.49  
safety integrity level 
a number which indicates the required degree of confidence that a system will meet its 
specified safety functions with respect to systematic failures 

3.1.50  
safety life-cycle 
the additional series of activities carried out in conjunction with the system life-cycle for safety-
related systems 

3.1.51  
safety management 
the management structure which ensures that the safety process is properly implemented 

3.1.52  
safety plan 
the implementation details of how the safety requirements of the project will be achieved 

3.1.53  
safety process 
the series of procedures that are followed to enable all safety requirements of a product to be 
identified and met 

3.1.54  
safety-related 
carries responsibility for safety 

3.1.55  
signalling system 
particular kind of system used on a railway to control and protect the operation of trains 

3.1.56  
stress profile 
the degree and number of external influences which a product can withstand whilst performing 
its required functionality 

3.1.57  
sub-system 
a portion of a system which fulfils a specialised function 

Full document details: IEC 62425 2007

http://www.avadocuments.com/doc/iec-62425-2007
http://www.avadocuments.com/doc/iec-62425-2007


62425 © IEC:2007 – 15 – 

3.1.58  
system 
a set of sub-systems which interact according to a design 

3.1.59  
systematic failure integrity 
the degree to which a system is free from unidentified hazardous errors and the causes thereof 

3.1.60  
systematic fault 
an inherent fault in the specification, design, construction, installation, operation or 
maintenance of a system, sub-system or equipment 

3.1.61  
system life-cycle 
the series of activities occurring during a period of time that starts when a system is conceived 
and ends at decommissioning when the system is no longer available for use 

3.1.62  
technical safety report 
documented technical evidence for the safety of the design of a system/sub-system/equipment 

3.1.63  
validation 
the activity applied in order to demonstrate, by test and analysis, that the product meets in all 
respects its specified requirements 

3.1.64  
verification 
the activity of determination, by analysis and test, at each phase of the life-cycle, that the 
requirements of the phase under consideration meet the output of the previous phase and that 
the output of the phase under consideration fulfils its requirements 

3.2 Abbreviations 
ATP automatic train protection 
CENELEC European committee for electrotechnical standardisation 
CCF common-cause failure 
DC direct current 
EMC electromagnetic compatibility 
EMI electromagnetic interference 
EN European standard  
ESD electrostatic discharge 
FMEA failure modes and effects analysis 
FR  failure rate 
FTA fault tree analysis 
H    hazard 
HW hardware 
IEC International electrotechnical commission 
IRSE Institution of railway signal engineers 
ISO International standards organisation 
RAMS reliability, availability, maintainability and safety 
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SDR safe down rate 
SDT safe down time 
SIL safety integrity level 
SW software 
THR tolerable hazard rate 
UIC International union of railways 

4 Overall framework of this standard 

Clause 5 of this International Standard requires that a systematic, documented approach be 
taken to 

– evidence of quality management, 
– evidence of safety management, 
– evidence of functional and technical safety, 
– safety acceptance and approval. 

Annex A (normative) defines the interpretation and use of safety integrity levels. 

Annex B (normative) contains detailed technical requirements for safety-related systems/sub-
systems/equipment. 

Annex C (normative) contains procedures and information for identifying the credible failure 
modes of hardware components. 

Annex D (informative) contains supplementary technical information. 

Annex E (informative) contains tables of techniques/measures to be used for various levels of 
safety integrity. 

The bibliography contains references to documents that have been consulted during the 
preparation of this standard. 

The structure of this standard is summarised in Figure 2. 
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Figure 2 – Structure of IEC 62425  
 

5 Conditions for safety acceptance and approval 

5.1 The safety case 

This standard defines the conditions that shall be satisfied in order for a safety-related 
electronic railway system/sub-system/equipment to be accepted as adequately safe for its 
intended application. 

The conditions for safety acceptance are presented in this standard under three subclauses, 
namely 

5.2 Evidence of quality management 
5.3 Evidence of safety management 
5.4 Evidence of functional and technical safety 

All of these conditions shall be satisfied, at equipment, sub-system and system levels, before 
the safety-related system can be accepted as adequately safe. 

The documentary evidence that these conditions have been satisfied shall be included in a 
structured safety justification document, known as the safety case. The safety case forms part 
of the overall documentary evidence to be submitted to the relevant safety authority in order to 
obtain safety approval for a generic product, a class of application or a specific application. For 
an explanation of the safety approval process, see 5.5. 
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The safety case contains the documented safety evidence for the system/sub-system/ 
equipment, and shall be structured as follows: 

−  Part 1  Definition of system (or sub-system/equipment) 

This shall precisely define or reference the system/sub-system/equipment to which the safety 
case refers, including version numbers and modification status of all requirements, design and 
application documentation. 

−  Part 2  Quality management report 

This shall contain the evidence of quality management, as specified in 5.2. 

−  Part 3  Safety management report 

This shall contain the evidence of safety management, as specified in 5.3. 

−  Part 4  Technical safety report 

This shall contain the evidence of functional and technical safety, as specified in 5.4. 

−  Part 5  Related safety cases 

This shall contain references to the safety cases of any sub-systems or equipment on which 
the main safety case depends. 

It shall also demonstrate that all the safety-related application conditions specified in each of 
the related sub-system/equipment safety cases are 

• either fulfilled in the main safety case, 

• or carried forward into the safety-related application conditions of the main safety case. 
 

−  Part 6  Conclusion 

This shall summarise the evidence presented in the previous parts of the safety case, and 
argue that the relevant system/sub-system/equipment is adequately safe, subject to 
compliance with the specified application conditions. 

The structure of the safety case is illustrated in Figure 3. 

Large volumes of detailed evidence and supporting documentation need not be included in the 
safety case and in its parts, provided precise references are given to such documents and 
provided the base concepts used and the approaches taken are clearly specified. 
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Part 3: Safety 
management report

Part 4: Technical
safety 
report 

Part 5: Related
safety 
cases 

Part 6: Conclusion

Part 1: Definition of system

IEC   1728/07  
Figure 3 – Structure of safety case 

5.2 Evidence of quality management 

The first condition for safety acceptance that shall be satisfied is that the quality of the system, 
sub-system or equipment has been, and shall continue to be, controlled by an effective quality 
management system throughout its life-cycle. Documentary evidence to demonstrate this shall 
be provided in the quality management report, which forms Part 2 of the safety case. 

The purpose of the quality management system is to minimise the incidence of human errors at 
each stage in the life-cycle, and thus to reduce the risk of systematic faults in the system, sub-
system or equipment. 

The quality management system shall be applicable throughout the system/sub-system/ 
equipment life-cycle, as defined in IEC 62278. An example of a system life-cycle diagram (from 
IEC 62278) is reproduced as Figure 4. 

NOTE Examples of aspects which should be controlled by the quality management system and included in the 
quality management report: 

– organisational structure; 

– quality planning and procedures; 

– specification of requirements; 

– design control; 

– design verification and reviews; 
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– application engineering; 

– procurement and manufacture; 

– product identification and traceability; 

– handling and storage; 

– inspection and testing; 

– non-conformance and corrective action; 

– packaging and delivery; 

– installation and commissioning; 

– operation and maintenance; 

– quality monitoring and feedback; 

– documentation and records; 

– configuration management/change control; 

– personnel competency and training; 

– quality audits and follow-up; 

– decommissioning and disposal. 

Compliance with the requirements for quality management is mandatory for safety integrity 
levels 1 to 4 inclusive (see Annex A for explanation of safety integrity levels). However, the 
depth of the evidence presented and the extent of the supporting documentation should be 
appropriate to the safety integrity level of the system/sub-system/equipment under scrutiny 
(see Table E.1 and Table E.8 for guidance on evidence required for each safety integrity level). 
The requirements for safety integrity level 0 (non-safety-related) are outside the scope of this 
safety standard. 
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NOTE   The phase at which a modification enters the life-cycle will be dependent upon both the system being 
modified and the specific modification under consideration. 

 

Figure 4 – Example of system life-cycle 
(from IEC 62278) 

5.3 Evidence of safety management 

5.3.1 Introduction 

The second condition for safety acceptance which shall be satisfied is that the safety of the 
system, sub-system or equipment has been, and shall continue to be, managed by means of an 
effective safety management process, which should be consistent with the management 
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process for RAMS described in IEC 62278. The purpose of this process is to further reduce the 
incidence of safety-related human errors throughout the life-cycle, and thus minimise the 
residual risk of safety-related systematic faults. The elements of the safety management 
process are briefly summarised in 5.3.2 to 5.3.13 below. 

Documentary evidence to demonstrate compliance with all elements of the safety management 
process throughout the life-cycle shall be provided in the safety management report, which 
forms Part 3 of the safety case. Large volumes of detailed evidence and supporting 
documentation need not be included, provided precise references are given to such 
documents. 

The use of this safety management process is mandatory for safety integrity levels 1 to 4 
inclusive (see Annex A for explanation of safety integrity levels). However, the depth of the 
evidence presented and the extent of the supporting documentation should be appropriate to 
the safety integrity level of the system/sub-system/equipment under scrutiny. The requirements 
for safety integrity level 0 (non-safety-related) are outside the scope of this safety standard. 

In all cases, the hazard analysis and risk assessment processes defined in IEC 62278 are 
necessary, in order to identify the required level of safety integrity for each particular situation. 
This includes those cases where the analysis and assessment reveal that a safety integrity 
level of zero may be assigned; however, once this conclusion has been reached (i.e. that the 
situation is non-safety-related), and provided it remains at level zero, this safety standard 
ceases to be applicable. 

5.3.2 Safety life-cycle 

The safety management process shall consist of a number of phases and activities, which are 
linked to form the safety life-cycle; this should be consistent with the system life-cycle defined 
in IEC 62278, which is reproduced as Figure 4. The design and validation part of the system 
life-cycle can be viewed as a "top-down" phase followed by a "bottom-up" phase, (i.e. a "V"-
diagram), an example of which is shown in Figure 5. 
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Figure 5 – Example of design and validation portion of system life-cycle 

5.3.3 Safety organisation 

The safety management process shall be implemented under the control of an appropriate 
safety organisation, using competent personnel assigned to specific roles. Assessment and 
documentation of personnel competence, including technical knowledge, qualifications, 
relevant experience and appropriate training, shall be carried out in accordance with 
recognised standards. An appropriate degree of independence shall be provided between 
different roles, as shown in Figure 6. See also Table E.3, for guidance on the safety 
organisation required for each safety integrity level. 
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Figure 6 – Arrangements for independence 

 

5.3.4 Safety plan 

A safety plan shall be drawn up at the start of the life-cycle. This plan shall identify the safety 
management structure, safety-related activities and approval mile-stones throughout the life-
cycle, and shall include the requirements for review of the safety plan at appropriate intervals. 
The safety plan shall be updated and reviewed if subsequent alterations or additions are made 
to the original system/sub-system/equipment. If any such change is made, the effect on safety 
shall be assessed, starting at the appropriate point in the life-cycle. See Table E.1 for guidance 
on safety plans for each safety integrity level. 
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The safety plan shall deal with all aspects of the system/sub-system/equipment, including both 
hardware and software. IEC 62279 shall be referenced for software aspects. 

The safety plan should include a safety case plan, which identifies the intended structure and 
principal components of the final safety case. 

5.3.5 Hazard log 

A hazard log shall be created and maintained throughout the safety life-cycle, as explained in 
IEC 62278. It shall include a list of identified hazards, together with associated risk 
classification and risk control information for each hazard. The hazard log shall be updated if 
any modification or alteration is made to the system, sub-system or equipment. 

5.3.6 Safety requirements specification 

The specific safety requirements for each system/sub-system/equipment, including safety 
functions and safety integrity, shall be identified and documented in the safety requirements 
specification. This shall be achieved by means of 

– hazard identification and analysis, 
– risk assessment and classification, 
– allocation of safety integrity levels, 

as explained in IEC 62278. Some information concerning safety integrity levels for railway 
electronic systems is contained in Annex A. 

NOTE The safety requirements specification may be included in the system/sub-system/equipment functional 
requirements specification or may be written as a separate document. See Table E.2, for guidance on system 
requirements specifications for each safety integrity level. 

5.3.7 System/sub-system/equipment design 

This phase of the life-cycle shall create a design which fulfils the specified operational and 
safety requirements. A top-down, structured design methodology shall be used, with rigorously 
controlled and reviewed documentation. In particular, the relationship between hardware and 
software, as represented by the software requirements specification and software/hardware 
integration, shall be strictly managed, and IEC 62279 shall be adhered to. Table E.7 gives 
guidance on design and development of system/sub-system/equipment for each safety integrity 
level. 

5.3.8 Safety reviews 

Safety reviews shall be carried out at appropriate stages in the life-cycle. Such reviews shall be 
specified in the safety plan, and their results fully documented. Any alteration or extension to 
the system, sub-system or equipment shall also be subject to review. 

5.3.9 Safety verification and validation 

The safety plan shall include or reference plans for verifying that each phase of the life-cycle 
satisfies the specific safety requirements identified in the previous phase, and for validating 
the completed system/sub-system/equipment against its original safety requirements 
specification. 

These activities shall be carried out and fully documented, including appropriate testing and 
safety analyses. They shall be repeated as appropriate in the event of any subsequent 
modification or addition to the system/sub-system/equipment. 

The degree of independence necessary for the verifier and the validator shall be in accordance 
with the safety integrity level of the system/sub-system/equipment under scrutiny. This is 
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shown in Figure 6. Table E.9 gives guidance on verification and validation techniques/ 
measures for each safety integrity level. 

At the discretion of the safety authority, the assessor may be part of the supplier's organisation 
or of the customer's organisation but, in such cases, the assessor shall 

– be authorised by the safety authority, 
– be totally independent from the project team, 
– report directly to the safety authority. 

5.3.10 Safety justification 

The evidence that the system/sub-system/equipment meets the defined conditions for safety 
acceptance shall be presented in a structured safety justification document known as the safety 
case, as explained in 5.1. 

5.3.11 System/sub-system/equipment handover 

Prior to handover of the system/sub-system/equipment to a railway authority, the conditions for 
safety acceptance and safety approval defined in 5.5 shall be satisfied, including submission of 
the safety case and the safety assessment report. 

5.3.12 Operation and maintenance 

Following handover, the procedures, support systems and safety monitoring defined in the 
safety plan and in Section 5 of the technical safety report (part of the safety case) shall be 
adhered to. 

During the operational life of a system, change requests may be raised for a variety of reasons, 
not all of which will be safety-related. Each change request shall be assessed for its impact on 
safety, by reference to the relevant portion of the safety documentation. Where a change 
request results in a modification which could affect the safety of the system, or associated 
systems, or the environment, the appropriate portion of the safety life-cycle shall be repeated 
to ensure that the implemented modification does not unacceptably reduce the level of safety. 
Table E.10 gives guidance on application, operation and maintenance for each safety integrity 
level. 

5.3.13 Decommissioning and disposal 

At the end of the operational life of a system, its decommissioning and disposal shall be carried 
out in accordance with the measures defined in the safety plan and in Section 5 of the technical 
safety report (part of the safety case). 

5.4 Evidence of functional and technical safety 

In addition to the evidence of quality and safety management, described in 5.2 and 5.3, a third 
condition shall be satisfied before a system/sub-system/equipment can be accepted as 
adequately safe for its intended application. This consists of technical evidence for the safety 
of the design, which shall be documented in the technical safety report. This document forms 
Part 4 of the safety case for the system/sub-system/equipment, as explained in 5.1. 

The technical safety report is mandatory for safety integrity levels 1 to 4 inclusive (see Annex A 
for explanation of safety integrity levels). However, the depth of the information and the extent 
of the supporting documentation should be appropriate to the safety integrity level of the 
system/sub-system/equipment under scrutiny. The requirements for safety integrity level 0 
(non-safety-related) are outside the scope of this safety standard. 
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The technical safety report shall explain the technical principles which assure the safety of the 
design, including (or giving references to) all supporting evidence (for example, design 
principles and calculations, test specifications and results, and safety analyses). 

The technical safety report shall be arranged under the following headings: 

a) Section 1: Introduction 

This section shall provide an overview description of the design, including a summary of the 
technical safety principles that are relied on for safety and the extent to which the system/sub-
system/equipment is claimed to be safe in accordance with this standard. 

This section shall also indicate the standards (and their issues) used as the basis for the 
technical safety of the design. In the case of modifications or additions to equipment already in 
service, or in standard production, or at a completed stage of development, then, as an 
exception, the issues of standards used for the original design may be used as a basis, these 
already having been accepted in the approval of the original equipment. This may be applied 
only if, by taking into consideration the latest issues of the standards, further modifications to 
the existing equipment would be required, or unjustifiably high costs for the change would be 
incurred. Reasons justifying use of this statement shall be given. 

b) Section 2: Assurance of correct functional operation 
This section shall contain all the evidence necessary to demonstrate correct operation of the 
system/sub-system/equipment under fault-free normal conditions (that is, with no faults in 
existence), in accordance with the specified operational and safety requirements. 

The following aspects shall be included, for which more detailed requirements are contained in 
Clause B.2: 

2.1 System architecture description (see B.2.1 and Table E.4); 
2.2 Definition of interfaces (see B.2.2); 
2.3 Fulfilment of system requirements specification (see B.2.3); 
2.4 Fulfilment of safety requirements specification (see B.2.4); 
2.5 Assurance of correct hardware functionality (see B.2.5); 
2.6 Assurance of correct software functionality (see B.2.6). 

c) Section 3: Effects of faults 

This section shall demonstrate that the system/sub-system/equipment continues to meet its 
specified safety requirements, including the quantified safety target, in the event of random 
hardware faults. 

In addition, a systematic fault could still exist, despite the quality and safety management 
processes defined in 5.2 and 5.3. This section shall demonstrate which technical measures 
have been taken to reduce the consequent risk to an acceptable level. 

This section shall also include demonstration that faults in any system/sub-system/equipment 
having a safety integrity level lower than that of the overall system, including level 0, cannot 
reduce the safety of the overall system. 

The following headings shall be used in this section, for which more detailed requirements are 
contained in Clause B.3. Guidance is also given in Table E.5 and Table E.6. 

3.1 Effects of single faults (see B.3.1); 
3.2 Independence of items (see B.3.2); 
3.3 Detection of single faults (see B.3.3); 
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3.4 Action following detection (including retention of safe state) (see B.3.4); 
3.5 Effects of multiple faults (see B.3.5); 
3.6 Defence against systematic faults (see B.3.6). 

d) Section 4: Operation with external influences 

This section shall demonstrate that when subjected to the external influences defined in the 
system requirements specification, the system/sub-system/equipment 

– continues to fulfil its specified operational requirements, 
– continues to fulfil its specified safety requirements (including fault conditions). 

The safety case is therefore valid only within the specified range of external influences, as 
defined in the system requirements specification. Safety is not assured outside these limits, 
unless additional special measures are provided. 

The methods used to withstand the specified external influences shall be fully explained and 
justified. 

More detailed requirements are contained in Clause B.4. 

e) Section 5: Safety-related application conditions 

This section shall specify (or reference) the rules, conditions and constraints which shall be 
observed in the application of the system/sub-system/equipment. This shall include the 
application conditions contained in the safety case of any related sub-system or equipment. 

More detailed requirements are contained in Clause B.5. Guidance is also given in Table E.10. 

f) Section 6: Safety qualification tests 

This section shall contain evidence to demonstrate successful completion, under operational 
conditions, of the safety qualification tests. These are explained in Clause B.6. 

The structure of the technical safety report is illustrated in Figure 7. 
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Figure 7 – Structure of technical safety report 

5.5 Safety acceptance and approval 

This subclause defines the safety acceptance and approval process for safety-related 
electronic system/sub-system/equipment. Except where considered appropriate, it does not 
specify who should carry out the work at each stage, since this may vary in different 
circumstances. 

5.5.1 Introduction 

As explained in 5.1, three conditions shall be satisfied before a safety-related electronic railway 
system/sub-system/equipment can be accepted as adequately safe for its intended application: 

– evidence of quality management; 
– evidence of safety management; 
– evidence of functional and technical safety. 

These three conditions have been explained in 5.2, 5.3 and 5.4. 

The evidence of quality management, safety management and functional/technical safety shall 
be included in the safety case, as shown in 5.1 and Figure 3. 

Three different categories of safety case can be considered: 
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– generic product safety case (independent of application)  
A generic product can be re-used for different independent applications; 

– generic application safety case (for a class of application)  
A generic application can be re-used for a class/type of application with common functions; 

– specific application safety case (for a specific application)  
A specific application is used for only one particular installation. 

It is essential to demonstrate for each ”specific” application that the environmental conditions 
and context of use are compatible with the ”generic” application conditions (see 5.5.4). 

In all three categories, the structure of the safety case and the procedure for obtaining safety 
approval are basically the same. However, there is an additional factor for specific  
applications: in this category, separate safety approval is needed for the application design of 
the system and for its physical implementation (e.g., manufacture, installation, test, and 
facilities for operation and maintenance). For this reason, the safety case for specific 
applications shall be divided into two portions: 

– the application design safety case: this shall contain the safety evidence for the theoretical 
design of the specific application; 

– the physical implementation safety case: this shall contain the safety evidence for the 
physical implementation of the specific application. 

Both portions shall be structured as shown in 5.1 and Figure 3. 

5.5.2 Safety approval process 

Before an application for safety approval can be considered, an independent safety 
assessment of the system/sub-system/equipment and its safety case shall be carried out, to 
provide additional assurance that the necessary level of safety has been achieved. Its results 
should be presented in a safety assessment report. The report should explain the activities 
carried out by the safety assessor to determine how the system/sub-system/equipment, 
(hardware and software) has been designed to meet its specified requirements, and possibly 
specify some additional conditions for the operation of the system/sub-system/equipment. The 
depth of the safety assessment, and the degree of independence with which it is carried out, 
are based on the results of the risk classification, as explained in IEC 62278. Specific tests 
may be required by the safety assessor in order to increase confidence. 

The overall documentary evidence shall consist of 

– the system (or sub-system/equipment) requirements specification, 
– the safety requirements specification, 
– the safety case, including 

Part 1: Definition of system/sub-system/equipment, 
Part 2: Quality management report (evidence of quality management), 
Part 3: Safety management report (evidence of safety management), 
Part 4: Technical safety report (evidence of functional/technical safety), 
Part 5: Related safety cases (if applicable), 
Part 6: Conclusion, 

– the safety assessment report. 

Provided all the conditions for safety acceptance have been satisfied, as demonstrated by the 
safety case, and subject to the results of the independent safety assessment, the system/sub-
system/equipment may be granted safety approval by the relevant safety authority. Approval 
may be subject to the fulfilment of additional conditions (temporary or permanent) imposed by 
the safety assessor. 
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For a generic product (i.e. independent of application), and for a generic application (i.e. class 
of application), it should be possible for safety approval granted by one safety authority to be 
accepted by other safety authorities (i.e.: cross-acceptance). This is not considered possible 
for specific applications. 

The safety approval process, for all three categories of safety case, is illustrated in Figure 8. 
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Figure 8 – Typical safety acceptance and approval process 
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5.5.3 After safety approval 

After a system/sub-system/equipment has received safety approval, any subsequent 
modification shall be controlled using the same quality management, safety management and 
functional/technical safety criteria as would be used for a new design. All relevant 
documentation, including the safety case, shall be updated or supplemented by additional 
documentation, and the modified design shall be submitted for approval. 

Once an installed system/sub-system/equipment has been commissioned, appropriate 
procedures, support systems and safety monitoring, as defined in the safety plan and in 
Section 5 of the technical safety report (part of the safety case), shall be used to ensure 
continued safe operation throughout its working life, including operation, maintenance, 
alteration, extension and eventual decommissioning. These activities shall be controlled using 
the same quality management, safety management and technical safety criteria as for the 
original design. All relevant documentation shall be kept up-to-date, including the safety case, 
and any alterations or extensions shall be submitted for approval. 

5.5.4 Dependency between safety approvals 

As mentioned in 5.1, the safety case for a system may depend on the safety cases of other 
sub-systems or equipment. In such circumstances, safety approval of the main system is not 
possible without previous safety approval of the related sub-systems/equipment. 

If safety approval has been obtained for a generic product, or for a generic application, a 
reference may be made to this in the application for safety approval of a specific application; it 
is not necessary to repeat the generic approval process for each application. This dependency 
between safety approvals is illustrated in Figure 9. 

A safety case may be based on the demonstration that the proposed specific application is 
technically equivalent to an existing application with specific safety approval. A new safety 
approval for this specific application is necessary. 

It is essential to ensure in such examples of dependency that the safety-related application 
conditions stated in the technical safety report of each safety case are fulfilled in the higher-
level safety case, or else are carried forward into the safety-related application conditions of 
the higher-level safety case. 
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Figure 9 – Examples of dependencies between safety cases/safety approval 
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Annex A  
(normative) 

 
Safety integrity levels 

 
 

A.1 Introduction 

This annex gives details for the derivation, allocation and implementation of safety 
requirements and safety integrity and the use of safety integrity levels in safety-related systems 
for railway application. 

The tolerable hazard rates (THR) in the form of quantified safety targets for each particular 
railway application are the responsibility of the relevant railway authority, and are not defined 
by this standard. 

The safety management process is defined in IEC 62278. 

A.2 Safety requirements 

The system requirements specification (or sub-system/equipment as appropriate) may be 
considered in two parts (see Figure A.1): 

– requirements which are not related to safety (including operational functional requirements); 
– requirements which are related to safety. 

Requirements which are related to safety are usually called safety requirements. These may be 
contained in a separate safety requirements specification. 

Safety requirements may be considered in two parts: 

– safety functional requirements; 
– safety integrity requirements. 

Safety functional requirements are the actual safety-related functions which the system, sub-
system or equipment is required to carry out. 

Safety integrity requirements define the level of safety integrity required for each safety-related 
function. 
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Figure A.1 – Safety requirements and safety integrity 

A.3 Safety integrity 

Safety integrity relates to the ability of a safety-related system to achieve its required safety 
functions. The higher the safety integrity, the lower the likelihood that it will fail to carry out the 
required safety functions. 

Safety integrity comprises two parts (see Figure A.1): 

– systematic failure integrity; 
– random failure integrity. 

It is necessary to satisfy both the systematic and the random failure integrity requirements if 
adequate safety integrity is to be achieved. 

NOTE Failures caused by environmental conditions (e.g.: EMC, temperature, vibration, etc.) should be included 
within systematic and random failure integrity as appropriate. 

Systematic failure integrity is the non-quantifiable part of the safety integrity and relates to 
hazardous systematic faults (hardware or software). Systematic faults are caused by human 
errors in the various stages of the system/sub-system/equipment life-cycle. 

EXAMPLE - specification errors; 

 - design errors; 

 - manufacturing errors; 

 - installation errors; 

Full document details: IEC 62425 2007

http://www.avadocuments.com/doc/iec-62425-2007
http://www.avadocuments.com/doc/iec-62425-2007


62425 © IEC:2007 – 35 – 

 - operation errors; 

 - maintenance errors; 

 - modification errors. 

Systematic failure integrity is achieved by means of the quality management and safety 
management conditions specified in 5.2 and 5.3. 

Technical defences against systematic faults are included in the technical safety conditions 
specified in 5.4. 

Because it is not possible to assess systematic failure integrity by quantitative methods, safety 
integrity levels are used to group methods, tools and techniques which, when used effectively, 
are considered to provide an appropriate level of confidence in the realisation of a system to a 
stated integrity level (see Annex E). 

Random failure integrity is that part of the safety integrity which relates to hazardous random 
faults, in particular random hardware faults, which are the result of the finite reliability of 
hardware components. 

The achievement of random failure integrity is included within the technical safety conditions 
specified in 5.4. 

A quantified assessment of random failure integrity shall be carried out, by means of 
probabilistic calculations. These are based on known data for hardware component failure 
rates and failure modes, and disclosure times of random hardware failures. In the case of 
components with inherent physical properties (see Annex C), a hazardous failure rate of zero is 
generally assumed, although a residual risk of hazardous failure may exist and should be 
defended against as specified in 5.4 and B.3.6. 

The allocation of safety integrity requirements and of safety integrity levels are described in 
Clauses A.4 and A.5 respectively. 

A.4 Allocation of safety integrity requirements 

A methodology to determine safety integrity requirements for railway signalling equipment, 
taking into account both the operational environment and the architectural design of the 
signalling system, shall be systematically applied. 

At the heart of this approach is a well defined interface between the operational environment 
and the signalling system. From the safety point of view, this interface is defined by a list of 
hazards and associated tolerable hazard rates within the system. It should be noted that the 
purpose of this approach is not to limit co-operation between suppliers and railways authorities 
but to clarify responsibilities and interfaces. 

From this interface, the analysis proceeds as follows: 

– bottom-up analysis leads to the identification of the possible consequences of the hazards 
and the related risks; and 

– top-down analysis leads to the identification of the causes of the hazards. 

The global process consists of risk analysis and hazard control, see Figure A.2. The risk 
analysis produces tolerable hazard rates which are the input to the hazard control. 
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Figure A.2 – Global process overview 

It is important to note that the THR is a target measure with respect to both systematic and 
random failure integrity. It is accepted that only with respect to random failure integrity will it be 
possible to quantify. Qualitative measures and judgements will be necessary to justify that the 
systematic integrity requirements are met. This is mainly covered by the SIL (and the measures 
derived from the SIL). 

The safety authority shall approve both, the risk analysis and the hazard control. 

NOTE In some cases, these steps are not completely independent. The hazard control can lead to system 
changes which offer more safety performance. The overlapping arrows in Figure A.2 show this. Hence, in these 
cases, the global process is iterative. 

A.4.1 Risk analysis 

Figure A.3 gives an example of a risk analysis process. The following subclauses explain the 
phase in more detail. 

 

Full document details: IEC 62425 2007

http://www.avadocuments.com/doc/iec-62425-2007
http://www.avadocuments.com/doc/iec-62425-2007


62425 © IEC:2007 – 37 – 

 

ANALYSE 
system 

System 
definition 

IDENTIFY
   hazards

ESTIMATE
   hazards rates

Hazard
log

IDENTIFY
   accidents

IDENTIFY
   near misses

IDENTIFY
   safe states

Forecast 
accidents 

System definition Hazard identification Consequence analysis 

DETERMINE 
   individual risk 

Forecast 
accidents 

Risk estimation THR allocation

Individual
risk

COMPARE
with target

   individual risk Tolerable
hazard rates

Safety
requirement
specification

Next step

Hazard control

Supplier’s
responsibility

Legend:  

What you do What you get
IEC   1737/07 

 

Figure A.3 – Example risk analysis process 

A.4.1.1 System definition and hazard identification 

It is the responsibility of the railway authority 

– to define the system (independent of the technical realisation), 
– to identify the hazards relevant to the system. 

Hazard identification involves systematic analysis of a product, process, system or an 
undertaking to determine those adverse conditions (hazards) which may arise throughout the 
life-cycle. Such adverse conditions may have the potential for human injury or damage to the 
environment. 

Systematic identification of hazards generally involves two phases: 

– an empirical phase (exploiting past experience, e. g. checklists); 
– a creative phase (proactive forecasting, e. g. brain-storming, structured what-if studies). 

The empirical and creative phases of hazard identification complement one another, increasing 
confidence that the potential hazard space has been covered and that all significant hazards 
have been identified. 

NOTE Methodologies which generate an unrealistically large number of mostly trivial or imprecisely defined 
hazards are wasteful of resources and can lead to a misleading or unproductive risk assessment. With the 
exception of large undertakings, involving many personnel, activities and equipment, a large list of hazards 
extending into the hundreds is unreasonable and indicative of a poorly designed or conducted study. 

The hazards depend on the system definition and in particular the system boundary, which 
allows a hierarchical structuring of hazards with respect to systems and sub-systems. It also 
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means that hazard identification and causal analysis shall be performed repeatedly at several 
levels of detail during the system development. 

Figure A.4 shows that the cause of a hazard at system level may be considered as a hazard at 
sub-system level (with respect to the sub-system boundary). Thus this definition enables a 
structured hierarchical approach to hazard analysis and hazard tracking. 
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Figure A.4 – Definition of hazards with respect to the system boundary 

To further ensure that the risk assessment effort is focused upon the most significant hazards, 
the hazards should, once identified, be ordered in terms of their perceived risk level. 

All identified hazards and other pertinent information shall be recorded in a hazard log. 

A.4.1.2 Consequences analysis, risk estimation and allocation of tolerable hazards rates 

It is the responsibility of the railway authority 

– to analyse the consequences, i.e. the losses, 
– to define the risk tolerability criteria, 
– to derive the tolerable hazard rates, and 
– to ensure that the resulting risk is tolerable (with respect to the appropriate risk tolerability 

criteria). 

The only requirement is that the resulting tolerable hazard rates shall be derived taking into 
account the risk tolerability criteria. Risk tolerability criteria are not defined by this standard, but 
depend on national or European legislative requirements. 

The analysis methods shall either 

– estimate the resulting (individual) risk explicitly, or 
– derive the tolerable hazard rates from a comparison with the performance of existing 

systems or acknowledged rules of technology, either by statistical or analytical methods, or 
– derive the tolerable hazard rates from alternative qualitative approaches, if as a result they 

define a list of hazards and corresponding THR. 

It is important to note that this approach gives the railway authorities the freedom to define the 
hazards and corresponding THRs at any level, according to their particular needs. While one 
railway authority may set very general, high-level targets, another may set very detailed targets 
at the level of safety functions.  
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A.4.2 Hazard control 

Hazard control covers the management of the implementation of the required THRs and 
associated safety functions. 

If no THRs are provided, then either the supplier will provide these along with the system 
proposal to the railway authority or the railway authority and the supplier will work together to 
define the requirements. 

Hazard control consists of performing causal analysis followed by a number of activities which 
can be summarised as follows: 

– in the case of no defined THRs, define the safety assumptions and system functions related 
to the defined hazards; 

– in the case of defined THRs, define the system architecture and allocate system functions 
within the architecture (technical solution) to meet the safety requirements; 

– determine the safety integrity requirements for the sub-systems; 
– complete the safety requirements specification; 
– analyse the system/sub-system to meet the requirements; 
– identify potential new hazards arising out of the system/sub-system design through the 

design and verification processes, and either ensure the new potential hazards are covered 
by the existing functionality or, if the new potential hazards require extra functionality or 
mitigation outside the system/sub-system, transfer the potential hazards back to risk 
analysis for further treatment; 

– to determine the reliability requirements for the equipment. 

The hazard control process is depicted in Figure A.5. 

NOTE A well-structured hazard control contains relevant parts of a technical safety report implicitly. In this case, it 
is sufficient in the technical safety report to reference the hazard control. 

A.4.2.1 Causal analysis 

Causal analysis constitutes two key stages: 

In a first phase of the causal analysis, the tolerable hazard rate for each hazard is apportioned 
to a functional level (system functions). The tolerable hazard rate for a function is then 
translated to a SIL using the SIL table. Safety integrity levels (SIL) are defined at this functional 
level for the sub-systems implementing the functionality. 

If the railway authority has already defined the hazards and THRs with respect to safety 
functions, then the first phase of causal analysis is void and SILs can be immediately allocated 
based on the required THRs. 

A sub-system, i.e. the combination of equipment, may implement a number of safety-related 
functions, each of which could require different safety integrity levels. Where this is the case, 
the sub-system shall satisfy all the required SIL levels. This can be obtained if each function 
meets the highest SIL or if demonstration of independence can be provided. In both cases, a 
common cause failure analysis shall be performed. 

In a second phase of the causal analysis, the hazard rates for sub-systems are further 
apportioned leading to failure rates for the equipment, but on this physical or implementation 
level, the SIL remains unchanged. Consequently, the software SIL defined by IEC 62279 would 
also be the same as the sub-system SIL, except in the case of the exceptions described in 
IEC 62279. 

The apportionment process may be performed by any method which allows a suitable 
representation of the combination logic, e.g. reliability block diagrams, fault trees, binary 
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decision diagrams, Markov models etc. In any case, particular care shall be taken when 
independence of items is required. While in the first phase of the causal analysis, functional 
independence is required (i.e. the failure of functions shall be independent with respect to 
systematic and random faults), physical independence is sufficient in the second phase (i.e. 
the failure of sub-systems shall be independent with respect to random faults). Assumptions 
made in the causal analysis shall be checked and may lead to safety-related application rules 
for the implementation. 
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Figure A.5 – Example hazard control process 

A.4.2.2 Common cause failure (CCF) analysis 

Particular care has to be practised when independence claims (logical AND combinations) are 
used. It has to be ensured that sufficient 

– physical, 
– functional, 
– process 

independence exists between sub-systems or system functions (see B.3.2 and B.3.6). If 
independence cannot be demonstrated completely then the common cause failures have to be 
modelled at an appropriate level of detail. Additionally it shall be demonstrated that the safety-
relevant application rules immediately implied by the use of AND combinations are fulfilled and 
checked. 
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A.4.2.2.1 Physical independence 

Physical independence is an absolute necessity in order to make credible fault tree calculations 
with AND gate for random effects. Thus, in any case, a common cause failure (CCF) analysis 
would be necessary to assume independence. 

Conditions for physical independence can be found in Clauses D.2 and D.3 (informative). A 
sub-chapter of the safety case also deals explicitly with independence of items. 

NOTE Taking a brief look at two repairable items, which are usually defined by their failure and repair rates, and a 
closer look at AND combinations, a different interpretation of the repair rates (or equivalent repair times) is 
necessary. Usually, after a fault within an item has appeared, at least two things have to happen in order to get the 
item working again (see Figure A.6): 

– the fault is detected and negated (this means a safe state is entered); 

– the item is repaired and restored. 

With repair and restore time, we mean the logistic time for repair after detection, actual repair time (fault finding, 
repair, exchange, check) and time to restore equipment into operation. While in a reliability context usually the 
detection time is neglected, this time becomes important in the safety context. Safety-critical applications may not 
rely on self-tests or similar measures, but the detection and negation must be performed independently of the item. 
Sufficient failure detection and negation mechanisms should be demonstrated in the safety case. 

In a safety context, generally, the actual repair and restore time can be neglected, if other control measures are 
taken during this period. In this case, the repair rate from reliability analysis can be interpreted as the detection and 
negation time, here defined as safe down time (SDT) or equivalent safe down rate (SDR). 
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Figure A.6 – Interpretation of failure and repair times 

Modelling the composition of two independent items in an AND-gate, the following basic formula for the 
(asymptotic) tolerable hazard and detection rates for highly available systems can be used, assuming that the rates 
are constant over time: 

( ) BASBA
B

B

A

A
S SDRSDRSDR      SDRSDR

SDR
FR

SDR
FRTHR +≈+××≈  (A.1) 

where the FR’s stand for potential hazardous failure rates. 

If periodic testing times are used as detection times, then Equation (A.1) may be used with mean test times: 

T/2 + negation time = SDT = 1/SDR. 

This means that in order to use AND combinations properly, each item must have an independent failure detection 
and shut-down mechanism. If an item does not have such mechanism, then according to B.3.3, the installed lifetime 
of the item must be taken into account. 

Another aspect, which must be taken into account in the design, and which in fact limits the free choice of 
parameters, is the availability of the system. 

EXAMPLE Taking two identical items with a MTBF of 10 000 h and a mean detection time of 1 h (ignoring negation 
time), then the resulting failure rate for the parallel system (AND combination in failure logic) is 2 × 10–8 per hour. If 
one item has a mean detection time of 1 000 h (e. g. detection by maintenance), then the result is only 10–5 per 
hour, which is only a factor of 10 better than the MTBF of a single item. If the mean detection time for one item 
would be its lifetime, then the gain would become even more marginal. 

Physical independence is the lowest level of independence, typically at component level. If 
physical independence is assured, then random integrity requirements may be apportioned to 
the next lower level. 
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A.4.2.2.2 Functional independence 

Functional independence implies that there are neither systematic nor random faults, which 
cause a set of functions to fail simultaneously. Thus, on this level again, a CCF analysis would 
be necessary in order to show that the functions are independent. In this standard, this is 
called independence with respect to functional influences. Random and systematic integrity 
requirements may be apportioned to the next lower level only if functional independence is 
assured. 

When applying fault tree analysis to system functions, say A and B, which is the main case in 
the safety integrity requirements apportionment process, it shall be taken into account that 
using AND gates immediately creates the following safety-relevant application rules: 

– the implementations of A and B shall be physically independent; 
– the safe down times defined by detection and negation times for each item shall be 

estimated and achieved. 
NOTE In general, functions are not independent, but can be further subdivided in independent sub-functions and 
sub-functions affected by CCF. Figure A.7 shows a generic treatment of CCF by FTA. 
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Figure A.7 – Treatment of functional independence by FTA 

A.4.2.2.3 Process independence 

Products and systems generally emerge as a result of activities inherent in the early life-cycle 
processes. These broadly comprise concept, requirements specification, system design, 
system development, verification and validation phases which have a significant influence on 
the properties of the end product. It is generally agreed that higher degrees of criticality of a 
product or system in its environment of application demand more robust and systematic life-
cycle processes. In addition, since systematic errors inherently arise during these life-cycle 
processes, a degree of independence is often desirable. 

In a manner similar to functional and physical counterparts, independence and diversity in 
human resource and life-cycle processes are deemed to contribute to higher overall safety 
integrity for products and systems. Higher SIL requirements would therefore call for higher 
degrees of process and human resource independence to ensure systematic errors are 
avoided or minimised. 

The development processes should fulfil the required SIL and ensure that there is sufficient 
organisational and personal independence between the development teams in order to further 
minimise systematic errors. For guidance on software issues, see IEC 62279. 
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A.4.3 Identification and treatment of new hazards arising from design 

Realisation of a signalling system is likely to lead to unforeseen or undesirable properties with 
a potential to cause harm to people, in particular if the system or technology is new. New 
hazards may arise because of several aspects: 

– new technology has a great potential for new hazards (lack of experience); 
– emergence of hidden hazards in the existing railway system due to the introduction of a 

new technology (e.g. analogue to digital technology); 
– new design hazard due to a lack of adequate/proper specification; 
– special operation modes in an existing railway system may not fit well and may create new 

hazards for the operators, maintainers or other members of the staff, public, etc.; 
– design errors may create new hazards, but they can often be related to the already 

identified ones. 

These aspects may give rise to hazardous circumstances and states which require the same 
systematic treatment as applied to the already identified hazards. 

The process for identification, processing and treatment of new hazards arising from the design 
or application of a system is essentially identical to the risk analysis phase. Once identified, 
system level hazards with a potential to affect overall system performance or cause harm to 
people shall be declared by the supplier to the railway authority. Depending on the perceived 
risks, these would require qualitative or quantitative assessment, with a view to forecast and 
agree on an appropriate tolerable rate (THR) for each. 

NOTE Then it is possible to proceed in at least two different ways: 

- it is possible to relate the new hazard to an identified one: in this case, the supplier should make sure that the 
resulting HR of the combination of these two hazards is still compliant with the THR that has been fixed by the 
railway authority. The hazard log and the safety case should trace this hazard; 

- the new hazard has nothing to do with any of the identified ones: in this case, the supplier should contact the 
railway authority to provide all the information he has analysed about the hazard (causes, consequences, risk, 
etc.). The railway authority should then decide whether this new hazard could be accepted or not: 
• if not, the supplier should re-design his product/system if it is possible. If not, then additional protection 

measures should be implemented in order to keep the hazard and associated risk at an acceptable level; 
• if yes, then the railway authority is in charge of defining the THR of this new hazard and the supplier should 

provide a design compliant with this requirement; 
• for both cases, once a conclusion has been reached concerning this hazard, everything should be recorded 

in the hazard log and the safety case. 

The THRs shall be derived for each new hazard and these will lead to updated requirements. 

A.5 Safety integrity levels 

A.5.1 General aspects 

Safety integrity is specified as one of four discrete levels. Level 4 has the highest level of 
safety integrity; level 1 has the lowest. Level 0 is used to indicate that there are no safety 
requirements. A SIL should address qualitative appreciation of factors such as quality and 
safety management and technical safety conditions. 

Hazards related to a system are identified and assessed with regard to their potential 
consequences during the risk analysis phase of the system life-cycle, as described A.4.1. This 
activity results (top-down) in tolerable hazard rates for each hazard. Nevertheless, a supplier 
may start development of generic products in a bottom-up fashion and may even achieve 
safety approval for a generic product safety case (without the results of any risk analysis being 
available), but in the end, he shall ensure that the required tolerable hazard rates (application 
safety case) are fulfilled. The railway authority and/or the safety authority shall determine the 
base line for this process. 
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During the next phases, the system requirements and apportionment of system requirements 
phases, the tolerable hazard rates are apportioned to system functions and sub-systems, 
respectively. 

Each of these functions shall have a qualitative safety target and a quantitative target attached 
to them. The qualitative target shall be in the form of a safety integrity level, and shall cover 
systematic failure integrity. The quantitative target shall be in the form of a numerical failure 
rate, and shall cover random failure integrity. 

Safety-related functions within a system are implemented by sub-systems. Safety integrity 
levels are allocated to safety-related functions and consequently, the sub-systems 
implementing these functions, but no further. The safety integrity level for the equipment which 
is part of a sub-system, is the same as for the sub-system, unless functional independence can 
be demonstrated between equipment within sub-systems. 

It is important to recognise that achievement of a specified safety integrity level requires 
compliance with all of the factors in Figure A.8, namely 

– quality management conditions, 
– safety management conditions, 
– technical safety conditions, 
– quantified safety targets. 

Fulfilment of a particular quantified safety target does not, by itself, mean that the 
corresponding safety integrity level has been achieved. Similarly, fulfilment of the quality 
management, safety management and technical safety conditions associated with a particular 
safety integrity level does not mean that the corresponding quantified safety target, or the 
safety integrity level itself, have been achieved. All of the factors in Figure A.8 need to be 
fulfilled in order to achieve the specified safety integrity. 

It is also important to understand that, whilst the quantified safety targets in Figure A.8 are 
those required in order to achieve the railway safety performance as described in the following 
paragraphs, it shall not be assumed that the target for a particular safety function can 
necessarily be achieved by a single sub-system or equipment. Where necessary, the required 
safety target shall be achieved by a combination of functions, sub-systems or equipment, as 
explained in this annex. 
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Figure A.8 – Relationship between SILs and techniques 
A.5.2 Relationship between SIL and safety targets 

This standard is based on the assumption that safety relies both on adequate measures to 
avoid or tolerate faults (as safeguards against systematic failure) and on adequate measures 
to control random failures. Measures against both causes of failure should be balanced in 
order to achieve the optimum safety performance of a system. To achieve this, the concept of 
safety integrity levels (SIL) is used. SILs are used as a means of matching the qualitative 
approaches (to avoid systematic failures) with the quantitative approach (to control random 
failures), as it is not feasible to quantify systematic failures. 

Like in many other standards, this balance is expressed in a table, which consists of a list of 
safety integrity levels 0, 1, 2, 3, 4 and a list of corresponding intervals or bands for tolerable 
hazard rates I0,..., I4. 

The SIL table is applicable to safety-related functions or sub-systems implementing one or 
more of these functions. Having followed the measures and methods required for SIL x, there 
is no requirement to consider the systematic failures when demonstrating the THR is achieved.  

The SIL table identifies the required SIL for the safety-related function from the THR. Thus, if 
the THR for a function F has been derived by a quantitative method, the required SIL shall be 
determined by the use of Table A.1. 

Table A.1 – SIL-table 

Tolerable hazard rate THR  
per hour and per function 

Safety integrity level 

10–9 ≤ THR < 10–8 4 

10–8 ≤ THR < 10–7 3 

10–7 ≤ THR < 10–6 2 

10–6 ≤ THR < 10–5 1 
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A function having quantitative requirements more demanding than 10–9 h–1 shall be treated in 
one of the following ways: 

– if it is possible to divide the function into functionally independent sub-functions, the THR 
can be split between those sub-functions and a SIL assigned to each sub-function; 

– if the function cannot be divided, the measures and methods required for SIL 4 shall, at 
least, be fulfilled and the function shall be used in combination with other technical or 
operational measures in order to achieve the necessary THR. 

NOTE In contrast to other standards, the SIL table in this standard has only one column for frequencies (formerly 
called high demand or continuous mode) and does not have a column for failure probabilities on demand (formerly 
called demand mode). The reasons to restrict to one mode are 

– less ambiguity in determination of SIL, 

– all demand mode systems can be modelled as continuous mode systems, 

– continuous control and command signalling systems are clearly the majority in modern railway signalling  
applications. 

The SIL table has been constructed taking into account IEC 61508-1. 
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Annex B  
(normative) 

 
Detailed technical requirements 

 
 

B.1 Introduction 

As explained in 5.4, technical evidence for the safety of the system/sub-system/equipment 
design shall be presented in the technical safety report (which forms Part 4 of the safety case). 
The report shall be arranged under the following headings: 

Section 1 Introduction 
Section 2 Assurance of correct functional operation 
Section 3 Effects of faults 
Section 4 Operation with external influences 
Section 5 Safety-related application conditions 
Section 6 Safety qualification tests 

Each of these has been briefly considered in 5.4. More detailed requirements for Section 2 to 
Section 6 of the technical safety report are contained in Clauses B.2 to B.6. 

The technical safety report is mandatory for safety integrity levels 1 to 4 inclusive (see Annex A 
for explanation of safety integrity levels). However, the depth of the information and the extent 
of the supporting documentation should be appropriate to the safety integrity level of the 
system/sub-system/equipment under scrutiny. The requirements for safety integrity level 0 
(non-safety-related) are outside the scope of this safety standard. 

The structure of the technical safety report is illustrated in Figure 7. 

B.2 Assurance of correct functional operation 
(Section 2 of the technical safety report)   

This section concerns correct operation of the system/sub-system/equipment under fault-free 
conditions (that is, with no faults in existence), in accordance with the specified operational and 
safety requirements. 

Some particular aspects are considered below, using the headings from 5.4. 

B.2.1 System architecture description 

This shall contain a general description of the system/sub-system/equipment design, in 
sufficient depth to convey a clear understanding of the principles and techniques which it uses. 
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B.2.2 Definition of interfaces 

B.2.2.1 Man-machine interfaces 
The man-machine interfaces consist of the following: 
a) Operator 
 This shall describe the mechanisms by which the system/sub-system/equipment will be 

operated by operating and engineering personnel. 
EXAMPLE – under normal conditions; 

– in response to alarms; 
– by use of 'help' routines. 

b) Configuration 
 This shall describe the processes carried out by engineering personnel to configure the 

system/sub-system/equipment to a specific railway or application. 
EXAMPLE –  software parametering; 

– hard wiring; 
– installation techniques; 
– procedures. 

c) Maintenance 
 This shall describe the interface mechanisms, including the use of any ancillary equipment, 

which will be used by maintenance personnel in the course of performing the various levels 
of maintenance. 

 More detailed information is contained in B.5.2. 

B.2.2.2 System interfaces 
Internal and external interfaces shall be described. 
a) Internal 
 This shall define the functional and physical interfaces between items internal to the 

system/sub-system/equipment. 
EXAMPLE – electrically clean and dirty areas; 

– internal bus structures; 
– communication links; 
– functional monitoring and correction; 
– diagnostic and health monitoring. 

b) External 
 This shall define the functional and physical interfaces between the system/sub-

system/equipment and external items. 
EXAMPLE – sensors; 

– actuators; 
– communication links; 
– test and monitoring provisions; 
– expansion facilities. 

B.2.3 Fulfilment of system requirements specification 

This shall demonstrate how the operational functional requirements specified in the 
system/sub-system/equipment requirements specification are fulfilled by the design. All 
relevant evidence shall be included (or referenced). 

EXAMPLE – design principles and calculations; 
– test specifications and results; 
– validation. 
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