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INTERNATIONAL ELECTROTECHNICAL COMMISSION

INDUSTRIAL COMMUNICATION NETWORKS -
HIGH AVAILABILITY AUTOMATION NETWORKS -

Part 3: Parallel Redundancy Protocol (PRP) and
High-availability Seamless Redundancy (HSR)

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for st
all national electrotechnical committees (IEC National Committees). The obje

this end and in addition to other activities, IEC publishes International Standards \ni e ifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides e d “IEC
Publication(s)”). Their preparation is entrusted to technical committees; a € mittee interested
in the subject dealt with may participate in this preparatory work. i 9

governmental organizations liaising with the IEC also participate in fhi . |IE aborates closely

agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matt
consensus of opinion on the relevant subjects since eac
interested IEC National Committees.

possible, an international
as representation from all

3) IEC Publications have the form of recom

4)

5) Independent certification bodies provide conformity

marks of conformity. IEC is not responsible for any

6)

7) employees, servants or agents including individual experts and
C National Committees for any personal injury, property damage or
whether direct or indirect, or for costs (including legal fees) and

the publication, use of, or reliance upon, this IEC Publication or any other IEC

8) ormative references cited in this publication. Use of the referenced publications is

9) to the possibility that some of the elements of this IEC Publication may be the subject of

patent rights. IE€_shall ot be held responsible for identifying any or all such patent rights.

International Standard IEC 62439-3 has been prepared by subcommittee 65C: Industrial
networks, of IEC technical committee 65: Industrial-process measurement, control and
automation.

This second edition cancels and replaces the first edition published in 2010. This edition
constitutes a technical revision. The main changes with respect to the previous edition are
listed below:

specification of the interconnection of PRP and HSR networks;

— introduction of a suffix for PRP frames;

— clarification and modification of specifications to ensure interoperability;
— slackening of the specifications to allow different implementations;

— consideration of clock synchronization according to IEC 61588;

— introduction of test modes to simplify testing and maintenance.
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The text of this standard is based on the following documents:

FDIS Report on voting
65C/687/FDIS 65C/705/RVD

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

This International Standard is to be read in conjunction with IEC 62439-1:2011.

A list of the IEC 62439 series can be found, under the general title Indu communication

networks — High availability automation networks, on the IEC website.

The committee has decided that the contents of this publication wi ai ranged until
the stability date indicated on the IEC web site under i€ in the data
related to the specific publication. At this date, the publicatio
* reconfirmed,
* withdrawn,
+ replaced by a revised edition, or
+ amended.
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0 INTRODUCTION

0.1 General

IEC 62439-3 standard belongs to IEC 62439 series, Industrial communication networks — High
availability automation networks, specifying the HSR and PRP redundancy protocols, and was
adopted by TC57 WG10 as the redundancy method for demanding substation automation
networks based on IEC 61850 series, introducing new requirements.

0.2 Changes with respect to the previous edition

The major changes with respect to IEC 62439-3:2010 are listed below.

Removing the purging of the duplicate te
any Duplicate Discard algorithm provi
that a node can properly reboot.

specific method by requiring that
to remove old entries, thus ensuring

Suppression of
through the Mod@

in a closed ring.

Recommending\the position of connectors, rather than impose it.

Defining the behavioyr of an HSR node when non-HSR frames are encountered without
requiring the recordirig of the source addresses and specify how IEEE 802.1D:2004, Table 7-
10 frames are treated.

Prefixing the supervision frames on HSR by an HSR tag to simplify the hardware
implementation and introduce a unique EtherType for HSR to simplify processing.

Changing the rule for the RedBox to allow more than one PRP network to be connected to an
HSR ring, and introduce an identifier per RedBox pair.

Specifying tagging of IEC 61588 frames to follow IEEE C37.238 recommendations (informal).
Suppressing MAC address substitution.
Adapting the MIB to above changes.
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0.3 Patent declaration

The International Electrotechnical Commission (IEC) draws attention to the fact that it is
claimed that compliance with this document may involve the use of a patent concerning
Filtering of redundant frames in a network node given in 5.2.3.3.

IEC takes no position concerning the evidence, validity and scope of this patent right.

The holder of this patent right has assured the IEC that he/she is willing to negotiate licences
under reasonable and non-discriminatory terms and conditions with applicants throughout the
world. In this respect, the statement of the holder of this patent right is registered with IEC.
Information may be obtained from:

Siemens Aktiengesellschaft
80333 Munchen, Germany

EP 1825657, US 20070223533, CN 101057483) given
improper cabling of devices (ABB Schweiz AG — EP nin 4.3, concerning
Critical device with increased availability (ABB Schweiz 950 A1) given in 4.4,
concerning Ring coupling nodes for high availabili Schweiz AG - WO

The holder of this patent right has ass :
under reasonable and non<discrimi conditions with applicants throughout the
world. In this respect, th {

ABB Schweiz A(Q
Brown Boveri Strasset

most up to date information concerning patents.
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INDUSTRIAL COMMUNICATION NETWORKS -
HIGH AVAILABILITY AUTOMATION NETWORKS -

Part 3: Parallel Redundancy Protocol (PRP) and
High-availability Seamless Redundancy (HSR)

1 Scope

The IEC 62439 series is applicable to high-availability automation networks™based on the
ISO/IEC 8802-3 (Ethernet) technology.

transmitted information.

2 Normative references

The following documents, in whole or i
are indispensable for its application. F
undated references, the latest editio
amendments) applies.

eferenced document (including any

IEC 60050-191, Internatia ech mcab ilary — Chapter 191 : Dependability and
quality of service

IEC 61588, Precision izat protocol for networked measurement and control
systems

m
(@]
(o))
N
N
w
e
-_—
|

High availability automation networks

m
(@]
()]
TN
N
w

|

High availability automation networks

IEC 62439-6, Industrial communication networks
Part 6: Distributed Rédundancy Protocol (DRP)

High availability automation networks

IEC 62439-7, Industrial communication networks
Part 7: Ring-based Redundancy Protocol (RRP)

High availability automation networks

ISO/IEC 8802-3:2000, Information technology — Telecommunications and information
exchange between systems — Local and metropolitan area networks — Specific requirements —
Part 3: Carrier sense multiple access with collision detection (CSMA/CD) access method and
physical layer specifications

IEEE 802.1D:2004, IEEE Standard for Local and Metropolitan Area Networks — Media Access
Control (MAC) Bridges

IEEE 802.1Q:2011, IEEE Standard for Local and Metropolitan Area Networks — Media Access
Control (MAC) Bridges and Virtual Bridge Local Area Network
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3 Terms, definitions, abbreviations, acronyms, and conventions

3.1 Terms and definitions

For the purposes of this document, the terms and definitions given in IEC 60050-191, as well
as in IEC 62439-1, as well as the following, apply.

3.1.1
interlink
link that connects two network hierarchies

3.1.2
RedBox
device attaching single attached nodes to a redundant network

3.1.3
QuadBox

each ring and is able to filter the traffic and forward it from

3.14
HSR frame
frame that carries as EtherType the HSR

3.1.5
switching logic
hardware that transmits a frame from

Note 1 to entry: In this doc
“switch”, respectively “switching”

3.2 Abbreviatjons g
For the purpose@ i
well as the acronym¢
CoS

DANH
DANP

RCT

VDAN Virtual Doubly Attached Node (SAN as visible through a RedBox)

3.3 Conventions

This part of the IEC 62439 series follows the conventions defined in IEC 62439-1.

4 Parallel Redundancy Protocol (PRP)

4.1 PRP principle of operation
411 PRP network topology

This redundancy protocol implements redundancy in the nodes rather than in the network,
using doubly attached nodes obeying to PRP (DANPs).
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A DANP is attached to two independent Local Area Networks (LANs) of similar topology,
named LAN_A and LAN_B, which operate in parallel. A source DANP sends the same frame
over both LANs and a destination DANP receives it from both LANs within a certain time,
consumes the first frame and discards the duplicate.

Figure 1 shows a redundant network consisting of two LANs, each of which can have any
topology, e.g. tree, ring or meshed.

source

bridged local area
network (ring)
LAN_A

IEC 1128/12

The two LANs are_ i
performance and\{op0Jog

networks reconfigure

The two LANSs follow configurati ules that allow the network management protocols such as
Address Resoluti s ) and Simple Network Management Protocol (SNMP) to

~ connection between them and are assumed to be fail-independent.
Redundancy can-be defeated by single points of failure, such as a common power supply or a
direct connection whose failure brings both networks down. Installation guidelines in this
document provide guidance to the installer to achieve fail-independence.

4.1.2 PRP LANs with linear or bus topology

As an example of a simpler topology, Figure 2 draws a PRP network as two LANs in linear
topology, which may also be a bus topology.
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DANP DANP DANP DANP DANP DANP
) ) <% ) % )

LAN_A

LAN_B

IEC 1129/12

Figure 2 — PRP example of redundant network as two LA

4.1.3 PRP LANs with ring topology

The two LANs can have a ring topology, as Figure 3 shows

I‘I
{ A
<; bfida% g\
> bridge

bridge idge (\ bridge
L eyt
| Ir;l I ge | lll IS I/

NP E% DANP

cee RedBox
\/\\> DANP SAN

RP example of redundant ring with SANs and DANPs

IEC 1130/12

NOTE In this case ring redundancy is provided by a different mechanism, for instance as defined in IEEE 802.1D
or in other IEC 62439 protocols, i.e. MRP.

4.1.4 DANP node structure

Each node has two ports that operate in parallel and that are attached to the same upper
layers of the communication stack through the Link Redundancy Entity (LRE), as Figure 4
shows.
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DANP 1 DANP 2

upper layers hard real-time | UDP | TCP hard real-time | UDP | TCP
stack network layer stack network layer
dat . i
Is;ilin |2y:ra <ﬂ Link Redundancy Entity Link Redundancy Entity
interface
— j\
network port A port B port A port B
adapters Tx Rx Tx Rx Tx Rx T« Ry
transceivers V A /\ \ 4 i \VARRVAN
<

|

IEC 1131/12

3=

LAN_A
LAN_B

=

Figure 4 — PRP with two D

When receiving a fra
Redundancy Check Trai
both its ports at r
identifier (and the

to its nodels up
required.

r layers and discards the duplicate frame (if it arrives). It removes the RCT if

'\

For management of redundancy and checking of the presence of other DANPs, an LRE
periodically sends PRP_Supervision frames and can evaluate the PRP_Supervision frames
sent by other DANPs.

4.1.5 PRP attachment of singly attached nodes

Singly attached nodes (SANs) can be attached in two ways:

SANs can be attached directly to one LAN only. Such SANs can only communicate with other
SANs on the same LAN. For instance, in Figure 1, SAN A1 can communicate with SAN A2,
but not with SAN B1 or SAN B2. SANs can communicate (not redundantly) with all DANPs.

SANs can be attached over a RedBox (redundancy box) to both LANs, as Figure 1 shows for
SAN R1 and SAN R2 (see also 4.1.9). Such SANs can communicate with all DANP and SANs,
for instance SAN A1 and SAN R1 can communicate.
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In some applications, only availability-critical devices need a double attachment, for instance
the operator workplaces, while the majority of the devices are SANs. Taking advantage of the
basic infrastructure of PRP, a DANP can be attached to two different bridges of the same LAN
(e.g. aring) and use protocols different from PRP to reconfigure the network in case of failure.
The DANP then behaves as a bridge according to IEEE 802.1D. For instance, the bridge
element may implement the RSTP protocol or a subset of RSTP where there is no forwarding
of traffic between the ports. These abilities are optional and not detailed in this International
Standard. The supported mode is specified in the PICS (see 5.9).

4.1.6 Compatibility between singly and doubly attached nodes

Singly attached nodes (SAN), for instance maintenance laptops or printers that belong to one
LAN, can be connected to any LAN. Bridges are always SANs. A SAN copmnected to one LAN
cannot communicate directly to a SAN connected to the other LAN.
aware of PRP redundancy, but DANPs generate a traffic that these g de tand. The

A node has the same MAC address on both ports P addresses assigned
to that address. This makes redundancy transpafentto erlayers and especially allows
the Address Resolution Protocol (ARP k ,/Bridges in a LAN are not
doubly attached devices, and therefore i ave different IP (and MAC)

addresses. A network management too f {P and can access nodes and

out frames, whi
applications toler
should be chosen con

could be wrongly : ica eptlonal S|tuat|ons so mechanisms eX|st to age

4.1.9
The me of duplicate“rejection can be implemented by a RedBox that does the
transitio nd the doubled LANSs, as Figure 5 shows. The RedBox mimics the

SANs connes hind~it (called VDAN or virtual DANs) and multicasts supervision frames
dedBox is itself a DANP and has its own IP address for management

purposes, but it may-also perform application functions.
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non-redundant network

SAN
S1
singly attached nodes ! A
l I local
Tx Rx application

port C TCP/IP

MP

RedBox T ]
[ < [

a

IEC 1132/12

In this mode,~a sender is configured to send both frames without RCT.

In this mode, a receiver is configured to accept both frames and forward both of them (if both
arrive) to its upper layers.

A node indicates its mode (Duplicate Accept /Duplicate Discard) in its supervision frames.

NOTE Upper layers also discard duplicates, but less effectively than the link layer.
4.1.10.2 Duplicate Discard mode
4.1.10.2.1 Principle

To allow the receivers to detect duplicates, the sender LRE appends a six-octet field that
contains a sequence number, the Redundancy Control Trailer (RCT) to both frames it sends,
as Figure 6 shows.

The receiver LRE uses the sequence number of the RCT and the source MAC address to

detect duplicates. It forwards only the first frame of a pair to its upper lavers. To l¥@GUMAENtS
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application processor, the LRE can be implemented with an independent pre-processor, an
intelligent Ethernet controller or in hardware.

Keeping track of duplicates allows at the same time to improve the redundancy supervision.
As an option, the receiver may remove the RCT before forwarding the (first) frame to its upper
layer.

The RCT consists of the following fields:

e 16-bit sequence number (SeqNr);
e 4-bit LAN identifier (Lanld);

e 12 bit frame size (LSDUsize);

e 16-bit suffix (PRPsuffix).

v
octet position 0 6 12 14 - % A\% >

o
o | o Ju] e o R
size suffix
{ / =

time

undancy Control Trailer IEC 1133/12

frame without redundancy control R

Figure 6 — PRP fra

The LRE sends both (nearly identical) fram

4.1.10.2.3 Use of LSDUsize

The 12-bit LSDUsize field contains the length of the link service data unit (LSDU) in octets.
This field allows the receiver to distinguish PRP frames from random, non-redundant frames
as an additional check.

In VLANs, frame VLAN tags can be added or removed during transit through a bridge. To
make the length field independent of VLAN tagging, only the LSDU and the RCT are
considered in the LSDUsize, as Figure 7 shows.
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octet position 0 6 12 14 16 - v Y
ko)
destination source 8| 2 |ET| LSDU SeqNr < LSDU | PRP
© > S size suffix
7 \ / )
N time
RCT IEC 1134/12

before the PRP suffix correspond to the LSDU size, and that the LA \lentifier matches the
identifier of the LAN of the receiving port, the frame is a candidate fordi ing.

Since short frames need padding to achieve the minimum fra thle sender
already includes the padding to avoid scanning the frame backwards shows. The
minimum frame size is extended to 70 octets since the edBox can remove the
RCT.

o

octet position 0

- destination source

ke done |2 | LSDU| PRP
- q 3 size suffix

~ time
IEC 1135/12

The padding sizc@w
NOTE A VLAN-tagg an pass several bridges, which removes or inserts VLAN tags. If the sender
observes the ISO/IEC\8802- inimum frame size of 68 octets for a VLAN-tagged frame and of 64
for a VLAN-untagge ame) ever be a situation in which there is padding before and after the RCT.
4.1.10.2
The 4 bit La - RCT carries a distinct identifier for LAN_A or LAN_B, specifically

the codes 1010 and 1011 (“B”). Therefore, the A-frame and the B-frame differ in one bit
(and in the FCS). The receiver checks that the frame comes from the correct LAN. It does not
reject a frame that comes from the wrong LAN, since this could be a legitimate frame which
happens to have the PRP suffix and the length information in its last 28 bits, but it increments
the error counters CntErrWrongLanA or CntErrWrongLanB since this hints at a configuration
error. Since this kind of error is permanent, it is detected rapidly.

4.1.10.2.5 Use of SeqNr

The 16-bit field SeqNr is incremented by one for each frame a DANP sends. The doublet
{source MAC address, sequence number} uniquely identifies copies of the same frame.

The algorithm for discarding duplicates is not specified. For instance, node tables, hash
tables, fifos or sequence number tracking can be used. Whichever the algorithm, it is
designed such that it never rejects a legitimate frame, while occasional acceptance of a
duplicate can be tolerated. Since the 16-bit SeqNr wraps around after 65 536 frames and the
sequence numbers are not necessarily contiguous, entries older than a specified time
EntryForgetTime are purged. This also allows node reboot at any sequence numben&s&i&’ments
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Figure 9 shows the conditions for discarding frames.

7y
SeqNr = X t rapmin SeqgNr =X
< ~ "] alias frame
t t same segNr,
A resideMin resideMax tresidenceMax . | new contents

skew! < tresideMirL < \
" \skew < tresidenceMax

>

v

—_

A A A
A 4

q

tresideMin < tskew1 < tresideMax
tskew1 > tresideMax
Case 1: Case 2: Case 4 \Q
SeqgNr in table. SeqNr possibly in table. SeqgNr still in table. SedNr in table.
Duplicate Duplicate Nexi alias frame uplicate detected

always detected if sometimes not detected, discarded on wrong alias

tskew < tresideMin treated as new as duplicate

IEC 1136/12

The time t,.5,min s the minimum possible ti k ; etitions of the same sequence
number by legitimate frames after 65 ine (as dictated by the application and

network constraints).

In a 100 Mbit/s network, f), (i ) e theoretical maximum frame repetition
rate from the same so

The time tgoy i@t' , e arrivals of two copies of the same frame.

The time tresideMa
than EntryForget

Rules for relia i 1 tresideMin

Rule for sa & idénceMax < taliasRepMin

A node that reboots“avoids generating aliases by not sending frames during a time longer
than EntryForgetTime (see Table 4) on start-up. During this time, the receivers will age out
the entry from the duplicate tables.

4.1.10.2.6 Frame size restriction

Appending the RCT could generate oversize frames that exceed the maxValidSize foreseen
by ISO/IEC 8802-3 (1 522 octets).

Hence, it is expected that every network component in the LANs supports oversize frames up
to maxValidSize foreseen by ISO/IEC 8802-3 plus 6 bytes of RCT (1 528 octets).

NOTE Many bridges are dimensioned for double-VLAN-tagged (non- ISO/IEC 8802-3 compliant) frames that have
a maximum size of 1 526 octets. Most Ethernet controllers are certified up to 1 528 octets. Most bridges would
forward correctly frames of up to 1 536 octets.
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4.1.11 Network supervision

The health status of each LAN and its attached devices (nodes and bridges) is monitored,
otherwise redundancy helps little.

The receiver checks that frames are correctly received over both channels. It maintains error
counters that network management can read.

To this effect, senders and receivers can maintain tables that record the last time a frame was
received from another node, the time a multicast or broadcast frame was sent and other
protocol information.

Supervision relies on each DANP sending periodically a PRP_Supervision frame that allows

4.1.12 Redundancy management interface

Redundant devices and links are useless without ne
redundancy and calling for maintenance actions.

error.

NOTE SNMP is part of the

42 PRP pro

4.21 Installatio rand repair guidelines

at installation time. They do not apply to conformance testing

The network shall consist of two LANs that have similar properties, i.e. each one is able to
carry the traffic that would exist in the absence of redundancy.

DANP shall be attached to both LANSs.

SANs that need to communicate with one another shall be attached to the same LAN or to
both LANs through a RedBox.

4.21.3 Labelling cables

The two LANs shall use cables distinctly identified as A and B.

If colours are used to identify the cables, A should be red and B should be blue.

NOTE The intention is that persons with colour disability distinguish them.
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4.2.1.4 Labelling bridges

Bridges in the two LANs should have a distinct label or colour for each A or B.

4.2.1.5 Independent operation

The layout of both LANs shall fulfil the assumption of fail-independence.

4.2.1.6 Configuration
All DANPs shall be configured with the same LifeCheckInterval (see 4.5).

4.2.2 MAC addresses

Both ports A and B of a DANP shall be configured with the same MA
This address shall be unique in the network.

SANs connected to one LAN only shall not have the sar as another node

within the whole network (LAN_A plus LAN_B).

4.2.3 Multicast MAC addresses

4.2.4 IP addresses

The IP address(es) of a
whole network.

NOTE 1 A device may hav
A DANP shall ha@
Bridges on LAN_#
for the purpose-of

NOTE 2

k heme is to distinguish IP addresses by one bit, e.g. allocate even IP addresses to LAN_A
devices and odd™ P

addresses to\LAN_B devices.

4.2.5
4.2.51 Node types

Doubly attached nodes according to the parallel redundancy protocol (DANP) shall have two
ports (portA and portB) that have the same abilities, and in particular could be used

alternatively if only one LAN would be connected, portA being connected to LAN_A and portB
to LAN_B.

Singly Attached Nodes (SAN) have only one port for the purpose of this protocol, no special
requirements apply to them.

4.2.5.2 Labelling connectors

This subclause applies to a DANP using two LANs of similar nature.

The connectors for each LAN shall be labelled distinctly as A and B.
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When connectors are ordered vertically, LAN_A should be the upper connector and LAN_B
the lower connector in its normal position.

When connectors are ordered horizontally, the left connector should be the LAN_A and the
right connector the LAN_B, as seen from the side where the cables or fibres are plugged.

The redundant connectors shall be independently removable and insertable.

4.2.6 Duplicate Accept mode (testing only)
4.2.6.1 Sending

A sender in the Duplicate Accept mode shall send the frame it receives rom its.upper layers

unchanged over both its ports so that the two frames appear on the res

4.2.6.2 Receiving

A receiver in the Duplicate Accept mode shall forward fra
upper layers.

ér port to its

NOTE Duplicate Accept is a test setting not used for operation.
4.2.7 Duplicate Discard mode
4.2.71 Monitoring data set

A node shall maintain a monitoring data'set consisting of the following elements:

[N
SendSeq mand ,A@-B{t se\q{eﬁv\e c&m\téf/used by this node for sending
CntErrorA and Wn\l\w For eéxh\ort}'érga/a 32-bit counter indicating the number of

CntErrorB etrrero es received
CntReceivedA and o%o% For each port A and B, a 32-bit counter indicating the number of frames

CntReceivedB received

CntErrWrongLanA an io F&\ez‘(‘:}port A and B, a 32-bit counter indicating the number of
CntErrWrongLanB \Pmsm hes

ActiveA and ActiveB & o}f\onal \F_cﬂaach port A and B, the status of the communication link
NodesTable ( o}){io}ak \ A table of all other nodes that this node detects
N\
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4.2.7.2 NodesTable

A node may maintain a NodesTable for the purpose of network supervision. If a NodesTable
is used, it shall consist of the elements given in Table 1 for each entry.

Table 1 — NodesTable attributes

Argument Definition Data Type
MacAddress MAC address of the remote source node (6 octets) OctetString6
CntReceivedA Number of frames received from that node over LAN_A Unsigned32
CntReceivedB Number of frames received from that node over LAN_B Unsigned32
CntErrWrongLanA Number of frames that were received from that node with

the wrong LAN identifier on LAN_A

CntErrWrongLanB Number of frames that were received from that node with
the wrong LAN identifier on LAN_B

TimeLastSeenA Time at which the latest frame was received from tha
node over LAN_A

TimelLastSeenB Time at which the latest frame was received
node over LAN_B

SanA True if the remote node is most probably a SAN
accessible over portA

SanB True if the remote node is most p
accessible over portB

The Redundancy Control Trailer (RCT) appended to DANP frames shall consist of six octets,
structured in the following way (in the order of transmission):

e a 16-bit sequence number (SeqNr) transmitted with the most significant 8 bits in the 1st
octet, which reflects the counter SendSeq (see 4.2.7.1);

e a 4-bit LAN identifier (Lanld) transmitted as the most significant 4 bits of the third octet,
which carries the sequence “1010” for LAN_A, respectively the sequence “1011” for
LAN_B;

e a 12 bit LSDU size (LSDUsize) whose most significant 4 bits are transmitted in the least
significant 4 bits of the third octet and the least significant 8 bits in the fourth octet, that
indicates the size in octets of the LSDU starting from the end of the Protocol Type (PT)
field as defined in ISO/IEC 8802-3 and IEEE 802.1Q (octet offset 12-13 without LAN
header or 16-17 with VLAN header) to the RCT, excluding the PT and including possible
padding and the RCT itself;

e a 16-bit PRPsuffix, set to 0x88FB.
Documents
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NOTE 1 Padding inserted before the RCT is included in the LSDU size.

NOTE 2 The intention is that the LSDUsize is the same in PRP and HSR.
4.2.7.4 Sending (Duplicate Discard mode)

42.7.41 Sending

When sending a frame coming from its upper layers, a node shall:

If the destination node is not registered as a SAN in the NodesTable
If the frame carries a IEEE 802.1Q tag and has a size smaller than 64 octets (without FCS)
pad the frame to 64 octets as specified in ISO/IEC 8802-3
If the frame does not carry a IEEE 802.1Q tag and has a size smaller than 60 octet ut FCS)
pad the frame to 60 octets as specified in ISO/IEC 8802-3

increment SendSeq (see 4.2.7.1), wrapping over through 0;

append the 6-octet RCT with a Lanld “A” for portA and LanID “B” for pg

append the 4-octet FCS;

send the frame with Lanld “A” through portA and the frame with
Else

send the frame to the port(s) where the SAN is registered;

NOTE 1 Simple nodes have no NodesTable ‘and de_ ne
append the RCT and send over both ports.

ote nodes as DANP or SAN, they always

4.2.7.4.2 Timing

The time skew e
reduce asymmetry-0

In particular, frames\wa
corresponding pert'i

On reception of a frame over either port, the receiver shall:

If the frame is erroneous,
increment the error counter of the respective port CntErrorsA or CntErrorsB (see 4.2.7.1) and
ignore the frame;

Else if the destination MAC address belongs to the reserved addresses in IEEE 802.1Q -2004 Table 7-10,
treat the frame at the link layer;

Else if the frame is a duplicate (see 4.2.7.5.2 and 4.2.7.5.3),
discard it;

Else

forward the frame to the upper layers.

NOTE Frames with a destination MAC address according to IEEE 802.1Q -2004 Table 7-10 are treated at the link
layer and expected not to carry an RCT, even if sent by a DANP. Documents
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4.2.7.5.2 Identification of frames associated with the Duplicate Discard mode
A receiver shall identify a duplicate candidate as a valid frame:

e whose last 16 bits before the checksum match the 16-bit PRPsuffix,

e whose 12 bits before the PRPsuffix match the physical size of the LSDU (excluding the
ProtocolType PT, but including the RCT) and

o whose Lanld matches the LAN identity of the receiving port, 1010 (A) or 1011 (B).
4.2.7.5.3 Duplicate Discard method

The Duplicate Discard method shall not discard a frame sent as single or both frames of a

4.2.7.5.4 Transparent reception

A receiver configured for TransparentReception (default
transferring the frame to its upper layers.

A receiver not configured for TransparentReception(shall y e the
has identified the presence of the RCT.

4.2.7.5.5 Receiving and NodesTa

If the node supports a NodesTable, it

create an entry in the
depending which LA

Else if this frame is P_S

create an ent

If it receives
SanB,

set SanA = SanB.£ 1 for that source;

If the Lanld does not match the identity of the port,

increment the CntErrWrongLanA, respective CntErrWrongLanB counter of the source device.

NOTE 1 Updating SanA and SanB allows moving an SAN from LAN_A to LAN_B and vice-versa. If this happens,
the DANP will send on both LANs and after NodeForgetTime it will send only on the correct LAN.

NOTE 2 Reception of a well-formed RCT is not a sufficient criterion to declare its source as DANP, since some
protocols reply with the same frame as received.

4.3 PRP_Supervision frame
4.3.1 Supervision frame for DANP

Each DANP shall multicast a PRP_Supervision frame over both its ports with the format
specified in Table 2 (no VLAN), respectively Table 3 (with VLAN) every LifeCheckInterval (see

4.5). Documents
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Table 2 — PRP_Supervision frame with no VLAN tag

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
0 | | [ msb | uL | UG |
2 PRP_DestinationAddress = multicast (01-15-4E-00-01-XX)
4 | isb |
6 | msb | UL | o |
8 SourceAddress (MAC address of the node)
10 | isb |
12 SupEtherType = 0x88FB
14 SupPath | SupVersion < 64A
16 SupSequenceNumber &
18 TLV1.Type = 20 or 21 \TL\(\\eng\n\\a\ )
20 | msb | UL | o
22 MacAddress (MAC address [¢)
24 P\
26 TLV2.Type = 30 Length 6
28 | msb | UL |
30 Re xMacAd res@
: Q8 { P
34 TLVO.Type =0 /L TLVO.Length =0
36

Md7%ts (no VLAN)

60 SeqNr
62 | Lanld (Ox101<or}>;1(%1) ‘ { V4 LSDUsize = 52
64 N\ .\ PRPsuffix = 0x88FB
66 FCS
68

70 \ D%
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Table 3 — PRP_Supervision frame with (optional) VLAN tag

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
0 | | | | [ msb | uL | UG |
2 PRP_DestinationAddress = multicast (01-15-4E-00-01-XX)
4 | isb |
6 | msb | UL | o |
8 SourceAddress (MAC address of the node)
10 | isb |
12 PT (0x8100 for VLAN)
14 prio ‘ cti | vlan_identifier (
16 SupEtherType = 0x88FB \ ) (\
18 SupPath | SupVersion &\64 >
20 SupSequenceNumber <
22 TLV1.Type = 20 or 21 \T$1 |_¥\ngth\/6
24 | msb | UL |
26 MacAddress (MAC a dres of t
28
30 TLV2.Type = 30 TLV2 Length = 6

32 | msb
34 A dress
36

38 TLVQ/T%e\ p/\\ TLVO.Length = 0

(x M Pad ing to 74 octets (VLAN)

64 SeqNr

66 | Lanld (0x1o1o</h<\w 1)\L > LSDUsize = 52
68 PRPsuffix = 0x88FB

70 NN\ N\ FCS
SIS

74 N\

NOTE MAC addresses are assumed to have a length of 6 octets in this example.
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4.3.2 PRP_Supervision frame contents

The contents of a PRP_Supervision frame are defined as follows:

PRP_DestinationAddress Multicast address 01-15-4E-00-01-XX reserved for this protocol.
By default XX is “00”, but if conflicts arise, XX can be configured to take any value
between 0x00 and OxFF.

SourceAddress MAC address of the node

SupEtherType EtherType 0x88FB reserved for the PRP protocol
SupPath Reserved, set to 0

SupVersion Protocol version, set to “1” for PRP.

Implementation of version X of the protocol shall interpret >X as if they
were version X, ignoring any parameters and/or flags added by thexmore recent
version, and interpret version <=X PRP_Supervision fr tly as_specified for
the version concerned.

SupSequenceNumber Sequence number incremented by 1 for each su e&ksm\\\aw \e\t
TLV1.Type Operation mode, a value of 20 indicates that the no upportsithe pllcate
Discard or a value of 21 indicates that |t imple ents Duplicate Ac
Other values are reserved.
TLV1.Length Length of the following MAC addre}s«s/-\ar\
MacAddress MAC addresses used by both pO((t of(t‘h*g no}e\ >

TLV2.Type Not present if the node is ngt

RedBoX /N
TLV2.Length Not present if ‘GGN k{no a(ﬁedBé{ \) M
RedBoxMacAddress Not present if th\@dehs\\@\ ﬁ\egBox

TLVO.Type Closing TLV, seﬂfo
TLVO.Length Closing TLV, se\\to o\

NOTE 1 Octets with offset/14\to

NOTE 2 The frame
removes the VLAN ta

reused when the frame is passed to an HSR network. The
is also used for HSR.

TLV1.Type /5peration mode with a value of 20 to indicate that the node supports the Duplicate
Discard mode, since this is the only mode a RedBox supports. Other values are reserved

TLV1.Length Length of the following MAC address in octets

MacAddress MAC address of the VDAN

TLV2.Type RedBox idenfifier with a value of 30 to indicate that the node is a RedBox

TLV2.Length Length of the following MAC address in octets

RedBoxMacAddress MAC address of the RedBox that acts as proxy for the other device (VDAN)

TLVO.Type Closing TLV, setto 0

TLVO.Length Closing TLV, setto 0

4.3.4 Reception of a PRP_Supervision frame and NodesTable

When receiving a PRP_Supervision frame over any LAN, a node shall create an entry in the
NodesTable corresponding to the MacAddress of that source as indicated in thbmessage
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body, not in the source address, with the Duplicate Accept or Duplicate Discard mode as
indicated in the frame.

If a node ceases to receive PRP_Supervision frames from a source for a time longer than
NodeForgetTime, but receives frames from that source over one LAN only, it shall change the
status of this node to SanA, respective SanB, depending on the LAN from which frames are
received.

NOTE 1 This rule allows moving a SAN between LAN_A and LAN_B, and also to obtain the operating mode for a
SAN if it was first registered at sending and not at receiving, since a DANP starts by sending on both LANs.

NOTE 2 This rule allows distinguishing an SAN from a DANP in Duplicate Accept mode with one line
disconnected.

4.4 Bridging node

an unspecified protocol, i.e. HSR, RSTP or MRP.

NOTE 1 The bridging node setting supports attachment of a DANP to
a partial redundancy topology. There is no requirement that normal fra
failure, but implementers are free to include this feature.

AN to implement
d in case of a double

Constant > Description Default value
A
LifeChecklnterval \Qow\@{tekgnode\synds a PRP_Supervision frame 2 000 ms
NodeForgetTime Ji aféf\whl node entry is cleared 60 000 ms
EntryForgetTim Time after which an entry is removed from the duplicate table 400 ms
e e e

NodeReb tIN\a\I \ MinNum time during which a node that reboots remains silent 500 ms

%

4.6 PRP servi ecification

Objects in the LRE, e.g. error counters, can be accessed from an application running on the
same node using direct calls or from an application on another node using a management
protocol such as SNMP or a specific protocol such as IEC 61850.

All LRE objects are described in Clause 7 as a Management Information Base (MIB)
conformant to SNMP, which is common for PRP and HSR.

5 High-availability Seamless Redundancy (HSR)

5.1 HSR objectives

This Clause describes the application of the PRP principles (Clause 4) to implement a High-
availability Seamless Redundancy (HSR), retaining the PRP property of zero recovery time,
applicable to any topology, in particular rings and rings of rings.
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With respect to PRP, HSR allows to roughly halve the network infrastructure. With respect to
rings based on IEEE 802.1D (RSTP), IEC 62439-2 (MRP), IEC 62439-6 (DRP) or IEC 62439-7
(RRP), the available network bandwidth for network traffic is somewhat reduced depending on
the type of traffic. Nodes within the ring are restricted to be HSR-capable bridging nodes, thus
avoiding the use of dedicated bridges. Singly Attached Nodes (SANs) such as laptops or
printers cannot be attached directly to the ring, but need attachment through a RedBox
(redundancy box).

5.2 HSR principle of operation
5.2.1 Basic operation with a ring topology

As in PRP, a node has two ports operated in parallel; it is a DANH (Do Attached Node
with HSR protocol).

A simple HSR network consists of doubly attached bridging no
ports, interconnected by full-duplex links, as shown in the exampl
and Figure 11 (unicast) for a ring topology.

source desti SAN

DANH /6AN)7+\
CPU CP

,C-frame —< ﬂ . D“-ffame \’ﬁu O ﬁ —— interlink
« g RedBox
,A“frame B*fram @ 1<

(HSR) 2 s (HSR)

dl |8

bridge

= eoa
x m
&2 i ] &n
&%
& 3 ¥
g | S\ e 1l s
CPU CPU CPU CPU CPU
DANH_ DANH /| DANH DANH DANH
< \\ destinations >
IEC 1137/12
Key
dotted arrows “A” frames
cross-hatched arrows “B” frames
grey arrows non-HSR frames exchanged between ring and host
cross frame is removed from the ring by the next node

Figure 10 — HSR example of ring configuration for multicast traffic

A source DANH sends a frame passed from its upper layers (“C” frame), prefixes it by an HSR
tag to identify frame duplicates and sends the frame over each port (“A”-frame and “B”-frame).

A destination DANH receives, in the fault-free state, two identical frames from each port
within a certain interval, removes the HSR tag of the first frame before passing it to its upper
layers (“D”-frame) and discards any duplicate.

The nodes support the IEEE 802.1D bridge functionality and forward frames from one port to
the other, except if they already sent the same frame in that same direction.
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Key
dotted arrows “A” frames
cross-hatched arrows “B” frames
grey arrows non-HSR frames exchange
cross N
A destination node of.a es not)forward a frame for which it is the only

Frames circulati
sequence number.
copies of the same

SR tag inserted by the source, which contains a
AC address, sequence number} uniquely identifies

Figure 12 shows a conceptual view of the structure of a DANH implemented in hardware,
practical implementations can be different. The two HSR ports A and B and the device port C
are connected by the LRE, which includes a switching matrix allowing to forward frames from
one port to the other. The switching matrix allows cut-through bridging. The LRE presents to
the higher layers the same interface as a standard Ethernet transceiver would do.

The input circuit checks if this node is the destination of the frame and possibly does VLAN
and multicast filtering to offload the processor. The Duplicate Discard is implemented in the
output queues.
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5.2.3 Topolo@

5.2.31 Attachme

Singly attachg Qr instance maintenance laptops or printers cannot be inserted
directly into ave only one port and cannot interpret the HSR tag in the
frames. te with ring devices through a RedBox (redundancy box) that acts
as a pro ANs aftached to it, as shown in Figure 10 and Figure 11. The RedBox is

Connecting non-HSR nodes to ring ports, breaking the ring, is allowed to enable
configuration. Non-HSR traffic within the closed ring is supported in an optional mode.

5.2.3.2 Use of HSR with separate LANs

HSR nodes can be connected in the same way as PRP nodes. To this effect, an HSR node
may be set to “no forwarding” (mode N). Unlike PRP, SANs cannot be attached directly to
such a duplicated network unless they are able to interpret the HSR tag. The details of this
operation mode are not covered in this version of the standard.

Full document details: IEC 62439-3 2012

Documents

Document Sharing Hub


http://www.avadocuments.com/doc/iec-62439-3-2012
http://www.avadocuments.com/doc/iec-62439-3-2012

-32 - 62439-3 © IEC:2012

bridged local area
network (ring)
LAN_A

bridged local area
network (tree)

bridge bridge bridge

(TITITTITT] T

P D
T

‘..- .E‘\
() ‘ I,
o
R1 R IEC 1140/12

L
«Q
c
=
o
-—
w
|
X
[72)
A
o
X
(Y
3
j=
o
)
-
o
T
o
5
Q.
T
(1)
=]
Q
o
=]
-
=]
(1)
-
g
o
=
=
")

5.2.3.3 Peer coupling of rings

improved.

Although one Ql@

a QuadBox, ‘though,\sinte the learning of MAC addresses on specific ports of a QuadBox
device could lead_to a short break in communication if the QuadBox that has learned an
address and is forwarding network traffic fails.

With QuadBoxes realized as single physical entities, the two interconnected rings share the
same redundancy domain concerning fault tolerance. If one QuadBox breaks down, both
interconnected rings are in a degraded state and cannot tolerate a further fault.

Therefore, constructing QuadBoxes in the same way as a RedBox can help keep the
redundancy independent. The QuadBox then consists of two devices connected by an
interlink. For this reason, the RedBox specifications include the HSR connection.
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Figure 14 — HSR example of.p o rings
The presence of two QuadBoxes on thexsame hattwo copies of the same frame
are transferred from the first ring to the,second, enerating other two copies.

thexsecond ring, since, when a copy from a
(0] €

first QuadBox reaches the.secend QuadBox ame second ring, the second QuadBox
ame from its interlink. Conversely, if the

When a QuadBox recei t itself injected into the ring or a frame that the other
QuadBox inserted i it forwards it to the interlink and to its other port if it did not
already sent a~cop 5 will be discarded at the other end of the interlink. This
scheme ma e some additional traffic on the interlink, but it allows to simplify the design

of the logi

NOTE The ma
ring.

5.2.34 Hierarchical ring topology

An HSR network may consist of rings connected by QuadBoxes, as Figure 15 shows.
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DANH DANH DANH

ring 1

T O T 1
as | | o8 as
ring 2 ringé\ >

111 1 SN
M~ N ]
DANH
L]
SAN
IEC 1142/12
Although a single QuadBo traffic, two independent QuadBoxes are

Some SANs ar
RedBox.

The sequence number from the PRP RCT is reused for the HSR tag and vice versa, to allow
frame identification from one network to the other and to identify pairs and duplicates on the
HSR ring, introduced by a twofold injection into the ring through the two HSR RedBoxes.
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end PRP nodes —
node node
O ERSS

interlink A

RedBox A

<

[ e
| ] | |
end d end end
node no node node
AUAN

%éﬁqaﬁon IEC 1143/12
6 R example of coupling two redundant PRP LANs to a ring

The HSR RedB or connecting the ring to a PRP network operate identically to the HSR
RedBoxes used ach SANs described in 5.2.3.1, except that they are configured as
RedBox “A” or RedBox “B” to accept PRP frames on their interlink.

In Figure 16, RedBox A and RedBox B would send the same frame (A and AB, respectively B
and BA), but if a RedBox receives the frame before it could send it itself, it refrains from
sending it.

In the example of Figure 16, RedBox A will not generate an “A” frame on behalf of LAN A if it
previously received the same frame as “AB“ from the ring, or conversely, RedBox “B” will
generate an “AB” frame if it did not previously receive an “A” frame from the ring, which is the
case whenever frame “A” is not a multicast frame.

Multicast frames or unicast frames without a receiver in the ring (void arrows in Figure 16) are
removed by the RedBox that inserted them into the ring, if they originated from outside the
ring.

Figure 17 shows the same coupling when the source is within the ring. Documents
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|
end

node
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mple of coupling from a ring node to redundant PRP LANs

To avoid reinjection_aframe into the PRP network through the other RedBox, each HSR frame
carries the identifier of the PRP network from which the frame came originally. Therefore,
RedBoxes are to be configured with the Netld of the PRP network to which they are attached.

5.2.3.6 Connection of several PRP networks to an HSR ring

Up to 7 PRP networks can be connected to the same HSR ring, each being identified by a 3-

bit Netld.

The two RedBoxes that connect a PRP network with an HSR ring are configured with the

Netld (1..7) and the Lanld (A=0/B=1), see Figure 18.

Full document details: IEC 62439-3 2012
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PRP nodes

DANH
[1 11

DANH DANH

SAN

To prevent reinjection of 4

from the same, a RedB
Netld.

When inserting i
given Netld, a RedB
i.e.one of “2"/"3", /

DANH DANH DANH

IEC 1145/12

from LAN A or from LAN B of a PRP network with a
Yathld of the HSR tag its own Netld and the Lanld,
, “A’’B”, “C*”"D” or “E”/"F”, depending if it is RedBox A

or B.

Converse vardinghd frame from the ring to a PRP network, a RedBox insert the
Lanld T, depending if it is RedBox A or RedBox B

5.2.3.7 tion of one PRP networks to several HSR rings

A PRP network can be connected to any number of HSR rings, but these rings cannot be
connected between themselves, neither by QuadBoxes nor by another PRP network since this
would create loops (Figure 19).

Full document details: IEC 62439-3 2012
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SAN S

Figure 19 — HSR example of coup hree rings/to one PRP LAN

5.2.3.8 Meshed topology

In this case, nodes

QuadBoxes. A frame re
received it, and
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5.2.4 RedBox ure
Figure 21 sho eral strycture of a RedBox:
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sending two tapies over its HSR ports.

A RedBox can be operated in one of three modes: as a SAN connection, as a PRP connection
or as an HSR connection (half of a QuadBox). Depending on the mode of operation, the frame
handling at the interlink interface of the RedBox differs (see 5.4.2 and 5.4.4).

The switching logic in Figure 21 can be incorporated into the RedBox, so the interlink
becomes an internal connection.

A simple RedBox is present in every node, since the LRE makes a transition to a single non-
HSR host. Also, it is usual to have more than one host in a node, since a port for maintenance
often exists.
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5.3 HSR node specifications
5.3.1 HSR operation
5.3.1.1 Node properties

A DANH shall be operable in one of the following modes, which shall be changeable at
runtime using management commands:

e Mode H (mandatory, default mode): HSR-tagged forwarding — in this mode, the DANH
shall inserts the HSR tag on behalf of its host and forwards the ring traffic, except for
frames sent by the node itself. Duplicate frames and frames where the node is the unicast
destination shall not be forwarded.

e Mode N (optional): No forwarding — in this mode, the node shall behave like.mode H with

the exception that it shall not forward ring traffic from port to port.

e Mode T (optional): Transparent forwarding — in this mode the D4
tag before forwarding the frame to the other port and send ¢
ports, untagged and without discarding duplicates.

e Mode M (optional): Mixed forwarding HSR-tagged and
DANH shall insert the HSR tag dependmg on local

multicast.

5.3.1.2 Host sequence number

NOTE The LRE is e e
The host MAC addr
forwards all HSR tra

5.3.1.3 Host mt

A node shall r
addresses o
multicastAf

5.3.1.4 cast’address

A node shall have the ability to communicate its MAC address(es) to the LRE. If the MAC
address is not configured, the LRE shall forward all unicast frames to the host and to the
other port, duplicates excluded.

5.3.1.5 Host reboot

When a node reboots, it shall refrain from sending frames over its HSR ports during a time
NodeRebootTime (see Table 7) and preferably start transmission by sending a supervision
frame.

5.3.2 DANH receiving from its link layer interface
For each frame to send on behalf of its link layer interface, a source node shall:

If the node is in Mode T
Do not modify the frame;

Duplicate the frame, enqueue it for sending into both HSR ports Documents
Document Sharing Hub
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Else if the node is in Mode M
If the local criteria is not met
Insert the HSR tag and increment the sequence number depending on local criteria;
Duplicate the frame, enqueue it for sending into both HSR ports
Else
Do not insert the HSR tag;
Process the frame according to IEEE 802.1D rules
Else
Insert the HSR tag with the sequence number of the host;
Increment the sequence number, wrapping through 0;

Duplicate the frame, enqueue it for sending into both HSR ports

NOTE 1 Enqueuing means that the frame will be sent as soon as no former, or
queue and the medium is ready.

NOTE 2 Sending a non-HSR frame to both ports should not cause circ

forwarded by the adjacent HSR node. This mechanism is intended
through a normal PC.

5.3.3 DANH receiving from an HSR port

A node receiving a frame from one of i hall

If this frame is not HSR-tagged:

If the frame is a link local traffic (IEEE 802.1D Table 7

Send the modified frame over the second port

Send the modified frame to its link layer interface
Else
If this node is a destination:
If this is the first occurrence of the frame over the link layer interface:
Remove the HSR tag and pass the modified frame to its link layer interface.
Else (this is not the first occurrence of the frame over the link layer interface):
Do not pass the frame to the link layer interface.
Else (if this node is not a destination):
Do not pass the frame to the link layer interface.
If this node is not the only destination (multicast or unicast for another node or the node is in Mode U:

If this is the first occurrence of the frame and the node is not in Mode N:
Enqueue the unmodified frame for sending over the second port Documents
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Else (this is not the first occurrence of the frame):
Discard the frame.
Else (If this node is the only (unicast) destination) and the node is not in Mode U :

Discard the frame.

NOTE 1 Itis possible that more than one duplicate arrives, especially when rings are coupled.

NOTE 2 A node accepts an HSR tagged frame also if the Lanld does not correspond to the Portld and if the
LSDUsize does not match the frame size.

5.34 DANH forwarding rules

A node shall not send over a port a frame that is a duplicate of a frame [previously sent over

damaged or truncated, shall not forward it. However, ut -through
already started forwarding and then detects that the frame~i aged cated, it shall
append the error sequence foreseen in ISO/IEC 8802<3;2000 3.1.2.2 and then stop

reconnected.

NOTE 1 These rules remove circulating HSR frames and, ope

NOTE 3 The Dupli'
HSR aims at preventing duplicates fron

NOTE 6 Cleani nit queues from entries coming from this node should not be necessary, since a
itself whether the attached link is operational or not.

53.5 CoS

For the operation of HSR, priorities and VLANs are not required.

An HSR node is expected, as expressed in its PICS:

e to support at least 2 levels of priority according to IEEE 802.1D (IEEE 802.1p);
e to filter VLAN traffic according to IEEE 802.1Q;
e to filter multicast traffic.

5.3.6 Clock synchronization

Handling of IEC 61588 clocks is described in Annex A.
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5.3.7 Deterministic medium access

Deterministic medium access is described in Annex B.

5.4 HSR RedBox specifications
5.4.1 RedBox properties

A RedBox is a device with at least three ports, two of them being ring ports for the HSR
protocol, the third port being connected to an interlink.

A RedBox shall behave as a DANH for all traffic for which it is the source or the destination.

In addition to the DANH behaviour, the behaviour of the RedBox |
5.4.2. Since the RedBox distinguishes, on reception from the H

erlink is“described in

2) HSR-PRP: the traff
3) HSR-HSR th

NOTE 1 A RedBox itsel

When receiving aframe from its interlink port, a RedBox shall:

If the frame carries a HSR tag:
If the node is in Mode T
Remove the HSR tag
Enqueue the modified frame to the link layer interface of the RedBox
Enqueue the modified frame into each HSR port
Else if the RedBox operates in HSR-HSR mode
If the RedBox is a destination of the frame
If this is not the first occurrence of the frame at the link layer interface
Discard the frame
Else (If this is the first occurrence of the frame at the link layer interface)
Remove the HSR tag
Enqueue to the link layer interface of the RedBox
If the frame is to be injected into the ring (RedBox is not only destination, Multicast/VL. AN |mcuments
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If this is not the first occurrence of the frame
Discard the frame (already sent over that port)
Else (If this is the first occurrence of the frame)
Enqueue the unmodified frame into each HSR port
Else (If the RedBox does not operate in HSR-HSR mode)
Discard the frame
Else if the frame carries a PRP RCT and the RedBox is in HSR-PRP mode
If the node is in Mode T
Remove the PRP RCT
Enqueue the modified frame to the link layer interface of the RedBox
Enqueue the modified frame into each HSR port

Else

If the source MAC address is not already registered:
Create an entry in the ProxyNodeTable;
If the PRP tag does not correspond to the Lanld of the RedBo
Increment the error counter IreCntWrongLanldC;
If the RedBox is a destination of the frame
If this is not the first occurrence of the frame
discard the frame
Else

Enqueue to the link layer interface of\thesRedB i e PRP RCT)

If the frame is to be injected into the ting (RedBoxi e destination and multicast/VLAN is ok)
i - at each’HSR port

me at each HSR port)
nd the RedBox’s path identifier to build the HSR tag

Forwardhaccording to 802.1D forwarding rules

Else

If the source MAC address is not already registered in the ProxyNodeTable:
Create an entry in the ProxyNodeTable;

Else (If the source is already registered)

If the RedBox is a destination of the frame:
Enqueue to the link layer interface of the RedBox

If the frame is to be injected into the ring (RedBox is not sole destination and multicast/VLAN is ok))
Append the HSR tag using the sequence number of that node
Increment the sequence number of that source;

Enqueue the tagged frame into each HSR port

NOTE Reception of an HSR frame over the interlink is considered as a configuration error in Plﬁla j
mode. If the RedBox is used as one half of a QuadBox in HSR connection mode, then theinterlink &ij ents
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HSR traffic. In HSR-HSR mode, the interlink is handled as an additional HSR port intended for QuadBox coupling
and thus does not use a ProxyNodeTable, unlike PRP-HSR and SAN-HSR RedBoxes. The RedBox implements a
NodesTable to record the presence of HSR nodes.

5.4.3 RedBox forwarding on the ring

In addition to the forwarding rules of 5.3.4, a RedBox shall not forward in the ring a unicast
frame that is intended for one of the nodes that are registered in the ProxyNodeTable. This
condition is enabled by default and can be disabled by setting the RedBox to Mode U.

5.4.4 RedBox receiving from an HSR port
A RedBox that receives a valid frame over one HSR port shall:

If this frame is not HSR-tagged:
If the frame is a link local traffic (IEEE 802.1D Table 7-10)
Consume the frame and do not forward it.
Else if the node is in Mode M
Enqueue the unchanged frame for passing to the interlink.
Forward according to 802.1D forwarding rules

Else if the node is in Mode T

Else
Enqueue the unchanged frame for pa
Do not forward this frame

Else (frame is HSR-tagged):
If the node is in Mode T
Remove the HS

Send theie frame gverthe se
Send the modifi its li

cond po

Else

Do net pass the frame to the link layer interface.
Else (if this node is not a destination):
Do not pass the frame to the link layer interface.
If this node is not the only destination (multicast or unicast for another node or the node is in Mode U:
If this is the first occurrence of the frame and the node is not in Mode N:
Enqueue the unmodified frame for sending over the second port.
Else (this is not the first occurrence of the frame or the node is in Mode N):
Do not enqueue the unchanged frame to the second HSR port.
If this is the first occurrence of the frame in direction of the interlink:
If the RedBox is in SAN mode:
Remove the HSR tag;
If Source in the ProxyNodeTable
Discard the frame

Else

Enqueue frame for passing to the interlink. Documents
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Else if the RedBox is in PRP mode:
If the netld matches that of the RedBox
Discard the frame
Else

Remove the HSR tag and append the PRP RCT with Lanld (“A” or “B”) of the
RedBox and reusing the HSR sequence number.

Enqueue frame for passing to the interlink.
Else (if the RedBox is in HSR mode)
Do not modify the frame.
Enqueue frame for passing to the interlink.
Else (If this is not the first occurrence of the frame in direction of the inter

Discard the frame

Else (If this node is the only (unicast) destination) and the node is not ir

Discard the frame.

NOTE For HSR-HSR connection only, a RedBox does not check if t s>sent by\one of the nodes for
which it is a proxy since it cannot distinguish if the frame could have be ‘ dundani’RedBox.

5.4.5 RedBox receiving from its link layer interface
A RedBox that receives a valid frame fro

If the node is in Mode T
Do not modify the frame;
Duplicate the frame, enqueue it for sendi

Else if the node is in Mode M

Forward depending o
Else é

If the RedBox is in 8

Enqueue frame for passing to the interlink.

Duplicate the frame, enqueue it for sending into both HSR ports

5.4.6 Redbox ProxyNodeTable handling

A RedBox shall hold a ProxyNodeTable containing an entry for each represented association,
and supporting at least ProxyNodeTableMaxEntries entries.

A RedBox shall purge the entry of a node in the ProxyNodeTable with a configurable time-out
(default of ProxyNodeTableForgetTime) for non-receiving frames of this node.

NOTE The actual size of the ProxyNodeTable is indicated in the PICS.
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5.4.7 RedBox CoS

Same as 5.3.5, except that RedBox is expected to support more VLANs and more complex
and comprehensive options for engineering traffic flow in the network on higher protocol
layers, e.g. multicast filtering rules, than a simple node.

5.4.8 RedBox clock synchronization

Handling of IEC 61588 clocks is described in Annex A.

549 RedBox medium access

Same as 5.3.7, except that the RedBox shall be able to aggregate sever es for which it

acts as a proxy.

5.5 QuadBox specification

A Quadbox shall operate conceptually as two RedBoxes in HSR U -back.

5.6 Duplicate Discard method
For the purpose of Duplicate Discard, a frame shall b

e jts source MAC address;

e its sequence number.

NOTE It is possible to use in addition other fields—¢ as the checksum to aid in duplicate detection.

Address><Sequence n

5.7 Frame f@

5.71

HSR frames afre ified™ uely by their HSR tag.
The HS

e 16-bit Ethe

pe (HSR_EtherType = 0x892F)
e 4-bit path identifier (Pathld)
o 12 bit frame size (LSDUsize)

e 16-bit sequence number (SeqNr)
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