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INTERNATIONAL ELECTROTECHNICAL COMMISSION 

____________ 

 
SECURITY FOR INDUSTRIAL AUTOMATION  

AND CONTROL SYSTEMS –  
 

Part 4-1: Secure product development lifecycle requirements 
 

FOREWORD 
1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising 

all national electrotechnical committees (IEC National Committees). The object of IEC is to promote 
international co-operation on all questions concerning standardization in the electrical and electronic fields. To 
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications, 
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC 
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interested 
in the subject dealt with may participate in this preparatory work. International, governmental and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely 
with the International Organization for Standardization (ISO) in accordance with conditions determined by 
agreement between the two organizations. 

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international 
consensus of opinion on the relevant subjects since each technical committee has representation from all 
interested IEC National Committees.  

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National 
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC 
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any 
misinterpretation by any end user. 

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications 
transparently to the maximum extent possible in their national and regional publications. Any divergence 
between any IEC Publication and the corresponding national or regional publication shall be clearly indicated in 
the latter. 

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity 
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any 
services carried out by independent certification bodies. 

6) All users should ensure that they have the latest edition of this publication. 

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and 
members of its technical committees and IEC National Committees for any personal injury, property damage or 
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and 
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC 
Publications.  

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is 
indispensable for the correct application of this publication. 

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of 
patent rights. IEC shall not be held responsible for identifying any or all such patent rights. 

International Standard IEC 62443-4-1 has been prepared by IEC technical committee 65: 
Industrial-process measurement, control and automation. 

The text of this International Standard is based on the following documents: 

FDIS Report on voting 

65/685/FDIS 65/688/RVD 

 
Full information on the voting for the approval of this International Standard can be found in 
the report on voting indicated in the above table. 

This document has been drafted in accordance with the ISO/IEC Directives, Part 2. 
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A list of all parts in the IEC 62443 series, published under the general title Security for 
industrial automation and control systems, can be found on the IEC website. 

Future standards in this series will carry the new general title as cited above. Titles of existing 
standards in this series will be updated at the time of the next edition. 

The committee has decided that the contents of this document will remain unchanged until the 
stability date indicated on the IEC website under "http://webstore.iec.ch" in the data related to 
the specific document. At this date, the document will be  

• reconfirmed, 

• withdrawn, 

• replaced by a revised edition, or 

• amended. 

 

IMPORTANT – The 'colour inside' logo on the cover page of this publication indicates 
that it contains colours which are considered to be useful for the correct 
understanding of its contents. Users should therefore print this document using a 
colour printer. 
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INTRODUCTION 

This document is part of a series of standards that addresses the issue of security for 
industrial automation and control systems (IACS). This document describes product 
development life-cycle requirements related to cyber security for products intended for use in 
the industrial automation and control systems environment and provides guidance on how to 
meet the requirements described for each element. 

This document has been developed in large part from the Secure Development Life-cycle 
Assessment (SDLA) Certification Requirements [26] 1  from the ISA Security Compliance 
Institute (ISCI). Note that the SDLA procedure was based on the following sources:  

– ISO/IEC 15408-3 (Common Criteria) [18]; 
– Open Web Application Security Project (OWASP) Comprehensive, Lightweight Application 

Security Process (CLASP) [36]; 
– The Security Development Life-cycle by Michael Howard and Steve Lipner [43]; 
– IEC 61508 Functional safety of electrical/electronic/ programmable electronic 

safety-related systems [24], and 
– RCTA DO-178B Software Considerations in Airborne Systems and Equipment Certification 

[28]. 

Therefore, all these sources can be considered contributing sources to this document.  

This document is the part of the IEC 62443 series that contains security requirements for 
developers of any automation and control products where security is a concern. 

Figure 1 illustrates the relationship of the different parts of IEC 62443 that were in existence 
or planned as of the date of circulation of this document. Those that are normatively 
referenced are included in the list of normative references in Clause 2, and those that are 
referenced for informational purposes or that are in development are listed in the Bibliography. 

___________ 
1  Figures in square brackets refer to the bibliography. 
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Figure 1 – Parts of the IEC 62443 series 

Figure 2 illustrates how the developed product relates to maintenance and integration 
capabilities defined in IEC 62443-2-4 and to its operation by the asset owner. The product 
supplier develops products using a process compliant with this document. Those products 
may be a single component, such as an embedded controller, or a group of components 
working together as a system or subsystem. The products are then integrated together, 
usually by a system integrator, into an Automation Solution using a process compliant with 
IEC 62443-2-4. The Automation Solution is then installed at a particular site and becomes 
part of the industrial automation and control system (IACS). Some of these capabilities 
reference security measures defined in IEC 62443-3-3 [10] that the service provider ensures 
are supported in the Automation Solution (either as product features or compensating 
mechanisms). This document only addresses the process used for the development of the 
product; it does not address design, installation or operation of the Automation Solution or 
IACS. 

In Figure 2, the Automation Solution is illustrated to contain one or more subsystems and 
optional supporting components such as advanced control. The dashed boxes indicate that 
these components are “optional”. 

NOTE 1 Automation Solutions typically have a single product, but they are not restricted to do so. In some 
industries, there may be a hierarchical product structure. In general, the Automation Solution is the set of hardware 
and software, independent of product packaging, that is used to control a physical process (for example, 
continuous or manufacturing) as defined by the asset owner. 

NOTE 2 If a service provider provides products used in the Automation Solution, then the service provider is 
fulfilling the role of product supplier in this diagram.  

NOTE 3 If a service provider provides products used in the Automation Solution, then the service provider is 
fulfilling the role of product supplier in this diagram. 
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Figure 2 – Example scope of product life-cycle 
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SECURITY FOR INDUSTRIAL AUTOMATION  
AND CONTROL SYSTEMS –  

 
Part 4-1: Secure product development lifecycle requirements 

 
 
 

1 Scope 

This part of IEC 62443 specifies process requirements for the secure development of 
products used in industrial automation and control systems. It defines a secure development 
life-cycle (SDL) for the purpose of developing and maintaining secure products. This life-cycle 
includes security requirements definition, secure design, secure implementation (including 
coding guidelines), verification and validation, defect management, patch management and 
product end-of-life. These requirements can be applied to new or existing processes for 
developing, maintaining and retiring hardware, software or firmware for new or existing 
products. These requirements apply to the developer and maintainer of the product, but not to 
the integrator or user of the product. A summary list of the requirements in this document can 
be found in Annex B. 

2 Normative references 

The following documents are referred to in the text in such a way that some or all of their 
content constitutes requirements of this document. For dated references, only the edition 
cited applies. For undated references, the latest edition of the referenced document (including 
any amendments) applies. 

IEC 62443-2-4:2015, Security for industrial automation and control systems – Part 2-4: 
Security program requirements for IACS service providers   
IEC 62443-2-4:2015/AMD1:2017 

3 Terms, definitions, abbreviated terms, acronyms and conventions 

3.1 Terms and definitions 

For the purposes of this document, the terms and definitions given in IEC TR 62443-1-22 and 
the following apply. 

ISO and IEC maintain terminological databases for use in standardization at the following 
addresses: 

• IEC Electropedia: available at http://www.electropedia.org/  

• ISO Online browsing platform: available at http://www.iso.org/obp 

3.1.1  
abuse case 
test case used to perform negative operations of a use case 

Note 1 to entry: Abuse case tests are simulated attacks often based on the threat model. An abuse case is a type 
of complete interaction between a system and one or more actors where the results of the interaction are 
intentionally intended to be harmful to the system, one of the actors or one of the stakeholders in the system. 

___________ 
2  Under consideration. 
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3.1.2  
access control <protection> 
protection of system resources against unauthorized access 

3.1.3  
access control <process> 
process by which use of system resources is regulated according to a security policy and is 
permitted by only authorized users according to that policy 

Note 1 to entry: Access control includes identification and authentication requirements specified in other parts of 
the IEC 62443 series. 

3.1.4  
administrator 
user who has been authorized to manage security policies/capabilities for a product or system 

3.1.5  
asset 
physical or logical object owned by or under the custodial duties of an organization, having 
either a perceived or actual value to the organization 

Note 1 to entry: In this specific case, an asset is an object that is part of an IACS. 

3.1.6  
asset owner 
individual or organization responsible for one or more IACSs 

3.1.7  
attack surface 
physical and functional interfaces of a system that can be accessed and, therefore, potentially 
exploited by an attacker 

3.1.8  
audit log 
event log that requires a higher level of integrity protection than provided by typical event logs 

Note 1 to entry: Audit logs are used to protect against claims that repudiate responsibility for an action. 

3.1.9  
authentication 
provision of assurance that a claimed characteristic of an identity is correct 

Note 1 to entry: Not all credentials used to authenticate an identity are created equally. The trustworthiness of the 
credential is determined by the configured authentication mechanism. Hardware or software-based mechanisms 
can force users to prove their identity before accessing data on a device. A typical example is proving the identity 
of a user usually through an identity provider. 

Note 2 to entry: Authentication includes verifying human users as well as non-human users such as devices or 
processes. 

3.1.10  
automation solution 
control system and any complementary hardware and software components that have been 
installed and configured to operate in an IACS 

Note 1 to entry: Automation Solution is used as a proper noun in this part of the IEC 62443 series. 

Note 2 to entry: The difference between the control system and the Automation Solution is that the control system 
is incorporated into the Automation Solution design (for example, a specific number of workstations, controllers and 
devices in a specific configuration), which is then implemented. The resulting configuration is referred to as the 
Automation Solution. 
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Note 3 to entry: The Automation Solution can be comprised of components from multiple suppliers including the 
product supplier of the control system. 

3.1.11  
banned function 
software method that is no longer recommended to be used in software because more secure 
versions exist with less propensity for misuse 

Note 1 to entry: Banned functions are sometimes called banned methods or banned Application Programming 
Interfaces (APIs). 

3.1.12  
best practices 
guidelines for securely designing, developing, testing, maintaining or retiring products that the 
supplier has determined are commonly recommended by both the security and industrial 
automation communities 

EXAMPLE Least privilege, economy of mechanism and least common mechanism. 

3.1.13  
component 
one of the parts that make up a product or system  

Note 1 to entry: A component may be hardware or software and may be subdivided into other components.  

3.1.14  
configuration management 
discipline of identifying the components of an evolving system for the purposes of controlling 
changes to those components and maintaining continuity and traceability throughout the 
life-cycle 

3.1.15  
defense in depth 
approach to defend the system against any particular attack using several independent 
methods 

Note 1 to entry: Defense in depth implies layers of security and detection, even on single systems, and provides 
the following features: 

• is based on the idea that any one layer of protection, may and probably will be defeated; 

• attackers are faced with breaking through or bypassing each layer without being detected; 

• a flaw in one layer can be mitigated by capabilities in other layers; 

• system security becomes a set of layers within the overall network security; and 

• each layer should be autonomous and not rely on the same functionality nor have the same failure modes as 
the other layers. 

3.1.16  
dependent component 
component external to the product on which the product depends 

EXAMPLE Java run time environment or a driver 

Note 1 to entry: This includes both hardware and software. 

3.1.17  
deprecated function 
software method that is supported but whose use is no longer recommended 

Note 1 to entry: Methods are generally deprecated before becoming obsolete (deleted from the set of functions 
provided by the supplier of the function). Deprecated functions are sometimes called deprecated methods or 
deprecated APIs. 
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3.1.18  
externally provided component 
component included in a product that is developed by an external organization and is not 
developed specifically for one supplier 

Note 1 to entry: Examples include purchased software and open source software. 

3.1.19  
fuzz testing 
process of creating malformed or unexpected data or call sequences to be consumed by the 
entity under test to verify that they are handled appropriately 

3.1.20  
industrial automation and control system 
collection of personnel, hardware, software, procedures and policies involved in the operation 
of the industrial process and that can affect or influence its safe, secure and reliable operation 

Note 1 to entry: The IACS can include components that are not installed at the asset owner’s site. 

Note 2 to entry: The definition of IACS was taken from in IEC 62443-3-3 [10] and is illustrated in Figure 2. 

3.1.21  
patch management 
area of systems management that involves acquiring, testing and installing software patches 
(code changes) to a product 

Note 1 to entry: See IEC TR 62443-2-3 [7] for additional information. 

Note 2 to entry: Patch management also applies to the process of keeping included 3rd party libraries current 
before releasing a product. 

3.1.22  
product 
system, subsystem or component that is manufactured, developed or refined for use by other 
products 

Note 1 to entry: The processes required by the practices defined in this document apply iteratively to all levels of 
product design (for example, from the system level to the component level). 

3.1.23  
product security context 
security provided to the product by the environment (asset owner deployment) in which the 
product is intended to be used 

Note 1 to entry: The security provided to the product by its intended environment can effectively restrict the 
threats that are applicable to the product. 

3.1.24  
product supplier 
manufacturer of hardware and/or software product 

Note 1 to entry: The product supplier includes the entity responsible for developing and maintaining a product 
which can include more than just the manufacturer (for example, integrator). 

3.1.25  
product users 
users of the hardware and/or software product including asset owners, integrators and 
maintenance personnel, vendors of other components or products that reuse or contain this 
product 
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3.1.26  
record 
document stating results achieved or providing evidence of activities performed 

Note 1 to entry: The term artefact is often used to have the same meaning. 

3.1.27  
regression 
change to a system component that has adversely affected functionality, reliability or 
performance or has introduced additional defects  

3.1.28  
root cause 
initiating cause of either a condition or a causal chain that leads to an outcome or effect of 
interest 

Note 1 to entry: These weaknesses often result from misapplication of best practices.  

3.1.29  
security defect 
design or implementation deficiency that can be exploited to compromise an asset or resource 

3.1.30  
security advisor 
organizational role to guide team in the process of the SDL (Security Development Life-cycle)   

Note 1 to entry: Security advisor may be part of the project team or may be consultant to the team to provide 
guidance and assistance where required. 

3.1.31  
security incident 
security compromise that is of some significance to the asset owner or failed attempt to 
compromise the system whose result could have been of some significance to the asset 
owner 

Note 1 to entry: The term “near miss” is sometimes used to describe an event that could have been an incident 
under slightly different circumstances. 

3.1.32  
security-related issue 
characteristic of the design or implementation of the product that can potentially affect the 
security of the product 

3.1.33  
security verification and validation testing 
testing performed to assess the overall security of a component, product or system when 
used in its intended product security context and to determine if a component, product or 
system satisfies the product security requirements and satisfies its designed security purpose 

Note 1 to entry: Security verification testing supplements security validation testing with additional testing focused 
on the product security context and defense in depth strategy.  

3.1.34  
system integrator 
person or company that specializes in bringing together component subsystems into a whole 
and ensuring that those subsystems perform in accordance with project specifications 

3.1.35  
third party supplier 
organization independent of the product supplier organization 
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3.1.36  
threat 
circumstance or event with the potential to adversely affect operations (including mission, 
functions, image or reputation), assets, control systems or individuals via unauthorized 
access, destruction, disclosure, modification of data and/or denial of service 

3.1.37  
threat modelling 
security design analysis technique that identifies potential security issues 

Note 1 to entry: Threat models are often synonymous with attack trees and are used by software and hardware 
architects to identify and mitigate potential security issues early, when they are relatively easy and cost-effective to 
resolve. 

3.1.38  
trust boundary 
element of a threat model that depicts a boundary where authentication is required or a 
change in trust level occurs (higher to lower or vice versa) 

Note 1 to entry: Trust boundary enforcement mechanisms for product users typically include authentication (for 
example, challenge/response, passwords, biometrics or digital signatures) and associated authorization (for 
example, access control rules). 

Note 2 to entry: Trust boundary enforcement mechanisms for data typically include source authentication (for 
example, message authentication codes and digital signatures) and/or content validation. 

3.1.39  
unit testing 
verification that an individual unit of computer software or hardware performs as intended 

Note 1 to entry: Automated verification, or testing, is generally performed by computer test software.  

Note 2 to entry: What constitutes a unit of source code is a design decision. A unit is often designed as the 
smallest testable part of an application. It may include one or more computer program modules and may also 
include associated control data, usage procedures and operating procedures. In procedural programming, a unit 
could be an entire module, but is more commonly an individual function or procedure. In object-oriented 
programming, a unit is often an entire interface, such as a class, but could be an individual method.  

3.1.40  
user 
person, organization entity, or automated process that accesses a system, whether 
authorized to do so or not 

3.1.41  
zone 
collection of entities that represents partitioning of a System under Consideration on the basis 
their functional, logical and physical (including location) relationship 

Note 1 to entry: Zones are often created on the basis of common security requirements, criticality (e.g., high 
financial, health, safety, or environmental impact), functionality, logical or physical (including location) relationship  

3.2 Abbreviated terms and acronyms 

The following abbreviated terms and acronyms are used in this document. 

ACL Access control list 
CMMI Capability maturity model integration 
CMMI-DEV Capability maturity model integration for development 
CMU Carnegie Mellon University 
COTS Commercial off the shelf 
CVSS Common vulnerability scoring system 
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DM Defect management 
e.g. exempli gratia 
FDIS Final Draft International Standard 
HTTP Hypertext transfer protocol 
IACS Industrial automation and control system(s) 
IEC International Electrotechnical Commission 
ISA International Society of Automation 
ISO International Organization for Standardization 
MIN Minimum 
OWASP Open Web Application Security Project 
SL-C Capability Security Level 
SCA Static code analysis 
SD Secure Design 
SDL Security development life-cycle 
SDLA Secure Development Life-Cycle Assessment 
SEI Software Engineering Institute 
SG Security guidelines 
SI Secure implementation 
SM Security management 
SR Security requirements 
STRIDE Spoofing, Tampering, Repudiation, Information disclosure, Denial of service, 

Elevation of privilege  
SVV Security verification and validation 
TCP Transmission control protocol 
TCP/IP Transmission control protocol/Internet protocol 
TR Technical report 
USB Universal serial bus 

3.3 Conventions 

Requirements defined in this document generally begin with the phrase “A process shall be 
employed…”. This terminology is used to specify that the required processes have to be part 
of the product suppliers documented product development life-cycle processes. The practice 
of these requirements is dependent on the product supplier having product development 
projects that require the use of these processes. 

According to 5.5, products requiring the use of these processes shall be identified. 

4 General principles 

4.1 Concepts 

The primary goal of these requirements is to provide a framework to address a secure by 
design, defense in depth approach to designing, building, maintaining and retiring products 
used in industrial automation and control products and systems. Application of the framework 
is intended to provide confidence that the component, product or system has security 
commensurate with its expected level of risk throughout the product’s life-cycle. While the 
concept of security levels is not discussed in this document, complying with this document 
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will help ensure that the security capabilities implemented in the product (see IEC 62443-4-23 
[11]) will be implemented correctly and that any known security vulnerabilities in the product 
are eliminated or mitigated. Therefore, compliance with this document supports meeting the 
overall capability security level (SL-C) of the product. 

The secondary goal of these requirements is to align the development process with the 
elevated security needs of product users of Industrial Automation and Control Systems (for 
example, providers of IEC 62443-2-4 capabilities such as integrators and maintenance 
contractors). This means that the process needs to generate items such as well-documented 
security configurations and patch management policies and procedures, as well as providing 
clear and succinct communications about security vulnerabilities uncovered in the product. 

NOTE 1 For IACS, IEC 62443-3-2 4  [9] describes requirements for determining the expected level of risk 
associated with the system’s zones and conduits. 

Figure 3 illustrates how secure by design principles in this document contribute to a defense 
in depth strategy for the product. The security management practice is shown on the 
outermost circle because it is applied throughout all the other practices to ensure that the 
practices are being followed and managed. The other practices, shown on the second circle 
are applied throughout the development life-cycle, often in an iterative pattern. These 
practices each contribute to the overall defense in depth strategy which is shown as the 
center of the circle because it represents the key result of following the security development 
life-cycle. The defect management and security update management provide verified repairs 
to the secure implementation, and fall under the category of overall security management in 
the diagram. 

 

Figure 3 – Defence in depth strategy is a key philosophy of the secure product life-cycle 

A key concept used throughout this document is the use of threat modelling. Design and 
implementation reviews to refine work products improve the security posture of a product. 
Reviews of any work product (for example, requirements, design records, implemented 
___________ 
3 Under preparation. Stage at the time of publication:  IEC/CDV 62443-4-2:2017. 

4 Under preparation. Stage at the time of publication:  IEC/CDV 62443-3-2:2017. 

IEC 
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modules and verification/validation testing) through any means (for example, manual, 
automated or a combination) are used to discover security-related issues in the product. An 
impact analysis of each discovered issue assesses its security severity based on its potential 
compromise (for example, availability, integrity and confidentiality) and its associated losses 
(for example, control of the process, view of the process and intellectual property). Then, the 
resolution process determines the most appropriate course of action based on the issue’s 
severity and the suitability of various response options. 

4.2 Maturity model 

There is a range of methods by which a product supplier could comply with the requirements 
specified in this document. The maturity model sets benchmarks for meeting these 
requirements. 

These benchmarks are defined by maturity levels as shown in Table 1. The maturity levels are 
based on the Capability Maturity Model Integration (CMMI) for Development (CMMI-DEV) 
model [42]. Table 1 shows the relationship to the CMMI-DEV in the description column. 

Maturity levels provide more details on how thoroughly a supplier has met these requirements. 
Therefore, these levels can be used by system integrators and asset owners to assess the 
level of rigor used to develop products. 

The purpose of the maturity levels described in this subclause is to provide an organization a 
benchmark to define their readiness to use their processes and procedures to design and 
implement a secure product. Using these benchmarks, it is possible that an organization will 
discover that it is not ready to implement all requirements to the same level of maturity. 

When designing, and implementing a secure product according to this document (see 
IEC 62443-4-2 and IEC 62443-3-3), all applicable requirements as defined by SM-5 in this 
document shall be followed and used in the development lifecycle of that product regardless 
of the maturity level of the organization. SM-5 provides for case-by-case exceptions for 
applicability of requirements. 

NOTE 1 Industry groups/sectors identify/select those maturity levels that best meet their individual needs. 

NOTE 2 It is intended that over time and for a specific requirement, a product supplier’s development capabilities 
will evolve to higher levels as it gains proficiency in meeting the requirement. The rate of evolution will often vary 
for each requirement. For example, a product supplier might reach Level 4 for Practice 6 months or years before 
they reach Level 4 for Practice 5. 

NOTE 3 These maturity levels have been defined as a way for organizations to measure and report their 
compliance to this document. This model will allow organizations to evolve to higher (more mature) levels of 
capabilities for their processes.  

NOTE 4 Measurement driven continuous improvement is vital for improving the maturity level of a product 
supplier for each practice in this document. In addition, since best practices for secure product development are 
evolving, product suppliers need to seek out and implement new best practices. 
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Table 1 – Maturity levels 

Level CMMI-DEV IEC 62443-4-1 IEC 62443-4-1 Description 

1 Initial Initial Product suppliers typically perform product development in an ad-
hoc and often undocumented (or not fully documented) manner. As a 
result, consistency across projects and repeatability of processes 
may not be possible.  

2 Managed Managed At this level, the product supplier has the capability to manage the 
development of a product according to written policies (including 
objectives). The product supplier also has evidence to show that 
personnel who will perform the process have the expertise, are 
trained and/or follow written procedures to perform it.  

However, at this level, the organization does not have experience 
developing products to all of the written policies. This would be the 
case when the organization has updated its procedures to conform 
to this document, but has not yet put all of the procedures into 
actual practice, yet. 

The development discipline reflected by maturity level 2 helps to 
ensure that development practices are repeatable, even during 
times of stress. When these practices are in place, their execution 
will be performed and managed according to their documented 
plans. 

NOTE At this level, the CMMI and IEC 62443-4-1 maturity models 
are fundamentally the same, with the exception that IEC 62443-4-1 
recognizes that there may be a significant delay between 
defining/formalizing a process and executing (practicing) it. 
Therefore, the execution related aspects of the CMMI-DEV Level 2 
are deferred to Level 3. 

3 Defined Defined 
(Practiced) 

The performance of a level 3 product supplier can be shown to be 
repeatable across the supplier’s organization. The processes have 
been practiced, and evidence exists to demonstrate that this has 
occurred. 

NOTE At this level, the CMMI and IEC 62443-4-1 maturity models 
are fundamentally the same, with the exception that the execution 
related aspects of the CMMI-DEV level 2 are included here. 
Therefore, a process at level 3 is a level 2 process that the supplier 
has practiced for at least one product. 

4 Quantitatively 
Managed 

Improving At this level, Part 4-1 combines CMMI-DEV levels 4 and 5. Using 
suitable process metrics, product suppliers control the effectiveness 
and performance of the product and demonstrate continuous 
improvement in these areas.  5 Optimizing 

 

5 Practice 1 – Security management 

5.1 Purpose 

The purpose of the security management practice is to ensure that the security-related 
activities are adequately planned, documented and executed throughout the product’s 
life-cycle. 

If care is not taken in planning and supporting the activities related to security, then those 
activities can be rendered ineffective due to inadequate resources, insufficient time or process 
inefficiencies. Similarly, misalignment of the product’s security needs with related 
organizational processes such as configuration management, information technology policies 
and procedures and supply chain management can jeopardize the effectiveness of the secure 
product development life-cycle. 

Full document details: IEC 62443-4-1-2018

http://avadocuments2026.com/doc/iec-62443-4-1-2018
http://avadocuments2026.com/doc/iec-62443-4-1-2018


IEC 62443-4-1:2018 © IEC 2018 – 21 –  

5.2 SM-1: Development process 

5.2.1 Requirement 

A general product development/maintenance/support process shall be documented and 
enforced that is consistent and integrated with commonly accepted product development 
processes that include, but are not limited to: 

a) configuration management with change controls and audit logging; 
b) product description and requirements definition with requirements traceability; 
c) software or hardware design and implementation practices, such as modular design; 
d) repeatable testing verification and validation process; 
e) review and approval of all development process records; and 
f) life-cycle support. 

5.3 Rationale and supplemental guidance 

This process is required to ensure that the product supplier has well-defined and proven 
product development processes in place that can be extended to support the requirements 
specified by this document. The required processes defined by this document assume the 
existence of a mature product development life-cycle. Secure product development life-cycles 
cannot be effective without these processes and rely upon them being in place. Examples of 
commonly accepted product development processes include ISO 9001 [13] and 
ISO/IEC 27034 [34] compliant processes. 

Having this process means that the product supplier uses techniques during the product 
development life-cycle that support, as a minimum, configuration management, requirements 
definition, design, implementation and testing. 

5.4 SM-2: Identification of responsibilities 

5.4.1 Requirement 

A process shall be employed that identifies the organizational roles and personnel responsible 
for each of the processes required by this document. 

5.4.2 Rationale and supplemental guidance 

This process is required to ensure that responsibilities are assigned to elements of the 
product supplier's organization for performing and completing the processes required by this 
document. 

Having this process means that the product supplier's development, maintenance and product 
support processes required by this document each identify the organizational roles and 
personnel that are responsible for performing and completing them. The organization and 
personnel can be within the developer’s organization or external to it. 

NOTE A responsible, accountable, consulted and informed (RACI) matrix is an example of a tool that could be 
used to meet this requirement. 

5.5 SM-3: Identification of applicability 

5.5.1 Requirement 

A process shall be employed for identifying products (or parts of products) to which this 
document applies. 
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5.5.2 Rationale and supplemental guidance 

This process is required to ensure that the processes in scope as part of this document are 
applied to the appropriate products as needed and that the correct level of detail is applied. 

Having this process means that the product supplier has criteria for identifying which of its 
products are to be developed, maintained and supported using the processes required by this 
document. It is envisioned that a product supplier may apply this specification to selected 
products based on a number of factors, including the marketplace for which a product is 
intended and whether or not the product requires security to be built into the product and fully 
evaluated. As an example, certain products or components may not have a security context or 
provide anonymous access and therefore may not require security to be built into the product. 
An organization may also base the criteria on the particular features being developed to 
enhance a product for target markets as long as the common features for all markets remain 
subject to this standard. Organizations may also use criteria such as applicable security 
requirements or security risk. 

These requirements may be applied to externally provided components or custom developed 
components from third party suppliers. See 5.11 and 5.12 for more details. 

5.6 SM-4: Security expertise 

5.6.1 Requirement 

A process shall be employed for identifying and providing security training and assessment 
programs to ensure that personnel assigned to the organizational roles and duties specified in 
5.4, have demonstrated security expertise appropriate for those processes. 

5.6.2 Rationale and supplemental guidance 

This process is required to ensure that personnel involved in security-related processes have 
adequate expertise for the specific tasks to which they are assigned. Expertise can have been 
gained by training, experience, seminars, conferences, certifications, etc. This includes 
technical expertise in defense in depth strategies and related security techniques, and also in 
the practices, including best practices, required to develop and maintain the product. 

Having this process means that personnel assigned to security-related processes have 
evidence that shows their relevant qualifications. This includes knowledge not only of security, 
but also for the use of any security-related standards (for example, coding standards), 
techniques (for example, best practices), and tools (for example, static analysis tools). While 
security awareness training is vital for everyone involved in the secure product life-cycle, it is 
generally insufficient for personnel involved in security requirements analysis, design reviews, 
etc. The security training is role-specific and can vary in formality from informal to formal. 
Similarly, the personnel assigned to security-related processes have experience (for example, 
past projects and number of years) that matches the specific security tasks and their specific 
role. 

5.7 SM-5: Process scoping 

5.7.1 Requirement 

A process, that includes justification by documented security analysis, shall be employed to 
identify the parts of this document that are applicable to a selected product development 
project. Justification for scoping the level of compliance of a project to this document shall be 
subject to review and approval by personnel with the appropriate security expertise (see 5.6). 
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5.7.2 Rationale and supplemental guidance 

Examples include: 

a) The product does not include software therefore process requirements applicable to 
software are out of scope. 

b) The threat model indicates that the product does not have any external interfaces or 
sources of untrusted input (for example, a product with no external connections that can 
only be accessed in a room with high physical security). In this case, for example, the 
requirement for fuzz testing external interfaces would not apply. 

5.8 SM-6: File integrity 

5.8.1 Requirement 

A process shall be employed to provide an integrity verification mechanism for all scripts, 
executables and other important files included in a product. 

5.8.2 Rationale and supplemental guidance 

This process is required to ensure that product users can verify that executables, scripts, and 
other important files received from the supplier have not been altered. Common methods of 
meeting this requirement include cryptographic hashes and digital signatures (which also 
provide proof of origin). 

5.9 SM-7: Development environment security 

5.9.1 Requirement 

A process that includes procedural and technical controls shall be employed for protecting the 
product during development, production and delivery. This includes protecting the product or 
product update (patch) during design, implementation, testing and release. 

5.9.2 Rationale and supplemental guidance 

This process is required to ensure that the product has not been altered or disclosed in any 
way during the development process, unless allowed by policy. Loss of integrity of any aspect 
of the development environment (e.g., the product design and implementation, code signing 
infrastructure, and software build environment) can negatively affect fielded versions of the 
product without the knowledge of the organization or its customers. For example, the ability of 
an attacker to insert an infection in the binary code of a product could lead to that infection 
being distributed as part of the released product. 

Having this process means that the product supplier has mechanisms in place to protect the 
integrity of design documents, the product implementation (for example, code and user 
manuals), configuration settings and private keys used for signing software images. For 
example, application of ISO/IEC 27001 [20] and ISO/IEC 27002 [19] policies and controls can 
reduce the likelihood of unauthorized access to source code or corruption of source code. 
They can also reduce the likelihood of unauthorized disclosure of product designs and test 
results that could be used to compromise fielded versions of the product. Items to specially 
safeguard include authenticators (e.g., passwords, access control lists, code signing 
certificates and exploit records collected during defect management). 

5.10 SM-8: Controls for private keys 

5.10.1 Requirement 

The supplier shall have procedural and technical controls in place to protect private keys used 
for code signing from unauthorized access or modification. 
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5.10.2 Rationale and supplemental guidance 

Private keys are the root of trust, so they require extra protection to ensure that they are not 
stolen or modified. 

5.11 SM-9: Security requirements for externally provided components 

5.11.1 Requirement 

A process shall be employed to identify and manage the security risks of all externally 
provided components used within the product. 

5.11.2 Rationale and supplemental guidance 

This process is required to ensure that supply chain security is addressed for equivalent 
security practices, latest security updates, security deployment guides and the supplier’s 
ability to respond if a vulnerability is discovered. Supply chain security applies to components 
which are included within the product and are provided external to the development team 
responsible for a given product, but do not meet the definition described in 5.12. The security 
provided by such third-party components is directly related to their role in the product's secure 
design and defense in depth strategy (see Clause 7). 

Having this process means that the product supplier is able to identify when one or more of 
the following characteristics apply to the use of third-party components in the product: 

a) the degree to which the component aligns with the product’s security context (see 
Clause 6) and defense in depth strategy (see Clause 7); 

b) the degree of rigor applied to the component’s implementation (see Clause 8); 
c) the degree of security verification and validation performed on the component by the 

product supplier or the component supplier (see Clause 9); 
d) how to receive and/or monitor notifications about security-related issues from the 

component supplier (see Clause 10) and patches (see Clause 11); and 
e) the sufficiency of security documentation for the component (see Clause 12). 
f) the degree that the software is currently supported by the supplier or open source 

community. 

Examples of work items that would satisfy some elements of this requirement include: 

– identifying known vulnerabilities in specific versions of open source software components 
and updating the version of the open source components to the version that fixes the 
vulnerability; 

– evaluating the compliance of vendors of commercial off the shelf (COTS) components to 
this document or a similar SDL standard; and 

– employing compensating mechanisms for known vulnerabilities on COTS or open source 
components (such as static code analysis). 

It is recommended that there be an inventory of components from third party suppliers in 
order to facilitate defect management (see Clause 6). 

For related supply chain requirements, see ISO/IEC 27036-3 [21]. 

5.12 SM-10: Custom developed components from third-party suppliers 

5.12.1 Requirement 

A process shall be employed to ensure that product development life-cycle processes for 
components from a third-party supplier conform to the requirements used in this document 
when they meet the following criteria: 
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a) the components are developed specifically for a single supplier for a specific purpose; and 
b) the components can have an impact on security. 

5.12.2 Rationale and supplemental guidance 

This requirement applies when a supplier subcontracts a third-party to specifically develop a 
component for them which can have security implications. Threat modelling is usually used to 
determine which components will have security implications.  

5.13 SM-11: Assessing and addressing security-related issues 

5.13.1 Requirement 

A process shall be employed for verifying that a product or a patch is not released until its 
security-related issues have been addressed and tracked to closure (see 10.5). This includes 
issues associated with: 

a) requirements (see Clause 6); 
b) secure by design (see Clause 7); 
c) implementation (see Clause 8); 
d) verification/validation (see Clause 9); and 
e) defect management (see Clause 10). 

5.13.2 Rationale and supplemental guidance 

This process is required to ensure that the product is not released with security-related issues 
that have been discovered and whose resolution is not complete and whose severity as 
defined by a vulnerability scoring system, such as the Common Vulnerability Scoring System 
(CVSS), is calculated as above the residual risk acceptable within the product security context. 

Having this process means that any security-related issue identified during the development 
and support of a product is documented and addressed to allow the effective security of the 
product to be determined prior to product release. This would include issues found in all 
phases such as design review, code review, verification and validation testing, use of static 
analysis tools, etc.  

5.14 SM-12: Process verification 

5.14.1 Requirement 

A process shall be employed for verifying that, prior to product release, all applicable 
security-related processes required by this specification (see 5.7) have been completed with 
records documenting the completion of each process. 

5.14.2 Rationale and supplemental guidance 

This process is required to ensure that key security practices are being executed. 

5.15 SM-13: Continuous improvement 

5.15.1 Requirement 

A process shall be employed for continuously improving the SDL. This process shall include 
the analysis of security defects in component/subsystem/system technologies that escape to 
the field. 
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5.15.2 Rationale and supplemental guidance 

This process is required to ensure that product suppliers improve the rigor of their SDL over 
time. New security threats are constantly being identified and exploited by attackers so it is 
important product suppliers help compensate for this by continuously improving their SDL. 

Continuous improvement is a well-established and proven method of improving product 
quality. Since product security issues are a type of quality issue, continuous improvement 
methodologies are applicable to an SDL. See Annex A for potential metrics related to SDL 
effectiveness and improvement. 

Having this process means that the supplier has a procedure in place to review the process 
and security defects that escape to the field on a periodic basis and that this procedure 
includes making improvements to the process as a result of these reviews. 

Some examples of activities that would help improve a product supplier’s SDL are included in 
Table 2. Ultimately it is up to suppliers to implement their own means of continuously 
improving their SDL. 

Table 2 – Example SDL continuous improvement activities 

Activity SDL / Security benefits 

Use a known security vulnerability database to help 
improve the threat model. For example, if the threat 
model indicates that the product uses the TLS protocol 
for transport security, review known vulnerabilities in 
TLS implementations and ensure these are mitigated in 
the design. 

Improves the threat model by keeping it current with 
actual security issues observed in the field. 

Attend external security / SDL conferences or 
participate in industry SDL groups such as OWASP 

Helps a product supplier stay current with emerging 
threats and SDL best practices. 

Conduct internal SDL conferences or sessions for 
sharing of SDL expertise and best practices within the 
product supplier’s organization. 

Improve the overall SDL expertise of the product 
supplier’s employees and help them stay current with 
emerging security threats and SDL best practices. 

Perform SDL root cause analysis for security 
vulnerabilities found externally in a supplier’s product 
and identify plus implement corrective action. All SDL 
practices should be in scope for this analysis. 

Root cause analysis and corrective action is a well- 
established method for improving product quality. 
Since security issues are quality issues it works well 
for an SDL too. 

Combine manual penetration testing with automated tool 
base testing or use multiple similar security testing tools 
for SVV-3 Vulnerability testing. 

Improves test coverage relative to using a single 
automated tool. This becomes especially valuable 
after the existing automated tool stops finding new 
vulnerabilities.  

Create fuzzing tools for any protocols for which tools 
are not available. 

Help avoid the scenario where an attacker develops 
its own fuzzing tool and uses it to find and exploit 
security vulnerabilities in a product.  

Train and use dedicated security testing experts for 
SVV-3 Vulnerability testing.  

Since security vulnerability requires extensive and 
constantly growing expertise, developing and using 
dedicated experts will improve security test 
coverage. 

 

6 Practice 2 – Specification of security requirements 

6.1 Purpose 

The processes specified by this practice are used to document the security capabilities that 
are required for a product along with the expected product security context. Security 
capabilities can include such items as authentication, authorization, encryption, auditing and 
other security capabilities a product needs to include. The product security context can 
include items such as physical security level, protection of external interfaces via a firewall, 
etc. See [10] for more information on security capability requirements. 
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These security requirements can be defined at the product-level or they may supplement 
product-level requirements. 

6.2 SR-1: Product security context 

6.2.1 Requirement 

A process shall be employed to ensure that the intended product security context is 
documented.  

6.2.2 Rationale and supplemental guidance 

This process is required to ensure that the minimum requirements of the environment and the 
assumptions about that environment are documented in order to achieve the security level for 
which the product was designed. The purpose of defining this information is so that both the 
developers of the product and the product users have the same understanding about how the 
product is intended to be used. This will help the developers make appropriate design 
decisions and the users to use the product as it was intended. Security context could include: 

a) location in the network; 
b) physical or cyber security provided by the environment where the product will be deployed; 
c) isolation (from a network perspective); and 
d) if known, potential impact to the environment (for example, loss of life, injury, loss of 

production, etc.). 

For example, it is important to document whether physical security is required. If no physical 
security is expected to be present, then that may add a number of related requirements such 
as not allowing pushbutton configuration on the product. Another example is if the product is 
expected to be protected by a user supplied firewall that connects it to the plant network, the 
product would typically not require a firewall of its own. Documenting these external security 
features for the product (its security context) allows developers to design a defense in depth 
strategy that complements this security context and testers to validate and verify the security 
of a product in an environment similar to how it should be deployed.  

Having this process means that the deployment environment in which the product is intended 
to be used is correctly represented in all processes involved in the development and testing of 
this product and are documented.  

6.3 SR-2: Threat model 

6.3.1 Requirement 

A process shall be employed to ensure that all products shall have a threat model specific to 
the current development scope of the product with the following characteristics (where 
applicable): 

a) correct flow of categorized information throughout the system; 
b) trust boundaries; 
c) processes; 
d) data stores; 
e) interacting external entities; 
f) internal and external communication protocols implemented in the product; 
g) externally accessible physical ports including debug ports; 
h) circuit board connections such as Joint Test Action Group (JTAG) connections or debug 

headers which might be used to attack the hardware; 
i) potential attack vectors including attacks on the hardware, if applicable; 
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j) potential threats and their severity as defined by a vulnerability scoring system (for 
example, CVSS); 

k) mitigations and/or dispositions for each threat; 
l) security-related issues identified; and 
m) external dependencies in the form of drivers or third-party applications (code that is not 

developed by the supplier) that are linked into the application. 

The threat model shall be reviewed and verified by the development team to ensure that it is 
correct and understood.  

The threat model shall be reviewed periodically (at least once a year) for released products 
and updated if required in response to the emergence of new threats to the product even if 
the design does not change. 

Any issues identified in the threat model shall be addressed as defined in 10.4 and 10.5. 

6.3.2 Rationale and supplemental guidance 

This process is required to ensure that security threats for the product are identified, validated, 
documented, addressed and tested by the product's project team according to the defense in 
depth strategy.  

Having this process means that a threat model for the product is defined and maintained 
throughout the product life-cycle (for example, as a result of changing threats or updates to 
the defense in depth strategy) that identifies and describes threats that can occur within the 
product security context, and against which product is expected to defend itself.  

External dependencies are external components or systems that the product depends upon 
for security. As an example, a product could depend on power for physical security. Or a 
product could depend on the session management of a web server to be secure. In these 
examples, failure of the external dependency could lead to a security vulnerability in the 
product, so mitigations need to be put in place to minimize the chances of such failures. So 
for the power example, the mitigation could be the installation of an uninterruptable power 
supply (UPS). In the example of a web server, security should be considered when choosing a 
web server, and if a secure web server cannot be found, then other compensating measures 
need to be considered. 

Third-party code is an external dependency that can present significant challenges in 
determining where the threats can occur. If deeply embedded there might not be access 
to/from this code that crosses a trust boundary. If there is access to the trust boundary, a 
deeper inspection of the third-party code can be needed. 

6.4 SR-3: Product security requirements  

6.4.1 Requirement 

A process shall be employed for ensuring that security requirements are documented for the 
product/feature under development including requirements for security capabilities related to 
installation, operation, maintenance and decommissioning. 

6.4.2 Rationale and supplemental guidance 

This process is required to ensure that security requirements specific to the product are 
defined. This includes both technical security requirements (for example, password complexity) 
and business-oriented security requirements (for example, sensitive data, user authorizations 
and separation of duties). 
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Having this process means that the product supplier defines and documents all product 
security requirements that apply to the life-cycle of the product, including: 

a) security privileges required to install, operate, and maintain the product; 
b) security options, including removal of default passwords, used to install, configure, 

operate and maintain the product; and 
c) security considerations/actions associated with removing the product from use (for 

example, removing sensitive data). 

NOTE For different capability security levels (SL-C 1 through SL-C 4), IEC 62443-3-3 and IEC 62443-4-2 [11] 
define the security capability requirements for control systems and components, respectively. These security 
capabilities are then included as product security requirements for products that are to include these capabilities.  

6.5 SR-4: Product security requirements content  

6.5.1 Requirement 

A process shall be employed for ensuring that security requirements include the following 
information: 

a) the scope and boundaries of the component or system, in general terms in both a physical 
and a logical way; and 

b) the required capability security level (SL-C) of the product. 

6.5.2 Rationale and supplemental guidance 

If the product is targeted to meet a certain security capability level, it is important to document 
this as a requirement because it implies that certain security capabilities need to be included 
in the product. Note that capability security levels and required security capabilities for 
products are defined in IEC 62443-4-2 [11] and IEC 62443-3-3 [10]. 

6.6 SR-5: Security requirements review 

6.6.1 Requirement 

A process shall be employed to ensure that security requirements are reviewed, updated as 
necessary and approved to ensure clarity, validity, alignment with the threat model (discussed 
in 6.3), and their ability to be verified. Each of the following representative disciplines shall 
participate in this process. Personnel may be assigned to more than one discipline except for 
testers, who shall remain independent: 

a) architects/developers (those who will implement the requirements); 
b) testers (those who will validate that the requirements have been met); 
c) customer advocate (such as sales, marketing, product management or customer support); 

and 
d) security advisor. 

6.6.2 Rationale and supplemental guidance 

This process is required to ensure that security requirements are valid, understood and 
testable (or otherwise verifiable). 

Having this process means that the product supplier conducts reviews of all security 
requirements and revises/deletes those that are invalid or that are untestable/unverifiable.  
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7 Practice 3 – Secure by design 

7.1 Purpose 

The processes specified by this practice are used to ensure that the product is secure by 
design including defense in depth. Defense in depth provides one or more layers of security to 
thwart security threats. Each layer of the defense in depth strategy is designed to protect the 
assets from attack in the case that all other layers have been compromised. 

The processes required by this practice are required to be applied to all stages of product 
design, from conceptual design to detailed design, and to all levels of product design from the 
overall architecture to the design of individual components. 

7.2 SD-1: Secure design principles 

7.2.1 Requirement 

A process shall be employed for developing and documenting a secure design that identifies 
and characterizes each interface of the product, including physical and logical interfaces, to 
include: 

a) an indication of whether the interface is externally accessible (by other products), or 
internally accessible (by other components of the product), or both; 

b) security implications of the product security context (see Clause 6) on the external 
interface; 

c) potential users of the interface and the assets that can be accessed through it (directly or 
indirectly); 

d) a determination of whether access to the interface crosses a trust boundary; 
e) security considerations, assumptions and/or constraints associated with the use of the 

interface within the product security context, including applicable threats; 
f) the security roles, privileges/rights and access control permissions needed to use the 

interface and to access the assets defined in c) above; 
g) the security capabilities and/or compensating mechanisms used to safeguard the interface 

and the assets defined in c) above, including input validation as well as output and error 
handling;  

h) the use of third-party products to implement the interface and their security capabilities; 
i) documentation that describes how to use the interface if it is externally accessible; and 
j) description of how the design mitigates the threats identified in the threat model. 

7.2.2 Rationale and supplemental guidance 

This process is required to ensure that security for access to assets is comprehensively 
addressed from the perspective of external and internal interfaces of the product through 
which attacks can be mounted. 

Having this process means that interfaces of the product are identified and characterized by 
the interactions that take place over them (for example, data and control flows), the security 
mechanisms designed to protect them and the assets that can be compromised if not 
adequately protected. Interfaces include physical and wireless connections to networks (for 
example, Ethernet) and devices (for example, keyboards, monitors and USB/compact disc 
[CD]/digital versatile disc [DVD] media). Logical interfaces support data control flows (for 
example, application messaging) between product components and include mechanisms such 
as application programming interfaces (for example, structured query language [SQL]) and 
communications protocols (for example, the transmission control protocol [TCP]). Protection 
mechanisms include general hardening capabilities (for example, security policy settings), 
user access controls (for example, account management), and security event detection and 
reporting, among others. 
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Viewing interfaces within the setting provided by the product security context allows the 
secure design to focus on the specific environment in which the product is expected to 
operate, including both protections offered by the product security context and vulnerabilities 
resulting from it (for example, where it can be open to attack). For an internal component of 
the design, the concept of the product security context is extended to include the security 
context provided by surrounding product components. For example, the product security 
context of an application program running on a workstation that is part of an industrial control 
system product includes the network(s) to which the workstation connects and the software 
environment of the workstation in which the application runs. 

Identifying threats, users, assets and trust boundaries associated with interfaces specifies 
who is expected to use the interfaces, and indicates where threats and unknown subjects 
potentially can gain access to the interface and the assets that can be accessed through it. 
This allows the reduction of the number of interfaces where possible and to provide the 
appropriate safeguards for the remaining interfaces and the assets that can be accessed 
through them. Identifying trust boundaries also supports future definition of zones and 
conduits (see IEC 62443-3-2 [9]), and thus is a primary component in the definition of the 
security architecture of the product. Sample data assets (resources) include: 

a) databases and database tables; 
b) configuration files; 
c) cryptographic key stores; 
d) access control lists (ACLs); 
e) registry keys; 
f) web pages (static and dynamic); 
g) audit logs; 
h) network sockets / network media; 
i) inter-process communications (IPC), services and remote procedure call (RPC) resources; 
j) any other files and directories; and 
k) any other memory resource. 

Based on analysis of the product security requirements, the product security context and trust 
boundary considerations, the design can be developed for interfaces that include the 
definition of user roles, privileges and authorization/access permissions required to use the 
interfaces as well as specific security capabilities (for example, authentication, encryption and 
logging) that provide additional safeguards. As part of the design of the defense in depth 
strategy, the expected use of compensating mechanisms and third-party hardware or software 
components will aid in the assessment of the adequacy of the defense in depth strategy  
(see 7.4).  

Finally, preparing documentation for the use of externally accessible interfaces (for example, 
by users and third-parties) reduces the potential for accidental misuse. 

7.3 SD-2: Defense in depth design 

7.3.1 Requirement 

A process shall be employed to implement multiple layers of defense using a risk based 
approach based on the threat model. This process shall be employed for assigning 
responsibilities to each layer of defense. 

NOTE 1 Each layer provides additional defense mechanisms. 

NOTE 2 It is possible for any layer to be compromised; therefore, secure design principles (see 7.2) are applied 
to each layer. 

NOTE 3 The objective is to reduce the attack surface of the subsequent layers. 
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7.3.2 Rationale and supplemental guidance 

For example, the TCP/IP stack could check for invalid packets, an HTTP server could 
authenticate input and then another layer could validate that the input and audit logs are 
produced for administrative changes. Each layer provides an additional defense mechanism, 
has a responsibility and provides attack surface reduction for the next layer. Each layer 
assumes that the layer in front of it can be compromised. 

7.4 SD-3: Security design review 

7.4.1 Requirement 

A process shall be employed for conducting design reviews to identify, characterize and track 
to closure security-related issues associated with each significant revision of the secure 
design including but not limited to: 

a) security requirements (see Clause 6) that were not adequately addressed by the design; 

NOTE 1 Requirements allocation, including security requirements, is part of typical design processes. 

b) threats and their ability to exploit product interfaces, trust boundaries, and assets  
(see 7.2); and 

c) identification of secure design practices (see 7.5) that were not followed (for example, 
failure to apply principle of least privilege). 

NOTE 2 Characterizing threats and their ability to exploit interfaces is often referred to as threat modelling. 

7.4.2 Rationale and supplemental guidance 

This process is required to ensure that the secure design addresses the requirements and 
threats (see Clause 6) defined for the product, and that design best practices have been 
followed (see 7.5). All discovered security-related issues are to be documented and tracked 
through the processes defined by 7.4 and 10.5. 

Having this process means that each version of the design is reviewed to determine: 

a) whether any product security requirements have not been adequately addressed by the 
defense in depth strategy; and 

b) whether there are threat vectors (paths for threats to follow) that bypass the defense in 
depth strategy or that are otherwise capable of breaching the defense in depth strategy. 

In either case, the threat model is to be updated to reflect security-related issues discovered 
as a result of the review process. 

7.5 SD-4: Secure design best practices 

7.5.1 Requirement 

A process shall be employed to ensure that secure design best practices are documented and 
applied to the design process. These practices shall be periodically reviewed and updated. 
Secure design practices include but are not limited to: 

a) least privilege (granting only the privileges to users/software necessary to perform 
intended operations); 

b) using proven secure components/designs where possible; 
c) economy of mechanism (striving for simple designs); 
d) using secure design patterns; 
e) attack surface reduction; 
f) documenting all trust boundaries as part of the design; and  
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g) removing debug ports, headers and traces from circuit boards used during development 
from production hardware or documenting their presence and the need to protect them 
from unauthorized access. 

7.5.2 Rationale and supplemental guidance 

This process is required to ensure that guidance is provided to developers to help them avoid 
common pitfalls during design that could lead to later security issues.  

Having this process means that the product supplier has a list of security best practices that is 
maintained and followed during the development of the secure design for the product. These 
best practices should be based commonly accepted security best practices in industry for the 
type of product being developed. It is completely up to the supplier to determine which 
practices they consider to be most appropriate for their design practices. These practices are 
kept current as a result of both changes in the industry and the application of lessons learned 
by the product supplier. 

Note that these practices apply to both hardware and software design.  

8 Practice 4 – Secure implementation 

8.1 Purpose 

The processes specified by this practice are used to ensure that the product features are 
implemented securely. 

8.2 Applicability 

Requirements in this practice apply to all hardware and software components in the product 
with the exception of externally provided components. For externally provided components, 
requirement 5.11 applies instead. 

8.3 SI-1: Security implementation review 

8.3.1 Requirement 

A process shall be employed to ensure that implementation reviews are performed for 
identifying, characterizing and tracking to closure security-related issues associated with the 
implementation of the secure design including: 

a) identification of security requirements (see Clause 6) that were not adequately addressed 
by the implementation; 

NOTE Requirements allocation, including security requirements, is part of typical design processes. 

b) identification of secure coding standards (see 8.4) that were not followed (for example, 
use of banned functions or failure to apply principle of least privilege); 

c) Static Code Analysis (SCA) for source code to determine security coding errors such as 
buffer overflows, null pointer dereferencing, etc. using the secure coding standard for the 
supported programming language. SCA shall be done using a tool if one is available for 
the language used. In addition, static code analysis shall be done on all source code 
changes including new source code.  

d) review of the implementation and its traceability to the security capabilities defined to 
support the security design (see Clause 7); and 

e) examination of threats and their ability to exploit implementation interfaces, trust 
boundaries and assets (see 7.2 and 7.3). 
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