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INTERNATIONAL ELECTROTECHNICAL COMMISSION

OPC UNIFIED ARCHITECTURE -
Part 10: Programs

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote interna-
tional co-operation on all questions concerning standardization in the electrical and elec

2) The formal decisions or agreements of IEC on technical matters expre&s
consensus of opinion on the relevant subjects since each technical
ested IEC National Committees.

3) IEC Publications have the form of recommendations for in

4) In order to promote international uniformi
transparently to the maximum extent possibl
tween any IEC Publication and the corresporrdi

egiohal publications. Any divergence be-
g nationa egional publication shall be clearly indicated in

the latter.

5) IEC itself does not provide g ation Qf co nity. s ndent certification bodies provide conformity
assessment services and, & Ye # q IEC mapks of conformity. IEC is not responsible for any
services carried out by indepe g odies.

6) All users should ensure that the ditften—of this publication.

7) No liability shall aftach te j i dyees, servants or agents including individual experts and
members of its te 3 i d IES Natighal Committees for any personal injury, property damage or
other damage of an 3 Rer direct or indirect, or for costs (including legal fees) and ex-

P & W
penses arising out of sublitati 5e of,0r reliance upon, this IEC Publication or any other IEC Publica-

tions

8) Attention is dr, e Normative refefences cited in this publication. Use of the referenced publications is
indispensab ation of this publication.

9) Attentiop~ Re possibility that some of the elements of this IEC Publication may be the subject of
patentdi EC sha held responsible for identifying any or all such patent rights.

urement, control and automation.

The text of this standard is based on the following documents:

FDIS Report on voting
65E/244/FDIS 65E/269/RVD

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

A list of all parts of the IEC 62541 series, published under the general title OPC unified archi-
tecture, can be found on the IEC website.
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The committee has decided that the contents of this publication will remain unchanged until
the stability date indicated on the IEC web site under "http://webstore.iec.ch" in the data re-
lated to the specific publication. At this date, the publication will be

* reconfirmed,
¢ withdrawn,

+ replaced by a revised edition, or
*+ amended.

IMPORTANT - The 'colour inside’ logo on the cover page of this pu tion indicates
that it contains colours which are considered to be useful for the correcthunderstand-
ing of its contents. Users should therefore print this document usi printer.
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INTRODUCTION

This International Standard is a specification intended for developers of OPC UA applications.
The specification is a result of an analysis and design process to develop a standard interface
to facilitate the development of applications by multiple vendors that inter-operate seamlessly
together.

@%
S
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OPC UNIFIED ARCHITECTURE -

Part 10: Programs

1 Scope

This part of the IEC 62541 series specifies the standard representation of Programs as part of
the OPC Unified Architecture and its defined information model. This includes the description
of the NodeClasses, standard Properties, Methods and Events and associatethbehaviour and
information for Programs.

The complete address space model including all NodeClasses an L is\spegified in
IEC 62541-3. The services such as those used to invoke the Me § arvage Pro-
grams are specified in IEC 62541-4.

2 Normative references

The following documents, in whole or in part, are
are indispensable for its application. Fg
undated references, the latest editio
ments) applies.

atiyely referencéd in this document and
& edition cited applies. For

IEC 62541-4:20@ C

IEC 62541-5, OPC

For the purposes of this document, the terms and definitions given in IEC/TR 62541-1 and
IEC 62541-3, as well as the following apply.

3.1.1

function

programmatic task performed at a server or device, usually accomplished by computer code
execution

3.1.2

finite State Machine

sequence of states and valid state transitions along with the causes and effects of those state
transitions that define the actions of a Program in terms of discrete stages
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3.1.3

ProgramType

ObjectType Node that represents the type definition of a Program and is a subtype of the
Finite StateMachine Type

3.1.4

Program Control Method

Method specified by this specification having specific semantics designed for the control of a
Program by causing a state transition

3.1.5
Program Invocation
unique Object instance of a Program existing on a Server

Note 1 to entry: The Program Invocation is distinguished from other Object insta
by the object node’s unique browse path.

ogramType

3.2 Abbreviations
API Application Programming Interface
DA Data Access

FSM Finite State Machine

HMI Human Machine Interfaces

PCM Program Control Method

PGM Program

Pl Program Invocation

PLC Programmable Logje\Controller
UA Unified Architecturs
UML  Unified Modelli a

4 Concepts Q

4.1 General

Integrated aydtomatign anage their operations through the exchange of data and
coordinated invocatio functions like illustrated in Figure 1. Services are required to

supervisory control and data acquisition type systems. OPC UA defines Methods and Pro-
grams as an interopgrable way to advertise, discover, and request these functions. They pro-
vide a normalizing mechanism for the semantic description, invocation of, and result reporting
of these functions. Together Methods and Programs complement the other OPC UA Services
and ObjectTypes to facilitate the operation of an automation environment using a client server
hierarchy.
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Methods representbasSic i erver that can be invoked by a client. Programs by
contrast, model mose ~ WNanctionality in the system. For example, a method call
may be used to ~ 2
a batch proces \ achine tool part program, or manage a domain download. Meth-

4.2 Programs
4.2.1 Overview

Programs are complex functions in a server or underlying system that can be invoked and
managed by an OPC UA Client. Programs can represent any level of functionality within a
system or process in which client control or intervention is required and progress monitoring is
desired. Figure 2 illustrates the model.
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Program

Control Methods N
()

Manage —()
0
J
é State Machine )
Get Description
<
N J
é Transition Events A
Monitor - /\
« 9
- J
(S \
é Re
Get Results

IEC 1512/12
Programs are state full, tra cribed sequence of states as they exe-
cute. Their behaviour ig Finjte State Machine (PFSM). The elements of
the PFSM describe th Programs execution in terms of valid transitions between
a set of states, ransitions, and the resultant effects of the tran-

sitions.

4.2.2

The states,
are listed

able 1 — Program Finite State Machine

No. Transition Namé Cause From State To State Effect

1 HaltedToReady Reset Method Halted Ready E\E/}gr?tr/tRTer:Lﬂ?ition 1
2 ReadyToRunning Start Method Ready Running Esgr?tr/tR'l'er:intion 2
3 RunningToHalted met]grrl:/laelt(h;r(:oor; Running Halted Esgr?tDtRLr:Lﬂfition 3
4 RunningToReady Internal Running Ready Essr?tDter:intion 4
5 RunningToSuspended Suspend Method | Running Suspended Report Transition 5

Event/Result

Report Transition 6
Event/Result

Report Transition 7

6 SuspendedToRunning Resume Method Suspended Running

7 SuspendedToHalted Halt Method Suspended Halted Event/Result
8 SuspendedToReady Internal Suspended Ready Essrc])tr/tR'Lr:Jfltlon 8
9 | ReadyToHalted Halt Method Ready Halted Report Transition 9

Event/Result
ventiResut yocuments
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—»[ HALTED }

P

IEC 1513/12

4.2.3 Program States

Program States

State < \ \/ Description
Ready (\ \ \Qe %gram is properly initialized and may be started.

Runnln The Program is executing making progress towards completion.

Suspew \ )he Program has been stopped prior to reaching a terminal state but may be
resumed.

Halted The Program is in a terminal or failed state, and it cannot be started or resumed

without being reset.

The set of states defined to describe a Program can be expanded. Program substates can be

defined for the base states to provide more resolution to the process and to describe the

cause and effects of additional stimuli and transitions. Standards bodies and industry groups

may extend the base Program Finite State Model to conform to industry models. For example,

the Halted state can include the sub states “Aborted” and “Completed” to indicate if the func-

tion achieved a successful conclusion prior to the transition to Halted. Transitional states such
s “Starting” or “Suspending” might also be extensions of the running state, for example.

4.2.4 State Transitions

A standard set of state transitions is defined for the Program Finite State Machine. These
transitions define the valid changes to the Program’s current state in terms of an initial state
and a resultant state. The transitions are formally defined in Table 3.
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Table 3 — Program State Transitions

Transition No. Transition Name Initial State Resultant State

1 HaltedToReady Halted Ready

2 ReadyToRunning Ready Running

3 RunningToHalted Running Halted

4 RunningToReady Running Ready

5 RunningToSuspended Running Suspended

6 SuspendedToRunning Suspended Running

7 SuspendedToHalted Suspended Halted

8 SuspendedToReady Suspended Read)(

9 ReadyToHalted Ready A{Qec?

N
N

to the Server or exter-

4.2.5 Program State Transition Stimuli

The stimuli or causes for a Program’s state transitions caq_be™

pact a Program’s behaviour by
dictate the action’s performed by the

Table 4 — Program Control Methods

Method Name Description
Start Causes the Program to transition from the Ready state to the Running state.
Suspend Causes the Program to transition from the Running state to the Suspended state.
Resume Causes the Program to transition from the Suspended state to the Running state.
Halt Causes the Program to transition from the Ready, Running or Suspended state to the
Halted state.
Reset Causes the Program to transition from the Halted state to the Ready state.

Program Control Methods can include arguments that are used by the Program. For example,
a Start method may include an options argument that specifies dynamic options used to de-
termine some program behaviour. The arguments can differ on each ProgramType. The
Method Call service specified in IEC 62541-4:2011, 5.11 defines a return status. This return
status indicates the success of the Program Control Method or a reason for its failure.
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4.2.7 Program State Transition Effects

A Program’s state transition generally has a cause and also yields an effect. The effect is a by
product of a Program state transition that can be used by a Client to monitor the progress of
the Program. Effects can be internal or external. An external effect of a state transition is the
generation of an event notification. Each Program state transition is associated with a unique
event. These events reflect the progression and trajectory of the Program through its set of
defined states. The internal effects of a state transition can be the performance of some pro-
grammatic action such as the generation of data.

4.2.8 Program Result Data
4.2.8.1 Overview

Result data is generated by a running Program. The result data can bé diate or final.

Result data may be associated with specific Program state transitiong"

4.2.8.2 Intermediate Result Data

Intermediate result data is transient and is generated by t/
terminal state transitions. The data items that compose

Clients acquire intermedia
events specify the data i Yhen the transition occurs, the generated
event conveys the resulthdatanvalugs captied-tothe subscribed clients. If no Client is moni-

toring the Progra? inte 8 \ay be discarded.

4.2.8.3 Terminal/R

Terminal result d generated by the Program as it ceases execution. Total
execution ti ets produced, and fault condition encountered are examples of
terminal resul{ data Program enters the terminal state, this result data can be con-

Q_be read\by a client after the program stops. This data persists until the program
instance is reryn or delet

4.2.8.4 Monitoring Programs

Clients can monitor the activities associated with a Program’s execution. These activities in-
clude the invocation of the management methods, the generation of result data, and the pro-
gression of the Program through its states. Audit Events are provided for Method Calls and
state transitions. These events allow a record to be maintained of the clients that interacted
with any Program and the Program state transitions that resulted from that interaction.

4.2.9 Program Lifetime
4.2.9.1 Overview

Programs can have different lifetimes. Some programs may always be present on a Server
while others are created and removed. Creation and removal can be controlled by a Client or
may be restricted to local means.

A Program can be Client creatable. If a Program is client creatable, then the C”ﬁd@.ﬁﬁjents
the Program to the server. The Object Create Method defined in IEC 62541-3:20%70,“575"
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used to create the Program Instance. The initial state of the Program can be Halted or Ready.
Some Programs, for example, may require that a resource becomes available after its crea-
tion, before it is ready to run. In this case, it would be initialized in the Halted state and transi-
tion to Ready when the resource is delivered.

A Program can be Client removable. If the Program is client removable, then the Client can
delete the Program Instance from the Server. The DeleteNodes Service defined in
IEC 62541-4:2011, 5.7 is used to remove the Program Instance. The Program shall be in a
Halted state to be removed. A Program may also be auto removable. An auto removable Pro-
gram deletes itself when execution has terminated.

4.2.9.2 Program Instances

Programs can be multiple instanced or single instanced. A Server can /suppert multiple in-

ed upon by its functions. Each instance of the Program is then staK
ferent resources. The Client can discover all instances of a Pr

pendently by the Client.

4.2.9.3 Program Recycling

Programs can be run once or run multiple time
remain in the Halted state indefinitely i

Control Method “Reset” trig

5 Model

5.1 General

The Program Model & the eStateMachine Type and basic ObjectType Models pre-
sented in | 52 5* . E Program has a type definition that is the subtype of the

set that characterize specjfic aspects of that Program s behaviour such as lifetime and recy-
cling, as wellas_specifying the result data that is produced by the Program.
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States , .
StateMachineObjectType
L HasC t T
| HasComponents HasSubtype
Transitions
ProgramType
L—

A . \

N\
MyProgra
MyProgram %\/
e,

IEC 1514/12

The base ProgramType defi ini Machine specified for all Programs.
This includes the states, iti itic (Methods) and effects (Events). Sub-

behaviour of an individ with “MyProgramType” in Figure 4.

5.2 Program‘@
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Table 5 — ProgramType

Attribute Value

Includes all attributes specified for the FiniteStateMachineType

BrowseName ProgramType
IsAbstract False
References NodeClass BrowseName Data TypeDefinition Modelling
Type Rule
HasProperty Variable Creatable Boolean PropertyType/\ -
HasProperty Variable Deletabe Boolean | PropertyTy, L Mandatory
HasProperty Variable AutoDelete Boolean Propepfl\)b)i \ I\/I\anatory
HasProperty Variable RecycleCount Int32 Ply.p\erhqybei Watory
HasProperty Variable InstanceCount UInt32 K&opeme >—-
HasProperty Variable MaxInstanceCount UInt32( \RQ\S@"W\G \ -
HasProperty Variable MaxRecycleCount U \@p}\ymw --

(O )
HasComponent | Variable ProgramDiagnostic/\(\B\// (\Pro}%mDiagnos- Optional
icTyp
N

HasComponent | Object Halted /X StateType Mandatory
HasComponent | Object Ready K (\ > StateType Mandatory
HasComponent | Object /\&unm\ \) . x StateType Mandatory
HasComponent | Object N Stﬁenrd_e\d StateType Mandatory

[ \
HasComponent @je}} ? I%Ite\}{oRe d)\/ TransitionType Mandatory

HasComponent OQ{C/\ ReédeR\R{nrﬁg TransitionType Mandatory

HasComponent | Opje R\»{ningT&lalted TransitionType Mandatory
HasComponent Ob\J‘\mt\ MWoReady TransitionType Mandatory
HasComponen Obj\es}\ \ \QyPningToSuspended TransitionType Mandatory
HasCom one\nt\ bk&\ \ SuspendedToRunning TransitionType Mandatory
HasCompon%\ &jec\\ SuspendedToHalted TransitionType Mandatory
HasComponent bbye{t) SuspendedToReady TransitionType Mandatory
HasComponent | Object ReadyToHalted TransitionType Mandatory
HasComponent | Method Start Optional
HasComponent | Method Suspend Optional
HasComponent | Method Reset Optional
HasComponent | Method Halt Optional
HasComponent | Method Resume Optional
HasComponent | Object FinalResultData BaseObjectType Optional
Documents
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5.2.2 ProgramType Properties

The Creatable Property is a Boolean that specifies if Program Invocations of this Pro-
gramType can be created by a Client. If False, these Program Invocations are persistent or
may only be created by the server.

The Deletable Property is a Boolean that specifies if a Program Invocation of this Pro-
gramType can be deleted by a Client. If False, these Program Invocations can only be deleted
by the server.

The AutoDelete Property is a Boolean that specifies if Program Invocations of this Pro-
gramType are removed by the Server when execution terminates. If False, these Program In-
vocations persist on the server until they are deleted by the Client. When ¢
tion is deleted, any result data associated with the instance is also remoxeg

The RecycleCount Property is an unsigned integer that specifies t imes,a Pro-
gram Invocation of this type has been recycled or restarted fr i int

Program Invocation of this type can be recycled or festarted i tarting point (not re-
sumed). If the value is less than 0, there is no limit e gstarts. If the value is
zero, the Program may not be recycled or restarted

The InstanceCount Property is an unsi i specifies the number of Program In-
vocations of this type that currently exist

Invocations of this type tk
0, there is no limit.

5.2.3 Progra@)e
5.2.3.1 Overvi
The ProgramType 9 sts of a set of references to the object instances of

StateTypes, EventTypes and the Methods that collectively define the Pro-
gram Finite
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Ready — — >> StateType
*—FromStatei
N B TransitionType
Has Cause | ReadyToRunning
BaseE! tT&
ToState 2\
4 HasEffect /\\\\% >
Running QN veniJype
™~
%

5.2.3.2 ProgramTyjpe

Table 6 specifiesAl
StateType defin
StateNumber value.
subordinate or ne
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Table 6 — Program States

BrowseName References Target BrowseName Value Target TypeDefini- NOTES
tion

States

Halted HasProperty StateNumber 1 PropertyType
ToTransition HaltedToReady TransitionType
FromTransition RunningToHalted TransitionType
FromTransition SuspendedToHalted TransitionType
FromTransition ReadyToHalted TransitionType

N

Ready HasProperty StateNumber 2 PropevﬁType(\
FromTransition HaltedToReady T QS'NN x
ToTransition ReadyToRunning /}‘a\é\lok(y\e\
FromTransition RunningToReady TraQ\s}%QT}R
ToTransition ReadyToHalted nsitrenType

~ \%}?{*\ >

Running HasProperty StateNumber o~ K g 73'\ Prop ype
ToTransition Runnipg‘T\HaIte/dk X\/ / (\ TémsitionType
ToTransition Runni Tohe\é)\ \ \ TransitionType
ToTransition Runnm/gmu TransitionType
FromTransition Ready({oRu > TransitionType
FromTransit%\ /S‘u'sp{}i\dT}QJerg \ TransitionType

Suspended HasProp[ert Stét\ehk\mbér\ 4 PropertyType
‘@T%gsih?n 2 \S{spé\de\d(cﬁmning TransitionType
To%}x{h@v\ Suls})e\ndaﬂoHalted TransitionType
Twon Sus@dedToReady TransitionType
Fro Tr\ags\mgn MngToSuspended TransitionType

The Halte

state for a Program. It can be an initial state or a terminal state.

As an initial state, the Program Invocation can not yet begin execution due to conditions at
the server. As a inal state, Halted can indicate either a failed or completed Program. A
subordinate state or result can be used to distinguish the nature of the termination. The Halt-
ed state references four Transition Objects, which identify the allowed state transitions to the
Ready state and from the Ready, Running, and Suspended States.

The Ready state indicates that the Program is prepared begin execution. Programs that are
ready to begin upon their creation may transition immediately to the Ready State. The Ready
state references four Transition Objects, which identify the allowed state transitions to the
Running and Halted states and from the Halted and Ready states.

The Running state indicates that the Program is actively performing its function. The Running
state references five Transition Objects, which identify the allowed state transitions to the
Halted, Ready, and Suspended states and from the Ready and Suspended States.

The Suspended state indicates that the Program has stopped performing its function, but re-
tains the ability to resume the function at the point at which it was executing when suspended.
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The Suspended state references four Transition Objects, which identify the allowed state
transitions to the Ready, Running, and Halted state and from the Readystate.

5.2.3.3

ProgramType Transitions

ProgramType Transitions are instances of the TransitionType defined in IEC 62541-5:2011,
B.4 which also includes the definitions of the ToState, FromState, HasCause, and HasEffect
references used. Table 7 specifies the Transitions defined for the ProgramType. Each Transi-
tion is assigned a unique TransitionNumber. The Notes column indicates when a cause is ref-
erencing a method and when effects are optional.

Table 7 — Program Transitions

VAN
BrowseName References Target BrowseName Value Target Notes
,\QD inition
Transitions < \ S
HaltedToReady HasProperty TransitionNumber /N\Er&skert\y{ypx
ToState Ready \ ¥§§ate pe
FromState Halted \ \ MTybe
HasCause Reset ) \ Method
HasEffect ProgramTransitiorﬁyethTﬁ;e/ N
HasEffect AuditPregramTyansition- Q>
s ()
/
ReadyToRunning HasProperty Trans(ﬂ%l\}@be}\ \ 2 PropertyType
ToState Runnikng \\ StateType
FrorpStéﬂg Reacb\ ~ \\/ StateType
Has}:%«{se S(am\ ~_" Method
\Qasﬁfect > Pr&\}xaNan&ionEventType
\)‘( kﬂe\c/t\ AtditProgramTransition-
RunningToHalt \Q\aégr&)irty TransitionNumber 3 PropertyType
\ tahQ Halted StateType
& mStQ& Running StateType
HasCadse Halt Method
\lj/agEffect ProgramTransitionEventType
HasEffect AuditProgramTransition-
EventType
RunningToReady HasProperty TransitionNumber 4 PropertyType
ToState Ready StateType
FromState Runnning StateType
HasEffect ProgramTransitionEventType
HasEffect AuditProgramTransition-
EventType
RunningToSus- HasProperty TransitionNumber 5 PropertyType
pended
ToState Running StateType
FromState Suspended StateType ocumd
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BrowseName References Target BrowseName Value Target Notes
TypeDefinition
HasCause Suspend Method
HasEffect ProgramTransitionEventType
HasEffect AuditProgramTransition-
EventType
SuspendedToRun- HasProperty TransitionNumber 6 PropertyType
ning
ToState Running StateType
FromState Suspended Statm
HasCause Resume /\k Method
HasEffect ProgramTransitionEventType ’\\ \
HasEffect AuditProgramTransition- /
EventType
SuspendedToHalted | HasProperty TransitionNumber 7 ertyYype
S [eraenyy
ToState Halted / S\QteType
FromState Suspended /\ K\/g ] . %teType
HasCause Halt A X / ( > Method
HasEffect Prog}f\mT%Qs\lt'QnEngtTyp\e\ )
HasEffect AuditP amTransition-
EventType
AN
SuspendedToReady HasProi)irty Trar%ﬂ'ko NUM v 8 PropertyType
ToSIt}tQ F(e}stx \j StateType
\Eroan\State x Su§p{an d > StateType
\)1>a/séa{se \ R\a§et\ Method
/&Ef ct \P%MransitionEventType
HasEffect AuditProgramTransition-
EventType
ReadyToI({lteh\ \HQProbgrty TransitionNumber 9 PropertyType
N\ 'R\O\St}te/ Halted StateType
romState Ready StateType
HasCause Halt Method
HasEffect ProgramTransitionEventType
HasEffect AuditProgramTransition-
EventType

The HaltedToReady transition specifies the Transition from the Halted to Ready States. It may
be caused by the Reset Method.

The ReadyToRunning transition specifies the Transition from the Ready to Running States. It
is caused by the Start Method.

The RunningToHalted transition specifies the Transition from the Running to Halted States. It
is caused by the Halt Method.
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The RunningToReady transition specifies the Transition from the Running to Ready States.
The RunningToSuspended transition specifies the Transition from the Running to Suspended
States. It is caused by the Suspend Method.

The SuspendedToRunning transition specifies the Transition from the Suspended to Running
States. It is caused by the Resume Method.

The SuspendedToHalted transition specifies the Transition from the Suspended to Halted
States. It is caused by the Halt Method.

The SuspendedToReady transition specifies the Transition from the Suspended to Ready
States. It is caused internally.

The ReadyToHalted transition specifies the Transition from the Read
caused by the Halt Method.

The ProgramTransitionEventType notifies Clients of the
sult data. The AuditProgramTransitionEventType is us€d
Program Control Methods.

The “Audit Server Facet” Profile defiped in |E
gramTransitionEventType.
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ReadyToRunning B TransitionType
\
HasQause ‘
HasEffect TransitionEventType
Start

i

Has Property

ProgramTransitign

EventTyp
N\

N
Q

HasProperty
StartOutput
Arguments
Startinput
Arguments

5.2.4 Prog

5.2.41

Over

ramType

IntermediateResult
O\

®yVar ble

ses and Effects

Table 8 — ProgramType Causes

IEC 1516/12

es. Programs that do not support a Program Control
to that Method from the ProgramType references.
omitted from the ProgramType, a Client cannot cause the as-

If a

BrowseName | References Target BrowseName Value Target NOTES
TypeDefinition
Causes
Start HasProperty | InputArguments PropertyType Optional
HasProperty | OutputArguments PropertyType Optional
Suspend HasProperty | InputArguments PropertyType Optional
HasProperty | OutputArguments PropertyType Optional
Resume HasProperty | InputArguments PropertyType Optional
HasProperty | OutputArguments PropertyType Qptional Docun'
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BrowseName | References Target BrowseName Value Target NOTES
TypeDefinition

Halt HasProperty | InputArguments PropertyType Optional
HasProperty | OutputArguments PropertyType Optional
Reset HasProperty | InputArguments PropertyType Optional
HasProperty | OutputArguments PropertyType Optional

The Start Method causes the ReadyToRunning Program transition.

The Suspend Method causes the RunningToSuspended Program trg

The Halt Method causes the RunningToHalted, Suspendeddo ReadyToHalted Pro-

5.2.4.2 Standard Attributes

gram Control Methods, this means that the ownin
the transition caused by t

5.2.4.3 Standard P

5.2.4.3.1 OV@

guments may be rted Program Control Methods. The data passed in the
arguments supplements\the lon required by the Program to perform its function. All
calls to a P hod for each Program Invocation of that ProgramType shall
pass the ifi

guments is defined fonthe supported Program Control Methods. All calls to a Program Control
Method for each Program Invocation of that ProgramType shall pass the specified arguments.

5.2.5 ProgramType Effects (Events)
5.2.5.1 Overview

The ProgramType includes component references to the Effects of each of the Program’s
state transitions. These Effects are Events. Each Transition shall have a HasEffect reference
to a ProgramTransitionEventType and can have an AuditProgramTransitionEventType. When
the transition occurs, event notifications of the referenced type are generated for subscribed
Clients. The Program Invocation may serve as the EventNotifier for these events or an owning
object or the Server Object may provide the notifications.

ProgramTransitionEventTypes provide the means for delivering result data and confirming
state transitions for subscribed Clients on each defined Program State Transition. The Audit-
ProgramTransitionEventType allows the auditing of changes to the Program’s State in con-

junction with client Method Calls. Documents
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5.2.5.2 ProgramTransitionEventType

The ProgramTransitionEventType is a subtype of the TransitionEventType. It is used with
Programs to acquire intermediate or final results or other data associated with a state transi-
tion. A Program can have a unique ProgramTransitionEventType definition for any transition.
Each ProgramTransitionEventType specifies the IntermediateResult data specific to the des-
ignated state transition on that program type. Each transition can yield different Intermediate
result data. Table 9 specifies the ProgramTransitionEventType.

Table 10 identifies the ProgramTransitionEventTypes that are specified for ProgramTypes.

Table 9 — ProgramTransitionEventType

N

Attribute Value A

BrowseName ProgramTransitionEventType /\ \

IsAbstract True \/

References NodeClass BrowseName DataType Wo Model-
lingRule

Inherits the Properties of the base TransitionEventType defined in IEC Bﬁ\m 1\ 16
BaseObjectType Optional

N
\

HasComponent | Object Intermedia-
teResult

The IntermediateResultN j s a set of Variables whose values are rel-

evant for the Program
termediateResu@ci ,
ences.
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Table 10 — ProgramTransitionEvents

BrowseName References Target BrowseName | Value | Target TypeDefini- Notes
tion

Effects

HaltedToReadyEvent

HasProperty TransitionNumber 1 PropertyType

HasProperty FromStateNumber 1 PropertyType

HasProperty ToStateNumber 2 PropertyType

HasComponent IntermediateResults ObjectType Optional
ReadyToRunningEvent /\< h

HasProperty TransitionNumber 2 PrBR}n(XT)%e\
HasProperty FromStateNumber <2/\ ﬁXQpé(\ty e

HasProperty ToStateNumber ?\ \E’Nert}(ype
HasComponent IntermediateResults N 6{{] tTyp} Optional
RunningToHaltedEvent K g
7\ N
HasProperty Jransitj Nuﬁt}é/ \3 >PropertyType
HasProperty F%Qé\{teNu&Qber \ 3) PropertyType
HasProperty %Sta@h&ber 1 PropertyType
HasComponent ( Intmdi;&@%;ltg ObjectType Optional

N
RunningToReadyEvent A \&

lH}&B(&QXQy \ Tr&%ﬁ/}?ﬂ/ber 4 PropertyType
(x EasPro;@rty WateNumber 3 PropertyType
\Mpe\m\ A )oStateNumber 2 PropertyType
/\ Hagﬁ‘gnh)o\nent » IntermediateResults ObjectType Optional

RunningToSuspexnd- \)
edEvent N

\\\ \Qas}roperty TransitionNumber 5 PropertyType

HasProperty FromStateNumber 3 PropertyType

HasProperty ToStateNumber 4 PropertyType

HasComponent IntermediateResults ObjectType Optional
SuspendedToRun-
ningEvent

HasProperty TransitionNumber 6 PropertyType

HasProperty FromStateNumber 4 PropertyType

HasProperty ToStateNumber 3 PropertyType

HasComponent IntermediateResults ObjectType Optional

SuspendedToHaltedEvent

HasProperty TransitionNumber 7 PropertyType

HasProperty FromStateNumber 4 PropertyType

™
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BrowseName References Target BrowseName | Value Target TypeDefini- Notes
tion
HasProperty ToStateNumber 1 PropertyType

HasComponent IntermediateResults ObjectType Optional

SuspendedToReadyEvent

HasProperty TransitionNumber 8 PropertyType
HasProperty FromStateNumber 4 PropertyType
HasProperty ToStateNumber 2 PropertyType
HasComponent IntermediateResults ObjectT)Lpe\ Optional

(

ZNNESN
HasProperty TransitionNumber 9 \Erch\(e\m(ry;%\
HasProperty FromStateNumber @/ \@)e\QTN \

HasProperty ToStateNumber 1\ \&ﬁrty\ype

HasComponent IntermediateResul \\O\S{EMQ@; Optional

5.2.6 AuditProgramTransitionEventType

ReadyToHaltedEvent

e of he@d' dateStateEventType. It is
e gram) State Transitions associated

ers s generate AuditProgramTransi-
ite_defined in IEC 62541-7.

ransitionEventType

Attribute \) { & Value
BrowseName AuditPﬂé@m\l‘{Qnéﬂ@nE\vaﬁ@p,e/
N/

IsAbstract True

References MS\L B}squ\r@me ‘ DataType ‘ TypeDefinition ‘ ModellingRule

Inherits the P e&es Q\\&AL:\thU;MaStateEventType defined in IEC 62541-5:2011, Annex B.4.17.

HasPropert\L\-\n\iblé\\LTénsnmnNumber ‘ Uint32 ‘ PropertyType ‘ Mandatory

This EventType ™ rits all Properties of the AuditUpdateStateEventType defined in
IEC 62541-5:2011, B.4.17 except as noted below IEC 62541-5.

The Status Property, specified in IEC 62541-5:2011, 6.4.3 “AuditEventType”, identifies wheth-
er the state transition resulted from a Program Control Method call (set Status to TRUE) or
not (set Status to FALSE).

The SourceName specified in IEC 62541-5:2011, 6.4.2 “BaseEventType” identifies the Meth-
od causing the ProgramTransition when it is the result of a client invoked ProgramControl-
Method. The SourceName is prefixed with “Method/” and the name of the ProgramControl-
Method, “Method/Start” for example.

The ClientUserld Property, specified in IEC 62541-5:2011, 6.4.3 “AuditEventType”, identifies
the user of the Client that issued the Program Control Method if it is associated with this Pro-
gram State Transition.
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The ActionTimeStamp Property, specified in IEC 62541-5:2011, 6.4.3 “AuditEventType”, iden-
tifies when the time the Program State Transition that resulted in the event being generated
occurred.

The TransitionNumber property is a Variable that identifies the Transition that triggered the
event.

5.2.7 FinalResultData

The FinalResultData ObjectType specifies the VariableTypes that are preserved when the
Program has completed its function. The ObjectType includes a HasComponent for a Varia-
bleType of each variable that comprises the FinalResultData.

5.2.8 ProgramDiagnosticType

The ProgramDiagnoticType provides information that can be use
Program problems. This object contains a collection of Vari

agnoticType.
Table 12 - ProgramDiam
/N
Attribute r\\\(a/ll}e N
BrowseName ProgramDiagnosticsType ( (\\ 8 ( U ‘\/
IsAbstract False \ v
References NodeClass | BrowseName (_A \Kta\f\y>pe | TypeDefinition Modelling
(\ Rule
Subtype of the BaseObjectType Qt(fheg ir}/l‘E(}(S{é@J-E\) . S
HasComponent Variable N ate\S\essriQﬂd )Mdeld Mandatory
HasComponent Variable \Or'é%‘e{llierwér\e String Mandatory
HasComponent Vv iaa} ? Invo%tit}gre;wnw UTCTime Mandatory
HasComponent Variéég/\\kéiﬁr}\sit}gmm} UTCTime Mandatory
HasComponent Var{'a/b}e\ \e\stﬁe{hodC@l String Mandatory
HasComponent /\v(iriétkle\ \kash@tr%s/essionld Int32 Mandatory
HasComponent Varm Le}s\Q/I/e?hodlnputArguments InputArguments Mandatory
HasComponrent %N astMethodOutputAr- OutputArguments Mandatory
ments
HasComponent iablex LastMethodCallTime UTCTime Mandatory
HasComponent Variam/ LastMethodReturnStatus returnStatus Mandatory

The CreateSessionld contains the Sessionld of the session on which the call to the Create
Method was issued to create the Program Invocation.

The CreateClientName is the name of the client of the session that created the Program Invo-

cation.

The InvocationCreationTime identifies the time the Program Invocation was created.

The LastTransitionTime identifies the time of the last program state transition that occurred.

The LastMethodCall identifies the last Program Method called on the Program Invocation.

The LastMethodSessionld contains the Sessionld of the session on which the la
Control Method call to the Program Invocation was issued.
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The LastMethodClientName is the name of the client of the session that made the last Method
call to the Program Invocation.

The LastMethodInputArguments preserves the values of the input arguments on the last Pro-
gram Method call.

The LastMethodOutputArguments preserves the values of the output arguments on the last
Program Method call.

The LastMethodCallTime identifies the time of the last Method call to the Program Invocation.

The LastMethodReturnStatus preserves the value of the returnStatus f last Program
Control Method requested for this Program Invocation.

@@
S
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