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INTERNATIONAL ELECTROTECHNICAL COMMISSION

OPC Unified Architecture —

Part 4: Services

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC \ to promote
international co-operation on all questions concerning standardization in the elegtn nic fi
this end and in addition to other activities, IEC publishes International Standards\Techxi Spesifications,

Technical Reports, Publicly Available Specifications (PAS) and Guides 8 “IEC
Publication(s)”). Their preparation is entrusted to technical committees; apy T’C Natio A interested
in the subject dealt with may participate in this preparatory work e ) p

governmental organizations liaising with the IEC also part|C|pate in iOn dborates closely

with the International Organization for Standardization (ISO) in @ccordange With conditions determined by
agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical mattgrs express
consensus of opinion on the relevant subjects since eac
interested IEC National Committees.

3) IEC Publlcatlons have the form of recom enatlo 3

4) In order to promote international uniformily, IE ioN ittees undertake to apply IEC Publications

transparently to the maximup S| \eir nati and regional publications. Any divergence
between any IEC Publicatiop’an regional publication shall be clearly indicated in
the latter

5) IEC itself does not proyide an i stmity/ Independent certification bodies provide conformity
assessment services arjd, i S are, ascess\to IEC marks of conformity. IEC is not responsible for any

services carried
6) All users should engudr 3 he latest edition of this publication.

7) No liability shall ata g, employees, servants or agents including individual experts and

R S C National Committees for any personal injury, property damage or
other damage of \any \naty r, whether d|rect or indirect, or for costs (mcludmg legal fees) and

8) Attentigh i 8 t grmative references cited in this publication. Use of the referenced publications is

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IECsshall pot be held responsible for identifying any or all such patent rights.

International Standard |IEC 62541-4 has been prepared by subcommittee 65E: Devices and
integration in enterprise systems, of |EC technical committee 65: Industrial-process
measurement, control and automation.

This second edition cancels and replaces the first edition published in 2011. This edition
constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:

a) Update for 6.4 Redundancy.
Added non-transparent redundancy option HotAndMirrored and reworked most of the
redundancy description.

b) Clarifications for Publish and Reconnect scenarios.
Reworked different parts of the specificaiton to make sure no data is lost during short
communication interruptions and clients can always detect for how Ionmuments
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information during connection interuption. Added new clause 6.5 Re-establishing
connections that describes the exact reconnect sequence for clients loosing connection to
a server. Changed the minimum requirement for the retransmission queue of sent
NotificationMessages from one keep-alive interval to minimum two times the minimum
number of Publish requests per Session. Added clarification in which data value the
overflow bit is set depending on the discard oldest setting. Changed discard handling for
discardOldest is FALSE. The new value is replacing the last value put into the queue for
FALSE. Added exception that the overflow bit is not set if the queue size one.

¢) Handling of Monitoredltem changes in short network interruption scenarios.
Added new method GetMonitoreditems in Part 5. This method can be used to get the list
of monitored items in a subscription if CreateMonitoredltems failed due to a network
interruption and the client does not know if the creation succeeded in the server.

d) Update for 6.1.3 Determining if a Certificate is Trusted
Revised rules for certificate validation.

e) Revised definition of parameters semaphoreFile and isOnline in#& grver

f) Services ModifySubscription and ModifyMonitoredltems
Clarified that changes are applied directly and will take effe
later than twice the new time interval.

bical but not

g) There is a long list of minor changes to eliminate a

The text of this standard is based on the following docu ts:
N\ N
ooV T Rt ol g

65E/375/CN \ssEﬁ\Qz,/Rvy

Full information on the voting for the appr iS\stahdard can be found in the report on

This publication has b ir( as ith the ISO/IEC Directives, Part 2.

A list of all pa £ iesy published under the general titte OPC Unified

Architecture, can b€

The committee ha Nthe/contents of this publication will remain unchanged until
the stability date_indi the IEC web site under "http://webstore.iec.ch” in the data
related to the\specifiqpubli . At this date, the publication will be

e withdrawn,
* replaced by a re
« amended.

iSed edition, or

IMPORTANT - The “colour inside” logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct understanding
of its contents. Users should therefore print this publication using a colour printer.
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OPC Unified Architecture —

Part 4: Services

1 Scope

This part of IEC 62541 defines the OPC Unified Architecture (OPC UA) Services. The
Services described are the collection of abstract Remote Procedure Calls (RPC) that are
implemented by OPC UA Servers and called by OPC UA Clients. All interactions between
OPC UA Clients and Servers occur via these Services. The defined Sexyices are considered

Not all OPC UA Servers will need to implement all of th IEC 62541-7

compliant with a particular Profile.

2 Normative references

The following documents, in whole or i ively referenced in this document and
are indispensable for its application. 5, only the edition cited applies. For
undated references, the ki eferenced document (including any
amendments) applies.

IEC TR 62541-1, OPC
IEC TR 62541-2,
IEC 62541-3, OFX
IEC 62541-5,
IEC 62541-6
IEC 62541-7, OPC uriified architecture — Part 7: Profiles

IEC 62541-8, OPC unified architecture — Part 8: Data Access

IEC 62541-11, OPC Unified Architecture — Part 11: Historical Access

IEC 62541-13 OPC Unified Architecture — Part 13: Aggregates
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3 Terms, definitions and conventions

3.1 Terms and definitions

For the purposes of this document, the terms and definitions given in IEC TR 62541-1, IEC
TR 62541-2, and IEC 62541-3, as well as the following apply.

3.1.1
Deadband
permitted range for value changes that will not trigger a data change Notification

Note 1 to entry: Deadband can be applied as a filter when subscribing to Variaple
signals from updating the Client unnecessarily. This standard defines Absoluté
IEC 62541-8 defines an additional Deadband filter.

3.1.2

Endpoint
physical address available on a network that allows
provided by a Server

Note 1 to entry: Each Server may have multipl

3.1.3
Gateway Server

Note 1 to entry: Gateway Segver
provide features that the underlyi

3.1.4

Hostname
unique identifier

Note 1 to entry: ecurjity Tokens belong to a security context which is in case of OPC UA the Secure Channel.

3.1.6

SoftwareCertificate

digital certificate for a software product that can be installed on several hosts to describe the
capabilities of the software product

Note 1 to entry: Different installations of one software product could have the same software certificate. Software
certificates are not relevant for security. They are used to identify a software product and its supported features.
SoftwareCertificates are described in 6.2.

3.2 Abbreviations and symbols

API Application Programming Interface

BNF Backus-Naur Form

CA Certificate Authority

CRL Certificate Revocation List

CTL Certificate Trust List Documents
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DA Data Access

NAT Network Address Translation
UA Unified Architecture

URI Uniform Resource Identifier
URL Uniform Resource Locator

3.3 Conventions for Service definitions

OPC UA Services contain parameters that are conveyed between the Client and the Server.
The OPC UA Service specifications use tables to describe Service parameters, as shown in
Table 1. Parameters are organised in this table into request parameters and response

parameters. {\
Table 1 — Service Definition Table (\

Name Type Description
Request Defines the request parameters of the S‘eq\iqe S
Simple Parameter Name Description of this parameter,
Constructed Parameter Name Description of the construcfed pa}am\?\ter\ \
Component Parameter Name Description of the compornent Patameter  \
Response Defines the respor{se pérapeters\sf the Sepvice
VAN

The Name, Type and Description col iM\the wame, /data type and description of
each parameter. All parameters are ma hs may be unused under certain
circumstances. The Description colump specifies t e to be supplied when a parameter
is unused.

Two types of paramsg i these) tables, simple and constructed. Simple
parameters have a si 2 da b ) ean or String.

Constructed par Qf tWo or more component parameters, which can be
simple or constructg ent_parameter names are indented below the constructed
parameter name.

The data typ 3
Service-specifi dta types are defined in IEC 62541-3. The base types used in
Servicesare 'se i e 2. Data types that are common to multiple Services are defined in
Clause 7. esthat are Service-specific are defined in the parameter table of the
Service.
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Table 2 — Parameter Types defined in IEC 62541-3

Parameter Type
BaseDataType
Boolean
ByteString
Double
Duration

Guid

Int32

Localeld
Nodeld
QualifiedName
String

Uint16

Ulnt32
Ulnteger
UtcTime
XmlElement

The parameters of the Request and Indication service pri
Request parameters. Likewise, the parameters of the

parameters are conveyed between the sender
separate columns for request, indication, respong
needed and have been intentionally o

4 Overview

4.1 Service Set model

the abstract de
defined in IEC
Services correspond
of the web servicg”

discover the Endpoints implemented by a Server and to read the security configuration for
each of those Endpoints.

Server

Discovery Services o Server Description
L

Endpoint Description

IEC

Figure 1 — Discovery Service Set
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The SecureChannel Service Set, illustrated in Figure 2, defines Services that allow a Client to
establish a communication channel to ensure the Confidentiality and Integrity of Messages
exchanged with the Server.

Server

SecureChannel g Security Policy

services

\

Security Token

Figure 2 — SecureChannel Service Set

llowMthe Client to

O\,

services

/'\
=

IEC

The NodeMana ] illustrated in Figure 4, defines Services that allow the
Client to add, m i

PWer
SESN =

services

.
Y
g

IEC
Figure 4 — NodeManagement Service Set

The View Service Set, illustrated in Figure 5, defines Services that allow Clients to browse
through the AddressSpace or subsets of the AddressSpace called Views. The Query Service
Set allows Clients to get a subset of data from the AddressSpace or the View.
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OPC UA Server

OPC UA AddressSpace

View
services

Query
services

Variable is modelled as an Attribute, these Services
of Variables.

N\

B ((/\\
NN

C
Owdd ssSpace
% ther' Node Types
\ Attributes

T T =
Q x g\/ ( Object \
/\% Attributes

tribote -
sexvices -
Variables
< Attributes

(=

7

IEC

Figure 6 — Attribute Service Set

The Method Service Set is illustrated in Figure 7. It defines Services that allow Clients to call
methods. Methods run to completion when called. They may be called with method-specific
input parameters and may return method-specific output parameters.
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OPC UA Server

OPC UA Address Space

{ Object Node \

Variables

call Methods

service

The Subscription Service i allow Clients to create, modify and delete
Subscriptions. Subscripti ifi generated by Monitoredltems to the Client.

Subscription Serxjce
communication .

lient recovery from missed Messages and

PC\UA/Server
OPC UA AddressSpace

< 14 Node \
Attributes
Monitor. dltem > Monitored
services Item
» Events
Subscription » | Subscription
services

Figure 8 — Monitoredltem and Subscription Service Sets
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4.2 Request/response Service procedures

Request/response Service procedures describe the processing of requests received by the
Server, and the subsequent return of responses. The procedures begin with the requesting
Client submitting a Service request Message to the Server.

Upon receipt of the request, the Server processes the Message in two steps. In the first step,
it attempts to decode and locate the Service to execute. The error handling for this step is
specific to the communication technology used and is described in IEC 62541-6.

If it succeeds, then it attempts to access each operation identified in the request and perform
the requested operation. For each operation in the request, it generates a separate
success/failure code that it includes in a positive response Message along h any data that
is to be returned.

To perform these operations, both the Client and the Server may API of a
Communication Stack to construct and interpret Messages at [ équested
operation.

5 Service Sets

5.1 General

Whether or not a Servi
by its Profile. Pr

The ResponseHeader structure is defined in 7.27 and contains common response parameters
such as serviceResult and diagnosticlnfo.

5.3 Service results

Service results are returned at two levels in OPC UA responses, one that indicates the status
of the Service call, and the other that indicates the status of each operation requested by the
Service.

Service results are defined via the StatusCode (see 7.33).

The status of the Service call is represented by the serviceResult contained in the
ResponseHeader (see 7.27). The mechanism for returning this parameter is specific to the
communication technology used to convey the Service response and is defined in
IEC 62541-6.
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The status of individual operations in a request is represented by individual StatusCodes.

The following cases define the use of these parameters.

a) A bad code is returned in serviceResult if the Service itself failed. In this case, a
ServiceFault is returned. The ServiceFault is defined in 7.28.

b) The good code is returned in serviceResult if the Service fully or partially succeeded. In
this case, other response parameters are returned. The Client shall always check the
response parameters, especially all StatusCodes associated with each operation. These
StatusCodes may indicate bad or uncertain results for one or more operations requested
in the Service call.

All Services with arrays of operations in the request shall return a d code in the
serviceResult if the array is empty.

this case, the Service result code
Bad_CertificateUntrusted.

Communication Stick 5
Many applicationsMyill ala size of messages and/or data elements contained
ithi Server may reject requests containing string values

longer than a ceftain Ie p f its are typically set by administrators and apply to all
ncodingLimitsExceeded faults from the Server will likely have to

he administrator may need to increase the limits for the Client if it
ponse from’the Server with this fault.

receives are

In some cases, parsing errors are fatal and it is not possible to return a fault. For example,
the incoming message could exceed the buffer capacity of the receiver. In these cases, these
errors may be treated as a communication fault which requires the SecureChannel to be re-
established (see 5.5).

The Client and Server reduce the chances of a fatal error by exchanging their message size
limits in the CreateSession service. This will allow either party to avoid sending a message
that causes a communication fault. The Server should return a Bad_ResponseToolLarge fault
if a serialized response message exceeds the message size specified by the Client. Similarly,
the Client Communication Stack should report a Bad RequestToolLarge error to the
application before sending a message that exceeds the Server’s limit.

Note that the message size limits only apply to the raw message body and do not include
headers or the effect of applying any security. This means that a message body that is
smaller than the specified maximum could still cause a fatal error.
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5.4 Discovery Service Set
5.4.1 Overview

This Service Set defines Services used to discover the Endpoints implemented by a Server
and to read the security configuration for those Endpoints. The Discovery Services are
implemented by individual Servers and by dedicated Discovery Servers. IEC 62541-121
describes how to use the Discovery Services with dedicated Discovery Servers.

Every Server shall have a Discovery Endpoint that Clients can access without establishing a
Session. This Endpoint may or may not be the same Session Endpoint that Clients use to
establish a SecureChannel. Clients read the security information necessary to establish a
SecureChannel by calling the GetEndpoints Service on the Discovery Endpeint.

In addition, Servers may register themselves with a well known Dis¢o using the
RegisterServer Service. Clients can later discover any registereg o aling the
FindServers Service on the Discovery Server.

The complete discovery process is illustrated in Figure 9.

Discove

dpoint

T
|
|
: FindServers()
N
ServerDescriptior,{(—
|
|
|
|
|
|
|
4

e ndpolnts()

\\ndpm ntRescription[] j

|
|
|
Ope ecureChanneI() | D
T
|

<&
.

Discovery Session
Endpoint Endpoint

IEC
Figure 9 — Discovery process

The URL for a Diseovery Endpoint shall provide all of the information that the Client needs to
connect to the Discovery Endpoint.

Once a Client retrieves the Endpoints, the Client can save this information and use it to
connect directly to the Server again without going through the discovery process. If the Client
finds that it cannot connect then the Server configuration may have changed and the Client
needs to go through the discovery process again.

Discovery Endpoints shall not require any message security, but it may require transport layer
security. In production systems, Administrators may disable discovery for security reasons
and Clients shall rely on cached EndpointDescriptions. To provide support for systems with
disabled Discovery Services Clients shall allow Administrators to manually update the
EndpointDescriptions used to connect to a Server. Servers shall allow Administrators to
disable the Discovery Endpoint.

1 Under consideration. Documents
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A Client shall be careful when using the information returned from a Discovery Endpoint since
it has no security. A Client does this by comparing the information returned from the
Discovery Endpoint to the information returned in the CreateSession response. A Client shall
verify that:

a) The ApplicationUri specified in the Server Certificate is the same as the ApplicationUri
provided in the EndpointDescription.

b) The Server Certificate returned in CreateSession response is the same as the Certificate
used to create the SecureChannel.

c) The EndpointDescriptions returned from the Discovery Endpoint are the same as the
EndpointDescriptions returned in the CreateSession response.

If the Client detects that one of the above requirements is not fulfilled, e Client shall
close the SecureChannel and report an error.

A Client shall verify the HostName specified in the Server Certl (cate ameyas the
HostName contained in the endpointUrl provided in the En rned by
CreateSession. If there is a difference then the Client shall di ¢ge and may
close the SecureChannel. Servers shall add all possjgleNHQsR ike "MyHost and

MyHost.local into the Server Certificate. This includes TR , of the host or the

5.4.2 FindServers

5.4.2.1 Description

This Service returns the Servers kno Discovery Server. The behaviour of

global uniqueness. The ServerUri returned by this Service shall be the same value that
appears in index 0 of the ServerArray property (see |IEC 62541-5). The ServerUri is returned
as the applicationUri field in the ApplicationDescription (see 7.1)

Every Server shall also have a human readable identifier called the ServerName which is not
necessarily globally unique. This identifier may be available in multiple locales.

A Server may have multiple HostNames. For this reason, the Client shall pass the URL it used
to connect to the Endpoint to this Service. The implementation of this Service shall use this
information to return responses that are accessible to the Client via the provided URL.

This Service shall not require any message security but it may require transport layer security.

2 Under consideration. Documents
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Some Servers may be accessed via a Gateway Server and shall have a value specified for
gatewayServerUri in their ApplicationDescription (see 7.1). The discoveryUrls provided in
ApplicationDescription shall belong to the Gateway Server. Some Discovery Servers may
return multiple records for the same Server if that Server can be accessed via multiple paths.

This Service can be used without security and it is therefore vulnerable to Denial Of Service
(DOS) attacks. A Server should minimize the amount of processing required to send the
response for this Service. This can be achieved by preparing the result in advance. The
Server should also add a short delay before starting processing of a request during high
traffic conditions.

The DiscoveryUrl returned by this Service is ambiguous if there are multiple TransportProfiles
(e.g. UA XML or UA Binary encoding) associated with the URL scheme.
multiple TransportProfiles should attempt to use alternate TransportProfi
does not succeed.

5.4.2.2 Parameters

Table 3 defines the parameters for the Service.

Table 3 — FindServers Serm ers
/)

Name Type Description A\ A
utherft

2/
Request \"Y /

requestHeader RequestHeader Common\egfiest bar meter§. The-dl icationToken is always omitted. The
authegtica en shall be ignored if/it is provided.
The t RequestHeadens definedinh 7.26.

endpointUrl String The/network address'that the _Client used to access the Discovery Endpoint.
e information for diagnostics and to determine what URLs to

localelds [] Localel .
er skould return the ServerName using one of locales specified. If the
Q s more than one of the requested locales then the server shall use
le that appears first in this list. If the server does not support any of the
ested locales it chooses an appropriate default locale.
/\ erver chooses an appropriate default locale if this list is empty.
serverUris [] ring yof servers to return.
All known servers are returned if the list is empty.
< A serverUri matches the applicationUri from the ApplicationDescription defined
in7.1.
< ANNEAN
Response N\ /
responseHeader RespohseHeader Common response parameters.
The ResponseHeader type is defined in 7.27.
servers [] ApplicationDescription | List of Servers that meet criteria specified in the request.

This list is empty if no servers meet the criteria.
The ApplicationDescription type is defined in 7.1.

5.4.2.3 Service results

Common StatusCodes are defined in Table 165.

5.4.3 GetEndpoints
5.4.3.1 Description

This Service returns the Endpoints supported by a Server and all of the configuration
information required to establish a SecureChannel and a Session.

This Service shall not require any message security but it may require transport layer security.
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A Client may reduce the number of results returned by specifying filter criteria based on
Localelds and Transport Profile URIs. The Server returns an empty list if no Endpoints match
the criteria specified by the client. The filter criteria supported by this Service are described in
5.4.3.2.

A Server may support multiple security configurations for the same Endpoint. In this situation,
the Server shall return separate EndpointDescription records for each available configuration.
Clients should treat each of these configurations as distinct Endpoints even if the physical
URL happens to be the same.

The security configuration for an Endpoint has four components:

Server Application Instance Certificate

Message Security Mode

Security Policy
Supported User Identity Tokens

supports. The Transport Profiles spec'fy i as message encoding format and
{ ‘ Clients shall fetch the Server’s

Server (see 7.30).

Messages are s@ p ying daxdcryptography algorithms to the messages before
they are sent o et work.\They exact set of algorithms used depends on the
SecurityPolicy for Af g . YEC B82541-7 defines Profiles for common SecurityPolicies
and assigns a unjque N m. It is expected that applications have built in knowledge of
the SecurityPo upport, as a result, only the Profile URI for the SecurityPolicy
is specified iption. A Client cannot connect to an Endpoint that does not

C >ommended unless the applications are communicating on a physically
isolated network whére the risk of intrusion is extremely small. If the message security is
NONE then it is possible for Clients to deliberately or accidentally hijack Sessions created by
other Clients.

A Server may have multiple HostNames. For this reason, the Client shall pass the URL it used
to connect to the Endpoint to this Service. The implementation of this Service shall use this
information to return responses that are accessible to the Client via the provided URL.

This Service can be used without security and it is therefore vulnerable to Denial Of Service
(DOS) attacks. A Server should minimize the amount of processing required to send the
response for this Service. This can be achieved by preparing the result in advance. The
Server should also add a short delay before starting processing of a request during high
traffic conditions.

Some of the EndpointDescriptions returned in a response shall specify the Endpoint
information for a Gateway Server that can be used to access another Servemln these
situations, the gatewayServerUri is specified in the EndpointDescription and m ents
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checks used to verify Certificates shall
serverUri.

- 27 —

use the gatewayServerUri (see 6.1.3) instead of the

To connect to a Server via the gateway the Client shall first establish a SecureChannel with

the Gateway Server. Then the Client

shall call the CreateSession service and pass the

serverUri specified in the EndpointDescription to the Gateway Server. The Gateway Server
shall then connect to the underlying Server on behalf of the Client. The process of connecting
to a Server via a Gateway Server is illustrated in Figure 10.

Client

Gateway
Server

T
! GetEndpoints()

EndpointDescription[]

|
|
|
Ij OpenSecureChannel()
|
|
|
|

CreateSession()

!

CregteSectrgCh

/CyzaiqSegbxk()
\ 2/ AN\

5.4.3.2 Parameter

Table 4 defines 1 paramete

AQ“\e

S N _

Session
Endpoint

IEC

gway Server

dpoints Service Parameters

Name

T)?Re

Description

Request

Ii‘éque tHeaBér

requestHe

Common request parameters.

The authenticationToken is always omitted. The authenticationToken shall
be ignored if it is provided.

The type RequestHeader is defined in 7.26.

endpointUrl

The network address that the Client used to access the Discovery
Endpoint.

The Server uses this information for diagnostics and to determine what
URLSs to return in the response.

The Server should return a suitable default URL if it does not recognize
the HostName in the URL.

localelds [] Localeld

List of locales to use.
Specifies the locale to use when returning human readable strings.
This parameter is described in 5.4.2.2.

profileUris [] String

List of Transport Profile that the returned Endpoints shall support.
IEC 62541-7 defines URIs for the Transport Profiles.
All Endpoints are returned if the list is empty.

Response

responseHeader ResponseHeader

Common response parameters.
The ResponseHeader type is defined in 7.27.

Endpoints [] EndpointDescription

List of Endpoints that meet criteria specified in the request.
This list is empty if no Endpoints meet the criteria.
The EndpointDescription type is defined in 7.9.
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5.4.3.3 Service Results

Common StatusCodes are defined in Table 165.

5.4.4 RegisterServer

5.4.41 Description

This Service registers a Server with a Discovery Server. This Service will be called by a
Server or a separate configuration utility. Clients will not use this Service.

A Server shall establish a SecureChannel with the Discovery Server before calling this
Service. The SecureChannel is described in 5.5. The Administrator of the wer shall provide

A Server only provides its serverUri and the URLs of thé
Discovery Server. Clients shall use the GetEndpoints seryi

category it falls into.

The registration s for nu d Servers is illustrated in Figure 11.
N\ A
- Discovery .
Administratqr \Kc\aher/ Server Client

T
—

RegisterServer
(IsOnline=True)

\ 4
o]

FindServers()

<

»

» | ApplicationDescriptions] ]

RegisterServer
(IsOnline=True)

Online
expire, Servers must
register at least once
every 10 minutes

registrations

FindServers()

4

Nothing to find

Remove expired
registrations

RegisterServer
(IsOnline=True)

A 4

Stop

\ 4

|| RegisterServer ~ FindServers()

(IsOnline=False) <
L

Nothing to find
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Figure 11 — The Registration Process — Manually Launched Servers
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The registration process for automatically launched Servers is illustrated in Figure 12.

- . Discovery :
Administrator Server File System Server Client
D Install _ 4 Create ‘D Load i
g Semaphor File g registrations[ |
. ' at startup
RegisterServer ' -~

) CheckSemaphor
Save registration
! g ?GSEQQrs()

AN

/

_ Check
" Semaphor File Q g{N
. : plication -
|‘_"| Uninstall D Delete ‘D ripti s[\}\/y

: N:I Server:
The offline registration is deleted when the Check

Semaphor File
semaphore file is no longer available
A Server may also mark its self off-line by 7‘(—3 Rw\
renaming or moving the semaphore file

T
1
1 1
1
|

/: IEC

/

Figure 12 — The Registration 0SS tically Launched Servers
The registration process is designed to endent, robust and able to minimize
problems created by configuration_errors eason, Servers shall register themselves

more than once.

Under normal conditig
Discovery Serve

ervers shall periodically register with the
» receive connections from Clients. If a Server

goes offline the S ¢ once more and indicate that it is going offline. The
registration frequeng igutable; however, the maximum is 10 minutes. If an
error occurs durip i (e g>the Discovery Server is not running) then the Server
shall periodically\re-atte tration. The frequency of these attempts should start at

1 second but/gra i until the registration frequency is the same as what it would

Server it shall providé a path to a semaphore file which the Discovery Server can use to
determine if the Server has been uninstalled from the machine. The Discovery Server shall
have read access to the file system that contains the file.

5.4.4.2 Parameters

Table 5 defines the parameters for the Service.
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Table 5 — RegisterServer Service Parameters

Name Type Description
Request
requestHeader RequestHeader Common request parameters.

The authenticationToken is always omitted.
The type RequestHeader is defined in 7.26.

Server RegisteredServer The server to register. This structure is defined in-line with the following
indented items.
serverUri String The globally unique identifier for the Server instance. The serverUri matches
the applicationUri from the ApplicationDescription defined in 7.1.
productUri String The globally unique identifier for the Server product.
serverNames [] LocalizedText A list of localized descriptive names for the Server.

The list shall have at least one valid entry.

serverType Enum The type of application.
ApplicationType The enumeration values are defined in Table
The value “CLIENT_1” (The application is //en) i Io d. The Service
result shall be Bad_InvalidArgument in thi

gatewayServerUri String The URI of the Gateway Server associat
This value is only specified by Gatt
Servers that they provide access t
For Servers that do not act ag/8 Qat

discoveryUrls [] String A list of Discovery Endpomts r the \)
The list shall have at lgast one

semaphoreFilePath String ent|fy n automatically-launched
ervers.wil'not use this parameter.

ts, the LocalDiscoveryServer shall
persistent data store that it reads

d with a semaphoreFiIePath, the DiscoveryServer
jle exists before returning the ApplicationDescription to

ot register with a semaphoreFilePath (it is null or empty)
scove/ySen/er does not attempt to verify the existence of the file
ing the ApplicationDescription to the client.

P

<

isOnline 00| \/\ rue if the Server is currently able to accept connections from Clients. The
isCoveryServer shall return ApplicationDescriptions to the Client.
}he Server is expected to periodically re-register with the DiscoveryServer.
x False if the Server is currently unable to accept connections from Clients. The

DiscoveryServer shall NOT return ApplicationDescriptions to the Client.

Q \ This parameter is ignored if a semaphoreFilePath is provided.
N

\

Response )
ResponseHeader \F(esponseHeader Common response parameters.
The type ResponseHeader is defined in 7.27.

5.4.4.3 Service Results

Table 6 defines the Service results specific to this Service. Common StatusCodes are defined

in Table 165.
Table 6 — RegisterServer Service Result Codes

Symbolic Id Description
Bad_InvalidArgument See Table 165 for the description of this result code.
Bad_ServerUrilnvalid See Table 165 for the description of this result code.
Bad_ServerNameMissing No ServerName was specified.
Bad_DiscoveryUrlMissing No discovery URL was specified.
Bad_SempahoreFileMissing The semaphore file specified is not valid.
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5.5 SecureChannel Service Set
5.5.1 Overview

This Service Set defines Services used to open a communication channel that ensures the
confidentiality and Integrity of all Messages exchanged with the Server. The base concepts
for OPC UA security are defined in IEC TR 62541-2.

The SecureChannel Services are unlike other Services because they are not implemented
directly by the OPC UA Application. Instead, they are provided by the Communication Stack
on which the OPC UA Application is built. For example, an OPC UA Server may be built on a
SOAP stack that allows applications to establish a SecureChannel using the WS Secure
Conversation specification. In these cases, the OPC UA Application sh verify that the
Message it received was in the context of a WS Secure Conversation. IE » i

how the SecureChannel Services are implemented.

An EndpointDescription tells a Client how to eg
Endpomt A C//ent may obtain the EndpointDescyi

It should be noted that 3 j i in IEC 62541-7 will turn off

When a Client % \ icatipg via a SecureChannel, they shall verify that all
incoming Messages hé signe i ifi
in the EndpointDe . NJA Application shall not process any Message that does

The relationshi eth p pcureChannel and the OPC UA Application depends on the
implememntatio e . C 62541-6 defines any requirements that depend on the

illustrated in Figure 13. The Communication Stack is used by the OPC UA Applications to
exchange Messages. In the first step, the SecureChannel Services are used to establish a
SecureChannel between the two Communication Stacks which allows the secure exchange of
Messages. In the second step, the OPC UA Applications use the Session Service Set to
establish an OPC UA Application Session.
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OPC UA Client OPC UA Server
Session
OPC UA Application € -----. > OPC UA Application
Communication Stack Communication Stack
SecureChannel

Penever possible a Server should
lient’s user identity to the underlying

Each SecureChannel has a globally-unique identifier and is valid for a specific combination of
Client and Server application instances. Each channel contains one or more SecurityTokens
that identify a set of cryptography keys that are used to encrypt and authenticate Messages.
SecurityTokens also have globally-unique identifiers which are attached to each Message
secured with the token. This allows an authorized receiver to know how to decrypt and verify
the Message.

SecurityTokens have a finite lifetime negotiated with this Service. However, differences
between the system clocks on different machines and network latencies mean that valid
Messages could arrive after the token has expired. To prevent valid Messages from being
discarded, the applications should do the following:

a) Clients should request a new SecurityToken after 75 % of its lifetime has elapsed. This
should ensure that Clients will receive the new SecurityToken before the old one actually
expires.
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b) Servers shall use the existing SecurityToken to secure outgoing Messages until the
SecurityToken expires or the Server receives a Message secured with a new
SecurityToken. This should ensure that Clients do not reject Messages secured with the
new SecurityToken that arrive before the Client receives the new SecurityToken.

c) Clients should accept Messages secured by an expired SecurityToken for up to 25 % of
the token lifetime. This should ensure that Messages sent by the Server before the token
expired are not rejected because of network delays.

Each SecureChannel exists until it is explicitly closed or until the last token has expired and
the overlap period has elapsed. A Server application should Ilimit the number of
SecureChannels. To protect against misbehaving Clients and denial of service attacks, the
Server shall close the oldest SecureChannel that has no Session assigned before reaching
the maximum number of supported SecureChannels.

If the securityPolicyUri is not None, a
Certificate is the same as the HostNam

Servers shall add all possible Host am b and MyHost.local into the Server
Certificate. This includes 8 : HostName exposed by a NAT router

Clients should be e e tf ostName returned in the EndPointDescription with
the HostName edto call GetEndpoints.

5.5.2.2

Table 7 defing e Service.

Unlike othenServig parameters for this Service provide only an abstract defintion. The

he network depends on the mappings defined in IEC 62541-6.
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Table 7 — OpenSecureChannel Service Parameters

Name Type Description
Request
requestHeader RequestHeader Common request parameters. The authenticationToken is always omitted.
The type RequestHeader is defined in 7.26.
clientCertificate Applicationlnstance A Certificate that identifies the Client.
Certificate The OpenSecureChannel request shall be signed with this Certificate.

The ApplicationinstanceCertificate type is defined in 7.2.
If the securityPolicyUri is None, the Server shall ignore the
ApplicationinstanceCertificate.

requestType Enum The type of SecurityToken request:

SecurityToken An enumeration that shall be one of the following:

RequestType ISSUE_O creates a new SecurityToken for a new SecureChannel.

RENEW_1 creates a new Security Tokeh for ar existing
SecureChannel.
secureChannelld ByteString The identifier for the SecureChannel that thé\ wobl%&elong to.
This parameter shall be null when crea g ew SecureChan

securityMode Enum The type of security to apply to the messages,

MessageSecurityMode | The type MessageSecurityMode

NONE. The exact behaviour, engs oR the ap ng us€d and is described
in the IEC 62541-6. ’\

securityPolicyUri String The URI for SecurityPofi m‘g\m;ésages sent over the
SecureChannel.
The set of known Rlsfr? associated with them are
defined in IEC-62541-7
clientNonce ByteString bekthat sfall in any other request. A new
time a SecureChannel is renewed.
ter shall have\a Iength equal to key size used for the symmetric
rithm\that is ed by the securityPolicyUri.
requestedLifetime Duration I%mllhseconds for the new SecurityToken. It
e Client expects to renew the SecureChannel by calling the
eChanwel ice again. If a SecureChannel is not renewed,
<\(\ : ages sent using the current Security Tokens shall be rejected
’\ 4
Response [
responseHeader spo seHea oWesponse parameters (see 7.27 for ResponseHeader type
definitign).
securityToken @WTM@?NWS the new SecurityToken issued by the Server. This structure is
fined in-line with the following indented items.
channelld ing A unique identifier for the SecureChannel. This is the identifier that shall be

supplied whenever the SecureChannel is renewed.

tokenld ing A unique identifier for a single SecurityToken within the channel. This is the
identifier that shall be passed with each Message secured with the

/\ SecurityToken.
created AN \ U{\ﬁme The time when the SecurityToken was created.
revisedLifetim Du\itlo}/ The lifetime of the SecurityToken in milliseconds. The UTC expiration time
e\ for the token may be calculated by adding the lifetime to the createdAt time.
serverNonce BytéString A random number that shall not be used in any other request. A new

serverNonce shall be generated for each time a SecureChannel is renewed.
This parameter shall have a length equal to key size used for the symmetric
encryption algorithm that is identified by the securityPolicyUri.

5.5.2.3 Service results

Table 8 defines the Service results specific to this Service. Common StatusCodes are defined
in Table 165.
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Table 8 — OpenSecureChannel Service Result Codes

Symbolic Id

Description

Bad_SecurityChecksFailed

See Table 165 for the description of this result code.

Bad_Certificate Timelnvalid

See Table 165 for the description of this result code.

Bad_CertificatelssuerTimelnvalid

See Table 165 for the description of this result code.

Bad_ CertificateHostNamelnvalid

See Table 165 for the description of this result code.

Bad_ CertificateUrilnvalid

See Table 165 for the description of this result code.

Bad_CertificateUseNotAllowed

See Table 165 for the description of this result code.

Bad_ CertificatelssuerUseNotAllowed

See Table 165 for the description of this result code.

Bad_CertificateUntrusted

See Table 165 for the description of this result code.

Bad_ CertificateRevocationUnknown

See Table 165 for the description of this result code.

Bad_ CertificatelssuerRevocationUnknown

See Table 165 for the description of this result code.

Bad_CertificateRevoked

See Table 165 for the description of this result code.

Bad_CertificatelssuerRevoked

See Table 165 for the description of this result code.

Bad_RequestTypelnvalid

The security token request type is not valid. /\

Bad_SecurityModeRejected

The security mode does not meet the requiremepts det by t\\e Sepver.

Bad_SecurityPolicyRejected

The security policy does not meet the requirem%\ntske\t{y the\Server.

>

Bad_SecureChannelldinvalid

See Table 165 for the description of this rgslﬂt\co\(e

Bad_Noncelnvalid

See Table 165 for the description of this
A server shall check the minimum le

Ilen on \\e%m this status if
WS an only be done in

5.5.3 CloseSecureChannel

5.5.3.1 Description

This Service is used to terminate a Secu

The request Messages sh
token for the SecureChan

5.5.3.2 Parameter

eCha

ilate key associated with the current

\Type

Name

Description

Request \

requestwar\\ \

\ /
Re@ues eadef

Common request parameters. The sessionl/d is always omitted.
The type RequestHeader is defined in 7.26.

secureChanneltd_ \| ByteString The identifier for the SecureChannel to close.
Response
responseHeader ResponseHeader Common response parameters (see 7.27 for ResponseHeader definition).
5.5.3.3 Service results

Table 10 defines the Service results specific to this Service. Common StatusCodes are

defined in Table 165.

Table 10 — CloseSecureChannel Service Result Codes

Symbolic Id

Description

Bad_SecureChannelldinvalid

See Table 165 for the description of this result code.
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5.6 Session Service Set
5.6.1 Overview

This Service Set defines Services for an application layer connection establishment in the
context of a Session.

5.6.2 CreateSession
5.6.2.1 Description

This Service is used by an OPC UA Client to create a Session and the Server returns two
values which uniquely identify the Session. The first value is the sessionld which is used to
identify the Session in the audit logs and in the Server’s address spacs ensecond is the

Before calling this Service, the Client shall create a C h the
OpenSecureChannel Service to ensure the Integrity of all M ed”during a
Session. This SecureChannel has a unique identifier WhICh the Serve socfate with the
authenticationToken. The Server may accept requests tionToken only if

they are associated with the same SecureChannel thatw ate the Session. The
Client may associate a new SecureChannel with th ' ing the ActivateSession
method.

The SecureChannel is always managed\by tack which means it shall
provide APIs which the Server can us N ation aout the SecureChannel used
for any given request. The Communicatio at a minimum, provide the
SecurityPolicy and SecurityMode us Q ¥ eChannel. It shall also provide a
SecureChannelld which uniquely identifies annel or the Client Certificate used to
establish the SecureChaphel The these to identify the SecureChannel
used to send a request. s¢ 7. descri hoWw to create the authenticationToken for
different types of Commuwpnicatlj

Depending upo j iy and the SecurityMode of the SecureChannel, the
exchange of A for/n { S and Nonces may be optlonal and the S|gnatures

ppliea

the Session and ep t an error. The Server returns all EndpointDescriptions for the serverUri
specified by the™Cliept in the request. The Client only verifies EndpointDescriptions with a
transportProfileUri that matches the profileUri specified in the original GetEndpoints request.
A Client may skip this check if the EndpointDescriptions were provided by a trusted source
such as the Administrator.

The Session created with this Service shall not be used until the Client calls the
ActivateSession Service and provides its SoftwareCertificates and proves possession of its
Application Instance Certificate and any user identity token that it provided.

The SoftwareCertificates parameter in the Server response is deprecated to reduce the
message size for OPC UA Applications with limited resources. The SoftwareCertificates are
provided in the Server’s AddressSpace as defined in IEC 62541-5. A SoftwareCertificate
identifies the capabilities of the Server and also contains the list of OPC UA Profiles
supported by the Server. OPC UA Profiles are defined in IEC 62541-7.

Additional Certificates issued by other organisations may be included to identify additional

Server capabilities. Examples of these Profiles include support for specific informa

and support for access to specific types of devices. Bbr&ﬁments
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When a Session is created, the Server adds an entry for the Client in its
SessionDiagnosticsArray Variable. See IEC 62541-5 for a description of this Variable.

Sessions are created to be independent of the underlying communications connection.
Therefore, if a communications connection fails, the Session is not immediately affected. The
exact mechanism to recover from an underlying communication connection error depends on
the SecureChannel mapping as described in IEC 62541-6.

Sessions are terminated by the Server automatically if the Client fails to issue a Service
request on the Session within the timeout period negotiated by the Server in the
CreateSession Service response. This protects the Server against Client failures and against
situations where a failed underlying connection cannot be re-established. Clients shall be
prepared to submit requests in a timely manner to prevent the Se&ssion from closing
automatically. Clients may explicitly terminate Sessions using the Close&¢ i

Bad_SessionClosed StatusCodes are returned to the Client. QrVe
the entry for the Client from its SessionDiagnosticsArray Vari ) ifieg any other
Clients who were subscribed to this entry.

If a Client invokes the CloseSession Service thep iptions, associated with the
Session are also deleted if the deleteSubscriptions flag(is)set ,
a Session for any other reason, Subscriptions a ia fith the Session, are not deleted.

First, each OPC S
record id. A Cli as a Client, such as an aggregating Server, can
create a local audit'|g that it submits. This parameter allows the Client to

pass the identifie S thntie request. If the Server also maintains an audit log,

the entry is foUnd 3 ar will be able to relate it directly to the audit log entry created
by the Cliery. IS allows for traceability across audit logs within a system.
See IECTF dditional information on auditing. A Server that maintains an audit
log shal fortnation in the audit log entries via event Messages defined in this

standard. The choose to only provide the Audit information via event Messages.
) i defined in IEC 62541-3.

Second, these aggregating Servers may open independent Sessions to the underlying
Servers for each Client that accesses data from them. Figure 14 illustrates this concept.
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Clients typically support a The aggregating server establishes a
single system user separate session to its underlying
servers for each of its users.
OPC UA
Client \ / OPC UA
/ Server

A
v

Client OPC UA

Server \
\ OPC UA
OPC UA Server
Client \ Sessions / /\
i

Figure 14 — Multiplexing Users on a Sessig

IEC

5.6.2.2 Parameters

Table 11 defines the parameters for the Service.

Table 11 — CreateSession S rvif% Para

Name Type Description (\\ "/ N\
Request /\\ > ( ( ) N /
e alith

requestHeader RequestHeader Comme&ii\gzarﬁgt;rs. wﬁcaﬁonToken is always omitted.
The typeNRequestHeader s defined in 7.26.
clientDescription Application Informzﬂf)'r?that dés{;;i:exs“t‘tjeglﬁnt application.
Description The type AppficationDescriptionNs defined in 7.1.

serverUri String This value is\only‘specified e EndpointDescription has a gatewayServerUri.
Q his value is the applicatiopUri from the EndpointDescription which is the

i for the updérlying Server. The type EndpointDescription is defined in

endpointUrl String The network address that the Client used to access the Session Endpoint.
stName portion of the URL should be one of the HostNames for the

licatign that are specified in the Server’s ApplicationinstanceCertificate (see 7.2).

: ThexServes shall raise an AuditUrIMismatchEventType event if the URL does not
h Server's HostNames. AuditUrIMismatchEventType event type is defined in
IEC 62541-5.
erver uses this information for diagnostics and to determine the set of
EndpointDescriptions to return in the response.

sessionName Stri X Human readable string that identifies the Session. The Server makes this name and

the sessionld visible in its AddressSpace for diagnostic purposes. The Client should
provide a name that is unique for the instance of the Client.

Qx\ If this parameter is not specified the Server shall assign a value.
clientNonce wg A random number that should never be used in any other request. This number shall
have a minimum length of 32 bytes. Profiles may increase the required length. The
Server shall use this value to prove possession of its Application Instance Certificate
in the response.
clientCertificate Applicationlnstance The Application Instance Cettificate issued to the Client.
Certificate The ApplicationinstanceCertificate type is defined in 7.2.

If the securityPolicyUri is None, the Server shall ignore the
ApplicationinstanceCertificate.

Requested Duration Requested maximum number of milliseconds that a Session should remain open

SessionTimeout without activity. If the Client fails to issue a Service request within this interval, then
the Server shall automatically terminate the Client Session.

maxResponse Uint32 The maximum size, in bytes, for the body of any response message.

MessageSize The Server should return a Bad_ResponseToolLarge service fault if a response

message exceeds this limit.
The value zero indicates that this parameter is not used.
More information on the use of this parameter is provided in 5.3.

Response
responseHeader ResponseHeader Common response parameters (see 7.27 for ResponseHeader type).
sessionld Nodeld A unique Nodeld assigned by the Server to the Session. This identifier is used to

access the diagnostics information for the Session in the Server address space. It is
also used in the audit logs and any events that report information related to the
Session. The Session diagnostic information is described in IEC 6. ts
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Name Type Description
and their related events are described in 6.2
authentication Session A unique identifier assigned by the Server to the Session. This identifier shall be
Token AuthenticationToken | passed in the RequestHeader of each request and is used with the SecureChannelld

to determine whether a Client has access to the Session. This identifier shall not be
reused in a way that the Client or the Server has a chance of confusing them with a
previous or existing Session.

The SessionAuthenticationToken type is described in 7.29.

revisedSession Duration Actual maximum number of milliseconds that a Session shall remain open without

Timeout activity. The Server should attempt to honour the Client request for this parameter,
but may negotiate this value up or down to meet its own constraints.

serverNonce ByteString A random number that should never be used in any other request.

This number shall have a minimum length of 32 bytes.

The Client shall use this value to prove possession of its Application Instance
Certificate in the ActivateSession request.

This value may also be used to prove possession of tr(gl@de\nﬁtyToken it

specified in the ActivateSession request.

serverCertificate Applicationlnstance The Application Instance Cetrtificate issued to the erver.
Certificate A Server shall prove possession by using the pfi
by the Client in the request. The Client shall vegi i ificqte is the same as
the one it used to create the SecureCha

If the securityPolicyUri is NONE a icies requires
encryption, the Client shall ignor

serverEndpoints [] Endpoint Description | List of Endpoints that the se
The Server shall return a
specified in the request.
shall verify this list wj

available for the serverUri
is defined in 7.9. The Client

i Dis¢qvery Erfdpoint if it used a Discovery

peintDescfiptjons.
luge the endpointUrl, securityMode,

the cliept:
serverSoftware SignedSoftware This parameter is deptecated anhd the array shall be empty.
Certificates [] Certificate /\ The SoftwareCertificates.ar vided in the Server AddressSpace as defined in
541-5.

serverSignature SignatureDat: This is axsignature genexated with the private key associated with the
S ificate. This parameter is calculated by appending the clientNonce to the
cligntCertificate and-signing the resulting sequence of bytes.

The SignatureAlgorithm shall be the AsymmetricSignatureAlgorithm specified in the
k¢

maxRequest Uln naifnum size, in bytes, for the body of any request message.
MessageSize The Glient Communication Stack should return a Bad_RequestTooLarge error to the
ication if a request message exceeds this limit.
< The value zero indicates that this parameter is not used.
5.3 provides more information on the use of this parameter.

N

5.6.2.3

Table 12 defines
defined in Table 165.

Service results specific to this Service. Common StatusCodes are
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Table 12 — CreateSession Service Result Codes

Symbolic Id Description

Bad_SecureChannelldinvalid See Table 165 for the description of this result code.

Bad_Noncelnvalid See Table 165 for the description of this result code.
A server shall check the minimum length of the client nonce and return this status if
the length is below 32 bytes. A check for duplicated nonces is optional and requires
access to the nonce used to create the secure channel.

Bad_SecurityChecksFailed See Table 165 for the description of this result code.

Bad_CertificateTimelnvalid See Table 165 for the description of this result code.

Bad_CertificatelssuerTimelnvalid See Table 165 for the description of this result code.

Bad_ CertificateHostNamelnvalid See Table 165 for the description of this result code.

Bad_ CertificateUrilnvalid See Table 165 for the description of this result code.

Bad_CertificateUseNotAllowed See Table 165 for the description of this result code.

Bad_ CertificatelssuerUseNotAllowed See Table 165 for the description of this result code.

Bad_CertificateUntrusted See Table 165 for the description of this result code,\|

Bad_CertificateRevocationUnknown See Table 165 for the description of this result cogdé\ (

Bad_CertificatelssuerRevocationUnknown | See Table 165 for the description of this result ¢ode\

Bad_CertificateRevoked See Table 165 for the description of this result code. \

Bad_CertificatelssuerRevoked See Table 165 for the description of this (ésult\co\d\e‘ \ \

Bad_TooManySessions The server has reached its maximum,qumger of sessionsy

Bad_ServerUrilnvalid See Table 165 for the description of this resdlt cote, \

5.6.3 ActivateSession
5.6.3.1 Description

This Service is used by the Client\{o S ertificates to the Server for
validation and to specify the identity o [ with the Session. This Service
request shall be |ssued by the Client befor s any other Service request after
lose the Session.

Whenever the Client calls\this\$ ] all prove that it is the same application
that called the Createfe P ient does this by creating a signature with the
private key assocjated WCetificate specified in the CreateSession request. This
signature is cr ) serverNonce provided by the Server to the
serverCertificate and « ture of the resulting sequence of bytes

Once used, a se e ¢’ used again. For that reason, the Server returns a new
serverNonce g

When thé essioh_Service is called for the first time then the Server shall reject the
request i nel is not same as the one associated with the CreateSession
request. calls to ActivateSession may be associated with different

SecureChanneIs is the case then the Server shall verify that the Certificate the Client
used to create the new SecureChannel is the same as the Certificate used to create the
original SecureChannel. In addition, the Server shall verify that the Client supplied a
UserldentityToken that is identical to the token currently associated with the Session. Once
the Server accepts the new SecureChannel it shall reject requests sent via the old
SecureChannel.

The ActivateSession Service is used to associate a user identity with a Session. When a
Client provides a user identity then it shall provide proof that it is authorized to use that user
identity. The exact mechanism used to provide this proof depends on the type of the
UserldentityToken. If the token is a UserNameldentityToken then the proof is the password
that is included in the token. If the token is an X509ldentityToken then the proof is a signature
generated with private key associated with the Certificate. The data to sign is created by
appending the last serverNonce to the serverCertificate specified in the CreateSession
response. If a token includes a secret then it should be encrypted using the public key from
the serverCertificate.
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Clients can change the identity of a user associated with a Session by calling the
ActivateSession Service. The Server validates the signatures provided with the request and
then validates the new user identity. If no errors occur the Server replaces the user identity
for the Session. Changing the user identity for a Session may cause discontinuities in active
Subscriptions because the Server may have to tear down connections to an underlying
system and re-establish them using the new credentials.

When a Client supplies a list of locale ids in the request, each locale id is required to contain
the language component. It may optionally contain the <country/region> component. When
the Server returns a LocalizedText in the context of the Session, it also may return both the
language and the country/region or just the language as its default locale id.

When a Server returns a string to the Client, it first determines if fhere\ are available
translations for it. If there are, then the Server returns the string whegse locale id exactly

If there still are no matches, then the Server returns
id.
A Gateway Server is expected to i
connects to the underlying Server.
UserldentityToken using the nonce pro

will have to use its own user credenti
not support impersonation.

5.6.3.2 Parameters
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Table 13 — ActivateSession Service Parameters

Name Type Description
Request
requestHeader RequestHeader Common request parameters. The type RequestHeader is defined in 7.26.
clientSignature SignatureData This is a signature generated with the private key associated with the
clientCertificate.

The SignatureAlgorithm shall be the AsymmetricSignatureAlgorithm
specified in the SecurityPolicy for the Endpoint.

The SignatureData type is defined in 7.30.

clientSoftwareCertificates [| | SignedSoftware These are the SoftwareCertificates which have been issued to the Client
Certificate application.

The productUri contained in the SoftwareCertificates shall match the
productUri in the ApplicationDescription passed by the Client in the
CreateSession requests. Certificates without matching productUri should
be ignored.
Servers may reject connections from Clients it are notgatisfied with
the SoftwareCertificates provided by the/Chi

& is defined in R.31.
W The first Localeld in
ret a localized string to the
i ith the highest priority that it
the locales identified in this

localelds [] Localeld

e Server shall use any that it has.
pecified during the first call to

userldentityToken Extensible e user associated with the Client application. The

0 empty user token shall always be interpreted as anonymous.
userTokenSignature i reD\aQ/\\‘IJ‘}e Client specified a user identity token that supports digital signatures,
en it shall create a signature and pass it as this parameter. Otherwise the
parameter is omitted.
The SignatureAlgorithm depends on the identity token type.
/\ The SignatureData type is defined in 7.30.

N\
Response / NN \

responseHeader \\ \ “\ResponseHeader | Common response parameters (see 7.27 for ResponseHeader definition).
serverNonce N BﬁeString A random number that should never be used in any other request.

This number shall have a minimum length of 32 bytes.

The Client shall use this value to prove possession of its Application
Instance Cetrtificate in the next call to ActivateSession request.

results [] StatusCode List of validation results for the SoftwareCertificates (see 7.33 for
StatusCode definition).
diagnosticInfos [] DiagnosticInfo List of diagnostic information associated with SoftwareCertificate validation

errors (see 7.8 for Diagnosticinfo definition). This list is empty if diagnostics
information was not requested in the request header or if no diagnostic
information was encountered in processing of the request.

5.6.3.3 Service results

Table 14 defines the Service results specific to this Service. Common StatusCodes are
defined in Table 165.
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Table 14 — ActivateSession Service Result Codes

Symbolic Id Description

Bad_IdentityTokenlnvalid See Table 165 for the description of this result code.

Bad_ldentityTokenRejected See Table 165 for the description of this result code.

Bad_UserAccessDenied See Table 165 for the description of this result code.

Bad_ApplicationSignaturelnvalid The signature provided by the client application is missing or invalid.

Bad_UserSignaturelnvalid The user token signature is missing or invalid.

Bad_NoValidCertificates The Client did not provide at least one Software Certificate that is valid and meets the
profile requirements for the Server.

Bad_IdentityChangeNotSupported | The Server does not support changing the user identity assigned to the session.

5.6.4 CloseSession

5.6.4.1 Description

This Service is used to terminate a Session. The Server takes th
receives a CloseSession request:

a) It stops accepting requests for the Session. All subseque

b) It returns negative responses with the StatusCode Bad\
tur

CloseSession request.
c) Itremoves the entry for the Clientp i & jagn ay Variable.
5.6.4.2 Parameters

Table 15 defines the parameters for th

ervice Parameters

Name L Type\ Description\

Request > 2 <
requestHeader NReglestdgader Cammoy request parameters (see 7.26 for RequestHeader definition).
deleteSubscriptions lean awalue is TRUE, the Server deletes all Subscriptions associated with the

Segsion. If the value is FALSE, the Server keeps the Subscriptions associated
ith the Session until they timeout based on their own lifetime.

Response \ \ /

responseptéader \ \ResponstHeader | Common response parameters (see 7.27 for ResponseHeader definition).

%

5.6.4.3 Service results

Table 16 defines the Service results specific to this Service. Common StatusCodes are
defined in Table 165.

Table 16 — CloseSession Service Result Codes

Symbolic Id Description
Bad_SessionldInvalid See Table 165 for the description of this result code.

5.6.5 Cancel
5.6.5.1 Description

This Service is used to cancel outstanding Service requests. Successfully cancelled service
requests shall respond with Bad_RequestCancelledByClient.
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5.6.5.2 Parameters

Table 17 defines the parameters for the Service.

Table 17 — Cancel Service Parameters

Name Type Description

Request
requestHeader RequestHeader Common request parameters (see 7.26 for RequestHeader definition).
requestHandle Integerld The requestHandle assigned to one or more requests that should be cancelled.

All outstanding requests with the matching requestHandle shall be cancelled.

Response
responseHeader ResponseHeader Common response parameters (see 7.27 for Respo;@ﬁéader definition).
cancelCount Uint32 Number of cancelled requests.

5.6.5.3 Service results

Common StatusCodes are defined in Table 165.

5.7 NodeManagement Service Set

5.7.1 Overview

23ce Nodes and References
pace even if the Client that

This Service Set defines Services to
between them. All added Nodes conti
created them disconnects from the Serixe

5.7.2 AddNodes
5.7.2.1 Description

to the AddressSpace hierarchy. Using this
ode of a HierarchicalReference to ensure that the
t the Node is added as a child within the

This Service is used t

Service, each Node is
AddressSpace 1
AddressSpace hieraref
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Table 18 — AddNodes Service Parameters

Name Type Description
Request
requestHeader RequestHeader Common request parameters (see 7.26 for RequestHeader definition).
nodesToAdd [] AddNodesltem List of Nodes to add. All Nodes are added as a Reference to an existing Node
using a hierarchical ReferenceType. This structure is defined in-line with the
following indented items.
parentNodeld Expanded ExpandedNodeld of the parent Node for the Reference. The ExpandedNodeld
Nodeld type is defined in 7.10.
referenceTypeld Nodeld Nodeld of the hierarchical ReferenceType to use for the Reference from the
parent Node to the new Node.
requestedNewNodeld Expanded Client requested expanded Nodeld of the Node to add. The serverindex in the
Nodeld expanded Nodeld shall be 0.

If the Server cannot use this Nodeld, it rejects this X0 nd returns the
appropriate error code.
If the Client does not want to request a Nodelg/th

parameter to the null expanded Nodeld.

If the Node to add is a ReferenceType Noge, it
id. See IEC 62541-3 for a description of Referense

browseName QualifiedName The browse name of the Node to adg. NN N
nodeClass NodeClass NodeClass of the Node to add. \ N\
nodeAttributes Extensible The Attributes that are specm
Parameter parameter type is an exte
NodeAttributes A Client is allowed to omiit value
is omitted, the Server/shal
If a TypeDefinitio
default value.
er
typeDefinition Expanded N% eDe¥ n‘:onNaQe;f/o/ the Node to add. This parameter shall be
Nodeld nul Il NodeClasses bther than Object and Variable in which case it shall be
prgvided
Response / / \
responseHeader Respo CoWonse)&afameters (see 7.27 for ResponseHeader definition).
results [] KW is\l*%f:%jﬁ for the Nodes to add. The size and order of the list matches the
size and order of the nodesToAdd request parameter. This structure is defined
(\ in-li he following indented items.
statusCode /Qtth,OQde \S(atus\ﬁode for the Node to add (see 7.33 for StatusCode definition).
addedNodeld A RNodeld “Senvér assigned Nodeld of the added Node. Null Nodeld if the operation failed.

diagnosticinfos []

iagno 'cInTb\

Ligt of diagnostic information for the Nodes to add (see 7.8 for Diagnosticinfo

efinition). The size and order of the list matches the size and order of the
nodes ToAdd request parameter. This list is empty if diagnostics information
was not requested in the request header or if no diagnostic information was
encountered in processing of the request.

5.7.2.3

Table 19 defines the Service results specific to this Service. Common StatusCodes are
defined in Table 165.

Table 19 — AddNodes Service Result Codes

Symbolic Id
Bad_NothingToDo
Bad_TooManyOperations

Description
See Table 165 for the description of this result code.
See Table 165 for the description of this result code.

5.7.2.4 StatusCodes

Table 20 defines values for the operation level statusCode parameter that are specific to this
Service. Common StatusCodes are defined in Table 166.
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AddNodes Operation Level Result Codes

Symbolic Id

Description

Bad_ParentNodeldlInvalid

The parent node id does not to refer to a valid node.

Bad_ReferenceTypeldinvalid

See Table 166 for the description of this result code.

Bad_ReferenceNotAllowed

The reference could not be created because it violates constraints imposed by the data
model.

Bad_NodeldRejected

The requested node id was rejected either because it was invalid or because the server
does not allow node ids to be specified by the client.

Bad_NodeldExists

The requested node id is already used by another node.

Bad_NodeClasslInvalid

See Table 166 for the description of this result code.

Bad_BrowseNamelnvalid

See Table 166 for the description of this result code.

Bad_BrowseNameDuplicated

The browse name is not unique among nodes that share the same relationship with the
parent.

Bad_NodeAttributesinvalid

The node Attributes are not valid for the node class. [/

Bad_TypeDefinitionInvalid

See Table 166 for the description of this result code. Al

Bad_UserAccessDenied

See Table 165 for the description of this result code < (

5.7.3 AddReferences

5.7.3.1 Description

identified by their URI and not by theij

remote Server URIs to its

5.7.3.2 Parameter

%

he NodeClass is

Name Type Description
Request \
requestHeader §G$SW Common request parameters (see 7.26 for RequestHeader definition).
eader

AN
reference%

Werences
It

List of Reference instances to add to the SourceNode. The targetNodeClass of
each Reference in the list shall match the NodeClass of the TargetNode. This
structure is defined in-line with the following indented items.

sourceNodeld

/Nodeld

Nodeld of the Node to which the Reference is to be added. The source Node
shall always exist in the Server to add the Reference. The isForward parameter
can be set to FALSE if the target Node is on the local Server and the source
Node on the remote Server.

referenceTypeld Nodeld Nodeld of the ReferenceType that defines the Reference.
isForward Boolean If the value is TRUE, the Server creates a forward Reference. If the value is
FALSE, the Server creates an inverse Reference.
targetServerUri String URI of the remote Server. If this parameter is not null, it overrides the
serverindex in the targetNodeld.
targetNodeld Expanded Expanded Nodeld of the TargetNode. The ExpandedNodeld type is defined in
Nodeld 7.10.
targetNodeClass NodeClass NodeClass of the TargetNode. The Client shall specify this since the TargetNode
might not be accessible directly by the Server.
Response
responseHeader Response Common response parameters (see 7.27 for ResponseHeader definition).
Header
results [] StatusCode List of StatusCodes for the References to add (see 7.33 for StatusCode

definition). The size and order of the list matches the size and order of the
referencesToAdd request parameter.

diagnosticInfos []

Diagnostic Info

List of diagnostic information for the References to add (see 7.8 OCUM nts
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Name Type Description
Request

Diagnosticinfo definition). The size and order of the list matches the size and
order of the references ToAdd request parameter. This list is empty if diagnostics
information was not requested in the request header or if no diagnostic
information was encountered in processing of the request.

5.7.3.3 Service results

Table 22 defines the Service results specific to this Service. Common StatusCodes are
defined in Table 165.

Table 22 — AddReferences Service Result Codes

Symbolic Id Description {
Bad_NothingToDo See Table 165 for the description of this result code. A< ) [N
Bad_TooManyOperations See Table 165 for the description of this result code. 2N N\

5.7.3.4 StatusCodes

Table 23 defines values for the results parameter that a
StatusCodes are defined in Table 166.

Table 23 — AddReferences Op ionsLevel
Symbolic Id Description” YN ¢ U UV
Bad_SourceNodeldInvalid See Table 166 for the descriptivp of thig result gode.
Bad_ReferenceTypeldinvalid See Table 166 for the desSription\af this resti code.
Bad_ServerUrilnvalid See Table 165 for the desstiptin of this result code.
Bad_TargetNodeldInvalid See Table 166 for fhe describtiomof this result code.
Bad_NodeClasslnvalid NSee Table.166.for the deScription offhis result code.
Bad_ReferenceNotAllowed The feference.could notbe ¢ d because it violates constraints imposed by the data
N model on-this s

Bad_ReferenceLocalOnly | The refekende typeNs not-valid for a reference to a remote Server.
Bad_UserAccessDenied \ ége\'(able\{%\fqr the\gescription of this result code.
Bad_DuplicateReferenéeNotallowed | The referencypebétween the nodes is already defined.
Bad_lnvalidSelfReferencév” Thaserverdoes ot allow this type of self reference on this node.

5.7.4

5.7.4.1

This Sefwice i \ gte one or more Nodes from the AddressSpace.

When any of thexNogdes deleted by an invocation of this Service is the TargetNode of a
Reference, then thoSe References are left unresolved based on the deleteTargetReferences
parameter.

When any of the Nodes deleted by an invocation of this Service is being monitored, then a
Notification containing the status code Bad_NodeldUnknown is sent to the monitoring Client
indicating that the Node has been deleted.

5.7.4.2 Parameters

Table 24 defines the parameters for the Service.
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Table 24 — DeleteNodes Service Parameters

Name Type Description
Request
requestHeader Request Common request parameters (see 7.26 for RequestHeader definition).
Header
nodesToDelete [] DeleteNodes | List of Nodes to delete. This structure is defined in-line with the following
Iltem indented items.
nodeld Nodeld Nodeld of the Node to delete.
deleteTargetReferences | Boolean A Boolean parameter with the following values:
TRUE delete References in TargetNodes that Reference the Node to
delete.
FALSE delete only the References for which the Node to delete is the
source.

The Server cannot guarantee that it is able to delete ferences from
TargetNodes if this parameter is TRUE.

I\
Response A \
responseHeader Response Common response parameters (see 7.27 f&\Re\SQ@Hé%Wn).
Header

results [] StatusCode List of StatusCodes for the Nodes to elete\%éif\o tatuSCode definition).
The size and order of the list matches the size orger o ist of the
nodesToDelete request paramgfer. AN

diagnosticinfos [] Diagnostic List of diagnostic information for N

e?l’e%? 7.8 for Diagnosticinfo
ize and order of the

Info definition). The size and gfder o

5.7.4.3 Service results

Table 25 defines the Service result
defined in Table 165.

Tab
Symbolic Id [ Desefiption  \
Bad_NothingToDo “See Tabjg 165 for the descriptfon of this result code.
Bad_TooManyOperatioﬁs\ éqe Tablé\165 fbgtheﬁqsc\n’ption of this result code.

thexresults parameter that are specific to this Service. Common
e 166.

— DeleteNodes Operation Level Result Codes

Symbolic Id Description

Bad_NodeldInvalid See Table 166 for the description of this result code.
Bad_NodeldUnknown See Table 166 for the description of this result code.
Bad_UserAccessDenied See Table 165 for the description of this result code.
Bad_NoDeleteRights See Table 166 for the description of this result code.
Uncertain_ReferenceNotDeleted The server was not able to delete all target references.

5.7.5 DeleteReferences
5.7.5.1 Description

This Service is used to delete one or more References of a Node.

When any of the References deleted by an invocation of this Service are contained in a View,
then the ViewVersion Property is updated if this Property is supported.

Table 27 defines the parameters for the Service.
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