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INTERNATIONAL ELECTROTECHNICAL COMMISSION

OPC UNIFIED ARCHITECTURE -
Part 5: Information Model

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for stAndardization comprising
all national electrotechnical committees (IEC National Committees). The objest| of IEC\is to promote

this end and in addition to other activities, IEC publishes International Standakrds ice scifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides as “IEC
Publication(s)”). Their preparation is entrusted to technical committees; an itteg/interested
in the subject dealt with may participate in this preparatory work i eqtal and non-
governmental organizations liaising with the IEC also participate in this gborates closely

agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matte 3
consensus of opinion on the relevant subjects since eac !t 1 S representatlon from all
interested IEC National Committees.

Publications is accurate, IEC cannot be P
misinterpretation by any end user.

G .JIndependent certification bodies provide conformity
assessment services ard, W som 8s, 8 marks of conformity. IEC is not responsible for any
services carried out by ikdepends } i

6) All users should

International Standard IEC 62541-5 has been prepared by subcommittee 65E: Devices and
integration in enterprise systems, of IEC technical committee 65: Industrial-process
measurement, control and automation.

The text of this standard is based on the following documents:

FDIS Report on voting
65E/192/FDIS 65E/214/RVD

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.
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A list of all parts of the IEC 62541 series, published under the general title OPC Unified
Architecture, can be found on the IEC website.

The committee has decided that the contents of this publication will remain unchanged until
the stability date indicated on the IEC web site under "http://webstore.iec.ch" in the data
related to the specific publication. At this date, the publication will be

* reconfirmed,

e withdrawn,

* replaced by a revised edition, or
* amended.

IMPORTANT - The 'colour inside’' logo on the cover page of thi
that it contains colours which are considered to be use
understanding of its contents. Users should therefore pN

Y

N
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INTRODUCTION

This International Standard is the specification for developers of OPC UA applications. The
specification is a result of an analysis and design process to develop a standard interface to

facilitate the development of applications by multiple vendors that inter-operate seamlessly
together.

@%
S
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OPC Unified Architecture —

Part 5: Information Model

1 Scope

This part of IEC 62541 defines the Information Model of the OPC Unified Architecture (OPC
UA). The Information Model describes standardised Nodes of a server’'s AddressSpace.
These Nodes are standardised types as well as standardised instances gsed\for diagnostics

provide all of these Nodes.

2 Normative references

3.1 Terms and defifiti

For the purposes \qf
IEC 62541-3 as Wwel)a
3.1.1

ClientUserld

3.2 Abbreviation

UA Unified Architecture
XML Extensible Markup Language

3.3 Conventions for Node descriptions

Node definitions are specified using tables (see Table 2).

Attributes are defined by providing the Attribute name and a value, or a description of the
value.

References are defined by providing the ReferenceType name, the BrowseName of the
TargetNode and its NodeClass.

o |If the TargetNode is a component of the Node being defined in the table the Attributes
of the composed Node are defined in the same row of the table. That implies that the
referenced Node has a HasModelParent Reference with the Node defined iDtEﬁ:Tﬂments

as TargetNode (see |IEC 62541-3 for the definition of ModelParents).
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e The DataType is only specified for Variables; “[<number>]" indicates a single-
dimensional array, for multi-dimensional arrays the expression is repeated for each
dimension (e.g. [2][3] for a two-dimensional array). For all arrays the ArrayDimensions
is set as identified by <number> values. If no <number> is set, the corresponding
dimension is set to 0, indicating an unknown size. If no number is provided at all, the
ArrayDimensions can be omitted. If no brackets are provided, it identifies a scalar
DataType and the ValueRank is set to the corresponding value (see IEC 62541-3). In
addition, ArrayDimensions is set to null or is omitted. If it can be Any or
ScalarOrOneDimension, the value is put into “{<value>}", so either “{Any}’
“{ScalarOrOneDimension}’” and the ValueRank is set to the corresponding value (see
Part 3) and the ArrayDimensions is set to null or is omitted. In Table 1 examples are
given.

Table 1 — Examples of DataTypes

Notation Data- Value- | Array- Description
Type Rank Dimensions

Int32 Int32 | -1 omitted or NULL | A scalaptht32.
Int32[] Int32 1 omitted or {0} Slngle ensio of InN32 with an
ens \\?mQ W

Int32[1[ nt32 | 2 omitted or {0,0} Wé\e{ﬂ y of I3t32 with unknown
Si

Int32[3][] Int32 2 {3,0} Two- nal array of Int32 with a size of 3 for
flrst imensi d an unknown size for the

/\ ecq&d dimension.
Int32[5][3] Int32 2 {5,3} wo-di nS|o al array of Int32 with a size of 5 for
the nsion and a size of 3 for the second
ensio
Int32{Any} Int32 -2 xomit%Q NULT\ An\mt32/where it is unknown if it is scalar or array
with any number of dimensions.

Int32{ScalarOrOneDimension} | Int32 -3 \ mitted or\U\‘E\}n Int32 where it is either a single-dimensional
array or a scalar.

bhe referenced component is provided by specifying the
& of thevfule in the ModellingRule column. In the AddressSpace, the

If the Nodeld of a DataType is provided, the symbolic name of the Node representing the
DataType shall be used.

Nodes of all other NodeClasses cannot be defined in the same table; therefore only the used
ReferenceType, their NodeClass and their BrowseName are specified. A reference to another
part of this document points to their definition.

Table 2 illustrates the Type Definition Table. If no components are provided, the DataType,
TypeDefinition and ModellingRule columns may be omitted and only a Comment column is
introduced to point to the Node definition.
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Table 2 — Type Definition Table

Attribute Value
Attribute name Attribute value. If it is an optional Attribute that is not set “--“ will be used.
References NodeClass BrowseName DataType | TypeDefinition ModellingRule
ReferenceType | NodeClass BrowseName of the | Attributes of the referenced Node, only applicable for | Referenced
name of the target Node. If the Variables and Objects. ModellingRule
TargetNode. | Reference is to be of the
instantiated by the referenced
server, then the Object.
value of the target
Node’s
BrowseName is “--*.
NOTE Notes referencing footnotes of the table content. AR

TypeDefinition, NodeClass, DataType and ModellingRule can
definitions, and the symbolic name can be created as defipe
containing components are not explicitly specified; they are
definitions.

pecified Yy the type

4 Nodelds and BrowseNames

4.1 Nodelds

The Nodelds of all Nodes described i
defines the actual Nodelds.

symbolic names. IEC 62541-6

The symbolic name of each Node defined i grd is its BrowseName, or, when it is
part of another Node, the o de a “.”, and the BrowseName of itself.
In this case “part of” mg
its part. Since all Nod
the symbolic name is
name “Server .
“ServerType.Serve
the ServerType isg

Object defined i
Therefore, the™

Namespacelndex is specified in Part 3.

Note that this standard does not only define concrete Nodes, but also requires that some
Nodes have to be generated, for example one for each Session running on the server. The
Nodelds of those Nodes are server-specific, including the Namespace. But the
Namespacelndex of those Nodes cannot be the Namespacelndex 0, because they are not
defined by this standard but generated by the Server.

4.2 BrowseNames
The text part of the BrowseNames for all Nodes defined in this standard is specified in the

tables defining the Nodes. The Namespacelndex for all BrowseNames defined in this standard
is 0.
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5 Common Attributes

5.1 General

For all Nodes specified in this standard, the Attributes named in Table 3 shall be set as
specified in Table 3.

Table 3 — Common Node Attributes

Attribute Value

DisplayName The DisplayName is a LocalizedText. Each server shall provide the DisplayName identical to
the BrowseName of the Node for the Localeld “en”. Whether the server provides translated
names for other Localelds is vendor specific.

Description Optionally a vendor specific description is provided.

NodeClass Shall reflect the NodeClass of the Node. N
Nodeld The Nodeld is described by BrowseNames as defined in 4.1 m\iefined\in qut 6.
WriteMask Optionally the WriteMask Attribute can be provided. If the Wij

shall set all Attributes to not writeable that are not said t
Description Attribute may be set to writeable since a
description for the Node. The Nodeld shall not W ble, bec

is\provided, it
re ple, the
Node in this standard. AN

UserWriteMask Optionally the UserWriteMask Attribute can be pr 'ded%s Ws for the WriteMask
Attribute apply. /“K
5.2 Objects \)

ibutes nQ'ne in Table 4 shall be set as

For all Objects specified in this sta
specified in Table 4.

Table 4 — ftributes
Attribute Value [ N L )
EventNotifier NVheﬁ‘rqr thé‘quta\canBQBsgd to sul)scribe to Events or not is vendor specific.

~—_
5.3 Variables

For all Variables cifi
specified in Table

tandard, the Attributes named in Table 5 shall be set as

able 5 — Common Variable Attributes

Attribute” N\ X\ | Value

MinimumSarplingiterval ™~ Optionally, a vendor-specific minimum sampling interval is provided.
Y

AccessLevel THe access level for Variables used for type definitions is vendor-specific, for all other
Variables defined in this standard, the access level shall allow a current read; other settings

are vendor specific.

UserAccessLevel The value for the UserAccessLevel Attribute is vendor-specific. It is assumed that all
Variables can be accessed by at least one user.

Value For Variables used as InstanceDeclarations, the value is vendor-specific; otherwise it shall
represent the value described in the text.

ArrayDimensions If the ValueRank does not identify an array of a specific dimension (i.e. ValueRank <= 0) the

ArrayDimensions can either be set to null or the Aftribute is missing. This behaviour is
vendor-specific.

If the ValueRank specifies an array of a specific dimension (i.e. ValueRank > 0) then the
ArrayDimensions Attribute shall be specified in the table defining the Variable.

5.4 VariableTypes

For all VariableTypes specified in this standard, the Attributes named in Table 6 shall be set
as specified in Table 6.
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Table 6 — Common VariableType Attributes

Attributes

Value

Value

Optionally a vendor-specific default value can be provided.

ArrayDimensions

If the ValueRank does not identify an array of a specific dimension (i.e. ValueRank <= 0) the
ArrayDimensions can either be set to null or the Aftribute is missing. This behaviour is vendor-
specific.
If the ValueRank specifies an array of a specific dimension (i.e. ValueRank > 0) then the
ArrayDimensions Attribute shall be specified in the table defining the VariableType.

6 Standard ObjectTypes

6.1 General

NodeVersion.

6.2

There are no Re
is formally defined j

BaseObjectType

Table

pject. Some
owever, it is not

odeVersion defined
server will provide a

Ta — BaseObjectType Definition
Attribute Value, "\ \
BrowseNamé\ Be@qot}jés(rype \
IsAbstract NEals?\  \
References NodeClass\ | BrowseName DataType | TypeDefinition | ModellingRule
HasSubtype ObjectType” | ServerType Defined in 6.3.1
HasSubtype ObjectType ServerCapabilitiesType Defined in 6.3.2
HasSubtype ObjectType ServerDiagnosticsType Defined in 6.3.3
HasSubtype ObjectType SessionsDiagnosticsSummaryType Defined in 6.3.4
HasSubtype ObjectType SessionDiagnosticsObjectType Defined in 6.3.5
HasSubtype ObjectType VendorServerinfoType Defined in 6.3.6
HasSubtype ObjectType ServerRedundancyType Defined in 6.3.7
HasSubtype ObjectType BaseEventType Defined in 6.4.2
HasSubtype ObjectType ModellingRuleType Defined in 6.5
HasSubtype ObjectType FolderType Defined in 6.6
HasSubtype ObjectType DataTypeEncodingType Defined in 6.7
HasSubtype ObjectType DataTypeSystemType Defined in 6.8

6.3 ObjectTypes for the server object

6.3.1 ServerType

This ObjectType defines the capabilities supported

defined in Table 8.
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Table 8 — ServerType Definition

Attribute Value

BrowseName ServerType

IsAbstract False

References NodeClass BrowseName DataType TypeDefinition Modelling
Rule

Subtype of the BaseObjectType defined in 6.2

HasProperty Variable ServerArray String[] PropertyType Mandatory

HasProperty Variable NamespaceArray String[] PropertyType Mandatory

HasComponent Variable ServerStatus’ ServerStatusDataType ServerStatusType Mandatory

HasProperty Variable ServicelLevel Byte PropertyType Mandatory

HasProperty Variable Auditing Boolean PropertyType Mandatory

HasComponent Object Se-rve-rCapabiIities1 - ServerCapabilities Type Mandatory

HasComponent Object ServerDiagnostics' - ServerDiaénostics\Fxpe Mandatory

HasComponent Object VendorServerinfo - VendorSeNerjnfgType | Mandatory

HasComponent Object ServerRedundancy’ | - SepvdRedundancyJype \| Mandatory

' Containing Objects and Variables of these Objects and Variables are defined by their Bro»\ &Eﬁ %d{@espondmg

TypeDefinitionNode. The Nodeld is defined by the composed symbolic name described i1

and are specific to a
esolve URIs into URLs.

rver indexes or server names. They are

used in OPC UA Service etNotlgs of References that reside in remote

servers. Clients may reaq th & may read individual entries in the table. The
server shall not maqdif ] i his table while any client has an open session to
the server, bec% 2 he/server table. A server may add entries to the
server table evenN{Cli o the server

ot namespace URIs. This Variable is also referred as
namespace \ into the namespace table are referred to as

Namespacel 2Indexes are used in Nodelds in OPC UA Services, rather
than the 6 Rl. Index 0 is reserved for the OPC UA namespace, and index 1
iS reserve al seiver. Clients may read the entire namespace table or they may read

vamespace table. The server shall not modify or delete entries of the
namespace table.while any client has an open session to the server, because clients may
cache the namespatceé table. A server may add entries to the namespace table even if clients
are connected to the server. It is recommended that servers not change the indexes of the
namespace table but only add entries, because the client may cache Nodelds using the
indexes. Nevertheless, it might not always be possible for servers to avoid changing indexes
in the namespace table. Clients that cache Namespacelndexes of Nodelds should always
check when starting a session to verify that the cached Namespacelndexes have not
changed.

ServerStatus contains elements that describe the status of the server. See 12.10 for a
description of its elements.

ServicelLevel describes the ability of the server to provide its data to the client. The value
range is from 0 to 255, where 0 indicates the worst and 255 indicates the best. The concrete
values are vendor-specific. The intent is to provide the clients an indication of availability
among redundant servers.
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Auditing is a Boolean specifying if the server is currently generating audit events. It is set to
TRUE if the server generates audit events, otherwise to false. The profiles defined in Part 7
specify what kind of audit events are generated by the server.

ServerCapabilities defines the capabilities supported by the OPC UA server. See 6.3.2 for its
description.

ServerDiagnostics defines diagnostic information about the OPC UA server. See 6.3.3 for its
description.

VendorServerinfo represents the browse entry point for vendor-defined server information.
This Object is required to be present even if there are no vendor-defined Ohjects beneath it.
See 6.3.6 for its description.

6.3.2 ServerCapabilitiesType

This ObjectType defines the capabilities sup
defined in Table 9.

UA server. It is formally

Table 9 — Serv

Attribute Value NN
BrowseName ServerCapab|I|t|e\éTyBe\ O\ ) §
IsAbstract False N
References NodeClass / \Q\/\D{e\Name“ \/ DataType TypeDefinition Modelling
Rule

Subtype of the BaseObjettType dsfined in 8.2
HasProperty Variable / erverProfileAray String[] PropertyType Mandatory
HasProperty Variable ( \LbééigldAhay/\ / Localeld[] PropertyType Mandatory
HasProperty Variablé' \ MinSupportedSampleRate Duration PropertyType Mandatory
HasProperty Variable \ NMaxBrowseContifuationPoints Uint16 PropertyType Mandatory
HasProperty Vatiable MaxQueryContinuationPoints Uint16 PropertyType Mandatory
HasProperty ‘Variablex\ \MaxHjstopyContinuationPoints Uint16 PropertyType Mandatory
HasProperty V}s\riab{@ N\ Spftwa?éCertificates SoftwareCertificate[] | PropertyType Mandatory
HasComponent_| Okjdgt \ MogellingRules FolderType Mandatory
HasComponent NQbjett \ MdgregateFunctions FolderType Mandatory
HasComponent | Variable Vendor specific Variables of a subtype of the ServerVendorCapabilityType -

defined in 7.5

ServerProfileArray defines the conformance profile of the server. See Part 7 for the definitions
of server profiles.

LocaleldArray is an array of Localelds that are known to be supported by the server. The
server might not be aware of all Localelds that it supports because it may provide access to
underlying servers, systems or devices that do not report the Localelds that they support.

MinSupportedSampleRate defines the minimum supported sample rate, including 0, which is
supported by the server.

MaxBrowseContinuationPoints is an integer specifying the maximum number of parallel
continuation points of the Browse Service that the server can support per session. The value
specifies the maximum the server can support under normal circumstances, so there is no
guarantee the server can always support the maximum. The client should not open more
Browse calls with open continuation points than exposed in this Variable. Tfoe@uments
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indicates that the server does not restrict the number of parallel continuation points the client
should use.

MaxQueryContinuationPoints is an integer specifying the maximum number of parallel
continuation points of the QueryFirst Services that the server can support per session. The
value specifies the maximum the server can support under normal circumstances, so there is
no guarantee the server can always support the maximum. The client should not open more
QueryFirst calls with open continuation points than exposed in this Variable. The value 0
indicates that the server does not restrict the number of parallel continuation points the client
should use.

MaxHistoryContinuationPoints is an integer specifying the maximum number of parallel
continuation points of the ReadHistory Services that the server can suppért per session. The
value specifies the maximum the server can support under normal circymstances, so there is

ReadHistory calls with open continuation points than exposed in { ] Nhe‘value 0
indicates that the server does not restrict the number of parallel¢ i i

should use.
SoftwareCertificates is an array of SoftwareCertificates ates supported by
the server. This shall be the same list of certific e CreateSession

pported by the server. All

odell ng@e

ModellingRules supported by the Seryer be able to be browsed starting from this
Object.

AggregateFunctions is an gntry point to b AggregatefFunctions supported by the
server. All AggregateFunctio Server should be able to be browsed starting

erverCapabilitiesType define the server-specific

The remaining m

capabilities of t)@r 1. G

an instance of a Vep defined subglags of the abstract ServerVendorCapabilityType (see
7.5). Each subtype\o €S a specific server capability. The Nodelds for these
Variables and thei S

formally defined in Table™0.

Table 10 — ServerDiagnosticsType Definition

Attribute Value

BrowseName ServerDiagnosticsType

IsAbstract False

References NodeClass BrowseName DataType / TypeDefinition Modelling-

Rule

Subtype of the BaseObjectType defined in 6.2

HasComponent | Variable ServerDiagnosticsSummary ServerDiagnosticsSummaryDataType Mandatory
ServerDiagnosticsSummaryType

HasComponent | Variable SamplingintervalDiagnosticsArray | SamplinglntervalDiagnosticsDataType][] Optional
SamplingIntervalDiagnosticsArray Type

HasComponent | Variable SubscriptionDiagnosticsArray SubscriptionDiagnosticsDataType[] Mandatory
SubscriptionDiagnosticsArrayType

HasComponent | Object SessionsDiagnosticsSummary - Mandatory
SessionsDiagnosticsSummaryType

HasProperty Variable EnabledFlag Boolean Mandatory
ProperyTvpe Doctiments
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ServerDiagnosticsSummary contains diagnostic summary information for the server, as
defined in 12.9.

SamplinglntervalDiagnosticsArray is an array of diagnostic information per sampling rate as
defined in 12.8. There is one entry for each sampling rate currently used by the server. Its
TypeDefinitionNode is the VariableType SamplingintervalDiagnosticsArrayType, providing a
Variable for each entry in the array, as defined in 7.11.

The sampling interval diagnostics are only collected by servers which use a fixed set of
sampling intervals. In these cases, length of the array and the set of contained Variables will
be determined by the server configuration and the Nodeld assigned to a given sampling
interval diagnostics variable shall not change as long as the server configuration does not
change. A server may not expose the SamplingintervalDiagnosticsArray does not use
fixed sampling rates.

6.3.4.

server. The following settings of the Boo

lean
collects diagnostic informatjon, and se mg e\valie te i i
the coIIectlon FALSE inditats i information is collected, and setting the value

Static diagnostic
when the Value ;
off. Dynamic diagnhe

AddressSpace whend

the AddressSpace will return Bad_NotReadable
S.fead or subscribed to and diagnostics are turned
as the Session Nodes) will not appear in the

g 11 — SessionsDiagnosticsSummaryType Definition

Attribute Value

BrowseName SessionsDiagnosticsSummaryType

IsAbstract False

References NodeClass | BrowseName | DataType / TypeDefinition | ModellingRule

Subtype of the BaseObjectType defined in 6.2

HasComponent | Variable SessionDiagnosticsArray SessionDiagnosticsDataType][] Mandatory
SessionDiagnosticsArrayType

HasComponent | Variable SessionSecurityDiagnosticsArray SessionSecurityDiagnosticsDataType[] | Mandatory
SessionSecurityDiagnosticsArray Type

HasComponent | Object For each session of the server one | -- --

Object has to be provided' SessionDiagnosticsObjectType
T This row represents no Node in the AddressSpace. It is a placeholder pointing out that instances of the ObjectType will have
those Objects.

SessionDiagnosticsArray provides an array with an entry for each session in the server having
general diagnostic information about a session.
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SessionSecurityDiagnosticsArray provides an array with an entry for each active session in
the server having security-related diagnostic information about a session. Since this
information is security-related, it should not be made accessible to all users, but only to
authorised users.

For each session of the server, this Object also provides an Object representing the session.
It has the ClientName of the session as BrowseName and is of the ObjectType
SessionDiagnosticsObjectType, as defined in 6.3.5.

6.3.5 SessionDiagnosticsObjectType

This ObjectType defines diagnostic information about a session of the OPC UA server. This

ObjectType is formally defined in Table 12.
Table 12 — SessionDiagnosticsObjectType De(n\on

Attribute Value

BrowseName SessionDiagnosticsObjectType \

IsAbstract False N\ N\

References NodeClass | BrowseName DataTypé%Wi\Rn\> Modelling

Rule
Subtype of the BaseObjectType defined in 6.2 \
HasComponent Variable SessionDiagnostics agnos sDa Mandatory
/d \;&7\ 55 jZZagnqstlc ariableType

HasComponent Variable SessionSecurityPiagnostic. ssionSedurityDiagndsticsDataType Mandatory
gssm:(\Sec yDBﬁstlcsType

HasComponent Variable SubscriptionDiagr}iicsNQ\ Eﬁznpﬁa@_@gﬁostlcsDataTypeﬂ Mandatory
SubsgriptionDiagnosticsArray Type

ormation about the session; the

information.

of Subscription diagnostic information per opened
subscription, as Its TypeDef/n/tlonNode is the Var/ab/eType
SubscriptionDiag

in 7.13.

6.3.6

This Objec 2
UA server. ThisxObjectType defines an empty ObjectType that has no components. It shall be
subtyped by vendorsto define their vendor-specific information. This ObjectType is formally
defined in Table 13.

Table 13 — VendorServerinfoType Definition

Attribute Value

BrowseName VendorServerinfoType

IsAbstract False

References NodeClass | BrowseName | DataType | TypeDefinition | ModellingRule

Subtype of the BaseObjectType defined in 6.2

6.3.7 ServerRedundancyType

This ObjectType defines the redundancy capabilities supported by the OPC UA server. It is
formally defined in Table 14.

Full document details: IEC 62541-5 2011
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Table 14 — ServerRedundancyType Definition
Attribute Value
BrowseName ServerRedundancyType
IsAbstract False
References NodeClass BrowseName DataType TypeDefinition Modelling
Rule
Subtype of the BaseObjectType defined in 6.2
HasProperty Variable RedundancySupport RedundancySupport | PropertyType | Mandatory
HasSubtype ObjectType TransparentRedundancyType Defined in 6.3.8
HasSubtype ObjectType NonTransparentRedundancyType | Defined in 6.3.9

RedundancySupport indicates what redundancy is
defined in 12.5.

6.3.8 TransparentRedundancyType

This ObjectType is a subtype of ServerRedundancyType

supported by the server. Its values are

Attribute Value NS YN

BrowseName | TransparentRedundancyType \ \ / / \ §

IsAbstract False < < C \ VY

References Node BrowseName talype TypeDefinition Modelling
Class > W \—/ Rule

Subtype of the ServerRedundancyType defined in 6.3/7, i.e. inheritihg the InstinceDeclarations of that Node.

HasProperty Variable | CurrentServerld \ [(Stirg / PropertyType Mandatory
HasProperty | Variable | RedungéntServerAtray. \ | ReduhdantServérDataType[] | PropertyType Mandatory
~~—

RedundancySupport ServerRedundancyType. It shall be set to

transparent for all insta tRedundancyType.

URI to the client, i
CurrentServerld

As diagnostic information, the RedundantServerArray contains an
the redundant set; including their service levels (see 12.7). This
session.

6.3.9 NonTransparentRedundancyType

This ObjectType is a subtype of ServerRedundancyType an
capabilities of the OPC UA server for non-transparent redundan

array of available servers in
array may change during a

d is used to identify the
cy. It is formally defined in

Table 16.
Table 16 — NonTransparentRedundancyType Definition

Attribute Value
BrowseName NonTransparentRedundancyType
IsAbstract False
References NodeClass | BrowseName | DataType | TypeDefinition | ModellingRule
Subtype of the ServerRedundancyType defined in 6.3.7, that is, inheriting the InstanceDeclarations of that Node.
HasProperty | Variable | ServerUriArray | String[] | PropertyType _J_I\Bm_m_e_

nts
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ServerUriArray is an array with the URI of all redundant servers of the OPC UA server. See
Part 1 for the definition of redundancy in this standard. Since, in a non-transparent
redundancy environment, the client is responsible to subscribe to the redundant servers, it
might or might not open a session to one or more redundant servers of this array.

The redundancy support provided by the server is defined in the RedundancySupport (defined
in the supertype). The client is allowed to access the redundant sever only as described
there, however, "hot” switchover implies the support of “warm” switchover and “warm”
switchover implies the support of “cold” switchover.

If the server supports only a “cold” switchover, the ServicelLevel Variable of the Server Object
should be considered to identify the primary server. In this scenario, only the primary server
may be able to access the underlying system, because the underlylng gystém may support
access only from a single server. In this case, all other servers wji\be identified with a
ServicelLevel of zero.

6.4 ObjectTypes used as EventTypes
6.4.1 General
This International Standard defines standard Eve epresented in the

Part 3. The following

6.4.2 BaseEventType

This EventType is defined in Part 3 repre jon in the AddressSpace is formally

defined in Table 17.

M&nt e Definition
N ~

Attribute Value | \
BrowseName BaseF entTybe S >

IsAbstract Tue\. > < Q
References NodeClass” |\ BrowseName > | DataType | TypeDefinition | ModellingRule
Subtype of the BaseObjectType defined iNG.2 — "\

HasSubtype Obje&Typs, R\ AuditEventlype / Defined in 6.4.3

HasSubtype ObjectType \| SystemEventType Defined in 6.4.28

HasSubtype @bjecwq Ba§‘eModélChangeEventType Defined in 6.4.30

HasSubtype OhjectType\ | Semanti€ChangeEventType Defined in 6.4.32

HasSubtype<_ ectType. | EventQueueOverflowEventType | Defined in 6.4.33

HasProperty Vari e\ \E)/entld ByteString PropertyType Mandatory
HasProperty Variable \ | EventType Nodeld PropertyType Mandatory
HasProperty VariaBR—}\/ SourceNode Nodeld PropertyType Mandatory
HasProperty Variable SourceName String PropertyType Mandatory
HasProperty Variable Time UtcTime PropertyType Mandatory
HasProperty Variable ReceiveTime UtcTime PropertyType Mandatory
HasProperty Variable LocalTime TimeZoneDataType PropertyType Optional
HasProperty Variable Message LocalizedText PropertyType Mandatory
HasProperty Variable Severity Uint16 PropertyType Mandatory

Eventld is generated by the server to uniquely identify a particular Event Notification. The
server is responsible to ensure that each Event has its unique Eventld. It may do this, for
example, by putting GUIDs into the ByteString. Clients can use the Eventld to assist in
minimizing or eliminating gaps and overlaps that may occur during a redundancy failover.

EventType describes the specific type of Event.

SourceNode identifies the Node that the Event originated from. If the Event is not specific to a

Node the Nodeld is set to null. Some subtypes of this BaseEventType may defing_additional
rules for SourceNode. ocuments
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SourceName provides a description of the source of the Event. This could be the
DisplayName of the Event source, if the Event is specific to a Node, or some server-specific
notation.

Time provides the time the Event occurred. This value is set as close to the event generator
as possible. It often comes from the underlying system or device. Once set, intermediate OPC
UA Servers shall not alter the value.

ReceiveTime provides the time the OPC UA Server received the Event from the underlying
device of another Server. ReceiveTime is analogous to ServerTimestamp defined in Part 4,
i.e. in the case where the OPC UA Server gets an Event from another OPC UA Server, each
Server applies its own ReceiveTime. That implies that a Client may get the same Event,
having the same Eventld, from different Servers having different values of; ReceiveTime.

server does not have a description,
Node associated with the Event.

Values will range from 1
highest. Typically, a sevefi
while a value of 1 000 wo
result in severe financi

It is expected th@
Therefore, server

1to 1 000 range i
a client wishing pre

mapping:
\Glient Se\erity OPC Severity
801 to 1 000
MERIUMHIGH 601 to 800
NMEDHUM 401 to 600
MEDIUM LOW 201 to 400
LOW 1 to 200

In many cases a strict linear mapping of underlying source severities to the OPC Severity
range is not appropriate. The server developer will instead intelligently map the underlying
source severities to the 1 to 1 000 OPC Severity range in some other fashion. In particular, it
is recommended that server developers map Events of high urgency into the OPC severity
range of 667 to 1 000, Events of medium urgency into the OPC severity range of 334 to 666
and Events of low urgency into OPC severities of 1 to 333.

For example, if a source supports 16 severity levels that are clustered such that severities 0
to 2 are considered to be LOW, 3 to 7 are MEDIUM and 8 to 15 are HIGH, then an appropriate
mapping might be as follows:
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OPC Range Source severity OPC Severity
HIGH (667 to 1 000) 15 1000
14 955
13 910
12 865
11 820
10 775
9 730
8 685
MEDIUM (334 to 666) 7 650
6 575
5 500 VRN
4
3
LOW (1 to 333) 2
1
0

The purpose of this approach is to allo ien S ity values from multiple servers
from different vendors in a consistent discussions of severity can be found
in Part 9.

6.4.3 AuditEventT
This EventType is_d
defined in Table

N\

epresentation in the AddressSpace is formally

KuditEventType Definition

Attribute Value \

BrowseName SAuditEventType >

IsAbstract e « \

References<\_ | NodeClass_ | BrowseName | DataType | TypeDefinition | ModellingRule
Subtype of the BaseEven Type defiped in 6.4.2, that is, inheriting the InstanceDeclarations of that Node.

HasSubtype O‘B}ethype\ AuditSecurityEventType Defined in 6.4.4

HasSubtype ObjectType”” | AuditNodeManagementEventType Defined in 6.4.19

HasSubtype ObjectType AuditUpdateEventType Defined in 6.4.24

HasSubtype ObjectType AuditUpdateMethodEventType Defined in 6.4.27

HasProperty Variable ActionTimeStamp UtcTime PropertyType Mandatory
HasProperty Variable Status Boolean PropertyType Mandatory
HasProperty Variable Serverld String PropertyType Mandatory
HasProperty Variable ClientAuditEntryld String PropertyType Mandatory
HasProperty Variable ClientUserld String PropertyType Mandatory

This EventType inherits all Properties of the BaseEventType. Their semantic is defined in
6.4.2.

ActionTimeStamp identifies the time the user initiated the action that resulted in the
AuditEvent being generated. It differs from the Time Property because this is the time the
server generated the AuditEvent documenting the action.

Status identifies whether the requested action could be performed (set Status to T%IE) or not
(set Status to FALSE). ocuments
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Serverld uniquely identifies the server generating the Event. It identifies the server uniquely
even in a server-controlled transparent redundancy scenario where several servers may use
the same URI.

ClientAuditEntryld contains the human-readable AuditEntryld defined in Part 3.

The ClientUserld identifies the user of the client requesting an action. The ClientUserld can
be obtained from the UserldentityToken passed in the ActivateSession call. This token can
contain the information in multiple formats depending on the type of User Identity that is
passed to the service. If the UserldentityToken that was passed was defined as a UserName,
then the structure contains an explicit string that is the user. If the passed UserldentityToken
was defined as X509v3, then the CertificateData byte string contains an element that is the

6.4.4 AuditSecurityEventType

This EventType is defined in Part 3. Its representation
defined in Table 19.

Table 19 — AuditSecurityEvent eD
N\ N
AN () >

Attribute Value

BrowseName AuditSecurityEventType N Q { \ ]

IsAbstract True /

References NodeClass | BrowseName —  ‘\DataType_ | TypeDefinition | ModellingRule
Subtype of the AuditEventType defined in 6.4.3, that i, inheyiting the\pstanceDeclarations of that Node.

HasSubtype ObjectType | AugitChannelEvent{ype \| Definedin 874.5

HasSubtype ObjectType | AlditSessighEventTyre ‘Definein 6.4.7

HasSubtype ObjectType ,| AuditCertificateEventType Deffhéd in 6.4.12

This EventType jnherits all the AuditEventType. Their semantic is defined in
6.4.3. There ared' ional<ro ed for this EventType.

6.4.5 pe

This EventT Part 3. Its representation in the AddressSpace is formally

defined in Takle 20

able 20 — AuditChannelEventType Definition

Attribute Value~ )

BrowseName AuditChannelEventType

IsAbstract True

References NodeClass | BrowseName | DataType | TypeDefinition | ModellingRule

Subtype of the AuditSecurityEventType defined in 6.4.4, that is, inheriting the InstanceDeclarations of that Node.
HasSubtype ObjectType AuditOpenSecureChannelEventType Defined in 6.4.6
HasProperty Variable SecureChannelld String | PropertyType

| Mandatory

This EventType inherits all Properties of the AuditSecurityEventType. Their semantic is
defined in 6.4.4. There are no additional Properties defined for this EventType. The
SourceNode for Events of this type should be assigned to the Server Object. The
SourceName for Events of this type should be “SecureChannel/” and the Service that
generates the Event (e.g. SecureChannel/OpenSecureChannel or
SecureChannel/CloseSecureChannel). If the ClientUserld is not available for a
CloseSecureChannel call, then this parameter shall be set to "System/CloseSecureChannel”.

The SecureChannelld shall uniquely identify the SecureChannel. The application shall use the
same identifier in all AuditEvents related to the Session Service Set (AuditSessiorBGeImqents
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and its subtypes) and the SecureChannel Service Set (AuditChannelEventType and its
subtypes).

6.4.6 AuditOpenSecureChannelEventType

This EventType is defined in Part 3. Its representation in the AddressSpace is formally
defined in Table 21.

Table 21 — AuditOpenSecureChannelEventType Definition

Attribute Value

BrowseName AuditOpenSecureChannelEventType

IsAbstract True VRN

References NodeClass BrowseName DataType }&peDefin\lFO\n Modelling
=N Rule

Subtype of the AuditChannelEventType defined in 6.4.5, that is, inheriting the InstanceDeclarafiors fthaf\[\loﬁq

HasProperty Variable ClientCertificate ByteString . N\PropertyType “Mandatory

HasProperty Variable ClientCertificateThumbprint String P(opﬁr\tyTbe Mandatory

HasProperty Variable RequestType SecurityTokenRequ%\stType Prbpert?{ype) Mandatory

HasProperty Variable SecurityPolicyUri String N\ \ | RropertyTypé Mandatory

HasProperty Variable SecurityMode MessageSecirityModte \ NPropertyType Mandatory

HasProperty Variable RequestedLifetime Duration”™ N\ |\ PropeftyType Mandatory

This EventType inherits all Properties of the
defined in 6.4.5. The SourcelNs
“SecureChannel/OpenSecureChannek. TF
parameter shall be set to "System/Ope

e. Their semantic is
type should be

RequestedLifeti
call.

7¢ is the requestedLifetime parameter of the OpenSecureChannel Service

6.4.7 AuditSessionEventType

This EventType is defined in Part 3. Its representation in the AddressSpace is formally
defined in Table 22.

Full document details: IEC 62541-5 2011
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Table 22 — AuditSessionEventType Definition

Attribute Value

BrowseName AuditSessionEventType

IsAbstract True

References NodeClass | BrowseName | DataType | TypeDefinition | ModellingRule
Subtype of the AuditEventType defined in 6.4.4, that is, inheriting the InstanceDeclarations of that Node.

HasSubtype ObjectType AuditCreateSessionEventType Defined in 6.4.8

HasSubtype ObjectType AuditActivateSessionEventType Defined in 6.4.10

HasSubtype ObjectType AuditCancelEventType Defined in 6.4.11

HasProperty Variable Sessionld Nodeld | PropertyType | Mandatory

This EventType inherits all Properties of the AuditEventType. Their semantic is defined in
6.4.4. There are no additional Properties defined for this EventType.

Otherwise, the SourceNode for Events of this type should
The SourceName for Events of this type should be “Sessi

defined in Table 23.

<\'5a e 23 -

Value

Attribute

BrowseName AuditCyé‘q%sess\l‘&gEv\ethypeA\
IsAbstract True  \ /
References NodeClass \ | BrowseName | DataType | TypeDefinition | ModellingRule

Subtype of the AuditSessionEyent{ype defingd in 6.4.7, that is, inheriting the InstanceDeclarations of that Node.

HasSubtype OkjectType\ | AuditUniismatchEventType | Defined in 6.4.9

HasProperty._ | Warlable\ SegureChannelld String PropertyType Mandatory
HasProperty Variable \ \Q}éntCertificate ByteString PropertyType Mandatory
HasProperty VErieQIe \ ClientCertificate Thumbprint String PropertyType Mandatory
HasProperty VariabE\/ RevisedSessionTimeout Duration PropertyType Mandatory

This EventType inherits all Properties of the AuditSessionEventType. Their semantic is
defined in 6.4.7. The SourceName for Events of this type should be “Session/CreateSession”.
The ClientUserld is not available for this call thus this parameter shall be set to the
"System/CreateSession”.

The additional Properties defined for this EventType reflect parameters of the Service call that
triggers the Event.

SecureChannelld shall uniquely identify the SecureChannel. The application shall use the
same identifier in all AuditEvents related to the Session Service Set (AuditSessionEventType
and its subtypes) and the SecureChannel Service Set (AuditChannelEventType and its
subtypes).

ClientCertificate is the clientCertificate parameter of the CreateSession Service call.
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ClientCertificate Thumbprint is a thumbprint of the ClientCertificate.

RevisedSessionTimeout is the returned revisedSessionTimeout parameter of the
CreateSession Service call.

6.4.9 AuditUrIMismatchEventType

This EventType is defined in Part 3. Its representation in the AddressSpace is formally
defined in Table 23.

Table 24 — AuditUrIMismatchEventType Definition

Attribute Value /[

BrowseName AuditUrIMismatchEventType

IsAbstract True A

References NodeClass | BrowseName | DataType | Typ€Definition “NModellingRule
Subtype of the AuditCreateSessionEventType defined in 6.4.8 that is, inheriting the InstanceDexlaratjons,of that Nose,”
HasProperty | Variable | EndpointUrl | String { Propert)Type [ Wandatory

This EventType inherits all Properties of the AuditSe
defined in 6.4.8.

eir semantic is

The additional Properties defined for this EventTyp
triggers the Event.

This EventType is defin
defined in Table 25.

@bl 25 —Audi

Attribute Value <

BrowseName | AuditActivateSassionEyenttype  /

IsAbstract True

References | NgdeClass\ | BrowseName | DataType | TypeDefinition | ModellingRule

Subtype of the AudiiSessionEvgnt [ype defipéd in 6.4.7, that is, inheriting the InstanceDeclarations of that Node.
HasPropertyd | Vatiable \\_ | ClientSoftwareCertificates | SignedSoftwareCertificate][] PropertyType Mandatory

HasProperty Q(ariéblg \ \Qsey)dentityToken UserldentityToken PropertyType Mandatory
This EventTNits all Properties of the AuditSessionEventType. Their semantic is

defined in 6.4.7. The SourceName for Events of this type should be
“Session/ActivateSession”.

The additional Properties defined for this EventType reflect parameters of the Service call that
triggers the Event.

ClientSoftwareCertificates is the clientSoftwareCertificates parameter of the ActivateSession
Service call.

UserldentityToken reflects the userldentityToken parameter of the ActivateSession Service
call. For Username/Password tokens the password should NOT be included.

6.4.11 AuditCancelEventType

This EventType is defined in Part 3. Its representation in the AddressSpace is formally

defined in Table 26. Documents
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Table 26 — AuditCancelEventType Definition

Attribute Value

BrowseName | AuditCancelEventType

IsAbstract True

References NodeClass | BrowseName | DataType | TypeDefinition | ModellingRule

Subtype of the AuditSessionEventType defined in 6.4.7, i.e. inheriting the InstanceDeclarations of that Node.

HasProperty | Variable | RequestHandle | UInt32 | PropertyType | Mandatory

This EventType inherits all Properties of the AuditSessionEventType. Their semantic is
defined in 6.4.7. The SourceName for Events of this type should be “Session/Cancel”.

The additional Properties defined for this EventType reflect parameters of
triggers the Event.

Service call that

RequestHandle is the requestHandle parameter of the Cancel Servi

6.4.12 AuditCertificateEventType

This EventType is defined in Part 3. Its representatio
defined in Table 27.

Swace is formally

Table 27 — AuditCertifica enfType Definitio

Attribute Value < Y ¢ U VUV

BrowseName | AuditCertificateEventType /

IsAbstract True

References NodeClass | BrowseName ( | DataType | TypeDefinition | ModellingRule

Subtype of the AuditSecurityEventType defined in 6.4.%, thakis, Inperiting the InstanceDeclarations of that Node.

HasSubtype | ObjectType | AugifCexificatéDataMismatchEvehtType\| Defined in 6.4.13
HasSubtype | ObjectType | AuditCertifisdteExpiretdEventType \\/ | Defined in 6.4.14
HasSubtype | ObjectType |[AuditCextificatelvalidEventType / Defined in 6.4.15
HasSubtype | ObjectType || AuditCertificateUntrustedEventType Defined in 6.4.16
HasSubtype ObjectFype\ | AuditCertficateRevokedEyentPype Defined in 6.4.17
HasSubtype | ObjectType” |\ AuditCertificateNlismatthEvEntType Defined in 6.4.18
HasProperty | Variable ~ (| Certfitate \_ A\ ByteString | PropertyType | Mandatory

matched to thesservi
AuditEvents for these

se that passed it (Session or SecureChannel Service Set) since the

Services also included the Certif

icate.

6.4.13 AuditCertificateDataMismatchEventType

This EventType is defined in Part 3. Its representation in the AddressSpace is formally
defined in Table 28.

Table 28 — AuditCertificateDataMismatchEventType Definition

Full document details: IEC 62541-5 2011

Attribute Value

BrowseName | AuditCertificateDataMismatchEventType

IsAbstract True

References | NodeClass | BrowseName | DataType | TypeDefinition | ModellingRule

Subtype of the AuditCertificateEventType defined in 6.4.12, i.e. inheriting the InstanceDeclarations of that Node.

HasProperty Variable InvalidHostname String PropertyType Mandatory

HasProperty Variable InvalidUri String PropertyType Mandatory
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This EventType inherits all Properties of the AuditCertificateEventType. Their semantic is
defined in 6.4.12. The SourceName for Events of this type should be “Security/Certificate”.

InvalidHostname is the string that represents the host name passed in as part of the URL that
is found to be invalid. If the host name was not invalid it can be NULL.

InvalidUri is the URI that was passed in and found to not match what is contained in the
certificate. If the URI was not invalid it can be NULL.

Either the InvalidHostname or InvalidUri shall be provided.

6.4.14 AuditCertificateExpiredEventType

This EventType is defined in Part 3. Its representation in the Add 5 is formally
defined in Table 29.

Table 29 — AuditCertificateExpiredEventType

Attribute Value { NN \

BrowseName | AuditCertificateExpiredEventType N\ /

IsAbstract True

References | NodeClass | BrowseName | DataTyp¢ () “NypeDefinition | ModellingRule
Subtype of the AuditCertificateEventType defined in 6.4.12, that is, irariting the/InstanceDeclarations of that Node.

before start or time after end). There afe nti akProperties defined for this EventType.

6.4.15 AuditCertificatelhvalidEventType

defined in Table

s

This EventType ii defin i . epresentation in the AddressSpace is formally

ificatelnvalidEventType Definition

Attribute Value \

BrowseName | A{ditCettifidatelhvalidEventType

IsAbstract Tr N\ \

References<_| NodeClass. | BrowseName | DataType | TypeDefinition | ModellingRule
Subtype of the AudjtCenlificateEvent Pype defined in 6.4.12, that is, inheriting the InstanceDeclarations of that Node.

This EventType\inha>ts all Properties of the AuditCertificateEventType. Their semantic is
defined in 6.4.12. The SourceName for Events of this type should be “Security/Certificate”.
The Message shall include a description of why the certificate is invalid. There are no
additional Properties defined for this EventType.

6.4.16 AuditCertificateUntrustedEventType

This EventType is defined in Part 3. Its representation in the AddressSpace is formally
defined in Table 31.

Table 31 — AuditCertificateUntrustedEventType Definition

Attribute Value

BrowseName | AuditCertificateUntrustedEventType

IsAbstract True

References NodeClass | BrowseName | DataType | TypeDefinition | ModellingRule

Subtype of the AuditCertificateEventType defined in 6.4.12, that is, inheriting the InstanceDeclarations of that Node,
Documents
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This EventType inherits all Properties of the AuditCertificateEventType. Their semantic is
defined in 6.4.12. The SourceName for Events of this type should be “Security/Certificate”.
The Message Variable shall include a description of why the certificate is not trusted. If a trust
chain is involved then the certificate that failed in the trust chain should be described. There
are no additional Properties defined for this EventType.

6.4.17 AuditCertificateRevokedEventType

This EventType is defined in Part 3.
defined in Table 32.

Its representation in the AddressSpace is formally

Table 32 — AuditCertificateRevokedEventType Definition

Attribute Value {

BrowseName | AuditCertificateRevokedEventType L

IsAbstract True / \ \

References | NodeClass | BrowseName | DataType NTypeDefinition NModellingRule
Subtype of the AuditCertificateEventType defined in 6.4.12, that is, inheriting the InstangéD&slara{jon,of that Node.

heir semantic is
urity/Certificate”.
is revoked (was the

revocation list unavailable or was the certificate e are no additional

Properties defined for this EventType.

6.4.18 AuditCertificateMismatchEve

This EventType is defined in Part 3( se

defined in Table 33.

Its_repre an in the AddressSpace is formally

TabIeI;’-{— u tC(e{ifl ateMismatchEventType Definition

Attribute Value

BrowseName | AuditGértificateMismatch&ventRype

IsAbstract True

References | NodeClass< | BrawseName/\ | DataType | TypeDefinition | ModellingRule
Subtype of the AuditCertificaleEventTyre defined in §24.12, that is, inheriting the InstanceDeclarations of that Node.

alk Properties of the AuditCertificateEventType. Their semantic is
urceName for Events of this type should be “Security/Certificate”.

additional enties\defined for this EventType.

6.4.19 AuditNodeManagementEventType

This EventType is defined in Part 3.
defined in Table 34.

Its representation in the AddressSpace is formally

Table 34 — AuditNodeManagementEventType Definition

Attribute Value
BrowseName AuditNodeManagementEventType
IsAbstract True
References NodeClass | BrowseName | DataType | TypeDefinition | ModellingRule
Subtype of the AuditEventType defined in 6.4.3, that is, inheriting the InstanceDeclarations of that Node.
HasSubtype ObjectType AuditAddNodesEventType
HasSubtype ObjectType AuditDeleteNodesEventType
HasSubtype ObjectType AuditAddReferencesEventType
HasSubtype ObjectType AuditDeleteReferencesEventType
Documents

Full document details: IEC 62541-5 2011

Document Sharing Hub


http://avadocuments2026.com/doc/iec-62541-5-2011
http://avadocuments2026.com/doc/iec-62541-5-2011

- 34 - 62541-5 © IEC:2011

This EventType inherits all Properties of the AuditEventType. Their semantic is defined in
6.4.3. There are no additional Properties defined for this EventType. The SourceNode for
Events of this type should be assigned to the Server Object. The SourceName for Events of
this type should be “NodeManagement/” and the Service that generates the Event (e.g.
AddNodes, AddReferences, DeleteNodes, DeleteReferences).

6.4.20 AuditAddNodesEventType

This EventType is defined in Part 3. Its representation in the AddressSpace is formally
defined in Table 35.

Table 35 — AuditAddNodesEventType Definition

VAN
Attribute Value {
BrowseName AuditAddNodesEventType L
IsAbstract True
References NodeClass | BrowseName | DataType | TypeDefinition\ | ModetlingRule
Subtype of the AuditNodeManagementEventType defined in 6.4.19, that is, inheriting the/InStapnceDedlaratigns ofthat Node.
HasProperty | Variable | NodesToAdd | AddNodesltem]] | RropertyTybe \ | Mandatory

This EventType inherits all Properties of the Auds entType. Their
semantic is defined in 6.4.19. The SourceNamg F his type should be
“NodeManagement/AddNodes”.

The additional Properties defined for
triggers the Event.

NodesToAdd is the NodesToAdd paramete ges Service call.

@ Add

€p

6.4.21 AuditDeleteNode

This EventType is defin

defined in Table@

Sentation in the AddressSpace is formally

eteNodesEventType Definition

Attribute Value

IsAbstract Yrue

BrowseName (KuaTtE@NeN\qdesR/entMe
NN

References // “\NodeClass | BrowseName | TypeDefinition | ModellingRule

Subtype of th&>AuditNedeMapagementEventType defined in 6.4.19, i.e. inheriting the InstanceDeclarations of that Node.

HasProperty  [“Wariable \ | ModesToDelete | DeleteNodesltem[] | PropertyType | Mandatory

This EventTprrits all Properties of the AuditNodeManagementEventType. Their
semantic is defined in 6.4.19. The SourceName for Events of this type should be
“NodeManagement/DeleteNodes”.

The additional Properties defined for this EventType reflect parameters of the Service call that
triggers the Event.

NodesToDelete is the nodesToDelete parameter of the DeleteNodes Service call.

6.4.22 AuditAddReferencesEventType

This EventType is defined in Part 3. Its representation in the AddressSpace is formally
defined in Table 37.

Full document details: IEC 62541-5 2011
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Table 37 — AuditAddReferencesEventType Definition

Attribute Value

BrowseName AuditAddReferencesEventType

IsAbstract True

References NodeClass | BrowseName | DataType | TypeDefinition | ModellingRule
Subtype of the AuditNodeManagementEventType defined in 6.4.19, that is, inheriting the InstanceDeclarations of that Node.
HasProperty | Variable | ReferencesToAdd | AddReferencesltem]] | PropertyType | Mandatory

This EventType inherits all Properties of the AuditNodeManagementEventType. Their
semantic is defined in 6.4.19. The SourceName for Events of this type should be
“NodeManagement/AddReferences”.

The additional Properties defined for this EventType reflect parameters of
triggers the Event.

arvice call that

ReferencesToAdd is the referencesToAdd parameter of the Add

6.4.23 AuditDeleteReferencesEventType

This EventType is defined in Part 3. Its representation\j s8pace is formally
defined in Table 38.

Table 38 — AuditDe%et\Ref?g% v m@pe finition

Attribute Value /

BrowseName AuditDeleteReferencesEventType /l

IsAbstract True

References NodeClass | BrowseName \ | DataType | TypeDefinition | ModellingRule
Subtype of the AuditNodeManagemefitEventTyge definéd in 6%4.19) that iSyinheriting the InstanceDeclarations of that Node.
HasProperty | Variable | ReferentegToDeletd\ [N\DeleteRefetericesltem[] | PropertyType | Mandatory

This EventType inheXi
semantic is d '
“NodeManagement/De

The additional P
triggers the

6.4.24 AuditUpdateEventType

This EventType is defined in Part 3. Its representation in the AddressSpace is formally
defined in Table 39.

Table 39 — AuditUpdateEventType Definition

Attribute Value

BrowseName AuditUpdateEventType

IsAbstract True

References NodeClass | BrowseName | DataType | TypeDefinition | ModellingRule
Subtype of the AuditEventType defined in 6.4.3, that is, inheriting the InstanceDeclarations of that Node.

HasSubtype ObjectType AuditWriteUpdateEventType Defined in 6.4.25

HasSubtype ObjectType AuditHistoryUpdateEventType Defined in 6.4.26

This EventType inherits all Properties of the AuditEventType. Their semantic is defined in
6.4.3. The SourceNode for Events of this type should be assigned to the Nodeld that was
changed. The SourceName for Events of this type should be “Attribute/” and the WCﬂJMents
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generated the event (e.g. Write, HistoryUpdate). Note that one Service call may generate
several Events of this type, one per changed value.

6.4.25 AuditWriteUpdateEventType

This EventType is defined in Part 3. Its representation in the AddressSpace is formally
defined in Table 40.

Table 40 — AuditWriteUpdateEventType Definition

Attribute Value
BrowseName AuditWriteUpdateEventType
IsAbstract True VRN
References NodeClass | BrowseName | DataType | TypeDefinition . | N ModellingRule
Subtype of the AuditUpdateEventType defined in 6.4.24, that is, inheriting the InstanceDeclaratior§ of thatNode.
HasProperty Variable Attributeld Uint32 PropertyTypg” \| \ Manhdatory
HasProperty Variable IndexRange NumericRange PropertyTyp\ \ \Mand}tory
HasProperty Variable NewValue BaseDataType PropeptyType \  \ Marfdatory
HasProperty Variable OldValue BaseDataType Prope\tyType \ )?Iandatory

N

This EventType inherits all Properties of the AuditUpdatekyen

.~he )SourceName for
Events of this type should be “Attribute/Write”. Their i

OldValue identifies the SourceNode contained before the write. If the
AttributelndexRg € vajtie of that range is shown. It is acceptable for a
server that does z i 9

Both the NewValge a ill contain a value in the DataType and encoding used
for writing the x

defined in Table™4

Table 41 — AuditHistoryUpdateEventType Definition

Attribute Value

BrowseName AuditHistoryUpdateEventType

IsAbstract True

References NodeClass | BrowseName | DataType | TypeDefinition | ModellingRule
Subtype of the AuditUpdateEventType defined in 6.4.24, that is, inheriting the InstanceDeclarations of that Node.

HasProperty | Variable | ParameterDataTypeld | Nodeld [ PropertyType | New

This EventType inherits all Properties of the AuditUpdateEventType. Their semantic is defined
in 6.4.24.

The ParameterDataTypeld identifies the DataTypeld for the extensible parameter used by the
HistoryUpdate. This parameter indicates the type of HistoryUpdate being performed.
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Subtypes of this EventType are defined in Part 11 representing the different possibilities to
manipulate historical data.

6.4.27 AuditUpdateMethodEventType

This EventType is defined in Part 3. Its representation in the AddressSpace is formally
defined in Table 42.

Table 42 — AuditUpdateMethodEventType Definition

Attribute Value

BrowseName AuditUpdateMethodEventType

IsAbstract True VRN

References NodeClass | BrowseName | DataType | TypeDefinition . | N ModellingRule

Subtype of the AuditEventType defined in 6.4.3, that is, inheriting the InstanceDeclarations of thakﬂoab. T\

HasProperty Variable Methodld Nodeld PropertyTypg” \| \ Manhdatory

HasProperty Variable InputArguments BaseDataType][] PropertyTyp\ \ \Mand}tory
This EventType inherits all Properties of the AuditEventType\ Thei m defined in

6.4.3. The SourceNode for Events of this type should be e Nodeld of the object
that the method resides on. The SourceName fo is Aype should be
“Attribute/Call”. Note that one Service call may gen of this type, one per
method called. This EventType should be further su flect the functionality of
the method and to reflect changes to the Addr '
method.

This EventType@ef ts\fepresentation in the AddressSpace is formally
defined in Table 43.

Table 43

AN
Attribute Value \ /
BrowseNamg” “NSystemEyeniTypa
2

IsAbstract TR\ \

References “NodeClass, | BrowseName DataType | TypeDefinition | ModellingRule
HasSubtype ObjettType ) | DeviceFailureEventType | Defined in 6.4.29

Subtype of the BaseEventTﬁé defined in 6.4.2, that is, inheriting the InstanceDeclarations of that Node.

SystemEventType Definition

This EventType inherits all Properties of the BaseEventType. Their semantic is defined in
6.4.2. There are no additional Properties defined for this EventType.

6.4.29 DeviceFailureEventType

This EventType is defined in Part 3. Its representation in the AddressSpace is formally
defined in Table 44.
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Table 44 — DeviceFailureEventType Definition

Attribute Value

BrowseName DeviceFailureEventType

IsAbstract True

References NodeClass | BrowseName | DataType | TypeDefinition | ModellingRule
Subtype of the SystemEventType defined in 6.4.28, that is, inheriting the InstanceDeclarations of that Node.

This EventType inherits all Properties of the BaseEventType. Their semantic is defined in
6.4.2. There are no additional Properties defined for this EventType.

6.4.30 BaseModelChangeEventType

This EventType is defined in Part 3. Its representation in the AddressSpa is formally
defined in Table 45.

Table 45 — BaseModelChangeEventType

Attribute Value

BrowseName | BaseModelChangeEventType Q

IsAbstract True

References NodeClass | BrowseName Y DataType, N TypeDefinition | ModellingRule
Subtype of the BaseEventType defined in 6.4.2, that is, inheriting the Irlstan¢eDleclaratiqns ofthasKode.

HasSubtype | ObjectType | GeneralModelChangeEventType/” \ |\ Defified in6.4.34_

This EventType inherits all Propertie3\ of veW{eir semantic is defined in
6.4.2. There are no additional Properti i this entType. The SourceNode for
Events of this type should be the Nodé of the W gives the context of the changes. If
the whole AddressSpace is the conte t, t is set to the Nodeld of the Server
Object. The SourceName fo G showd be the String part of the BrowseName

6.4.31 Genera@
This EventType i . Ns representation in the AddressSpace is formally
defined in Table 4

a eneralModelChangeEventType Definition

Attribute Value \ \

BrowseNare_ | GeneralMoselChangeEventType

IsAbstract NTrue\

References | NodeClass \| BrowseName | DataType | TypeDefinition | ModellingRule
Subtype of the BaseModel€hangeEventType defined in 6.4.30, that is, inheriting the InstanceDeclarations of that Node.
HasProperty | Variable | Changes | ModelChangeStructureDataType[] | PropertyType | Mandatory

This EventType inherits all Properties of the BaseModelChangeEventType. Their semantic is
defined in 6.4.30.

The additional Property defined for this EventType reflects the changes that issued the
ModelChangeEvent. Its structure is defined in 12.16.

6.4.32 SemanticChangeEventType

This EventType is defined in Part 3. Its representation in the AddressSpace is formally
defined in Table 47.
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Table 47 — SemanticChangeEventType Definition

Attribute Value

BrowseName | SemanticChangeEventType

IsAbstract True

References NodeClass | BrowseName | DataType | TypeDefinition | ModellingRule
Subtype of the BaseEventType defined in 6.4.2, that is, inheriting the InstanceDeclarations of that Node.

HasProperty | Variable | Changes | SemanticChangeStructureDataType[] | PropertyType | Mandatory

This EventType inherits all Properties of the BaseEventType. Their semantic is defined in
6.4.2. There are no additional Properties defined for this EventType. The SourceNode for
Events of this type should be the Node of the View that gives the context of the changes. If
the whole AddressSpace is the context, the SourceNode is set to the Nodeld of the Server
Object. The SourceName for Events of this type should be the String par e BrowseName
of the View, for the whole AddressSpace it should be “Server”.

The additional Property defined for this EventType reflects the
SemanticChangeEvent. Its structure is defined in 12.17.

6.4.33 EventQueueOverflowEventType

subscribing for Events in the server overflows. s eS when the interal
EventQueueOverflow Events shall be generated

The EventType for EventQueueOverflow Eveqts defined in Table 48.

Table 48 — Event e

Attribute Value < /[ NN

BrowseName | EventQueueGyerflowEventType )

IsAbstract True | ( ~—_"

References NodeClass (| BrowseName | DataType | TypeDefinition | ModellingRule
Subtype of the BaseE¢entType defined i 6.4.2, that s, inheyifing the InstanceDeclarations of that Node.

ModellingRules_ are \defihed in Part 3. This ObjectType is used as the type for the
ModellingRules. s formally defined in Table 49.

Table 49 — ModellingRuleType Definition

Attribute Value

BrowseName ModellingRuleType

IsAbstract False

References NodeClass | BrowseName | DataType | TypeDefinition | ModellingRule
Subtype of the BaseObjectType defined in 6.2

HasProperty | Variable | NamingRule | NamingRuleType | PropertyType | Mandatory

The Property NamingRule identifies the NamingRule of a ModellingRule as defined in Part 3.

6.6 FolderType

Instances of this ObjectType are used to organise the AddressSpace into a hierarchy of
Nodes. They represent the root Node of a subtree, and have no other semantics associated

with them. However, the DisplayName of an instance of the FolderTypeD)gyeuimients
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“ObjectTypes”, should imply the semantics associated with the use of it. There are no
References specified for this ObjectType. It is formally defined in Table 50.

Table 50 — FolderType Definition

Attribute Value

BrowseName FolderType

IsAbstract False

References NodeClass | BrowseName | DataType | TypeDefinition | ModellingRule
Subtype of the BaseObjectType defined in 6.2.

6.7 DataTypeEncodingType

DataTypeEncodings are defined in Part 3. This ObjectType is u
DataTypeEncodings. There are no References specified for this Ok
defined in Table 51.

Table 51 — DataTypeEncodingType D

Attribute Value {

BrowseName DataTypeEncodingType

IsAbstract False / \

References NodeClass | BrowseName | DataTypé  (NTypeDefiniten | ModellingRule
Subtype of the BaseObjectType defined in 6.2. NN\ / N

6.8 DataTypeSystemType

DataTypeSystems are defined in Part 3. ObjectType is used as type for the

DataTypeSystems. There are no Refere S
defined in Table 52.

cified>for this ObjectType. It is formally

stemType Definition

[:K«)Q\)

Attribute Valyg”

BrowseName DataM}aéy,s{é‘qupe

IsAbstract Fase < NN

References NodeCfass\ | BrawséName | DataType | TypeDefinition | ModellingRule
Subtype of the BaseObjed{Typg defined n 6.2"

n AggregateFunction supported by a UA server. It is formally

Table 53 — AggregateFunctionType Definition

Attribute Value

BrowseName AggregateFunctionType

IsAbstract False

References NodeClass | BrowseName | DataType | TypeDefinition | ModellingRule
Subtype of the BaseObjectType defined in 6.2.

For the AggregateFunctionType, the Description Attribute is mandatory. The Description
Attribute  provides a localized description of the AggregateFunction. Specific
AggregateFunctions may be defined in futher parts of this series of standards.
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7 Standard VariableTypes

7.1 General

Typically, the components of a complex VariableType are fixed and can be extended by
subtyping. However, because each Variable of a VariableType can be extended with
additional components this standard allows the extension of the standard VariableTypes
defined in this document with additional components. This allows the expression of additional
information in the type definition that would be contained in each Variable anyway. However,
it is not allowed to restrict the components of the standard VariableTypes defined in this
International Standard. An example of extending Variable Types would be putting the standard
Property NodeVersion, defined in Part 3, into the BaseDataVariableType, stating that each
DataVariable of the server will provide a NodeVersion.

7.2 BaseVariableType

The BaseVariableType is the abstract base type for all other
the PropertyType and the BaseDataVariableType directly inheri

0 er, only

It is formally defined in Table 54.

Table 54 — BaseVaria

Attribute Value Q Q

BrowseName BaseVariableType

IsAbstract True

ValueRank -2 (-2 =Any) [~ N\

DataType BaseDataType \

References NodeClass  [(BrowseName ™~ \| PataType | TypeDefinition | ModellingRule
HasSubtype VariableType, | Properydype Defjéd in 7.3

HasSubtype VariableType | BaseDataVfiableTyps, ] Defined in 7.4

7.3 Property

all Properties. PK
specialised type

Table 55 — PropertyType Definition

Attribute Value

BrowseName PropertyType

IsAbstract False

ValueRank -2 (-2 = Any)

DataType BaseDataType

References NodeClass | BrowseName | DataType | TypeDefinition | ModellingRule
Subtype of the BaseVariableType defined in 7.2.

7.4 BaseDataVariableType

The BaseDataVariableType is a subtype of the BaseVariableType. It is used as the type
definition whenever there is a DataVariable having no more concrete type definition available.
This VariableType is the base VariableType for VariableTypes of DataVariables, and all other
VariableTypes of DataVariables shall either directly or indirectly inherit from it. However, it
might not be possible for servers to provide all HasSubtype References from this
Variable Type to its subtypes, and therefore it is not required to provide this information.
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There are no References except for HasSubtype References specified for this VariableType.
It is formally defined in Table 56.

Table 56 — BaseDataVariableType Definition

Attribute Value
BrowseName BaseDataVariableType
IsAbstract False
ValueRank -2 (-2 =Any)
DataType BaseDataType
References NodeClass | BrowseName | Comment
Subtype of the BaseVariableType defined in 7.2.
HasSubtype VariableType ServerVendorCapabilityType Defined.in 7.5
HasSubtype VariableType | DataTypeDictionaryType Defirfed in 72§
HasSubtype VariableType DataTypeDescriptionType Déﬁthed in7.7
HasSubtype VariableType | ServerStatusType hDefinedin 78
HasSubtype VariableType BuildinfoType { | Befined in7.9
HasSubtype VariableType | ServerDiagnosticsSummaryType Défined in 710
HasSubtype VariableType SamplinglntervalDiagnosticsArray Type { \Qefﬁ\ed ﬁ\?.1 1\
HasSubtype VariableType SamplinglntervalDiagnostics Type \ Winéq in 742"
HasSubtype VariableType | SubscriptionDiagnosticsArrayType I \_ \MRefinedip 7.13
HasSubtype VariableType SubscriptionDiagnosticsType \\ | \Defined i 7.14
HasSubtype VariableType SessionDiagnosticsArrayType / D\e\fined in7.15
HasSubtype VariableType SessionDiagnosticsVariableType ( ) Dpﬁned in7.16
HasSubtype VariableType | SessionSecurityDiagnosticsArpaylyRe > / A Defined in 7.17
HasSubtype VariableType SessionSecuritnyégnosticgJF)@e X / ( \ > Defined in 7.18
N
7.5 ServerVendorCapabilityType

bilityType Definition

pes define capabilities of the server.
ype is formally defined in Table 57.

Attribute Valug ™\ \ > >
BrowseName ServexVerdarGapabilityType
IsAbstract True ’ A
ValueRank -1 (-1£Stalar)
DataType Base&@ta‘?‘ypé\ /
References M6deClass \| BrowseName | DataType | TypeDefinition | ModellingRule
Subtype of the BasgDataVaridbleType defined in 7.4.
N\

DataTypeDictionarie
defined in Table 58.

Table 58 — DataTypeDictionaryType Definition

. There are no References specified for this VariableType. It is formally

Attribute Value

BrowseName DataTypeDictionaryType

IsAbstract False

ValueRank -1 (-1 = Scalar)

DataType ByteString

References NodeClass | BrowseName | DataType | TypeDefinition | ModellingRule
Subtype of the BaseDataVariableType defined in 7.4.

HasProperty Variable DataTypeVersion String PropertyType Optional
HasProperty Variable NamespaceUri String PropertyType Optional

The meaning of the Property DataTypeVersion is defined in Part 3. The NamespaceURI is the
URI for the namespace described by the Value Attribute of the DataTypeDictionary
Documents
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7.7 DataTypeDescriptionType

—43 —

DataTypeDescriptions are defined in Part 3. This VariableType is used as the type for the
DataTypeDescriptions. There are no References specified for this VariableType. It is formally

defined in Table 59.

Table 59 — DataTypeDescriptionType Definition

Attribute Value
BrowseName DataTypeDescriptionType
IsAbstract False
ValueRank -1 (-1 = Scalar)
DataType ByteString
References NodeClass | BrowseName | DataType | TypeDefinition [ | ModellingRule
Subtype of the BaseDataVariableType defined in 7.4.
HasProperty Variable DataTypeVersion String PropertyTypey\\ \ Obt(onal
HasProperty Variable DictionaryFragment ByteString PropertyTy;é \ \thi&wal
The meaning of the Properties DataTypeVersion and Dictionar defined in Part 3.

7.8 ServerStatusType

This complex VariableType is used for information &
reflect its DataType having the same semantic

defined in Table 60.

Table 60 — SeryerStatusT
Attribute Value >
BrowseName ServerStatusType
IsAbstract False ./
ValueRank -1 (-1 = Scalay) N
DataType ServerStatusDataType
References Node <(2’tx Brows\?‘l\ax \) DataType TypeDefinition Modelling

Rule

Subtype of the BaseDataV\a(gb’fé{?p@Qefmés{m 7\4\
HasComponent | Variablea\ | StartTime "\ UtcTime BaseDataVariableType Mandatory
HasComponent | Varialfle \ CurrentTire / UtcTime BaseDataVariableType Mandatory
HasComponent | Variable \ | State ServerState BaseDataVariableType Mandatory
HasComponent | &ariable’ BulidInfo\ BuildInfo BuildInfoType Mandatory
HasComponent. | Mariable N\ | ‘SecondsTillShutdown Uint32 BaseDataVariableType Mandatory
HasCompon{nt \abk S\utdownReason LocalizedText BaseDataVariableType Mandatory
NOTE Conta% \a&y Ies of these Objects and Variables are defined by their BrowseName defined in the
corresponding TypeBefiniti de. The Nodeld is defined by the composed symbolic name described in 4.1.

7.9

BuildlnfoType

This complex VariableType is used for information about the server status. Its DataVariables
reflect its DataType having the same semantic defined in 12.4. The VariableType is formally
defined in Table 61.
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Table 61 — BuildinfoType Definition

Attribute Value
BrowseName BuildInfoType
IsAbstract False
ValueRank -1 (-1 = Scalar)
DataType Buildinfo
References NodeClass | BrowseName | DataType | TypeDefinition | ModellingRule
Subtype of the BaseDataVariableType defined in 7.4.
HasComponent | Variable ProductUri String BaseDataVariableType Mandatory
HasComponent | Variable ManufacturerName String BaseDataVariableType Mandatory
HasComponent | Variable ProductName String BaseDataVariableType Mandatory
HasComponent | Variable SoftwareVersion String BaseDataVariableType Mandatory
HasComponent | Variable BuildNumber String BaseDataVariableType K\ Mandatory
HasComponent | Variable BuildDate UtcTime BaseDataVariabIeI){pe qudatory
N

7.10 ServerDiagnosticsSummaryType

This complex VariableType is used for diagnostic informatiog 1 VaK reflect its

DataType having the same semantic defined in 12.9. The Vari - y defined in

Table 62.
Table 62 — ServerDiagnosticsSu m(aSyT e

Attribute Value (\\"/ /\
BrowseName ServerDiagnosticsSummaryType /~ N 2 U)W
IsAbstract False \ \ )
ValueRank -1 (-1 = Scalar)
DataType ServerDiagnosticsSummaryDataType
References NodeClass | BrowseName (™ |\DataType | TypeDefinition | ModellingRule
Subtype of the BaseDataVariableTypedefined in%4. \ N\ \
HasComponent | Variable ServerViewCount S [\Uint32 BaseDataVariableType Mandatory
HasComponent | Variable N CurtentSeSsionCount )UInt32 BaseDataVariableType | Mandatory
HasComponent | Variable I \qu%t@dSeéQithoun?\ UInt32 BaseDataVariableType Mandatory
HasComponent | Variabte\ SecurityRejectedSessionCoynt UInt32 BaseDataVariableType Mandatory
HasComponent | Varidble > K RejectédSessionCount Uint32 BaseDataVariableType | Mandatory
HasComponent | Variable” SessionTigeoutGount UInt32 BaseDataVariableType Mandatory
HasComponent | Variablen\ | SessidnAbort€dunt Uint32 BaseDataVariableType | Mandatory
HasComponent | Variafle \ \| SamplingRateCouyht UInt32 BaseDataVariableType Mandatory
HasComponent | Variabls \ | RublishingIntervalCount UInt32 BaseDataVariableType Mandatory
HasComponent | /ariable CurentSibscriptionCount Uint32 BaseDataVariableType | Mandatory
HasComponenk V@riable\ \Qumm&wﬂSubscriptionCount UiInt32 BaseDataVariableType Mandatory
HasComponént NakablR~_ | SkcurityRejectedRequestsCount | UInt32 BaseDataVariableType | Mandatory
HasComponent\] Varigple \ RefjectedRequestsCount UInt32 BaseDataVariableType Mandatory

7.11 SampIWaIDiagnosticsArrayType

This complex VariableType is used for diagnostic information. For each entry of the array,
instances of this type will provide a Variable of the SamplingintervalDiagnosticsType
Variable Type having the sampling rate as BrowseName. The Variable Type is formally defined
in Table 63.
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Table 63 — SamplingintervalDiagnosticsArrayType Definition

Attribute Value

BrowseName SamplinglntervalDiagnosticsArray Type

IsAbstract False

ValueRank 1 (1 = OneDimension)

ArrayDimensions | {0} (0 = UnknownSize)

DataType SamplinglntervalDiagnosticsDataType

References NodeClass BrowseName DataType ModellingRule
TypeDefinition

Subtype of the BaseDataVariableType defined in 7.4.

HasComponent VariableType SamplinglntervalDiagnostics | SamplingintervalDiagnosticsDataType | ExposesltsArray
SamplinglntervalDiagnosticsType

7.12 SamplingintervalDiagnosticsType

This complex VariableType is used for diagnostic information. It

Table 64.
Table 64 — SamplinglintervalDiagnosti
Attribute Value / \
BrowseName SamplingIntervalDiagnosticsType [ ()
IsAbstract False (\\"/ /\
ValueRank -1 (-1 = Scalar) N P ()
DataType SamplinglntervalDiagnosticsData Type \ )
References Node BrowseName > DataType” | TypeDefinition Modelling
Class Rule
Subtype of the BaseDataVariableType defined in 7.4. [ —~_ N
HasComponent | Variable SamptingRate NERNERN NDUration BaseDataVariableType Mandatory
HasComponent | Variable SafipledMonftoreditemsCount) . )| UInt32 BaseDataVariableType | Mandatory
HasComponent | Variable Maxé&mple}dl\llonitorea}t@thCount ) Uint32 BaseDataVariableType Mandatory
HasComponent | Variable | DisablgdMonitoreditemsSamplingCelint | Ulnt32 BaseDataVariableType Mandatory

Attribute Valde \

BrowseName SDbegript@nDiagnosticsArrayType

IsAbstract False

ValueRank 1 (1 = OneDimension)

ArrayDimensions | {0} (0 = UnknownSize)

DataType SubscriptionDiagnosticsDataType

References NodeClass BrowseName DataType ModellingRule
TypeDefinition

Subtype of the BaseDataVariableType defined in 7.4.

HasComponent VariableType SubscriptionDiagnostics SubscriptionDiagnosticsDataType ExposesltsArray
SubscriptionDiagnostics Type

7.14 SubscriptionDiagnosticsType
This complex VariableType is used for diagnostic information. Its DataVariables reflect its

DataType, having the same semantic defined in 12.15. The VariableType is formally defined
in Table 66.
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Table 66 — SubscriptionDiagnosticsType Definition

Attribute Value

BrowseName SubscriptionDiagnosticsType

IsAbstract False

ValueRank -1 (-1 = Scalar)

DataType SubscriptionDiagnosticsDataType

References Node BrowseName DataType | TypeDefinition Modelling
Class Rule

Subtype of the BaseDataVariableType defined in 7.4.

HasComponent | Variable Sessionld Nodeld BaseDataVariableType Mandatory

HasComponent | Variable Subscriptionld Uint32 BaseDataVariableType Mandatory

HasComponent | Variable Priority Byte BaseDataVariableType Mandatory

HasComponent | Variable Publishinglnterval Duration BaseDataVatiableType Mandatory

HasComponent | Variable MaxKeepAliveCount UInt32 BaseDataYariableType Mandatory

HasComponent | Variable MaxLifetimeCount Uint32 BaseD4taVarigbleTyps, | Mandatory

HasComponent | Variable MaxNotificationsPerPublish UInt32 BaséRataVariableRype Mandatory

HasComponent | Variable PublishingEnabled Boolean BéseDataVariableType | Mandatory

HasComponent | Variable ModifyCount Uint32 NBasdDataVariableType M Mandatory

HasComponent | Variable EnableCount Uint32  \ | BaseDataVariableTyp® Mandatory

HasComponent | Variable DisableCount Uint3Z\_ '\ BageDataVakableType | Mandatory

HasComponent | Variable RepublishRequestCount Uinfg2 “BasdDataVariableType Mandatory

HasComponent | Variable RepublishMessageRequestCount L OTnt32 BaseDataVaridbleType | Mandatory

HasComponent | Variable RepublishMessageCount / Ulnt32 \BgseDa\quariableType Mandatory

HasComponent | Variable TransferRequestCount [ [ Oini32 BaseDataVariableType Mandatory

HasComponent | Variable TransferredToAltClientCount  (~ \ \_UIAt32\ | BaseDataVariableType | Mandatory
HasComponent | Variable TransferredToSameglientCoupt”\ > | Uint32 ) | BaseDataVariableType Mandatory

HasComponent | Variable PublishRequestCouny_ \ | Unt32 BaseDataVariableType | Mandatory
HasComponent | Variable DataChangeNotificatiohs\Couht\ UInt32___“| BaseDataVariableType Mandatory
HasComponent | Variable EventNotificationsCoW Int32 BaseDataVariableType Mandatory
HasComponent | Variable NotificationsCount | [N Uiht32 BaseDataVariableType Mandatory
HasComponent | Variable LatePublishReguestCount \ "\ NJnt32 BaseDataVariableType Mandatory
HasComponent | Variable CufrentReepfliveCount  N\_) | Uint32 BaseDataVariableType | Mandatory
HasComponent | Variable (CurréntLifetiteCount ) Uint32 BaseDataVariableType Mandatory
HasComponent | Variable  ||Unackpowledged§Message€ount—_ Uint32 BaseDataVariableType | Mandatory
HasComponent | Variable kDisc\fwdéqu\ssag\\Cohn\t UInt32 BaseDataVariableType Mandatory
HasComponent | Varigble ™ | MonitoredltemSount UInt32 BaseDataVariableType Mandatory
HasComponent | Variable/” {\DisabledMbaitored]temBount Uint32 BaseDataVariableType | Mandatory
HasComponent | Variable, < | MogitoringQueudQuedgwCount Uint32 BaseDataVariableType Mandatory
HasComponent | Variabfe \ \NextSequenceNumber Uint32 BaseDataVariableType | Mandatory
HasComponent | Variable EventQueueOverfibwCount Uint32 BaseDataVariableType Mandatory

This comp ] is used for diagnostic information. For each entry of the array
i e will provide a Variable of the SessionDiagnosticsVariableType
Variable Type, havi he SessionDiagnostics as BrowseName. Those Variables will also be
referenced by the SessionDiagnostics Objects defined by their type in 6.3.5. The
VariableType is formally defined in Table 67.

Table 67 — SessionDiagnosticsArrayType Definition

Attribute Value

BrowseName SessionDiagnosticsArray Type

IsAbstract False

ValueRank 1 (1 = OneDimension)

ArrayDimensions | {0} (0 = UnknownSize)

DataType SessionDiagnosticsDataType

References NodeClass BrowseName DataType ModellingRule
TypeDefinition

Subtype of the BaseDataVariableType defined in 7.4.

HasComponent Variable SessionDiagnostics SessionDiagnosticsDataType ExposesltsArray
SessionDiagnosticsVariableType
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7.16 SessionDiagnosticsVariableType

This complex VariableType is used for diagnostic information. Ilts DataVariables reflect its
DataType, having the same semantic defined in 12.11. The VariableType is formally defined
in Table 68.
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Table 68 — SessionDiagnosticsVariableType Definition

Attribute Value
BrowseName SessionDiagnosticsVariableType
IsAbstract False
ValueRank -1 (-1 = Scalar)
DataType SessionDiagnosticsDataType
References Node BrowseName DataType Modelling
Class TypeDefinition Rule
Subtype of the BaseDataVariableType defined in 7.4.
HasComponent | Variable | Sessionld Nodeld Mandatory
BaseDataVariableType
HasComponent | Variable | SessionName String Mandatory
BaseDataVariableType = ——~_
HasComponent | Variable | ClientDescription ApplicationDescription Mandatory
BaseDataVariableTyp, ~
HasComponent | Variable | ServerUri String Mandatory
BaseDataVarlable(x\
HasComponent | Variable | EndpointUrl String Mandatory
BaseDataVM\ \
HasComponent | Variable | Localelds Localel \ N\ \ Mandatory
Baseéﬁ%ﬂq e%e\
HasComponent | Variable | MaxResponseMessageSize Mandatory
gggg;&wan IeType
HasComponent | Variable | ActualSessionTimeout /f;%m X@\ Mandatory
/\ ayaVariakleType
HasComponent | Variable | ClientConnectionTime (\ % Utif ﬁ}\) Eb? Mandatory
(\ BaseDataYarigbleType
HasComponent | Variable CIientLastContactTime> Utcw Mandatory
eData ariableType
HasComponent | Variable CurrentSubscriptionsCiunt UI% Mandatory
(\ \B\a ataVariableType
HasComponent | Variable | Curr itor unt\) Uint32 Mandatory
A BaseDataVariableType
HasComponent | Variable ntﬁn%hhe tsln@Qv UInt32 Mandatory
BaseDataVariableType
HasComponent | Variabfe\| TotalRequejts \) ServiceCounterDataType Mandatory
BaseDataVariableType
HasComponent Variable” /U ized queﬁ@ Uint32 Mandatory
D«m\ NK/\ BaseDataVariableType
HasComponent | Variakle adC ServiceCounterDataType Mandatory
BaseDataVariableType
HasComponent <ari5b&x Hkﬁw@unt ServiceCounterDataType Mandatory
\ BaseDataVariableType
HasCompon@ a 'ab% WriteGount ServiceCounterDataType Mandatory
\ BaseDataVariableType
HasComponent iable istoryUpdateCount ServiceCounterDataType Mandatory
V‘B\ BaseDataVariableType
HasComponent | Variable Y CallCount ServiceCounterDataType Mandatory
BaseDataVariableType
HasComponent | Variable | CreateMonitoredltemsCount ServiceCounterDataType Mandatory
BaseDataVariableType
HasComponent | Variable | ModifyMonitoredltemsCount ServiceCounterDataType Mandatory
BaseDataVariableType
HasComponent | Variable | SetMonitoringModeCount ServiceCounterDataType Mandatory
BaseDataVariableType
HasComponent | Variable | SetTriggeringCount ServiceCounterDataType Mandatory
BaseDataVariableType
HasComponent | Variable | DeleteMonitoredltemsCount ServiceCounterDataType Mandatory
BaseDataVariableType
HasComponent | Variable | CreateSubscriptionCount ServiceCounterDataType Mandatory
BaseDataVariableType
HasComponent | Variable | ModifySubscriptionCount ServiceCounterDataType Mandatory
BaseDataVariableType
HasComponent | Variable | SetPublishingModeCount ServiceCounterDataType Mandatory
BaseDataVariableType
HasComponent | Variable | PublishCount ServiceCounterDataType - Dm
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