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INTERNATIONAL ELECTROTECHNICAL COMMISSION

OPC UNIFIED ARCHITECTURE -
Part 5: Information Model

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for s
all national electrotechnical committees (IEC National Committees). The obj
international co-operation on all questions concerning standardization in the elecifi

this end and in addition to other activities, IEC publishes International Stan § i ecifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides e d “IEC
Publication(s)”). Their preparation is entrusted to technical committees; a X nittee interested
in the subject dealt with may participate in this preparatory work. ! g 3

governmental organizations liaising with the IEC also participate in thi . |E aborates closely

agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matte
consensus of opinion on the relevant subjects since eac
interested IEC National Committees.

possible, an international
s representation from all

Independent certification bodies provide conformity
marks of conformity. IEC is not responsible for any

v S whether direct or indirect, or for costs (|nc|ud|ng legal fees) and
the publication, use of, or reliance upon, this IEC Publication or any other IEC

8) Attent| F ormative references cited in this publication. Use of the referenced publications is

9) Attention is to the possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IE€ shall ot be held responsible for identifying any or all such patent rights.

International Standard |IEC 62541-5 has been prepared by subcommittee 65E: Devices and
integration in enterprise systems, of I|IEC technical committee 65: Industrial-process
measurement, control and automation.

This second edition cancels and replaces the first edition published in 2011. This edition
constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:

a) Defined ProgressEventType in 6.4.35 identifying the progress of an operation such as a
service call (issue number 0057);

b) Defined DataType called BitFieldMaskDataType in 12.18 representing a bit field where
individual fields can be written without redefining other fields (issue number 0188);

c) Delete Property SamplingRateCount in ServerDiagnosticSummaryDataType 9) as it
was not needed (issue number 0635); f)zoz:uments
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d) Added the Property “EffectiveTransitionTime” to TransitionVariableType in B.4.4 (issue
number 0728);

e) Introduced VariableType OptionSetType in 7.19 representing a bit mask and text defining
the semantic of the individual bits (issue number 0983);

f) Added a new EventType called SystemStatusChangeEventType in 6.4.30 that can be
used to indicate connection to the underlying system is lost (issue number 1416);

g) Added properties to ServerCapabilitiesType (6.3.2) describing the max array length and
string length for variables as well as added an object for operation limits (max size of
arrays when calling services (e.g. read)). Added type OperationLimitsType (6.3.11)
containing that information (issue number 1451);

h) Added SecureChannelld to AuditActivateSessionEventType (6.4.10) a
various places (issue number 1492);

nd adapted text in

i) Added normative Annex C defining FileType and Methods used ans iles (issue
number 1502);

j) Added a Method GetMonitoredltems on ServerType (6.3 \formation on
monitored items (issue 1543);

and 1556).

) Added meta data for namespaces in ServerTyp
that (issue number 1702).

m) Added representations for | ing - i dgceholder in 8.4.4 and

gd types for managing

n) Added new types
NetworkGroupDataType (12.19)

(6.3.10),
(12.20) to manage

Report on voting

65E/404/RVC

A list of all parts the IEC 62541 series, published under the general titte OPC Unified
Architecture, can be found on the IEC website.

The committee has decided that the contents of this publication will remain unchanged until
the stability date indicated on the IEC web site under "http://webstore.iec.ch" in the data
related to the specific publication. At this date, the publication will be

* reconfirmed,

* withdrawn,

* replaced by a revised edition, or
+ amended.

IMPORTANT - The “colour inside” logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct understanding
of its contents. Users should therefore print this publication using a colour printer.
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OPC UNIFIED ARCHITECTURE -

Part 5: Information Model

1 Scope

This part of IEC 62541 defines the Information Model of the OPC Unified Architecture. The
Information Model describes standardised Nodes of a Server's AddressSpace. These Nodes
are standardised types as well as standardised instances used for diaghoStics or as entry
points to server-specific Nodes. Thus, the Information Model defines the\AddressSpace of an
empty OPC UA Server. However, it is not expected that all Server. ide all of these
Nodes.

2 Normative references

The following documents, in whole or in part, are normati ' is document and
are indispensable for its application. For dated refepence 3 jon cited applies. For
undated references, the Ilatest edition of yment (including any
amendments) applies.

3 Terms, definitions and conventions

3.1 Terms and definitions

For the purposes of this document, the terms and definitions given in IEC TR 62541-1 and
IEC 62541-3, as well as the following apply.

3.11
ClientUserld
string that identifies the user of the client requesting an action

Note 1 to entry: The ClientUserld is obtained directly or indirectly from the UserldentityToken passed by the
Client in the ActivateSession Service call. See 6.4.3 for details.

3.2 Abbreviations and symbols
UA  Unified Architecture Documents
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XML  Extensible Markup Language
3.3 Conventions for Node descriptions

Node definitions are specified using tables (see Table 2).

Attributes are defined by providing the Atfribute name and a value, or a description of the
value.

References are defined by providing the ReferenceType name, the BrowseName of the
TargetNode and its NodeClass.

o If the TargetNode is a component of the Node being defined in thetable the Attributes
of the composed Node are defined in the same row of the table.

e The DataType is only specified for Variables;

is set as identified by <number> values. If no <number> is
dimension is set to 0, indicating an unknown size. A

ArrayDimensions can be omitted. If no brackets a G o
DataType and the ValueRank is set to the co espdl % (se€ IEC 62541-3). In
addition, ArrayDimensions is set to null it can be Any or
ScalarOrOneDimension, the value is SO elther “{Any}’" or
“{ScalarOrOneDimension}” and

IEC 62541-3) and the ArrayDi t i igSemitted. Examples are given
in Table 1.
Table 1 w
Notation @y\f\ alte: réy-\g Q Description
Rank mensions

Int32 Int32 [ -1~ bm‘tte@r nyll A scalar Int32.

Int32[] K 1 \ om‘l\tﬁi or {0} Single-dimensional array of Int32 with an
unknown size.

Int32(][] \/ Int3f\ 2 omitted or {0,0} Two-dimensional array of Int32 with unknown
sizes for both dimensions.

Int32[3][] Int??Q\i> (3,0} Two-dimensional array of Int32 with a size of 3 for
the first dimension and an unknown size for the
second dimension.

Int32[5][3] g\ t32 \| 2 {5,3} Two-dimensional array of Int32 with a size of 5 for
the first dimension and a size of 3 for the second
dimension.

Int32{Any }utSZ -2 omitted or null An Int32 where it is unknown if it is scalar or array
with any number of dimensions.

Int32{ScaIarOrOn§&@ } | Int32 -3 omitted or null An Int32 where it is either a single-dimensional
array or a scalar.

e The TypeDefinition is specified for Objects and Variables.

o The TypeDefinition column specifies a symbolic name for a Nodeld, i.e. the specified
Node points with a HasTypeDefinition Reference to the corresponding Node.

e The ModellingRule of the referenced component is provided by specifying the symbolic
name of the rule in the ModellingRule column. In the AddressSpace, the Node shall
use a HasModellingRule Reference to point to the corresponding ModellingRule
Object.

If the Nodeld of a DataType is provided, the symbolic name of the Node representing the
DataType shall be used.

Nodes of all other NodeClasses cannot be defined in the same table; therefore only the used
ReferenceType, their NodeClass and their BrowseName are specified. A referencesto another
part of this document points to their definition. ocuments
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Table 2 illustrates the table. If no components are provided, the DataType, TypeDefinition and
ModellingRule columns may be omitted and only a Comment column is introduced to point to
the Node definition.

Table 2 — Type Definition Table

Attribute Value
Attribute name Attribute value. If it is an optional Attribute that is not set “--“ will be used.

References NodeClass BrowseName DataType | TypeDefinition ModellingRule
ReferenceType | NodeClass BrowseName of the | Attributes of the referenced Node, only Referenced
name of the target Node. If the applicable for Variables and Objects. ModellingRule of
TargetNode. | Reference is to be the referenced
instantiated by the Object.

server, then the

value of the target
Node’s
BrowseName is “--“.

NOTE Notes referencing footnotes of the table content.

TypeDefinition, NodeClass, DataType and ModellipgRule d from the type
definitions, and the symbolic name can be created afi i .1. Therefore those

definitions.

4 Nodelds and BrowseNames

4.1 Nodelds

The Nodelds of all Nodes
defines the actual Nodelds.

ard are only symbolic names. |IEC 62541-6

ole has a HasProperty or HasComponent Reference to
att of another Node have a unique name in this standard,

Object definedin 8.3.2 is based on the ServerType and has the symbolic name “Server”.
Therefore, the instange based on the InstanceDeclaration described above has the symbolic
name “Server.ServerCapabilities.MinSupportedSampleRate”.

The Namespacelndex for all Nodelds defined in this standard is 0. The namespace for this
Namespacelndex is specified in IEC 62541-3.

Note that this standard not only defines concrete Nodes, but also requires that some Nodes
have to be generated, for example one for each Session running on the Server. The Nodelds
of those Nodes are server-specific, including the Namespace. However the Namespacelndex
of those Nodes cannot be the Namespacelndex 0, because they are not defined by the OPC
Foundation but generated by the Server.

4.2 BrowseNames

The text part of the BrowseNames for all Nodes defined in this standard is specified in the
tables defining the Nodes. The Namespacelndex for all BrowseNames defined in this standard

's 0. Documents
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5 Common Attributes

5.1 General

For all Nodes specified in this standard, the Attributes named in Table 3 shall be set as
specified in Table 3.

Table 3 — Common Node Attributes

Attribute Value

DisplayName The DisplayName is a LocalizedText. Each server shall provide the DisplayName identical to
the BrowseName of the Node for the Localeld “en”. Whether the server provides translated
names for other Localelds is vendor specific.

Description Optionally a vendor specific description is provided.

NodeClass Shall reflect the NodeClass of the Node. N

Nodeld The Nodeld is described by BrowseNames as defined in 4.1 anddefined\in IEC 62541-6.
WriteMask Optionally the WriteMask Attribute can be provided. If the

iteMgs ] is\provided, it
shall set all Attributes to not writeable that are not said to\be viendox-specific. kor ple, the
Description Attribute may be set to writeable since a Servermaypro\ide aservet-specific

Node in this standard.

AN
UserWriteMask Optionally the UserWriteMask Attribute can be pri 'dedms Ws for the WriteMask
Attribute apply.
5.2 Objects \)

For all Objects specified in this stardar ibutes n@we in Table 4 shall be set as
specified in Table 4.

Table 4 - tributes
Attribute Vafue [ N L D
EventNotifier N(Vheﬂ»qr theVNoqqcan}sQ\us\ed to sut)scribe to Events or not is vendor specific.

~_
5.3 Variables

For all Variables Cifi
specified in Table

tandard, the Attributes named in Table 5 shall be set as

able 5 — Common Variable Attributes

Attribute” N\ X | Value
MinimumSanplingtterval™_Optionally, a vendor-specific minimum sampling interval is provided.
N

AccessLevel THe access level for Variables used for type definitions is vendor-specific, for all other
Variables defined in this standard, the access level shall allow a current read; other settings

are vendor specific.

UserAccessLevel The value for the UserAccessLevel Attribute is vendor-specific. It is assumed that all
Variables can be accessed by at least one user.

Value For Variables used as InstanceDeclarations, the value is vendor-specific; otherwise it shall
represent the value described in the text.

ArrayDimensions If the ValueRank does not identify an array of a specific dimension (i.e. ValueRank <= 0) the

ArrayDimensions can either be set to null or the Aftribute is missing. This behaviour is
vendor-specific.

If the ValueRank specifies an array of a specific dimension (i.e. ValueRank > 0) then the
ArrayDimensions Attribute shall be specified in the table defining the Variable.

5.4 VariableTypes

For all VariableTypes specified in this standard, the Attributes named in Table 6 shall be set
as specified in Table 6.

Full document details: IEC 62541-5 2015
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Table 6 — Common VariableType Attributes

Attributes
Value
ArrayDimensions

Value

Optionally a vendor-specific default value can be provided.

If the ValueRank does not identify an array of a specific dimension (i.e. ValueRank <= 0) the
ArrayDimensions can either be set to null or the Attribute is missing. This behaviour is vendor-
specific.

If the ValueRank specifies an array of a specific dimension (i.e. ValueRank > 0) then the
ArrayDimensions Attribute shall be specified in the table defining the VariableType.

6 Standard ObjectTypes

6.1 General

definition that would already be contained in each Object. Som
entry points for server-specific extensions. it
components of the standard ObjectTypes defined in thi

The BaseObjectType is used as type d
concrete type definitions available. Seg

for Servers to provide al

therefore it is not requipe

There are no Rc
is formally defined '

However,

BaseObjectType Definition

¢ is an Object having no more
Qid using this ObjectType and use a

he base ObjectType and all other
h it. However, it might not be possible

Attribute < Value\ D

BrowseName~ \ kBE&eO&ectTy}e/

IsAbstract<_ \ [\False

References Nb\deckis | BrowseName DataType TypeDefinition Modelling
Rule

HasSubtype ObjestType | ServerType Defined in 6.3.1

HasSubtype ObjectType ServerCapabilitiesType Defined in 6.3.2

HasSubtype ObjectType ServerDiagnosticsType Defined in 6.3.3

HasSubtype ObjectType SessionsDiagnosticsSummaryType Defined in 6.3.4

HasSubtype ObjectType SessionDiagnosticsObjectType Defined in 6.3.5

HasSubtype ObjectType VendorServerinfoType Defined in 6.3.6

HasSubtype ObjectType ServerRedundancyType Defined in 6.3.7

HasSubtype ObjectType BaseEventType Defined in 6.4.2

HasSubtype ObjectType ModellingRuleType Defined in 6.5

HasSubtype ObjectType FolderType Defined in 6.6

HasSubtype ObjectType DataTypeEncodingType Defined in 6.7

HasSubtype ObjectType DataTypeSystemType Defined in 6.8

6.3 ObjectTypes for the Server Object

6.3.1 ServerType

This ObjectType defines the capabilities supported by the OPC UA Server. It is formally
defined in Table 8. Documents
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Table 8 — ServerType Definition

- 19—

Attribute Value
BrowseName ServerType
IsAbstract False
References NodeClass BrowseName DataType TypeDefinition Modelling
Rule
Subtype of the BaseObjectType defined in 6.2
HasProperty Variable ServerArray String[] PropertyType Mandatory
HasProperty Variable NamespaceArray String[] PropertyType Mandatory
HasComponent Variable ServerStatus’ ServerStatusDataType | ServerStatusType Mandatory
HasProperty Variable ServicelLevel Byte PropertyType Mandatory
HasProperty Variable Auditing Boolean PropertyType Mandatory
HasComponent Object ServerCapabiIities1 - ServerCapabjlitresType Mandatory
HasComponent Object ServerDiagnostics’ - ServerDiagnjostics Type Mandatory
HasComponent Object VendorServerinfo - Vendor$€rv\érlnfe{ype Mandatory
HasComponent Object ServerRedundancy’ | - ServefRadundahcyType N\Mandatory
HasComponent Object Namespaces - Narﬁespé@e\sl'ype Obptional
HasComponent Method GetMonitoredltems Defined in 9 \éptlonal
NOTE Containing Objects and Variables of these Objects and Variables are defined%\& %%\d(@ed in the
corresponding TypeDefinitionNode. The Nodeld is defined by the composed sympolic name described'ip 4.1

scope of the network in which it is installed. Ea
that is used in the server table of othe )
the local Server. Values above 0 are
Server. |IEC 62541-4 describes discove
URLs. The Server URI is case sensitive:

The indexes into the s
used in OPC
Servers. Clients

array of namespace URIs. This Variable is also referred as
indexes into the namespace table are referred to as
mespacelndexes are used in Nodelds in OPC UA Services, rather
pace URI. Index O is reserved for the OPC UA namespace, and index 1
is reserved for the™Ndcal Server. Clients may read the entire namespace table or they may
read individual entries in the namespace table. The Server shall not modify or delete entries
of the namespace table while any client has an open session to the Server, because clients
may cache the namespace table. A Server may add entries to the namespace table even if
clients are connected to the Server. It is recommended that Servers not change the indexes of
the namespace table but only add entries, because the client may cache Nodelds using the
indexes. Nevertheless, it might not always be possible for Servers to avoid changing indexes
in the namespace table. Clients that cache Namespacelndexes of Nodelds should always
check when starting a session to verify that the cached Namespacelndexes have not
changed.

ServerStatus contains elements that describe the status of the Server. See 12.10 for a
description of its elements.

ServiceLevel describes the ability of the Server to provide its data to the client. The value
range is from 0 to 255, where 0 indicates the worst and 255 indicates the best. The concrete
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values are vendor-specific. The intent is to provide the clients an indication of availability
among redundant Servers.

Auditing is a Boolean specifying if the Server is currently generating audit events. It is set to
TRUE if the Server generates audit events, otherwise to false. The Profiles defined in
IEC 62541-7 specify what kind of audit events are generated by the Server.

ServerCapabilities defines the capabilities supported by the OPC UA Server. See 6.3.2 for its
description.

ServerDiagnostics defines diagnostic information about the OPC UA Server. See 6.3.3 for its
description.

ServerRedundancy describes the redundancy capabilities provid he S ” This Object
is required even if the Server does not provide any redunda cy DPA 8 Server supports
redundancy, then a subtype of ServerRedundancyType i o de ibe its capabilities.
Otherwise, it provides an Object of type Server with the Property

Namespaces provides a list of Names a e ¢ with additional information
about the namespaces used for the description of
NamespaceMetadataType.

6.3.2 ServerCapabi
This ObjectType@i

defined in Table 9.
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Table 9 — ServerCapabilitiesType Definition

Attribute Value

BrowseName ServerCapabilitiesType

IsAbstract False

References NodeClass | BrowseName | DataType / TypeDefinition | ModellingRule

Subtype of the BaseObjectType defined in 6.2

HasProperty Variable ServerProfileArray String[] Mandatory
PropertyType

HasProperty Variable LocaleldArray Localeld[] Mandatory
PropertyType

HasProperty Variable MinSupportedSampleRate Duration Mandatory
PropertyType

HasProperty Variable MaxBrowseContinuationPoints Uint16 Mandatory
PropertyType (\

HasProperty Variable MaxQueryContinuationPoints Ulnt16 <\\ \Qdatory
PropertyType /\

HasProperty Variable MaxHistoryContinuationPoints Uint16 andgtory
PropertyType

HasProperty Variable SoftwareCertificates SignedSoﬂwaf\CeW \ )llandatory
PropertyType

HasProperty Variable MaxArraylLength UInt32 Optional
e N\ )

HasProperty Variable MaxStringLength nt32 Optional
Propérty Type >

HasComponent Object OperationLimits \8/ Optional

/(\X per tiorj{%itsTyp
HasComponent | Object ModellingRules ) -- NS Mandatory
\ \ \Eoldexpe )\/
HasComponent | Object AggregateFunctiol -- Mandatory
\Eold Type
HasComponent | Variable

Vendor specific Variables o \%fy(e -
,s/?vnger)dorsq |I|t efm

MaxBrowseContinuationPoints is an integer specifying the maximum number of parallel
continuation points of the Browse Service that the Server can support per session. The value
specifies the maximum the Server can support under normal circumstances, so there is no
guarantee the Server can always support the maximum. The client should not open more
Browse calls with open continuation points than exposed in this Variable. The value 0
indicates that the Server does not restrict the number of parallel continuation points the client
should use.

MaxQueryContinuationPoints is an integer specifying the maximum number of parallel
continuation points of the QueryFirst Services that the Server can support per session. The
value specifies the maximum the Server can support under normal circumstances, so there is
no guarantee the Server can always support the maximum. The client should not open more
QueryFirst calls with open continuation points than exposed in this Variable. The value 0
indicates that the Server does not restrict the number of parallel continuation points the client
should use.

Full document details: IEC 62541-5 2015
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MaxHistoryContinuationPoints is an integer specifying the maximum number of parallel
continuation points of the HistoryRead Services that the Server can support per session. The
value specifies the maximum the Server can support under normal circumstances, so there is
no guarantee the Server can always support the maximum. The client should not open more
HistoryRead calls with open continuation points than exposed in this Variable. The value 0
indicates that the Server does not restrict the number of parallel continuation points the client
should use.

SoftwareCertificates is an array of SignedSoftwareCertificates containing all
SoftwareCertificates supported by the Server. A SoftwareCertificate identifies capabilities of
the Server. It contains the list of Profiles supported by the Server. Profiles are described in
IEC 62541-7.

The MaxArrayLength Property indicates the maximum length of a ope\or multidimensional

array supported by Variables of the Server. In a multidimensional arra e overall
length. For example, a three-dimensional array of 2x3x10 has the 60. The
Server might further restrict the length for individual Variable e client.

Servers may use the Property MaxArraylLength defined : 3 b individual
DataVariables to specify the size on individual values. The\ Y may have a
larger or smaller value than MaxArraylLength.

The MaxStringLength Property indicates the maki \ strings supported by
Variables of the Server. The Server might fur Stri String length for individual
Variables without notice to the client. S 9 MaxStringLength defined
in I[EC 62541-3 on individual DataVaxj on individual values. The

an instance ofa vendor-defined subtype of the abstract ServerVendorCapabilityType (see
7.5). Each subtype_of this type defines a specific Server capability. The Nodelds for these
Variables and their VariableTypes are server-defined.

6.3.3 ServerDiagnosticsType

This ObjectType defines diagnostic information about the OPC UA Server. This ObjectType is
formally defined in Table 10.
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Table 10 — ServerDiagnosticsType Definition

Attribute Value

BrowseName ServerDiagnosticsType

IsAbstract False

References Node BrowseName DataType / TypeDefinition Modelling

Class Rule

Subtype of the BaseObjectType defined in 6.2

HasComponent | Variable ServerDiagnosticsSummary ServerDiagnosticsSummaryDataType Mandatory
ServerDiagnosticsSummaryType

HasComponent | Variable SamplinglntervalDiagnosticsArray | SamplinglntervalDiagnosticsDataType][] Optional
SamplingIntervalDiagnosticsArray Type

HasComponent | Variable SubscriptionDiagnosticsArray SubscriptionDiagnosticsDataType([] Mandatory
SubscriptionDiagnosticsArray Fype_

HasComponent | Object SessionsDiagnosticsSummary - Mandatory
SessionsDiagnosticsSu Type

HasProperty Variable EnabledFlag Boolean Mandatory
PropertyType (\

ServerDiagnosticsSummary contains diagnostic summary i
defined in 12.9.

wServer, as

SamplinglntervalDiagnosticsArray is an array of diaghostic ation\ pef sampling rate as
defined in 12.8. There is one entry for each sampling faje c uged by the Server. Its
TypeDefinitionNode is the Var/abIeType Sampl' IDiagnosticsArrayType, providing a
Variable for each entry in the array, a 3 @

The sampling interval diagnostics are ers which use a fixed set of
sampling intervals. In these cases, length and the set of contained Variables will
be determined by the Server configurati oteld assigned to a given sampling

interval diagnostics varia 3 1g as the Server configuration does not
change. A Server ma S ntervalDiagnosticsArray if it does not use
fixed sampling rates.

SubscriptionDia' array” of Subscription diagnostic information per
subscription, as defiped -415. Thereyis one entry for each Notification channel actually
established in '

6.3.4.

EnabledFlag identifigs’whether or not diagnostic information is collected by the Server. It can
also be used by a client to enable or disable the collection of diagnostic information of the
Server. The following settings of the Boolean value apply: TRUE indicates that the Server
collects diagnostic information, and setting the value to TRUE leads to resetting and enabling
the collection. FALSE indicates that no statistic information is collected, and setting the value
to FALSE disables the collection without resetting the statistic values.

Static diagnostic Nodes that always appear in the AddressSpace will return Bad_NotReadable
when the Value Attribute of such a Node is read or subscribed to and diagnostics are turned
off. Dynamic diagnostic Nodes (such as the Session Nodes) will not appear in the
AddressSpace when diagnostics are turned off.

6.3.4 SessionsDiagnosticsSummaryType

This ObjectType defines diagnostic information about the sessions of the OPC UA Server.
This ObjectType is formally defined in Table 11.
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Table 11 — SessionsDiagnosticsSummaryType Definition

Attribute Value

BrowseName SessionsDiagnosticsSummaryType

IsAbstract False

References NodeClass BrowseName DataType / TypeDefinition Modelling

Rule

Subtype of the BaseObjectType defined in 6.2

HasComponent | Variable SessionDiagnosticsArray SessionDiagnosticsDataType[] Mandatory
SessionDiagnosticsArrayType

HasComponent | Variable SessionSecurityDiagnosticsArray SessionSecurityDiagnosticsDataType[] | Mandatory
SessionSecurityDiagnosticsArray Type

HasComponent | Object <ClientName> -- Optional
SessionDiagnosticsObjectType~_ Placeholder

NOTE This row represents no Node in the AddressSpace. It is a placeholder pointing out that instgnces of the ObjectType will
have those Objects.

t Server

SessionSecurityDiagnosticsArray provides an array with active session in
the Server having security-related diagnostic infgrmation session. Since this
information is security-related, it should not be
authorised users.

For each session of the Server, this Okj
indicated by <ClientName>. The Brows
defined in the CreateSession Seryice (IEC
mechanisms. It is of the ObjectType Sessi i

rived from the sessionName
or some other server-specific

6.3.5 SessionDiagnosticsOb

This ObjectType defi
ObjectType is .<©

Attribute ue\  \
BrowseName SessiorBiaghpsticsObjegtType
IsAbstract Ralsg N

Reference‘s\ wﬁv\\&as{/ BrowseName DataType / TypeDefinition Modelling
Rule

Subtype of the BaseBhjectType defined in 6.2

HasComponent VaW SessionDiagnostics SessionDiagnosticsDataType Mandatory
SessionDiagnosticsVariableType

HasComponent Variable SessionSecurityDiagnostics SessionSecurityDiagnosticsDataType Mandatory
SessionSecurityDiagnosticsType

HasComponent Variable SubscriptionDiagnosticsArray SubscriptionDiagnosticsDataType[] Mandatory

SubscriptionDiagnosticsArray Type

SessionDiagnostics contains general diagnostic information about the session; the
SessionSecurityDiagnostics Variable contains security-related diagnostic information.
Because the information of the second Variable is security-related, it should not be made
accessible to all users, but only to authorised users.

SubscriptionDiagnosticsArray is an array of Subscription diagnostic information per opened
subscription, as defined in 12.15. |Its TypeDefinitionNode is the VariableType
SubscriptionDiagnosticsArrayType providing a Variable for each entry in the array, as defined
in 7.13.
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6.3.6 VendorServerinfoType

This ObjectType defines a placeholder Object for vendor-specific information about the OPC
UA Server. This ObjectType defines an empty ObjectType that has no components. It shall be
subtyped by vendors to define their vendor-specific information. This ObjectType is formally
defined in Table 13.

Table 13 — VendorServerinfoType Definition

Attribute Value

BrowseName VendorServerinfoType

IsAbstract False

References NodeClass | BrowseName | DataType | TypeDefinition | ModellingRule
Subtype of the BaseObjectType defined in 6.2

6.3.7 ServerRedundancyType

This ObjectType defines the redundancy capabilities supporteq by ORC WA Berver. It is

formally defined in Table 14.

Attribute Value N\ 2/ N

BrowseName ServerRedundancyType AN ) [ () >

IsAbstract False N N L \ ]

References NodeClass BrowseName > Datam_/ Type Modelling
Definition Rule

Subtype of the BaseObjectType defined in 6.2 [~ N

HasProperty Variable RedundancySupport  \ ‘ReglindancySupport | PropertyType | Mandatory

HasSubtype ObjectType | (fransparghtRedundancyType) “Defined in 6.3.8

HasSubtype ObjectType, | NonTrangparentReduhdancyTypeM Defined in 6.3.9

ncy is supported by the Server. Its values are
, 0 for all instances of the ServerRedundancyType

RedundancySu'
defined in 12.5. 6§

able 15 — TransparentRedundancyType Definition

Attribute Value

BrowseName TransparentRedundancyType

IsAbstract False

References Node BrowseName DataType TypeDefinition Modelling
Class Rule

Subtype of the ServerRedundancyType defined in 6.3.7, i.e. inheriting the InstanceDeclarations of that Node.

HasProperty | Variable | CurrentServerld String PropertyType Mandatory

HasProperty | Variable | RedundantServerArray RedundantServerDataType[] | PropertyType Mandatory

RedundancySupport is inherited from the ServerRedundancyType. It shall be set to
TRANSPARENT_4 for all instances of the TransparentRedundancyType.

Although, in a transparent switchover scenario, all redundant Servers serve under the same
URI to the client, it may be required to track the exact data source on the client.ﬁﬁgﬁments
CurrentServerld contains an identifier of the currently-used Server in the redunda g
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Server is valid only inside a session; if a client opens several sessions, different Servers of
the redundant set of Servers may serve it in different sessions. The value of the
CurrentServerld may change due to failover or load balancing, so a client that needs to track
its data source shall subscribe to this Variable.

As diagnostic information, the RedundantServerArray contains an array of available Servers
in the redundant set; including their service levels (see 12.7). This array may change during a
session.

6.3.9 NonTransparentRedundancyType

This ObjectType is a subtype of ServerRedundancyType and is used to identify the
capabilities of the OPC UA Server for non-transparent redundancy. It i

Table 16.

Table 16 — NonTransparentRedundancyType D@{
Attribute Value < \ >
BrowseName | NonTransparentRedundancyType NN YN
IsAbstract False N NN \
References NodeClass | BrowseName /\ DataTypa\ \{p\eneﬁnition Modelling

Rule

Subtype of the ServerRedundancyType defined in 6.3.7, which means [t inhérit the InstanceDeg)afations of that Node.
HasProperty Variable ServerUriArray C\\_" /| ptingll | PropertyType | Mandatory
HasSubtype | ObjectType | NonTransparentNefwdckRedufitdancyType [ | (Delined in’6.3.10

ServerUriArray is an array with the U
IEC 62541-4 for the deflnltlon of

redundancy environment, i
Therefore the Client might

SeverUriArray shall co

RedundancySu sefverRedundancyType. It shall be set to COLD_1,
WARM_2, HOTV IRRORED_5 for all instances  of the
NonTransparentRedu ] ~t\defines the redundancy support provided by the Server.
The Client is allog dundant Server only as described there, however, "hot”
switchover i i S 9 “warm” switchover and “warm” switchover implies the

er, howevey, for'Servers supporting HotandMirrored redundancy it is strongly

recommended a ents se the HotAndMirrored mechanisms.

If the Server supparts only a “cold” switchover, the ServicelLevel Variable of the Server Object
should be considered to identify the primary Server. In this scenario, only the primary Server
may be able to access the underlying system, because the underlying system may support
access only from a single Server. In this case, all other Servers will be identified with a
ServicelLevel of zero.

6.3.10 NonTransparentNetworkRedundancyType
This ObjectType is a subtype of NonTransparentRedundancyType and is used to identify the

capabilities of the OPC UA Server for non-transparent network redundancy. It is formally
defined in Table 17.
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Table 17 — NonTransparentNetworkRedundancyType Definition

Attribute Value

BrowseName NonTransparentNetworkRedundancyType

IsAbstract False

References | NodeClass | BrowseName | DataType | TypeDefinition | ModellingRule
Subtype of the NonTransparentRedundancyType defined in 6.3.9, which means it inherits the InstanceDeclarations of that
Node.

HasProperty | Variable | ServerNetworkGroups | NetworkGroupDataType[] | PropertyType | Mandatory

Clients switching between network paths to the same Server behave the same as
HotAndMirrored redundancy. Server and network redundancy can be combined. In the
combined approach it is important for the Client to know which ServerUrig’belong to the same
nt Servers.
Therefore, a Server implementing non-transparent network \ use the

RedundancySupport is inherited from the ServerRedundanc hal\beset to COLD_1,
WARM_2, HOT_3 or HOT_AND_MIRRORED_5 the
NonTransparentNetworkRedundancyType. If no server . is > supported (the
ServerUriArray only contains one entry), the R be set to
HOT_AND_MIRRORED_5.
The ServerNetworkGroups contains taType. The URIs of the
Servers in that array (in the serverUriqf the xactly the same as the ones
provided in the ServerUriArray. Howewe c be different. Thus the array
represents a list of HotAndMirrored 1 € . If a server only supports network
redundancy, it has only one entry i PkGroups. The networkPaths in the
structure represents the re ch of the Servers. The networkPaths
describes the different paths (0 3 aiH) ordered by priority. Each network path
contains an endpointU of Strings each containing a URL of an Endpoint.
This allows using diffe
The Endpoints pr 2 ~ itihnthe Endpints provided by the GetEndpoints Service
of the correspondi
6.3.11
This Obj of FolderType and is used to identify the operation limits of the
OPC UASer
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Table 18 — OperationLimitsType Definition

Attribute Value

BrowseName OperationLimitsType

IsAbstract False

References NodeClass | BrowseName | DataType | TypeDefinition | ModellingRule

Subtype of the FolderType defined in 6.6, which means it inherits the InstanceDeclarations of that Node.

HasProperty Variable MaxNodesPerRead Uint32 PropertyType Optional

HasProperty Variable MaxNodesPerHistoryReadData UInt32 PropertyType Optional

HasProperty Variable MaxNodesPerHistoryReadEvents UiInt32 PropertyType Optional

HasProperty Variable MaxNodesPerWrite UlInt32 PropertyType Optional

HasProperty Variable MaxNodesPerHistoryUpdateData Uint32 PropertyType Optional

HasProperty Variable MaxNodesPerHistoryUpdateEvents UlInt32 PropertyType Optional

HasProperty Variable MaxNodesPerMethodCall UInt32 PropertyTy, Optional

HasProperty Variable MaxNodesPerBrowse Uint32 Propertyl'\l'{(pe ptional

HasProperty Variable MaxNodesPerRegisterNodes UInt32 ProperfyType ~.| Optional

HasProperty Variable MaxNodesPerTranslateBrowsePaths | UInt32 Pr ype \%i&\%l
ToNodelds

HasProperty Variable MaxNodesPerNodeManagement Uint32 NPropertyRyp&\ | Qptiowdl

HasProperty Variable MaxMonitoredltemsPerCall uint32 < | PropeityTyge Optional

N\

The MaxNodesPerRead Property indicates the maxi
a Client calls the Read Service.

the'nogesToRead array when

The MaxNodesPerHistoryReadData Prop i es the r@(
array when a Client calls the HistoryRead kXice Nsing the histroyReadDetails RAW,

nodesToRead array whe ] d Serv:ce using the historyReadDetails
EVENTS.

The MaxNodesPe ¢ Y
a Client calls th e Servicé.

Property indicates the maximum size of the

UpdateEvents Property indicates the maximum size of the
Client calls the HistoryUpdate Service using

The MaxNodesPerMethodCall Property indicates the maximum size of the methodsToCall
array when a Client calls the Call Service.

The MaxNodesPerBrowse Property indicates the maximum size of the nodesToBrowse array
when calling the Browse Service or the continuationPoints array when a Client calls the
BrowseNext Service.

The MaxNodesPerRegisterNodes Property indicates the maximum size of the
nodesToRegister array when a Client calls the RegisterNodes Service and the maximum size
of the nodesToUnregister when calling the UnregisterNodes Service.

The MaxNodesPerTranslateBrowsePathsToNodelds Property indicates the maximum size of
the browsePaths array when a Client calls the TranslateBrowsePathsToNodelds Service.

The MaxNodesPerNodeManagement Property indicates the maximum size of the ntigs I iﬁﬂi t
array when a Client calls the AddNodes Service, the maximum size of the rafere ents
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array when a Client calls the AddReferences Service, the maximum size of the
nodesToDelete array when a Client calls the DeleteNodes Service, and the maximum size of
the referencesToDelete array when a Client calls the DeleteReferences Service.

The MaxMonitoredltemsPerCall Property indicates the maximum size of the itemsToCreate
array when a Client calls the CreateMonitoredltems Service, the maximum size of the
itemsToModify array when a Client calls the ModifyMonitoredltems Service, the maximum size
of the monitoreditemlds array when a Client calls the SetMonitoringMode Service, and the
maximum size of the linksToAdd and the linksToRemove arrays when a Client calls the
SetTriggering Service.

6.3.12 AddressSpaceFileType

erver. It is
schema

This ObjectType defines the file for a namespace provided by the
formally defined in Table 19. It represents an XML address space fil
defined in IEC 62541-6.

Attribute Value N N\ \

BrowseName AddressSpaceFileType N \

IsAbstract False

References NodeClass | BrowseName taTyp Typ\eszinition Modelling
Rule

Subtype of the FileType defined in C.2 / N 2 U)W/

HasComponent | Method | ExportNamespace | Rpe method has no parameters. | Optional

The ExportNamespace Method provides pgrt the namespace from the Server

AddressSpace to the XML Ails essSpaceFileType. Value Attributes are

only exported if they repre hgtatic canfi ioM\iriformation. The client is expected to call

the ExportNamespace ML file and then access the file with the

Methods defined ij the
Servers might prowde sowe dor-specific mechanisms importing parts of an address space

as subtype of this ple by defining appropriate Methods.

6.3.13 Na

This Ob etadata for a namespace provided by the Server. It is formally
defined |

Instances of this ject allow Servers to provide more information like version information in
addition to the namespace URI. Important information for aggregating Servers is provided by
the  StaticNodeldTypes, StaticNumericNodeldRange  and  StaticStringNodeldPattern
Properties.
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Table 20 - NamespaceMetadataType Definition
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Attribute Value

BrowseName NamespaceMetadataType

IsAbstract False

References NodeClass BrowseName DataType TypeDefinition Modelling
Rule

Subtype of the BaseObjectType defined in 6.2

HasProperty Variable NamespaceUri String PropertyType Mandatory

HasProperty Variable NamespaceVersion String PropertyType Mandatory

HasProperty Variable NamespacePublicationDate DateTime PropertyType Mandatory

HasProperty Variable IsNamespaceSubset Boolean PropertyType Mandatory

HasProperty Variable StaticNodeldTypes IdType[] PropertyType Mandatory

HasProperty Variable StaticNumericNodeldRange NumericRange[] | PropertyType—~_ Mandatory

HasProperty Variable StaticStringNodeldPattern String Propertnype Mandatory

HasComponent | Object NamespaceFile - Addres§SPaceFileTyps,_ | Optional

as namespacelndex of the QualifiedName and the

QualifiedName.

o programmatically identify the latest

e publication date of the namespace
to determine the latest version if different

all Nodes of the namespace are
"It is set to FALSE if the full namespace is provided

I Attributes in all Servers, including the Value Attribute. For

& InstanceDeclarations shall be identical. That means that for

standard bodies

This

always the same. Namespaces with static Nodes are for example

like the OPC Foundation. is important

information for aggregating Servers. If the namespace is dynamic and used in several Servers
the aggregating Servér needs to distinguish the namespace for each aggregated Server. The
static Nodes of a namespace only need to be handled once, even if it they are used by
several aggregated Servers.

The StaticNodeldTypes Property provides a list of IdTypes used for static Nodes. All Nodes in
the AddressSpace of the namespace using one of the /dTypes in the array shall be static
Nodes.

The StaticNumericNodeldRange Property provides a list of NumericRanges used for numeric
Nodelds of static Nodes. If the StaticNodeldTypes Property contains an entry for numeric
Nodelds then this Property is ignored.

The StaticStringNodeldPattern Property provides a regular expression as defined for the Like
Operator defined in IEC 62541-4 to filter for string Nodelds of static Nodes. If the
StaticNodeldTypes Property contains an entry for string Nodelds then this Property is ignored.

Full document details: IEC 62541-5 2015

Documents

Document Sharing Hub


http://avadocuments2026.com/doc/iec-62541-5-2015
http://avadocuments2026.com/doc/iec-62541-5-2015

IEC 62541-5:2015 © IEC 2015 -31-

The Object NamespaceFile contains all Nodes and References of the namespace in an XML
file where the XML schema is defined in IEC 62541-6. The XML file is provided through an
AddressSpaceFileType Object.

6.3.14 NamespacesType

This ObjectType defines a list of NamespaceMetadataType Objects provided by the Server. It
is formally defined in Table 21.

Table 21 — NamespacesType Definition

Attribute Value

BrowseName NamespacesType YN

IsAbstract False (

References NodeClass BrowseName Data | TypeDefinition Q‘ ode]ﬁg
Type 2\ m%

Subtype of the BaseObjectType defined in 6.2 )

HasComponent | Object | <Namespaceldentifier> | -

\
| NamespageMetadataType . OptispalPfaceholder

namespaces
namespace represented by the Object. This can, fo
the namespace in the NamespaceArray as na

6.4 ObjectTypes used as EventType
6.4.1 General
This International Standa

AddressSpace as Objp

This EventType i
defined in Tabje

able 22 — BaseEventType Definition

Attribute Value\

BrowseName NBaseEventType

IsAbstract True~”

References NodeClass BrowseName DataType TypeDefinition Modelling
Rule

Subtype of the BaseObjectType defined in 6.2

HasSubtype ObjectType AuditEventType Defined in 6.4.3

HasSubtype ObjectType SystemEventType Defined in 6.4.28

HasSubtype ObjectType BaseModelChangeEventType Defined in 6.4.31

HasSubtype ObjectType SemanticChangeEventType Defined in 6.4.33

HasSubtype ObjectType EventQueueOverflowEventType | Defined in 6.4.34

HasSubtype ObjectType ProgressEventType Defined in 6.4.35

HasProperty Variable Eventld ByteString PropertyType Mandatory

HasProperty Variable EventType Nodeld PropertyType Mandatory

HasProperty Variable SourceNode Nodeld PropertyType Mandatory

HasProperty Variable SourceName String PropertyType Mandatory

HasProperty Variable Time UtcTime PropertyType Mandatory

HasProperty Variable ReceiveTime UtcTime PropertyType Mandatory

HasProperty Variable LocalTime TimeZoneDataType PropertyType Optional

HasProperty Variable Message LocalizedText PropertyType Mandatory

HasProperty Variable Severity Uint16 PropertyType mments
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Eventld is generated by the Server to uniquely identify a particular Event Notification. The
Server is responsible to ensure that each Event has its unique Eventld. It may do this, for
example, by putting GUIDs into the ByteString. Clients can use the Eventld to assist in
minimizing or eliminating gaps and overlaps that may occur during a redundancy failover. The
Eventld shall always be returned as value and the Server is not allowed to return a
StatusCode for the Eventld indicating an error.

EventType describes the specific type of Event. The EventType shall always be returned as
value and the Server is not allowed to return a StatusCode for the EventType indicating an
error.

SourceNode identifies the Node that the Event originated from. If the Event is not specific to a
Node the Nodeld is set to null. Some subtypes of this BaseEventType define additional
rules for SourceNode.

UA Servers shall not alter the value.

ReceiveTime provides the time the
device of another Server. Receive N
IEC 62541-4, i.e. in the case where the O

setween the Time Property and the time at the
» If DaylightSavingInOffset is TRUE, then
at the originating location is in effect and Offset
then the Offset does not include DST correction and

location in whic
Standard/Daylight
includes the DS
DST may or ma

LocalTime is a stpocture containt
specifies the tiff ence (i

-readable and localizable text description of the Event. The Server
¢ text to descrlbe the Event. A nuII string is not a valid value; if the

Severity is an indication of the urgency of the Event. This is also commonly called “priority”.
Values will range from 1 to 1000, with 1 being the lowest severity and 1 000 being the
highest. Typically, a severity of 1 would indicate an Event which is informational in nature,
while a value of 1 000 would indicate an Event of catastrophic nature, which could potentially
result in severe financial loss or loss of life.

It is expected that very few Server implementations will support 1 000 distinct severity levels.
Therefore, Server developers are responsible for distributing their severity levels across the
1 to 1 000 range in such a manner that clients can assume a linear distribution. For example,
a client wishing to present five severity levels to a user should be able to do the following

mapping:
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Client Severity OPC Severity
HIGH 801 — 1000
MEDIUM HIGH 601 — 800
MEDIUM 401 — 600
MEDIUM LOW 201 — 400
LOW 1-200

In many cases a strict linear mapping of underlying source severities to the OPC Severity
range is not appropriate. The Server developer will instead intelligently map the underlying
source severities to the 1 to 1 000 OPC Severity range in some other fashion. In particular, it
is recommended that Server developers map Events of high urgency intg_the OPC severity
range of 667 to 1 000, Events of medium urgency into the OPC severity range.of 334 to 666
and Events of low urgency into OPC severities of 1 to 333.

to 2 are considered to be LOW, 3 to 7 are MEDIUM and 8 to 1
mapping might be as follows:

OPC Range Source Severity

HIGH (667 — 1 000) 15 /
14 e
13 (A\\S/

.

N\
([~ AN

9
8

MEDIUM (334 — 666) 7 D)
5

Q N ;

3 N\

LOW (1 — 333) PN

<\ )

0 1

may choose to mapall of their severities into a different subset of the 1 to 1 000 range (for
example, 334 to 1 000).

The purpose of this approach is to allow clients to use severity values from multiple Servers
from different vendors in a consistent manner. Additional discussions of severity can be found
in IEC 62541-9.

6.4.3 AuditEventType

This EventType is defined in IEC 62541-3. Its representation in the AddressSpace is formally
defined in Table 23.

Full document details: IEC 62541-5 2015

Documents

Document Sharing Hub


http://avadocuments2026.com/doc/iec-62541-5-2015
http://avadocuments2026.com/doc/iec-62541-5-2015

- 34 - IEC 62541-5:2015 © IEC 2015

Table 23 — AuditEventType Definition

Attribute Value

BrowseName AuditEventType

IsAbstract True

References NodeClass BrowseName DataType TypeDefinition Modelling
Rule

Subtype of the BaseEventType defined in 6.4.2, which means it inherits the InstanceDeclarations of that Node.

HasSubtype ObjectType AuditSecurityEventType Defined in 6.4.4

HasSubtype ObjectType AuditNodeManagementEventType Defined in 6.4.19

HasSubtype ObjectType AuditUpdateEventType Defined in 6.4.24

HasSubtype ObjectType AuditUpdateMethodEventType Defined in 6.4.27

HasProperty Variable ActionTimeStamp UtcTime PropertyType Mandatory

HasProperty Variable Status Boolean PropertyType~_ Mandatory

HasProperty Variable Serverld String Propertyﬂ'ype Mandatory

HasProperty Variable ClientAuditEntryld String Prop)e/rt?‘\'yp;a\ Mandatory

HasProperty Variable ClientUserld String P}Op&yTypb\ qudatory

This EventType inherits all Properties of the BaseEventType\ The ic ig defined in

6.4.2.

ActionTimeStamp identifies the time the user inj |ated ction\that resulted in the
AuditEvent being generated. It differs from the Ti ) this is the time the
server generated the AuditEvent documenting th

ent. It identifies the Server uniquely
enario where several Servers may use

e AuditEntryld defined in IEC 62541-3.

e client requesting an action. The ClientUserld can
oken passed in the ActivateSession call. If the

depends o
value is null.

suedldentityToken. If an AnonymousldentityToken was used, the

6.4.4 AuditSecurityEventType

This EventType is defined in IEC 62541-3. Its representation in the AddressSpace is formally
defined in Table 24.

Table 24 — AuditSecurityEventType Definition

Attribute Value

BrowseName AuditSecurityEventType

IsAbstract True

References | NodeClass | BrowseName | DataType | TypeDefinition | ModellingRule
Subtype of the AuditEventType defined in 6.4.3, which means it inherits the InstanceDeclarations of that Node.

HasSubtype ObjectType AuditChannelEventType Defined in 6.4.5

HasSubtype ObjectType AuditSessionEventType Defined in 6.4.7

HasSubtype ObjectType AuditCertificateEventType Defined in 6.4.12
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This EventType inherits all Properties of the AuditEventType. Their semantic is defined in
6.4.3. There are no additional Properties defined for this EventType.

6.4.5 AuditChannelEventType

This EventType is defined in IEC 62541-3. Its representation in the AddressSpace is formally
defined in Table 25.

Table 25 — AuditChannelEventType Definition

Attribute Value

BrowseName AuditChannelEventType

IsAbstract True

References NodeClass BrowseName DataType Typ finition Modelling
Rule

Subtype of the AuditSecurityEventType defined in 6.4.4, which means it inherits the Instance}ZéQh(atlon\gohh\at Node.

HasSubtype ObjectType AuditOpenSecureChannelEventType Defined in 6. 4(6\ \

HasProperty Variable SecureChannelld String ] RropetyType | Méndatory

This EventType inherits all Properties of the AuditSec . Their semantic is
defined in 6.4.4. There are no additional Prope ies
SourceNode for Events of this type should be to he )Server Object The
SourceName for Events of this type should 3 and the Service that
generates the Event e enSecureChannel or

SecureChannel/CloseSecureChannel not available for a

CloseSecureChannel call, then this paraxete . stem/CloseSecureChannel”.

The SecureChanne/Id shall unlquely |d cuxeChannel. The application shall use the
same identifier Session  Service  Set
(AuditCreateSessionEvent{ype ssignnEventType and their subtypes) and the

This EventType is i 2541 -3. Its representation in the AddressSpace is formally
defined in Table

AN

Attribute < Value_ \
BrowseName \ud‘l’t@@ﬂ&écureChannelEventType
IsAbstract True \|
References Node BrowseName DataType TypeDefinition Modelling

Class Rule
Subtype of the AuditChannelEventType defined in 6.4.5, which means it inherits the InstanceDeclarations of that Node.
HasProperty Variable ClientCertificate ByteString PropertyType Mandatory
HasProperty Variable | ClientCertificateThumbprint String PropertyType Mandatory
HasProperty Variable | RequestType SecurityTokenRequestType PropertyType Mandatory
HasProperty Variable SecurityPolicyUri String PropertyType Mandatory
HasProperty Variable | SecurityMode MessageSecurityMode PropertyType Mandatory
HasProperty Variable RequestedLifetime Duration PropertyType Mandatory

This EventType inherits all Properties of the AuditChannelEventType. Their semantic is
defined in 6.4.5. The SourceName for Events of this type should be
“SecureChannel/OpenSecureChannel”. The ClientUserld is not available for this call, thus this
parameter shall be set to "System/OpenSecureChannel”.

The additional Properties defined for this EventType reflect parameters of the Service call that

triggers the Event. Documents
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ClientCertificate is the clientCertificate parameter of the OpenSecureChannel Service call.

ClientCertificateThumbprint is a thumbprint of the ClientCertificate. See |EC 62541-6 for
details on thumbprints.

RequestType is the requestType parameter of the OpenSecureChannel Service call.
SecurityPolicyUri is the securityPolicyUri parameter of the OpenSecureChannel Service call.
SecurityMode is the securityMode parameter of the OpenSecureChannel Service call.

>hannel Service

RequestedLifetime is the requestedLifetime parameter of the OpenSe
call.

6.4.7 AuditSessionEventType

This EventType is defined in IEC 62541-3. Its representation i is formally

defined in Table 27.
Table 27 - AuditSessionEvefn{yp\e%' i
~
/

Attribute Value AN\ N

BrowseName AuditSessionEventType A\ [/ [\ >

IsAbstract True < T C NS

References | NodeClass | BrowseName | DataType /| TypeDefiniton | ModellingRule
Subtype of the AuditEventType defined in 6.4.4, which.means ibphetits the InstanceDeclarations of that Node.

HasSubtype ObjectType AuditCreateSessﬁ)nEvgnt\Type Defined in 6.4.8

HasSubtype ObjectType | AuditActivateSessionEkentType Defined in 6.4.10

HasSubtype ObjectType | AuditCangslEventType \ Defined in 6.4.11

HasProperty Variable ‘Sessionld | Nodeld | PropertyType | Mandatory

ties\ of\th€ AuditEventType. Their semantic is defined in

This EventType@
6.4.4.

If the Eventis g 8 erSubscriptions Service call, the SourceNode should be
assigned to the 1 astics Object that represents the session. The SourceName for

the Event (e.g. CreateSession, ActivateSession or CloseSession).

The Sessionld should contain the Session/d of the session that the Service call was issued on
In the CreateSession Service this shall be set to the newly created Sessionld. If no session
context exists (e.qg. for a failed CreateSession Service call) the Sessionid is set to null.

6.4.8 AuditCreateSessionEventType

This EventType is defined in IEC 62541-3. Its representation in the AddressSpace is formally
defined in Table 28.
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Table 28 — AuditCreateSessionEventType Definition

Attribute Value

BrowseName AuditCreateSessionEventType

IsAbstract True

References | NodeClass | BrowseName | DataType | TypeDefinition | ModellingRule
Subtype of the AuditSessionEventType defined in 6.4.7, which means it inherits the InstanceDeclarations of that Node.
HasSubtype ObjectType AuditUrIMismatchEventType | Defined in 6.4.9

HasProperty Variable SecureChannelld String PropertyType Mandatory
HasProperty Variable ClientCertificate ByteString PropertyType Mandatory
HasProperty Variable ClientCertificateThumbprint String PropertyType Mandatory
HasProperty Variable RevisedSessionTimeout Duration PropertyType Mandatory

The ClientUserld is not available for this call thus this param
"System/CreateSession”.

triggers the Event.

SecureChannelld shall uniquely identify the Secur,
same identifier in all AuditEvents
(AuditCreateSessionEventType, AuditXCt

SecureChannel Service Set (AuditCh

ClientCertificate Thumbpri
details on thumbprints.

RevisedSessionTifmgol
CreateSession

6.4.9 AuditUr

revisedSessionTimeout parameter of the

Attribute Value”

BrowseName AuditUrIMismatchEventType

IsAbstract True

References | NodeClass | BrowseName | DataType | TypeDefinition | ModellingRule
Subtype of the AuditCreateSessionEventType defined in 6.4.8 which means it inherits the InstanceDeclarations of that Node.
HasProperty | Variable | EndpointUrl | String | PropertyType | Mandatory

This EventType inherits all Properties of the AuditSessionEventType. Their semantic is
defined in 6.4.8.

The additional Properties defined for this EventType reflect parameters of the Service call that
triggers the Event.

EndpointUrl is the endpointUrl parameter of the CreateSession Service call.

Documents

Document Sharing Hub

Full document details: IEC 62541-5 2015


http://avadocuments2026.com/doc/iec-62541-5-2015
http://avadocuments2026.com/doc/iec-62541-5-2015

- 38 - IEC 62541-5:2015 © IEC 2015

6.4.10 AuditActivateSessionEventType

This EventType is defined in IEC 62541-3. Its representation in the AddressSpace is formally
defined in Table 30.

Table 30 — AuditActivateSessionEventType Definition

Attribute Value

BrowseName AuditActivateSessionEventType

IsAbstract True

References | NodeClass BrowseName DataType TypeDefinition Modelling
Rule

Subtype of the AuditSessionEventType defined in 6.4.7, which means it inherits the InstanceDeclarations of that Node.

HasProperty | Variable ClientSoftwareCertificates | SignedSoftwareCertificate[] Prope;ﬁ/TyBe\ Mandatory

HasProperty | Variable UserldentityToken UserldentityToken Prgpq\'tyType Mandatory

HasProperty | Variable SecureChannelld String PfopertyType.  N\Mandatory

ir semantic is
pe V'should be

This EventType inherits all Properties of the AuditSessio
defined in 6.4.7. The SourceName for Event
“Session/ActivateSession”.

triggers the Event.

ClientSoftwareCertificates is the clien by tificate meter of the ActivateSession
Service call.

SecureChannelld shal eeureChannel. The application shall use the
same identifier~_in . related to the Session Service Set
(AuditCreateSe @ ActivateSessionEventType and their subtypes) and the
SecureChannel Servi | e

6.4.11 AuditCancelE

This EventTyype is
defined j

Table 31 — AuditCancelEventType Definition

Attribute Value

BrowseName AuditCancelEventType

IsAbstract True

References | NodeClass | BrowseName | DataType | TypeDefinition | ModellingRule
Subtype of the AuditSessionEventType defined in 6.4.7, i.e. inheriting the InstanceDeclarations of that Node.
HasProperty | Variable | RequestHandle | UInt32 | PropertyType | Mandatory

This EventType inherits all Properties of the AuditSessionEventType. Their semantic is
defined in 6.4.7. The SourceName for Events of this type should be “Session/Cancel”.

The additional Properties defined for this EventType reflect parameters of the Service call that
triggers the Event.

RequestHandle is the requestHandle parameter of the Cancel Service call.
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6.4.12 AuditCertificateEventType

This EventType is defined in IEC 62541-3. Its representation in the AddressSpace is formally

defined in Table 32.

Table 32 — AuditCertificateEventType Definition

Attribute Value

BrowseName AuditCertificateEventType

IsAbstract True

References NodeClass BrowseName DataType TypeDefinition Modelling
Rule

Subtype of the AuditSecurityEventType defined in 6.4.7, which means it inherits the InstanceDeclarations of that Node.

HasSubtype ObjectType AuditCertificateDataMismatchEventType | Defined in 6.4.13 /

HasSubtype ObjectType AuditCertificateExpiredEventType Defined in 6.4.14 \

HasSubtype ObjectType AuditCertificatelnvalidEventType Defined in 6.4.15,\§ (\

HasSubtype ObjectType AuditCertificateUntrustedEventType Defined in 6.4(( 6 \

HasSubtype | ObjectType | AuditCertificateRevokedEventType Defined in 6.4\ /

HasSubtype ObjectType AuditCertificateMismatchEventType Definedgﬁ 674.\(8 \

HasProperty Variable Certificate ByteString [“RioperyType | Mandatory

This EventType inherits all Properties of the AuditSecurit ntType. Their semantic is

EventType will be defined representing
matched to the Service that passed i

This EventType is defi

defined in Tableé
Tab e{:;\

Attribute SO\ Nalue /

BrowseName AuditCertificateDataMismatchEventType

IsAbstract \ rue

References”\ | NodeClass [\Brow¥eName | DataType | TypeDefiniton | ModellingRule

Subtype ofthe AltifSertificateEventType defined in 6.4.12, i.e. inheriting the InstanceDeclarations of that Node.
HasProperty Vaﬁéble\ [validHostname String PropertyType Mandatory
HasProperty Varigble \ InvalidUri String PropertyType Mandatory

This EventType inherits all Properties of the AuditCertificateEventType. Their semantic is
defined in 6.4.12. The SourceName for Events of this type should be “Security/Certificate”.

InvalidHostname is the string that represents the host name passed in as part of the URL that
is found to be invalid. If the host name was not invalid it can be null.

InvalidUri is the URI that was passed in and found to not match what is contained in the
certificate. If the URI was not invalid it can be null.

Either the InvalidHostname or InvalidUri shall be provided.

6.4.14 AuditCertificateExpiredEventType

This EventType is defined in IEC 62541-3. Its representation in the AddressSpaceD's forma'!H
defined in Table 34. ocuments
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Table 34 — AuditCertificateExpiredEventType Definition

Attribute Value

BrowseName AuditCertificateExpiredEventType

IsAbstract True

References | NodeClass | BrowseName | DataType | TypeDefinition | ModellingRule
Subtype of the AuditCertificateEventType defined in 6.4.12, which means it inherits the InstanceDeclarations of that Node.

This EventType inherits all Properties of the AuditCertificateEventType. Their semantic is
defined in 6.4.12. The SourceName for Events of this type should be “Security/Certificate”.
The Message Variable shall include a description of why the certificate was expired (i.e. time
before start or time after end). There are no additional Properties defined for_this EventType.

6.4.15 AuditCertificatelnvalidEventType

Attribute Value

BrowseName AuditCertificatelnvalidEventType

IsAbstract True NN\ 2/ N

References | NodeClass | BrowseName | DataType /| TypeDefinition | ModellingRule
Subtype of the AuditCertificateEventType defined irk6.4.12, which medps it inkeritstHe IfsfanceDeclarations of that Node.

ertificateEventType. Their semantic is
ype should be “Security/Certificate”.
e certificate is invalid. There are no

Attribute { N\ N Value\

BrowseName \ NAuditCettificateUntrustedEventType

IsAbstract “Rue

References | NodeClass | BrowseName | DataType | TypeDefinition | ModellingRule
Subtype of the AuditCertificateEventType defined in 6.4.12, which means it inherits the InstanceDeclarations of that Node.

This EventType inherits all Properties of the AuditCertificateEventType. Their semantic is
defined in 6.4.12. The SourceName for Events of this type should be “Security/Certificate”.
The Message Variable shall include a description of why the certificate is not trusted. If a trust
chain is involved then the certificate that failed in the trust chain should be described. There
are no additional Properties defined for this EventType.

6.4.17 AuditCertificateRevokedEventType

This EventType is defined in IEC 62541-3. Its representation in the AddressSpace is formally
defined in Table 37.
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Table 37 — AuditCertificateRevokedEventType Definition

Attribute Value

BrowseName AuditCertificateRevokedEventType

IsAbstract True

References | NodeClass | BrowseName | DataType | TypeDefinition | ModellingRule
Subtype of the AuditCertificateEventType defined in 6.4.12, which means it inherits the InstanceDeclarations of that Node.

This EventType inherits all Properties of the AuditCertificateEventType. Their semantic is
defined in 6.4.12. The SourceName for Events of this type should be “Security/Certificate”.
The Message Variable shall include a description of why the certificate is revoked (was the
revocation list unavailable or was the certificate on the list). There are no additional
Properties defined for this EventType.

6.4.18 AuditCertificateMismatchEventType

This EventType is defined in IEC 62541-3. Its representation i
defined in Table 38.

g formally

Table 38 — AuditCertificateMismatc n

Attribute Value (D )

BrowseName AuditCertificateMismatchEventType /\ \ / / AN

IsAbstract True AN\ [ ()

References | NodeClass | BrowseName { Datafype \ ] JlypeDefiniton | ModellingRule
Subtype of the AuditCertificateEventType defined in 6412, which\means, it inh&rits the/nstanceDeclarations of that Node.

This EventType i
defined in Table

Attribute Nvalve ./

BrowseName AuditNQdeManagementEventType

IsAbstract

References | NodeClass | BrowseName | DataType | TypeDefinition | ModellingRule
Subtype of the AuditEventType defined in 6.4.3, which means it inherits the InstanceDeclarations of that Node.
HasSubtype ObjectType AuditAddNodesEventType

HasSubtype ObjectType AuditDeleteNodesEventType

HasSubtype ObjectType AuditAddReferencesEventType

HasSubtype ObjectType AuditDeleteReferencesEventType

This EventType inherits all Properties of the AuditEventType. Their semantic is defined in
6.4.3. There are no additional Properties defined for this EventType. The SourceNode for
Events of this type should be assigned to the Server Object. The SourceName for Events of
this type should be “NodeManagement/” and the Service that generates the Event (e.g.
AddNodes, AddReferences, DeleteNodes, DeleteReferences).
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6.4.20 AuditAddNodesEventType

This EventType is defined in IEC 62541-3. Its representation in the AddressSpace is formally
defined in Table 40.

Table 40 — AuditAddNodesEventType Definition

Attribute Value

BrowseName AuditAddNodesEventType

IsAbstract True

References | NodeClass | BrowseName | DataType | TypeDefinition | ModellingRule
Subtype of the AuditNodeManagementEventType defined in 6.4.19, which means it inherits the InstanceDeclarations of that
Node.

HasProperty | Variable | NodesToAdd | AddNodesltem][] | PropertyType” ™\ Mandatory

This EventType inherits all Properties of the AuditNodeMang
semantic is defined in 6.4.19. The SourceName for Even
“NodeManagement/AddNodes”.

The additional Properties defined for this EventType refl
triggers the Event.

NodesToAdd is the NodesToAdd parameter of t

6.4.21 AuditDeleteNodesEventType

This EventType is defined in IEC 625
defined in Table 41.

T
Attribute Value

BrowseName {AuditDeleteNodegEventType

IsAbstract Trué

References | NodeGlass \BrowseName\ | DataType | TypeDefinition | ModellingRule
Subtype of the AuditNadeManagementEventType dgfined in 6.4.19, i.e. inheriting the InstanceDeclarations of that Node.
HasProperty | Variakle \ “\NodegToDelet€ | DeleteNodesltem[] | PropertyType | Mandatory

This Event erits\ all Properties of the AuditNodeManagementEventType. Their
i i .4.19. The SourceName for Events of this type should be

“NodeManagement/DeleteNodes”.

The additional Properties defined for this EventType reflect parameters of the Service call that
triggers the Event.

NodesToDelete is the nodesToDelete parameter of the DeleteNodes Service call.

6.4.22 AuditAddReferencesEventType

This EventType is defined in IEC 62541-3. Its representation in the AddressSpace is formally
defined in Table 42.
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Table 42 — AuditAddReferencesEventType Definition

Attribute Value

BrowseName AuditAddReferencesEventType

IsAbstract True

References | NodeClass | BrowseName | DataType | TypeDefinition | ModellingRule
Subtype of the AuditNodeManagementEventType defined in 6.4.19, which means it inherits the InstanceDeclarations of that
Node.

HasProperty | Variable | ReferencesToAdd | AddReferencesltem[] | PropertyType | Mandatory

This EventType inherits all Properties of the AuditNodeManagementEventType. Their
semantic is defined in 6.4.19. The SourceName for Events of this type should be
“NodeManagement/AddReferences”.

The additional Properties defined for this EventType reflect parametg ¢ call that

triggers the Event.

6.4.23 AuditDeleteReferencesEventType

This EventType is defined in IEC 62541-3. Its repre ilnthe AddressSpace is formally
defined in Table 43.

Table 43 — AuditDeleteReferencesEventType Definition

Attribute Value

BrowseName AudltDeIeteReferencesEventTy\ge

IsAbstract True /N

References | NodeClass | BrowseName N DataTypa ~ | TypeDefinition | ModellingRule
Subtype of the AuditNodeManagemen ven?TyWe iWhich means it inherits the InstanceDeclarations of that
Node.

HasProperty | Varjable '\ | RefersncesToDelete\| DejeteReferencesltem[] | PropertyType | Mandatory

This EventType
semantic is de
“NodeManage

ReferencesToDelete/is the referencesToDelete parameter of the DeleteReferences Service
call.

6.4.24 AuditUpdateEventType

This EventType is defined in IEC 62541-3. Its representation in the AddressSpace is formally
defined in Table 44.

Table 44 — AuditUpdateEventType Definition

Attribute Value

BrowseName AuditUpdateEventType

IsAbstract True

References | NodeClass | BrowseName | DataType | TypeDefinition | ModellingRule
Subtype of the AuditEventType defined in 6.4.3, which means it inherits the InstanceDeclarations of that Node.

HasSubtype ObjectType AuditWriteUpdateEventType Defined in 6.4.25

HasSubtype ObjectType AuditHistoryUpdateEventType Defined in 6.4.26
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This EventType inherits all Properties of the AuditEventType. Their semantic is defined in
6.4.3. The SourceNode for Events of this type should be assigned to the Nodeld that was
changed. The SourceName for Events of this type should be “Attribute/” and the Service that
generated the event (e.g. Write, HistoryUpdate). Note that one Service call may generate
several Events of this type, one per changed value.

6.4.25 AuditWriteUpdateEventType

This EventType is defined in IEC 62541-3. Its representation in the AddressSpace is formally
defined in Table 45.

Table 45 — AuditWriteUpdateEventType Definition

/N
Attribute Value {
BrowseName AuditWriteUpdateEventType Keh
IsAbstract True
References | NodeClass | BrowseName | DataType | TypeDefinition\ | ModellingRule
Subtype of the AuditUpdateEventType defined in 6.4.24, which means it inherits the IpstafseDaclargtions of that Node.
HasProperty Variable Attributeld UInt32 Prop\e\rtyType \ eyaﬂatory
HasProperty Variable IndexRange NumericRange PropetyTybe.  \ | Mandatory
HasProperty Variable NewValue BaseDataType ope?b@pé\ > Mandatory
HasProperty Variable OldValue BaseDataType/ rober\tyT?pe \ Mandatory

g that \was wrijten to the SourceNode. If the IndexRange is
e provided range are shown.

NewValue identifi t
provided, only t
he SourceNode contained before the write. If the

2tfue of that range is shown. It is acceptable for a Server
ion to report a null value.

6.4.26 AuditHistoryUpdateEventType

This EventType is defined in IEC 62541-3. Its representation in the AddressSpace is formally
defined in Table 46.

Table 46 — AuditHistoryUpdateEventType Definition

Attribute Value

BrowseName AuditHistoryUpdateEventType

IsAbstract True

References | NodeClass | BrowseName | DataType | TypeDefinition | ModellingRule
Subtype of the AuditUpdateEventType defined in 6.4.24, which means it inherits the InstanceDeclarations of that Node.
HasProperty | Variable | ParameterDataTypeld | Nodeld | PropertyType | New

This EventType inherits all Properties of the AuditUpdateEventType. Their semantic is defined
in 6.4.24.
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The ParameterDataTypeld identifies the DataTypeld for the extensible parameter used by the
HistoryUpdate. This parameter indicates the type of HistoryUpdate being performed.

Subtypes of this EventType are defined in IEC 62541-11

possibilities to manipulate historical data.

representing the different

6.4.27 AuditUpdateMethodEventType

This EventType is defined in IEC 62541-3. Its representation in the AddressSpace is formally
defined in Table 47.

Table 47 — AuditUpdateMethodEventType Definition

AN

Attribute Value 2\

BrowseName AuditUpdateMethodEventType /\\ \

IsAbstract True <\ N\
References | NodeClass | BrowseName | DataType | TypeDefinition \ \| ModellingRule

Subtype of the AuditEventType defined in 6.4.3, which means it inherits the InstanceBgclarations of toat Node.

HasProperty Variable Methodld Nodeld RoopedtyType N\ \ | Mandatory
HasProperty Variable InputArguments BaseDataType[] 4 Prcﬁ?e{t\y(ry&\ Mandatory

%

This EventType inherits all Properties of the AuditEvéntTypeX\Their gemantic is defined in
6.4.3. The SourceNode for Events of thjs type slo I e as&ne to the Nodeld of the object
that the method resides on. The “Na

“Attribute/Call”. Note that one Service sall

InputArguments j i
no input argume
6.4.28 SystemEv

This EventTypei
defined in Jable 48:

able 48 — SystemEventType Definition

Attribute Value "~

BrowseName SystemEventType

IsAbstract True

References NodeClass BrowseName DataType |TypeDefinition | ModellingRule
HasSubtype ObjectType DeviceFailureEventType Defined in 6.4.29

HasSubtype ObjectType SystemStatusChangeEventType | Defined in 6.4.30

Subtype of the BaseEventType defined in 6.4.2, which means it inherits the InstanceDeclarations of that Node.

This EventType inherits all Properties of the BaseEventType. Their semantic is defined in
6.4.2. There are no additional Properties defined for this EventType.

6.4.29 DeviceFailureEventType

This EventType is defined in IEC 62541-3. Its representation in the AddressSpace is formally
defined in Table 49.
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Table 49 — DeviceFailureEventType Definition

Attribute Value

BrowseName DeviceFailureEventType

IsAbstract True

References | NodeClass | BrowseName | DataType | TypeDefinition | ModellingRule
Subtype of the SystemEventType defined in 6.4.28, which means it inherits the InstanceDeclarations of that Node.

This EventType inherits all Properties of the SystemEventType. Their semantic is defined in
6.4.28. There are no additional Properties defined for this EventType.

6.4.30 SystemStatusChangeEventType

This EventType is defined in IEC 62541-3. Its representation in the Ag
defined in Table 50.

is formally

Attribute Value L

BrowseName SystemStatusChangeEventType

IsAbstract True \

References | NodeClass | BrowseName | DataType [ ()| TypeDefinition / | ModellingRule
Subtype of the SystemEventType defined in 6.4.28, which means j{ingexitsthe’ InstanceDeclarations of that Node.
HasProperty | Variable | SystemState | Sepverstata [ | (PropertyType | Mandatory

This EventType inherits all Properties/of the S EventType. Their semantic is defined in

entify the system. The system can be
The SystemState spec
system shall trigg: a
6.4.31 BaseModél<
This EventType i i 3 41-3. Its representation in the AddressSpace is formally
defined in Ta

system. Changes to the ServerState of the
ent, when the event is supported by the system.

Attribute luet  \

BrowseName | BaséMgdelChangeEventType

IsAbstract True

References NodeClass | BrowseName | DataType | TypeDefinition | ModellingRule
Subtype of the BaseEventType defined in 6.4.2, which means it inherits the InstanceDeclarations of that Node.

HasSubtype | ObjectType | GeneralModelChangeEventType | Defined in 6.4.32

This EventType inherits all Properties of the BaseEventType. Their semantic is defined in
6.4.2. There are no additional Properties defined for this EventType. The SourceNode for
Events of this type should be the Node of the View that gives the context of the changes. If
the whole AddressSpace is the context, the SourceNode is set to the Nodeld of the Server
Object. The SourceName for Events of this type should be the String part of the BrowseName
of the View; for the whole AddressSpace it should be “Server”.

6.4.32 GeneralModelChangeEventType

This EventType is defined in IEC 62541-3. Its representation in the AddressSpace is formally
defined in Table 52. Documents
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Table 52 — GeneralModelChangeEventType Definition

Attribute Value

BrowseName | GeneralModelChangeEventType

IsAbstract True

References NodeClass | BrowseName | DataType | TypeDefinition | ModellingRule
Subtype of the BaseModelChangeEventType defined in 6.4.31, which means it inherits the InstanceDeclarations of that Node.
HasProperty | Variable | Changes | ModelChangeStructureDataType[] | PropertyType | Mandatory

This EventType inherits all Properties of the BaseModelChangeEventType. Their semantic is
defined in 6.4.31.

at issued the
s.defined in

The additional Property defined for this EventType reflects the chang
ModelChangeEvent. It shall contain at least one entry in its array. Its
12.16.

6.4.33 SemanticChangeEventType

This EventType is defined in IEC 62541-3. Its representation in : pace is formally
defined in Table 53.

Table 53 — SemanticChan

Attribute Value ) 7N P

BrowseName | SemanticChangeEventType

IsAbstract True

References | NodeClass | BrowseName | DafaType | TypeDefinition | ModellingRule

Subtype of the BaseEventType defined in 6.4.2, whidh meéﬁi\inhe}i\sﬁ@ IryﬁanceDecIarations of that Node.

HasProperty | Variable | Chahdes  —SemanticGhangeStrusturéDataType[] | PropertyType | Mandatory
N

This EventType inherits a ertigs™\of the BaseEventType. Their semantic is defined in
6.4.2. There ar iti ]
Events of this ty

the whole AddressSpace the SourceNode is set to the Nodeld of the Server
Object. The Sourge ents of this type should be the String part of the BrowseName
of the View, for th gace it should be “Server”.

The add d for this EventType reflects the changes that issued the
Semanti xert. Its\structure is defined in 12.17.

6.4.34 EventQueuePverflowEventType

EventQueueOverflow Events are generated when an internal queue of a Monitoredltem
subscribing for Events in the Server overflows. |IEC 62541-4 defines when the internal
EventQueueOverflow Events shall be generated.

The EventType for EventQueueOverflow Events is formally defined in Table 54.

Table 54 — EventQueueOverflowEventType Definition

Attribute Value

BrowseName | EventQueueOverflowEventType

IsAbstract True

References | NodeClass | BrowseName | DataType | TypeDefinition | ModellingRule
Subtype of the BaseEventType defined in 6.4.2, which means it inherits the InstanceDeclarations of that Node.
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This EventType inherits all Properties of the BaseEventType. Their semantic is defined in
6.4.2. The SourceNode for Events of this type shall be assigned to the Nodeld of the Server
Object. The SourceName for Events of this type shall be “Internal/EventQueueOverflow”.

6.4.35 ProgressEventType

ProgressEvents are generated to identify the progress of an operation. An operation can be a
Service call or something application specific like a program execution.

The EventType for Progress Events is formally defined in Table 55.

Table 55 — ProgressEventType Definition

N

Attribute Value 2\

BrowseName | ProgressEventType /\\ \

IsAbstract True

References | NodeClass | BrowseName | DataType _~_TypeDefinition ] ModeffingRule
Subtype of the BaseEventType defined in 6.4.2, which means it inherits the InstanceBeclaratians, of that Node.
HasProperty Variable Context BaseDataType \ P\ropé?kyT)}Re Mandatory
HasProperty | Variable Progress Uint16 < Praperty Typé\ Mandatory

Object where the operation was initia Souy Fvents of this type shall be
“Service/<Service Name as defined in EC § progress of a Service call is
exposed

The additional Property Con nation about what operation progress is
reported. In the case of i Nee)a UI 32 containing the requestHandle of the

RequestHeader of the Ser

It is recommend
that invoked the

ModellingRutrles “are \definéd in IEC 62541-3. This ObjectType is used as the type for the
ModellingRulesN¢ is formally defined in Table 56.

Table 56 — ModellingRuleType Definition

Attribute Value

BrowseName ModellingRuleType

IsAbstract False

References | NodeClass | BrowseName | DataType | TypeDefinition | ModellingRule
Subtype of the BaseObjectType defined in 6.2

HasProperty | Variable | NamingRule | NamingRuleType | PropertyType | Mandatory

The Property NamingRule identifies the NamingRule of a ModellingRule as defined in
IEC 62541-3.

6.6 FolderType

Instances of this ObjectType are used to organise the AddressSpace into a hjgrarchy of
Nodes. They represent the root Node of a subtree, and have no other semaritics ﬁsééﬁments
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