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INTERNATIONAL ELECTROTECHNICAL COMMISSION

OPC UNIFIED ARCHITECTURE -
Part 6: Mappings

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for stAndardization comprising
all national electrotechnical committees (IEC National Committees). The objegt| of IEC\is to promote

this end and in addition to other activities, IEC publishes International Standards ice ecifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides as “IEC
Publication(s)”). Their preparation is entrusted to technical committees; an itteg/interested
in the subject dealt with may participate in this preparatory work i eqtal and non-
governmental organizations liaising with the IEC also participate in this gborates closely

agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matte 3
consensus of opinion on the relevant subjects since eac !t 1 S representatlon from all
interested IEC National Committees.

Publications is accurate, IEC cannot be s
misinterpretation by any end user.

¢ .JIndependent certification bodies provide conformity
assessment services ard, W som s, 8 marks of conformity. IEC is not responsible for any
services carried out by ikdepends } {

6) All users should

9) Attention i
patent rights.

International Standard IEC 62541-6 has been prepared by subcommittee 65E: Devices and
integration in enterprise systems, of IEC technical committee 65: Industrial-process
measurement, control and automation.

The text of this standard is based on the following documents:

FDIS Report on voting
65E/193/FDIS 65E/215/RVD

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.
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A list of all parts of the IEC 62541 series, published under the general title OPC Unified
Architecture, can be found on the IEC website.

The committee has decided that the contents of this publication will remain unchanged until
the stability date indicated on the IEC web site under "http://webstore.iec.ch" in the data
related to the specific publication. At this date, the publication will be

* reconfirmed,
e withdrawn,

* replaced by a revised edition, or
+ amended.

IMPORTANT - The 'colour inside’' logo on the cover page of this icatign indicates
that it contains colours which are considered to b orrect
understanding of its contents. Users should therefore t using a
colour printer.
AN\
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INTRODUCTION

This International Stadard is the specification for developers of OPC UA applications. The
specification is a result of an analysis and design process to develop a standard interface to

facilitate the development of applications by multiple vendors that will inter-operate
seamlessly together.

@%
S
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OPC UNIFIED ARCHITECTURE -

Part 6: Mappings

1 Scope

This part of IEC 62541 specifies the OPC Unified Architecture (OPC UA) mapping between
the security model described in IEC 62541-2, the abstract service definitions, described in
IEC 62541-4, the data structures defined in IEC 62541-5 and the physic ork protocols
that can be used to implement the OPC UA specification.

2 Normative references

The following referenced documents are indispensable fopthe ‘application\of tlis document.

IEC/TR 62541-1, OPC Unfied architecture: Part 1 — Qvetvi

urit M@I

200: \\ ation Yfechnology — Open Systems Interconnection — Basic Reference

available at < HAwww.itu.int/rec/T-REC-X.200-199407-1/en>

ITU-T X.509: Information technology — Open Systems Interconnection — The directory: Public
Key and Attribute Certificate Frameworks

available at <http://www.itu.int/rec/T-REC-X.509/en>

XML Schema Part 1: XML Schema Part 1: Structures (Second Edition)
available at <http://www.w3.org/TR/xmlschema-1/>

XML Schema Part 2: XML Schema Part 2: Datatypes (Second Edition)
available at <http://www.w3.org/TR/xmlschema-2/>

1 To be published.

2 To be published.
3 To be published. Documents
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SOAP Part 1: SOAP Version 1.2 Part 1: Messaging Framework (Second Edition)
available at <http://www.w3.org/TR/soap12-part1/>

SOAP Part 2: SOAP Version 1.2 Part 2: Adjuncts (Second Edition)
available at <http://www.w3.org/TR/soap12-part2/>

XML Encryption: XML Encryption Syntax and Processing

available at <http://www.w3.org/TR/xmlenc-core/>

XML Signature: XML-Signature Syntax and Processing (Second Edition)

available at <http://www.w3.org/TR/xmldsig-core/>

WS Security: SOAP Message Security 1.1

available at <http://www.oasis-open.org/committees/download.p
0s-SOAPMessageSecurity.pdf>

v].1-spec-

WS Addressing: Web Services Addressing (WS-Addressing)
available at <http://www.w3.org/Submission/ws-addresg

WS Trust: WS Trust 1.3

available at <http://docs.oasis-open.org/ws-sx/ws

WS Secure Conversation: WS Secure

available at <http://docsy
secureconversation.html>

1.2-spec-os.html>

SSL/TLS: RFC 2 -
available at :

HTTP: RFC 26 T6.- Hypertext Transfer Protocol - HTTP/1.1
available at <http://www.ietf.org/rfc/rfc2616.txt>

HTTPS: RFC 2818 - HTTP Over TLS
available at <http://www.ietf.org/rfc/rfc2818.txt>

Base64: RFC 3548 - The Base16, Base32, and Base64 Data Encodings
availble at <http://www.ietf.org/rfc/rfc3548.txt>

IEEE-754: Standard for Binary Floating-Point Arithmetic
available at <http://grouper.ieee.org/groups/754/>

HMAC: RFC 2104 - HMAC - Keyed-Hashing for Message Authentication
available at <http://www.ietf.org/rfc/rfc2104.txt>

PKCS #1 : RFC 2437 - PKCS #1 - RSA Cryptography Specifications Version 2.0
available at <http://www.ietf.org/rfc/rfc2437.txt> Documents
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http://www.oasis-open.org/committees/download.php/16790/wss-v1.1-spec-os-SOAPMessageSecurity.pdf
http://www.w3.org/Submission/ws-addressing/
http://docs.oasis-open.org/ws-sx/ws-trust/v1.3/ws-trust.html
http://docs.oasis-open.org/ws-sx/ws-secureconversation/v1.3/ws-secureconversation.html
http://docs.oasis-open.org/ws-sx/ws-secureconversation/v1.3/ws-secureconversation.html
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PKCS #12 : PKCS 12 v1.0: Personal Information Exchange Syntax
available at <ftp://ftp.rsasecurity.com/pub/pkcs/pkcs-12/pkcs-12v1.pdf>

FIPS 180-2: Secure Hash Standard (SHA)
available at <http://csrc.nist.gov/publications/fips/fips180-2/fips180-2.pdf>

FIPS 197: Advanced Encyption Standard (AES)
available at <http://www.csrc.nist.gov/publications/fips/fips197/fips-197.pdf>

UTF8: RFC 3629 - UTF-8, a transformation format of ISO 10646
available at <http://tools.ietf.org/html/rfc3629>

RFC 3280: Internet X.509 Public Key Infrastructure Certificate and CRL P
available at <http://www.ietf.org/rfc/rfc3280.txt>

RFC 4514: LDAP: String Representation of Distinguished Nam
available at <http://www.ietf.org/rfc/rfc4514 . txt>

3 Terms, definitions and abbreviations

3.1 Terms and definitions

For the purposes of this docume

3.11
Data Encoding

3.1.2
Mapping @
specifies how to i

NOTE For example}
structures as seque

applications

3.14

Stack

collection of software libraries that implement one or more Stack Profiles; Stacks have an API
which hides the implementation details from the application developer

3.1.5
Stack Profile
combination of DataEncodings, SecurityProtocol and TransportProtocol Mappings

NOTE OPC UA applications implement one or more StackProfiles and can only communicate with OPC UA
applications that support a StackProfile that they support.

3.1.6
Transport Protocol
represents a way to exchange serialized OPC UA messages between OPC UA applications
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3.2 Abbreviations

API Application Programming Interface

ASN.1 Abstract Syntax Notation #1 (used in ITU-T X.690)
BP WS-I Basic Profile Version

BSP WS-I Basic Security Profile

Csv Comma Separated Value (File Format)
HTTP Hypertext Transfer Protocol

IPSec Internet Protocol Security

RST Request Security Token

OID Object Identifier (used with ASN.1)

RSTR Request Security Token Response

SCT Security Context Token

SHA1 Secure Hash Algorithm

SOAP Simple Object Access Protocol

SSL Secure Sockets Layer (Defined in SSL/TLS
TCP Transmission Control Protocol

TLS Transport Layer Security (Defined in

UTF8 Unicode Transformation Fgr
UA Unified Architecture
UASC UA Secure Conversation
WS-* The XML Web
WSS
WS-SC
XML

>ervices Spe

This standard definés Mappings between the abstract specifications and technologies that
can be used to implement them. The Mappings are organized into three groups:
DataEncodings, SecurityProtocols and TransportProtocols. Different Mappings are combined
together to create StackProfiles. All OPC UA applications shall implement at least one
StackProfile and can only communicate with other OPC UA applications that implement the
same StackProfile.

This standard defines the DataEncodings in Clause 5, the SecurityProtocols in Clause 6 and
the TransportProtocols in Clause 7. The StackProfiles are defined in IEC 62541-7.

All communication between OPC UA applications is based on the exchange of Messages. The
parameters contained in the Messages are defined in IEC 62541-4. However, their format is
specified by the DataEncoding and TransportProtocol. For this reason, each Message defined
in IEC 62541-4 shall have a normative description which specifies exactly what shall be put
on the wire. The normative descriptions are defined in the annexes.
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A Stack is a collection of software libraries that implement one or more StackProfiles. The
interface between an OPC UA application and the Stack is a non-normative API which hides
the details of the Stack implementation. An API depends on a specific DevelopmentPlatform.
Note that the datatypes exposed in the API for a DevelopmentPlatform may not match the
datatypes defined by the specification because of limitations of the DevelopmentPlatform. For
example, Java does not support unsigned integers which means any Java API will need to
map unsigned integers onto a signed integer type.

Figure 1 illustrates the relationships between the different concepts defined in this standard.

UA Application

Development Platforms ¥
.NET 3.0 -
ANSIC —TT "7 T~ A API >

JRESO !

Serialization Laye r@
T

Encoded Message

v
N\ 6 } ’:’ Security Protocols
Stack — — — — — WS Secure Conversation
% < S a ;\ C n I L ye ‘\/ : UA Secure Conversation

Security Transforms
Signing — ——
Encryption

"\ DataBncodings
A Binary 5
A XML \

\ Transport Protocols
€« ——=——— UATCP
SOAP/HTTP

\ ;
__________ .~ WSDL and XML Schema /
UA Binary Schema 7

Mappings ~. P

igure 1 — The OPC UA Stack Overview

this specification do not correspond to layers in the OSI 7 layer model
[ITU-T X.200]. Eac PC UA StackProfile should be treated as a single Layer 7 (Application)
protocol that is built on an existing Layer 5, 6 or 7 protocol such as TCP/IP, TLS or HTTP.The
SecureChannel layer is always present even if the SecurityMode is None. In this situation, no
security is applied but the SecurityProtocol implementation shall maintain a logical channel
with a unique identifier. Users and Administrators are expected to understand that a
SecureChannel with SecurityMode set to None cannot be trusted unless the Application is
operating on a physically secure network or a low level protocol such as IPSec is being used.

5 Data Encoding

5.1 General
511 Overview

This standard defines two data encodings: OPC UA Binary and OPC UA XML. It describes
how to construct messages using each of these encodings.

i

i
;
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5.1.2 Built-in Types
All OPC UA DataEncodings are based on rules that are defined for a standard set of built-in

types. These built-in types are then used to construct structures, arrays and messages. The
built-in types are described in Table 1.

Table 1 — Built-in data types

ID Name Description

1 Boolean A two-state logical value (true or false).

2 SByte An integer value between -128 and 127.

3 Byte An integer value between 0 and 256.

4 Int16 An integer value between —-32 768 and 32 767. /

5 Uint16 An integer value between 0 and 65 535.

6 Int32 An integer value between -2 147 483 648 and 2 147 483 647. /\\ \

7 UInt32 An integer value between 0 and 429 4967 295. \ \ >
8 Int64 An integer value between -9 223 372 036 854 775 808 and 9 223 372 086 854 775807
9 Ulnt64 An integer value between 0 and 18 446 744 073 709 551 645 N

10 Float An IEEE single precision (32 bit) floating point value< \ \ \

11 Double An IEEE double precision (64 bit) floating poinj valtues

12 String A sequence of Unicode characters.

13 DateTime An instance in time.

14 Guid A 16 byte value that can bewsed asAggIot}a\;/nyéueﬁd\ptlfle\

15 ByteString A sequence of octets. < < ( \ ]\/

16 XmlElement An XML element.

17 Nodeld An identifier for a node in/m’eéaddreso\sp%‘;e ohan OPC UA server.

18 ExpandedNodeld | A Nodeld that allows the %ameép}se UﬁNch)Q sp&ified instead of an index.

19 StatusCode A numeric i nt|f|9rfoﬁan\{rror>>(\co\ﬁdltlor1\ﬂ\a}é associated with a value or an operation.
20 QualifiedName A name\qyaln%q(by a na%g\)ace

21 LocalizedText Hur’rﬁq rea}&ble tex{ with an Opti le identifier.

22 ExtensionObject A A sh’ucthé}}a\onta\h@ e}rxapp}qtlon specific data type that may not be recognized by the receiver.
23 DataValue < > da% value @th éi\ass}s@t}&sétus code and timestamps.

24 Variant Mﬁ‘qn\:ﬁ\qll of\fh@ t@ﬁ sp}cified above.

25 Diagnosticinfo \A\sirucﬁr\e tMcontair@etailed error and diagnostic information associated with a StatusCode.

Most of the re the same as the abstract types defined in IEC 62541-3 and
IEC 62541-4. nsionObject and Variant types are defined in this standard. In
additionthi \nes a representation for the Guid type defined in IEC 62541-3.

5.1.3 Guid

A Guid is a 16-byte globally unique identifier with the layout shown in Table 2.

Table 2 — Guid Structure

Component Data Type
Data1 UInt32
Data2 Uint16
Data3 Uint16
Data4 Byte[8]

Guid values may be represented as a string in this form:

<Datal>-<Data2>-<Data3>-<Data4[0:1]>-<Datad[2:7]>
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Where Data1 is 8 characters wide, Data2 and Data3 are 4 characters wide and each Byte in
Data4 is 2 characters wide. Each value is formatted as a hexadecimal number padded zeros.
A typical Guid value would look like this when formatted as a string:

C496578A-0DFE-4b8f-870A-745238C6AEAE

514 ExtensionObject

An ExtensionObject is a container for any complex data types which cannot be encoded as
one of the other built-in data types. The ExtensionObject contains a complex value serialized
as a sequence of bytes or as an XML element. It also contains an identifier which indicates
what data it contains and how it is encoded.

address space.

Server implementers should use namespace [ quatfi
DataTypeEncoding Objects they define. This wil i
packing complex data values into ExtepsjonObj

5.1.5 Variant

A Variant is a union of all built-in data| types~including arp ExtensionObject. Variants can also
contain arrays of any of/these builtn aviavits are used to store any value or

or-ong of its subtypes.

Variants can be empt
treated like a N
as a Null value

has' meaning when returned in a response message with an
associated trsCQofe a result, Variants cannot contain instances of Diagnosticinfo.

Variables with a~DataType of BaseDataType are mapped to a Variant, however, the
ValueRank and ArrayDimensions Attributes place restrictions on what is allowed in the
Variant. For example, if the ValueRank is Scalar then the Variant may only contain scalar
values.

5.2 OPC UA Binary
5.2.1 General

The OPC UA Binary Encoding is a data format developed to meet the performance needs of
OPC UA applications. This format is designed primarily for fast encoding and decoding,
however, the size of the encoded data on the wire was also a consideration.

The OPC UA Binary Encoding relies on several primitive data types with clearly defined
encoding rules that can be sequentially written to or read from a binary stream. A structure is
encoded by sequentially writing the encoded form of each field. If a given field is also a
structure then the values of its fields are written sequentially before writing the next field in
the containing structure. All fields shall be written to the stream even if they chh@@LNMIENts
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values. The encodings for each primitive type specify how to encode either a Null or a default
value for the type.

The OPC UA Binary Encoding does not include any type or field name information because all
OPC UA applications are expected to have advance knowledge of the services and structures
that they support. An exception is an ExtensionObject which provides an identifier and a size
for the complex structure it represents. This allows a decoder to skip over types that it does
not recognize.

5.2.2 Built-in Types

5.2.21 Boolean

A Boolean value shall be encoded as a single byte where a value of 0
non-zero value is true.

alse and any

Encoders shall use the value of 1 to indicate a true value; howey
non-zero value as true.

5.2.2.2 Integer

All integer types shall be encoded as little endiany vajue east significant byte

appears first in the stream.

Figure 2 illustrates how value 1 000 00Q O S 8B9AK AOQW
integer in the stream.
PN
0 CA 9)5*/ 3B

WJ 3 4
oding Integers in a Binary Stream

hould be encoded as a 32 bit

Table 3 — Supported Floating Point Types

Name Width (bits) Fraction | Exponent Sign
Float 32 0-22 23-30 31
Double 64 0-51 52-62 63

In addition, the order of bytes in the stream is significant. All floating point values shall be
encoded with the least significant byte appearing first (i.e. little endian).

00 00 DO | CO
0 1 2 3 4

Figure 3 illustrates how the value -6,5 (Hex: COD00000) should be encoded as a Float.
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The floating point type supports positive and negative infinity and not-a-number (NaN). The
IEEE specification allows for multiple NaN variants, however, the encoders/decoders may not
preserve the distinction. Encoders shall encode a NaN value as an |IEEE quiet-NAN
(000000000000F8FF) or (0000COFF). Any unsupported types such as denormalized numbers
shall also be encoded as a IEEE quiet-NAN.

00 00 DO | CO
0 1 2 3 4

Figure 3 — Encoding Floating Points in a Binary Stream

5.2.2.4 String

A

Length\ \Nk \
06 | 00 00/60LE6\%) B4 N42 | 6F | 79

01 2 4\\5\1/8910

Strings$“in a Binary Stream

5.2.2.5 DateTlngf;

A DateTime value B/€ S ) 64-bit signed integer (see 5.2.2.2) which represents
the number of 100ng als’since January 1, 1601 (UTC).

Not all platfe o represent the full range of dates and times that can be
represent For example, the UNIX time_t structure only has a 1 s
resolutiq anpot rep esent dates prior to 1970. For this reason, a number of rules shall
be applied ng with date/time values that exceed the dynamic range of a platform.

a) A date/time value is encoded as O if either

1) the value equal to or earlier than 1601-01-01 12:00AM,

2) the value is the earliest date that can be represented with the platform’s encoding.
b) A date/time is encoded as the maximum value for an Int64 if either

1) the value is equal to or greater than 9999-01-01 11:59:59PM,

2) the value is the latest date that can be represented with the platform’s encoding.

c) A date/time is decoded as the earliest time that can be represented on the platform if
either

1) the encoded value is 0,

2) the encoded value represents a time earlier than the earliest time that can be
represented with the platform’s encoding.

d) A date/time is decoded as the latest time that can be represented on the platform if

either Documents
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1) the encoded value is the maximum value for an Int64,

2) the encoded value represents a time later than the latest time that can be
represented with the platform’s encoding.

These rules imply that the earliest and latest times that can be represented on a given
platform are invalid date/time values and should be treated that way by applications.

A decoder shall truncate the value if a decoder encounters a DateTime value with a resolution
that is greater than the resolution supported on the platform.

5.2.2.6 Guid

A Guid is encoded in a structure as shown in Table 2. Fields are e
according to the data type for field.

ed sequentially

Figure 5 illustrates how the Guid “72962B91-FA75-4ae6-8D28-B404DC¥
encoded in a byte stream.

N
Data1 Data2 Data3 / \Qa \
91 | 2B %{/Ey{/%\mg7 AF | 63
1

M 1213 14 15 16
Stream

5.2.2.7 ByteString

A ByteString is epcoded as se s preceded by its length in bytes. The length is
encoded as a 3' int bed above.

L fragment serialized as UTF-8 string and then encoded as
Byte String:

Figure 6 illustrate
stream.

fow the XmlElement “<A>Hot/K</A>" should be encoded in a byte

Length <A> Hot 7K </A>

OD| 00| 00|00 |3C|41|3E|72|6F |74 | E6|BO|B4|3C|3F|41|3E
o 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17

Figure 6 — Encoding XmlIElements in a Binary Stream
5.2.2.9 Nodeld

The components of a Nodeld are described the Table 4.
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Table 4 - Nodeld Components

Name Data Type Description
Namespace Uint16 The index for a namespace URI.

An index of 0 is used for OPC UA defined Nodelds.
IdentifierType Enum The format and data type of the identifier.

The value may be one of the following:
NUMERIC - the value is an Ulnteger;
STRING - the value is String;

GUID - the value is a Guid,
OPAQUE - the value is a ByteString;
Value * The identifier for a node in the address space of an OPC UA server.

The encoding of a Nodeld varies according to the contents of the insta or that reason
the first byte of the encoded form indicates the format of the rest of the ¢
possible encoding formats are shown in Table 5. The tables that follg¥ e structure

of each possible format (they exclude the byte which indicates the fgr

Table 5 — Nodeld Encoding Values

AN
Name Value Description & \ \ \
Two Byte 0x00 A numeric value that fits into the twg’{yte}p(es ta%n. \
Four Byte 0x01 A numeric value that fits into the féur b/ﬁé)représentanom >
Numeric 0x02 A numeric value that does npfﬁ(i}\toﬂ}e/{wo/o\r fo}!\byte representations.
String 003 | Astingvalue/ N\ N [ () |
Guid 0x04 | A Guid value. \ N \
ByteString 0x05 An opaque (Byteégng)wtk\
NamespaceUri Flag 0x80 See discussior@f Exp_gndeé)\(obe(d in\5\2.2.10.

Serverindex Flag 0x40 | See discussion\of E)&@QSNMIM 52.2.10.

wn in Table 6. The standard encoding is
at defined.

AN
Name "Data Tybe Deséription

Namespace UNH\G\ /T/he Namespace index.
Identifier x \> The identifier which is encoded according to the following rules:
NUMERIC Uint32
) STRING String
GUID Guid
OPAQUE ByteString

An example of a String Nodeld with Namespace = 1 and Identifier = “Hot/K” is shown in

Figure 7.
Encoding Byte
Namespace
/ Length Hot K
03|{01|00|06|00|00|00|72|6F |74 |E6|BO|B4
o 1 2 3 4 5 6 7 8 9 10 11 12 13
Figure 7 — A String Nodeld
The Two Byte Nodeld encoding has the structure shown in Table 7. Documents
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Table 7 — Two Byte Nodeld Binary Encoding

Name

Data Type

Description

Identifier

Byte

The Namespace is the default OPC UA namespace (i.e. 0).
The Identifier Type is ‘Numeric’.
The Identifier shall be in the range 0 to 255.

An example of a Two Byte Nodeld with Identifier = 72 is shown in Figure 8.

Encoding

Identifier

00

Table 8 — Four Byte No

Name Data Type Dé\scr}tpr( ) ( \ \J ]\/
Namespace Byte The\ame\a&shal\b\e in th ang€ 0 to 255.
Identifier Ulnt16 Identlflerm}\%
Ider(fifiershal er in the range 0 to 65 535.

An example of a Four Byte

Figure 9.

5.2.2.10 ExpandedNodeld

amesp

= 5 and lIdentifier = 1 025 is shown in

Namespace

Identifier

01|05

01

40

0o 1

2

3

4

Figure 9 — A Four Byte Nodeld

An ExpandedNodeld extends the Nodeld structure by allowing the NamespaceUri to be
explicitly specified instead of using the Namespacelndex. The NamespaceUri is optional. If it
is specified then the Namespacelndex inside the Nodeld shall be ignored.

The ExpandedNodeld is encoded by first encoding a Nodeld as described in 5.2.2.9 and then
encoding NamespaceUri as a String.

An instance of an ExpandedNodeld may still use the Namespacelndex instead of the
NamespaceUri. In this case, the NamespaceUri is not encoded in the stream. The presence of
the NamespaceUri in the stream is indicated by setting the NamespaceUri flag in the
encoding format byte for the Nodeld.

Full document details: IEC 62541-6 2011
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If the NamespaceUri is present then the encoder shall encode the Namespacelndex as 0 in
the stream when the Nodeld portion is encoded. The unused Namespacelndex is included in
the stream for consistency.

An ExpandedNodeld may also have a Serverindex which is encoded as a UInt32 after the
NamespaceUri. The Serverindex flag in the Nodeld encoding byte indicates whether the
Serverindex is present in the stream. The Serverindex is omitted if it is equal to zero.

The ExpandedNodeld encoding has the structure shown in Table 9.

Table 9 — ExpandedNodeld Binary Encoding

Name Data Type Description (

Nodeld Nodeld The NamespaceUri and Serverindex flags in t{l\\lbdw&h\gindicate
whether those fields are present in the stregm.

NamespaceUri String Not present if Null or Empty. <\ N

Serverindex Uint32 Not present if 0.

\
5.2.2.11 StatusCode \ \>

A StatusCode is encoded as a UInt32.

5.2.2.12 Diagnosticlnfo

A Diagnosticlnfo structure is describefl in 8. ifies a number of fields that
could be missing. For that reason, the i gk to indicate which fields are
actually present in the encoded form.

corresponding string i
value for the string.

Name \D@\t\Ty[}g D}scription
Encoding Mask By A bit mask that indicates which fields are present in the stream.
x The mask has the following bits:
N\ 0x01 Symbolic Id

0x02 Namespace

0x04 LocalizedText

0x08 Locale

0x10 Additional Info

0x20 InnerStatusCode

0x40 InnerDiagnosticinfo
Symbolicld Int32 A symbolic name for the status code.
NamespaceUri Int32 A namespace that qualifies the symbolic id.
LocalizedText Int32 A human readable summary of the status code.
Locale Int32 The locale used for the localized text.
Additional Info String Detailed application specific diagnostic information.
Inner StatusCode StatusCode A status code provided by an underlying system.
Inner Diagnosticlnfo DiagnosticInfo Diagnostic info associated with the inner status code.

5.2.2.13 QualifiedName

A QualifiedName structure is encoded as shown in Table 11.

The abstract QualifiedName structure is defined in IEC 62541-3, 8.3. Documents
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Table 11 — QualifiedName Binary Encoding

Name Data Type Description
Namespacelndex Uint16 The namespace index.
Name String The name.

5.2.2.14 LocalizedText

A LocalizedText structure contains two fields that could be missing. For that reason, the
encoding uses a bit mask to indicate which fields are actually present in the encoded form.

The abstract LocalizedText structure is defined in IEC 62541-3, 8.5.

Table 12 — LocalizedText Binary Encoding
AN
Name Data Type Description \ \ >
EncodingMask Byte A bit mask that indicates which fieldg’are™present i thesstreams.
The mask has the following bits;
0x01 Locale \
0x02 Text

Locale String The locale.
Omitted is null or empty.

Text String The ext in the specified1oc Ie.b
|tte is ndll or'el

5.2.2.15 ExtensionObject

An ExtensionObject
ByteString or an
number of bytes

“an ExtenSIonObject it shall check if |t recognizes the

The serialized form of a ExtensionObject is shown in Table 13.

Full document details: IEC 62541-6 2011
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Table 13 — Extension Object Binary Encoding

Name Data Type Description

Typeld Nodeld The identifier for the DataTypeEncoding node in the server's address space.
ExtensionObjects defined by the OPC UA specification have a numeric node
identifier assigned to them with a Namespacelndex of 0. The numeric
identifiers are defined in A.1.

Encoding Byte An enumeration that indicates how the body is encoded.
The parameter may have the following values:

0x00 No body is encoded.

0x01 The body is encoded as a ByteString.

0x02 The body is encoded as a XmlIElement.
Length Int32 The length of the object body.

The length shall always be specified.

Body Byte["] The object body. N
This field contains the raw bytes for ByteStfing\bodies.
For XmlIElement bodies this field contains the XML encoded as F-8
string without any null terminator. 21\

ExtensionObjects are used in two contexts: as values caftai i arian¥_structures or as
parameters in OPC UA messages.

5.2.2.16 Variant

An Variant is a union of the built-in types.
The structure of a Variant is shown in T 14
&IFARVaI%Bin ncoding
N

Name Datd\Jype N /Qesc\ri\R\t}aQ
EncodingMask Byt Jhe\type ofdata encoded in the stream.

The mask hds the following bits assigned:

<> 0:5 Built-in Type Id (see Table 1).
True if the Array Dimensions field is encoded.
/\ True if an array of values is encoded.

ArraylLength Int The number of elements in the array.
x This field is only present if the array bit is set in the encoding mask.

N Multi-dimensional arrays are encoded as a one dimensional array and this
field specifies the total number of elements. The original array can be
reconstructed from the dimensions that are encoded after the value field.

Higher rank dimensions are serialized first. For example an array with
dimensions [2,2,2] is written in this order:

[0,0,0], [0,0,1], [0,1,0], [0,1,1], [1,0,0], [1,0,1], [1,1,0], [1,1,1]
The value encoded according to its data type.

If the array bit is set in the encoding mask then each element in the array is
encoded sequentially. Since many types have variable length encoding each
element shall be decoded in order.

Value

The value shall not be a Variant but it could be an array of Variants.

Many implementation platforms do not distinguish between one dimensional
Arrays of Bytes and ByteStrings. For this reason, decoders are allowed to
automatically convert an Array of Bytes to a ByteString.

ArrayDimensions Int32[] The length of each dimension.

This field is only present if the array dimensions flag is set in the encoding
mask. The lower rank dimensions appear first in the array.

The possible types and their identifiers that can be encoded in a Variant are shown in
Table 1.
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5.2.2.17 DataValue

A DataValue is always preceded by a mask that indicates which fields are present in the
stream.

The fields of a DataValue are described in Table 15.

Table 15 — Data Value Binary Encoding

Name Data Type Description

Encoding Mask Byte A bit mask that indicates which fields are present in the stream.
The mask has the following bits:
0x01 False if the Value is Null.
0x02 False if the StatusCode is Good
0x04 False if the Source Timestal
0x08 False if the Server Timestal
0x10 False if the Source Pi
0x20 False if the Server Picosecondsha0.

Value Variant The value. %&EQ

Not present if the Value bitinthe EncodingMask i e.
Status StatusCode The status associate?/@ith the vhﬁe\

Not present if the Stal usC@bit in the EncodingMask is False.

SourceTimestamp DateTime Thesource ti ta S iatitht value.
NQ(;jégent the SdurceTimestamp bjtin the EncodingMask is False.

SourcePicoseconds Uint16 Thexumbex, of\ 0 pic ecoWs for the SourceTimestamp.
Not,
If the source timesta

urceRicoseconds bit in the EncodingMask is False.
is missing the picoseconds are ignored.

ServerTimestamp DateTim The ervg\tinbftam Mated with the value.
KM sent ifthe SeryerTimestamp bit in the EncodingMask is False.

ServerPicoseconds Uln

ber of 10 picosecond intervals for the ServerTimestamp.

The Picoseconds ifference between a high resolution timestamp with a
resolution of 10¢pico nd the Timestamp field value which only has a 100 ns
resolution. Th c i all contain values less than 10 000. The decoder shall
treat values grea 3] to 10 000 as the value ‘9999°.

Enumerations are encyded as Int32 values.

5.2.4 Arrays
Arrays that occur outside of a Variant are encoded as a sequence of elements preceded by
the number of elements encoded as an Int32 value. If an array is Null then its length is

encoded as —-1. An array of zero length is different from an array that is Null so encoders and
decoders shall preserve this distinction.

Multi-dimensional arrays can only be encoded within a Variant.

5.2.5 Structures

Structures are encoded as a sequence of fields in the order that they appear in the definition.
The encoding for each field is determined by the data type for the field.

All fields specified in the complex type shall be encoded.
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Structures do not have a Null value. If an encoder is written in a programming language that
allows structures to have null values then the encoder shall create a new instance with default
values for all fields and serialize that. Encoders shall not generate an encoding error in this
situation.

The following is an example of a structure using C++ syntax:

class TypeZ2

int A;
int B;

class Typel

int X;
int NoOfY;
Typel2* Y;
int Z;

}r

d the Length are fields defined
instances do not include any type

The identifier for Type1
0x1 for ByteString
Leqgth E:
N 4 The value of field ‘X’
NostY E
\(.A 4 The value of field “Y[0].A’
/(.B 4 The value of field “Y[0].B’
Y.A 4 The value of field “Y[1].A’
Y.B 4 The value of field ‘Y[1].B’
4 4 The value of field ‘Z

5.2.6 Messages

Messages are encoded as ExtensionObjects. The parameters in each message are serialized
in the same way the fields of a structure are serialized. The Type Id field contains the
DataTypeEncoding identifier for the message. The Length field is omitted since the messages
are defined by this series of OPC UA standards.

Each OPC UA service described in Part4 has a request and response message. The
DataTypeEncoding ids assigned to each service are in A.1.
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5.3 XML
5.3.1 Built-in Types
5.3.1.1 General

Most built-in types are encoded in XML using the formats defined in XML Schema Part 2
specification. Any special restrictions or usages are discussed below. Some of the built-in
types have an XML Schema defined for them using the syntax defined in XML Schema Part 1.

The prefix xs: is used to denote a symbol defined by the XML Schema specification.

5.3.1.2 Boolean

A Boolean value is encoded as an xs:boolean value.

5.3.1.3 Integer

N He mappings
Table 17.

Table 17 — XML Data Type Mappi

PN 7AAN

Name

SByte  {  sppyte |\ v

Byte xs:dnsignedByte  /

Int16 N\ s:short

uintte [ xS\unsighedShort

Int32 \ it
xs:unsighedint
xlorig
x$:unsignedLong

5.3.1.4 Floati

Floating point values
between the OPCA

one of the XML floating point types. The mappings
es and XML schema data types are shown in Table 18.

Data Type Mappings for Floating Points

Name XML Type
Float xs:float
Double xs:double

5.3.1.5 The XMLfloating point type supports positive infinity (INF), negative infinity

(-INF) and not-a-number (NaN) String

A String value is encoded as an xs:string value.

5.3.1.6 DateTime

A DateTime value is encoded as an xs:dateTime value.
All DateTime values shall be encoded as UTC times or with the time zone explicitly specified.

Correct:

2002-10-10T00:00:00+05:00
2002-10-09T719:00:002%
Documents
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Incorrect:
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2002-10-09T19:00:00

It is recommended that all xs:dateTime values be represented in UTC format.

The earliest and latest date/time values that can be represented on a platform have special
meaning and shall not be literally encoded in XML.

The earliest date/time value on a platform shall be encoded in XML as '0001-01-
01T00:00:00Z'.

The latest date/time value on a platform shall be encoded in XML as '9999-12-31T11:59:59Z'

If a decoder encounters a xs:dateTime value that cannot be represent e platform it
should convert the value to either the earliest or latest date/time that Car sented on

date value.
The earliest date/time value on a platform is equivalent to a

5.3.1.7 Guid

A Guid is encoded using the string representation de

The XML schema for a Guid is:

<xs:complexType name="Guid">
<xs:sequence>
<xs:element name="String"\ty
</xs:sequence>
</xs:complexType>

5.3.1.8 ByteS:ng
A ByteString valu S

<xs:eleme 3 Pri type="xs:base64Binary" nillable="true"

/>
5.3.1.9

s. g" minOccurs="0" />

gseb64Binary value.

An XmlElement va encoded as a xs:complexType with the following XML schema:

<xs:complexType name="XmlElement">
<xs:sequence>
<xs:any minOccurs="0" maxOccurs="1" processContents="lax" />
</xs:sequence>
</xs:complexType>

XmlElements may only be used inside Variant or ExtensionObject values.
5.3.1.10 Nodeld
A Nodeld value is encoded as a xs:string with the syntax:

ns=<namespaceindex>;<type>=<value>

The elements of the syntax are described in Table 19.
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Table 19 - Components of Nodeld

Field Data Type | Description

<namespaceindex> | UInt16 The namespace index formatted as a base 10 number.
If the index is 0 then the entire 'ns=0;' clause shall be omitted.

<type> Enum A flag that specifies the identifier type.
The flag has the following values:
i NUMERIC (Ulnteger)

s STRING (String)

g GUID (Guid)

b OPAQUE (ByteString)
<value> * The identifier encoded as string.

The identifier is formatted using the XML data type mapping for(the identifier type.
Note that the identifier may contain any non-null UTF8 chardctey inghuding Whitespace.

Examples of Nodelds:

1=13

ns=10;1i=-1

ns=10;s=Hello:World
g=09087e75-8e5e-499b-954f-£f2a9603db28
n=1;b=M/RbKBsRVkePCePcx240RA==

The XML schema for a Nodeld is:

<xs:complexType name="NodeId">
<xs:sequence>
<xs:element name="Identif}
</xs:sequence>
</xs:complexType>

5.3.1.11 Expa§:e
An ExpandedNo

tring" minOccurs="0" />

nsu=<uri>;<type>=<value>

le 20 — Components of ExpandedNodeld

Field \Q,afé Type Description

<serverindex> Uint32 The server index formatted as a base 10 number.
If the server index is 0 then the entire 'svr=0;' clause shall be omitted.

<namespaceindex> Uint16 The namespace index formatted as a base 10 number.
If the namespace index is 0 then the entire 'ns=0;' clause shall be omitted.
The namespace index shall not be present if the URI is present.

<uri> String The namespace URI formatted as a string.

Any reserved characters in the URI shall be replaced with a ‘%’ followed by its 8 bit
ANSI value encoded as two hexadecimal digits (case insensitive). For example, the
character ‘;’ would be replaced by ‘%3B’.

The reserved characters are ‘;’ and ‘%’.
If the namespace URI is null or empty then 'nsu=;' clause shall be omitted.

<type> Enum A flag that specifies the identifier type.
This field is described in Table 19.
<value> * The identifier encoded as string.

This field is described in Table 19.
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The XML schema for a ExpandedNodeld is:

<xs:complexType name="ExpandedNodeId">
<xs:sequence>
<xs:element name="Identifier" type="xs:string"™ minOccurs="0" />
</xs:sequence>
</xs:complexType>

5.3.1.12 StatusCode
A StatusCode is encoded as an xs:unsignedint with the following XML schema:

<xs:complexType name="StatusCode">
<xs:sequence>
<xs:element name="Code" type="xs:unsignedInt" ming
</xs:sequence>
</xs:complexType>

5.3.1.13 Diagnosticinfo
An Diagnosticlnfo value is encoded as a xs:complexType ML schema:

<xs:complexType name="DiagnosticInfo">
<xXs:sequence>
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element

/>
MminOccurs="0" />
S " minOccurs="0/>
minOccurs="0/>
="xs:string" minOccurs="0"
/>
<xs:element
minOccurs="0" />
<xs:element nf s Tiet type="tns:DiagnosticInfo"

minOccurs=
</xs:seque
</xs:complexTyyYe

A QualifiedNs coded as a xs:complexType with the following XML schema:

type="tns:StatusCode"

"QualifiedName">

<xs:elemh ame="NamespaceIndex" type="xs:int" minOccurs="0" />
<xs:elemen¥ name="Name" type="xs:string" minOccurs="0" />
</xs:sequence>
</xs:complexType>

5.3.1.15 LocalizedText
A LocalizedText value is encoded as a xs:complexType with the following XML schema:

<xs:complexType name="LocalizedText">
<xs:sequence>
<xs:element name="Locale" type="xs:string" minOccurs="0" />
<xs:element name="Text" type="xs:string" minOccurs="0" />
</xs:sequence>
</xs:complexType>

5.3.1.16 ExtensionObject

An ExtensionObject value is encoded as a xs:complexType with the following XML Reecuments
Document Sharing Hub
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<xs:complexType name="ExtensionObject">
<xs:sequence>
<xs:element name="Typeld" type="tns:NodeId" minOccurs="0" />
<xs:element name="Body" minOccurs="0">
<xs:complexType>
<xs:sequence>
<xs:any minOccurs="0" processContents="lax"/>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>

5.3.1.17 Variant

<xs:sequence>
<xs:element name="Value"
<xs:complexType>

</xs:element>
</xs:seque r@
</xs:complexTypé
If the Variant repfes e then it shall contain a single child element with the
name of the buyjlt- N wple, the single precision floating point value 3,141 5 would

If the Variant
with the prefix 'Li
encoded as:

epresents a single dimensional array then it shall contain a single child element
QFf” and the name built-in type. For example an array of strings would be

<tns:ListOfString>
<tns:String>Hello</tns:String>
<tns:String>World</tns:String>

</tns:ListOfString>

If the Variant represents a Multidimensional array then it shall contain a child element with the
name ‘Matrix’ with the two sub-elements shown in this example:

<tns:Matrix>

<tns:Dimensions>
<tns:Int32>2</tns:Int32>
<tns:Int32>2</tns:Int32>

</tns:Dimensions>

<tns:Elements>
<tns:String>A</tns:String>
<tns:String>B</tns:String> Documents
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<tns:String>C</tns:String>
<tns:String>D</tns:String>
</tns:Elements>
</tns:Matrix>

In this example, the array has the following elements:

[0,0] = "A"; [O,l] = "B"; [1,0] = "cr; [1,1] = nmp"

The elements of a multi-dimensional array are always flattened into a single dimensional array
where the higher rank dimensions are serialized first. This single dimensional array is
encoded as a child of the ‘Elements’ element. The ‘Dimensions’ element is an array of Int32
values that specify the dimensions of the array starting with the lowest rank~dimension. The
multi-dimensional array can be reconstructed by using the dimensions eagoded.

The complete set of built-in type names is found in Table 1.

5.3.1.18 DataValue

M[E$chema:

A DataValue value is encoded as a xs:complexType

<xs:complexType name="DataValue">
<xs:sequence>
<xs:element = iZAnt" minOccurs="0"
nillable="true"
<xs:element atusCode" minOccurs="0"

/>
<xs:element
minOccurs="0" />
<xs:element
minOccurs="0"/>

<xs:element
minOccurs="0¢
<xs:eleme

minOccurs="0"/x
</xs:seque
</xs:comple

type="xs:dateTime"
type="xs:unsignedShort"
type="xs:dateTime"

type="xs:unsignedShort"

Enumeratiohs at 3 used as parameters in the Messages defined in |IEC 62541-4 are
l yith the following syntax:

<symbol> <value>

The elements of the syntax are described in Table 21.

Table 21 — Components of Enumeration

Field Type Description
<symbol> | String The symbolic name for the enumerated value.
<value> Uint32 The numeric value associated with enumerated value.
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For example, the XML schema for the NodeClass enumeration is:

<xs:simpleType name="NodeClass">
<xs:restriction base="xs:string">
<xs:enumeration value="Unspecified 0" />
<xs:enumeration value="Object 1" />
<xs:enumeration value="Variable 2" />
<xs:enumeration value="Method 4" />
<xs:enumeration value="ObjectType 8" />
<xs:enumeration value="VariableType 16" />
<xs:enumeration value="ReferenceType 32" />
<xs:enumeration value="DataType 64" />
<xs:enumeration value="View 128" />
</xs:restriction>
</xs:simpleType>

/ass. is case the
bject would be stored

corresponding numeric value is placed in the Variant (e.g.
asa).

5.3.3 Arrays

type="tns:ReadValueId"
unbounded" nillable="true" />

<xXs:sequenc
<xs:elem
minOcc

</xs:sequenca

Structures are encad€d as a xs:complexType with all of the fields appearing in a sequence.
All fields are encoded as an xs:element and have xs:maxOccurs set to 1.

For example, the Read service has a ReadValueld structure in the request. The XML schema
would look like:

<xs:complexType name="ReadValueId">
<xs:sequence>
<xs:element name="NodeId" type="tns:NodeId" minOccurs="1" />
<xs:element name="AttributeId" type="xs:int" minOccurs="1" />
<xs:element name="IndexRange" type="xs:string"
minOccurs="0" nillable="true" />
<xs:element name="DataEncoding" type="tns:NodeId" minOccurs="1" />
</xs:sequence>
</xs:complexType>
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5.3.5 Messages

Messages are encoded as an xs:complexType. The parameters in each message are
serialized in the same way the fields of a structure are serialized.

6 Security Protocols

6.1  Security Handshake

All SecurityProtocols shall implement the OpenSecureChannel and CloseSecureChannel
services defined in IEC 62541-4. These services specify how to establish a SecureChannel
and how to apply security to messages exchanged over that SecureChannel. The messages
exchanged and the security algorithms applied to them are shown in Figure 10.

SecurityProtocols shall support three SecurityModes: None, Sign a
SecurityMode is None then no security is used and the securit
10 is not required. However, a SecurityProtocol implementatig

Client

AsymmetricSignatureAlgorithm

<

CreateSession Request

&Siéned with Client Signing Key *——————

+ Encrypted with Server Encryption Key

SymmetricEncryptionAlgorithy

KeyDerivationg&lgorithr 7/ KeyDerivationAlgorithm

CreateSession Response Y

\
N Signed with Server Signing Key ¥

A

x Encrypted with Client Encryption Key

Figure 10 — Security Handshake

Each SecurityProtocol mapping specifies exactly how to apply the security algorithms to the
message. A set of security algorithms that shall be used together during a security handshake
is called a SecurityPolicy. IEC 62541-7 defines standard SecurityPolicies as parts of the
standard Profiles which OPC UA applications are expected to support. IEC 62541-7 also
defines a URI for each standard SecurityPolicy.

A Stack is expected to have built in knowledge of the SecurityPolicies that it supports.
Applications specify the SecurityPolicy they wish to use by passing the URI to the

AsymmetricEncryptionAlgorithm

or
-T /7 AsymmetricKeyW rapAlgorithm
SymmetricEncryptionAlgorithm

—— SymmetricSignatureAlgorithm

DerivedSignatureKeyLength
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Table 22 defines the contents of a SecurityPolicy. Each SecurityProtocol mapping specifies
how to use each of the parameters in the SecurityPolicy. A SecurityProtocol mapping may not
make use of all of the parameters.

Table 22 — SecurityPolicy

Name Description

PolicyUri The URI assigned to the SecurityPolicy.
SymmetricSignatureAlgorithm The URI of the symmetric signature algorithm to use.
SymmetricEncryptionAlgorithm The URI of the symmetric key encryption algorithm to use.
AsymmetricSignatureAlgorithm The URI of the asymmetric signature algorithm to use.
AsymmetricKeyWrapAlgorithm The URI of the asymmetric key wrap algorithm to use.
AsymmetricEncryptionAlgorithm The URI of the asymmetric key encryption algorithm to use.
KeyDerivationAlgorithm The key derivation algorithm to use.

DerivedSignatureKeylLength The length in bits of the derived key used for messz;ge\buthenticéﬁgn.

The AsymmetricEncryptionAlgorithm is used when encrypting thé e 'with an

asymmetric key. Some SecurityProtocols do not encrypt with an
asymmetric key. Instead, they use the AsymmetricKeyWrapAlg symmetric
key and then use the SymmetricEncryptionAlgorithm to encrip the mesSage

The AsymmetricSignatureAlgorithm is used to sign a message asymmetric key.

The KeyDerivationAlgorithm is used to create t ecure messages sent over
the SecureChannel. implied by the
SymmetricEncryptionAlgorithm. The le d for creating symmetric signatures
depend on the SymmetricSignatureAlgo erent from the encryption key

length.

6.2 Certificates
6.2.1 General
OPC UA App/i@vs
cryptography opexatio

X.509) encoded usi (see ITU-T X.690). Certificates used by OPC UA

‘ 3280 which defines a profile for X509 Certificates

The  SefwerCertificate ClientCertificate  parameters used in the abstract

Applicationinstance Ceytificate.

The ServerSoftwareCertificates and ClientSoftwareCertificates parameters in the abstract
CreateSession and ActivateSession services are instances of the SignedSoftwareCertificate
data type. Subclause 6.2.3 describes how to create an X509 Certificate that can be used as
an SignedSoftwareCertificate.

6.2.2 Application Instance Certificate

An ApplicationinstanceCertificate is a ByteString containing the DER encoded form of an
X509v3 Certificate. This Certificate is issued by certifying authority and identifies an instance
of an application running on a single host. The X509v3 fields contained in an
Applicationlnstance Certificate are described in Table 23. The fields are defined completely in
RFC 3280.
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Table 23 — ApplicationinstanceCertificate

Name Abstract Parameter | Description
ApplicationinstanceCertificate An X509v3 Certificate.
version version shall be “V3”
serialNumber serialNumber The serial number assigned by the issuer.
signatureAlgorithm signatureAlgorithm | The algorithm used to sign the Certificate.
signature signature The signature created by the Issuer.
issuer issuer The distinguished name of the Certificate used to create the signature.
The issuer field is completely described in RFC 3280.
validity validTo, validFrom | When the Certificate becomes valid and when it expires.
subject subject The distinguished name of the application instance.

The Common Name attribute shall be specified and should be the
productName or a suitable equivalent. T rganization Name attribute
shall be the name of the Organization tfat exesutes the application

t the vendor of the application.

The subject field is completely desgribed im%o.
subjectAltName applicationUri, The alternate names for the application instance. \/
i equal to the

hostnames Shall include a uniformReSourceldentifier which i
applicationUri.
Servers shall speci ress Which identifies the

machine where thesappli . Additional INSNames may

be specified i achi i es. The IPAddress should not
be specified if the Sercer .
The subjectAltiName fieldi described in RFC 3280.

publicKey publicKey The publidkey’agbogiated With the Certificate.
keyUsage keyUsage Speqifies\how the cwate kéy may be used.
hall include digitalSigrature; nonRepudiation, keyEncipherment and
dataEnciphermeny,
}ﬂqe ey udgs are ed.
extendedKeyUsage keyUsage Specifies\additiepal key uses for the Certificate.
all specify 'sepderAuth and/or clientAuth.
Other key use¥ are allowed.

é

6.2.3 Signed Soft

A SignedSoftwa rtifi
Certificate. This Tti

a\ByteString eontaining the DER encoded form of an X509v3
issved Ny Ya certifying authority and contains an X509v3
ifica ich specifies the claims verified by the certifying
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Table 24 — SignedSoftwareCertificate

Name Description
SignedSoftwareCertificate An X509v3 Certificate.
version version Shall be “V3”
serialNumber serialNumber The serial number assigned by the issuer.
signatureAlgorithm signatureAlgorithm The algorithm used to sign the Certificate.
signature signature The signature created by the Issuer.
issuer issuer The distinguished name of the Certificate used to create the signature.
The issuer field is completely described in RFC 3280.
validity validTo, validFrom When the Certificate becomes valid and when it expires.
subject subject The distinguished name of the product.

The Common Name attribute shall be the same as the productName in the
SoftwareCertificate and the Organization N attribute shall be the
vendorName in the SoftwareCertificate.

Other attributes may be specified.

subjectAltName productUri

publicKey publicKey The public key associdtetwith thexCertificafy,

keyUsage keyUsage Specifies how the certificate keyyma \be{st'ee?
shall be ‘digita)8ignature’ ‘nonRepudiatign’
ot allqwed:

Other key usés arg-

extendedKeyUsage keyUsage Specifies additiodal ey uses.for the~Cértificate.
May specify ‘sodeSignings.
/\ Othet key ysages [are not allowed.

softwareCertificate soﬂwareCertificat\e\ eXML e odedw SoftwareCertificate stored as UTF8 text.
ibe:

ow to encode a SoftwareCertificate in XML.
Identifier (OID) for this extension is:
00.2264.1.6.1

~

6.3 WS Secure Conve

6.3.1 Overview

Any message Se@
specifies a way D

secure messages &

with the WS Secure Conversation. This protocol
srets via WS Trust and then use these secrets to

The mechanj igning XML elements are described in the XML Signature
specification. for encrypting XML elements are described in the

IEC 62541-7. WS-I Basic Security Profile Version 1.1 defines best practices when using WS-
Security which will help ensure interoperability. All OPC UA implementations shall conform to
this specification.

The Timestamp header defined by WS Security is used to prevent replay attacks and shall be
present and signed in all messages exchanged.

Figure 11 illustrates the relationship between the different WS-* specifications that are used
by this mapping. The versions of the WS-* specifications shown in the diagram were the most
current versions at the time of publication. IEC 62541-7 may define Profiles that require
support for future versions of these specifications.
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WS Secure Conversation 1.3

WS Security 1.1

WS Trust 1.3

XML Signature 1.0

XML Encryption 1.0

WS Addressing 1.0

SOAP 1.2

HTTP or HTTPS (SSL/TLS)

2’1 Aaljod Ajunoes g

Client

R/SCT (WS-Trust)

ontains Clignt Public Key)
with Sgfver Private Key) v

hannel Response

~

~

rivedKeyToken (signing)
ehyegdKeyToken (encrypting)

CreateSession Request

A

— —» SecurityContextToken (identifier only)
DerivedKeyToken (signing)
DerivedKeyToken (encrypting)

CreateSession Response

-~

~

7

~ SecurityContextToken (identifier only)
DerivedKeyToken (signing)
DerivedKeyToken (encrypting)

Figure 12 — The WS Secure Conversation Handshake

~

'

Contains a secret that is
used to create the derived
keys.

Each DerivedKeyToken
contains a Nonce that is
used to derived the key
from the shared secret

The RST (Request Security Token) and RSTR (Request Security Token Response) messages
are defined by WS Trust. WS Secure Conversation defines new actions for these messages
that tell the server that the client wants to create a SCT (Security Context Token). The SCT
contains the shared keys that the applications use to secure messages sent over the

SecureChannel.
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Individual messages are secured with keys derived from the SCT using the mechanism
defined in WS Secure Conversation. The subclauses below specify the structure of the
individual messages and illustrate which features from the WS-* specifications are required to
implement the OPC UA security handshake.

6.3.2 Notation
SOAP messages use XML elements defined in a number of different specifications. This

document uses the prefixes in Table 25 to identify the specification that defines an XML
element.

Table 25 — WS-* Namespace Prefixes

Prefix Specification

wsu WS-Security Utilities

wsse WS-Security Extensions
wst WS-Trust

wsc WS-Secure Conversation
wsa WS-Addressing /\
xenc XML Encryption

6.3.3 Request Security Token (RST/SCT)

a) A wsse:BinarySec
DER encoded X50

b) An encrypte
shall be encrypte
with the Server’s

c) A wsc: D » ich is used to sign the body, the WS Addressing headers and
the AN \ using the SymmetricSignatureAlgorithm. The signature
ele Il Yhen be\signed using the AsymmetricSignatureAlgorithm with the Client’'s
Private™XXey.~Xh DerivedKeyToken shall also specify a Nonce.

d) A wsc:DerivedReyToken which is used to encrypt the body of the message using the
SymmetricEncryptionAlgorithm.

This message shall have the wsa:Action, wsa:Messageld, wsa:ReplyTo and wsa:To headers
defined by WS Addressing. The message shall also have a wsu:Timestamp header defined by
WS Security. These headers shall also be signed with the derived key used to sign the
message body.

The signature shall be calculated before applying encryption and the signature shall be
encrypted.

The mapping between the OpenSecureChannel request parameters and the elements of the
RST/SCT message are shown in Table 26.
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Table 26 — RST/SCT Mapping to an OpenSecureChannel Request

OpenSecureChannel RST/SCT Element Description

Parameter

clientCertificate wsse:BinarySecurityToken Passed in the SOAP header.

requestType wst:RequestType Shall be “http://schemas.xmlsoap.org/ws/2005/02/trust/Issue” when

creating a new SCT.
Shall be “http://schemas.xmlsoap.org/ws/2005/02/trust/Renew” when
renewing a SCT.

secureChannelld

wsse:SecurityTokenReference

Passed in the SOAP header when renewing an SCT.

securityMode
securityPolicyUri

wst:SignatureAlgorithm
wst:EncryptionAlgorithm
wst:KeySize

These elements describe the SecurityPolicy requested by the client.
These elements shall match the SecurityPolicy used by the endpoint
that the client wishes to connect to.

These elements are optional.

clientNonce

wst:Entropy

This contains the nonce specified by the clie
The nonce is specified with the wspBigarySecretelement.

requestedLifetime

wst:Lifetime

The requested lifetime for the
This element is optional.

6.3.4 Request Security Token Response (RSTR/SCT)

The Request Security Token Response mess the abstract
OpenSecureChannel response message defined in | of this message
is defined by WS Trust. The use of the ibed in detail in
WS Secure Conversation. This message not si with the asymmetric

algorithms as described in IEC 62541-
request message are used instead.

message body.

e Body, the WS Addressing headers and
igSignatureAlgorithm. This key is derived
in the RST/SCT message. The

d to encrypt the body of the message using the
key is derived from the encrypted SecurityToken

the wsa:Action and wsa:RelatesTo headers defined by
also have a wsu:Timestamp header defined by

The signature shall be calculated before applying encryption and the signature shall be

encrypted.

The mapping between the OpenSecureChannel response parameters and the elements of the
RSTR/SCT message are shown Table 27.
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Table 27 — RSTR/SCT Mapping to an OpenSecureChannel Response

OpenSecureChannel | RSTR/SCT Element Description
Parameter
- wst:RequestedProofToken This contains a wst:ComputedKey element which specifies the algorithm used
to compute the shared secret key from the nonces provided by the client and
the server.
-—- wst:TokenType Specifies the type of token issued.
securityToken wst:RequestedSecurityToken | Specifies the new SCT (Security Context Token) or renewed SCT.
channelld wsc:ldentifier An absolute URI which identifies the SCT.
tokenld wsc:Instance An identifier for a set of keys issued for a context.
It shall be unique within the context.
createdAt wsu:Created This is optional element in the wsc:SecurityContextToken returned in the
header.
revisedLifetime wst:Lifetime The revised lifetime for the SCT. (
serverNonce wst:Entropy This contains the nonce specified by the s !
The nonce is specified with the wst:Bin cret element.
The xenc:EncryptedData element is n{t&%a e the
message body shall be encrypted,.

Mclient shall

ain. The exact

The lifetime specifies the UTC expiration time for the sec
renew the SCT before that time by sending the RS
behaviour is described in IEC 62541-4, 5.5.

6.3.5 Using the SCT

the request.

If encryption is usid it
Any message seuvudrg

tokens:

b) A wsc:DerivedKeyToken which is used to encrypt the body of the message using the

wsc:DerivedKeyToken shall also specify a Nonce.

This message shall have the wsa:Action and wsa:RelatesTo headers defined by
WS Addressing. The message shall also have a wsu:Timestamp header defined by
WS Security.

6.3.6 Cancelling Security Contexts

The Cancel message defined by WS Trust implements the abstract CloseSecureChannel
request message defined in IEC 62541-4.

This message shall be secured with the SCT.
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6.4 OPC UA Secure Conversation
6.4.1 Overview

OPC UA Secure Conversation (UASC) is a binary version of WS-Secure Conversation. It
allows secure communication over transports that do not use SOAP or XML.

UASC is designed to operate with different TransportProtocols that may have limited buffer
sizes. For this reason, OPC UA Secure Conversation will break OPC UA messages into
several pieces (called ‘MessageChunks’) that are smaller than the buffer size allowed by the
TransportProtocol. UASC requires a TransportProtocol buffer size that is at least 8 196 bytes.

All security is applied to individual MessageChunks and not the entire OP
Stack that implements UASC is responsible for verifying the security omg
received and reconstructing the original OPC UA message.

UA message. A
ssageChunk

All MessageChunks will have a 4-byte sequence assigned to ther
are used to detect and prevent replay attacks.

were received.

6.4.2 MessageChunk Structure

Figure 13 shows the structure of a SS

message.
M\{sage)Header

\S\eéjrity Header
NN

AN

\
V' Sequence Header
Body
> Data To Encrypt
Paddin
\_ g
Signature

/

Figure 13 — OPC UA Secure Conversation MessageChunk

Every MessageChunk has a message header with the fields defined in Table 28.
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Table 28 — OPC UA Secure Conversation Message Header

Name

Data Type Description

MessageType

Byte[3] A three byte ASCII code that identifies the message type.

The following values are defined at this time:
MSG A message secured with the keys associated with a channel.
OPN OpenSecureChannel message.
CLO CloseSecureChannel message.
A one byte ASCII code that indicates whether the MessageChunk is the final chunk in a
message.
The following values are defined at this time:
C An intermediate chunk.
F The final chunk.
A The final chunk (used when an error occurred and the message is aborted).
The length of the MessageChunk, in bytes. This value includgs size“ef the message header.

A unique identifier for the SecureChannel assigned by th¢ setver
If a Server receives a SecureChannelld which it doe cognige it'shall refurn an
appropriate transport layer error.

The message header is followed by a security header
operations have been applied to the message. There are

IsFinal Byte

MessageSize UInt32

SecureChannelld UiInt32

OpenSecureChannel messages. PKCS #1 defin
used by UASC implementations.

gorithms that may be
gorithm element of the

Table 29 — Asymmetric Algorithm\Security Header

[EAN
Name Datg;llyge\ Déqcri\p(ion
SecurityPolicyUriLength \ tB2 The Tength if\pé SecurityPolicyUri in bytes.This value shall not exceed 255
N

e URlofthe security policy used to secure the message.

Thisjeld is encoded as a UTF8 string without a null terminator.
ength of the SenderCertificate in bytes.

This value shall not exceed MaxCertificateSize bytes.
The X509v3 certificate assigned to the sending application instance.
This is a DER encoded blob.
The structure of an X509 certificate is defined in ITU-T X.509.
The DER format for a certificate is defined in ITU-T X.690.
This indicates what private key was used to sign the MessageChunk.
The Stack shall close the channel and report an error to the application if the
SenderCetrtificate is too large for the buffer size supported by the transport
layer.
This field shall be null if the message is not signed.

SecurityPolicyUri

SenderCertificateLeng({) K

SenderCertificate

Byte[*
N

ReceiverCertificateThuthip{‘Length Int32 The length of the ReceiverCertificateThumbprint in bytes.
The length of this field is always 20 bytes.
ReceiverCertificateThumbprint Byte[*] The thumbprint of the X509v3 certificate assigned to the receiving application

instance.

The thumbprint is the SHA1 digest of the DER encoded form of the certificate.
This indicates what public key was used to encrypt the MessageChunk.

This field shall be null if the message is not encrypted.

The receiver shall close the communication channel if any of the fields in the security header
have invalid lengths.

The SenderCertificate shall be small enough to fit into a single MessageChunk and leave
room for at least one byte of body information. The maximum size for the SenderCertificate
can be calculated with this formula:
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MaxCertificateSize =

MessageChunkSize -

12 - // Header size

4 - // SecurityPolicyUriLength
SecurityPolicyUri - // UTF-8 encoded string

4 - // SenderCertificatelength
4 - //

ReceiverCertificateThumbprintLength

20 - // ReceiverCertificateThumbprint

8 - // SequenceHeader siz
1 - // Minimum body siz
1 - //
Padding - // Padding if
AsymmetricSignatureSize // 1If presg
The MessageChunkSize depends on the transport prefoco atMeast 8 196 bytes.
The AsymmetricSignatureSize depends on the numbe i 2 public key for the

SenderCertificate. The Int32FieldLength is the Int32 value and it is
always 4 bytes.

The security header used for symmetric’a
are used to secure all messages othe
define symmetric encryption algorithms
HMAC define some symmethic si

able 30. Symmetric algorithms
nSecureChannel messages. FIPS 197
pentations may use. FIPS 180-2 and

Name Dat(ﬁ' y\pQ B ﬁesa‘i,ptic}t\ )

Tokenld UIntQ&/ ANyniqueNdentifier for the SecureChannel token used to secure the message.
ThisYidentifier isfeturned by the server in an OpenSecureChannel response message. If a

The security Yeadery ways followed by the sequence header which is defined in Table 31.
The se ures that the first encrypted block of every message sent over a
channel iffepent data

Table 31 — Sequence Header

Name Data Type Description

SequenceNumber | UInt32 A monotonically increasing sequence number assigned by the sender to each
MessageChunk sent over the SecureChannel.

Requestld UiInt32 An identifier assigned by the client to OPC UA request Message. All MessageChunks for
the request and the associated response use the same identifier.

SequenceNumbers may not be reused for any Tokenld. The token lifetime should be short
enough to ensure that this never happens, however, if it does the receiver should treat it as a
transport error and force a reconnect.

The SequenceNumber shall also monotonically increase for all messages and shall not wrap
around until it is greater than 4 294 966 271 (UInt32.MaxValue — 1 024). The first number
after the wrap around shall be less than 1 024. Note that this requirement means that
SequenceNumbers do not reset when a new Tokenld is issued. The SequenceNumber shall
be incremented by exactly one for each MessageChunk sent unless the communication
channel was interrupted and re-established. Gaps are permitted be%t‘:u'ﬁ‘ients
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