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INTERNATIONAL ELECTROTECHNICAL COMMISSION

OPC UNIFIED ARCHITECTURE -

Part 7: Profiles

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for sfandard atlon comprising
all national electrotechnical committees (IEC National Committees). The object of |IEC to promote
international co-operation on all questions concerning standardization in the elegtn 9
this end and in addition to other activities, IEC publishes International Standards\Technicak Spesjfications,
Technical Reports, Publicly Available Specifications (PAS) and Guides (R 2 €
Publication(s)”). Their preparation is entrusted to technical committees; an¥y & iq A interested
in the subject dealt with may participate in this preparatory work i P
governmental organizations liaising with the IEC also part|C|pate in
with the International Organization for Standardization (ISO) in @ccordange Wi
agreement between the two organizations.

dborates closely
itions determined by

2) The formal decisions or agreements of IEC on technical mattgrs expres

3) IEC Publications have the form of recommendations

Publications is accurate, IEC cannot be h
misinterpretation by any end user.

4) In order to promote international uniformily, IE ioN jittees undertake to apply IEC Publications
transparently to the maximup Si \eir nati and regional publications. Any divergence
between any IEC Publicatiop’an ¢ regional publication shall be clearly indicated in
the latter

5) IEC itself does not proyide an i srmity/ Independent certification bodies provide conformity
assessment services arjd, i 8 _areas, ascess\{o IEC marks of conformity. IEC is not responsible for any

services carried
6) All users should engudr 3 e latest edition of this publication.

7) No liability shall at a 3, employees, servants or agents including individual experts and
R S C National Committees for any personal injury, property damage or
other damage of any \naty r; whether direct or indirect, or for costs (including legal fees) and

expenses a L B_pub 'catlon use of, or reliance upon, this IEC Publication or any other IEC
8) Attentigh i 8 to the Normative references cited in this publication. Use of the referenced publications is

9) Attention is drawn to
patent rights. IEC

e possibility that some of the elements of this IEC Publication may be the subject of
hall pot be held responsible for identifying any or all such patent rights.

International Standard |IEC 62541-7 has been prepared by subcommittee 65E: Devices and
integration in enterprise systems, of IEC technical committee 65: Industrial-process
measurement, control and automation.

This second edition cancels and replaces the first edition published in 2012. This edition
constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:

a) Added a large number of new Facets to cover additional functional areas of OPC UA. Most
significantly:

— Facets for Historical Access;

Facets for Aggregates;

Facets for HTTPs Documents

Document Sharing Hub

Full document details: IEC 62541-7 2015
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— New Security Facets
— New User Token Facet that supports anonymous access
— Best Practice Facets,

b) New Security Policy for asymmetric key length > 2048

The text of this standard is based on the following documents:

CDV Report on voting
65E/378/CDV 65E/406/RVC

Full information on the voting for the approval of this standard can be foy
voting indicated in the above table.

the report on

Architecture, can be found on the IEC website.

The committee has decided that the contents of thig
the stability date indicated on the IEC web site

* reconfirmed,

* withdrawn,

* replaced by a revised edition, or
+ amended.

N &N

IMPORTANT - '‘cglour ihside’ g\>\o>(he cover page of this publication indicates
that it contal hi e “considered to be useful for the correct
understanding ofits rg’ should therefore print this document using a
colour printer.
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OPC UNIFIED ARCHITECTURE -

Part 7: Profiles

1 Scope

This part of IEC 62541 describes the OPC Unified Architecture (OPC UA) Profiles. The
Profiles in this document are used to segregate features with regard to testing of OPC UA
products and the nature of the testing (tool based or lab based). This jhcludes the testing

either in a lab or using automated tools. The definition o

scope of this document, but the general categories of Te
document.

Most OPC UA applications will confor

2 Normative references

The following documents, jr i ively referenced in this document and
are indispensable for its pplisafion. d ehces, only the edition cited applies. For
undated references, referenced document (including any
amendments) applies.

IEC TR 62541-1®C ~ : —"Part 1: Overview and concepts

IEC 62541-5, OPCunified architecture — Part 5: Information model
IEC 62541-6, OPC unified architecture — Part 6: Mappings

IEC 62541-8, OPC unified architecture — Part 8: Data access

IEC 62541-9, OPC unified architecture — Part 9: Alarms and conditions

IEC 62541-111, OPC unified architecture — Part 11: Historical access

IEC 62541-131, OPC unified architecture — Part 13: Aggregates

1 To be published. Documents
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3 Terms, definitions, and conventions

3.1 Terms and definitions

For the purposes of this document, the terms and definitions given in IEC TR 62541-1, IEC
TR 62541-2, IEC 62541-3, IEC 62541-4, IEC 62541-6, and IEC 62541-8 as well as the
following apply. An overview of the terms defined in this standard and their interaction can be
viewed in Figure 1.

3.1.1
application
software program that executes or implements some aspect of OPC UA

3.1.2
ConformanceUnit

Note 1 to entry: A ConformanceUnit can cover a group of services i R pformation models. For
additional detail see Clause 5.

3.1.3
ConformanceGroup
group of ConformanceUnits that is give

Note 1 to entry: This grouping is only to asgist in organizing CoxformanceUnits. Typical ConformanceGroups
include groups for each of the service sets in OP

3.1.4
Facet
Profile dedicated to a ifi er or Client may require

Note 1 to entry: F@

of a Profile indicates tha

higher-level Profiles. The use of the term Facet in the title
alone Profile.

3.1.5

FullFeatured F

Profile that defi ecessary to build a functional OPC UA Application

Note 1 to e rofile in particular adds definitions of the transport and security requirements.
3.1.6

ProfileCategory
arranges Profiles into application classes, such as Server or Client

Note 1 to entry: These categories help determine the type of Application that a given Profile would be used for.
For additional details see 4.4.

3.1.7

TestCase

technical description of a set of steps required to test a particular function or information
model

Note 1 to entry: TestCases provide sufficient details to allow a developer to implement them in code. TestCases
also provide a detailed summary of the expected result(s) from the execution of the implemented code and any
precondition(s) that must be established before the TestCase can be executed.

3.1.8
TestLab
facility that is designated to provide testing services Documents

Document Sharing Hub
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Note 1 to entry: These services include but are not limited to personal that directly perform testing, automated
testing and a formal repeatable process. The OPC Foundation has provided detailed standard describing OPC UA
TestLabs and the testing they are to provided (see Compliance Part 8 UA Server, Compliance Part 9 UA Client).

3.2 Abbreviations

DA Data Access
HA Historical Access
HMI Human Machine Interface

NIST National Institute of Standard and Technology

PKI Public Key Infrastructure
RSA Rivest-Shamir-Adleman
UA Unified Architecture

4 Overview

4.1 General

of a Server or Client. Servers and Clients need to/be /able 1 ¢ which features they
support and wish to have certified. This documep e xuping of these features. The
% are further grouped into

Profiles. Figure 1 provides an fctions between Profiles,

ConformanceUnits. The figure also illustrates a featuce of the OPC UA Compliance Test Tool
(CTT), in that it will test if a Rro sse aNConformanceUnits. 1t will also test all
Ne )

other ConformanceUnits and\teport 2 othe

dses are related back to the appropriate
his relationship is also displayed by the OPC UA

and Compliance Part

ConformanceUnitgdefin
Compliance Tesl.

Documents
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Grouped into Profiles /
Will determine

Composed Conformant Profile(s)
of for Application

Other
Profiles /
Facets

Organized by
Conformance Conformance

Groups Units

Each
Conformance
Composed of

the building blocks of\a Profile. Each ConformanceUnit can also be used as a test category.
For each ConformangéUnit, there would be a number of TestCases that test the functionality
described by the ConformanceUnit. The description of a ConformanceUnit is intended to
provide enough information to illustrate the required functionality, but in many cases to obtain
a complete understanding of the ConformanceUnit the reader may be required to also
examine the appropriate part of IEC 62541. Additional Information regarding testing of a
ConformanceUnit are provided in the Compliance Part 8 UA Server or Compliance Part 9 UA
Client test standards.

Process Test Casg
For Conformance

IEC

The same features do not appear in more than one ConformanceUnit.

4.3 Profiles

A Profile is a named aggregation of ConformanceUnits and other Profiles. To support a
Profile, an application has to support the ConformanceUnits and all aggregated Profiles. The
definition of Profiles is an ongoing activity, in that it is expected that new Profiles will be
added in the future.

Full document details: IEC 62541-7 2015
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An OPC UA Application will typically support multiple Profiles.
Multiple Profiles may include the same ConformanceUnit.

Testing of a Profile consists of testing the individual ConformanceUnits that comprise the
Profile.

Profiles are named based on naming conventions (see 6.3 for details).

4.4 Profile Categories

Profiles are grouped into categories to help vendors and end users~understand the

applicability of a Profile. A Profile can be assigned to more than one cat

g
Table 1 contains the list of currently defined ProfileCategories.

Table 1 — ProfileCategories

AN
Category Description SO\ \ N\
Client Profiles of this category specify funstions of ah, ORZ UA Client. The
URI of such Profiles can bem are Gertificate passed in
the ActivateSession request. .
Security Profiles of this lated functions. Security

policies are patt o th A of security policies has to
be part of an i ned from the GetEndpoints
service. Profiles o Servers and Clients.

Server Profiles of this ate% e fy ctlons of an OPC UA Server. The

URI f such Pr file of a Software Certificate returned
response and exposed in the server
,Qap |I|t| S.

Transport of this\category-specify specific protocol mappings. The URI
f suc rofites as be part of an Endpoint Description. These
G rofile$ ap to exvérs and Clients.

9 eSents an individually testable entity. For improved clarity, the large
list of Conforma )ts is arranged into named ConformanceGroups. These groups reflect
the Service Sets m/IEC 62541-4 and the OPC UA information models. Table 2 lists the
ConformanceGroups. These groups and the ConformanceUnits that they describe are detailed
in the Subclauses of Clause 5 starting with 5.2 ConformanceGroups have no impact on
testing; they are used only for organizational reasons, i.e. to simplify the readability of this
document.

Documents
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Table 2 - ConformanceGroups

Group

Description

Address Space Model

Defines ConformanceUnits for various features of the OPC UA
AddressSpace.

Aggregates

All ConformanceUnits that are related to Aggregates, including
individual ConformanceUnits for each supported Aggregate as
described in IEC 62541-13.

Alarms and Conditions

All ConformanceUnits that are associated with the OPC UA

information  model for  Conditions, acknowledgeable
Conditions, confirmations and Alarms as specified in
IEC 62541-9.

Attribute Services

Includes ConformanceUnits to read or ite current or
historical Attribute values. (WN\

Auditing

User level security includes support f s\bcméw trails,
audit S.

Base Information

with traceability between Client and SN
7

Data Access

All information elements as defined inNEG, 6254 5.
that deal

ConformanceUnits specific to Cfie n ve
with the representation a?i\e o\ utomati data as

specified in IEC 62541-8.

Discovery Services

ConformanceUnits whichfecu$qn Sarver Eadpoint Discovery.

Historical Access

Access to archived daté of node Attribute\values or Events.

Method Services

lls of_Objects. Methods are

Methods represent th%oilén ion
invoked and m Y a@sr mpletion (successful or

Miscellaneous

unsuccgé?ful).
ConfgrmanceUnits that cover
suc s recommended behaviours,

This oup ontajns
miscellanenus ‘subject

ese ConformanceUnits typically do not
rodps.

Monitored Item Services

documeritation et

Clien fin\e\%onit edltems to subscribe to data and
ents. h ohitoredltem identifies the item to be

monifored e Subscription to use to send Notifications.

N
Node mert

Manag
Services ?K é>

sSpace Nodes and References.

Protocol and Enbod'{rg\
/\

fit into aRy omoth r

ndles ConformanceUnits for all Services to add and delete
?)P U r

ve

alN transport and encoding combinations that are
speeifiethin IEC 62541-6.

Query Services X\

W may be used to provide advanced filtering and return
N\a subset of data.

Redundanc

The design of OPC UA ensures that vendors can create
edundant Clients and redundant Servers in a consistent
manner. Redundancy may be used for high availability, fault
tolerance and load balancing.

Security

N\
N

Security related ConformanceUnits that can be profiled this
includes all aspects of security.

Session Services

An (OPC UA) Session is an application layer connection.

Subscription Services

Subscriptions are used to report Notifications to the Client.

View Services

Clients use the View Service Set to navigate through the OPC
UA AddressSpace or through a View (a subset) of the OPC

UA AddressSpace.

5.2 Services

Tables 3 to 10 describe ConformanceUnits for the Services specified in IEC 62541-4. The
tables correlate with the Service Sets.

A single ConformanceUnit can reference several Services (e.g. CreateSession,
ActivateSession and CloseSession) but can also refer to individual aspects of Services (e.g.
the use of ActivateSession to impersonate a new user).
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Each table includes a listing of the Profile Category to which a ConformanceUnit belongs, the
titte and description of the ConformanceUnit and a column that indicates if the
ConformanceUnit is derived from another ConformanceUnit. A ConformanceUnit that is
derived from another ConformanceUnit includes all of the same tests as its parent plus one or
more additional TestCases. These TestCases can only further restrict the existing TestCases.
An example would be one in which the number of connections is tested, where the TestCase
of the parent required at least one connection and the derived ConformanceUnit would require
a TestCase for at least five connections.

The Discovery Service Set is composed of multiple ConformanceUnits (see Table 3). All
Servers provide some aspects of this functionality; see Profiles categorized as Server Profiles
for details. Clients may support some aspects of this functionality; see Profiles categorized as

Client Profiles for details.

Category | Title Description Derived

\
Server Discovery Get | Support the GetEndpoints S rviNo ta‘h\)
Endpoints all Endpoints of the Servey:
do

Table 3 — Discovery Services

{
This includes filtering ba M.
Server Discovery  Find | Support the FindServer vice wanly~for
Servers Self itself. A~

Server Discovery Call the RegisterServer/ Service to~egister
Register itself AOPC fver) [ with external
DIS% s annel with

a Seciuity r thag "None".
Server Discovery Allow figlxation of the Discovery Server

Configuration URL where-the Server Will register itself.

Allow co isabling of registration with

(\ /& Discover ver.

Client Discovery. Client \Uses the\FindSey¥ers Service to obtain all
Find N SQ&Q t on a given platform.

Basign

rv
Client Dis@?ygglvi‘er\{& Dse\ﬁ‘gsg/rvers Service to obtain URLs for
Find % ith \spesific Server URIs.
URI /\(@\ N
Client Dis&xé:xCl?egt\Wt new Servers after an initial
Sexvers\| FindServers Service call.
Dynami

Client iscavery glienf | Uses the GetEndpoints Service to obtain all
dpoints | Endpoints for a given Server URI.
“Basi

Client Diw Client | Detect changes to the Endpoints after an

Get ndpoints | initial GetEndpoints Service call.
Dynamic

Client Discovery Client | Allow specification of an Endpoint without
Configure going through the Discovery Service Set.
Endpoint

The Session Service Set is composed of multiple ConformanceUnits (see Table 4). The
CreateSession, ActivateSession, and CloseSession services are supported as a single unit.
All Servers and Clients provide this functionality.
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Table 4 — Session Services

Category

Title

Description

Derived

Server

Session General
Service Behaviour

Implement basic Service behaviour. This
includes in particular:

checking the authentication token

returning the requestHandle in responses

returning available diagnostic information as

BehavioUr

requested with the ‘'returnDiagnostics'
parameter
respecting a timeoutHint
Server Session Base Support the Session Service Set
(CreateSession, ActivateSession, CloseSessjon)
except the use of ActivateSession to ch nge t
Session user. This includes correct
all parameters that are provided.
Note that for the Create
ActivateSession services, ~
None then:
1) The Application Certj
optional.
2) The signatures apé null
The details of( thisy a in
IEC 62541-4. \ 3'7 A
Server Session  Change SupM@S&e %! Ao@vé{eﬁe}\s@m to change
User the Sessi er.
Server Session Cancel Supp;} ﬂ’re\}gs cel \Service to cancel
outstanding re ts.
Server Session Minimum 1|Suppért miRimum1 Sesgion (total).
Server Session Mini 2 ok%g' im m&p}érallel Sessions (total for
Parallel aII Cli
Server Session inimum or\v\mu 50 parallel Sessions (total for
50 Paralle all@\é(l ts)
Client Sesgio Clie asic Service behaviour. This
Gen ervic in de in“particular:

ing the proper authentication token of

th i
Qating a requestHandle if needed

Session
requesting diagnostic information with the
'returnDiagnostics' parameter
evaluate the serviceResult and operational
results

Client

S
Base

ion Client

Use the Session Service Set (CreateSession,

ActivateSession, and CloseSession) except the

use of ActivateSession to change the Session

user. This includes correct handling of all

parameters that are provided.

Note that for the CreateSession and

ActivateSession services, if the SecurityMode =

None then:

1) The Application Certificate and Nonce are
optional.

2) The signatures are null/empty.

Client

Session Client
Multiple

Connections

Support unlimited connections (client side) with
multiple Servers. Any limit on numbers of
connections is from server side. May have a
memory based limit, but not a software

constraint limit.

Full document details: IEC 62541-7 2015
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Category

Title

Description

Derived

Client

Session
Renew Nodelds

Client

This ConformanceUnit applies to Clients that
allow persisting Nodelds.

Verify that the Namespace Table has not
changed for Nodelds that the Client has
persisted and is going to re-use beyond a
Session lifetime. If changes occurred the Client
has to recalculate the Namespace Indices of the
respective Nodelds.

Client Session Client |Uses ActivateSession to change the Session

Impersonate user (impersonation).

Client Session Client | Make periodic requests to keep the Session

KeepAlive alive. PN

Client Session Client |Read or monitor the ServerStatus/Stat VariaBI@\
Detect Shutdown to recognize a potential shutdown of«th er
and clean up resources. /\
Client Session Client|Use the Cancel Service to canc oi\s\%ﬂn{\/
Cancel requests. /K
Client Session Client | Automatic Client reconnecti ing™\

Auto Reconnect — ActivateSession with Chanxel if
SecureChannel is sion
is still valid

ession is
AN
Client Client Entry-Level to intekoperate with Servers
Support W includes the
a single Session, a pre-

le 5 — Node Management Services

wposed of multiple ConformanceUnits (see Table 5).
e is functionality; see Profiles categorized as Server

Full document details: IEC 62541-7 2015

Category [Title \ Description Derived
Server NOW Support the AddNodes Service to add one or
Manag&ment Add | more Nodes into the OPC UA AddressSpace.
Node
Server Node Support the DeleteNodes Service to delete
Management one or more Nodes from the OPC UA
Delete Node AddressSpace.
Server Node Support the AddReferences Service to add
Management Add | one or more References to one or more
Ref Nodes in the OPC UA AddressSpace.
Server Node Support the DeleteReferences Service to
Management delete one or more References of a Node in
Delete Ref the OPC UA AddressSpace.
Client Node Uses Node Management Services to add or
Management delete Nodes and to add or delete
Client References in Server's OPC UA
AddressSpace.
Documents
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The View Service Set is composed of a multiple ConformanceUnits (see Table 6). All Servers
support some aspects of this conformance group. Clients may support some aspects of this
functionality; see Profiles categorized as Client Profiles for details.

Table 6 — View Services

Category | Title Description Derived

Server View Basic Support the View Service Set (Browse,
BrowseNext).

Server View Support TranslateBrowsePathsToNodelds

TranslateBrowsePath | Service.

Server View RegisterNodes | Support the RegisterNodes and
UnregisterNodes Services as a way
optimize access to repeatedly uig@;;:s‘\
in the Server's OPC UA AddressSpace.( ™\

Server View Minimum | Support minimum 1 continuati int

Continuation Point | Session.
01
Server View Minimum | Support minimum 5 co
Continuation Point | Session.
05 This number h
least half of
sessions.
Client View Client Basic
Browse
nodeClassMask
References.
Client View Client , Basic | M ke use ofthewresultMask parameter to
ResultSet F| eri iz th resuylt set to be returned by
Client View |ent es E\'L[arfslateBrowsePathsToNodeIds
Tran ateBro s ehvice™o identify the Nodelds for Nodes
wher starting Node and a BrowsePath
is known. Makes use of bulk operations
\E er than multiple calls whenever
ssible.
Client tTUses the RegisterNodes Service to
eg| Node optimize access for Nodes that are used
repeatedly. Use UnregisterNodes when
<\ Nodes are not used anymore.

The Attr/bute Se

Set is composed of multiple ConformanceUnits (see Table 7).

The

majority of the Attr/bute service set is a core functionality of OPC UA and as such is
supported by most Servers. Most Clients will also support some aspects of the Attribute

Service Set

Full document details: IEC 62541-7 2015
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Table 7 — Attribute Services

IEC 62541-7:2015 © IEC 2015

Category | Title Description Derived
Server Attribute Read Supports the Read Service to read one or
more Attributes of one or more Nodes. This
includes support of the IndexRange
parameter to read a single element or a
range of elements when the Attribute value is
an array.
Server Attribute Read | Supports reading and encoding Values with
Complex Structured DataTypes.
Server Attribute Write | Supports writing to values to one or more
Values Attributes of one or more Nodes.
Server Attribute Write | Supports writing and decoding Values( with
Complex Structured DataTypes. aN
Server Attribute Write | Supports  writing of  Status a}\d\
StatusCode & | Timestamps along with the Value.
Timestamp N
Server Attribute  Write | Supports the IndexRange .to \write “a\sikgleN
Index element or a range of £&le S en the
Attribute value is an agray.
Server Attribute Supports alternate/ Data \EnsqQding\ when
Alternate reading value Attribute§.
Encoding as tossupport the
Data t sed Stack
Profi with\UA Binary Encoding
and coding). This
supported -
Data Encoding is
Server Attribute istoryRead Service. The
Historical|Rea d at gspects of this service are
listed in additional
ceUnits, but at least one of
ReadR ReadProcessed, ReadModified,
Q \RBX ime or ReadEvents must be
supported.
Server tribute Supports the HistoryUpdate service. The
istarisal Update \details of the supported features of this
service are described by additional
< ConformanceUnits, but at least one of the
following must be supported: InsertData,
InsertEvents, ReplaceData, ReplaceEvents,
UpdateData, UpdateEvents, DeleteData,
DeleteEvents or DeleteAtTime.
Client Attribute  Client | Use the Read Service to read one or more
Read Base Attributes of one or more Nodes. This
includes use of an IndexRange to select a
single element or a range of elements when
the Attribute value is an array.
Clients shall use bulk operations whenever
possible to reduce the number of Service
invocations.
Client Attribute  Client | This ConformanceUnit refers to the ability of
Read with proper | a Server to support more than one Data
Encoding Encoding for Attribute values. Clients can
discover the available encodings and can
explicitly choose one when calling the Read
Service.
Client Attribute  Client | Read and decode Values with Structured
Read Complex DataTypes. . .| Documents
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Category | Title Description Derived

Client Attribute  Client | Use the Write Service to write values to one
Write Base or more Attributes of one or more Nodes.

This includes use of an IndexRange to select
a single element or a range of elements when
the Attribute value is an array.

Clients shall use bulk operations whenever
possible to reduce the number of Service
invocations.

Client Attribute  Client | Write and Encode Values with Structured
Write Complex DataTypes.

Client Attribute  Client | Use the Write Service to also write
Write Quality & | StatusCode and/or Timestamps along wij
TimeStamp Value.

Client Attribute  Client | The Client makes use of the HistdryR
Historical Read service. The details of which as

service are used are provided by\ad
ConformanceUnits, but at le

of the following is
ReadAtTime, ReadProc

or ReadEvents.

Client Attribute  Client | The Client makes e HistoryNpdate
Historical service. i are
Updates mangeUnits, but

llQwing must be
InsertEvent,
UpdateData,
DeleteEvents

The Method Service
ConformanceUnits_pra

aspects of this @io
may support som

details.

le 8 — Method Services
Categopyn] Title, N\ \ Description Derived
Server all Support the Call Service to call (invoke) a

G

Method which includes support for Method
Parameters.

Client

Method~™ Client
Call

Use the Call Service to call one or several
Methods.

The Monitoreditem Service Set is composed of multiple ConformanceUnits (see Table 9).
Servers may provide some aspects of this functionality; see Profiles categorized as Server
Profiles for details. Clients may support some aspects of this functionality; see Profiles
categorized as Client Profiles for details.

Full document details: IEC 62541-7 2015
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port at least 100 Monitoreditems per
scription.

This number has to be supported for at
least half of the required Subscriptions
for half of the required Sessions.
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Table 9 — Monitored Item Services
Category | Title Description Derived
Server Monitor Basic Support the following Monitoredltem
Services: CreateMonitoredltems,
ModifyMonitoredltems,
DeleteMonitoredltems and
SetMonitoringMode.
Server Monitor Value Change | Support creation of Monitoredltems for
Attribute value changes. This includes
support of the IndexRange to select a
single element or a range of elements
when the Attribute value is an array,
Server Monitored Items | Supports an absolute Deadband filter as
Deadband Filter a DataChangeFilter for numefic
types. N\ 3 N
Server Monitor Aggregate | Support for Aggregate ilters f&\\)
Filter Monitoredltems. The Je is
ConformanceUnit ingludes list o
Aggregates that are@po\te s part of
the Profile Certificate. &K
Server Monitor Alternate ensqding \. when
Encoding
s to support
used Stack
UA Binary
ML Encoding).
Unit — when supported
t the other encoding is
Server Monitor Item 2 w st 2 Monitoreditems per
Server Monitor Iti\wm> S{N t at least 10 Monitoreditems per
N\Subscpption.
Server Mon

Server<

~\
Qto\r\‘&e s 500

Support at least 500 Monitoredltems per
Subscription.

This number has to be supported for at
least half of the required Subscriptions
for half of the required Sessions.

Server

Monitor QueueSize_1

This ConformanceUnit does not require
queuing when multiple value changes
occur during a “publish period”.

l.e. the latest change will be sent in the
Notification.

Server

Monitor
MinQueueSize_02

Support at least 2 queue entries for
Monitoredltems.

Servers often will adapt the queue size
to the number of currently
Monitoredltems. However, it is expected
that Servers support this minimum queue
size for at least one third of the

supported Monitoredltems.

Full document details: IEC 625

41-7 2015
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Category | Title Description Derived
Server Monitor Support at least 5 queue entries for
MinQueueSize_05 Monitoredltems.
Servers often will adapt the queue size
to the number of currently
Monitoredltems. However, it is expected
that Servers support this minimum queue
size for at least one third of the
supported Monitoredltems.

Server Monitor This ConformanceUnit is for events.

QueueSize_ServerMax | When the Client requests
queuesize=MAXUInt32 the Server is to
return the maximum queue size t it
can support for event notificationj\;%
revisedQueueSize.

Server Monitor Triggering Support the SetTriggering ice \{o
create and/or delete trlggerm s\for
triggering item.

Server Monitor Events Support creation of fch\
an "EventNotifier he
purpose of e
subscription i ilter

peAtt bute~QOperands
. The list of
IsNull,
LessThan,
éssThatorEqual,
en, InList, And, Or,
i itwiseOr.

Server Monitor mp pp r co b’fex Event filters, where

Event F|Iter Mlex Is fined as supporting the

filter operator (TypeOf).

Client Momor i Iue e Monitoredltem Service Set to
eg ter’ items for changes in Attribute
valye:

CreateMonitoredltems to register
he Node/Attribute tuple. Set proper
sampling interval, Deadband filter and
queuing mode.

Use disabling / enabling instead of
< deleting and re-creating a

Monitoredltem.

Use bulk operations rather than

individual service requests to reduce

communication overhead.

Client Monitor Client | Uses Absolute Deadband filters for

Deadband Filter subscriptions.

Client Monitor Client by | Use the IndexRange to select a single

Index element or a range of elements when the
Attribute value is an array.

Client Monitor Client | Uses Aggregate filters for Subscriptions.

Aggregate Filter

Client Monitor Client Events Use the Monitoredltem Service Set to
create Monitoredltems  for Event
notifications.

Client Monitor Client Event | Use the Event filter when calling

Filter CreateMonitoredltems to filter the
desired Events and to select the columns
to be provided for each Event
Notification. _
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Category | Title Description Derived
Client Monitor Client | Uses complex Event filters.
Complex Event Filter
Client Monitor Client Modify Use ModifyMonitoreditems Service to
change the configuration setting.
Use SetMonitoringMode Service to
disable / enable sampling and / or
publishing.
Client Monitor Client Trigger | Use the Triggering Model if certain items

are to be reported only if some other
item triggers.
Use proper monitoring mode for these

items.
Use SetTriggering Service to link (these
items to the trigger item. aN

The Subscription Service Set is composed of multiple Con&bérm

Servers may provide some aspects of this functionality; s ofilesS~gategor

Profiles for details. Clients may support some aspect
categorized as Client Profiles for details.

K

N

Full document details: IEC 62541-7 2015
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Table 10 — Subscription Services

Category

Title

Description

Derived

Server

Subscription Basic

Support the following  Subscription
Services: CreateSubscription,
ModifySubscription, DeleteSubscriptions,
Publish, Republish and
SetPublishingMode.

Server

Subscription
Minimum 1

Support at least 1 Subscriptions per
Session.

This number has to be supported for all of
the minimum required sessions.

Server

Subscription
Minimum 02

Support at least 2 Subscriptions
Session.

This number has to be supportegd orgst
ired

Server

Subscription
Minimum 05

least half of the minimu
sessions.

Support at least 5 S
Session.
This number has to/be

least half of})e\'
sessions.

Server

Subscription Publish
Min 02

N

Support at
requests pe

return the appropriate
sults.

Server

Subscript blish
Min 05

9,

KON

(

at /least 5 Publish Service
per Session.
is\nuphber has to be supported for at
least “half of the minimum required
sglons. Support, as a minimum, the
>>umber of Publish requests per session
as the size of the NotificationMessage
retransmission queue for Republish.

Server<

\%bscﬁmjo Pubtish

Support at least 10 Publish Service
requests per Session.

This number has to be supported for at
least half of the minimum required
sessions. Support as a minimum, the
number of Publish requests per session
as the size of the NotificationMessage
retransmission queue for Republish.

Server

Subscription Publish
Discard Policy

Respect the specified policy for
discarding Publish Service requests. If
the maximum number of Publish Service
requests has been queued and a new
Publish Service request arrives, the
"oldest" Publish request has to be
discarded by returning the proper error.

Server

Subscription Transfer

Support TransferSubscriptions Service to
transfer a Subscription from one Session
to another.
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Category | Title Description Derived
Client Subscription Client | Use the Subscription and Monitoreditem
Basic Service Set as an efficient means to
detect changes of Attribute values and /
or to receive Event occurrences.
Set appropriate intervals for publishing,
keep alive notifications and total
Subscription lifetime.
Supply a sufficient number of Publish
requests to the Server so that
Notifications can be sent whenever a
publish timer expires.
Acknowledge received Notifications ~wi
subsequent Publish requests. (Mth\
Client Subscription Client | Evaluate the sequence nurfber i
Republish Notifications to detect lost Notjfical
Use Republish to reque
Notifications. /\
Client Subscription  Client | Allow modification of. the Sub&grigtior
Modify configuration usi \ he
ModifySubscription-Serwvice.
Client Subscription Client | The Client ts transferring
TransferSubscriptions | Subscription {ro Clrents. This
Conformangelhit~i ed\as part of
pe@mda liehts. N
Client Subscription  Client e ﬁ% S{ELSW to reduce the
Multiple paytoad ef dividual ifications.
Client Subscription Client e\Pubhsh Service requests to
Publish Configurable e Sepver is always able to
ations.
parallel Publish Service
Session shall be

5.3 Transport a

Table 11 describe
equally to bo 1

Full document details: IEC 62541-7 2015
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e 11 — Security

Category

Title

Description

Derived

Security

Security Certificate
Validation

A certificate will be validated as
specified in IEC 62541-4. This includes
among others structure and signature
examination. Allowing for some
validation errors to be suppressed by
administration directive.

Security

Security None

A suite of algorithms that does NOT
provide any security settings:

-> SymmetricSignatureAlgorithm — Not
Used

-> SymmetricEncryptionAlgorith
Used

-> SymmetricKeyWrap
Used

-> AsymmetricE
Not Used
-> KeyDeri

The u j
be a to\be
}q inistrator.

-> AsymmetricSignatureAlgo
Used

Security

Security None\
CreateSession
ActivateSession

When curityPolcy=None, the

}:reat S and ActivateSession
SEMY for a NULL/empty
sig do not require

Full document details: IEC 62541-7 2015
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Category

Title

Description

Derived

Security

Security Basic 128Rsa15

A suite of algorithms that uses RSA15
as Key-Wrap-algorithm and 128-Bit for
encryption algorithms.

->  SymmetricSignatureAlgorithm  —
HmacSha1 -
(http://www.w3.0rg/2000/09/xmIdsig#h
mac-sha1).

->  SymmetricEncryptionAlgorithm -
Aes128 -
(http://www.w3.0rg/2001/04/xmlenc#ae
s$128-cbc).

->  AsymmetricSignatureAlgori
RsaSha1
(http://www.w3.0rg/2000/09/
a-sha1).
->  AsymmetricKkeyWrap
KwRsa15
(http://www.w3.0rg
-1_5).

Full document details: IEC 62541-7 2015
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Category |Title

Description

Derived

Security |Security Basic 256

Y

A suite of algorithms that are for 256-
Bit encryption, algorithms include:

->  SymmetricSignatureAlgorithm -
HmacSha1 -
(http://www.w3.0rg/2000/09/xmIdsig#h
mac-sha1).

->  SymmetricEncryptionAlgorithm -
Aes256 -
(http://www.w3.0rg/2001/04/xmlenc#ae
§256-cbc).

-> AsymmetricSignatureAlgorithm -
RsaSha1
(http://www.w3.0rg/2000/09/x
a-shat).
->  AsymmetricKeyWrapA
KwRsaOaep

etricKeyLength — 2048
iCateSignatureAlgorithm  —

Full document details: IEC 62541-7 2015
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Category

Title

Description

Derived

Security

4

Security Basic 256 Sha256

<

AN

@%@%

A suite of algorithms that are for 256-
Bit encryption, algorithms include.

->  SymmetricSignatureAlgorithm -
Hmac_Sha256 -
(http://www.w3.0rg/2000/09/xmldsig#h
mac-sha256).

->  SymmetricEncryptionAlgorithm -
Aes256 _CBC -
(http://www.w3.0rg/2001/04/xmlenc#ae
§256-cbc).

-> AsymmetricSignatureAlgorithm -
Rsa_Sha256
(http://www.w3.0rg/2000/09/x
a-sha256).
->  AsymmetricKeyWrapA
KwRsaOaep

etricKeyLength — 4096
iCateSignatureAlgorithm  —

Stipport for this security profile may
equire  support for a second
application instance certificate, with a
arger keysize. Applications shall
support multiple Application Instance
Certificates if required by supported
Security Polices and use the certificate
that is required for a given security
endpoint.

Security

ecugity\TbS General

This ConformanceUnit indicates that at
least one of the transport security
Profiles for TLS is supported by this
application. It is used in TLS transport
Profiles, but the choice of transport
security profile is optional. The actual
used security profile will default to the
most secure one.

Security

Security TLS 1.1

The connection is established using
TLS 1.1. The application needs to be
configured to prevent TLS 1.0
connections, unless the TLS 1.0

connection is using
TLS_RSA_WITH_RC4_128_SHA as
described in ConformanceUnit
"Security

TLS_RSA WITH RC4 128 SHA"

Full document details: IEC 62541-7 2015
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Category |Title Description Derived

Security |Security The connection is established using
TLS_RSA_WITH_RC4_128 |TLS_RSA_WITH_RC4_128 SHA. The
SHA application needs to be configured to

prevent the use of AES based protocol
suites (TLS 1.0).

Security |Security The connection is established using
TLS_RSA_WITH_AES_256_ |TLS_RSA_WITH_AES_256_CBC_SHA
CBC_SHA256 256. That has a

MinAsymmetricKeyLength - 2048,
MaxAsymmetricKeyLength - 4096,
AsymmetricSignatureAlgorthm -
RSA SHA256. (TLS 1.2) P

Security |Security Encryption |Encryption is required using tN
Required algorithms provide in th ecuity

algorithm suite.

Security |Security Signing Required \/

Security |Security Time

Configuration

Synch

Signing is required using f?\iw s
provide in the security algarithm, sui t}\
Application suppoits  egnfiguring]
acceptable clocképl&w\ N

Security |Security Time Synch — NTP /

OS Based support

N

Application poxts \ \_time
ither ia an
Time

Security |Security Time Synch -

based support

O

[N

Ws use of the
ader-timestamp provided

iadically. Use of this TimeSyncing
can _be configured.

Security |SecurityMd

N

Il configuration of the following
Security related items.

* select the allowed User
identification policy or policies (User
Name/Password or X509 or Kerberos
or Anonymous).

* enable/disable the security policy
"None" or other security policies.

* enable/disable endpoints
MessageSecurityMode SIGN
SIGNANDENCRYPT.

* set the permitted
authorities.

* define how to react to unknown
Certificates.

with
or

certification

Security |Security Administration

XML Schema

Support the OPC UA defined XML
schema for importing and exporting
security configuration information. This
schema is defined in IEC 62541-6.

Security |Security Certificate

Administration

Allow a site administrator to be able to
assign a site specific
ApplicationlnstanceCertificate and if

desired to configure a site specific

Certificate Authority (CA).

Full document details: IEC 62541-7 2015
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Category |Title Description Derived
Security |Security Default|An application, when installed, has a
ApplicationlnstanceCertificat |default  ApplicationlnstanceCertificate
e that is valid. The default
ApplicationlnstanceCertificate shall

either be created as part of the
installation or installation instructions
explicitly describe the process to create

and apply a default
ApplicationlnstanceCertificate to the
application.
Security |Security — No Application|The Server supports being able to be
Authentication configured for no apphication

authentication, just User auth
and normal encryption/signi
- Configure server
certificates

- Certificates are jus

—

Security |Best Practice — Audit Events |Subscriptions udiy Eyents/ are
restricted i personnel. A
Server may ject a scription

forj%gfﬁ\ka {s not over a
Sec C iflone is dvailable.

wmt critical alarm
o] S that have the

hts to perform these

Security |Best Practice - Ala\g
Handling

elving of alarms and
of dialog messages. It

Iso include other security

retated functionality such maintaining
opriate timeouts for shelving and
dialogs and preventing an overload of

dialog messages.

Security |Best |ce Wm All random numbers that are required
Numbers for security use appropriate
cryptographic library based random

number generators.

SecuritK tice A\ Timeouts The user is able to configure
reasonable timeouts for  Secure
Channels, Sessions and Subscriptions
to limit denial of service and resource

consumption issues (see IEC

TR 62541-2 for additional details).
Security |Best Practice —|The Server and Client allow for
Administrative Access appropriate restriction of access to

administrative personnel. This includes
multiple levels of administrative access
on platforms that support multiple
administrative roles (such as Windows

or Linux).
Security |Best Practice —  Strict| The application assures that messages
Message Handling that are illegally or incorrectly formed

are rejected with appropriate error
codes or appropriate actions as
specified in IEC 62541-4 and
IEC 62541-6.
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Category |Title Description Derived
Security |Best Practice — Audit Events |Audit tracking system connects to a
Client Server using a Secure Channel and
under the approprate administrative
rights to allow access to Audit Events.
Security |Security User Name |The Server supports User
Password Name/Password combination(s).
Encryption of the password with the
algorithm provided in the
UserNameldentityToken is required if
no message encryption is used.
Security |Security User X509 The Server supports a public/private
key pair for user identity. The of
this feature must be able to(b/e\é‘rzsﬁ
or disabled by an administrator.” (™
Security |Security User IssuedToken
Kerberos
Security |Security User IssuedToken
Kerberos Windows '
only applies if
er IssuedToken
Security |Security User Anonymous rovides support for
access. The use of this
t be able to be enabled or
i led) by an Administrator. By
\%Sslt Anonymous access shall be
/\ disgbled.
Security |Security” IssuedTekenYA Client uses a Kerberos Server token.
Kerberg Cli Specific encryption of the issuedToken
is required if no message encryption is
used. The use of this token is defined
/\ by the Kerberos documentation.
Security ~ASecurity ™ ISsdedToken|A  Client uses the  Windows
< er ws Client implementation of Kerberos tokens.
This ConformanceUnit only applies if
the "Security User IssuedToken
Kerberos Client" is supported.
Security |Security User Name |A Client uses a User Name/Password
Password Client combination. Encryption of the
password with the algorithm provided in
the UserNameldentityToken is required
if no message encryption is used.
Security |Security User X509 Client A Client uses a public/private key pair
for user identity. This includes all
validation and trust issues associated
with a certificate.

Table 12 describes protocol and encoding related features that can be profiled. These
features are defined in detail in IEC 62541-6. It is recommended that Servers and Clients
support as many of these options as possible for greatest interoperability.
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Table 12 — Protocol and Encoding
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Category | Title Description Derived

Server Protocol Allow administration of the Endpoints and the
Configuration port number used by the Endpoints.

Transport | Protocol TCP | Support the UA TCP transport protocol with
Binary UA | UA Binary Encoding and with UA Secure
Security Conversation.

Transport | Protocol HTTPS | Support the HTTPS protocol with UA Binary
with UA Binary Encoding.

Transport | Protocol HTTPS | Support the HTTPS protocol with Soap-
with Soap based Xml Encoding.

Transport | Protocol Soap | Support "SOAP/HTTP" transport with
Xml WS Security | Encoding and with WS Secure Conversdtion.

Transport | Protocol Soap | Support "SOAP/HTTP" transport with'
Binary WS | Binary Encoding and with {Q
Security Conversation.

5.4

Full document details: IEC 62541-7 2015
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Table 13 — Base information

Category | Title Description Derived
Server Base Info Core Structure The Server supports the Server
Object, ServerCapabilities and
supports the OPC UA
AddressSpace structure.
Server Base Info Server Capabilities The Server supports publishing of
the Server limitation in the
ServerCapabilities, including
MaxArrayLength,
MaxStringLength,
MaxNodePerRead,
MaxNodesPerWrite,
MaxNodesPerSubscriptio n
MaxNodesPerBrowsg/\ Qi
Server Base Info Progress Events The Server exposes\i i
of Progress
running ser ic
HistoryRe
suppon
supp
than heébtual
Server Base Info Diagnostics a(Aé rts Diagnostic
jexts lqbl
Server Base Info System Status Wports generating
angeEventType
ating_shutdown of the Server
a e=Server)
Server Base Info atu\\ghe erver supports generating
underlying s y StatusChangeEventType
indjcating changes to an
underlying system
(SourceNode=Server). This event
can also be used to indicate that
the OPC UA  Server has
underlying systems.
Server 0 Ge onitorédltems | The Server supports obtaining
etho subscription information via
GetMonitoredltems Method on the
(\ Server object.
Server B\%I fo-Type System The Server exposes a Type
System with DataTypes,
ReferenceTypes, ObjectTypes and
VariableTypes including all of the
OPC UA (namespace 0) types that
are used by the Server, as defined
in IEC 62541-5. Items that are
defined in Namespace 0 but are
defined in other specification parts
are tested as part of the other
information models.

Full document details: IEC 625
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Category

Title

Description

Derived

Server

Base Info Custom Type System

The Server supports defining user
defined ObjectTypes,
VariableTypes, ReferenceType
and DataTypes. Supporting this
conformance unit does not require
that a Server exposes the OPC
UA Object, Variable, Reference,
or Data Types, unless the Server
implements User types. If User
types are defined than the full
type-hierarchy has to be exposed
as well.

Server

Base Info Model Change

The Server
ModelChange Ev
NodeVersion
Nodes that

i Propgr
the rver
Model changesm

Server

Base Info Placeholder

Modelling Rules

The

Server

Base Info SemanticChange

/The Server supports
SemantickhangeEvent for some
ies. i includes setting

nticChange Bit in the
n a semantic change
uch as a change in the
ering unit associated with a

Server

Base

Ev OverflowEvent

The  Server  supports  the
EventQueueOverflowEventType
as defined in IEC 62541-4.

Server

TR

The Server supports the

Variable Type OptionSet.

Server

Nlue sText”

The Server supports the Property
ValueAsText for enumerated
DataTypes.

Server&

o Engineering Units

The Server supports defining
Variables that include the
Engineering Units Property. This
property makes wuse of the
EUlInformation data structure. This
structure by default represents the
UN/CEFACT "Codes for Units of
Measurement". If a different EU
representation is required then the
EUlInformation.namespaceUri will
indicate the alternate namespace.

Server

Base Info FileType Base

The Server supports the FileType
Object (see IEC 62541-5). File
writing may be restricted.

Server

Base Info FileType Write

The Server supports the FileType
Object, including writing of files.
Also included is the support of
user access control on FileType

Object.
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Category | Title Description Derived

Client Base Info Client Basic The Client uses the defined OPC

UA AddressSpace.
Access or provide access to
Server  information like the
Server's state, BuildInfo,
capabilities, Namespace Table
and Type Model.

Client Base Info Client System Status | The Client makes use of
SystemStatusChangeEventType
to detect server shutdowns.

Client Base Info Client Progress | The Client makes use of

Events ProgressEvents, i
checking for their supporj\

Client Base Info Client Diagnostics The Client prowdes interact
programmatic  acc, to%
Server's d|agnostLC| oripation

Client Base Info Client Type | The C//ent m a aII

Programming bj cts
Variables ir \ type
definitig tom
Data pes and

Vari bIe y es.
Client Base Info Client Change processes
Events to detect
s OPC UA
take
a given
Client Base \éhe Client makes use of
GetMonitore e nitoredltems  Method to
recover for communication
x interruptions and/or to recover
/\ subscription information.

Client Basé\l,rﬁ‘ ient 'eT;hse\B>$e The Client can access a FileType
Object to transfer a file from the
Server to the Client. This includes
large files.

Client lient FiteType Write | The Client can access a FileType
Object to transfer a file from the

< Client to the Server. This includes
large files.

Table 14 descrlbes Address Space Model information related items that can be profiled. The
details of these model items are defined in IEC 62541-3 and IEC 62541-5. This include Server
Facets that describe what a Server exposes and Client Facets that describe what a Client

consumes
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Table 14 — Address Space model
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a

Category | Title Description Derived

Server Address Space | Support the NodeClasses with their
Base Attributes and behaviour as defined in

IEC 62541-3. This includes for instance:
Object, ObjectType, Variable, VariableType,
References and DataType.

Server Address  Space | Support OPC UA AddressSpace elements for

Events generating Event notifications. This includes
at least one Node with an EventNotifier
Attribute set to True (Server Node).

Server Address Space | Support StructuredDataTypes with a
Complex Dictionary. /fﬁ‘(
DataTypes N

Server Address Space | Support Method Nodes. B
Method

Server Address  Space | Supports using the HasNotl e\
Notifier Hierarchy | build a hierarchy of Obj des at are

notifiers with other not|f| N@des

Server Address  Space | Supports hierarchies of-ev tsb\urc s
Source Hierarchy | each hierarchy roo ct No e hat

is a notifier. The Has eference
is used to odes within a
hier upported, the
hierarxchy asCondition
Referehges.

Server Address Space | Suppgrts  Wri indicating the write
WriteMask acce S a@xh attributes, including

ttr|b tes.

Server Address acé\(Supp ask indicating the write
UserWriteMask a \ ab|I y for all attributes for the

gi r, including not supported
Q ttri upport includes at least two
le users.

Server s UserWriteMask indicating the write

access availability for all attributes for the

ivén user, including not supported
attributes. This includes supporting multiple
levels of access control for all nodes in the
system.

Server

Implements User Access Level security, this
includes supporting multiple levels of access
control for Variable nodes in the system. This
includes an indication of read, write,
Historical read and Historical write access to
the Value Attribute.

Server

Address
User
Level Base

Space
Access

Implements User Access Level Security for
Variable nodes, this includes at least two
users in the system. This includes an
indication of read, write, historical read and
Historical write access to the value attribute

Client

Address
Client Base

Space

Uses and understands the NodeClasses with
their Attributes and behaviour as defined in
IEC 62541-3. This includes for instance:
Object, ObjectType, Variable, VariableType,
References and DataType. This includes
treating BrowseNames and String Nodelds

as case sensitive.
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Category | Title Description Derived
Client Address  Space | Uses and understands arbitrary
Client  Complex | StructuredDataTypes via Data Dictionary.
DataTypes
Client Address  Space | Uses hierarchy of Object Nodes that are
Client Notifier | notifiers to detect specific areas where the
Hierarchy Client can subscribe for Events.
Client Address  Space | Detect and use the hierarchy of event
Client Source | sources exposed for specific Object Nodes
Hierarchy that are event notifiers.

S

Table 15 describes Data Access information model related items that
details of this model are defined in IEC 62541-8. Server could expose
and Client could utilize this information model.

e profiled. The
uation model

O
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Table 15 — Data Access

Category | Title Description Derived
Server Data Access Provide Variables of DataltemType or one of
Dataltems its subtypes. Support the StatusCodes

specified in the IEC 62541-8. Support of
optional Properties (e.g. "InstrumentRange")
shall be verified during certification testing
and will be shown in the Certificate.

Server Data Access Support AnalogltemType Variables with

Analogltems corresponding Properties. The support of
optional properties will be listed.

Server Data Access Support  PercentDeadband filter
PercentDeadband | monitoring AnalogltemType Variables. | A

Server Data Access Support semantic change N
Semantic AnalogltemType items (EURan ope%
Changes and/or EngineeringUnits Propert uppor

semantic change StatusCode
appropriate.

i
Server Data Access Support TwoStateDiscréte ariables
TwoState with corresponding Properties.

Server Data Access Support MultiSta iscré&e{?pe\\/ﬁiab'/es
MultiState with corresponding Pr@pgertie
Server Data Access Provide Variables \of AfrayltemIype or one
ArrayltemType of btypes %( rrayltemType,
XYArcayl ImageArrayType,
CubeAray S ionArrayType).
The /support be listed.
Support i includes supporting all

the properties including
Axisl

Server Data Acc S e Complex Number data type.
Complex Nu This pe is available for any variable

p do not have other explicit
restric

Server Data Aéces ports the DoubleComplex Number data
Douple p typey This data type is available for any
Number able types that do not have other explicit
/K restrictions.

Client ata Acees Understand the DataAccess Variable Types.
< ienKBasic Make use of the standard Properties if
applicable.

Client Wss Use PercentDeadband to filter value
Clien adband changes of AnalogltemType Variables.

Client Data Access Recognize the semantic change bit in the
Client StatusCode while monitoring items and take

SemanticChange proper action. Typically, the Client has to re-
read Properties that define type-specific
semantic like the EURange and
EngineeringUnits Properties.

Table 16 describes Alarm and Conditions information model related items that can be profiled.
The details of this model are defined in IEC 62541-9. Servers that deal with Alarm and
Conditions would expose this information model and Clients that process Alarms and
Conditions would utilize this information model.
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Table 16 — Alarms and Conditions

Category | Title Description Derived
Server A & C Basic Supports Alarm &  Condition  model
ConditionType.
Server A & C Enable Supports Enable and Disable Methods.
Server A & C Refresh Supports ConditionRefresh Method and the
concept of a refresh.
Server A & C Instances Support the exposing of A&C Conditions in
the AddressSpace.
Server A&C Supports multiple Condition classes for
ConditionClasses | grouping and filtering of Alarms.
Server A&C Support Acknowledge, incl
Acknowledge Acknowledge Method, Acknowledgeable
type. (@
Server A & C Confirm Support confirming Condition ' Iud\es\
Confirm method. 5<QC\ >
Server A & C Comment Support Comments, includﬁﬁ%ﬁ\qéﬁ\>
Method.
Server A & C Alarm Support for Basic %Wy
including active, inacti
Server A & C Branch Support for Alarm/Branch Wludes
previous Condition Instances)\i.e ditions
instance other(th e/current cqondition that
still fequireg”some op ra@a tign, such as
acknowle ent ialog.
Server A & C Shelving Suppo e\sheling mede, including the
TimedShelve, QneShotShelve and Unshelve
methods.( N\
Server A&C Exclu drt{Eo@_ysi@evel Alarm type.
Level
Server A & C Ex |ve Sapports. Bxclusive Limit Alarms. A Server
L|m|t th%o s this must support one of the
ub- vel, Deviation or RateofChange.
Server A &\G/E SW Exclusive Deviation Alarm type.
Dev@q
Server %E\%\:%;be\ \glyorts Exclusive RateofChange Alarm
te e
Server on Supports Non-Exclusive Limit Alarms. A
cI sive Lixit Server that supports this must support one
< of the sub-types Level, Deviation or
RateofChange.
Server No - Supports Non-Exclusive Level Alarm type.
Exclus e Level
Server A & C Non- Supports Non-Exclusive Deviation Alarm
Exclusive type.
Deviation
Server A & C Non- Supports Non-Exclusive RateofChange
Exclusive Alarm type.
RateofChange
Server A & C Discrete Supports Discrete Alarm types.
Server A & C Off Normal | Supports Off Normal Alarm type.
Server A & C Trip Supports Trip Alarm type.
Server A & C Dialog Supports  DialogConditionType including
Respond Method.
Server A & E Wrapper The Server uses the COM A&E mapping
Mapping specified in |EC 62541-9 to map COM
Events to A&C Events, this includes
Condition Class mapping.
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Category | Title Description Derived
Client A & C Basic Client | Uses the Alarm & Condition model
ConditionType.
Client A & C Enable Uses Enable and Disable Methods.
Client
Client A & C Refresh Uses ConditionRefresh Method and the
Client concept of a refresh.
Client A & C Instances Uses A&C Conditions that are exposed in
Client the AddressSpace.
Client A&C Uses Condition classes to group Alarms.
ConditionClasses
Client
Client A&C Uses Acknowledge, including Acknowl
Acknowledge Method, Acknowledgeable type. ((@E\
Client (N
Client A & C Confirm Uses confirming Conditions, Whﬁk >
Client Confirm method.
Client A & C Comment Uses Comments, includin Wﬁge\&>
Client Method.
Client A & C Alarm Uses Basic Alarm quWg
Client active, inactive state
Client A & C Branch Uses Alarm Brdnc Wwded
Client previous Condition In§tances \.e ditions
instance othe th cu ndition that
still r ui such as
ackn r confirmagion.
Client A & C Shelving Uses model;” including the
Client Tim She ve, Sho helve and Unshelve
meth dse\
Client A&C Excluﬁe cltm\\@ Level Alarms as defined.
Level Client
Client A&C Exﬁhs\n& e E%slgfnLe/len Alarms. Requires that
L|m|1/QI| oneéof the sub-types be used.
Client SIV \%\i&u&ve Deviation Alarms.
DeV|
Client cIu ive ses \Exclusive RateofChange Alarms.
Rat of
Client b\% Uses Non-Exclusive Level Alarms.
< ive Level
Client Uses Non-Exclusive Limit Alarms. Requires
sive L|m|t that at least one of the sub-types be used.
Cl|ent
Client A & C Non- Uses Non-Exclusive Deviation Alarms.
Exclusive
Deviation Client
Client A & C Non- Uses Non-Exclusive RateofChange Alarms.
Exclusive
RateofChange
Client
Client A & C Discrete Uses Discrete Alarm types.
Client
Client A & C Off Normal | Uses the Off Normal Alarm types.
Client
Client A & C Trip Client Uses the Trip Alarm type.
Client A & C Dialog Uses the DialogConditionType including
Client Respond Method.
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Table 17 describes Historical Data Access information model related
profiled. The details of this model are defined in IEC 62541-11.
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items that can be
Servers that support some

level of historical data would expose this information model and Clients that utilize historical
data would utilize this information model.

Table 17 — Historical Access

Category | Title Description Derived
Server Historical Access | General support for basic historical access,
Read Raw reading raw data using the
ReadRawModifiedDetails structure. Where
the time range is specified using a start time,
stop time and number of values (a minj
of two of the three parameters t be
provided) and the ReadModified fla e
False.
Server Historical Access | Supports enough continuation 0|
Data Max Nodes | the number of supported pog
Read the MaxNodesPerHistor
Continuation OperationLimits parame
Point access.
Server Historical Access | Supports readin hIS or a%
Time Instance specified instance ti
ReadAtTimeDéfalls
Server Historical Access iih gregates of
Aggregates ar/abl s using the
i|s st re. At least one
ibed in IEC 62541-13
complete list will be
/\ oftw e Certificate.
Server Historical Abcﬁs Suppw historical values of
Insert VaI ble
Server Historic SAbéés? S btt\s‘yeletmg historical values of
@{e\\{ r/ le
Server Hlstbué ess or updating historical values of
UpdateWVal \@n es.
Server HIStgjﬂ(\\f& \Srgykrts replacing historical values of
riables.
Server ist Supports maintaining old values for historical
odifie data that have been updated and the
< retrieval of these wvalues using the
ReadRawModifiedDetails structure
(ReadModified flag set to true).
Server Historicdl Access | Supports the entry and retrieval of
Annotations Annotations for historical data. The retrieval
is accomplished using the standard historical
read raw functionality
(ReadRawModifiedDetails). The entry uses
the standard historical update
(UpdateStructureDataDetails) functionality.
Server Historical Access | Supports providing a ServerTimestamp (as
ServerTimestamp | well as the default SourceTimestamp).
Server Historical Access | Supports ReadRawModified historical access
Structured Data | for structured data. Supporting the structure
Read Raw for an annotation is not considered
supporting generic structured data.
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Category | Title Description Derived
Server Historical Access | Supports historical access for structured
Structured Data | data. Supporting ReadAtTimeDetails for
Time Instance structured data. Supporting the structure for
an annotation is not considered supporting
generic structured data.
Server Historical Access | Supports historical access for structured
Structured Data | data. Inserting Structured data. Supporting
Insert the structure for an annotation is not
considered supporting generic structured
data.
Server Historical Access | Supports historical access for structured
Structured Data | data. Delete of existing data. Supportin
Delete structure for an annotation is not co;&i@g:a‘r:ﬁ\
supporting generic structured data. aN
Server Historical Access | Supports historical access for
Structured Data | data. Updates of existing dafa.
Update the structure for an an i
considered supporting generic s
data.
Server Historical Access | Supports replacing s .
Structured Data a
Replace not considered suppofting gereric stpdctured
AN
Server Historical Access g qld Lalugs for historical
Structured Data t haye been updated and
Read Modified es. Using the
structure
et fo true) for structured
the structure for an
considered supporting
N data.
Server Historical| A S\| Sipports the retrieval of historical Events
Ev@ [ eadEventDetails structure. This
includes, ‘support for simple filtering of
/The Event fields that are stored are
<\ server specific, but at least the mandatory
ields of BaseEventType are required.
Server isib% Ac\sist:/ Supports enough continuation points to cover
vent x Even the number of supported Event reads
< d indicated in the
Contin MaxNodesPerHistoryReadEvents Server
int OperationLimits parameter for Historical
Event access.
Server Historical Access | Supports inserting historical Events.
Insert Event
Server Historical Access | Supports updating historical Events.
Update Event
Server Historical Access | Supports replacing historical Events.
Replace Event
Server Historical Access | Supports deleting of historical Events.
Delete Event
Client Historical Access | Uses the View Service Set to discover Nodes
Client Browse with historical data.
Client Historical Access | Uses the HistoryRead Service to read raw
Client Read Raw historical data using the
ReadRawModifiedDetails Structure
(ReadModified Flag set to False).
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Category | Title Description Derived
Client Historical Access | Uses the HistoryRead Service to read
Client Read | modified historical data using the
Modified ReadRawModifiedDetails Structure
(ReadModified Flag set to True).
Client Historical Access | Uses the HistoryRead Service to read
Client Read | Aggregated historical data. This includes
Aggregates using at least one of the Aggregates defined

in |IEC 62541-13. The complete list of
Aggregates used by the Client is included in
the results of this ConformanceUnit.

Client Historical Access | Uses the HistoryRead Service to read raw
Client  Structure | historical data using
Data Raw ReadRawModifiedDetails Strlcture
(ReadModified Flag set to Fafse
structured data. 2\ Q\
Client Historical Access | Uses the HistoryRead Seryicé, t§ “ead\| \/
Client  Structure | modified structured historical’'da si e >
Data Read | ReadRawModifiedDetails usture
Modified (ReadModified Flag set te(T\rma< N
Client Historical Access | Uses the HistoryUp erviee toNnsért
Client  Structure | historical data valugs for stryctured data.
Data Insert
Client Historical Access | Uses the HistoryUpdafe /Servise to delete
Client  Structure hist@ alpes f r@c red data.
Data Delete

Client Historical Access | Uses the HistoryUpdate™~Sefvice to update
Client  Structure | histofical data*values far structured data.
Data Update (-\

Client Historical céeg\ he\H\is}ory date Service to replace
Client  Strusture\| histor data vajués for structured data.
Data Repféqe (N

Client Historicall Ac€ess\| Reads\histerical data at a specified instance
Cli@ Spructu i e\ far structured data. Using the
Data im ReadAtNimeDetails structure.
Insta

Client Histori Actess\| Useg the HistoryRead Service to read
ien Re istorical Event data using the
g\ljbﬂg ReadEventDetails Structure.
Client istarical Acceds | Uses the HistoryUpdate Service to insert
< n vent | historical Events.
~Nnsexts

Client HW Access | Uses the HistoryUpdate Service to update
Clien Event | historical Events.
Updates

Client Historical Access | Uses the HistoryUpdate Service to replace
Client Event | historical Events.
Replaces

Client Historical Access | Uses the HistoryUpdate Service to delete
Client Event | historical Events.
Deletes

Client Historical Access | Uses the HistoryUpdate Service to insert
Client Data Insert | historical data values.

Client Historical Access | Uses the HistoryUpdate Service to delete
Client Data Delete | historical data values.

Client Historical Access | Uses the HistoryUpdate Service to update
Client Data | historical data values.
Update
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Category | Title Description Derived
Client Historical Access | Uses the HistoryUpdate Service to replace
Client Data | historical data values.
Replace
Client Historical Access | Enters and retrieves Annotations of historical
Client Annotations | data. The retrieval is accomplished using the
standard historical read raw functionality
(ReadRawModifiedDetails). The entry uses
the standard Historical Update
(UpdateStructureDataDetails) functionality.
Client Historical Access | Reads historical data at a specified instance
Client Time | in time using the ReadAtTimeDetails
Instance structure. TN
Client Historical Access | Uses the ServerTimestamp (as well ds the
Client Server | default SourceTimestamp), if it is praVvided
Timestamp the Server. 2\ @K

Table 18 describes Aggregate related items that can be
Aggregates would expose this functionality and Clients
implement some of this functionality.

O

9,

N
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