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INTERNATIONAL ELECTROTECHNICAL COMMISSION

OPC UNIFIED ARCHITECTURE -
Part 9: Alarms and conditions

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote
international co-operation on all questions concerning standardization in the electrical and_electronic fields. To
this end and in addition to other activities, IEC publishes International Standards, fTechnival Specifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafer referrad to as “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any IEC
in the subject dealt with may participate in this preparatory work. Intern
governmental organizations liaising with the IEC also participate in this prep . 3
with the International Organization for Standardization (ISO) in accordafe itions grmined by
agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matters expregs

3) IEC Publications have the form of recommendations for in
4) In order to promote international uniformi

5) IEC itself does not provide a

6) All users should ensure that the

7) No liability shall aftach j i : T
members of its t& zal ittees and IEC Natighal Commlttees for any personal injury, property damage or

other damage of ary ether direct or indirect, or for costs (including legal fees) and
expenses arising out g of, or reliance upon, this IEC Publication or any other IEC
Publications.

8) Attention is dr, e N i efences cited in this publication. Use of the referenced publications is
indispensabj¢é fo a ation of this publication.

9) Attentiop~N Re possibility that some of the elements of this IEC Publication may be the subject of
patentfights\ IEC sta held responsible for identifying any or all such patent rights

International C 62541-9 has been prepared by subcommittee 65E: Devices and
integration in enterprise systems, of IEC technical committee 65: Industrial-process
measurement, control and automation.

The text of this standard is based on the following documents:

FDIS Report on voting
65E/243/FDIS 65E/268/RVD

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

A list of all parts of the IEC 62541 series, published under the general title OPC unified
architecture, can be found on the IEC website.
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The committee has decided that the contents of this publication will remain unchanged until
the stability date indicated on the IEC web site under "http://webstore.iec.ch" in the data
related to the specific publication. At this date, the publication will be

* reconfirmed,

» withdrawn,

+ replaced by a revised edition, or

* amended.

IMPORTANT - The 'colour inside’ logo on the cover page of this pu tion indicates
that it contains colours which are considered to be useful for\the correct
understanding of its contents. Users should therefore print thi t using a

colour printer. /\

O
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INTRODUCTION

This International Standard is a specification intended for developers of OPC UA applications.
The specification is a result of an analysis and design process to develop a standard interface
to facilitate the development of applications by multiple vendors that inter-operate seamlessly
together.

@%
S
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OPC UNIFIED ARCHITECTURE -

Part 9: Alarms and conditions

1 Scope

This part of the IEC 62541 series specifies the representation of Alarms and conditions in the
OPC unified architecture. Included is the Information Model representation of Alarms and
conditions in the OPC UA address space.

2 Normative references

The following documents, in whole or in part, are normatively ré ‘ ; gument and
are indispensable for its application. For dated references i ited applies. For
undated references, the latest edition of the (including any
amendments) applies.

IEC/TR 62541-1, OPC Unified Architecture — Par;

3.1 Terms anthd

For the purposes of this document, the terms and definitions given in IEC 62541-1,
IEC 62541-3 and IEC 62541-5 as well as the following apply.

3.11
Acknowledge
operator action that indicates recognition of a new Alarm

Note 1 to entry: As defined in EEMUA, the term “Accept” is another common term used to describe Acknowledge.
They can be used interchangeably. This document will use Acknowledge.

3.1.2
Active
state for an Alarm that indicates that the situation the Alarm represents currently exists

Note 1 to entry: Other common terms defined by EEMUA are “Standing” for an Active Alarm and “Cleared” when
the Condition has returned to normal and is no longer Active.
Documents
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3.1.3

ConditionClass

a Condition grouping that indicates in which domain or for what purpose a certain Condition is
used

Note 1 to entry: Some top-level ConditionClasses are defined in this specification. Vendors or organisations may
derive more concrete classes or define different top-level classes.

3.1.4
ConditionBranch
a specific state of a Condition

Note 1 to entry: The Server can maintain ConditionBranches for the current state, as well asfQr previous states.

3.1.5
ConditionSource
element which a specific Condition is based upon or related to

Note 1 to entry: Typically, it will be a Variable representing a process tag (e\g W\ ¢t representing
a device or subsystem.

In Events generated for Conditions, the SourceNode Property (inhe
Nodeld of the ConditionSource.

3.1.6

Confirm

operator action informing the Server
cause of the Alarm

as been taken to address the

3.1.7

Disable
system is configured such\that\the Alarr
Condition is present

Note 1 to entry: A

generated even though the base Alarm

3.1.8

Operator

special user who i Si Q morritor and control a portion of the process

Note 1 to € ber of the opérations team who is assigned to monitor and control a portion of the process
and is wo ol system’s Console” as defined in EEMUA. In this specification an Operator is a special

user. All descriptions\that apply t0 general users also apply to Operators.

3.1.9
Refresh
an update to an Event Subscription that provides all Alarms which are considered to be
Retained

Note 1 to entry: This concept is further described in EEMUA.

3.1.10

Retain

alarm in a state that is interesting for a Client wishing to synchronize its state of Conditions
with the Server’s state

3.1.11

Shelving

facility where the Operator is able to temporarily prevent an Alarm from being displayed to the
Operator when it is causing the Operator a nuisance

Documents
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Note 1 to entry: A Shelved Alarm will be removed from the list and will not re-annunciate until un-shelved” as
defined in EEMUA.

3.1.12
Suppress
logical criterion to determine that the Alarm does not occur

Note 1 to entry An Alarm is suppressed when logical criteria are applied to determine that the Alarm should not
occur, even though the base Alarm Condition (e.g. Alarm setting exceeded) is present, as defined in EEMUA.

3.2 Abbreviations

A&C Alarms and Conditions
A&E Alarms and Events
DA Data Access

UA Unified Architecture

3.3 Used data types

D@ation
—4ring

Uint16

Int32

UtcTime

Table 2 — Parameter Types defined in IEC 62541-4

Parameter Type

Integerld
StatusCode

4 Concepts

4.1 General

This specification defines an Information Model for Conditions, Dialog Conditions, and Alarms
including acknowledgement capabilities. It is built upon and extends base eventing which is
defined in IEC 62541-3, IEC 62541-4 and |IEC 62541-5. This Information Model can also be
extended to support the additional needs of specific domains.
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4.2 Conditions

Conditions are used to represent the state of a system or one of its components. Some
common examples are:

o atemperature exceeding a configured limit;
e a device needing maintenance;

e a batch process that requires a user to confirm some step in the process before
proceeding.

Each Condition instance is of a specific ConditionType. The ConditionType and derived types
are subtypes of the BaseEventType (see IEC 62541-3 and IEC 62541-5). This part defines
types that are common across many industries. It is expected that vehdors or other
standardisation groups will define additional ConditionTypes deriving snmmon base
types defined in this part. The ConditionTypes supported by a Se S d in the
AddressSpace of the Server.

need further attention,
set to False. Subclau
states and there

information and use cases. Maintaining previous
ole branches is optional for Servers.

the addition of sub-states.

Documents
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Disabled

Enabled

/|

IEC 1476/12

ble' operations (either through a
Method call or some server / vendor —/specific mes ather than generating an AuditEvent

Notification for each Condition instance be{ngnenabled disabled. For more information, see
the definition of AuditConditis ; entRype in 5°

4.3 Acknowledgeable

AcknowledgeablgCoxy ' of the base ConditionType. Acknowledge-
ableConditions exp i g whether a Condition has to be acknowledged or
confirmed.

An AckedSta edState extend the Enabled state defined by the Condition. The
state model pe 2. The enabled state is extended by adding the AckedState
and (opti

|

Enabled

O (oma )
S

[AckedState = TRUE ):b[ AckedState = FALSE ]
ConfirmedState ;lf ConfirmedState
= TRUE - = FALSE
IEC 1477/12

Figure 2 — AcknowledgeableConditions State Model Documents
Document Sharing Hub

Full document details: IEC 62541-9 2012


http://www.avadocuments.com/doc/iec-62541-9-2012
http://www.avadocuments.com/doc/iec-62541-9-2012

62541-9 © IEC:2012 -15 -

Acknowledgment of the transition may come from the Client or may be due to some logic
internal to the Server. For example, acknowledgment of a related Condition may result in this
Condition becoming acknowledged, or the Condition may be set up to automatically
acknowledge itself when the acknowledgeable situation disappears.

Two Acknowledge state models are supported by this specification. Either of these state
models can be extended to support more complex acknowledgement situations.

The basic Acknowledge state model is illustrated in Figure 3. This model defines an
AckedState. The specific state changes that result in a change to the state depend on a
Server’s implementation. For example, in typical Alarm models the change is limited to a
transition to the active state or transitions within the active state. More complex models
however can also allow for changes to the AckedState when the Condition transitions to
inactive.

AckedState = TRUE

Acknowledge SCK
Method y
Server

\(Q O

A
[ A edSta ALSE
‘ \J

IEC 1478/12

: g action such as lowering the load on the motor in order to reduce
atu A ator then calls the Confirm Method to inform the Server that a
corrective action has
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—>/~
Acknowledged <

s Acknowledge Method Unacknowledged
—A

cknowledge By Server

k|

Server restricts to
Unconfirmed until
Acknowledged

Unconfirmed Confirm Method — Confirmed

—" Confirmed by Server

4.4 Previous States of Conditions

Clients request a refresh by calling the ConditionRefresh Method. The Server will respond
with a RefreshStartEvent. This Event is followed by the Retained Conditions. The Server may
also send new Event Notifications interspersed with the refresh related Event Notifications.
After the Server is done with the refresh, a RefreshEndEvent is issued marking the completion
of the Refresh. Clients shall check for multiple Event Notifications for a ConditionBranch to
avoid overwriting a new state delivered together with an older state from the refresh process.

A Client that wishes to display the current status of Alarms and Conditions (known as a
“current Alarm display”) would use the following logic to process Refresh Event Notifications.
The Client flags all Retained Conditions as suspect on reception of the Event of the
RefreshStartEvent. The Client adds any new Events that are received during the Refresh
without flagging them as suspect. The Client also removes the suspect flag from any Retained
Conditions that are returned as part of the Refresh. When the Client receives a
RefreshEndEvent, the Client removes any remaining suspect Events, since they no longer

apply.

The following items should be noted with regard to ConditionRefresh: Documents
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e As described in 4.4 some systems require that previous states of a Condition are
preserved for some time. Some Servers — in particular if they require acknowledgement of
previous states — will maintain separate ConditionBranches for prior states that still need
attention.

ConditionRefresh shall issue Event Notifications for all interesting states (current and
previous) of a Condition instance and Clients can therefore receive more than one Event
for a Condition instance with different Branchlds.

e Under some circumstances a Server may not be capable of ensuring the Client is fully in
sync with the current state of Condition instances. For example if the underlying system
represented by the Server is reset or communications are lost for some period of time the
Server may need to resynchronize itself with the underlying system. In these cases the
Server shall send an Event of the RefreshRequiredEventType to advise the Client that a
refresh may be necessary. A Client receiving this special Event shequld initiate a
ConditionRefresh as noted in this clause.

e To ensure a Client is always informed, the three speci

EndEventType, RefreshStartEventType and RefreshRequiredEve Event
content filtering associated with a Subscription and will alwa Client
4.6 Severity, Quality and Comment
Comment, Severity and Quality are important elemen ‘ nd any change to them

will cause Event Notifications.

Condition is usu 9
these Variables: i
questionable.

4.7 Dialogs

inspection is required,) Once the inspection has taken place the user responds by informing
the Server of an accegpted or unaccepted inspection allowing the process to continue.

4.8 Alarms
Alarms are specializations of AcknowledgeableConditions that add the concepts of an active

state, a shelving state and a suppressed state to a Condition. The state model is illustrated in
Figure 5.
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Disabled
A

v
Enabled

Active = TRUE

—A

<« 4
[Suppressed = TRUE]‘ ;\Suppressed ?\ %

Shelved D >

[AckedState = TRUE 71 f\\i
SO e

ConfirmedState i[\/ FALSE ]

= TRUE
IEC 1480/12
re§ — Alar tate Machine Model

(see followingslause

The shelving state can be set by an Operator via OPC UA Methods. The suppressed state is
set internally by the Server due to system specific reasons. Alarm systems typically
implement the Suppress and Shelve features to help keep Operators from being overwhelmed
during Alarm “storms” by limiting the number of Alarms an Operator sees on a current Alarm
display. This is accomplished by setting the SuppressedOrShelved flag on second order
dependent Alarms and/or Alarms of less severity, leading the Operator to concentrate on the
most critical issues.

The shelved and suppressed states differ from the disabled state in that Alarms are still fully
functional and can be included in Subscription Notifications to a Client.

4.9 Multiple Active States

In some cases, it is desirable to further define the Active state of an Alarm by providing a sub-

state machine for the Active State. For example a multi-state level Alarm when active may be

in one of the following sub-states: LowLow, Low, High or HighHigh. The stat

illustrated in Figure 6. DB?.‘.’ﬂlﬁents
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Active = FALSE

JV

Active = TRUE

. IEC 1481/12
ive States Example

s among the sub-states of Active are allowed

To accomodate djffere ath™a (mytually) exclusive and a non-exclusive model are
supported.

4.10 Condition Instances in the Address Space

Because Conditions always have a state (enabled or disabled) and possibly many sub-states
it makes sense to have instances of Conditions present in the AddressSpace. If the Server
exposes Condition instances they usually will appear in the AddressSpace as components of
the Objects that “own” them. For example a temperature transmitter that has a built-in high
temperature Alarm would appear in the AddressSpace as an instance of some temperature
transmitter Object with a HasComponent Reference to an instance of a LevelAlarmType.

The availability of instances allows Data Access Clients to monitor the current Condition state
by subscribing to the Attribute values of Variable Nodes.

While exposing Condition instances in the AddressSpace is not always possible, doing so
allows for direct interaction (read, write and Method invocation) with a specific Condition
instance. For example, if a Condition instance is not exposed, there is no way to invoke the
Enable or Disable Method for the specific Condition instance. Documents
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4.11 Alarm and Condition Auditing

The OPC UA Specifications include provisions for auditing. Auditing is an important security
and tracking concept. Audit records provide the “Who”, “When” and “What” information
regarding user interactions with a system. These audit records are especially important when
Alarm management is considered. Alarms are the typical instrument for providing information
to a user that something needs the user’s attention. A record of how the user reacts to this
information is required in many cases. Audit records are generated for all Method calls that
affect the state of the system, for example an Acknowledge Method call would generate an
AuditConditionAck event.

The standard AuditEventTypes defined in IEC 62541-5 already includes the flelds required for
Condition related audit records. To allow for filtering and grouping, this spge ation defines a
number of subtypes of the AuditEventTypes but without adding new fields(to therm,

5 Model

5.1 General

The Alarm and Condition model extend A\base—Event model by defining various
Event Types based on the BaseEventType. c ent Types defined in this specification

The following su S € G UA Alarm and Condition Types. Figure 7 informally
describes the hier '
DiscreteAlarmTy f he full AlarmConditionType hierarchy can be found in
Figure 11.
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- Defined in [UA Part 5]
Type
StateMachine
Type
SystemEvent
Type
ConditionType 1 ﬁ
ﬁ RefreshStart Skelv
‘ ‘ EventType xt MachineRype
Acknowledgeable DialogCondition RefreshEnd
Condition Type Type EventT
° ventType -
% ] Exclu ingimit
AlarmCongition Reféesr%eﬁj%\ tateMachineType
Type b b LN
i |
LimitAlarm DiscreteAlarm
Type Type >

IEC 1482/12
5.2 Two-State State
Most states defi int ificati ymple — i.e. they are either TRUE or FALSE. The
TwoStateVariabl aciffcally for this use case. More complex states are

modelled by using a
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Table 3 — TwoStateVariableType Definition

62541-9 © IEC:2012

Attribute Value

BrowseName TwoStateVariableType

DataType LocalizedText

ValueRank -1 (-1 = Scalar)

IsAbstract False

References NodeClass BrowseName DataType TypeDefinition | Modelling

Rule

Subtype of the StateVariableType defined in IEC 62541-5.

Note that a Reference to this subtype is not shown in the definition of the StateVariableType.

HasProperty Variable Id Boolean A Iﬂ'op{e?&(ryk Mandatory

HasProperty Variable TransitionTime UtcTime < \@pe}t{w Optional

HasProperty Variable EffectiveTransitionTime UtcTin?e/\ \Kro}e{tyﬁ\{{e Optional

HasProperty Variable TrueState LC}aa\z Text \Pr&gert}‘{y&a Optional

HasProperty Variable FalseState L%c\lzﬁﬁ\% \ Prop§'tyType Optional

HasTrueSubState StateMachine or <Stateldentifier> / DW> Optional
TwoStateVariableType ’w

HasFalseSubState | StateMachine or <Stateldentifier \/ efined %4.3 Optional
TwoStateVariableType (’\ .

name. The EnabledState for exampl
“Disabled” when FALSE.

ecC

nt state as a human readable

e name “Enabled” when TRUE and

rridden to reflect the required DataType
. either TRUE or FALSE.

Effective Transitiq bime when the current state or one of its substates was
entered afm is active and — while active — switches several times
between Higf en the TransitionTime stays at the point in time where the

substate

The optional Property EffectiveDisplayName from the StateVariableType is used if a state has
substates. It containg” a human readable name for the current state after taking the state of
any SubStateMachines in account. As an example, the EffectiveDisplayName of the
EnabledState could contain “Active/HighHigh” to specify that the Condition is active and has
exceeded the HighHigh limit.

Other optional Properties of the StateVariableType have no defined meaning for Two-
StateVariables.

TrueState and FalseState contain the localized string for the TwoStateVariable value when its
Id Property has the value TRUE or FALSE, respectively. Since the two Properties provide
meta data for the Type, Servers may not allow these Properties to be selected in the Event
filter for a monitored item. Clients can use the Read Service to get the information from the
specific ConditionType.

A HasTrueSubState Reference is used to indicate that the TRUE state has substates.

A HasFalseSubState Reference is used to indicate that the FALSE state hac s.ubstggcuments
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5.3 Condition Variables

Various information elements of a Condition are not considered to be states. However, a
change in their value is considered important and supposed to trigger an Event Notification.
These information elements are called ConditionVariables.

ConditionVariables are represented by a ConditionVariableType formally defined in Table 4.

Table 4 — ConditionVariableType Definition

Attribute Value

BrowseName ConditionVariableType N

DataType BaseDataType

ValueRank -2 (-2 = Any) /\\ &

IsAbstract False )

References NodeClass BrowseName DataTyp< \%biﬁ@ I\Rlloldelling
ule

Subtype of the BaseDataVariableType defined in IEC 62541-5.
HasProperty Variable SourceTimestamp/rUth Pra\erﬁype | Mandatory

SourceTimestamp |nd|cates the time of he last thie\Va of this ConditionVariable.
d\Service inside the DataValue

5.4.1 General

This clause defines Refe S 8 ded beyond those already specified as part
of IEC 62541-3 and I|E : nd\{woState state machines with substates. These
References wi@n > «

TwoStateVariables €z

the StateMachineTyp

oferenceType is a concrete ReferenceType that can be used directly.
ierarchicalReferences ReferenceType.

The semantics indicate that the substate (the target Node) is a subordinate state of the TRUE
super state. If more™than one state within a Condition is a substate of the same super state
(i.e. several HasTrueSubState References exist for the same super state) they are all treated
as independent substates. The representation in the AddressSpace is specified in Table 5.

The SourceNode of the Reference shall be an instance of a TwoStateVariableType and the
TargetNode shall either be an instance of a TwoStateVariableType or an instance of a
subtype of a StateMachineType.

It is not required to provide the HasTrueSubState Reference from super state to substate, but
it is required that the substate provides the inverse Reference (IsTrueSubStateOf) to its super
state.
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Table 5 — HasTrueSubState ReferenceType

Attributes Value

BrowseName HasTrueSubState

InverseName IsTrueSubStateOf

Symmetric False

IsAbstract False

References NodeClass BrowseName Comment

5.4.3 HasFalseSubState ReferenceType

The HasFalseSubState ReferenceType is a concrete Reference

Table 6.

super state.

Attributes }m\ \/\ )
BrowseName(\ Has Is&bStaﬁ

InverseN/ame\ IQ‘{IS&«Q}StateOf

Symmethg F\lee\/
o [P

Refere}ce{\ \ MeCIass BrowseName Comment

5.5 Condition Model
5.5.1 General

The Condition model extends the Event model by defining the ConditionType. The
ConditionType introduces the concept of states differentiating it from the base Event model.
Unlike the BaseEventTypes, Conditions are not transient. The ConditionType is further
extended into Dialog and AcknowledgeableConditionTypes, each of which have their own
subtypes.

The Condition model is illustrated in Figure 8 and formally defined in the subsequent tables. It
is worth noting that this figure, like all figures in this document, is not intended to be complete.
Rather, the figures only illustrate information provided by the formal definitions.

Documents

Document Sharing Hub

Full document details: IEC 62541-9 2012


http://www.avadocuments.com/doc/iec-62541-9-2012
http://www.avadocuments.com/doc/iec-62541-9-2012

62541-9 © IEC:2012 - 25—

BaseEventType
AN
T
ConditionType

ConditionName ConditionClassld
PropertyType: PropertyType:
Branchid ConditionClassName
PropertyType:
Retain
ConditionVariableType:
Quality
ConditionVariableType:
LastSeverity

TwoStateVariableType:
EnableState

ConditionVariableType:
Comment

C Clri\en\tl{se}ld )1
O TN \
wi Qé@ Dialog
AN\Condition ConditionType
\ \/
\> IEC 1483/12
F

igure 8 — Condition Model

PropertyType: PropertyType: j

5.5.2 Conditi
The ConditionType defines all general characteristics of a Condition. All other ConditionTypes

derive from it. It is formally defined in Table 7. The FALSE state of the EnabledState shall not
be extended with a substate machine.
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Table 7 — ConditionType Definition

Attribute Value
BrowseName ConditionType
IsAbstract True
References NodeClass BrowseName DataType TypeDefinition Modelling
Rule
Subtype of the BaseEventType defined in IEC 62541-5
HasSubtype ObjectType DialogConditionType Defined in 5.6.2
HasSubtype ObjectType AcknowledgeableCondition Defined in 5.7.2
Type
HasProperty Variable ConditionClassld Nodeld Propyrté{yée (\ \Mandatory
HasProperty Variable ConditionClassName Localized PropertyXyp \I\}%datory
EllEN
HasProperty Variable ConditionName String roper pé\ \/ Mandatory
HasProperty Variable Branchld NodeId & \Qk{pe\\(\N(pe \ Mandatory
HasProperty Variable Retain \%)pert%(\ype Mandatory
HasComponent | Variable EnabledState WTe TwWanable Mandatory
e
HasComponent | Variable Quality < <\ atus% ;\w{jitionVariable Mandatory
ype
HasComponent | Variable LastSeverity (& \t\ ConditionVariable Mandatory
Type
HasComponent | Variable ment \ Q Md ConditionVariable Mandatory
& \Te t Type
HasProperty Variable ntU String PropertyType Mandatory
HasComponent Met)@d > Disaﬁe Defined in 5.5.4 Mandatory
HasComponent | Method ( ble\/\ ) Defined in 5.5.5 Mandatory
HasComponent MethQé\ M%ment) Defined in 5.5.6 Mandatory
HasComponent \QonwnRefresh Defined in 5.5.7 None

It is the Nodeld of the

ConditionClassld specifies in which domain this Condition is used.
corresponding ConditionClassType. See 5.9 for the definition of ConditionClass and a set of
ConditionClasses defined in this specification. When using this Property for filtering, Clients
have to specify all individual ConditionClassType Nodelds. The OfType operator cannot be
applied. BaseConditionClassType is used as class whenever a Condition cannot be assigned
to a more concrete class.

ConditionClassName provides the display name of the ConditionClassType.

ConditionName identifies the Condition instance that the Event originated from. It can be used
together with the SourceName in a user display to distinguish between different Condition
instances. If a ConditionSource has only one instance of a ConditionType, and the server has
no instance name, the server shall supply the ConditionType browse name.

Branchld is Null for all Event Notifications that relate to the current state of the Condition
instance. If Branchld is not Null it identifies a previous state of this Condition instaricegi@tEtiients
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needs attention by an Operator. If the current ConditionBranch is transformed into a previous
ConditionBranch then the Server needs to assign a non-null Branchld. An initial Event for the
branch will generated with the values of the ConditionBranch and the new Branchld. The
ConditionBranch can be updated many times before it is no longer needed. When the
ConditionBranch no longer requires Operator input the final Event will have Retain set to
FALSE. See 4.4 for more information about the need for creating and maintaining previous
ConditionBranches and B.1 for an example using branches. Note that a Nodeld DataType is
used as the identifier although the Server is not required to have ConditionBranches in the
Address Space. The use of a Nodeld allows the Server to use simple numeric identifiers,
strings or arrays of bytes.

Retain when TRUE describes a Condition (a ConditionBranch) as being in a state that is
interesting for a Client wishing to synchronize its state with the Server's~state. The logic to
determine how this flag is set is Server specific. Typically all Active Alarms would have the

A Condition’s EnabledState effects the
in the following specific behaviour:

Type, SO ~Source Name, Time, and EnabledState. Other properties may no
longer provide nt valid values. All Variables that are no longer provided shall return a
status of Bad_CuwriditionDisabled.

When enabled, changes to the following components shall cause a ConditionType Event
Notification:

e Quality;

e Severity (inherited from BaseEventType);

¢ Comment.

This list may not be exhaustive. SubTypes may define additional Variables that trigger Event
Notifications. In general changes to Variables of the types TwoStateVariableType or
ConditionVariableType trigger Event Notifications.

Quality reveals the status of process values or other resources that this Condition instance is
based upon. If, for example, a process value is “Uncertain”, the associated “LevelAlarm”
Condition is also questionable. Values for the Quality can be any of the OPC StatusCodes
defined in IEC 62541-8 (DataAccess) as well as Good, Uncertain and Bad asld@eddments
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IEC 62541-4. These StatusCodes are similar to but slightly more generic than the description
of data quality in the various Fieldbus Specifications. It is the responsibility of the Server to
map internal status information to these codes. A Server which supports no quality
information shall return Good.

LastSeverity provides the previous severity of the ConditionBranch. Initially this Variable
contains a zero value; it will return a value only after a severity change. The new severity is
supplied via the Severity Property which is inherited from the BaseEventType.

Comment contains the last comment provided for a certain state (ConditionBranch). It may
have been provided by an AddComment Method or some other Method. The initial value of
this Variable is null. If a Method provides as an option the ability to set a Comment, then the
value of this variable is reset to null if an optional comment is not provided

ClientUserld is related to the Comment field and contains the identi o inserted
the most recent Comment. The logic to obtain the ClientUserld is d 5

The Nodeld of the Condition instance is used as Conditionlg modelled as a
component of the ConditionType. Table 8 defines the Sigple nd to select the

Conditionld in the SelectClause of the EventFilter.

Table 8 — SimpleAttributeOperand t lect Conditi

Name < \'Q(p<\\ ( Kaés?niap/tion
SimpleAttributeOperand \_/
Id of the ConditionType
de

typeld Npdeld No
O\ [Yo
br%(sépﬁthp}/‘\Q{J ifie}N@e ) §mpty

[e\ttn%@d { ) |ntég%w\ ) Id of the Nodeld Attribute

5.5.3 Conditi

A Condition
the case the

The state o joninstance at any given time is the set values for the variables that
belong to the instance. If one or more variable values change the Server generates
an Event with a unigque Eventld.

If a Client calls Refresh the Server will report the current state of a Condition instance by re-
sending the last Event (i.e. the same Eventld and Time is sent).

A ConditionBranch is a copy of the Condition instance state that can change independently of
the current Condition instance state. Each Branch has an identifier called a Branchld which is
unique among all active Branches for a Condition instance. Branches are typically not visible
in the Address Space and this specification does not define a standard way to make them
visible.

5.5.4 Disable Method

Disable used to change a Condition instance to the disabled state. Normally, the Methodld
passed to the Call Service is found by browsing the Condition instance in the AddressSpace.
However, some Servers do not expose Condition instances in the AddressSpace. Therefore
all Servers shall allow Clients to call the Disable Method by specifying Conditicﬂlmeuments
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Objectld and the well known Nodeld of the Method declaration on the ConditionType as the
Methodld.

Signature

Disable () ;

Method Result Codes (defined in Call Service)

ResultCode Description

Bad_ConditionAlreadyDisabled | See Table 54 for the description of this result code.

Table 9 specifies the AddressSpace representation for the Disable Met

Table 9 — Disable Method AddressSpace Definit

Attribute Value & \ \ >

BrowseName Disable

References NodeClass | BrowseName DataTyyWn\\/ Modelling
Rule

AlwaysGeneratesEvent | Defined in 5.10.2 (\\/%u;&wrMbIeEvent
ype
\\_j)\/

5.5.5 Enable Method

Enable is used to change a Condition\instange t bled state. Normally, the Methodld
passed to the Call Service s rothe Curidition instance in the AddressSpace.
However, some Servers S e Condition\ingtances in the AddressSpace. Therefore
all Servers shall allo '

Objectld and the well od declaration on the ConditionType as the

Methodld. Q

Signature

Enable (&
Method u qug (definedin Call Service)

Resulthh‘e\\ \ Description

Bad_ConditionA}eaQ)ﬁ}nabled See Table 54 for the description of this result code.

Table 10 specifies the AddressSpace representation for the Enable Method.

Table 10 — Enable Method AddressSpace Definition

Attribute Value

BrowseName Enable

References NodeClass | BrowseName | Data TypeDefinition Modelling
Type Rule

AlwaysGenerates Defined in 5.10.2 AuditConditionEnableEvent

Event Type

5.5.6 AddComment Method

AddComment is used to apply a comment to a specific state of a Conditiogyj
Normally, the Methodld passed to the Call Service is found by browsiny thtp(gwments
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instance in the AddressSpace. However, some Servers do not expose Condition instances in
the AddressSpace. Therefore all Servers shall allow Clients to call the AddComment Method
by specifying Conditionld as the Objectld and the well known Nodeld of the Method
declaration on the ConditionType as the Methodld. The Method cannot be called on the
ConditionType node.

Signature

AddComment (
[in] ByteString EventId
[in] LocalizedText Comment
)

N

Argument Description /\\ ~
Eventld Eventld identifying a particular Event Notification wherg astate\was\reported
for a Condition.
Comment A localized text to be applied to the Conditior< \ \ >
N\
Method Result Codes (defined in Call Service)
ResultCode Description ( (7
o

Bad_Methodlnvalid See IEC 62541-4.for the de&cri t\mn/ thiﬂzsult de.
The addresse@o does fot sugpor dig comments.
Bad_EventidUnknown | See Table 54 for the d&sc\r}»@n Bf\thisWode_

Bad_NodeldUnknown See IEC 6254144 for the de ion ok this result code.
i dition is not valid or that the method was
)

d to indicate\that ecm
called on’the ndjtion € nc‘)\de

N \)

Comments

Comments are a i rrences identified via an Eventld. Eventlds where the
related EventType d \ ments at all are rejected.

A Condition 8. Comment Variable contains this text — will be sent for the
identified state. added to a previous state (i.e. a state for which the Server
has creatédha kra Brahchld and all Condition values of this branch will be reported.

Table 11 — AddComment Method AddressSpace Definition

Attribute Value

BrowseName AddComment

References NodeClass BrowseName DataType TypeDefinition ModellingRule
HasProperty Variable InputArguments Argument[] | PropertyType Mandatory
AlwaysGenerates Defined in 5.10.4 AuditConditionCommentEve

Event ntType

5.5.7 ConditionRefresh Method

ConditionRefresh allows a Client to request a Refresh of all Condition instances that currently
are in an interesting state (they have the Retain flag set). This includes previous states of a
Condition instance for which the Server maintains Branches. A Client would typically invoke
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this Method when it initially connects to a Server and following any situations, such as
communication disruptions, in which it would require resynchronization with the Server.

Signature

ConditionRefresh (

[in] IntegerId SubscriptionId
) ;
Argument Description
Subscriptionld A valid Subscription |d of the Subscription to be refreshed.

Method Result Codes (defined in Call Service)

A O\
ResultCode Description \ \ >

Bad_Subscriptionldinvalid | See IEC 62541-4 for the description of thisés}n\@s@ \ \
Bad_RefreshIinProgress See Table 54 for the description of thi}xfésglt\Qod&\ \

Comments

The input argument provides a Subs
shall be refreshed. If the Subscription i

a) The Server issues a Re eshStartE ent i 1.2) marking the start of Refresh. A
copy of the Refresh the Event stream for every Event
Monitoredltem in the
Eventld.

b) The Serveri
of Condition
such a refreshed

If more than one Subscription is to be refreshed, then the standard call Service array
processing can be used.

As mentioned above, ConditionRefresh shall also issue Event Notifications for prior states if
they still need attention. In particular this is true for Condition instances where previous states
still need acknowledgement or confirmation.

Table 12 specifies the AddressSpace representation for the ConditionRefresh Method.
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Table 12 — ConditionRefresh Method AddressSpace Definition

Attribute Value

BrowseName ConditionRefresh

References NodeClass | BrowseName ‘ DataType TypeDefinition ModellingRule
HasProperty Variable ‘ InputArguments | Argument[] PropertyType Mandatory
AlwaysGeneratesEvent Defined in 5.11.2 RefreshStartEvent

AlwaysGeneratesEvent Defined in 5.11.3 RefreshEndEvent

5.6 Dialog Model

5.6.1 General

5.6.2 DialogConditionType

The DialogConditionType is used to represen
Figure 9 and formally defined in Table&
“\GonditionType

AN

WOnditionType

Twé@gt\%g;kg
alogState

Proy&t )—H74H—C LastResponse )

Re\})onseOptionSet )ﬂ——%{ OkResponse )
4 \ ( DefaultResponse )ﬂ——%{ CancelResponse )

N\ IEC 1484/12
Figure 9 — DialogConditionType Overview

EnableState

|

Is SubState
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Table 13 — DialogConditionType Definition

Attribute Value

BrowseName DialogConditionType

IsAbstract True

References NodeClass | BrowseName DataType TypeDefinition Modelling
Rule

Subtype of the ConditionType defined in 5.5.2

HasComponent | Variable DialogState LocalizedText | TwoStateVariableType | Mandatory

HasProperty Variable Prompt LocalizedText | PropertyType Mandatory

HasProperty Variable ResponseOptionSet I[_?calizedText PropertyType Mandatory

HasProperty Variable DefaultResponse Int32 Properyép\e & N{ndatory

HasProperty Variable LastResponse Int32 Propeh\;(Ty\pg \Mﬁdatory

HasProperty Variable OkResponse Int32 l{opw \ Mandatory

HasProperty Variable CancelResponse Int32 \{}){{ertx\y \ Mandatory

HasComponent | Method Respond Defmed)n—&Q\S\\ \\/ Mandatory

eSponses as array of LocalizedText. The
ields like DefaultResponse, LastResponse

Retry, Cance
e Yes, No

DefaultResponse identifies the response option that should be shown as default to the user. It
is the index in the ResponseOptionSet array. If no response option is the default, the value of
the Property is -1.

LastResponse contains the last response provided by a Client in the Respond Method. If no
previous response exists then the value of the Property is -1.

OkResponse provides the index of the OK option in the ResponseOptionSet array. This
choice is the response that will allow the system to proceed with the operation described by
the prompt. This allows a Client to identify the OK option if a special handling for this option is
available. If no OK option is available the value of this Property is -1.

CancelResponse provides the index of the response in the ResponseOptionSet armments
cause the Dialog to go into the inactive state without proceeding with the operatio
Document Sharing Hub
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by the prompt. This allows a Client to identify the Cancel option if a special handling for this
option is available. If no Cancel option is available the value of this Property is -1.

5.6.3 Respond Method

Respond is used to pass the selected response option and end the dialog. DialogState/Id will
return to FALSE.

Signature
Respond (
[in] Int32 SelectedResponse
) ; /\(\
N
Argument Description \

SelectedResponse

Selected index of the ResponseOptionSet arra}/.\\ \

N

Method Result Codes (defined in Call Service)

ResultCode

Description

QA

Bad_DialogNotActive

/ \
See Table 54 for the desc{ripti§ })f this\gsu%&dé

Bad_DialogResponselnvalid

See Tab/e’\6\4 for Wes r|pt|o of th\f res\> code.

Table 14 specifies the AddressSpace representation for tkl%e!pond Method.

Table 1 Respon M

Space Definition

Attribute Valuer\

BrowseName Resp(ind

References No e Na /E?ataType TypeDefinition Modelling
Rule

HasProperty ya\%e\ble utA u e Argument[] | PropertyType Mandatory

AlwaysGenerates efine \/ AuditConditionRespondEvent

Event /\ Type

5.7
5.7.1

The Acknowledgeable Condition Model extends the Condition model.

able ondltlon Model

ledgement and confirmation are added to the Condition model.

States for acknow-

AcknowledgeableConditions are represented by the AcknowledgeableConditionType which is
a subtype of the ConditionType. The model is formally defined in the following subclauses.

5.7.2 AcknowledgeableConditionType

The AcknowledgeableConditionType extends the ConditionType by defining acknowledgement

characteristics.

Full document details: IEC 62541-9 2012
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ConditionType
EnableState : ?
Acknowledgeable
ConditionType

HasTrueSubState
TwoStateVariableType: Acknowledge
AckedState
TwoStateVariableType:
ConfirmedState

Table 15 — AcknowledgeableCondi

Attribute Value ( O

~
BrowseName AcknowledgeableConditionT/y,;{e ( \\// \
IsAbstract True & Q \ )\/

< N\
References Node BrowseName > We \‘Fy.pe’ﬁefinition ModellingRule
Class

Subtype of the ConditionType defined in 5.5.2. \

HasSubtype Object larmCorfdition fined in/5.8.2
Type N

<

~—"

HasComponent @’étsle Acke@ta\m\ /I?ocalizedText TwoStateVariableType Mandatory

HasComponent Va\ri{p}é\\Wim\laQSt%m\ > LocalizedText | TwoStateVariableType Optional

A\
HasComponent MéﬁQoa\ \Qckwle}’ge/ Defined in 5.7.3 Mandatory
HasC M Conj Defined in 5.7.4 Optional
asComponent & ?ﬂ%\c{‘ &*&m) efined in ptiona

nditionType inherits all Properties of the ConditionType.

AckedState when SE indicates that the Condition instance requires acknowledgement for
the reported Condition state. When the Condition instance is acknowledged the AckedState is
set to TRUE. ConfirmedState indicates whether it requires confirmation. Recommended state
names are described in Annex A. The two states are sub-states of the TRUE EnabledState.
See 4.3 for more information about acknowledgement and confirmation models. The Eventld
used in the Event Notification is considered the identifier of this state and has to be used
when calling the Methods for acknowledgement or confirmation.

A Server may require that previous states be acknowledged. If the acknowledgement of a
previous state is still open and a new state also requires acknowledgement, the Server shall
create a branch of the Condition instance as specified in 4.4. Clients are expected to keep
track of all ConditionBranches where AckedState/ld is FALSE to allow acknowledgement of
those. See also 5.5.2 for more information about ConditionBranches and the examples in B.1.
The handling of the AckedState and branches also applies to the ConfirmState.
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Acknowledge Method
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Acknowledge is used to acknowledge an Event Notification for a Condition instance state
where AckedState was set to FALSE. Normally, the Methodld passed to the Call Service is
found by browsing the Condition instance in the AddressSpace. However, some Servers do
not expose Condition instances in the AddressSpace. Therefore all Servers shall allow Clients
to call the Acknowledge Method by specifying Conditionld as the Objectld and the well known
Nodeld of the Method declaration on the AcknowledgeableConditionType as the Methodld.
The Method cannot be called on the AcknowledgeableConditionType node.

Signature
Acknowledge (
[in] ByteString EventId
[in] LocalizedText Comment
X (\ &
Argument Description ( \ \ \
Eventld Eventld identifying a particular Event Nstifisatiog. ~\
Only Event Notifications where AckedState a SE gan be
acknowledged.
Comment A localized text to be applien{to Wonbft{)n\/

O
Method Result Codes (defined in Cal@v\

ResultCode

crlpt n

Bad_ConditionBranchAlreadyAcked

\See able 5)\\{Q %scnpnon of this result code.

Bad_EventldUnknown ( /\

§Qe Tahle H4 for the description of this result code.

Bad NodeldUnknoN Q

S C 6254 ]1-4 for the description of this result code.

sedYo indi e e
\Ke\hod as called on the ConditionType node.

indicate that the specified condition is not valid or that the

Comments

reported. Ackhx
with the Eventld.

N

A valid Eventld will result in an Event Notification where AckedState/ld is set to TRUE and the
Comment Property contains the text of the optional comment argument. If a previous state is
acknowledged, the Branchld and all Condition values of this branch will be reported.

Table 16 specifies the AddressSpace representation for the Acknowledge Method.

Full document details: IEC 62541-9 2012
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Table 16 — Acknowledge Method AddressSpace Definition

Attribute Value

BrowseName Acknowledge

References NodeClass | BrowseName DataType TypeDefinition Modelling
Rule

HasProperty Variable InputArguments | Argument]] PropertyType Mandatory

AlwaysGenerates Defined in 5.10.5 AuditConditionAcknowledge

Event EventType

5.7.4 Confirm Method

found by browsing the Condition instance in the AddressSpace. H 8 _Seryers do
not expose Condition instances in the AddressSpace. Therefore & :
to call the Confirm Method by specifying Conditionld as thel Obje 8 ell known
Nodeld of the Method declaration on the AcknowledgeabjeCordition N
The Method cannot be called on the AcknowledgeableConditi W

Signature

Confirm (
[in] ByteString
[in] LocalizedText

) ;
Table 17 —

Argument R <D\sc}u<( n N \\/

e
Eventld Eventld ideftifing aparti Event Notification.
mv t Notjfications where ConfirmedState/ld was TRUE can be confirmed.

ipfio
{
Comment \/ A Ioc}N'{ed\%t to\kge applied to the Conditions.

Method Result C@KMService)

ResuItCodg\ \ \ ) Description

Bad_m AIrea%Confir See Table 54 for the description of this result code.
med

Bad_EventlcmNQown See Table 54 for the description of this result code.
Bad_NodeIdUnknoW See |IEC 62541-4 for the description of this result code.

Used to indicate that the specified condition is not valid or that the
method was called on the ConditionType node.

Comments

A Server is responsible to ensure that each Event has a unique Eventld. This allows Clients to
identify and confirm a particular Event Notification.

The Eventld identifies a specific Event Notification where a state to be confirmed was
reported. A Comment can be provided which will be applied to the state identified with the
Eventld.

A valid Eventld will result in an Event Notification where ConfirmedState/ld is set to TRUE and
the Comment Property contains the text of the optional comment argument. If a previous state
is confirmed, the Branchld and all Condition values of this branch will be reported. Documents
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Table 18 specifies the AddressSpace representation for the Confirm Method.

Table 18 — Confirm Method AddressSpace Definition

Attribute Value
BrowseName Confirm
References NodeClass | BrowseName Data TypeDefinition Modelling
Type Rule
HasProperty Variable InputArguments Argument | PropertyType Mandatory
I
AlwaysGenerates Defined in 5.10.7 AuditConditionConfirm
Event EventType
5.8 Alarm Model
5.8.1 General
Figure 11 informally describes the AlarmConditionType, i ubtypes and\wh it is in the
hierarchy of Event Types.
Cond|t|onType <}7 \>
‘ Ackno&\dg\a{&ndltlc&Type
A\armogﬁit'\on'hp\
o ~ ‘
xclusive
Level L"})\E‘QTY\S\ Discrete
\g\ AlarmType
E).(clus.ivelz | \) | OffNormal
MultiDeviation clusiveLimit'} NonExclusiveLimit AlarmType
rm RNype AlarmType
Exclusive -
RateOfChané\ é§ Trip
[ [ ‘ AlarmType
NonExclusive NonExclusive NonExclusive
Level MultiDeviation RateOfChange
IEC 1486/12

\ggure 11 — AlarmConditionType Hierarchy Model

5.8.2

AlarmConditionType

The AlarmConditionType is an abstract type that extends the AcknowledgeableConditionType
by introducing an ActiveState, SuppressedState and ShelvingState. The Alarm model is

illustrated in Figure 12. This illustration is not intended to be a complete definition.

formally defined in Table 19.
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ConditionType
EnableState 1 ‘ ﬁ
4 Acknowledgeable
ConditionType

;

AlarmCondition

Type
IsTrueSubState
TwoStateVariableType:
ActiveState
TwoStateVariableType:
SuppressedState ‘
StateMac;fneT pe ‘ I‘ \
ineType: \
ShelvingState @W
L . AN .
\ \/ IEC 1487/12
Figure 12 — Alar |

Table 19 - AI{%{CO@

Attribute Value \_/

BrowseName AlarmConditionType

IsAbstract True \ \

References NodeClass B&{vsér@ﬁe |\Dat)aTxQ/e) | TypeDefinition Modelling Rule

Subtype of the Acknowledgea

k(‘&on%'\on{'yp@}e{ine\}\w

>

SN

HasCompone VariaW LocalizedText TwoStateVariableType Mandatory
nt (
HasProperty Variat(é\ InMo}\ ) Nodeld PropertyType Mandatory
HasCompone V le SuoppressedState LocalizedText TwoStateVariableType Optional
nt
HasCompon bject N ShelvingState ShelvedStateMachine Optional
nt Type

N
HasProperty %ﬁi{ble SuppressedOrShelved Boolean PropertyType Mandatory
HasProperty Variable MaxTimeShelved Duration PropertyType Optional

The AlarmConditionType inherits all Properties of the AcknowledgeableConditionType. The
following states are sub-states of the TRUE EnabledState.

ActiveState/ld when set to TRUE indicates that the situation the Condition is representing
currently exists. When a Condition instance is in the inactive state (ActiveState/Id when set to
FALSE) it is representing a situation that has returned to a normal state. The transitions of
Conditions to the inactive and active states are triggered by Server specific actions.
SubTypes of the AlarmConditionType specified later in this document will have sub-state
models that further define the Active state. Recommended state names are described in

Annex A.

The InputNode Property provides the Nodeld of the Variable the Value of which is used as
primary input in the calculation of the Alarm state. If this Variable is not in the AddressSpace,
a Null Nodeld shall be provided.

Full document details: IEC 62541-9 2012

Documents

Document Sharing Hub


http://www.avadocuments.com/doc/iec-62541-9-2012
http://www.avadocuments.com/doc/iec-62541-9-2012

-40 - 62541-9 © IEC:2012

SuppressState is used internally by a Server to automatically suppress Alarms due to system
specific reasons. For example a system may be configured to suppress Alarms that are
associated with machinery that is shutdown, such as a low level Alarm for a tank that is
currently not in use. Recommended state names are described in Annex A.

ShelvingState suggests whether an Alarm shall (temporarily) be prevented from being
displayed to the user. It is quite often used to block nuisance Alarms. The ShelvingState is
defined in the following subclause.

The SuppressedState and the ShelvingState together result in the SuppressedOrShelved
status of the Condition. When an Alarm is in one of the states, the SuppressedOrShelved
property will be set TRUE and this Alarm is then typically not displayed by the Client. State
transitions associated with the Alarm do occur, but they are not typica
Clients as long as the Alarm remains in either the suppressed or shelved\s

on the duration passed into a T|medShere method call. |
be enforced for the OneshotShelved state, in that a

g—OneShotShelving and TimedShelving. They
includes the allowed transitions between the

. ed when an Alarm is continually occurring on a boundary
(i.e. a Condition\j ing between High Alarm and HighHigh Alarm, always in the active

operation aga' the skelving state will automatically clear.

In TimedShelving, a user specifies that an Alarm be shelved for a fixed time period. This type
of Shelving is quite often used to block nuisance Alarms. For example, an Alarm that occurs
more than 10 times in a minute may get shelved for a few minutes.

In all states, the Unshelve can be called to cause a transition to the Unshelve state; this
includes unshelving an Alarm that is in the TimedShelve state before the time has expired and
the OneShotShelve state without a transition to an inactive state.

All but two transitions are caused by Method calls as illustrated in Figure 13. The “Time
Expired” transition is simply a system generated transition that occurs when the time value
defined as part of the “Timed Shelved Call” has expired. The “Any Transition Occurs”
transition is also a system generated transition; this transition is generated when the
Condition becomes inactive.

Documents

Document Sharing Hub

Full document details: IEC 62541-9 2012


http://www.avadocuments.com/doc/iec-62541-9-2012
http://www.avadocuments.com/doc/iec-62541-9-2012

62541-9 © IEC:2012 —41 -

Unshelved

Timed Shelve call
UnShelve call
UnShelve call
Time Expired One Shot Shelve call

Timed
Shelved

Any Transition Occurs

(N

—1)

\Q?E\M}t% Type
WS
N\

ShelvedStateMachine
JType

|:| StateType
- TransitionType

ved

!\['@ed%elved Pi

I

. /Uns@

A

HasCause———

\ OneShotShelved H
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HasCause

HasCausE
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I
[
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@
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OneShotShelve
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Figure 14 — Shelved State Machine Model
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Table 20 — ShelvedStateMachine Definition

Attribute Value

BrowseName ShelvedStateMachineType

IsAbstract False

References Node BrowseName Data TypeDefinition Modelling
Class Type Rule

Subtype of the FiniteStateMachineType defined in IEC 62541-5

HasProperty Variable UnshelveTime Duration PropertyType Mandatory

HasComponent | Object Unshelved Stamfe\ Mandatory

HasComponent | Object TimedShelved @Q\Q pe \ Me\ndatory

HasComponent | Object OneShotShelved S\t@eﬁ\xp}\ \Mématory

HasComponent | Object UnshelvedToTimedShelved < \ T\sitih'?\gpe Mandatory

HasComponent | Object TimedShelvedToUnshelved / \\Frahs\iti\otﬂ’?pe Mandatory

HasComponent | Object TimedShelvedToOneShotShelved( /7 WonType Mandatory

HasComponent | Object UnshelvedToOneS otShere(\\// /\ \TransitionType Mandatory

HasComponent | Object OneShotShererL}rs\heQea\ C \ J )\ TransitionType Mandatory

HasComponent | Object OneShotSheredT}j'&me}S\hNed \\/ TransitionType Mandatory

—~

HasComponent | Method TWShelﬁ_\ \ \ \\ Defined in 5.8.5 Mandatory

HasComponent | Method X OheShotShelve N \\/ Defined in 5.8.6 Mandatory

HasComponent | Method I\{lsrﬁ{e (\ \/ Defined in 5.8.4 Mandatory

UnshelveTime s
the cases where a
automatically transit

This State three active states: Unshelved, TimedShelved and
OneShot also\suppofts six transitions. The states and transitions are described in
Table 2¥ Th achige also supports three Methods: TimedShelve, OneShotShelve and
UnShelve.
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Table 21 — ShelvedStateMachine Transitions

BrowseName References BrowseName | Value | TypeDefinition Notes
Transitions
UnshelvedToTimedShelved FromState Unshelved StateType
ToState TimedShelved StateType
HasEffect AlarmConditionType
HasCause TimedShelve Method
UnshelvedToOneShotShelved FromState Unshelved StateType
ToState OneShotShelved StateType
HasEffect AlarmConditionType (
HasCause OneShotShelve A 7\‘/Ie 0
TimedShelvedToUnshelved FromState TimedShelved < \S{ate pe »
ToState Unshelved ta\f\Typ}\
HasEffect AIarmCondltlonTyp/e\ « 1} \
TimedShelvedToOneShotShelved FromState TimedShelved \ \ \ Stat}Type
ToState OneShotS?e{/ed X StateType
HasEffect AIarm;o\nr&tﬁﬁType'\
HasCause On/e&&ot%elvirré ( \ > Method
OneShotShelvedToUnshelved FromState\ \Q@hotéQelveB\ StateType
ToState UMNd StateType
HasEffect Q (A*a\rmé&qh?@nﬁpe
OneShotShelvedToTimedShelve \Qom/Sﬁte\\ \&Qeéﬁotshgved StateType
N To ter\ T|medShMed StateType
[ \@a{Effe\\t \&Mnditionwpe
(N 2 | HasCayse | JimedShelve Method
5.8.4 UnshelveT N%
Unshelve set jon to the Unshelved state.
Signat
Unshelv
Method Result Codes (defined in Call Service)
ResultCode Description
Bad_ConditionNotShelved See Table 54 for the description of this result code.
Table 22 specifies the AddressSpace representation for the Unshelve Method.
Documents
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Table 22 — Unshelve Method AddressSpace Definition

Attribute Value
BrowseName Unshelve
References NodeClass Browse Data TypeDefinition ModellingRule
Name Type
AlwaysGeneratesEvent Defined in 5.10.7 ?uditConditionSheringEvent
ype

5.8.5 TimedShelve Method

TimedShelve sets the AlarmCondition to the TimedShelved state.

Signature

TimedShelve (
[in] Duration ShelvingTime

' IO\ X

Argument Description \ \\/

ShelvingTime Specifies a fixed time for which the A is W. The Server may
refuse the provided duration. MaXTimeSheled pr rty exist on the
condition then the shelving fim el thehor equal to the value of this
property. /\

Method Result Codes (defined in Call M W

ResultCode Description\
Bad_ConditionAlreadyShelved sxiﬁabm

the\de)sc jption of this result code.
[\/\Q:,{Ala@'\sg;lr in TirnedShelved state and the system does not allow a
\{Q e

t of elved timer.

Bad_SheringTime@to\yarQe Sée T\al{leg‘ﬁl\fc}\(be/description of this result code.

Comments

Shelving for
that occurs

Table 23 specifies the AddressSpace representation for the TimedShelve Method.

Table 23 — TimedShelve Method AddressSpace Definition

Attribute Value

BrowseName TimedShelve

References NodeClass | BrowseName DataType TypeDefinition ModellingRule
HasProperty Variable InputArguments | Argument]] PropertyType Mandatory
AlwaysGenerat Defined in 5.10.7 AuditConditionShelving

esEvent EventType

5.8.6 OneShotShelve Method
Documents
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Signature

OneShotShelve ( );

Method Result Codes (defined in Call Service)

ResultCode Description

Bad_AlreadyShelved See Table 54 for the description of this result code.

The Alarm is already in OneShotShelved state.

Table 24 specifies the AddressSpace representation for the OneShotShelve Method.

Table 24 — OneShotShelve Method AddressSpace Dgﬂ@gn\\
A\

Attribute Value < \ x
BrowseName OneShotShelve /\\ \

References NodeClass BrowseName | Data TypeBefinjtio \ Modelling
Type x Rule

AlwaysGenerates Defined in 5.10.7 AuditConditionShalvingEvent
Event F@e

5.8.7 LimitAlarmType

Alarms can be modelled with multiple e
modelled with non exclusive limits that < group multiple states together.

>
\Qa}\CMitionType

% LimitAlarmType
LowLimit
LowLowLimit

HighLimit
HighHighLimit

i

ExclusiveLimit NonExclusiveLimit
AlarmType AlarmType

IEC 1490/12

Figure 15 — LimitAlarmType
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The LimitAlarmType is formally defined in Table 25.

Table 25 — LimitAlarmType Definition

62541-9 © IEC:2012

Attribute Value
BrowseName LimitAlarmType
IsAbstract True
References NodeClass | BrowseName DataType TypeDefinition Modelling
Rule
Subtype of the AlarmConditionType defined in 5.8.2.
HasSubtype ObjectType | ExclusiveLimitAlarmType Defined in 5.8.8.3 /\
HasSubtype ObjectType | NonExclusiveLimitAlarmType Defined in 5.8.9
HasProperty Variable HighHighLimit Double ’\E’»'\Qpert\qﬁg Optional
HasProperty Variable HighLimit Double P\{MyTy e /bptional
HasProperty Variable LowLimit Double kobﬁrty\r\;@e> Optional
HasProperty Variable LowLowLimit \;( Optional
Four optional limits are defined that configure the
These Properties shall be set for any Alarm limits that e derived limit Alarm

Types. These Properties are listed as
an underlying system can not provide

The alarm limits listed may cause an @
may generate the alarm
HighLimit and below the 4

limit is server specific.

5.8.8
5.8.8.1

Exclus

o

Overvi

handle multipl ly exclusive limits. It is illustrated in Figure 16.
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StateMachineType

% |:| StateType
|:| TransitionType

ExclusiveLimit
StateMachineType

HighHigh - +H HighToHighHigh
High : H  HighHighToHigh
Low : : LowToLowLow
\
LowLow | | LowLowToL@x
IEC 1491/12
Figure 16 —

It is created by extending the StateMa
state transitions are described in Table

Table 2{\

Attribute Value

BrowseName Excﬂns\veﬂ(nltg/awthw\e\ \

IsAbstract False & \

References Node rowseNa DataType TypeDefinition ModellingRule

Subtype of the Sta/e%a\a@né{y}e\

HasComponent Obje\c(\ igw StateType Optional

HasCompo@t %jek Hi\g\h StateType Optional

HasComponent O&ct\ Mv StateType Optional

HasComponent Oaéct\) LowLow StateType Optional

HasComponent Object LowToLowLow TransitionType Optional

HasComponent Object LowLowTolLow TransitionType Optional

HasComponent Object HighToHighHigh TransitionType Optional

HasComponent Object HighHighToHigh TransitionType Optional
Documents
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Table 27 — ExclusiveLimitStateMachineType Transitions

BrowseName References | Target BrowseName Value | Target Notes
TypeDefinition

Transitions
HighHighToHigh FromState HighHigh StateType
ToState High StateType

HasEffect AlarmConditionType

HighToHighHigh FromState High StateType
ToState HighHigh StateType /_
HasEffect AlarmConditionType /\\
LowLowToLow FromState LowLow StateType /\
ToState Low StateT}pe\ \ \/

HasEffect AlarmConditionType \ \ )

LowToLowLow FromState Low <at\‘f\;@€<

ToState LowLow

HasEffect AlarmConditionType

The ExclusiveLimitStateMachine defi
of a multilevel Alarm when it is in

machine.

The LowLow, LowaHi
state models th

used to specify the common behaviour for Alarm Types with
. The ExclusiveLimitAlarmType is illustrated in Figure 17.
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