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INTERNATIONAL ELECTROTECHNICAL COMMISSION

INDUSTRIAL COMMUNICATION NETWORKS -
FIELDBUS SPECIFICATIONS -
WIA-PA COMMUNICATION NETWORK
AND COMMUNICATION PROFILE

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization fo nd
all national electrotechnical committees (IEC National Committees). The
international co-operation on all questions concerning standardization in the e
this end and in addition to other activities, IEC publishes International Standa pecifications,

Technical Reports, Publicly Available Specifications (PAS) and Guid as “IEC

rdiza 'on comprising

with the International Organization for Standardization (ISO) i 8 whih uo ions determined by
agreement between the two organizations.

consensus of opinion on the relevant subjects since g
interested IEC National Committees.

3) IEC Publications have the form of recom tjon's i A and are accepted by IEC National

Committees in that sense. While all reason Q ensyre that the technical content of IEC
Publications is accurate, IEC cannot be heldxrespopsthle fox the way in which they are used or for any
misinterpretation by any end user.

4)
5)
6)
7) rs, employees, servants or agents including individual experts and
C National Committees for any personal injury, property damage or
oever, whether direct or indirect, or for costs (including legal fees) and
tion, use of, or reliance upon, this IEC Publication or any other IEC
8) ative references cited in this publication. Use of the referenced publications is

9) Attention is drawr_to the possibility that some of the elements of this IEC Publication may be the subject of

patent rights. IEC shalf'not be held responsible for identifying any or all such patent rights.

International Standard IEC 62601 has been prepared by subcommittee 65C: Industrial
networks, of IEC technical committee 65: Industrial process measurement, control and
automation.

This standard cancels and replaces IEC/PAS 62601 published in 2009. This first edition
constitutes a technical revision.

The text of this standard is based on the following documents:

FDIS Report on voting
65C/663/FDIS 65C/671/RVD

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table. Documents
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This publication has been drafted in accordance with ISO/IEC Directives, Part 2.

The committee has decided that the contents of this publication will remain unchanged until
the stability date indicated on the IEC web site under "http://webstore.iec.ch" in the data
related to the specific publication. At this date, the publication will be

* reconfirmed,
* withdrawn,

* replaced by a revised edition, or
+ amended.

that it contains colours which are considered to be (3

understanding of its contents. Users should therefore prjnt thi
colour printer. (\
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INDUSTRIAL COMMUNICATION NETWORKS -
FIELDBUS SPECIFICATIONS -
WIA-PA COMMUNICATION NETWORK
AND COMMUNICATION PROFILE

1 Scope

This International Standard specifies the system architecture and the communication protocol
of Wireless networks for Industrial Automation — Process Automatio -PA) built on
IEEE STD 802.15.4-2006.

2 Normative references

undated references, the latest edition of the
amendments) applies.

IEC/TS 61804-2: 2006, Function bloc
concept

and /nformat/on exchange between § A and metropolitan area networks -

Specific requirements — 4 j Access Control (MAC) and Physical
Layer (PHY) Specification 1 ersonal Area Networks (WPANSs)

3 Terms, defé’ E’o

3.1 :

3.11

absolute ti 3

number ofNi start of the network, generally denoting the current timeslot. Its
value i and does not decrease. Its current value is always the sequence
number of Hp€slot. Its maximum value is (2 -1). After the maximum value, it re-

3.1.2

active leaving

process by which an online field device is allowed to leave the network through applying to its
routing device or by which an online routing device is allowed to leave the network through
applying to the gateway device

3.1.3

adaptive frequency hopping

change of communication channels according to actual condition of channels in every timeslot
during the intra-cluster period of WIA-PA superframe

3.1.4

adaptive frequency switch

change of communication channels according to the actual condition of channels during the
beacon frame and active period in a superframe cycle, and using different channels in

different superframe cycles Documents
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3.1.5

aggregation

merging of data from multiple user application objects or merging of several packets from
cluster members into one packet

3.1.6
application sub-layer

protocol sub-layer that provides data and management services for the application layer

3.1.7
beacon
special frame broadcast by the routing devices or the gateway device in the-WJA-PA network

NOTE To join the WIA-PA network, a new routing device or field device should first lig

3.1.8
broadcast
sending one packet to all WIA-PA devices simultaneously

3.1.9
channel
RF medium used to convey a packet from a sender to a(eteive

3.1.10
cluster
logical group of devices that is comprised~of a deviceand field devices
3.1.11

cluster head

manager in a cluster, pe

3.1.12
cluster member

data source in a clus

3.1.13

coexistence

ability of orne wetwork its task in a given shared environment without disturbing or
being dis d\oy other natworks

NOTE These netwotks may or may not have the same set of rules.

3.1.14
communication resources
channels and timeslots used to transport frames

3.1.15
WIA-PA configuration software
software tools for configuring the WIA-PA network and devices

3.1.16

data link sub-layer

upper layer of the IEEE STD 802.15.4-2006 MAC layer, used to handle the aspects of network
topology and communication resources in the WIA-PA network

3.1.17
disaggregation
dividing the merged packet into data of user application objects Documents
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3.1.18
field device
device installed in the field, which is connected to or controls the process

3.1.19

frame

format of aggregated bits from the medium access control (MAC) entity that are transmitted
together in time

[[EEE STD 802.15.4-2006]

3.1.20
frequency hopping
change of transmitting/receiving frequency to combat interference and fad)

3.1.21
gateway device
device connecting the WIA-PA network to other plant networks

3.1.22
handheld device
portable device used for provisioning, firmware upda

3.1.23
hop

obstructions.

3.1.24
host configuratj
device through

3.1.25

[ISO/IEC TR 10000~

3.1.26

joining

process by which a WIA-PA device is authenticated and allowed to participate in the WIA-PA
network

3.1.27

link

set of communication parameters necessary to transport a frame between adjacent devices in
the network

NOTE It includes source/destination address, timeslot, channel, direction, and link type.

3.1.28
mesh
topology formed by routing devices and the gateway device in the WIA-PA network

NOTE One routing device may connect to the gateway device and more than one other rouitine (ewcpocuments
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3.1.29
multicast
sending one packet to a group of WIA-PA devices simultaneously

3.1.30

network address

16-bit unsigned integer uniquely identifying the device in the WIA-PA network; also called
short address

NOTE The most significant 8 bits of the network address, assigned by the network manager, identify different
clusters.

3.1.31

network manager
logical role for configuring the network, allocating the communication rg
routing tables, and monitoring and reporting the health of the netwo

3.1.32
packet
formatted, aggregated bits that are transmitted together indime’s

[IEEE STD 802.15.4-2006, 3.31]

3.1.33
packet lifecycle

3.1.34
passive leaving

3.1.35
physical addres
EUI-64 bits uniquel

3.1.37
security manager

logical role for configuring the security strategies of the whole network, managing keys, and
authenticating devices

3.1.38
superframe
collection of timeslots repeating over time

NOTE It specifies the transmitting or receiving time of periodic communication.

3.1.39
timeslot
basic time unit of data exchange

NOTE Its duration is configurable in the WIA-PA network.
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3.1.40

timeslot hopping

regular change of transmitting/receiving frequency per timeslot to avoid interference and
fading

3.1.41
unicast
sending one packet to a single device in the WIA-PA network

3.1.42
virtual communication relation
communication paths and communication resources between two user application objects

3.1.43

WIA-PA device
device in the WIA-PA network, e.g. the host configuration compute
device, field device or handheld device

3.2 Abbreviations

ACK Acknowledge

AFH Adaptive Frequency Hopping

AFS Adaptive Frequency Switch

AlIO Analog Input Object

AL Application Layer

AOO

ASDU

ASL

ASLDE

ASLDE-SAP

ASLME

ASLME-SAP

ASLPDU

ASN

CAP stion Access Period

CFP ion Free Period

C/S Clie erver

CSMA Carrier Sense Multiple Access
CSMA-CA Carrier Sense Multiple Access with Collision Avoidance
DAGO Data AggreGation Object

DGO DisaGgregation Object

DIO Digital Input Object

DLDE Data Link Sub-Layer Data Entity
DLDE-SAP DLDE Service Access Point

DLL Data Link Layer

DLME Data Link Sub-Layer Management Entity
DLME-SAP  DLME Service Access Point

DLPDU Data Link Sub-Layer Protocol Data Unit
DLSL Data Link Sub-Layer Documents
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DMAP Device Management Application Process
DOO Digital Output Object
ENC ENCryption
EUI-64 Extended Unique ldentifier-64 bits
FCS Frame Check Sequence
FDMA Frequency Division Multiple Access
FFD Full-Function Device
FH Frequency Hopping
GTS Guaranteed Time Slot
GW GateWay device
ID IDentifier
IDS Intrusion Detection System
KED Data Encryption Key
KEK Key Encryption Key
KJ Join Key
KP Provision Key

LME-SAP Layer Management Entity Service

LSB Least Significant Bit

LQl Link Quality Indication

MAC Medium Access Control
MCPS

MHR

MIB

MIC

MLDE

MLDE-SAP

MLME

MLME-SAP

MPDU

MSB

NL

NLDE Network Layer Data Entity
NLDE-SAP NLDE Service Access Point
NLME Network Layer Management Entity
NLME-SAP  NLME Service Access Point
NM Network Manager

NPDU Network Protocol Data Unit
NSDU Network Service Data Unit
PAGO Packet AGgregation Object
PAN Personal Area Network
PHY PHYsical layer

PIB PAN Information Base

P/S Publisher/Subscriber

Full document details: IEC 62601 2011
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RFD Reduced-Function Device

R/S Report source/Sink

SAP Service Access Point

SM Security Manager

SMK Symmetric Master Key

TDMA Time Division Multiple Access

TH Timeslot Hopping

UAO User Application Object

UAP User Application Process

UAPME-SAP UAP Management Entity SAP

uTcC Universal Time Coordinated

VCR Virtual Communication Relationship

VCR_ID Virtual Communication Relationship IDentifier
WIA-PA Wireless network for Industrial Automation —F ess-Automation

4 Specification of data types

4.1 Representation of boolean type

Boolean :: = BOOLEAN - ho E
ALSE

4.2 Representation o

Unsigned8 :: = INTEGE VA4S integerrange: 0 <=i< = 281

Unsigned16 :: -- integer range: 0 < =i < = 2"%-1

Unsigned24 :: --integerrange: 0 <=i< = 21

Unsigned32 integer range: 0 < = i < = 2%2-1

Unsigned? integer range: 0 < =i < = 2*°-1

N
'S
o]
1
=
~
1
[

Unsigned48 :: = INTEGER(O.. integer range: 0 < = i < = 2*8-1

Unsigned64 :: = INTEGER(0.. 2%%-1) -- integer range: 0 < = i < = 2°%-1

4.3 Representation of octet type

Octetstring :: = OCTET STRING -- 8-bit string

4.4 Representation of floating point number type

Float :: = BIT STRING SIZE (4) -- single precision, range references to

IEEE STD 754 Short Real Number (32 Bit)
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5 WIA-PA overview

5.1 Device types

The document specifies five types of WIA-PA devices:

D

host configuration computer;

O

gateway device (GW);

o O

)
)
) routing device;
) field device; and
)

handheld device.

D

To improve reliability, there may be redundant gateway devices 2a

manner. The start-up time of a redundant device is not later than ¢
Redundant devices do not start up their radio modules. Whet f” primary
devices is changed, the primary devices should timely backyp thesschanged information to
their redundant devices in the wired manner. The wired man

document.

5.2 Network topology
WIA-PA network supports two differen

a) a hierarchical network topology tha

b) a star-only network topology.
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Host
configuratio
ncomputer

I

Gat i Redundant |
v, o ogateway | Mesh
evice ' device | connection

Star
connection
Other
networks

Star

Star device

Handheld
device

configuratio

COMpNCr

Star connection

e ()ther networks

“““““““ ()]
r ‘ ‘ .
GaM Redundant | é Field device
|
|
|

device gateway device

@ Handheld device

@ @

Figure 2 — Example of WIA-PA physical topology (star-only)

NOTE 1 The star-only network is a special case of the hierarchical network. In the rest of this document, the
specification of the hierarchical network covers that of the star-only network. Therefore, the specification of the
star-only network will not be specially described.

In order to facilitate management, this document specifies five kinds of logical roles:
a) Gateway

Gateway handles protocol-translation and data-mapping between the WIA-PA network and
other networks.

b) Network manager

Documents
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Network Manager (NM) manages and monitors the entire network (see 6.2). There should be
one and only one network manager per WIA-PA network.

c) Security manager

Security Manager (SM) deals with security key management and security authentication of
gateway devices, routing devices, field devices, and handheld devices (if they exist).

d) Cluster head

Cluster head manages and monitors field devices and handheld devices (if they exist). Cluster
head also merges and securely forwards packets from local cluster members and other
cluster heads.

e) Cluster member

Cluster member collects field data and sends the data to its cluster Hea

The NM and the SM that are used for system management sho{ld reside way device.
One physical device may perform the functions of severa the hierarchical
network that combines star and mesh, a gateway d e logical roles of

device/handheld device should only act as a cluste i Q

NOTE 2 The primary device is marked by the\para aryDe¥Add
the parameter “RedundantDevFlag” in Table 19.

and'the redundant device is marked by

5.3 Protocol architecture

osl |ayer<\ WIA-PA
2\
rovides the“user with network capable AL
Applicatign R P (Provides the user with network capable
applicatio .
application)

AN )2
(| C verts\ag@ication data between
es ntaﬁ% )
\p\ R netwgrk and local machine formats T
AN

Connection management services for

SessiQn -
applications
Provides network independent,

Transport or
transparent message transfer

NL
End- to- end routing of packets. .
Network (Power-optimized redundant path, star

resolving network addresses and mesh networking)

DLSL
) Establishes data packet structure, (Hybrid CSMA and TDMA, AFS, AFH, TH)
Data link . . S
framing, error detection, bus arbitration
IEEE STD 802.15.4-2006 MAC
Physical Mechanical / electrical connection. PHY
4 Transmits raw bit stream (IEEE STD 802.15.4-2006-based radios)

Figure 3 — OSI basic reference model mapped to WIA-PA Documents
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54 Interconnection

The WIA-PA network interconnects with other networks through the WIA-PA gateway. Besides
the communication to the WIA-PA NM and SM, the WIA-PA gateway may communicate with
other WIA-PA devices in order to exchange information between devices. Meanwhile, the
WIA-PA gateway may connect other networks, such as wired fieldbuses. The architecture of
the WIA-PA gateway is shown in Figure 4.

Other networks
7
/ irtual device \
/ \

Data image Security

IWIA-PA module \ manager

[
‘ gatewa H l H’\ \
\\ y Disaggregation <:ﬁL ﬂsﬁgk \

I

\ WIA-PA access /
N point s
~ ~
~ - _ _\/

The WIA-PA gateway i
a) WIA-PA acc@ '

into a WIA-PA device in order to fulfil
n the WIA-PA network and other networks.

to map a da
communication betweg
c) Disaggregation object

This object is used to disaggregate the packets that are aggregated within routing devices
and field devices.

d) Data image module
The data image module stores the data of devices in the WIA-PA network and provides an

access interface for other networks.

6 System management

6.1 General

The system management in the WIA-PA network includes both network management and
security management. The functions of system management are implemented by ih®C&tl@ents
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Management Application Process (DMAP) in each device. The DMAP, as a system
management entity, includes the network management module, the security management
module, and the Management Information Base (MIB) module. DMAP is shown as the grey
area in Figure 5. The white blocks within the grey area are the function components in the
DMAP.

DMAP

Network Security
management management

ASLDE-SAP ASLME-SAP

Application sub-layer

44 NLDE-SAP \

P4
[
<
m
[
>
T

Network layer

\
Data link sub-layer \
A AN

i k=S
R .EEESTDS@MXMKMUW

/IQEE STD 80\2\.15. -2 6\F}?KW
N

~—
AP.in em management

The network man agement of device attributes and attributes that
are related to com G configuration. The network management functions
are accomplished ® ) M, cluster heads, and cluster members. The network

—

—q DLDE-SAP ‘

A routing~devieg should join or leave the network through the gateway device or an online
X fi Jévice should join or leave the network through an online routing
device. The new joining device should be authenticated by the SM.

b) Network address allocation

Each device in the WIA-PA network has a 64-bit Extended Unique ldentifier (EUI-64) address
and a 16-bit network address. The EUI-64 address is also called long address. The long
address of each device is assigned by vendors according to the IEEE EUI-64 address. The
16-bit network address is also called short address. The short address of each routing device
is assigned by the NM. The short address of each field device is assigned by the routing
device.

¢) Routing configuration

Static routing is implemented in the WIA-PA network. The routing table in each routing device
is configured by the NM.

d) Communication resource configuration
Communication resources of the WIA-PA network are organized as superframes ﬁ ég@]
of ents

When a routing device has successfully joined the network, it shculd b
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communication resources by the NM. After a field device has successfully joined a cluster, the
cluster head should allocate communication resources to it.

e) Time source configuration and services of system time

The WIA-PA network sets one base time source, which is performed by the gateway device.
In order to recognize the order of occurring events, the WIA-PA devices relatively synchronize
with the gateway device.

f)  Performance monitoring

Performance monitoring is necessary to collect the performance of the WIA-PA network,
which includes device status, path failure, and channel condition.

g) MIB maintenance

The MIB module should configure the MIB of the WIA-PA protocol sf&

h) Interfaces for plant operators and maintenance personnel

ine firmware upgrading through
at are to be upgraded by wire or
the serial communication methods.

The security managementgh ge th ibutes associated with network security. The
security manage 5 [ M and by the security management modules in
cluster heads a ‘ . M handles the centralized authentication of the
whole network, and ads”™¢ dination with the NM. See 10.1 for the functions of security
management.

The WIA-PA netwo upports the hybrid centralized and distributed management scheme.

The hybrid centralized and distributed management framework is illustrated in Figure 6. The
system management is implemented by the NM, the SM, and cluster heads. Cluster heads are
directly managed by the NM and the SM. In addition, they are provisioned with the privilege of
managing cluster members.
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___ Management information
NM stream to routing device
- Management information

********* 1 stream to field device

Cluster
head

Cluster
head

I Routing device i i Routing device i

Cluster Cluster Cluster
member member J***\ member

Field | }riﬁFieIdﬁii T Field""i
| device | | device ! ! device

Figure 6 — Hybrid centralized an

b) Allocating communication re SNQ)S @Y heads in mesh topology, and allocating
communication reg to the cluster heads in star topology;

c) Monitoring the perfe 3 PA network, including device status, path failure,
and channe j

a) Authorizing ads and cluster members that are attempting to join the WIA-PA
network

b) Manraging including key generation, key distribution, key
recove

c) Authorizingthe relationship of the end-to-end communication.
The cluster head should perform the following tasks:

a) Constructing and maintaining the star topology; allocating communication resources that
are allocated to the star topology by the NM to cluster members in the cluster; providing
the monitoring results of the star topology to the NM;

b) Storing and forwarding keys used in the star topology; authorizing the communication
relationship among cluster heads; authorizing the communication relationship between a
cluster head and cluster members.

6.3 Joining process
6.3.1 Joining process of routing device

When a routing device intends to join the network, it should be provisioned a Join Key by a
handheld device. See clause 11 for the detailed provisioning process.

The joining process of a routing device includes the following actions:
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a) A routing device scans the available channels to get beacons from either the online
routing devices or the gateway device.

b) The routing device chooses an online routing device or the gateway device as the
temporal parent and synchronizes with the network according to the received beacon.

c) The routing device sends a joining request to its temporal parent, which will then forward
the request to the NM.

d) When receiving a joining request, the NM should communicate with the SM to complete
the authentication process. Then the NM returns a joining response.

e) The routing device receives the joining response relayed by its temporal parent. If the
response is negative, the routing device should restart this joining process; otherwise, the
joining process should be finished.

The joining process of a routing device through the gateway device is s nin Figure 7.

AN

New .
N S
routing device Gateway device /\ }r\>

Network discovery and Beacon
time synchronization
Joining request >

Authenti-
:: > cation

=<

Forwardihg joi@
esponse )

Not specified
— [
Figure @bi i j ng device through the gateway device
The joining procﬁ\o\ i through an online routing device is shown in Figure 8.

N \M . ) Mesh NM SM
\r\utinézj‘SEe Onljpe routing device network

. \ con
synchronization\)

Joining request Forwarding joining
request Forwarding joining
request
Authenti-
- cation
Forwarding joining Joining response ]
Forwarding joining response S
response Not specified
I | I I |

Figure 8 — Joining process of routing device through an online routing device

See 9.5.8 for the allocation of communication resources.
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Joining process of field device

When a field device intends to join the network, it should be provisioned a Join Key by a
handheld device. See Clause 11 for the detailed provisioning process.

The joining process of a field device includes the following actions:

communication resources<\(-\

A field device scans the available channels to get beacons from the online routing
devices or the gateway device;

The field device chooses one online routing device or the gateway device as the cluster
head and synchronizes with the network according to the received beacon;

The field device sends the joining request to the cluster head,;

response to the field device according to the type of network

communication resources of the cluster head. If the netwo ed, the

.i\--

he‘joining s successful,
initioh of “status”;

Gatew
devi

N

SM

Casaoin

Network discovery agd
time synehrpfization \>
\/\‘ki{ing request

{pihg response

Forwarding joining request

Joining response j E

Not specified

-

Authentication

Figure Joining process of field device through a gateway device
s . Online routing Mesh
New field device device network NM SM
Network Beacon
discovery and
time

synchronization

Joining request Forwarding joining request

Forwarding joining request

Authenti
-cation

=

Not specified

-

Figure 10 — Joining process of field device through a routing device

Forwarding joining response Joining response

Joining response

NOTE 1

A WIA-PA handheld device connects to the WIA-PA network via the gateway device or a rﬁ%ﬂments

The joining process of the handheld device is the same as other WIA-PA devices. After joining in th

Full document details: IEC 62601 2011
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WIA-PA handheld device configures the WIA-PA devices and collects the network performance/health information
during the Contention Access Period (CAP) period of the WIA-PA superframe.

NOTE 2 See clause 11 for detailed information about security.
6.3.3 Addressing and address assignment

In the WIA-PA network, each routing device or field device has a global unique 64—bit “long
address” and a 16-bit “short address”. The long address, as shown in Figure 11, is set by
manufacturers according to the IEEE EUI-64 address.

MSB LSB
Organization ID Device type Device ID
3 Octets 2 Octets 3 Octets

Figure 11 — Long address structure of dev

The short address is 16-bit long. The most significant 8 bits 3 ess that are

The “short address” of a routing device is shown i e short address of the

routing device, the least significant 8 bits are set to

Cluster addre

8(bits

ructyre of routing device

igure 13. The least significant 8-bit part of
a-cluster address. The intra-cluster address is

LSB

E[ﬁst/er address

8 bits 8 bits

Intra-cluster address

13 — Short address structure of field device

6.4 Virtual Comnrunication Relationship (VCR)
6.4.1 Definition

Access to the User Application Objects (UAOs) is defined by the VCRs and the endpoints of a
VCR are two UAOs. VCRs distinguish the routing and communication resources among
different UAOs. Each VCR is identified by a VCR IDentifier (VCR_ID). The attributes of a VCR
include UAO ID at source side, UAO ID at destination side, addresses of source
device/destination device, VCR type, valid scope, etc (see Table 20).

VCRs are classified into three types according to the application modes:

a) Publisher/Subscriber (P/S) VCR, which is used to publish periodic data;

b) Report source /Sink (R/S) VCR, which is used to support aperiodic events and trend
reports;

c) Client/Server (C/S) VCR, which is used to transfer aperiodic and dynamic pain unicast
messages. ocuments
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VCRs are classified into three types according to its aggregation functions:
a) Non-aggregation VCR

If the aggregation is not supported by a cluster member, the non-aggregation VCR is used by
the cluster member to send non-aggregation packets to its cluster head. If the cluster head
does not support the aggregation function, it will forward the non-aggregation packets to the
gateway through the non-aggregation VCR.

b) Data aggregation VCR

If the aggregation is supported by a cluster member, the data aggregation VCR is used by the
cluster member to send the aggregated data from the UAOs to its cluster head. If the cluster
head does not support the aggregation function, it will forward the aggregated data to the
gateway through the data aggregation VCR. The effective interval o
VCR originates from the Data Aggregation Object (DAGO) of tk& ad to the
DisaGgregation Object (DGO) of the gateway.

c) Packet aggregation VCR

VCR types
Protocol layersupport
R/S VCR C/S VCR
WC data | Aperiodic report e.g. | Attribute getting and
User appllc thgnsmission of UAO alarm or event setting operation in

UAO

Commdnicatio odes
AL APP'M\??&S\> P/S R/S c/s

Qh\es&BQaM No No Yes

End\-rwrh\retr\a@Mon No Optional Yes
Packet agg at/i(>n supporting Yes No No
Redundant Intra-cluster No No No
path
NL supporting Inter-cluster Yes Yes Yes
Unicast/Broadcast Broadcast/Unicast Broadcast/Unicast Unicast
Periodic Yes No No
Real-time Yes Optional No
Contention Free Period
(CFP), exclusive
DLSL Intra-cluster timeslots in intra- CAP CAP
Communication cluster communication
resource period

Exclusive timeslots in
Inter-cluster inter-cluster Shared timeslots Shared timeslots
communication period
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6.4.3 VCR establishment
The processes of R/S VCR and C/S VCR establishment are as follows:

a) The NM obtains the UAOs of the field devices when they have joined the WIA-PA network.
The UAOs are obtained by the NLME-INFO_GET primitives during the CAP (see 9.5.13
and 9.6.4).

b) Once the NM obtains the UAOs, it allocates reserved R/S VCRs and C/S VCRs for each
UAO to field devices.

The process of P/S VCR establishment (if it is needed) is as follows:

a) The NM establishes one P/S VCR for each UAO by using the NLME-INEQ SET primitives
(see 9.5.14 and 9.6.4). If a field device does not support the data aggregation, each UAO
has one non-aggregation P/S VCR, and different VCRs may use !
Otherwise, each field device has one data aggregation V
supports packet aggregation, one packet aggregation VCR is
device.

See Table 20 for the VCR information.

6.4.4 VCR release

6.5 Routing configuration and commuhjca

6.5.1 Routing configuration

and use the same RoutelD. The routing
(see 9.5.7).

mesh network apd those allocated by cluster heads to cluster members.

b) In the star network, the communication resources are allocated by cluster heads to
cluster members. That is, communication resources are bound to cluster members.

An example of the resource allocation in the hierarchical network topology that combines star
and mesh is shown in Figure 14. First, the NM residing in the GW allocates communication
resources to the routing devices R1, R2 and R3. These communication resources are used for
communication among R1, R2 and R3, for communication between routing devices and the
GW, and for communication between intra-cluster field devices and routing devices. Second,
after receiving communication resources from the NM, routing devices allocate some of the
communication resources to their intra-cluster field devices, which are used for intra-cluster
communications among field devices and their corresponding routing devices. As shown in
Figure 14, after the NM allocates communication resources for R1, R2 and R3, R1 allocates
communication resources for F1 and F2; R2 allocates communication resources for F5; and
R3 allocates communication resources for F3 and F4.
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@ Gateway device @ Routing device @ Field devic

Communication resource allocation

| Timeslot < >
o | GW=>R1 R1=>FIN \R1&>F2
5 GW=>R2 | GW=>R2 R2=>F5. |\ \ Sleeping
© R2=>R3 | /R3=>F3\ [“R3=>F4
| Communication resource allocation i
in Mesh topology
6.5.3

network-related diagnostics, configuration, control
8 classified with a priority of “Command”.

Any packet con
information, or emerg

DLPDUs that do not/meet the criteria of “Command”, “Process data”, or “Alarm” should be
classified as “Normal” priority.

d) Alarm (lowest priority)

Packets containing only non-emergent alarm and event payload should assume a priority of
“Alarm”. Devices should buffer no more than one DLPDU having “Alarm” priority.

The following scheduling rules are employed for allocating communication resources:

a) First allocating channels to the beacon frame and active period;
b) First allocating timeslots to the devices with the fastest update rate;

c) First allocating resources to the packet with the earliest generating time in multi-hop
situations;

d) First allocating resources to the highest priority packet prior to other packets.
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6.5.4 Communication resource allocation to routing device

The WIA-PA network applies the integrated management strategy of centralized and
distributed schemes. After the routing device joins the network, it should scan its neighbor
devices on each channel and report the neighbor information to the NM. After receiving the
neighbor information, the NM should allocate paths, a superframe, and a block of links to the
routing device by using the communication resource allocation services (see 9.5.8). The
information of every routing device superframe is broadcast to its field devices in the beacon
frame. The allocation process of routing device communication resources is illustrated in

Figure 15.
Routing device Online routing Mesh
- ) NM
to join device network /)
h Forwarding neighbor i . &
Neighbor report request report request Forwarding neig <

Forwarding routing

Forwarding routing configuration request

configuration request

Routing configuration Forward routing
———fesponse | configuration response |

Forward channel

F h, |
orward channe attribute setting reque

attribute setting request
Channel attribute setting

response :

Forward superfram
configuration request

Superframe

configuration response

Forward sy

onfiguration request

Forward superframe
configuration response

Link configuration request
%

Forward link

configuration response s
|| ||

and the field devices or between the gateway device and the field devices. If the superframes
of the routing device and the gateway device are affected by the joining field devices, the
routing device and the gateway device should update their RouteTable, Superframe and Link
attributes (see 6.9.1.2.2 and 9.5.8).

When a field device joins the network through an online routing device, the communication
resource allocation process of the field device is illustrated in Figure 16.
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Authorized field Online routing Mesh NM GW Host configuration
device device network computer

Network attribute getting Network attribute getting

Network attribute getting service to read UAO 2 service to read UAO
service to read UAO

Network attribute getting Forwarding network attribute Forwarding network attribute
__ Tesponse getting response getting response Updating device

. table and UAO list
Forwarding writing C/S VCR | Writing C/S VCR and

Forwarding writing C/S VCR R/S VCR request
and RIS VCR request | ¢ 2nd RIS VCRrequest ¢ 2 2222 — | Establishing VCR
o . L and configuring
an (}N,{'/“S"f’/CCR/Sre\éC;se Forwarding writing C/S VCR | Forwarding writing C/S routing paths
and R/S VLR response s, and R/S VCR respons! VCRand R/S VCR
SRS _ response
Writing configuration
Forward configuration Forwal‘iiiff;%r:‘;zzguraﬁon Write configuration information information
information Establishing VCR and ¢onfiguring routing paths

- - Ny Forwarding write
Write configuration N L .
configuration information

information response
_— response . . . )
_ > Forwarding write configuration information respogise

Forwarding writing -
Forwarding writing VCR request Writing VCR request

VCR request

Writing VCR response Forwarding writing VCR Forwarding writing VCR
— response

—_— S response
%

Forwarding writing Writing routing request

< routing request

Writing routing response,

Forwarding writing riting supe @

vihidd\
superframe request \Vg
Fofwarding writing
superframe rgsponse

Writing superfra

Forwarding writing
link request

Writing link responée

vzriting superframe request

Writing superframe response
%

Writing link request

Writing link response

devices or the routihg devices support the aggregation mechanism, the NM sets the
aggregation and disaggregation enable flag AGGEnableFlag to 1 (see Table 19).

The WIA-PA network supports a two-level aggregation mechanism in order to reduce the
number of the forwarding packets.

a) Data aggregation. If a field device has more than one User Application Object (UAO), it
should decide whether or not to invoke the data aggregation mechanism according to the
AGGEnableFlag. This mechanism should reduce the data communication frequency and
enhance network efficiency.

b) Packet aggregation. If a routing device receives packets from more than one field device,
it should decide whether invoking packet aggregation mechanism or not according to the
AGGEnableFlag. This mechanism should reduce the number of packets from the routing
device to the gateway device and enhance network efficiency.

The aggregation function is implemented by the DAGOs in field devices and PAGOs in routing
devices. The operation parameters of DAGOs and PAGOs are configured by the N'Documents
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The aggregation function supported by the WIA-PA network includes the following four

situations:

a) A field device supports the aggregation function, while its routing device does not.
b) A routing device supports the aggregation function, while its field device does not.
c) Both, a field device and its routing device support the aggregation function.

d) Neither a field device nor its routing device supports the aggregation function.

Relations between the VCRs and the aggregation functions supported by field device, routing
device and gateway device are shown in Table 2.

Table 2 — Relations between VCR and aggregation fun?lfc?n\

Field device Routing device Gateway device
DAGO PAGO (o}
(Aggregation function) (Aggregation funetion) }E\sag redation function)
Disenable Enable Disenable Ena\g& D|}eu{ble Enable

Non-aggregation VCR X X \ > —
. S NN X
Data aggregation VCR X K g 7 )ZB\/ X
Packet aggregation VCR - X

X indicates the aggregation/disaggregation™unction | the cQrresp ndlng d vice is enabled or disabled.
— indicates the VCR is independent of the a gati isagg gatlon unction.

‘ The data aggregation VCR starts with DAGO of an ends at DGO of the gateway device.

" The data aggregation VCR/staxts wj of a deV|c and ends at PAGO of a routing device.

‘ Field devices have no P{cke ggr ga}LK n fu

The aggregation genfi
a) NM should rg

function.

listed as follows:

to verify whether devices support the aggregation

b) NM should sk ofN\the /AGGEnableFlag attribute to 1 in the MIB if the routing
devices gUppoxt the aggregation function. The NM should allocate packet aggregation
VCRs to\the s. The aggregation duration of a routing device should be
indigated b eriod (see 6.9.1.2.1) and set to the minimum Dataupdaterate
attribute 0) of its field devices in the cluster. When aggregation duration
expires, ling device aggregates all its packets and sends the aggregated packet

out.

c) NM should set the value of the AGGEnableFlag attribute to 1 in the MIB if the field
devices support the aggregation function. The NM should allocate the data aggregation
VCRs to the field devices. The aggregation duration of a field device should be indicated
by attribute AggPeriod (see 6.9.1.2.1) and set to the minimum Dataupdaterate attribute
(see Table 20) of its UAOs. When the aggregation duration expires, the field device
aggregates all its packets and sends the aggregated packet to the routing device.

According to whether the aggregation is embedded or not, a field device or a routing device
operates as follows:

a) |If the AGGEnableFlag attribute of a field device is set to 0, this field device does not
support the aggregation function. Field devices that have no aggregation function send
their data to the routing device through the non-aggregation VCR and the related RoutelD
(see Table 20). If the aggregation flag AGGEnableFlag attribute of the routing device is
also set to 0, the routing device should forward this aggregated packet to the DGO of the
gateway device through the original RoutelD.
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b) If a field device has more than one UAO and its AGGEnableFlag attribute is set to 1, the
DAGO of the field device calculates the length of the P/S data from the UAOs and
aggregates these data. The format of the aggregated data is shown in Table 3. The
aggregated data is sent to the ASL by the DAGO and is encapsulated with the ASL
header. The field of the packet type in the ASL header is set to Ob11, which is used to
indicate the aggregated packet (see 10.4.2). The aggregation packet in the ASL is sent to
the routing device through the data aggregation VCR and the related RoutelD; if the
AGGEnableFlag attribute of the routing device is 0, the routing device should forward this
aggregated packet to the DGO of the gateway device through the original RoutelD.

c) If the aggregation function embedded in a routing device is enabled (AGGEnableFlag = 1)
and receives packets from its field devices, it reads the NL packet headers. The routing
device should aggregate the packet according to the P/S flags and the Flagment flat in
the NL packet headers (see 9.6.3). The aggregation rules are as follo

— If the received packet is P/S type and the Flagment flag is 0
aggregated.

—  Other types should not be aggregated.

ydevice through the related
in 9.6.3. If the length of the

fragment the packet and send the” packeto“the ‘gateway device by using the packet
aggregation VCR and the related Route

Table 3 - Formw data f
AN N
N

owed by field device’s DAGO

Length in 1 riable 1 Variable
octet(s) lehgth length
Data Data length Data

Field name

M@;\ DW
algga gate
'Zbl\ \al®regated packet followed by routing device’s PAGO

Length i 1 2 1 Variable 2 1 Variable
octet(s) length length
Numb\r/ of| Source Data Data Source Data Data
Field name |aggregated | address length address length
packet
6.6.2 Disaggregation

The disaggregation function is optional for the gateway device and is indicated by the
aggregation and disaggregation support flag AGGSupportFlag (see Table 19). If the gateway
device supports the disaggregation mechanism, the NM sets the aggregation and
disaggregation enable flag AGGEnableFlag to 1 (see Table 19).

The disaggregation function is implemented by the DGO in the gateway device. The gateway
device decides whether to disaggregate the received packet according to the NL header and
the ASL header. If the value of packet type in the NL header is 1, the gateway device
disaggregates the NL aggregated packet; if the value of the packet type in the ASL header is
ob11, the gateway device continues disaggregating the ASL aggregated packet.
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The operation parameters of the DGO are configured by the NM.

The process of disaggregation is as follows:

a) After the gateway device receives the aggregated packets from field devices and routing
devices, it will notify the DGO in its DMAP to disaggregate the packets.

b) The DMAP sends the disaggregated packets to UAOs.
6.6.3 An example of the two level aggregation process

The following example illustrates the aggregation and disaggregation processes. The example
is based on a network that consists of two field devices, one routing device, the GW, and the
host configuration computer. As shown in Figure 17, the routing device s_as the cluster
head of field device A and field device B; there are two UAOs named & residing in

field device B and routing device R do. The data update rates ‘_ 5 >nfigured to
1s, and the data update rates of b1 and b2 are configured f

aggregates the packets from a1, a2 and packet
disaggregates packets from field device~A and

O
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Data update ratel 1s
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device
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UAOl b1, b2 Gateway device
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Figure 17 — Example of aggregation and disaggregation

The aggregation and disaggregation process is listed below:

a) After the network is established, the NM allocates the non-aggregation VCRs to a1, a2,
b1, and b2 for the transmissions of non-aggregation packets. The non-aggregation VCRs
of a1 and a2 in field device A are indicated by A_vcr1 and A vcr2. The endpoints of
A_vcr1 are a1 and the UAP of the GW, and the endpoints of A_vcr2 are a2 and the UAP
of the GW. Because the data transmissions of field device B do not use the non-
aggregation VCRs, the non-aggregation VCRs of b1 and b2 in field device B are not
indicated in this example.

b) After constructing the non-aggregation VCRs, the NM configures the aggregation duration
and data aggregation VCR for field device B and configures the aggregation duration and
packet aggregation VCR for routing device R. The aggregation durations are tf@oiciuments
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data update rate among all UAOs in a field device or the minimum data update rate
among all field devices for a routing device. Because the data update rates of b1 and b2
are 4s, the aggregation duration of DAGO in field device B is four seconds; the data
aggregation VCR of field device B is indicated by DAG_vcr and its endpoints are DAGO
in field device B and the DGO in the GW. The aggregation duration of routing device R is
set to the minimum data update rate in a cluster. Because the minimum data update rate
among a1, a2, b1, and b2 is one second, the aggregation duration of routing device R is
set to 1s. The packet aggregation VCR of routing device R is indicated by PAG_vcr and
its endpoints are PAGO in the routing device R and DGO in the GW.

c) After A_vcer1, A_vcr2, DAG_vcr, and PAG_vcr are established, the DAGO, PAGO and
DGO begin to work. The DAGO in field device B uses the time when the first packet
comes (required to be aggregated) as the start time, and aggregates the packets and
sends them to routing device R through DAG_vcr at the configured aggregation timeslot.
The PAGO in routing device R uses the time when the first packet equired to be
aggregated) as the start time, and aggregates the packets in D “ apd\sends them to
the DGO through PAG_vcr in the GW at the configured aggreg

d) After the DGO of the GW receives the aggregated packet disaggregates the packets
and finds the corresponding UAOs according to the packet so and UAO
identifiers.

e) The DMAP in GW sends the disaggregated packets

6.6.4 Management of aggregation and disaggrégation object

The attributes of the DAGO class are

Full document details: IEC 62601 2011

Table 5 - DAGQO class attribute
Attribute D au \gj e Supporting
D Name /\{tat va e a Description method
0 DagolD Unsigneds datory | The identifier of READ
(\ the DAGO
1 Dago Uni ed8 \(9 Optional The version READ
defined by the
DAGO
The attributes of We shown in Table 6.
able 6 — DAGO instance attributes
Attrlbutg\ Data type Default Usage Description Supporting
value method
0 Dag&hs\) Unsigneds 0 | Mandatory | The identifier of | READ
the DAGO
instance
1 DagoPeriod Unsigned8 1 Mandatory The aggregation | READ/WRITE
cycle (in seconds)
2 DagoMemNum | Unsigned8 1 Mandatory Count of the | READ/WRITE
aggregated UAOs
3 DagoMemLst MEM_STRUCT Optional List of the | READ/WRITE
structure  (see aggregated UAOs
Table 7)
4 DagoMembData | Unsigned8 0 Optional Length of the | READ/WRITE
Size aggregated data
DagoMemData (in
octets)
5 DagoMemData | Octetstring Mandatory Data of the | READ/WRITE
aggregated UAOs
The methods supported by the DAGOs are shown in 10.2.3 Table 165.
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The definition of the MEM_STRUCT structure is shown in Table 7.

Table 7 — MEM_STRUCT structure

Attribute ID Name Data type Description
0 AppObjlD Unsigned8 The identifier of the UAO
1 AppObjlnsID Unsigned8 The identifier of the UAO instance
2 AppObjAttriD Unsigned8 The attribute identifier of the UAO
instance

The attributes of the PAGO class are shown in Table 8.

Table 8 — PAGO class attributes

NN

Attribute Default upporting
D Name Data type value Usage (\Déw\\on method
0 PagolD Unsigneds 1 Mandatory<%e§t\ex é\the READ
P
1 PagoRevision Unsigned8 0 Optiopal v&ion e\fl'he/d by READ
| the PAGO
The attributes of the PAGO instance are shown i \bJe> } G
Table 9 - RAG tancge attributes
Attribute Defa L Supporting
D Name Data type (val.f;\ \%ge\> Description method
0 PagolnsID u@g@s | Mandagdry | The identifier of the | READ
aggregation object
instance
1 PagoPe Unsign Mandatory The aggregation cycle | READ/WRITE
(in seconds)
2 PagoMe igned8 \/ Mandatory Count of the aggregated | READ/WRITE
cluster members
3 e Lst Oct stri\ng-/ Optional List of the aggregated | READ/WRITE
cluster members
4 ag Da S Unsigned8 0 Optional Length of the | READ/WRITE
< aggregated packet (in
octets)
5 Pag Dat Octetstring Mandatory Data of the aggregated | READ/WRITE
cluster members
The methods supported by the PAGOs are shown in 10.2.3 Table 165.
The attributes of the DGO class are shown in Table 10.
Table 10 — DGO class attributes
Attribute Default o Supporting
D Name Data type value Usage Description method
0 DgolD Unsigned8 2 Mandatory The identifier of the | READ
DGO
1 DgoRevision Unsigned8 0 Optional The revision defined | READ
by the DGO
The attributes of the DGO instance are shown in Table 11.
Documents
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Table 11 — DGO instance attributes

Attribute Default Lo Supporting
D Name Data type value Usage Description method
0 DgolnsID Unsigned8 0 Mandatory The identifier of the | READ
DGO instance

The methods supported by the DGOs are shown in 10.2.3 Table 165.

6.7 Performance monitoring

6.7.1 Path failure report

e eve s to the NM
iglike 18. See

The path failure report is used by routing devices to report path fail
through the redundant paths. The process of path failure report is sko
9.5.12 for more details.

Routing device Mesh network M/I

Path failure report request

its own health a
diagnoses the n
of network environm

e WIA-PA devices. The device status report processes
ng device are shown in Figure 19 and Figure 20.

Field device Routing device

Device status report request

ACK

Figure 19 — Device status report process of field device
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Routing device Mesh network NM

Device status report request

Forwarding device

status report request

[
Figure 20 — Device status report process of routing device

6.7.3 Channel condition report

The channel condition report is used for the WIA-PA field devices or, © to report
the channel condition remotely to the NM. The process of channel i hown in
Figure 21. See 9.5.11 for more details.

Network device Mesh network < \N
Channel condition report Q
request
\ ardi cha
condition reRort request

The leaving proce g includes the abnormal leaving process, the active
leaving process 2 g process. The abnormal leaving process is caused by
device failure, device\\nvalidation,~ard energy depletion, which should be judged by the Keep-
alive comm The active leaving is requested by field devices from their
routing d outing”devices from the gateway device. The passive leaving is
request eway\device from routing devices or by routing devices from their field
devices.

6.8.2 Leaving process of routing device

The WIA-PA network specifies two leaving processes for routing devices: active leaving and
passive leaving. The active leaving process of a routing device is shown in Figure 22.

a) A routing device sends the leaving request to the NM.

b) The NM gives a leaving response to the routing device.

c) After receiving a positive response, the routing device notifies the leaving to its field
devices. After passive leaving of field devices, the routing device leaves the network.

d) The NM releases the network address, VCR and the communication resources of the
departing routing device, and updates the network topology.

e) The NM notifies the routing devices that have communication relationships with the
departed routing device to release the related communication resources.
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Figure 23 — Passive leaving process of routing device
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6.8.3 Leaving process of field device

The WIA-PA network specifies two leaving process for field devices: active leaving and
passive leaving.

The active leaving process of a field device is shown in Figure 24 andFigure 25.

a) A field device sends the leaving request to the routing device or the gateway device in a
cluster.

b) The routing device or the gateway device returns a leaving response to the leaving field
device.

c) The routing device or the gateway device releases the intra-cluste
VCR, and communication resources and updates the cluster membe
the field device that has left the network.

network address,
Rd UAO list of

d) After receiving the response, the field device leaves the network.

e) |If the field device leaves the routing device, the routing devi
member list and UAO list to the NM.

pdated cluster

Leaving field Gateway
device device

Leaving reques

Field device
leaving network

eporting updated
cluster member list
and UAO list

9,

Figure 24 — e leavi s of field device (leaving from gateway device)
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Figure 25 — Active leaving process of field device (leaving from routing dgeguments
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The passive leaving process of a field device is shown in Figure 26 and Figure 27.

Q

The routing device or the gateway device sends the leaving request to a field device.

O

The field device returns the leaving response to the routing device or the gateway device.

(¢

)
)
) The field device leaves the cluster.
)

o

The routing device or the gateway device releases the intra-cluster network address,
VCR and communication resources of the departing field device and updates the cluster
member list and UAO list.

e) |If the field device leaves the routing device, the routing device reports the cluster member
and its UAO list to the NM.

Gateway Leaving field

NM device device

Leaving request
_—
Reporting cluster Leaving response

. &~
member list and
UAO list <
Releases member
address and
communication
resources, updates

cluster member list
and UAO Jist
[
Figure 26 — Passive leaving process %ﬂd (leaving from gateway device)
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eWmember communication
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Figure 27 — Passive leaving process of field device (leaving from routing device)

6.9 Management information base and services
6.9.1 Management information base
6.9.1.1 General

Items stored in the MIB are called attributes and are used for monitoring and configuring the
WIA-PA network parameters. These attributes can be accessed and updated by the NM.

According to the storage types, the attributes in the MIB are classified into three categories:

a) Constant attribute, Documents
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b) Static attribute, and
c) Dynamic attribute.

A constant attribute, such as the serial number of a wireless device, is unchangeable with
time. The constant attribute is set when devices leave manufacturers and should not be
modified.

A static attribute, such as an alarm limit, changes its value infrequently. The value of the
static attribute should be preserved after the warm restart/reset/ power-failure.

A dynamic attribute changes its value frequently without any external command. The value of
the dynamic attribute will be lost after the warm restart/reset/power-failure\Warm restart is a
sequence of operations that is performed to reset a previously running device after an

According to the attribute data types, the attributes in the MIE » i snstructured
attributes and structured attributes.

According to the implementation requirements, the a
mandatory attributes and optional attributes.

PA network; and

b) W (Write), which means the valu
PA network.

6.9.1.2 MIB attribugtes
6.9.1.2.1 Un ctu

pable 12. The values of attributes numbered 0 to 20
e values of attributes numbered 21 to 28 are device

The unstructured
are identical in th
specific.

e 12 — Unstructured attributes

AN
ID e a type | Valid range Access | Storage | Default Description
type type value

0 |NetworkID BﬁgnedS 0 to 255 R/W Static 0 Network identifier, used for
multiple networks coexisting

1 |StatisticsDuration |Unsigned16 |0 to 65535 |R/'W Static 0 Configuring the cycle of the
statistic collection (in seconds).
After this duration, WIA-PA
devices update the statistic
data in the neighbor tables.

2 |MaxNSDUSize Unsigned8 |0 to 255 R Static N/A Maximum size of service data
unit supported by the NL

3 |BitMap?® Unsigned32 |32 bits R/W Dynamic 0 Indicating if a channel can be
used:
0 = Not used;
1 = Used.

The value of bit j indicates the
usage status of channel i. i is
related to the IEEE 802.15.4
channel number.

4 |KeepAliveDuration |Unsigned24 [0 to (2%4-1) R/W Static 0 Duration between two keep-

alive frames (in m%cluments
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