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INTERNATIONAL ELECTROTECHNICAL COMMISSION

NUCLEAR POWER PLANTS - INSTRUMENTATION, CONTROL AND
ELECTRICAL POWER SYSTEMS - CYBERSECURITY REQUIREMENTS

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote
international co-operation on all questions concerning standardization in the electrical and electronic fields. To
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interested
in the subject dealt with may participate in this preparatory work. International, governmental and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely
with the International Organization for Standardization (ISO) in accordance with conditions determined by
agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
misinterpretation by any end user.

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence
between any IEC Publication and the corresponding national or regional publication shall be clearly indicated in
the latter.

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

6) All users should ensure that they have the latest edition of this publication.

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shall not be held responsible for identifying any or all such patent rights.

International Standard IEC 62645 has been prepared by subcommittee 45A: Instrumentation,
control and electrical power systems of nuclear facilities, of IEC technical committee 45:
Nuclear instrumentation.

This second edition cancels and replaces the first edition published in 2014. This edition
constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:

a) to align the standard with the new revisions of ISO/IEC 27001;
b) to review the existing requirements and to update the terminology and definitions;

c) to take account of, as far as possible, requirements associated with standards published
since the first edition;

d) to take into account the fact that cybersecurity techniques, but also national practices

evolve.
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The text of this International Standard is based on the following documents:

FDIS Report on voting
45A/1289/FDIS 45A/1295/RVD

Full information on the voting for the approval of this International Standard can be found in
the report on voting indicated in the above table.

This document has been drafted in accordance with the ISO/IEC Directives, Part 2.

The committee has decided that the contents of this document will remain unchanged until the
stability date indicated on the IEC website under "http://webstore.iec.ch” in the data related to
the specific document. At this date, the document will be

e reconfirmed,

e withdrawn,

e replaced by a revised edition, or

e amended.

IMPORTANT - The 'colour inside' logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct
understanding of its contents. Users should therefore print this document using a
colour printer.
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INTRODUCTION

a) Technical background, main issues and organisation of the standard

This International Standard focuses on the issue of cybersecurity requirements to prevent
and/or minimize the impact of attacks against 1&C programmable digital systems on nuclear
safety and plant performance. It covers programme level, architectural level and system level
requirements.

This standard was prepared and based on the ISO/IEC 27000 series, IAEA and country
specific guidance in this expanding technical and security focus area.

It is intended that the International Standard be used by designers and operators of nuclear
power plants (NPPs) (utilities), licensees, systems evaluators, vendors and subcontractors,
and by licensors.

b) Situation of the current Standard in the structure of the IEC SC 45A standard
series

IEC 62645 is a second level IEC SC 45A document, tackling the generic issue of NPP I&C
cybersecurity.

IEC 62645 is considered formally as a second level document with respect to IEC 61513,
although IEC 61513 needs revision to actually ensure proper reference to and consistency
with IEC 62645. |IEC 62645 is the top-level document with respect to cybersecurity in the
SC 45A standard series. Other documents are developed under IEC 62645 and correspond to
third level documents in the IEC SC 45A standards.

For more details on the structure of the IEC SC 45A standard series, see item d) of this
introduction.

c) Recommendations and limitations regarding the application of this standard

This standard establishes requirements for 1&C programmable digital systems, with regard to
computer security, and clarifies the processes that I&C programmable digital systems are
designed, developed and operated under in NPPs.

It is recognized that this standard addresses an evolving area of regulatory requirements, due
to the changing and evolving nature of computer security threats. Therefore, the standard
defines a framework within which the evolving country specific requirements may be
developed and applied.

It is also recognized that products derived from application of this subject matter require
protection. Release of the standard’s country specific requirements should be controlled to
limit the extent to which organizations or individuals intending to access nuclear plant
systems illegally, improperly or without authorization may benefit from this information.

d) Description of the structure of the IEC SC 45A standard series and relationships
with other IEC documents and other bodies documents (IAEA, ISO)

The top-level documents of the IEC SC 45A standard series are IEC 61513 and IEC 63046.

IEC 61513 provides general requirements for I&C systems and equipment that are used to

perform functions important to safety in NPPs. IEC 63046 provides general requirements for

electrical power systems of NPPs; it covers power supply systems including the supply

systems of the 1&C systems. IEC 61513 and IEC 63046 are to be considered in conjunction

and at the same level. IEC 61513 and IEC 63046 structure the IEC SC 45A standard series
Documents
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and shape a complete framework establishing general requirements for instrumentation,
control and electrical systems for nuclear power plants.

IEC 61513 and IEC 63046 refer directly to other IEC SC 45A standards for general topics
related to categorization of functions and classification of systems, qualification, separation,
defence against common cause failure, control room design, electromagnetic compatibility,
cybersecurity, software and hardware aspects for programmable digital systems, coordination
of safety and security requirements and management of ageing. The standards referenced
directly at this second level should be considered together with IEC 61513 and IEC 63046 as
a consistent document set.

At a third level, IEC SC 45A standards not directly referenced by IEC 61513 or by IEC 63046
are standards related to specific equipment, technical methods, or specific activities. Usually
these documents, which make reference to second-level documents for general topics, can be
used on their own.

A fourth level extending the IEC SC 45 standard series, corresponds to the Technical Reports
which are not normative.

The IEC SC 45A standards series consistently implement and detail the safety and security
principles and basic aspects provided in the relevant IAEA safety standards and in the
relevant documents of the IAEA nuclear security series (NSS). In particular this includes the
IAEA requirements SSR-2/1, establishing safety requirements related to the design of nuclear
power plants (NPPs), the IAEA safety guide SSG-30 dealing with the safety classification of
structures, systems and components in NPPs, the IAEA safety guide SSG-39 dealing with the
design of instrumentation and control systems for NPPs, the |IAEA safety guide SSG-34
dealing with the design of electrical power systems for NPPs and the implementing guide
NSS17 for computer security at nuclear facilities. The safety and security terminology and
definitions used by SC 45A standards are consistent with those used by the |IAEA.

IEC 61513 and IEC 63046 have adopted a presentation format similar to the basic safety
publication IEC 61508 with an overall life-cycle framework and a system life-cycle framework.
Regarding nuclear safety, IEC 61513 and IEC 63046 provide the interpretation of the general
requirements of IEC 61508-1, |IEC 61508-2 and IEC 61508-4, for the nuclear application
sector. In this framework IEC 60880, IEC 62138 and IEC 62566 correspond to IEC 61508-3
for the nuclear application sector. IEC 61513 and IEC 63046 refer to 1SO as well as to
IAEA GS-R part 2 and IAEA GS-G-3.1 and IAEA GS-G-3.5 for topics related to quality
assurance (QA). At level 2, regarding nuclear security, IEC 62645 is the entry document for
the IEC/SC 45A security standards. It builds upon the valid high level principles and main
concepts of the generic security standards, in particular ISO/IEC 27001 and ISO/IEC 27002; it
adapts them and completes them to fit the nuclear context and coordinates with the
IEC 62443 series. At level 2, IEC 60964 is the entry document for the IEC/SC 45A control
rooms standards and IEC 62342 is the entry document for the ageing management standards.

NOTE 1 It is assumed that for the design of I&C systems in NPPs that implement conventional safety functions
(e.g. to address worker safety, asset protection, chemical hazards, process energy hazards) international or
national standards would be applied.

NOTE 2 IEC/SC 45A domain was extended in 2013 to cover electrical systems. In 2014 and 2015 discussions
were held within IEC/SC 45A to decide how and where general requirements for the design of electrical systems
were to be considered. IEC/SC 45A experts recommended that an independent standard be developed at the same
level as IEC 61513 to establish general requirements for electrical systems. Project IEC 63046 is now launched to
cover this objective. When IEC 63046 is published, this Note 2 of the introduction of IEC/SC 45A standards will be
suppressed.
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NUCLEAR POWER PLANTS - INSTRUMENTATION, CONTROL AND
ELECTRICAL POWER SYSTEMS - CYBERSECURITY REQUIREMENTS

1 Scope

1.1 General

This document establishes requirements and provides guidance for the development and
management of effective computer security programmes for I&C programmable digital
systems. Inherent to these requirements and guidance is the criterion that the power plant
I&C programmable digital system security programme complies with the applicable country’s
requirements.

This document defines adequate measures for the prevention of, detection of and reaction to
malicious acts by digital means (cyberattacks) on I&C programmable digital systems. This
includes any unsafe situation, equipment damage or plant performance degradation that could
result from such an act, such as:

— malicious modifications affecting system integrity;

— malicious interference with information, data or resources that could compromise the
delivery of or performance of the required I&C programmable digital functions;

— malicious interference with information, data or resources that could compromise operator
displays or lead to loss of management of I&C programmable digital systems;

— malicious changes to hardware, firmware or software at the programmable logic controller
(PLC) level.

Human errors leading to violation of the security policy and/or easing the aforementioned
malicious acts are also in the scope of this document.

This document describes a graded approach scheme for assets subject to digital compromise,
based on their relevance to the overall plant safety, availability, and equipment protection.

Excluded from the scope of this document are considerations related to:

— non-malevolent actions and events such as accidental failures, human errors (except
those impacting the performance of cybersecurity controls) and natural events. In
particular, good practices for managing applications and data, including back-up and
restoration related to accidental failure, are out of scope;

NOTE 1 Although such aspects are often covered by security programme in other normative contexts (e.g., in
the ISO/IEC 27000 series or in the IEC 62443 series), this document is only focused on the protection against
malicious acts by digital means (cyberattacks) on I&C programmable digital systems. The main reason is that
in the nuclear generation domain, other standards and practices already cover accidental failures,
unintentional human errors, natural events, etc. The focus of IEC 62645 is made to provide the maximum
consistency and the minimum overlap with these other nuclear standards and practices.

— site physical security, room access control and site security surveillance systems. These
systems, while not specifically addressed in this document, are to be covered by plant
operating procedures and programmes;

NOTE 2 This exclusion does not deny that cybersecurity has clear dependencies on the security of the
physical environment (e.g., physical protection, power delivery systems, heating/ventilation/air-conditioning
systems (HVAC), etc.).

— the aspect of confidentiality of information about I&C digital programmable systems is out
of the scope of this document (see 5.4.3.2.3).
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Annex A provides a rationale for and comments about the scope, definition and the
document's application, and in particular about the exclusions and limitations previously
mentioned.

Standards such as ISO/IEC 27001 and ISO/IEC 27002 are not directly applicable to the cyber
protection of nuclear I&C programmable digital systems. This is mainly due to the specificities
of these systems, including the regulatory and safety requirements inherent to nuclear
facilities. However, this document builds upon the valid high level principles and main
concepts of ISO/IEC 27001:2013, adapts them and completes them to fit the nuclear context.

This document follows the general principles given in the IAEA reference manual NSS17.

1.2 Application

This document is limited to computer security of I&C programmable digital systems (including
non-safety systems) used in a NPP as well as associated computer-based tools. This
document is applicable to the parts of electrical power systems covered by IEC 63046 which
rely on digital programmable technology.

NOTE 1 For the sake of simplicity, the terms “I&C programmable digital systems” in the text refer both to I&C and
the parts of electrical power systems covered by IEC 63046 which rely on digital programmable technology.

This document is intended for use in evaluating or changing established NPP security
programmes for I&C programmable digital systems, and in establishing new programmes.
This document is applied to all NPP I&C programmable digital systems throughout the life
cycles of these systems, as specified in this document. It may also be applicable to other
types of nuclear facilities.

NOTE 2 The term NPP is understood in its “physical site” meaning, NPP I&C programmable digital systems
including systems within the NPP buildings, but also systems in the nuclear plant switchyard, water treatment
facilities, etc.

1.3 Framework

The requirements and recommendations of this document are structured along three main
normative clauses.

Clause 5 deals with cybersecurity on the programme life-cycle level; its approach is
completely consistent with ISO/IEC 27001:2013. It is based on its structure and content,
which are when needed, adapted and completed to fit the nuclear context specificities.
Annex C provides a clause-to-clause correspondence table between the IEC 62645 structure
and the ISO/IEC 27001:2013 structure. When direct references to ISO/IEC 27001:2013
content are made, the following terminological substitutions are to be made:

— the terms “information security management system” used in the referenced ISO/IEC
27001:2013 content correspond to “I&C digital programmable system cybersecurity
program” in this document (as defined in Clause 3);

NOTE 1 This document focuses on the part of the program, or the dedicated program, related to I&C. This can be
part of a larger program at the corporate level, which is out of the scope of this document.

— the term ‘“information security” used in the referenced ISO/IEC 27001:2013 content
correspond to “cybersecurity” in this document (as defined in Clause 3);

— the terms “information security policy” used in the referenced ISO/IEC 27001:2013 content
correspond to “I&C digital programmable system policy” in this document.

NOTE 2 Some subclauses of ISO/IEC 27001:2013 contain internal references to other subclauses of ISO/IEC

27001. When relevant, the references used in these subclauses are to be considered in the IEC 62645 context,
however, they do not reference IEC 62645 subclauses. See Annex C for help in the correspondences.

The subclauses related to the graded approach and security categorization are organized in a

similar way to IEC 61226.
Documents
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Clause 6 deals with cybersecurity on a system life-cycle level. It is structured along the
system life-cycle of IEC 61513, adapted to take into account specifics of cybersecurity.

Clause 7 deals with cybersecurity at the cybersecurity control level. It provides the high level
principles of an approach consistent with ISO/IEC 27002:2013, further detailed in IEC 63096.

Figure 1 presents the overall framework of this document.

Programme level (Clause 5)

b 5.4 .
20 e s /  Planning i L,
‘ < -
5.3 5.8 Gsr':d'g d 5.6
Leadership Improvement Operation
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I

5.2
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System level (Clause 6)

6.2 6.6
Requirements I Validation
\/
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A 4
6.4 Detailed design and 6.8 Operation and
implementation I maintenance
v

6.5 6.9
Integration I Retirement

Security controls (Clause 7)
7.2 7.3 7.4 Selection and
Characterisation Security DiD enforcement

Figure 1 — Overall framework of IEC 62645
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IEC 61513 addresses the concept of a safety life cycle for the total I&C system architecture,
and a safety life cycle for the individual systems. As part of the overall framework, IEC 61513
calls for establishment of an overall security plan to specify the procedural and technical
measures to be taken to protect the architecture of I&C systems from digital attacks that may
jeopardize functions important to safety. The provisions of the overall security plan may
differentiate between requirements for systems supporting category A, B or C functions, as
defined in IEC 61226 and include the establishment of controls for electronic and physical
access. This document provides more detailed requirements for the overall security plan, as

called for in IEC 61513. Documents
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Additional requirements for software of systems supporting category A functions are provided
in IEC 60880 and IEC 62566. Additional requirements for software of systems supporting
category B and C functions are provided in IEC 62138.

This document also covers security requirements for I&C programmable digital systems which
are not in the scope of IEC 61513, IEC 60880, IEC 62138 and IEC 62566 but have a potential
impact on plant equipment, availability and performance.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their
content constitutes requirements of this document. For dated references, only the edition
cited applies. For undated references, the latest edition of the referenced document (including
any amendments) applies.

IEC 60880:2006, Nuclear power plants — Instrumentation and control systems important to
safety — Software aspects for computer-based systems performing category A functions

IEC 61226, Nuclear power plants — Instrumentation and control important to safety —
Classification of instrumentation and control functions

IEC 61513, Nuclear power plants — Instrumentation and control important to safety — General
requirements for systems

IEC 62138, Nuclear power plants — Instrumentation and control important for safety —
Software aspects for computer-based systems performing category B or C functions

IEC 62566, Nuclear power plants — Instrumentation and control important for safety —
Development of HDL-programmed integrated circuits for systems performing category A
functions

IEC 62859, Nuclear power plants — Instrumentation and control systems — Requirements for
coordinating safety and cybersecurity

IEC 62988:2018, Nuclear power plants — Instrumentation and control important to safety —
Selection and use of wireless devices

ISO/IEC 27001:2013, Information technology — Security techniques — Information security
management systems — Requirements

ISO/IEC 27002:2013, Information technology — Security techniques — Code of practice for
information security controls

ISO/IEC 27005:2018, Information technology — Security techniques — Information security risk
management

IAEA TLD-006, Conducting Computer Security Assessments at Nuclear Facilities, 2016

3 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

ISO and IEC maintain terminological databases for use in standardization at the following
addresses:
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e |EC Electropedia: available at http://www.electropedia.org/

e |SO Online browsing platform: available at http://www.iso.org/obp

3.1

attack vector

path or means by which an attacker or malicious program can gain access to a computer-
based system

3.2

authorization

function of specifying access rights to resources, which is related to information security and
computer security in general and to access control in particular

3.3
availability
property of being accessible and usable upon demand by an authorized entity

Note 1 to entry: This definition is different from the one used in the other IEC standards in the field of
instrumentation and control of nuclear facilities which is “ability of an item to be in a state to perform a required
function under given conditions at a given instant of time or over a given time interval, assuming that the required
external resources are provided”.

[SOURCE: IAEA Nuclear Security Series No. 17:2011]

3.4
computer-based item
item that relies on software instructions running on microprocessors or microcontrollers

Note 1 to entry: The term item can be replaced by the terms system or equipment or device.
Note 2 to entry: A computer-based item is a kind of programmable digital item.

Note 3 to entry: This term is equivalent to software-based item.

[SOURCE: IEC 62138: 2018, 3.8]

3.5

confidentiality

property that information is not made available or disclosed to unauthorized individuals,
entities, or processes

[SOURCE: IAEA Nuclear Security Series No. 17:2011]

3.6
cyberattack
malicious acts by digital means

3.7
cybersecurity
set of activities and measures the objective of which is to prevent, detect, and react to:

— malicious modifications (integrity) of functions that may compromise the delivery or
integrity of the required service by I&C programmable digital systems (incl. loss of control)
which could lead to an accident, an unsafe situation or plant performance degradation;

— malicious withholding or prevention of access to or communication of information, data or
resources (incl. loss of view) that could compromise the delivery of the required service by
I&C systems (availability) which could lead to an accident, an unsafe situation or plant
performance degradation;
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— malicious disclosures of information (confidentiality) that could be used to perform
malicious acts which could lead to an accident, an unsafe situation or plant performance
degradation

Note 1 to entry: This definition is tailored with respect to the IEC 62645 standard scope and overall SC 45A
document structure. It is recognized that the term “cybersecurity” has a broader meaning in other standards and
guidance, often including non-malevolent threats, human errors and protection against natural disasters. Those
aspects — except human errors degrading cybersecurity — are not included in the concept of cybersecurity used in
the SC 45A standard series. See Annex A for more detail about such exclusions.

Note 2 to entry: Computer security, security and cybersecurity are considered synonymous in this document.

3.8

design

the process and the result of developing a concept, detailed plans, supporting calculations
and specifications for a facility and its parts

[SOURCE: IAEA Safety glossary, 2007 edition]

3.9

Design Basis Threat

DBT

attributes and characteristics of potential insider and/or external adversaries, who might
attempt unauthorized removal of nuclear material or sabotage, against which a physical
protection system is designed and evaluated

Note 1 to entry: Cyberattacks and related adversaries are not considered, in an equivalent manner in DBTs; this
depends on each national approach and legal framework. Moreover, the content of a nuclear DBT is treated as
highly confidential.

[SOURCE: IAEA INFCIRC/225/Rev.4:1999, modified: note 1 added]

3.10

Electrical/Electronic/Programmable Electronic item

E/E/PE item

item based on electrical (E) and/or electronic (E) and/or programmable electronic (PE)
technology

Note 1 to entry: In this term and its definitions, the word “item” can be replaced by the words: system or
equipment or device.

Note 2 to entry: The definitions of the terms related to the technology: E/E/PE item, programmable digital item,
computer-based item, hardwired item, programmable logic item are totally consistent and coherent. The
relationships between the terms E/E/PE item, hardwired item, programmable digital item, computer-based item,
programmable logic item are given by Figure 2.

E/E/PE item
| Hardwired item | | Programmable digital item |
| Programmable logic item | Computer-based item |

IEC
Figure 2 — E/E/PE items

[SOURCE: IEC 62138: 2018, 3.15]
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3.11

HDL-Programmed Device

HPD

integrated circuit configured (for NPP I&C systems), with Hardware Description Languages
and related software tools

Note 1 to entry: HDLs and related tools (e.g. simulator, synthesizer) are used to implement the requirements in a
proper assembly of pre-developed micro-electronic resources.

Note 2 to entry: The development of HPDs can use Pre-Developed Blocks.

Note 3 to entry: HPDs are typically based on blank FPGAs (Field Programmable gate Arrays) or similar micro-
electronic technologies.

Note 4 to entry: HPD is a kind of programmable logic item.

Note 5 to entry: See also the definition of E/E/PE item and the associated notes.

[SOURCE: IEC 62566: 2012, 3.7]

3.12
1&C function
function to control, operate and/or monitor a defined part of the process

[SOURCE: IEC 61513:2011, 3.28]

3.13

I&C system

system, based on E/E/PE items, performing plant 1&C functions as well as service and
monitoring functions related to the operation of the system itself

Note 1 to entry: The term is used as a general term which encompasses all elements of the system such as
internal power supplies, sensors and other input devices, data highways and other communication paths, interfaces
to actuators and other output devices. The different functions within a system may use dedicated or shared
resources.

Note 2 to entry: The elements included in a specific I&C system are defined in the specification of the boundaries
of the system.

Note 3 to entry: See also “electrical power system”. The terms “electrical power system” and “I&C system” are
terms related to the main functions the systems perform; respectively “electrical power generation, transmission
and distribution” and “measurement, protection, control and HMI related to the NPP process”. They have to be
considered in conjunction and are totally consistent and coherent with the general requirements established by
IEC 61513 and IEC 63046 for instrumentation, control and electrical power systems for nuclear power plants.

Note 4 to entry: See also the definition of E/E/PE item and the associated notes.

Note 5 to entry: According to their typical functionality, IAEA distinguishes between automation / control systems,
HMI systems, interlock systems and protection systems.

[SOURCE: IEC 62138: 2018, 3.26]

3.14
integrity
the property of protecting the accuracy and completeness of assets

[SOURCE: IAEA Nuclear Security Series No. 17:2011 and ISO/IEC 27000:2018, 2.40]

3.15
programmable digital item
item that relies on software instructions or programmable logic to accomplish a function

Note 1 to entry: In this term and its definition, the term item can be replaced by the terms: system or equipment or

device. Documents
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Note 2 to entry: See also the definition of E/E/PE item and the associated notes.

Note 3 to entry: The main kinds of programmable digital items are computer-based items and programmable logic
items.

Note 4 to entry: This term used by IEC SC 45A is equivalent to programmable electronic item (PE item) defined
accordingly to IEC 61508.

[SOURCE: IEC 62138:2018, 3.35]

3.16

risk

potential that a given threat will exploit vulnerabilities of an asset or group of assets and
thereby cause harm to the organization

[SOURCE: IAEA Nuclear Security Series No. 17:2011]

3.17
risk assessment
overall process of systematically identifying, estimating, analysing and evaluating risk

[SOURCE: IAEA Nuclear Security Series No. 17:2011]

3.18
security controls
means of managing security which can be technical, physical, or administrative

3.19

security degree

gradation of security protection with associated sets of requirements, assigned to a system
according to the maximum consequences of a successful cyberattack on this system in terms
of plant safety and performance

Note 1 to entry: Subclause 5.2.3 of this document defines three security degrees which correspond to S1, S2 and
S3. The rationale behind the use of three security degrees for I&C programmable digital systems is provided in
Annex B. This document only deals with 1&C programmable digital systems and does not make any assumptions on
security degrees for other kinds of systems. Non-1&C systems (for instance office computers) might be assigned to
supplemental/different security degrees, leading to a graded approach with more than 3 security degrees from a
global plant perspective. Moreover, some national practices involve subdivision of security degree.

Note 2 to entry: The term “security degree” has been preferred to “security level” in order to avoid possible
confusion with the concept of 1&C levels, commonly found in other standards and industry practices.

3.20

security programme

set of interrelated or interacting elements of an organization to establish security policies and
objectives, as well as processes and security plans to achieve those objectives

Note 1 to entry: Programme is a concept similar to “management system” as defined in ISO/IEC 27000:2018.

Note 2 to entry: Computer security programme, cybersecurity programme and security programme are considered
synonymous in this document.

3.21

security zone

concept for grouping computer-based I1&C systems for administration, communication and
application of protective measures

Note 1 to entry: Security zones are practical and architectural implementations of a graded approach. They are
not limited in number. They can be logical and/or physical. There is no direct correspondence with the concept of
safety zones and the associated geographical separations.

[SOURCE: IAEA Nuclear Security Series No. 17:2011] Documents
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3.22
threat
potential cause of an unwanted incident, which may result in harm to a system or organization

Note 1 to entry: In the frame of this document (see 1.1), the considered events or occurrences are limited to
malicious ones and to human errors degrading cybersecurity — not to include accidental aspects (e.g., natural
hazards, human errors not impacting cybersecurity), treated by other IEC documents in the field of instrumentation
and control of nuclear facilities.

[SOURCE: IAEA Nuclear Security Series No. 17:2011]

3.23
vulnerability
weakness of an asset or a security control that can be exploited by a threat

[SOURCE: IAEA Nuclear Security Series No. 17:2011]

4 Abbreviated terms

CB Computer-Based
CERT Computer Emergency Response Team
CSSO Computer System Security Officer

DBT Design Basis Threat

HDL Hardware Description Language

HVAC Heating, Ventilation and Air-Conditioning
ISMS Information Security Management System
1&C Instrumentation and Control

NPP Nuclear Power Plant

PLC Programmable Logic Controller

PSP Project Security Plan

QA Quality Assurance

V&V Verification & Validation

5 Establishing and managing a nuclear I&C programmable digital system
security programme

5.1 Context of the organization
5.1.1 Understanding the organization and its context

The content of ISO/IEC 27001:2013, 4.1 applies.

5.1.2 Understanding the needs and expectations of interested parties

The content of ISO/IEC 27001:2013, 4.2 applies.

51.3 Determining the scope of the I&C programmable digital system security
programme

The content of ISO/IEC 27001:2013, 4.3 applies.

In particular, the scope and boundaries of the security programme shall be defined in terms of
the characteristics of the nuclear power plant’s organization, its location, national regulatory
requirements, I&C programmable digital assets and technology, and risk B‘oaﬂfﬁents
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exploitation. It shall include details of and justification for exclusions/modifications from the
scope.

5.2 Programme, policy and plan
5.2.1 I1&C digital programmable system security program

5.21.1 The content of ISO/IEC 27001:2013, 4.4 applies.

5.2.1.2 The I&C security programme shall be developed based on risk assessment and
take into account the policy and guidance established by the designer, country regulatory
authority and existing plant specific policies and procedures to implement the security
programme.

5.21.3 Security programmes shall be implemented through the use of documented
policies and procedures approved by the personnel that are in charge of the security
programmes.

5.21.4 A proper coordination between safety and cybersecurity aspects shall be ensured.
Requirements and recommendations can be found in IEC 62859.

5.2.1.5 An 1&C programmable digital systems security programme of a NPP shall contain
the following activities:

a) definition of the computer security organization and responsibilities and the process of
periodic reviews;

b) development of the process of designating assets subject to computer security protective
measures including computer systems, computer system applications and network
connections;

c) implementation of methods of personnel management in computer security and 1&C
programmable digital system security including training, qualification and
termination/transfer;

d) development and performance of the process for risk assessment, taking into account the
country specific design basis threat (DBT) as applicable, for the complete I&C architecture
as well as for every 1&C system;

e) performance of an assessment of the residual risk that is transferred/accepted from design
to operation;

f) definition of the fundamental architecture and design principles and requirements for
system security design and configuration management for plant systems and vendor
support required to maintain the cybersecurity features incorporated in the design;

g) identification of operational security procedures for access control, data security,
communication security, platform and application security, system monitoring, computer
system security maintenance and modification and security incident handling;

h) in particular, definition of a process for assessment of off-the-shelf components, both
hardware and software to ensure as far as reasonably possible that they are free from
malicious software or functionality;

i) establishment of security requirements for the preparation and formalization of deliveries
of hardware, data, software, code or information between different sites of the designers,
or between a designer and a third party, or between the designer and the utility.

5.2.2 Policy
5.2.2.1 The content of ISO/IEC 27001:2013, 5.2 applies.

5.2.2.2 A computer security policy shall set the high-level computer security goals

applicable for a nuclear facility. Documents
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5.2.2.3 I&C programmable digital system security policy requirements shall be factored
into lower level documents, which will be used to implement and control policy.

5.2.2.4 These requirements shall be:

a) measurable,
b) enforceable,
c) and achievable.

5.2.3 Plan
The I&C programmable digital system security plan shall:

a) be the implementation of that policy in the form of organizational roles, responsibilities and
procedures,
b) specify and detail the means for achieving the security goals,

c) contain the primary actions to be taken and the associated response in terms of intrusion
detection and prevention, assessment of consequences, and the countermeasures
necessary to mitigate consequences.

5.3 Leadership
5.3.1 Leadership and commitment

The content of ISO/IEC 27001:2013, 5.1 applies.

5.3.2 Roles, responsibilities and authorities

5.3.2.1 The first requirement of ISO/IEC 27001:2013, 5.3 applies.
5.3.2.2 The second requirement of ISO/IEC 27001:2013, 5.3 applies.

5.3.2.3 Management of the 1&C programmable digital system programme shall ensure that
all necessary computer security issues are addressed programmatically within the computer
security plan and procedures, and that they meet regulatory and corporate requirements.

5.3.2.4 The 1&C programmable digital system programme shall be coordinated with the
corporate security programme and the current site’s framework of policies, programmes,
practices and procedures, as applicable.

5.3.2.5 The implementation of a permanent |I&C programmable digital system security
programme shall be integrated or closely interfaced with |I&C system specialists, computer
security specialists and physical security specialists.

5.3.2.6 During the design and development phase, different companies are likely to be
responsible for developing different I&C systems. The designer shall clearly specify I&C
supplier obligations with respect to computer security, and shall verify that they are respected.

5.3.2.7 All organisations involved in any portion of the life cycle of I&C programmable
digital systems development shall document the organizational structure and associated
responsibilities for each position that support the computer security programme for those
systems. Communication procedures shall be documented between all involved organizations
(particularly different legal entities), and also teams within an organization or company.

5.3.2.8 In order to develop, approve and implement an I&C programmable digital system
security programme, plant management in cooperation with the I&C designer shall consider:

a) utility corporate security requirements; Documents
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b) internal corporate security policy;

c) national legislative material;

d) national regulatory material;

e) computer and I&C programmable digital system security industry best practices;

f) current and projected threat status in the nuclear industry and in other industries using
I&C equipment used in nuclear plants;

g) to establish information channels concerning continuous update on current and projected
threat status in the nuclear industry and in other industries using I&C equipment used in
nuclear plants.

5.3.2.9 I1&C programmable digital system security oversight shall be assigned to specific
person(s)/position(s) in the organization or project with precisely defined responsibilities. This
document refers to the role of Computer System Security Officer(s) (CSSO), or equivalent.
The responsibilities of the CSSO shall include:

a) advise the company’s and/or project’s management;

b) coordinate and control the development of the computer security activities;

c) coordinate computer security with other security and safety disciplines;

d) ensure that the computer security programme takes into account plant operation or
maintenance and does not inadvertently affect the systems important to safety;

e) identify and document the systems that are critical to maintaining computer security within
a facility;

f) conduct computer security risk assessments;

g) conduct periodic security inspections, audits and reviews, and provide status reports to
top level management;

h) develop and implement computer security training and evaluation;

i) develop a strategy, including training aspects and procedures, to identify potential
cybersecurity incidents;

j) develop and lead or contribute to the response for relevant computer security events
including coordination with relevant internal and external organizations;

k) investigate computer security incidents or identified vulnerabilities and recommend
corrective actions.

5.3.2.10 Additional responsibilities of a CSSO may be added to the above list, which are

specific to the organization of the company. A dedicated and/or multi-disciplined team, with
the required resources and expertise should support the execution of these responsibilities.

5.4 Planning of the programme
541 Cybersecurity objectives and planning to achieve them

5.4.1.1 The content of ISO/IEC 27001:2013, 6.2 applies.

5.4.1.2 Cybersecurity shall not interfere with the safety objectives of the plant and shall
protect their realisation.

5.4.2 Addressing risks and opportunities of the programme

The content of ISO/IEC 27001:2013, 6.1.1 applies.
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5.4.3 Graded approach to I&C security and risk assessment
5.4.31 Classification scheme
5.4.3.11 General

5.4.3.1.1.1 |&C programmable digital system security shall be based on a graded approach:
all 1&C programmable digital systems shall be assigned to security degrees. The security
degree of a I&C programmable digital system shall be assigned based on the maximum
consequences of a successful cyberattack on this system in terms of plant safety and
performance (see 5.4.3.1.3 for detailed assignment criteria). Graded security requirements
are defined for each security degree (in 5.4.3.2.4 to 5.4.3.2.8).

NOTE In the context of this document, plant performance is understood from a power generation perspective.
5.4.3.1.1.2 The classification scheme is based on the following principles:

a) consequences of cyberattack regarding safety shall be assumed as more serious than
those regarding plant performance;

b) systems shall be considered from a functional point of view and assigned to a given
security degree according to their possible direct or indirect impact on plant safety and
performance. The security degree of a system is assigned based on the most sensitive
function (i.e. the one which leads to the most severe impacts when maliciously
manipulated or disrupted) it implements;

c) such a consequence-based assignment approach shall be rigorous and repeatable,
ensuring reproducibility and consistency of the security posture. This analysis shall
include the possibility that other I&C systems are subject to the same attack (e.g. similar
systems in separate redundancies).

5.4.3.1.1.3 Security degree assignment should be made as early as possible in the I&C
system life-cycle.

5.4.3.1.1.4 Security degree assignment shall be documented.

5.4.3.1.1.5 A graded approach to security as per this document involves that:

a) the number of interfaces between systems assigned to different security degrees shall be
justified;

b) appropriate restrictions shall be enforced to interfaces between systems of different
security degrees.

5.4.3.1.1.6 Risk assessment, including vulnerability assessment and threat scenario
identification, shall complete the analysis and may lead to complementing the security
requirements and security measures (see 5.4.3.2.2).

5.4.3.1.2 Link between safety categories, safety classes and security degrees

The security graded approach described in this document aims at defending the plant safety
and performance against cyber threats, built on a consequence-based analysis.

The part related to safety-oriented consequences of such an analysis is already dealt with
from a non-malicious perspective by compliance with IEC 61513 and IEC 61226. As a
consequence, the safety classification as per IEC 61226 shall be used as a significant input to
the security degree assignment process. Security may benefit from safety provisions
implemented to comply with requirements of IEC 61513 and of other IEC standards that are
safety-relevant.

However, in order to take account of plant performance and of national practices regarding
implementation of functions which may jeopardize safety in case of a cyberattack, B%ecis not
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a strict one-to-one mapping for I&C systems between their safety class and their security
degree.

5.4.31.3 Description of the security degrees and associated assignment criteria

This document defines three security degrees, S1, S2 and S3, to which graded security
requirements are associated (as defined in 5.4.3.2). These three security degrees are defined
as follows:

a) The functions and systems shall be analysed to determine the maximum consequences on
the plant safety and performance (as defined in 5.4.3.1.1) of malicious actions or events
involving them.

b) This analysis shall be documented.

c) The systems shall be assigned to degrees S1 (the most stringent) to S3 according to
these maximum consequences,

d) Security degrees should be assigned to I&C programmable digital systems as follows:

— 1&C programmable digital systems processing safety category A functions to security
degree S1,

— 1&C programmable digital systems processing safety category B functions, and 1&C
programmable digital systems with direct and immediate impact on plant safety or on
the main nuclear process operation, to no lower than security degree S2,

— 1&C programmable digital systems supporting Category C functions to S1, S2 or S3
according to the maximum consequences,

— and |I&C programmable digital systems assisting plant operation and maintenance to
security degree S3.

As stated in 5.4.3.1.2, there is not a one-to-one mapping between safety categorization and
security degrees. For instance, 1&C programmable digital systems with direct and immediate
impact on plant safety or on the main nuclear process operation are recommended to a
security degree S2, without mention of the safety category; moreover, it is possible to assign
a stringent security degree to non-safety classified systems (although item e) would apply). In
addition to safety, impact on plant performance has been considered in the security degree
assignment criteria.

e) A system may be assigned to a more stringent security degree than the one recommended
in d) if the maximum consequences of a malicious act or event on any of the functions it
implements are deemed equivalent to the ones corresponding to the more stringent
security degree.

Annex B provides explanations about the justification for having three security degrees for
1&C programmable digital systems, and other complementary information.

NOTE 1 This document only deals with 1&C systems and does not make any assumptions on security degrees
for other kinds of systems. Non I&C systems might be assigned to supplemental/different security degrees,
leading to a graded approach with more than 3 security degrees from a plant global perspective (see for
instance the 5 degree scheme of the IAEA NSS17, with which this document is consistent).

NOTE 2 Technical data management systems (e.g. work permit, work order, tag out, etc.), in particular those
corresponding to the security level 4 of the IAEA NSS17 reference manual, are not considered in the scope of
this standard. However, being closely tied with I&C systems, they deserve specific cybersecurity attention,
which lead in some contexts to the use of a 4'" security degree tailored for their protection. Another practice is
to consider them as I&C system and then subdivide the security degree S3 into appropriate subdegrees.

NOTE 3 See 5.4.3.2.8 for computer—based tools of I&C systems.
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5.4.3.2 Assignment of technical requirements
5.4.3.2.1 General

Security requirements valid for all I&C programmable digital systems are given in 5.4.3.2.4.
To these requirements are added requirements given in 5.4.3.2.5 for S1-graded systems,
requirements given in 5.4.3.2.6 for S2-graded systems and requirements given in 5.4.3.2.7 for
S3-graded systems. These requirements deal with the systems themselves and the
communications between systems. They restate or complement existing security requirements
from IEC 61513, IEC 60880, IEC 62566 and IEC 62138.

It is important to stress that these cybersecurity requirements do not intend to, and cannot,
substitute to requirements associated to other aspects, related to other relevant and
applicable standards or documents, and in particular safety-related ones. They form an
additional set of requirements.

For instance, if from a cybersecurity point of view, two systems are allowed to communicate, it
is possible that safety-related requirements prevent such a communication. In such a case,
the communication would of course be prohibited. IEC 62859 provides a framework to help in
the coordination between safety and cybersecurity requirements.

Requirements applicable to computer-based tools, in particular those for 1&C system
maintenance and diagnostic purposes, are given in 5.4.3.2.8.

5.4.3.2.2 Link with security risk assessment activity and Design Basis Threats

5.4.3.2.2.1 The 1&C programmable digital system security programme of the NPP shall
include threat and vulnerability assessment.

5.4.3.2.2.2 Justification that security requirements have been correctly addressed shall be
made by risk assessment analyses of the proposed solution. Such analyses take into account
vulnerability assessment of the technical implementation and specific threat and attack
scenario analysis (including the country-specific design basis threat (DBT), as applicable).

5.4.3.2.2.3 Threat and vulnerability assessment activities may lead to the identification and
implementation of additional countermeasures required to prevent or mitigate the
consequences of attacks against plant I&C systems.

5.4.3.2.2.4 Security provisions shall be compatible with safety requirements. |IEC 62859
provides an adequate framework to ensure safety and cybersecurity coordination.

5.4.3.2.2.5 The plant specific risk assessment should cover at least the following steps:

— perimeter and context definition;

— threat identification and characterization;

— vulnerability assessment;

— attack scenario elaborations;

— evaluation of level of risk;

— countermeasure definition.

ISO/IEC 27005 provides a generic framework for information security risk assessment, but the

specific implementation methodology is up to the organization, depending on its
organizational, industrial and regulatory context.
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5.4.3.2.2.6 The specific risk assessment methodologies and tools shall be identified and
kept up-to-date. Risk re-assessments shall be performed periodically throughout the whole life
cycle of the 1&C systems, when modifications to the system occur and when changes to the
threat landscape are identified, such as new threats or new vulnerabilities that can affect the
installed 1&C programmable digital system. The number of potential threats and vulnerabilities
usually increases with progress from stand-alone to interconnected systems.

5.4.3.2.2.7 Risk assessment shall be always treated as advisory, that is not limiting the plant
I&C security awareness only to identified risks. Management of 1&C programmable digital
systems’ vulnerabilities should be carried through studies of the publications by national
Computer Emergency Response Teams (CERTs), and contacts with the computer security
community, focusing particular interest on I&C solutions and product weaknesses.

NOTE Security degrees are assigned to I&C programmable digital systems or subsystems from the onset of a
project. They are based on the potential consequences, as defined in 5.4.3.1.1, of a security attack on I&C systems
or on functions they implement. Security degrees, via associated requirements, help specify systems.

5.4.3.2.2.8 When making bids, the supplier shall justify that his solution matches security
requirements by making risk assessment studies.

5.4.3.2.3 Confidentiality
In the framework of this document, it is useful to distinguish two different aspects:

— confidentiality of data exchanged, treated and/or stored by I&C digital programmable
systems (measures, commands, set points, etc.), and

— confidentiality of information about I&C digital programmable systems (e.g., detailed
design and specifications, status, versions, network maps, etc.).

With respect to the first aspect, although integrity and availability of I&C systems and
functions are usually the prime security objectives, specific contexts and risk analyses may
lead in some cases to the implementation of confidentiality-focused mechanisms to protect
I&C systems. Being very context-related, they are not specifically addressed in this document.
IEC 62859 provides guidance and requirements about the use of confidentiality-focused
cryptographic mechanisms.

The second aspect is of paramount importance, but is out of the scope of this standard. It
should be treated according to national regulations.

NOTE The IAEA implementing guide NSS 23-G provides a general framework to deal with nuclear security related
information.

5.4.3.2.4 Baseline requirements

The following requirements apply to all I&C programmable digital systems, independent of
their security degree assignment.

a) Design measures shall be defined to provide adequate confidence that the treatments of a
system assigned to a given security degree are not degraded by systems assigned to a
less stringent security degree.

b) Any I&C system should be configured and parameterized so as to minimize the
vulnerability of the system.

c) Any pre-developed component should be selected, configured and parameterized so as to
minimize the vulnerability of the system.

d) The system security analysis, including risk assessment, shall be taken into account in the
system security plan. If the analysis shows that the planned measures are not sufficient
then the security analysis shall identify the need for additional countermeasures.
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e) The security policy shall be adapted to each I&C system or group of systems. A
correspondence should be established between the overall security policy and its
adaptation to the I&C systems or groups of systems. This can be done more or less
formally.

f) Effective protection measures should be included in the design, configuration and/or
parameter assignment of programmable equipment concerning:

— user selective access control to the software functions and memory spaces,
— data connections to systems with less stringent security degree,
— traceability of software or parameter modifications.

g) During verification and validation of the system, the effectiveness of the security functions
shall be demonstrated through suitable tests with the system in its final configuration.

h) 1&C systems should support technical measures to provide an effective authentication
procedure before access is permitted.

i) Human-machine-interfaces either to operate the plant or off-line dedicated functions, or
used for I&C system maintenance, should restrict access to the minimally necessary
extent, both in terms of authorized staff and authorized operations. When the minimally
necessary extent cannot be reached, compensating security controls should be
implemented.

j) A security assessment of the on-site configuration and parameter assignment should take
place to verify that suitable countermeasures have been implemented against potential
security threats.

k) Software modification activities shall be systematically planned for and performed and
consider potential security threats.

[) Logs should be checked periodically from a security perspective for safety-classified 1&C
programmable digital systems and systems monitoring safety-classified I&C programmable
digital systems.

m) Logs should be checked periodically for systems ensuring cybersecurity functions (e.g.,
filtering and/or segmentation equipment). These logs should be centrally managed and
correlated where possible as long as it does not compromise security (e.g., network
segmentation) or safety separations (e.g., for independence purposes).

n) The number of access points to networks shall be minimalized to the extent possible to
minimize vulnerability.

o) Provisions for anomaly detection should be implemented and alarms should be analyzed
with appropriate response measures taken. Implementation shall be compatible with safety
requirements.

p) Physical access to I&C systems shall be strictly controlled to prevent access from
unauthorized persons. This shall be enforced by physical security measures (e.g., locked
cabinet, physical access control to the room or area) and covered by appropriate
organizational and administrative measures. These measures shall be commensurate with
the security degree of the systems considered.

q) Physical and logical access of contractors to 1&C systems shall be restricted according to
their mission, both in terms of duration and systems involved.

r) All temporary provisions, for example root access and supplementary connections for test
devices, shall be identified and registered.

s) Software configuration and hardware implementation changes shall be forbidden when not
planned, approved by the owner, and documented.

t) Arrangements shall be in place to enable a timely restoration of an acceptable level of
service in the event of a successful cyberattack. Measures shall be put in place to
minimize the possibility that these arrangements are themselves vulnerable to the same
cyber threats.
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5.4.3.2.5 Degree S1 additional requirements

The minimum set of security requirements for S1-graded I&C programmable digital systems
(in addition to the baseline ones) is listed below. The required application-specific security
measures shall be determined by an application-specific system security analysis, including
relevant threat and attack scenario, and identification of system vulnerabilities.

a) For S1 systems, I1&C programmable digital communications shall be restricted to other S1-
graded 1&C programmable digital systems and to S2-graded I&C programmable digital
systems, and to their associated computer-based tools.

b) Communications should be oriented from S1-graded I&C programmable digital systems
towards S2-graded I&C programmable digital systems.

c) Data network transmission from a S2-graded system to a S1-graded system shall be
limited to unavoidable transmissions (e.g. for priority actuators control systems,
permissives, resets), and shall be supported by a complete justification and security risk-
analysis. Any data transmitted from a S2-graded system to a S1-graded system shall be
secured by adapted static provisions (e.g., format and time-window controls).

d) Software upgrade and configuration change of S1-graded systems shall be possible only
by local hardware interlock means (e.g. keys) and only for one channel at time.
Bidirectional data transfer between I&C equipment of highest security degree and a
dedicated service station shall be performed using a dedicated and separated data
connection which is decoupled from other networks. This dedicated data connection shall
be secured by technical, operational and administrative means. Access with permission for
software or configuration changes shall be monitored by alarms in the control room or
other appropriate place.

e) There shall be provisions against hidden functions in the system software (e.g., software
code verification).

f) Compliance with 5.7 (Software security) and 12.2 (On-site software security) of
IEC 60880:2006 and IEC 62566 shall be required for S1-graded systems.

g) Physical access to S1-graded I1&C systems shall be monitored by alarms in the control
room or other appropriate place.

5.4.3.2.6 Degree S2 additional requirements

The minimum set of security requirements for S2-graded |&C programmable digital systems
(in addition to the baseline ones) is listed below. The required application-specific security
measures shall be determined by an application-specific system security analysis, including
relevant threat and attack scenarios, and identification of system vulnerabilities.

a) Communications should be oriented from S2-graded systems towards S3-graded systems.
S2-graded systems should act as initiators of the communication. These requirements
(orientation and initiation) should be enforced by appropriate security provisions (e.g.
dedicated filtering equipment).

b) Data transmission from a S3-graded system to a S2-graded system shall be strongly
restricted and justified on a case-by-case basis.

c) Software upgrade and configuration change of a S2-graded system shall not be possible
from a S3-graded system.

d) Software upgrade and configuration change of S2-graded systems shall be done only one
channel at a time, only during predefined time windows, and should be protected by
appropriate interlocks. Bidirectional data transfer between S2-graded I&C equipment and
a dedicated service station should be performed using a dedicated and separated data
connection which is decoupled from other networks. This data connection shall be secured
by technical, organizational and administrative means.

e) Entering communication into S2-graded I&C systems, either from outside the plant or from
non-1&C systems, shall be prevented.
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f) Design measures shall limit access to programmable zones of S2-graded systems (e.g.,
by efficient user authentication) and prevent any unauthorized creation of new access to
these zones.

5.4.3.2.7 Degree S3 additional requirements

The minimum set of security requirements for S3-graded |1&C programmable digital systems
(in addition to the baseline ones) is listed below. A system-specific security analysis should
complete this list.

a) Access from non-I&C systems which could influence the I&C system functions shall be
justified on a case-by-case basis and shall not compromise security and safety
requirements associated to the system.

b) Communications between S3-graded systems and non-1&C systems should be initiated
from the S3 -graded systems. Exceptions shall be justified and the connection shall be
monitored.

5.4.3.2.8 Security requirements for computer-based tools (including maintenance
and diagnostic)

5.4.3.2.8.1 Computer-based tools, in particular those for I&C system maintenance and
diagnostic purposes, are well-proven attack vectors and typical intermediate targets in I&C
system attack scenarios. They shall be assigned to the same security degree as that of the
I&C system they are associated to, when there is a direct connection (either temporary or
permanent) between them.

5.4.3.2.8.2 Lower security degree may be assigned in case of indirect connection, involving
procedural and/or human control. If the computer-based tools are associated to less stringent
security degrees, the tools should be designed to prevent unplanned action. Logging
(who/what/when) the use of tools and strong access controls shall be implemented.

5.4.3.2.8.3 Associated security requirements for computer-based tools should be adapted as
follows:

— 5.4.3.2.4 (baseline requirements) holds for all computer-based tools.

— For S1 degree, 5.4.3.2.5 holds except for its item g) (dealing with alarms) which is not
relevant for computer-based tools, and except for its item e) (dealing with hidden
functions) which is superseded by the following: there should be provisions against hidden
functions in the tool system software.

— For S2 degree, 5.4.3.2.6 holds except for its items c¢), d) and f) which are not relevant for
computer-based tools. Its item e) is superseded by the following: entering communication
into S2-graded I&C systems, either from outside the plant or from non-I&C systems,
should be prevented.

— For S3 degree, 5.4.3.2.7 holds (same requirements).

NOTE These adaptations aim to take into account potentially important technological difference between the I&C
programmable digital systems themselves and their computer-based tools, especially for safety systems.

5.4.3.3 Security zones

5.4.3.3.1 A possible practical implementation of the graded approach is to group I&C
programmable digital systems into logical zones, where graded protective principles are
applied for each security zone (see definition in Clause 3). Zones allow |I&C systems with
similar importance concerning safety and plant performance (i.e. having the same security
degree) to be grouped together for administration and application of protective measures.
Criteria for a defining security zone may include organizational issues (such as
ownership/responsibility), localization, architectural or technical aspects.

NOTE In the rest of this document, the term “zone” refers to “security zone” as defined 3.21 and in this subclause.
It does not refer to safety zones and the associated geographical separations (although some relationﬁés
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5.4.3.3.2 The delineation and implementation of security zones should comply with the
following guidelines:

a) Each zone comprises systems that have the same degree of security. If for architectural or
other reasons, a I&C programmable digital system has a less stringent security degree (as
per 5.4.3.1.3) than the other systems grouped in the zone, its security degree should be
upgraded and comply with the requirements associated to security degree of the other
systems of the zone.

NOTE 1 Security degrees are assigned to 1&C programmable digital systems (see 5.2.3.2). However, as a
zone groups systems having the same security degree, a given zone can be considered by extension as
having the security degree of the systems it groups (e.g., “security zone of degree S2”). However, security
zone and security degree are intertwined but still distinct concepts.

b) Security barriers are not required between systems belonging to the same security zone.
However, for zones with multiple systems and inter-zonal interfaces, barriers may be an
effective means of protection.

NOTE 2 If communication between systems having a same security degree is possible from a cybersecurity
graded approach point of view, it does not mean that it is not restricted or forbidden for other reasons, such as
safety-related requirements (e.g., independence), architecture, or cybersecurity zoning.

c) Network equipment (switches, cables, etc.) shall be located in a security zone consistent
with those of the interconnected I&C systems. In case of network equipment connected to
multiple zones, if the zones have the same security degree, then, the potential security
separations shall be defined by specific facility requirements (out of the scope of this
document). If the zones have different security degrees, then the security requirements
associated to security degrees apply (see 5.4.3.2.4 to 5.4.3.2.7). In particular those
dealing with communications and interfaces between systems of different security degrees
shall involve dedicated security provisions.

d) Communication should only be initiated from a higher security zone (grouping systems
assigned to a given security degree) to a lower security zone (i.e., grouping systems
assigned to a lower security degree).

e) Zone borders require decoupling mechanisms for data flow, consistent with the security
degree of the associated I&C programmable digital systems.

5.4.3.3.3 The relationship between security zones and security degrees is not one-to-one; a
degree may be assigned to multiple zones.

5.4.3.3.4 Security zones can be used to segment systems with the same security degree but
with different safety classes. |IEC 62859 provides more guidance on the relation between
safety and cybersecurity.

NOTE Zones are a logical and/or physical grouping of computer systems, while security degrees represent the
degree of protection required.

5.5 Support
5.5.1 Resources

The content of ISO/IEC 27001:2013, 7.1 applies.

5.5.2 Training, competence and awareness
5.5.2.1 Training

Education of staff, including contractors, within an organisation is necessary to achieve a
secure cyber environment for I&C programmable digital equipment. It reduces the chances of
security breaches and internal security occurrences. As a consequence:

a) A formal training programme for personnel designing and supporting I&C programmable
digital systems shall be developed and delivered.
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b) This programme shall include general training courses relevant for all users and
specialized training courses, adapted to the security degree of the systems accessed by
the attendees.

5.5.2.2 Competence
The content of ISO/IEC 27001:2013, 7.2 applies.

5.5.2.3 Awareness

The content of ISO/IEC 27001:2013, 7.3 applies.

5.5.2.4 Expertise in training and awareness

Awareness and training shall involve organizations or individuals who have expertise in I&C
programmable digital system security, ideally in the context of nuclear power plants.

5.5.3 Communications about cybersecurity

The content of ISO/IEC 27001:2013, 7.4 applies.

5.5.4 Documented information
5.5.4.1 General
5.5.4.1.1 The content of ISO/IEC 27001:2013, 7.5.1 applies.

5.5.4.1.2 The I&C programmable digital systems security programme shall establish the
necessary measures and governing procedures to ensure that sufficient records of items and
activities affecting cybersecurity are developed, reviewed, approved, issued, used, and
revised to reflect completed work including:

— records that are generated in the establishment, implementation and maintenance of the
programme;

— records of threat assessment results that address the specific vulnerabilities with respect
to the technology being used, the configuration of the I&C programmable digital systems,
and the nature of their use, maintenance or test requirements;

— records of addition, modification, and removal of |I&C programmable digital assets
addressed by the programme;

— records and supporting technical documentation including audit data and training records,
required to satisfy country specific regulatory requirements.

Documentation supports the demonstration that I&C programmable digital systems design and
actual implementation meet an appropriate level of security as per this document, and that the
system users have received the adequate instruction and training on operation and
maintenance of the security-related elements of the system.

5.5.4.2 Creating and updating

The content of ISO/IEC 27001:2013, 7.5.2 applies.

5.5.4.3 Control of documented information

The content of ISO/IEC 27001:2013, 7.5.3 applies.

5.6 Operation

5.6.1 Operation planning and control
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5.6.2 Cybersecurity graded approach, risk assessment and risk treatment

5.6.2.1 The organization shall implement and maintain the graded approach and perform
risk assessment and risk treatment as per 5.4.3.

5.6.2.2 The organization shall retain documented information of the graded approach
implementation, risk assessments and risk treatments.

5.7 Performance evaluation
5.7.1 Monitoring, measurement, analysis and evaluation
5711 General

The content of ISO/IEC 27001:2013, 9.1 applies.

5.7.1.2 Security reviews and audits

5.7.1.2.1 A major element of maintaining an effective I&C programmable digital system
security programme is to conduct periodic security reviews. The programme shall establish
the necessary measures and governing procedures to implement reviews of applicable
programme elements, in accordance with the national regulatory requirements.

5.7.1.2.2 As a consequence, the organization shall:

a) Establish a review programme that addresses the purpose, scope, roles, responsibilities,
requirements and management commitment associated with reviewing elements of the I&C
programmable digital system security programme for effectiveness.

b) Establish procedures to facilitate and maintain the review programme including required
frequency of reviews, and qualifications of individuals performing the reviews.
5.7.2 Internal audit

5.7.2.1 The content of ISO/IEC 27001:2013, 9.2 applies.

5.7.2.2 |AEA TLD-006 provides an appropriate generic framework for auditing nuclear
installation, including I1&C systems, however, the specific audit methodology is up to the
organization, depending on its organizational, industrial and regulatory context.

5.7.3 Management review

5.7.3.1 The content of ISO/IEC 27001:2013, 9.3 applies.

5.7.3.2 The output from the management review and approval shall include any decisions
and actions related to the following:

a) implementation of and modifications to procedures and controls that affect the 1&C
programmable digital system security programme, as necessary, to respond to internal
and external events that may impact on:

— business requirements,

— security requirements,

— regulatory and legal requirements,

— contractual obligations,

— levels of risk and/or criteria for accepting risks,
— resource needs;

b) initial criteria and improvements to how the effectiveness of controls is being measured,;
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c) decision process and criteria to take actions impacting plant operations (e.g., continued
plant operation, plant shutdown, communication isolation, equipment maintenance).

5.7.3.3 The decisions and actions based on this management review shall be taken with an
adequate decision process ensuring coordination with non-I&C system security programmes,
plant physical protection regimes and plant operations and maintenance programmes.

5.8 Improvement
5.8.1 General
The I&C programmable digital system security programme shall establish the process to:

a) Implement programme improvements identified during internal and external programme
reviews including corrective and preventive actions.

b) Communicate the actions and improvements to all interested parties with a level of detail
appropriate to the circumstances, and as part of the ongoing training programme.

c) Develop and implement a review programme to periodically evaluate and update the
security threat assessment and information about identified vulnerabilities.

d) Establish measures to evaluate whether the improvements achieved their intended
objectives.

5.8.2 Nonconformity and corrective action

The content of ISO/IEC 27001:2013, 10.1 applies.

5.8.3 Continual improvement

The content of ISO/IEC 27001:2013, 10.2 applies.

6 Life-cycle implementation for I&C programmable digital system security

6.1 General

The following subclauses provide an overview of the documents and tasks that should be
included in the 1&C programmable digital security life cycle process on a system level. The
I&C programmable digital security life cycle is developed to address I1&C programmable digital
systems and components from inception to operation and ultimately retirement.

NOTE The lifecycle used in this clause corresponds to the system safety lifecycle of IEC 61513:2011, extended
with two phases “Operation and maintenance activities” and “Retirement”.

A proper coordination between safety and cybersecurity aspects shall be ensured.
Requirements and recommendations can be found in IEC 62859.

6.2 System requirements specification
6.2.1 General

6.2.1.1 A top-down approach, considering the global I&C architecture to the individual
systems and components, shall be used.

6.2.1.2 Security specifications shall be written in order to cover the global I&C architecture
from a functional and a security point of view, before addressing systems and their interfaces.

NOTE When writing specifications, systems implementing the needed functionality are not known, so that it is not
possible to carry out a complete and detailed security risk assessment: in particular, only threat or high-level
consequence evaluations are possible at this stage.
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6.2.1.3 Individual systems or components may be supplied and secured by different
suppliers, provided the security of the whole architecture is consistently maintained.

6.2.1.4 Product security specifications shall be provided by the suppliers.

6.2.2 Security degree assignment

Each individual I&C programmable digital system shall be assigned to a security degree. The
security degrees shall be based on the graded approach to I&C programmable digital system
security, described in 5.2.3.

NOTE The term “system” is used in the sense of an “individual 1&C system” according to IEC 61513.
6.3 System specification
6.3.1 Selection of pre-existing components

6.3.1.1 The suitability of the candidate components shall be evaluated and assessed to
demonstrate that their characteristics comply with the system security requirement
specifications.

6.3.1.2 The security suitability evaluation and assessment of the candidate components
should be based on the comparison of the security requirements specifications of the system
and the security documentation related to the pre-existing components. The latter includes
when available the product security specification.

6.3.1.3 If discrepancies between the security requirements specification of the system and
the equipment family security specifications are identified which render the equipment
unsuitable for the intended system security degree, the equipment shall be rejected.

6.3.1.4 The assessment of the suitability shall establish that the specification of the
candidate equipment complies with its intended security degree and security specification.

6.3.2 System architecture

The system architecture is partitioned into a number of interconnected subsystems and
components. The arrangement of system subsystems shall comply with security requirements
related to the overall security degree of the system.

6.4 System detailed design and implementation
6.4.1 General

6.4.1.1 The design phase shall incorporate the objectives of the plant design as a whole
and on the individual system security degree basis (assigned as per 5.2.3) to address security
controls over:

a) physical and logical access to the I&C system function,
b) use of the I&C system, and
c) data communication with other I&C systems.

6.4.1.2 The designer should ensure that the software code design complies with secure
coding practices, to address potential vulnerabilities that can be introduced as part of the
design process. A specific interest should be given to configuration management.

6.4.1.3 The requirements shall be translated into specific design criteria.
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6.4.1.4 Access to all software entities placed under configuration control shall be subject
to adequate controls to ensure that software is not modified by unauthorized persons and that
the security of the software is maintained.

6.4.1.5 The designer shall make a complete inventory of all I&C systems and of their
interfaces considering all devices used within the plant, including diagnostic, maintenance or
test devices.

6.4.2 Risk assessment at the design phase

6.4.2.1 Justification that security requirements have been correctly addressed should be
completed by risk assessment. Such analyses take into account vulnerability analyses of the
technical implementation and specific threat and attack scenario analysis, (including country-
specific design basis threats (DBT), as applicable).

6.4.2.2 Risk assessments may lead to change the security measures or the security
architecture. Threat and vulnerability assessment activities may lead to the identification and
implementation of complementary countermeasures required to prevent or mitigate the
consequences of attacks against plant I&C systems.

6.4.3 Design project security plan

6.4.3.1 The I&C security plan shall apply to the primary design organization and all third
party or subcontractor organizations working on the project.

6.4.3.2 A design project security plan, covering the licensee/operator but also third-parties
and external entities involved in the project, shall be established.

6.4.3.3 In particular, the designer shall show that:

a) a security policy is in place;

b) such a policy applies for each of its development sites;

c) itis completed along local aspects;

d) it ensures that its own third-parties meet an adequate security level.

6.4.4 Communication pathways

6.4.4.1 Communication pathways shall be evaluated in the design of the system and
components. As part of this process, the system boundaries should be defined and a system
map established.

6.4.4.2 Cybersecurity controls shall be established to:

a) Enforce and document assigned authorizations for controlling the flow of information,
within and between interconnected systems in accordance with their assigned security
degrees (see 5.4.3.1).

NOTE This is the case for systems assigned to different security degrees or to different security zones.

b) Maintain documentation that demonstrates the analysis and addressing of permissible and
impermissible flow of information between systems and devices addressed in the I&C
programmable digital system security programme, consistently with the risk assessment
and graded approach described in 5.4.3.

6.4.4.3 Wireless devices shall comply with 4.3, 5.6 and Clause 8 of IEC 62988:2018,
involving prohibition for S1 and S2 graded systems, and conditions for S3-graded systems.

NOTE As per the assignment criteria of security degrees, wireless is excluded for systems supporting Category A

or B functions.
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