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INTERNATIONAL ELECTROTECHNICAL COMMISSION

DEMONSTRATION OF DEPENDABILITY REQUIREMENTS -
THE DEPENDABILITY CASE

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote
international co-operation on all questions concerning standardization in the electrical and electronic fields. To
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interested
in the subject dealt with may participate in this preparatory work. International, governmental and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely
with the International Organization for Standardization (ISO) in accordance with conditions determined by
agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
misinterpretation by any end user.

4) In order to promote international uniformity, IEC National Committees undertake to apply |IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence
between any IEC Publication and the corresponding national or regional publication shall be clearly indicated in
the latter.

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

6) All users should ensure that they have the latest edition of this publication.

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shall not be held responsible for identifying any or all such patent rights.

International Standard IEC 62741 has been prepared by IEC technical committee 56:
Dependability.

The text of this standard is based on the following documents:

FDIS Report on voting
56/1591/FDIS 56/1609/RVD

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.
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The committee has decided that the contents of this publication will remain unchanged until
the stability date indicated on the IEC website under "http://webstore.iec.ch" in the data
related to the specific publication. At this date, the publication will be

* reconfirmed,

* withdrawn,

+ replaced by a revised edition, or
*+ amended.
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INTRODUCTION

Dependability is the ability to perform as and when required. Acceptable levels of
dependability are therefore essential for continued performance and optimized life cycle
costs.

In order to achieve dependability of a system, dependability requirements should be
established, the risks of not meeting them identified and a suitable set of activities developed
to meet and demonstrate the requirements and manage the risks. A dependability case
provides a convenient and convincing means of recording the output of these activities in a
single location and presenting an argument, supported by evidence, that risks have been
treated and that the necessary dependability has been or will be achieved and will continue to
be achieved over time. It serves as the main means of communication on dependability
among customers, suppliers and other stakeholders and promotes cooperation among them.
This is essential for dependability achievement and providing assurance as part of the
customer/supplier relationship.

Preparing a dependability case can also improve dependability through the actions taken to
prepare and develop the argument within the dependability case. It can improve the cost
effectiveness of a dependability programme because if an activity does not provide evidence
to support the case, this may indicate that the activity is not necessary.

The activities required for the achievement of dependability depend on the nature and
development state of the system and are likely to vary significantly from one project to
another.

Throughout this International Standard, the term "dependability" includes all aspects of
reliability, availability, maintainability and supportability, as well as other attributes such as
usability, testability and durability. In addition, dependability of a system includes all aspects
of that system, including components, processes, hardware, software and the interfaces
between them.

This standard is intended as guidance: the guidelines are not prescriptive in nature, they are
generic, they should be tailored to the specific objectives and are not exhaustive.

This standard does not address safety or the environment.
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DEMONSTRATION OF DEPENDABILITY REQUIREMENTS -
THE DEPENDABILITY CASE

1 Scope

This International Standard gives guidance on the content and application of a dependability
case and establishes general principles for the preparation of a dependability case.

This standard is written in a basic project context where a customer orders a system that
meets dependability requirements from a supplier and then manages the system until its
retirement. The methods provided in this standard may be modified and adapted to other
situations as needed.

The dependability case is normally produced by the customer and supplier but can also be
used and updated by other organizations. For example, certification bodies and regulators
may examine the submitted case to support their decisions and users of the system may
update/expand the case, particularly where they use the system for a different purpose.

2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and
are indispensable for its application. For dated references, only the edition cited applies. For
undated references, the Ilatest edition of the referenced document (including any
amendments) applies.

IEC 60050-192, International Electrotechnical Vocabulary — Part 192: Dependability 1
IEC 60300-1, Dependability management — Part 1: Guidance for management and application

ISO 31000, Risk management — Principles and guidelines

3 Terms, definitions and abbreviations

For the purposes of this document, the terms and definitions given in IEC 60050-192, as well
as the following, apply.

3.1 Terms and definitions

3.11

dependability case

evidence-based, reasoned, traceable argument created to support the contention that a
defined system does and/or will satisfy the dependability requirements

3.1.2
evidence framework
structure identifying what evidence will be/has been produced and when

1 To be published.
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3.1.3

off-the-shelf

OTS

non-developmental item of supply that is both commercial and sold in substantial quantities in
the commercial marketplace

Note 1 to entry: Sometimes referred to as COTS (commercial off-the-shelf) or MOTS (modified off-the-shelf).

3.1.4
customer
party which orders or specifies the item, including the dependability requirements

Note 1 to entry: This could be an organization, sponsor, department, company or an individual and can change
through the life cycle.

3.1.5
subsystem
part of a system, which is itself a system

3.1.6
supplier
party which supplies the item, which meets its dependability requirement

Note 1 to entry: This could be an organization, department, company or an individual and can change through the
life cycle.

3.1.7
system <in dependability>
defined set of items that collectively fulfil a requirement

Note 1 to entry: A system is considered to have a defined real or abstract boundary.

Note 2 to entry: External resources (from outside the system boundary) may be required for the system to
operate.

Note 3 to entry: A system structure may be hierarchical, e.g. system, subsystem, component, etc.

Note 4 to entry: Conditions of use and maintenance should be expressed or implied within the requirement.

3.2 Abbreviations

COTS Commercial off-the-shelf

FEM Finite element modelling

FMECA Failure mode, effects and criticality analysis

FTA Fault tree analysis
MOTS Modified off-the-shelf
OTS Off-the-shelf

4 Background to the dependability case

4.1 Principles and purpose

A dependability case provides a reasoned and traceable argument based on evidence that a
system satisfies the requirements and will continue to do so over time. It demonstrates why
certain activities have been undertaken and how they can be judged to be successful. For
maximum effectiveness it should be initiated at the concept stage, revised progressively
during a system life cycle and is typically summarized in dependability case reports at
predefined milestones. It records progress in obtaining evidence that dependability
requirements are met and remains with the system throughout its life cycle until retirement.
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The dependability case is of the greatest benefit for high value, low quantity systems where
direct evidence of dependability may be difficult or expensive to obtain. Since these systems
are often highly complex, involve novel technologies and have wide-ranging stakeholders, an
explicit argument is necessary in order to demonstrate their detailed dependability claims with
suitable evidence.

4.2 Relationship between the dependability case and dependability plans

Effective management of dependability requires organizational arrangements to implement
policy, activities implemented in dependability programmes and plans and processes for
performance evaluation, assurance and review.

A dependability programme involves

a) dependability plans, that define the activities, techniques and resources required to
achieve dependability,

b) methods for measurement and assessment,

c) assurance and review.
The objectives of a dependability plan include ensuring that

1) the dependability requirements of the customer are determined and demonstrated to be
understood by both the customer and supplier,

2) activities are planned, agreed and implemented to satisfy and demonstrate the
requirements and treat the risks of failure,

3) the customer is provided with assurance that the dependability requirements are being, or
will be, satisfied and that uncertainty in the dependability decreases over the course of the
plan.

The dependability case provides progressive assurance that dependability requirements are
being or will be satisfied and that uncertainty in the dependability is decreasing. In addition,
the case demonstrates that the activities in the plan achieve the requirements and treat the
risks. This forms part of the argument and evidence for why the system is, or will be,
dependable. The plan is usually based on standards and the organization’s experience in
managing dependability and is tailored, taking into account factors such as the relevant life
cycle stages, the organization’s context, resources available and the risks that need to be
managed.

The dependability plan and dependability case are often developed concurrently as both
include consideration of the risks of not meeting the requirements. However, the system might
meet the dependability requirements but it might not be possible to demonstrate that these
requirements have been met. This might be because there is no appropriate activity which
can demonstrate that the requirements have been met, or the cost or time required to do so
might be excessive. Therefore the dependability plan may also include activities specifically
intended to treat the risks of not being able to demonstrate that the requirements have been
met and these activities also provide evidence in the dependability case.

A register of risks produced as part of a dependability case should be coordinated with the
risks identified as part of planning the dependability programme and with the project risk
register. Activities proposed to treat the risks are included in the dependability plan and
examined as sources of evidence that risks have been treated. As the dependability plan is
implemented, the dependability case is populated with evidence of the successful
implementation of the plan. This provides progressive assurance that requirements are being
met. If sufficient evidence is not able to be obtained, then the dependability plan should be
modified accordingly.

In a well managed project, the dependability plan and dependability case are fully integrated
with overall project management. In such a project, the use of the dependability case does not
incur an increase in overall workload, since the cost of constructing the case. is r ediments
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the saving from avoided miscommunication, avoided reworking caused by late discovery of
faults, avoided activities without demonstrable benefits and so forth.

In addition, preparing a dependability case assists the development of a cost-effective
dependability plan because evidence sought in support of the argument in the dependability
case can suggest activities which will improve the dependability plan. In addition, if an activity
in the plan is not part of an argument in the dependability case, it should be reviewed to
check that it performs a useful function in the plan. (Note that some activities in the
dependability plan are included to support other disciplines such as safety which do not
normally form part of the dependability case.)

The dependability plan and dependability case should be reviewed and updated in the event
of significant changes to the following:

— customer requirements or expectations;
— environment or interfacing systems;

— conditions of use or design intent;

— design;

— actual performance.

4.3 Progressive assurance of dependability

The dependability case provides an expanding body of evidence which aims to progressively
decrease the uncertainty around the achievement of the dependability requirements.
However, it is the norm rather than the exception that requirements, environments, etc.
change during the system life cycle. Therefore uncertainty might not always decrease. There
might be occasions, for example, when a different design option renders a proportion of the
evidence obsolete, leading to increased uncertainty. There might also be periods when no
evidence is provided, for example during testing prior to the release of test results, when
uncertainty remains unchanged. In addition, if new evidence conflicts with the existing
evidence, this might increase uncertainty.

Figure 1 illustrates two types of product development: new development and MOTS. The
vertical axis represents the level of uncertainty identified at any point in the project. As the
quantity of dependability evidence increases, the uncertainty generally reduces and
progressive assurance is obtained.

The horizontal axis represents the time into the project, from the start of the concept stage
"a", through start of development "b", to the end of the realization stage "c", end of utilization

“d”, and "e", possible enhancement, and beyond.
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New development solution
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5 . further evidence)
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Concept  Development Realization  Entry into Enhancement
stage stage utilization
IEC
Figure 1 — lllustration of progressive assurance process

At time "a" (start of concept stage) the level of uncertainty is relatively high, but this
uncertainty decreases as the project progresses. At time "c", namely at the transition from the
realization stage to the utilization stage, the body of evidence is sufficient to assure the
dependability to the degree that warrants this transition. The body of evidence (assurance)
should continue to build in utilization as successful trials and usage are recorded and the

remaining risks can be seen to reduce still further.

Having gone through its own new development period, a MOTS solution is often considered
less uncertain than new development as in Figure 1, provided all other things are equal. This
is not the case for an OTS solution in new applications or in a new environment and a careful
re-assessment is required.

Finally, many changes to uncertainty will be step-changes rather than progressive changes.

5 Principles of the dependability case

5.1 Description of the dependability case

The dependability case starts with an initial statement of dependability requirements. These
requirements might include customer’s and supplier’s internal goals, market strategies,
regulatory requirements, etc. as well as requirements explicitly stated by the customer.

The dependability case then makes a top level claim explicitly stating the contention that the
system meets the requirements (see 5.2). The dependability case then provides a multi-level
structure of claims, sub-claims and connecting sub-arguments that are ultimately based on
evidence (see 5.3) and assumptions.

The evidence is presented in the evidence framework (see 5.4) and summarized and
referenced in the argument in the dependability case report (see 5.5). Documents
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5.2 Making claims in the dependability case

The dependability case uses evidence in order to create an argument for the claims that the
dependability requirements have been or will be met.

Figure 2 illustrates the process of building and arguing the claims in the dependability case
using the evidence sources.

Collect evidence from
multiple sources

Performance in
previous usage

Identify
assumptions

Identify
context

Design
calculations

Testing/trials
data and results

Develop reasoned
argument that
dependability is

Simulations = achieved and risks
results treated
Analysis
results
Expert
opinion

Assurance that
dependability
claims are met

Management and
development processes

Operational and
maintenance data

Component and sub-
system dependability
cases

IEC

Figure 2 — The development of claims

Any assumptions necessary to make the argument should be identified and explicitly stated,
along with the activities planned to validate them. These might include assumptions regarding
the conditions of use, the environment in which the system is used or the nature and type of
maintenance.

Arguments can fall into one of two categories:

a) arguments that all identified risks to the claim are eliminated or sufficiently treated,
supported by evidence of successful treatments and by evidence that risk identification is
comprehensive;
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b) arguments that there are sufficient grounds for the claim, supported by evidence of truth
of each and by evidence of adequacy.

The former requires that consideration is given to all significant sources of risks, areas of
impacts, events (including changes in circumstances) and their causes and their potential
consequences. The latter requires that the aspects covered by the evidence are sufficient to
provide assurance of the claim.

It is also necessary to identify the context and background for which the argument is made as
this identifies the limitations of the dependability case. The context includes the stakeholders
who might be interested in the system, the objectives and performance requirements, the
system being considered and any proposed limitations on the system’s use.

Should any of the assumptions or context change, then the argument and claims in the
dependability case will need to be reviewed.

During the implementation of the dependability plan, the key assumptions should be validated,
where possible, effectively replacing each with substantiated evidence. Similarly, the contexts
in which the argument is made should be validated to match the actual or intended application
of the system and the dependability case.

From these sources of evidence and explicitly stated assumptions, a reasoned argument
demonstrates how the dependability claims are substantiated. Documents and data relating to
all of these make up the dependability case.

5.3 Using evidence in the dependability case

Evidence in the dependability case can be of two sorts. The first is direct evidence that the
dependability requirements have been demonstrated. The second is evidence that activities
designed to treat the risks that the dependability requirements are not met or demonstrated
have been successful.

A wide range of sources of evidence should be used. These can include

Y

performance in previous usage/operation,

(=}

design or other calculations,

o O

)

)

) test and trial data results,

) simulation results (e.g. FEM or Monte Carlo),
)

)

results from analysis (e.g. FMECA and FTA) including predictions and modelling,

—
=

expert opinion, including previously recorded success of the supplier,
g) management and development processes including
— correct implementation of best practice,
— the management activities and systems processes followed,
h) operational and maintenance data,
i) dependability cases of components/subsystems provided by their suppliers.

It can also include evidence from activities and tasks carried out for purposes other than the
implementation of the dependability plan, such as safety or logistic support analysis.

Before undertaking a dependability activity, its objectives should be fully understood, i.e. how

does the activity help achieve dependability, how does it provide evidence for the
dependability case, and what are the success criteria for the activity. The success criteria are

applied to the records and outputs of the activity to judge if it has achieved its objectives.

Evidence that the criteria are met (including the records and outputs) substantiates the claims

that the objectives are achieved. Where applicable, the success criteria include th i

have been adequately treated. E)B"E[ﬁ‘ﬁents
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Quantified success criteria are preferred as determining success is simpler and less open to
interpretation.

However, quantified success criteria cannot be produced for all activities. In such cases
qualitative criteria based on the objectives of the activity should be defined and should include
evidence that the activity, as well as the ouput of the activity, are appropriate and correct. For
example, the success criteria for modelling are not simply that the predictions and modelling
demonstrate compliance with requirements, but that the model itself is an adequate
representation of the system, and that all system or system elements (e.g. software) have
been included in the modelling. The model should also address the robustness of the design
against variations in usage conditions and manufacturing conditions and manufacturing
tolerances.

Assurance and evidence does not just result from the outputs of a dependability activity, but
also from the timeliness of the activity and any actions which arise. Undertaking the activity at
the appropriate time so that it influences the design of the system is very important and
activities should be carried out in parallel with the design process. Therefore, the evidence
from an analysis activity should include the documentation showing that the activities and
actions have been implemented in a timely manner.

5.4 Evidence framework

The evidence framework presents the evidence used to demonstrate the claims and support
the argument and is generally presented as a table. The evidence framework captures the
current set of compliance and assurance activities (and their success or acceptance criteria)
which demonstrate that dependability is achieved and that risks to dependability have been
treated.

Figure 3 illustrates the steps to establish and develop the evidence framework. Each
dependability case report should base its claims and argument for them on the latest status of
the evidence framework.
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—
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» Impl_ement Review and evaluation
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Review and evaluation
\ 4
Evidence framework

A matrix of activities, success
criteria, timescales and reports
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Figure 3 — Establishment and development of the evidence framework

The evidence framework should be tailored to the project. It will vary through the life cycle but
should identify or contain

a)

b)
c)

d)
e)

the dependability activities, including measurements and tests, which provide evidence
for the dependability case,

the success or acceptance criteria for the evidence,

links to the risks that the activity is intended to treat or the claim which the activity
supports (as applicable),

the dates/milestones when the activity should be complete and the evidence a\ﬁilable,

ocuments
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f)  confirmation of its acceptance (or rejection) (when applicable).

Annex A contains examples of evidence frameworks.

5.5 Dependability case report

In practice, the collation of all documentation into a single document is unmanageable,
particularly where there are many and diverse sources of evidence. An acceptable solution is
to present periodic updates to the dependability case as dependability case reports. The
dependability case is then the body of accumulated dependability case reports which, in turn,
refer to source evidence.

Dependability case reports are usually issued at pre-agreed points. They report on the
evidence and conclusions drawn from work done so far (referring to papers and data sources
where necessary), provide an assessment of overall dependability achievement/progress and
a review and evaluation of the dependability activities. At the beginning of each stage, the
supplier and customer should agree on the requirements to be satisfied at the end of that
stage, i.e. the gate the project must pass before proceeding to the next stage. The agreement
may include trade-offs between different competing requirements. The risks arising from this
trade-off should be included in the evidence framework. Standards describing processes that
could be used to reach robust agreements between customer and supplier are listed in the
Bibliography.

When required by a contract, they can be used to provide sufficient detail for stakeholders or
the customer to make a decision of whether to proceed from one stage of a project life cycle
to the next. Annex B contains a description of the possible contents of a dependability case
report.

The dependability case report can be presented as a narrative document but, if a more formal
presentation of the argument is required, there are several techniques available which can be
used to structure the argument and claims made from the evidence collected. The
Bibliography provides informative references to some techniques.

6 Development of the dependability case

6.1 General

This standard primarily describes a project which follows the V-model life cycle where the
supplier develops or proposes a system to meet the customer’s requirements and the
customer manages it according to the changing needs until its retirement.

In projects using other project management processes, such as spiral models or SCRUM
models, the requirements are defined as the project progresses and the guidance in this
standard should be tailored to each project. However it is still important to agree on the
requirements for the next stage and what is required by the end of that stage (e.g. a stable
and functional product release).

The dependability case does not belong solely to the customer or supplier but is a joint body
of evidence which is developed and added to by different parties at different life cycle stages.

Developing the dependability case enhances communication between the customer and the
supplier. For example, a possible cause of failure to meet customer requirements is lack of
understanding by the supplier of customer needs. Treating this risk requires the customer and
supplier to communicate to reach a common understanding of requirements. Treating this risk
early also minimizes costs.
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6.2 Preparation of the dependability case

While the dependability case is most effective if started at the concept stage, it may be
started at any life cycle stage. This subclause describes the activities which are required at
whichever life cycle stage the dependability case is first developed. Subsequent subclauses
describe how the dependability case might be developed throughout the project life cycle. For
simplicity, it is written in the context of the project starting at the concept stage, where the
supplier(s) might develop multiple solutions, one of which is selected by the customer and
taken forward through to enhancement and retirement.

The development of the dependability case begins with the customer's activities to determine
the dependability requirements and their measurement base. Normally, the way these
requirements have to be measured is documented as part of the concept stage of a project.
IEC 62347 and IEC 60300-3-4 give guidance on the specification of dependability.

The customer should include the dependability requirements, including availability, reliability,
maintainability and supportability requirements, as part of the system specification that will
also include performance and usage. Other requirements such as cost and risk profiles may
also be specified.

Where necessary, references to other documents or evidence (such as the documents that
detail the proposed arrangements for the management of risk, safety, supportability and
environment) are also included. The customer should also supply the context for these
requirements, from their operating profiles, the role of the project, etc., down to the
terminology they employ. Similarly, the customer should clarify all assumptions they made in
developing the requirements and expect those which are relevant or appropriate to
dependability to be shared with the suppliers.

The customer may present these requirements, together with the context and the
assumptions, in an initial dependability case report, with references to any pre-existing
evidence, such as dependability performance of similar systems or subsystems. The customer
might also identify risks to dependability and how they should be treated by either the supplier
or customer. This should include information on how the customer will determine that the risks
have been adequately treated.

On receipt of the dependability requirements or initial dependability case report from the
customer, the supplier should analyse these dependability requirements and plan the
activities to satisfy them. This analysis and planning will involve

[V

gaining a full understanding of the requirements,

O

analysing requirements to define system dependability targets,

(¢

considering any existing evidence,

)
)
)
)

o

identifying risks (and transferring to the overall project-level risk register) and how they
are to be treated.

The requirements that affect system dependability should be analysed to determine their
impact at system and subsystem level as the results of these analyses form part of the
dependability case. This analysis should include other aspects such as system operation, its
environment and the human-machine interfaces, all of which have an impact on system
dependability. To gain this understanding, the supplier should be involved in dialogue with the
customer to ensure mutual understanding of all aspects. This dialogue results in a definitive
statement of the customer’s requirement and all the operational and environmental conditions
thereof. This statement gives confidence that the dependability requirements of the customer
have been agreed and understood by both the customer and supplier (see 4.2). The customer
and supplier should also agree how the risks are to be treated and how the customer will
judge that the risks have been adequately treated.
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From this, the supplier’'s dependability design targets and a measurement base are
determined. These are design aims, possibly with a margin over the dependability
requirement in order to reduce the risk that the requirement will not be met.

The dependability activities lead to an evidence framework and a dependability case. The
planning of the dependability activities (to be included in the response to the customer) is
based on the work required to demonstrate the achievement of dependability requirements.
The objective of planning the activities is to provide confidence to the customer and supplier
that the risk of failing to meet or demonstrate the achievement of dependability requirements
is minimized, before committing resources.

However, different types of purchase or project can involve different combinations of life cycle
stages and, depending upon the contractual arrangements, the dependability case may be
started or completed at the end of any stage. For example, if a customer is buying an OTS
system, the development might have been completed sometime earlier and the customer may
prepare the dependability case that includes only the realization and utilization stages.
Alternatively, the OTS system might provide its own dependability case, which includes the
concept and development stages, which can be incorporated or referred to by many
customers.

However, whichever stage the project begins at, the first dependability case report should
include a full assessment of the requirements and the tasks and activities which will be
undertaken.

6.3 Concept stage

At the concept stage, the customer should develop an outline set of requirements and may
issue an outline dependability case report to the supplier. The customer should also identify
risks to be included in the overall project risk register. Where there is a lengthy project,
including a significant competitive development stage, then the customer might need to
examine the outline requirements to ensure that the proposals from competing suppliers can
be assessed for dependability using a common assessment methodology.

It is essential that all the dependability stakeholders are consulted at the concept stage to
ensure that their requirements are fully captured. Expert advice and the use of dependability
modelling techniques are probably necessary to validate that the requirements are suitable
and sufficient.

It is likely that there will be considerable trade-off between different requirements. For this
trade-off, the risks of not demonstrating compliance with the requirements may form a key
part of the decision-making process, i.e. if compliance with the dependability requirements
cannot be demonstrated, this might be a reason for the option’s rejection. As part of the
concept stage, the supplier or customer may move to a single preferred solution, or this might
not occur until the development stage.

The supplier should analyse the requirements and develop one or more solutions. Risks might
be identified at this stage that are common to any potential solution and that require specific
and timely treatment. These risks might lead to an initial evidence framework that identifies
required minimum assurance activities and these activities might, in turn, form part of the
contractual requirements or scope of supply. However, in developing these solutions, the
supplier may identify different risks to compliance with the dependability requirements for the
different solutions. These should also be presented in the initial evidence framework.

The supplier should develop a preliminary set of dependability activities that will demonstrate
the satisfaction of the dependability requirements and will treat the risks, based upon the
initial evidence framework. This should be presented to the customer in the dependability plan
which should outline the design philosophy and principal design features and then identify the
differing risks for the proposed designs. In some instances, the risks could be determined
using a checklist, but engineering judgement should be a significant input. These rB@efu“t‘ents
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be included with other project risks into the overall project risk management plan. The risks
and the plan for their management form part of the dependability case (see IEC 62198).

A dependability case report should be compiled at the end of this stage. It should discuss the
development of the plan for providing assurance of dependability and document the
justification for the proposed activities as well as outlining the proposed evidence to be
collected. The objective of providing the customer with an early dependability case report is
to demonstrate to the customer that dependability requirements will be met before resources
are committed.

6.4 Development stage

At the development stage, the customer will generally provide a dependability case for a
single preferred solution. It is possible that the dependability requirements will be different to
those at the concept stage, due to the trade-off between different requirements, which will
require the dependability case to be updated.

Through continued analysis of the dependability requirements, the supplier should decide
upon a robust design philosophy for the preferred solution. The supplier develops, and places
in the evidence framework, the detailed design of the preferred solution, explicit claims that
the specific design will meet the requirements and an argument demonstrating how the claims
will be substantiated. This should include ensuring that new risks identified while carrying out
the activities are fed back to analysis and design at this stage in a timely manner and followed
through.

If not completed in the concept stage, or if an update is required, the onus is on the supplier
to take the initiative and propose dependability design targets and a measurement base. For
example, the customer may specify an availability requirement but the supplier needs
separate reliability and maintainability targets to develop the system.

At the development stage, the supplier should update the evidence framework as
development progresses and activities are planned and implemented. The dependability case
report compiled at the end of this stage should include a partially completed evidence
framework consisting of the current and future dependability activities, their success criteria
and the project milestone at which the evidence from these activities will be produced in order
to be effective.

6.5 Realization stage

The dependability case in the realization stage is primarily concerned with developing and
populating the dependability case as activities are completed and evidence becomes
available. If the dependability case has been properly managed during the concept and
development stages, significant changes would not be expected to the dependability
requirements or risks which have previously been identified. However, new risks might be
identified or updated treatments proposed as a result of the completed activities and the
evidence produced.

The supplier should issue dependability case reports at agreed milestones throughout the
realization stage, which should describe how the risks are being treated and provide the
customer with increasing confidence that the requirements will be met. The customer’s
acceptance of the dependability case reports will generally be one of the necessary conditions
for interim payments to the supplier.

The customer should study the dependability case reports produced by the supplier. They
should review the argument and the nature of evidence provided, including the activities
undertaken to treat risks, and monitor the progressive achievement of dependability.

However if the customer finds the supplier’s progress unsatisfactory, this should be managed
by the normal project procedures. The customer should also consider whether th@{)atﬂ,ﬂfnents
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additional risks relevant to their particular context and update the dependability case
accordingly.

At the end of the realization stage, if the customer is satisfied with the dependability case, this
will indicate that the system is ready to be utilized.

6.6 Utilization stage

Once the system enters the utilization stage it is important that the dependability of the
system be monitored and sustained. The dependability case should be updated to reflect the
consequences of issues such as differences in the maintenance regime from that assumed,
the way users interact with the system in practice or more detailed understanding of the
operating environment.

The manager of the system when it is in use (whether supplier or customer) should review the
argument, assumptions and contextual information on which the dependability case was
based and check that all are still valid. This review may be held periodically or may be
triggered by pre-defined events. The manager should review the register of risks and add new
risks that could arise in use that may not have been considered by the supplier. Evidence
from operational usage and/or testing and maintenance should be added to the dependability
case. It is possible that more than one organization could use the system in different contexts
and develop the dependability cases independently.

If the measured or achieved dependability differs significantly from that which was predicted,
the possible reasons for this difference should be identified and corrective action undertaken
to restore the levels of dependability identified in the requirement(s). If this is not feasible or
justifiable, e.g. due to cost, the customer and supplier could agree to revise the requirements.
If the change in requirements is significant, the customer and original supplier may then
return to the concept stage to agree on revised requirements. Alternatively, the customer may
initiate the enhancement stage to adapt the system to the changes. The customer and/or
supplier should consider whether there are any additional risks relevant to the changes and
update the dependability case accordingly.

At the end of the utilization stage the expectation is that the dependability case and evidence
framework demonstrate that the dependability requirements have been met.

6.7 Enhancement stage

It is often the case that the system requires enhancement during the utilization stage. This
might be by the customer, in which case the customer should develop the dependability case.
Alternatively, it might involve contract action on a supplier. If this happens, the supplier
should treat the enhancement as a new project, effectively restarting the dependability case
from the concept or development stages, but using the previous dependability case as a
baseline. The customer’s monitoring actions (see 6.5) and the results should also be captured
in the dependability case and the dependability case managed accordingly.

6.8 Retirement stage

For some systems, the retirement stage may also require the dependability case to be
updated if, for example, there are specific requirements for disposal and dismantling of the
system. The same processes for managing the dependability case should be followed as for
previous project stages.

It is also at this stage that the achieved dependability of the system can be measured. It is
good practice to review the claims and evidence contained within the dependability case to
determine whether these have been achieved. This may also provide lessons learnt for future
projects.
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The evidence frameworks and the dependability cases accumulated across successful
projects may serve as a library of reusable elements for the organization so should be stored
within the organization’s knowledge management system.

7 Assessing the adequacy of evidence

The robustness of the dependability case in making dependability claims is dependent upon
the adequacy of the evidence used. The customer should therefore review not only the
argument and claims made in the dependability case but also consider the adequacy of the
evidence upon which it is based.

The adequacy of evidence is primarily a function of its practical impact on the demonstration
of dependability, the reduction of uncertainty and the treatment of the risks. Whilst it is not
necessary to assess the adequacy of specific, detailed dependability activities in their own
right, the visibility, traceability and quality of evidence produced are crucial factors. It is
therefore necessary to confirm that the evidence is generated, managed, validated and used
within an effective dependability management system.

All relevant, available information on the dependability achievements and lessons learnt from
a particular design should be used to provide assurance of dependability within the
dependability case. It is not acceptable to ignore evidence which counters the argument being
made.

The principal criteria for assessing the adequacy of evidence are as follows:

a) the evidence as a whole is clearly derived from a properly planned dependability
programme;

b) the links between any specific item of evidence, a dependability requirement, an activity in
the dependability plan and identified risks are clear;

c) the evidence is derived from dependability activities carried out by competent people with
adequate resources;

d) the status of each item of evidence, in terms of its relevance, completeness, accuracy and
how it has been used to influence the system and reduce risk, can be readily identified in
the evidence framework.

In order to assess the adequacy of evidence, it is important to seek traceable
methods/techniques, assumptions and detailed results. Consequently, an open, honest
dialogue between customer and supplier is important. Judgement is required to assess the
evidence presented, including its visibility, traceability and quality in accordance with the
criteria listed in this clause. Annex C provides a checklist of generic points which are not
prescriptive, but which provide additional guidance on assessing the adequacy of evidence in
appropriate circumstances.
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Annex A
(informative)

Evidence framework

A.1  General

The evidence framework is defined in 5.4. Example column headings and contents are
described as follows:

Column no. Heading Contents
1 Life cycle stage Relevant stage in the project life cycle
2 Reference Reference to the claim

Cross-referenced to the project
requirements specification or risk register

3 Claim description Description of the claim supported

Coordinated with the project requirements
specification or risk register

4 Subclaim A description of the subclaim

Coordinated with the project requirements
specification or risk register

5 Evidence required Evidence needed to support  the
demonstration of the claim or treat the risks
of  not meeting the requirements
(information, not deliverable reports)

6 Dependability activity Activity required to generate the necessary
evidence (usually a combination of
traditional dependability and other
activities, i.e. not necessarily an individual
dependability activity or technique)

Acceptance criteria

7 Evidence Deliverable document/contents
8 Time due Time the evidence is due in order to be
effective

Acceptance status

9 Evidence References to the Ilatest evidence,
including issue no. and date delivered
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Column no. Heading Contents
10 Approval status Whether approved or not.

If rejected, include reasons and corrective
action.

If accepted, signature of approving
authority and date of acceptance

Two examples of partial evidence frameworks are illustrated in Table A.1 and Table A.2. Each
covers examples of claims and risks at various stages in the project life cycle, assuming the
system involves substantial development activity and at different levels of detail.

While each row of the table is complete, neither example evidence framework examines all
the expected claims or risks to be treated.

Therefore, when creating an evidence framework, the system should be considered in its own
right and it is expected that the evidence framework will be substantially longer than the
examples given here. However, the layout of the table may be used as a template.

A.2 Abbreviations used only in this annex

BIT Built-in test

DRACAS Data recording and corrective action system

HUMS Health and usage monitoring system

ITEAP Integrated test, evaluation and acceptance plan

PRAT Production reliability acceptance test

OMD Operational and maintenance demonstration

SMART Specific, measurable, achievable, realistic, time-bound
TDP Technology development plan
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