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INTERNATIONAL ELECTROTECHNICAL COMMISSION

FIELD DEVICE INTEGRATION (FDI) -
Part 2: FDI Client

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for stgadardization comprising
all national electrotechnical committees (IEC National Committees). The object( of I is to promote
international co-operation on all questions concerning standardization in the electri¢al\and electxonic fields. To
this end and in addition to other activities, IEC publishes International Standa(ds, Tedhnical Specifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides

2) The formal decisions or agreements of IEC on technical matters exp

3) IEC Publications have the form of recommendations for Itern

Publications is accurate, IEC cannot be
misinterpretation by any end user.

4) In order to promote international uniformit

between any IEC Publication
the latter.

5) IEC itself does not provide ax

6) All users should

7) No liability shall a mployees, servants or agents including individual experts and
members of its tec ational Committees for any personal injury, property damage or
other damage of/any % hether direct or indirect, or for costs (including legal fees) and
expenses arising \out \of wblicati use of, or reliance upon, this IEC Publication or any other IEC

8) Attention_is drawn t0 \ ative references cnted |n this publication. Use of the referenced publications is

Internationa 62769-2 has been prepared by subcommittee 65E: Devices and
integration in “eanterprise systems, of IEC technical committee 65: Industrial-process

The text of this standard is based on the following documents:

CbhV Report on voting
65E/345/CDV 65E/422/RVC

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

A list of all parts in the IEC 62769 series, published under the general title Field Device
Integration (FDI), can be found on the IEC website.
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The committee has decided that the contents of this publication will remain unchanged until
the stability date indicated on the IEC web site under "http://webstore.iec.ch" in the data
related to the specific publication. At this date, the publication will be

e reconfirmed,
e withdrawn,
e replaced by a revised edition, or

e amended.

IMPORTANT - The 'colour inside' logo on the cover page of this publication indicates
that it contains colours which are considered to be useful the correct
understanding of its contents. Users should therefore print thi t using a
colour printer.

O
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INTRODUCTION

The International Electrotechnical Commission (IEC) draws attention to the fact that it is
claimed that compliance with this document may involve the use of patents concerning

a) Method for the supplying and installation of device-specific functionalities, see Patent
Family DE10357276;

b) Method and device for accessing a functional module of automation system, see Patent
Family EP2182418;

c) Methods and apparatus to reduce memory requirements for process control system
software applications, see Patent Family US2013232186;

d) extensible device object model, see Patent Family US12/893,680.

IEC takes no position concerning the evidence, validity and scope of

this patent right is registered with IEC. Information may be obktainey from«

a) ABB Research Ltd
Claes Rytoft
Affolterstrasse 4
Zurich, 8050
Switzerland

b) Phoenix Contact GmbH & Co KG
Intellectual Property, Licenses & St

John Dilger,
301S. 1°'A
USA

d) Rockwell Auto

1 Allen-Bradl
Mayfield He
USA

ts other than those identified above. IEC shall not be held responsible for
ch patent rights.

ISO (www.iso.org/patents) and IEC (http://patents.iec.ch) maintain on-line data bases of
patents relevant to their standards. Users are encouraged to consult the data bases for the
most up to date information concerning patents.
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FIELD DEVICE INTEGRATION (FDI) —

Part 2: FDI Client

1 Scope

This part of IEC 62769 specifies the FDI Client. The overall FDI architecture is illustrated in
Figure 1. The architectural components that are within the scope of this document have been

highlighted in this figure.

User Interface d

Description [EDI Package
FDI Package
FDI Client Device
Definition
uiD

Interpreter

N N

foryfhation Model Managefment

UIP
Services

[%]
Q
2 N — —
= \ / Informatieri Mo I Business Logic )
] User Interface | Procgssor
o Plug-in 5 4
% g I vice Qbject -%,
o S o
2 5 | - - : a é Business
g | vice Object | j2 % Logic
el ]! e
i [e) Device Object
User Interface Servig I~ d |
]

Q |
g\ y === — J
= N | A System Services —~ |

PlatfomWic s
(Drawing, Inp D}Zc}sl
PC URGlient z OPdYA

OPC UA
Services

AN Services
syeom | Services |
Communication <€— Communication
Hardware - Server
|:| Specified by thi rt of this INternational Standard
Store
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Figure 1 — FDI architecture diagram

2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and
are indispensable for its application. For dated references, only the edition cited applies. For
undated references, the Ilatest edition of the referenced document (including any
amendments) applies.

IEC 62769-1, Field Device Integration (FDI) — Part 1: Overview

NOTE IEC 62769-1 is technically identical to FDI-2021 Documents
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IEC 62769-3, Field Device Integration (FDI) — Part 3: FDI Server

NOTE IEC 62769-3 is technically identical to FDI-2023.

IEC 62769-4:2015, Field Device Integration (FDI) — Part 4: FDI Packages

NOTE IEC 62769-4 is technically identical to FDI-2024.

IEC 62769-5, Field Device Integration (FDI) — Part 5: FDI Information Model

NOTE IEC 62769-5 is technically identical to FDI-2025.

IEC 62769-6:2015, Field Device Integration (FDI) — Part 6: FDI Technology -Mapping

NOTE IEC 62769-6 is technically identical to FDI-2026.

IEC 62541-3, OPC Unified Architecture — Part 3: Address Space M

IEC 62541-4, OPC Unified Architecture — Part 4: Services

ISO/IEC 15948, Information
Portable Network Graphics (F

graphics and image processing —

IEEE 754, IEEE Standarv

IETF RFC 2083,@

IETF RFC 3066, &

XML Schemé4

XML Schen a: Datatypes (available at http://www.w3.org/TR/xmlIschema-2/)

3 Terms, definitions, abbreviated terms, acronyms and conventions

3.1 Terms and definitions

For the purposes of this document, the terms and definitions given in IEC 62769-1 as well as
the following apply.

3.1.1 Terms used for Services

3.1.11
Locking Services
set of Services through which access to a Device is controlled

3.1.1.2
Device Model Services
sub-set of the Device Access Services through which a UIP can access the information of a

Device Documents
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3.1.1.3
Direct Access Services
sub-set of the Device Access Services through which a UIP can directly access a Device

3.1.2 Terms used for Device Access Services

3.1.2.1
Attribute
information element of a Node

Note 1 to entry: Some Attributes exist for all NodeClasses and some are specific to a given NodeClass.

Note 2 to entry: Supersedes the definition given in IEC 62769-1.

3.1.2.2
Device Model
hierarchy of Nodes that represents an existing Device

3.1.2.3
Node
element in the Device Model that can be addressed via the D

ervices

Note 1 to entry: Supersedes the definition given in IEC 62769-1

3.1.2.4
NodeClass
either an Object or a Variable

Note 1 to entry: Supersedes the definition giv

3.1.2.5
Object
instance of the Object

Note 1 to entry: S@ :

3.1.2.6
Variable

IEC 62769-1.

3.2 Abbrew

For the purposes of this document, the abbreviated terms and acronyms given in IEC 62769-1
and the following apply.

uTC Coordinated Universal Time
XML Extended mark-up language

3.3 Conventions

Conventions for service definitions are identical to IEC 62541-4.
Basic data types used are defined in IEC 62541-3.

“Parameter" is always an Information Model Parameter. "parameter” is the general use of the
word. If ambiguous, additional context is given.
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4 Overview

An FDI Package provides the necessary information for a Device Type to allow managing the
Device within the system. It is provided by a device vendor and deployed in an FDI Server. It
may contain two types of user interface components that are available to the FDI Client for
display to a user. An FDI Package may contain only one type or both types. The two types
are referred to as User Interface Plug-ins and User Interface Descriptions.

A User Interface Plug-in (UIP) is an executable element. A UIP is provided by an FDI Package
and transferred to the FDI Client by the FDI Server. A UIP provides a set of UIP Services that
the FDI Client uses to initialize and interact with the UIP.

NOTE 1 IEC 62769-6 defines application programming interfaces for the services described in this document.

User Interface Descriptions (UIDs) are defined using EDDL. A UIR\ i Q the FDI
Client by the FDI Server. The FDI Client uses the UID Interpreter t6 3
UID. A UID may make use of other UID and UIP components 2z Rorder to

interface elements.

NOTE 2 UIPs can make use of other UIPs but not of other UIDs.

e Device Access Ser
e Hosting Ser
e User Interface Se

e Printing Serviges\(ifka S ¢ hosting environment)

9 whether different UIPs get the same or different interface instances to
access thes e ément is that there is no side-effect if two UIPs use the same instance of an

Similar to the ient; each UIP shall also provide a set of services (UIP Services) by
i tivates, controls and shuts down UIPs (see 6.1).

The Device Access Services enable interaction between the UIP and the FDI Server-
maintained Information Model. The FDI Client takes care of the interaction with the FDI Server
freeing the UIP to focus on the application level only.

UIP access to the Information Model (IM) via the Device Access Services is restricted to the
Device and its sub-devices.

The Hosting Services are provided by the FDI Client for use by the UIP. The Hosting Services
include services related to the FDI Client allowing the UIP to acquire information about the
environment.

The User Interface Services provide the means by which the UIP accesses the user interface
services of the underlying operating system. These services provide access to the screen,
keyboard, mouse, and other operating system resources. The User Interface Services are
defined by the chosen implementation technology and therefore no additional def!qgfgmjjents
included in this document (see IEC 62769-6). UIPs shall use the Hosting Ceivice
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message boxes or progress bars and shall never use comparable services provided by the
underlying operating system.

There are no printing services provided by the Client. If a UIP needs to generate a printout it
accesses the printing services of the underlying operating system. No additional definitions
are included in this document.

The FDI Client uses the culture setting of the currently signed-in user for the execution
environment of the UIP. It uses the culture when creating OPC UA Sessions and it sets the
culture for each thread it creates. UIPs shall take care for culture setting in all threads that
they create.

The FDI Client provides a UID Interpreter that is used to interpret and exé MIDs. The UID

XML Schema is defined in this document (see Annex A).

Business Logic is executed in the FDI Server. Some Business og sxpesed to the
FDI Client as Actions (see Clause 7) and can be triggered by FPD

5 FDI Client

5.1 Device Access Services
51.1 General

enline and offline information of a
in particular for

e controlling access

directly comr@

Whether and how “the different services are mapped to real interfaces is defined in
IEC 62769-6. IEC 62769-6 also specifies how interfaces are obtained.

5.1.2 Device Model

The Device Model defines the structure of all data that are available to a UIP. It is confined to
a single device instance. The entities in the structure (Parameters, Images, and Documents)
are built from FDI Package information. User interface elements, like Menus, Graphs,
Waveforms, are not part of the UIP Device Model.

All Device elements are organized as a defined hierarchy. The root of the hierarchy can be
either a Device or a Block subject to where (by which MENU) the UIP is referenced in the
User Interface Description of the FDI Package (see IEC 62769-4). The Nodes in the hierarchy
are either Objects or Variables, where the main difference is that Variables provide a Value.

Figure 2 illustrates the overall structure of a Device. Figure 3 shows the structure block in
more detail. The elements that will really be available depend on the cont QGMmentS
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respective FDI Package. Regular rectangles represent Object Nodes while the ones with
rounded corners represent Variable Nodes. These NodeClasses are defined in 5.1.3. The top
left Node is the root Node. The single hashed lines define the parent-child relationship in the
hierarchy. As an example, the children of Device1 in Figure 2 are ParameterSet, ImageSet,
Documentation, Blocks and SubDevices. The children of /SubDevices/Device 1b/ImageSet
are Image_1 and Image_2.

Device1
— Modular
4{ ParameterSet ‘ ‘ SubDevices ‘ Device
.
= Device_1a
‘
] ImageSet |

-+ Documentation |

0
Document_1
Document_2
L[ Bocks | slckorencdd

) IEC

Names that are i r font i by the Device Access Services; names in italics are
just place-holders fo@r\ efined in the FDI Package.

ParameterSet

Param_2

Param_n

IEC

Figure 3 — Structure of Blocks

Each Node in the hierarchy is uniquely qualified with its pathname. This pathname is a
concatenation of the individual Node Name Attributes. The separator is “/”.
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EXAMPLE The following examples illustrate qualified pathnames:

/ -- the root Node (here “Device1”)
/ParameterSet/Param_2 -- a Variable Node
/SubDevices/Device_1b/ImageSet/Image_1 -- a picture

Certain Variables in the FDI Package may be tagged as “private” meaning they are non-
browsable. Though they are non-browsable, they exist in the Device Model and can be
addressed with their pathname.

5.1.3 Node model
5.1.3.1 General

The information of a Device is organised as a hierarchy of Nodes.
Object or a Variable. Both Object and Variable are derived fro
illustrated in Figure 4.

BaseNod@

IEC

ice ModeV'NodeClasses

5.1.3.2 Base@e
This is the abstraet ¢
Attributes are sho
and Variable NodeClas

or Object and Variable Nodes. The BaseNodeClass
tfibutes of this NodeClass are available in both Object

able 1 — BaseNodeClass Attributes
AN
Attribute NDatatype. ) | Description

NodePath Stﬁng Qualified path of the Node in the Device Model.
This Attribute is returned by the Browse Service and cannot be read or written.

Name String Name of Node according to device specific documentation.
Label LocalizedText Human readable label of the Node.

Description LocalizedText Human readable help string describing the Node.
(optional)

Additional Attributes will be available for derived NodeClasses. For example, a Variable will
have Attributes that define the DataType and the AccessRights.

5.1.3.3 Object NodeClass

Table 2 contains the list of Attributes for Objects beyond those inherited from the Base
NodeClass:
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Table 2 — Object NodeClass Attributes

Attribute Datatype Description
LockedStatus Boolean This Attribute when “true” indicates that this Object is currently locked.
Bad_Attributelnvalid defines that locking is not supported for this Object at all.

5.1.3.4 Variable NodeClass
5.1.3.4.1 General

Variables are used to represent Parameters, images and documents. When reading Variables
that represent images or documents the system will provide them as a ByteString. For
documents, the Name Attribute will consist of the filename including the extensjon that can be
used to identify the document type. FDI supports “.pdf” and “.txt”. Forthe representation of
images see 5.1.3.4.2.

Table 3 contains the list of Attributes for Variables beyo
BaseNodeClass:

Table 3 — Variable NodeClas

Attribute Datatype Description

Value Variant The value of the Vari mﬁs\?ﬁu ed rom\m\%de\ké (i.e. without applying the
ScalingFactor). The\ari 4.

DataType Uint32 The DéftaType Attfibute ecme the\dgfa of the Value Attribute.
One of the datatypes spe ified iN\S. 1 9. IEC 62769-6 specifies the assignment of
unique identifiers ch ty]

ValueRank Int32 Indicateg whether th

Value A ibute is an array. It may have the following values:
the valye is an array with the specified number of

he yalue is an array with one dimension.

ns) — the value is an array with one or more

lue can be a scalar or an array with any number of dimensions.
/\ \Q (ScatarOrOneDimension) — the value can be a scalar or a one dimensional
rray.
ArrayDimensions U Specifies’the length of each dimension for an array value. The Attribute is

(optional) intendgd to describe the capability of the Variable, not the current size.
Thenumber of elements shall be equal to the value of the ValueRank Attribute.
Shall be null if ValueRank <= 0.
A value of 0 for an individual dimension indicates that the dimension has a
Variable length. For example, if a Variable is defined by the following C array:
\ Int32 myArray[346];
then this Variable’s DataType would point to an Int32, the Variable’s ValueRank

has the value 1 and the ArrayDimensions is an array with one entry having the
value 346.
AccessRights Byte The access rights for the Value.
An enumeration with one of the following values:

NONE_0 The Variable value cannot be accessed

READ_1 The value of the Variable may be read

WRITE_2  The value of the Variable may be written

READORWRITE_3 The value of the Variable may be read or written
UserAccessRights | Byte This Attribute specifies the access rights to the Value for the currently
authenticated user. They may be less than the potential access rights. The same
enumeration as for AccessRights is used.

ScalingFactor Double This Attribute specifies a suggested scaling factor.

(optional) Note that the Value Attribute contains the raw value returned from the device. It is
assumed, that the (raw) value is multiplied by this factor before being displayed.

EngineeringUnits EUlInformation EngineeringUnits specifies the units for the value (e.g., °C, hertz, seconds).

(optional) See 5.1.9.3.8 for the definition of the EUInformation data type.

Attributes for analog Variables
(Variables that represent continuously-variable physical quantities (e.g., pressure, temperature)).

EURange Range[] Defines one or more value ranges likely to be obtained in normal operation. They
(optional) are intended for such use as automatically scaling a bar graph display.
Sensor or instrument failure or deactivation can result in a @l:{@muments
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Attribute Datatype Description
is actually outside this range. UIP software shall be prepared to deal with this.
See 5.1.9.3.7 for the definition of the Range data type.

Ranges may change during operation , for example by changing the operation
mode of an instrument.

Like the Value itself, Ranges are always unscaled (i.e. without applying the
ScalingFactor).

Attributes for discrete (enumerated) Variables
(for data that may take on only a certain number of possible values (e.g., OPENING, OPEN, CLOSING, CLOSED).

CurrentLabel String Enumerated Variables expose the current numeric state in their Value Attribute.
The CurrentLabel Attribute provides the name of the current enumeration value.
EnumValues EnumValuesType[] | EnumValues is an array of {StateValue, Enumeration Name, and Help

Information}. See 5.1.9.3.9 for the definition of this type. ients/UIPs may
read this Attribute in advance and store it for lookup of hame or help when they
YN

receive the numeric representation.
Attributes for bit-enumerated Variables
(for data that represent a bit mask).

OptionNames String[] Bit-enumerated Variables transmit a bit unsi eMeger ofa
length that is sufficient to represent all bits.
The OptionNames Attribute provide resentation for each

valid bit of the bit mask.

The order of the bits of the bit
the OptionNames Attribute, i’e., the oints tothe first entry in the array, and
so on.

5.1.3.4.2 Representation of ima

formats. To identify the format of the image~provi
to be parsed as outlined inthe fom ta
N

Image type Description
GIF

JPG in\{(j\éﬂt Photographic Experts Group File Interchange Format). JPG is defined
. Thei

bytes of a JPG image are as follows:

H% F
PNG an image in PNG (Portable Network Graphics format). PNG is defined in IETF RFC 2083 and
O/EC . The first bytes of a PNG image are as follows:

2 3 4 516 (7 8

5.1.3.43 Representation of records

A Variable hierarchy is used to represent EDDL RECORD Parameters. The root Variable
represents the record itself. It will have component Variables that represent the EDDL
RECORD MEMBERS (the MEMBERS of an EDDL RECORD are defined in EDDL by means of
a reference to an EDDL VARIABLE.).

An example of how a record is represented in the Device Model is shown in Figure 5.
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Document Sharing Hub

Full document details: IEC 62769-2 2015


http://avadocuments2026.com/doc/iec-62769-2-2015
http://avadocuments2026.com/doc/iec-62769-2-2015

— 22 —

IEC 62769-2:2015 © IEC 2015

PARAMETERS
{

Param A, recl ;
Param B, rec2 ;

RECORD recl

{

LABEL "Recl";
MEMBERS
{
X, X _memberl;
Y, y_memberl;

VARIABLE x memberl
{
LABEL "X";
TYPE FLOAT;
HANDLING READ;
}

VARIABLE y memberl
{

Some
Device

RECORD rec2

{

LABEL "Rec2";
MEMBERS
{
X, x_member2;
Y, y _member?2;

VARIABLE X member?2
{
LABEL "X";
TYPE FLOAT;
HANDLING READ;

VARIABLE y member?2
{

—6{ ParameterSet

Param_A

X

(AccessLevel=Read)

LABEL "y"; LABEL "y";

TYPE ENUM (1) TYPE ENUM

HANDLING WRITE; HANDLIN WRITE
}

IEC

the LABEL Attribute,
The ValueRank i
Attribute represe

According to the exa
an ENUM.

e the Descriptioniisthe HELP Attribute of the corresponding EDDL VARIABLE, and

o the AccessRights Attribute is derived from the EDDL HANDLING Attribute.

Each member of the record can be accessed with its pathname as specified above. Browsing
can also be used.

EXAMPLE Example of a pathname: /ParameterSet/Param_A/X.
5.1.3.4.4 Representation of arrays, and lists of members with simple data types

A single Variable will represent an EDDL VALUE_ARRAY or LIST item when the data type of
the referenced array element has a simple data type.

The DataType Attribute is set to one of the base data types (see 5.1.9.2).

The ValueRank Attribute is used to specify that the Value contains an array. In case of an
EDDL VALUE_ARRAY the number of elements is exposed via the ArrayDimensionf)&meumnents
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In the case of an EDDL LIST the number of elements is unspecified since the size can change
dynamically.

5.1.3.4.5 Representation of arrays, and lists of RECORDs

Value arrays or lists of non-simple EDDL Parameters will be represented as an array of
Variable hierarchies. Figure 6 shows the EDDL sample code of a VALUE_ARRAY of
RECORDs and the corresponding Variable hierarchy.

ParameterSet

PARAMETERS
{

Param C, v_arr ;

}
VALUE_ARRAY v_arr
{
LABEL “V Arr”;
TYPE va_elem rec;
NUMBER_OF_ ELEMENTS 2;
}
VARIABLE x_member3
RECORD va_elem_ rec {
LABEL "X";
{ TYPE FLOAT;
LABEL "VA Element"; HANDLING READ;

MEMBERS

{

X,
Y,

x_member3;
y_member3;

}

VARIABLE y member3
{

}
}

IEC

wariable are set to the name of the ARRAY and the
ype Attribute of the “root” DataVariable is Variant.
pecify that the Value contains an array. The Value
entries. The first Variant corresponds to the first array
turn contains an array. This may either be an array of simple
RECORD is always represented as an array of Variant.

e Name and Label Attributes of each root Variable representing a
e name of the RECORD and the LABEL Attribute, respectively. The
_2) is appended to allow unique identification. Note that the index always

RECORD are set .o
array index (_1,
begins with ‘1’

The RECORD MEMBERS are also represented as component Variables as specified in
5.1.3.4.3.

Members of each record can be accessed with a pathname. Browsing can also be used.

EXAMPLE Example of a pathname: /ParameterSet/v_arr/va_elem_rec_2/Y.

514 Services

5.1.4.1 General

All Services specified in this part of IEC 62769 rely on the conventions defined in 5.1.4.2.
They are specified in an abstract manner with request and response parameters in a single

table. Documents
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Programmatic access to the services may be synchronous or asynchronous (see
IEC 62769-6). However, asynchronicity exists to maintain responsiveness of the User
Interface. Service execution shall always be assumed to be sequential.

5.1.4.2 Conventions for service definitions

The service specifications use tables to describe service parameters, as shown in Table 4.
Parameters are organised in this table into request parameters and response parameters.

Table 4 — Service Definition Table

Name Type Description
Request Defines the request parameters of the service™
simple Parameter Name Description of this parameter (
constructed Parameter Name structure Description of the constructed parametef * (™
component Parameter Name Description of the component pararpe’té( \
2
Response Defines the response parameter-ef the selyice

circumstances. The description column specmes
unused. Parameter names always i
differentiating if name and type are thg

character. This allows
“nodeld”, type = “Nodeld”.

Constructed parameters are coxg nagre component parameters, which can be
simple or constructed 1 mes are indented below the constructed
parameter name.

. It provides a means for tracking activities that
occur as part of noxmal” operation of the system. It also provides a means for tracking
abnormal behaviour. [Pis also a requirement from a security standpoint.

When an audit trail is maintained by the system, audit trail records for the Write Service
invoked by the UIP will be implicitly created by the system.

In addition, UIPs have means for providing additional audit context information for things that
the system cannot know:

e They can call the LogAuditTrailMessage service (see 5.2.2.5). This shall be executed in
particular when the DirectAccess Services are used. The UIP shall include sufficient
information in the message for precise description of the activity performed.

e They can provide a context text when using the Locking Services (see 5.1.7) or the Direct
Access Services (see 5.1.8).

5.1.4.4 Services and operations

Several of the Device Model Services (e.g. Read and Write) allow specifying array of
elements that shall be processed. The processing of each individual element iﬁ(ﬁﬁlﬁlments
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“operation”. This is an important differentiation for error handling as a service execution is
considered successful even if individual operations fail. The following list explains the
differences between the service and operation result codes.

e Service result code

If a service succeeds, the result code is “Good” and the response parameters are valid. If
it fails, the service result code is any of the “Bad_...” service failure codes defined in
5.1.4.6. In such a case an InnerErrorinfo (see 5.1.9.3.4) may be provided as well.
Programmatic access to service failure codes is specific to the technology and may be
based on exceptions (see IEC 62769-6).

e Operation result code

The result code for each operation is returned as part of the servi ecific response

parameters (see 5.1.4.7 for the list of available operation result codes

S,

Operations can return an InnerErrorinfo with each result cod
returninnerErrorinfo="true” in the service request.

5.1.4.5 StatusCode

The StatusCode used for service results or operationa

operation. It is a 32-bit unsigned integer. The top 18 bi e.numeric value of the
code that shall be used for detecting specific errors iti . The/bottom 16 bits are bit
flags that contain additional information but do nft & ' ing of the StatusCode.

UIPs shall always check the StatusCode d\withg_resuylt before using it. Results that
have an uncertain/warning status assogctated with shallbe used with care since these

results might not be valid in all situafti TS a bad/failed status shall never be
used.

The exact bit assignments
evaluation of the Statu

Q/\Tab 5 ~StatusCode Bit Assignments

Field Bif Range \Description
Severity . K Indicates.whéther the StatusCode represents a good, bad or uncertain condition. These bits
have\the following meanings:
\Severity Bits | Description
Gdod 00 The operation was successful; results may be used.
Success
\ Uncertain 01 The operation was partially successful; results might not be suitable
Warning for some purposes.
Bad Failure 10 The operation failed and any associated results cannot be used.
Reserved 11 Reserved for future use. Should also be treated as “Bad”.
Reserved 29 ..28 Reserved for future use. Shall always be zero.
SubCode 16 .. 27 The code is a numeric value assigned to represent different conditions. Each code has a

symbolic name and a numeric value. All descriptions in this specification refer to the
symbolic name. IEC 62769-6 maps the symbolic names onto a numeric value.

Reserved 12..15 Reserved for future use. Shall always be zero.
InfoType 10 .. 11 The type of information contained in the info bits. These bits have the following meanings:
InfoType Bits | Description
NotUsed 00 The info bits are not used and shall be set to zero.
DataValue 01 The StatusCode and its info bits are associated with a data value
returned from the FDI Server.
Reserved 1X Reserved for future use. The info bits shall be ignored.
InfoBits 0.9 Additional information bits that depend on the Info Type field.

Table 6 describes the structure of the InfoBits when the Info Type is set to DataValue (01).
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Table 6 — DataValue InfoBits
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Info Type Bit Range Description

LimitBits 8..9 The limit bits associated with the data value. The limits bits have the following meanings:
Limit Bits Description
None 00 The value is free to change.
Low 01 The value is at the lower limit for the data source.
High 10 The value is at the higher limit for the data source.
Constant 11 The value is constant and cannot change.

Overflow 7 If this bit is set, not every detected change has been returned since the FDI Server’'s queue

buffer for the subscribed Variable reached its limit and had to purge out data.
Reserved 0..6 Reserved for future use. Shall always be zero.
5.1.4.6 Service failure codes

also specified with the service.

Table 7 — Service result ¢

Exception name code

[

Description

Bad_AlreadyLocked The Node is already locked by anothier FO Glient. IRttLock”
Bad_LockRequired The passed Node is not yet IoclyceTJ\ \ / /\ Write, DirectAccess
Bad_MaxAgelnvalid The max age pargrfister is invalid. \ Read
Bad_Nodelnvalid The identifier does not refeNto a valid Nod in tﬁe/ ’Browse, InitLock, ExitLock
Device Model.
This result code is bothhas service and as
operation-level result code.

Bad_NothingToDo

There was nothin se llerpassed
aﬁ’émpty Inmg&até\i\?\ W

Read , Write, Subscribe, Unsubscribe

Bad_NotSupported

r\;ﬂohr\m

e is no orteder specified Node or
ice ,rok eral.

Locking, DirectAccess

Bad_RequestCancelled I

\'(hg\équest vias sancelled by-Clignt / UIP.

All

Bad_SubscriptionIdIn\?&s\

e

Subscribe, Unsubscribe,
DeleteSubscription

Bad_Timeout

\Ihg op\qtion\i@ed?}gt

All

Bad_TooManySubscri%

hag #éached its maximum number of
scriptions.

CreateSubscription

Bad_InvalidState

NS

eche is in a state that does not permit
tion.

Services for Locking

Bad_TooManyOéestiorN
AN

Th(—:\r?gy?st could not be processed because it
pecified too many operations.

Read, Write, Subscribe

Ak unexpected error occurred.

All

Bad_UnexpectedBredr  \0
N\

5.1.4.7 Operat |

status codes

Table 8 defines the status codes for all operation level results (for services that have
individual operations such as Read, Write or Subscribe). Each service defines the applicable
subset and instead of a description will contain references to this table.

NOTE The value in Table 8 is referring to the Parameter value, not to the communication quality.

Full document details: IEC 62769-2 2015
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Table 8 — Operation level result codes

Operation Level Result Code Description

Good The operation completed successfully.

Good_LocalOverride The value has been overridden.

Good_PostActionFailed The value of a Variable was successfully read or written but one of the post actions
failed.

Good_Edited The Value has been maodified in the EditContext and is not yet in the Device.

Good_DependentValueChanged The Value of a dependent Variable was changed but not yet applied.

Uncertain The operation completed however its outputs may not be usable.

Uncertain_NoCommunicationLastValue | Communication to the data source has failed. The Variable value is the last value that
had a good quality.

Uncertain_LastUsableValue Whatever was updating this value will no longer be doing so
Uncertain_SubstituteValue The value is an operational value that was manually overvy'ritten
Uncertain_InitialValue The value is an initial value for a Variable that normall{fédelv its Vi E%from another

Variable. %\
Uncertain_SensorNotAccurate The value is at one of the sensor limits.

Uncertain_EngineeringUnitsExceeded | The value is outside of the range of values de}j@ed\fgr this parameter.

Uncertain_SubNormal The value is derived from multiple sources &nd hasess than the requiced number of
good sources.

Uncertain_DominantValueChanged A change of a dominant value — e.g. WW é(f a dependent value
invalid.

Bad The operation failed. /
Bad_Attributelnvalid The attributeld is not sugpqrtkd foktl/e specﬁ\eg Noaé/
Bad_ConfigurationError There is a problem with(the \somfiguyatioh that affects the usefulness of the value.
Bad_DeviceFailure There hag beén a faffure'in the device/data squieé that generates the value.
Bad_IndexRangelnvalid The indequnge\xgréQeter has an Wvalid sytax.
Bad_Nodelnvalid The identiffer does not teferNo a valid Node in the Device Model.

This result(:ode(_hsgm \a§ce and as operation-level result code.
Bad_NotConnected (\ The fb\{mo d regeive \|\>v}ﬁje from another Variable, but has never been

\Qo figuredNo o so.

Bad_NotReadable
Bad_NotWritable

Bad_OutOfRange
Bad_OutOfService <
Bad_SensorFailure

The access I2yehdoes not }ﬂrow reading or subscribing to the Node.
The akceds levehdods-net allow writing to the Node.

The vallie was out df range.

The sourc\of the data is not operational.

ere has been a failure in the sensor from which the value is derived by the
devi a urce.

SAP%

Y

A\
Bad_TypeMismatch  / \| “Yhe valug’supplied is not of the same type as the Variable's value.
Bad_UIPHandlelnvalid \ Thehardle does not refer to a subscribed Node Attribute.
Bad_UserAccessDénieth_ \  \ ‘Wser does not have permission to perform the requested operation.
Bad_WaitingFarlniti IData\ \)ﬁfaiting for the FDI Server to obtain values from the underlying data source.

After subscribing to Variables, it may take some time before values are delivered. In
such cases an initial update may be sent with this status prior to the Notification with
the first valid value.

Y

5.1.5 Base Property Services
5.1.5.1 Overview

The Base Property Services provide access to basic Device Access properties.

5.1.5.2 Get DeviceAccess interface version
5.1.5.2.1 Description

This service returns the version of the interface that the UIP is using.

5.1.5.2.2 Parameters

Table 9 defines the parameters for the service.
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Table 9 — GetDeviceAccessinterfaceVersion Service parameters

Name Type Description
Request
Response
version String FDI Technology Version of the DeviceAccess interface. The format of the value
is xx.yy.zz as defined in IEC 62769-4.

5.1.5.2.3 Service results

There are no service results other than the common codes specified in 5.1.4.6.

5.1.5.3 GetOnlineAccessAvailability

5.1.5.3.1 Description

This service returns a hint as to whether online access is available™q pringi is is general

5.1.5.3.2 Parameters

Table 10 defines the parameters for the service.

Table 10 - GetOnlln@?@, ;

Name Type Desc /Lﬁnon
Request
Response /
onlineAccess Boolean ThIS when ‘fal specmes that online access is not available.
|n ates basic/availability.

ults

5.1.5.3.3 Se®

There are no servj

other th e common codes specified in 5.1.4.6.

e Browse
¢ Read
o Write

e Subscription

CreateSubscription

Subscribe

Unsubscribe

DeleteSubscription

The services provide access to the offline representation and the online representation of the
Device. The online Nodes for a Device are always present. However, access to data that
require communication may be rejected with proper status codes such as Bad_NotConnected.

NOTE The online model does not contain SubDevices. If the UIP uses a path that includes SubDevi
an online Node, this path will be evaluated in the offline hierarchy. mwments
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Cancel services are available for Browse, Read, and Write. The exact definition and
mechanics depend on the technology used for the implementation of these services.

5.1.6.2 Browse
5.1.6.2.1 Description

Browses a single level in the hierarchy in the Device Model and returns Attributes for all
children of the specified Node.

5.1.6.2.2 Parameters

Table 11 defines the parameters for the service.

Table 11 — Browse Service parameters/\ &
\

Name Type Description
Request { N\ N
nodeToBrowse NodeSpecifier The identifier of the Node to be bpowsed. See B\M3 for thegdefinition of the
NodeSpecifier type. /\ N
Response \
browseResult[] structure List of Nodes that are ¢n th xt level dow hierarchy. For each Node the
following Attributes-wil\be rgttyneg.
nodePath String See BaseNodeClass W0 5:1.32. / \
name String Se¢ BadeNogéClass in 5.1.3.2. \_J
label LocalizedText See\B\aseN@ge\kQass h\5.1.3.\& /
5.1.6.2.3 Service results
No specific Service result’codes i se. Common StatusCodes are defined in

Table 7.

5.1.6.3 Can

the UIP has no further interest in the results of this
ed when possible.

5.1.6.3.2 Paramééters

Table 12 defines the parameters for the service.

Table 12 — CancelBrowse Service parameters

Name Type Description
Request

serviceld | <technology dependent> The identifier of the service to cancel.
Response
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5.1.6.3.3 Service results
No specific Service result codes are defined for CancelBrowse. Successfully cancelled

Browse requests shall respond with Bad_RequestCancelled. Common StatusCodes are
defined in Table 7.

5.1.6.4 Read
5.1.6.4.1 Description

This service is used to read Attributes of Object or Variable Nodes. UIPs that need to monitor
Variable Attributes for changes shall use the Subscription services instead of Read.

5.1.6.4.2 Parameters

Table 13 defines the parameters for the service.

Table 13 — Read Service parametérs

Name Type Description { NN \
Request N\ /
returninnerErrorinfo Boolean A value of “true’requestgerror inf Ws to an underlying system to
be returned when avaifable
“false”defines thaj this inforpngtionsshall™ot be réturned.
attributesToRead]] Structure The Attributes tekead\ ~ /[ N
node NodeSpecifier Th%ier“gi%‘b Ngge that contaihs lthe Attribute to read. See 5.1.9.3.2 for
the definition ofthe NodeSpedcifier typ
attributeld Attributeld Numerit\identifier of the Aftributsto-Read. See 5.1.9.3.3.

indexRange NumericRange This/parameter is

seq to ideptify a single element of an array, or a single range
g array\ If asrange of elements is specified, the values are returned
o he first etement is identified by index 0 (zero).
meteris

ignored if the specified Attribute is not an array or a structure.
d Attribute is an array or a structure, and this parameter

if the spec
isull (Null String), then all elements are to be included in the range.
e 5.1.9.3)Q for a detailed definition.

maxAge yﬁ lﬁrgyof the value to be read in milliseconds.

erver has a cached value no older than maxAge, it will return the
ashed value rather than requesting a new value from the device.

If maXAge is set to 0, the FDI Server shall read a new value from the data
soyrce.
/\ alues greater than 2°' -1 (Ox7fff ffff) are invalid for maxAge.
< \ >
Response N LN\

readResuit[] \ taValu The StatusCode, Value and timestamps for each Node Attribute that was read.
The order of this list matches the order of the attributesToRead request
parameter.
The DataValue is defined in 5.1.9.3.3.

innerErrorinfos [] Ins@rErrorinfo List of error information from calls to an underlying system. See 5.1.9.3.4.
Matches the size and order of the attributesToRead request parameter. This list
is empty if inner error information was not requested or if no information was
encountered in the processing of the request.

5.1.6.4.3 Service results

Table 14 defines values for the Service result code. Other common StatusCodes are defined

in Table 7.
Table 14 — Read Service result codes
Result code Description
Bad_MaxAgelnvalid The max age parameter is invalid.
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5.1.6.4.4 Operation result codes

Table 15 defines values for the operation status code contained in the DataValue of each
readResult element. All operational status codes with their description are in Table 8.

Table 15 — Read operation result codes

Result code

Good

Good_LocalOverride
Good_PostActionFailed
Good_DependentValueChanged

Uncertain
Uncertain_NoCommunicationLastValue
Uncertain_LastUsableValue
Uncertain_SubstituteValue

Uncertain_InitialValue

Uncertain_SensorNotAccurate {
Uncertain_EngineeringUnitsExceeded \
Uncertain_SubNormal { \
Uncertain_DominantValueChanged N
Bad e
Bad_UserAccessDenied AN\ >/ A
Bad_ConfiguratighError A\ \Y / [\ >
Bad_NotConnécted < C Y

Bad_DeviceFailure \ /
Bad_SensorFaiILy:el
Bad_OutOfRange
Bad_OutOfService |
Bad, Nogefvalid\ Y S
ad_Afributelnvalid\ N

Bad_IndexRangelnvalion_ /

NBad NotReadable

5.1.6.5 Cancel

5.1.6.5.1

Calling Cance
Execution Wi

Cancel is a syggestion to the system. Due to asynchronous execution, the service may
already be fully oryartially completed.

5.1.6.5.2 Parameters

Table 16 defines the parameters for the service.

Table 16 — CancelRead Service parameters

Name Type Description
Request

serviceld | <technology dependent> The identifier of the service to cancel.
Response
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5.1.6.5.3 Service results
No specific Service result codes are defined for CancelRead. Successfully cancelled Read

requests shall respond with Bad_RequestCancelled. Common StatusCodes are defined in
Table 7.

5.1.6.6 Write
5.1.6.6.1 Description

This service is used to write values to one or more Variables. For array values, this service
allows writing the entire array, writing individual elements or writing ranges of elements.

with Bad_LockRequired.

The service response is not returned until the write operation
system. Rollback is the responsibility of the FDI Client/UIP.

The values shall have the correct data type.

NOTE No automatic data type translation takes place (see Bad result code).

5.1.6.6.2 Parameters

Table 17 defines the parameters for thexserwi

Table 17 < Wri
Name Type /| Desgription\_) | )

Request

returninnerErrorinfo Bool an ue o “tr%\;eeﬂjests error information from calls to an underlying system to
re en available.
“faI de es’that this information shall not be returned.
i i to

variablesToWrite[] }x rlables to write to. No assumptions should be made about the order of
ro ng this list. If the order matters, separate service requests shall be used.
node /Nog\ B\ D}|dent|f|er of the Node that contains the Attribute to write. See 5.1.9.3.2 for
definition of the NodeSpecifier type.
indexRange “NumericRange See 5.1.9.3.6 for a detailed definition.
value \ Ariank ) | Value to write.
N N\
Response N
writeResult[] N ul2~ Status codes for operation results as defined in Table 18.
The order of this list matches the order of the variablesToWrite request
parameter.
innerErrorinfos [] InnerErrorinfo List of error information from calls to an underlying system. See 5.1.9.3.4.

Matches the size and order of the variablesToWrite request parameter. This list
is empty if inner error information was not requested or if no information was
encountered in processing of the request.

5.1.6.6.3 Service results

There are no service results other than the common codes specified in 5.1.4.6.

5.1.6.6.4 Operation result codes

Table 18 defines values for the operation status code contained in the writeResult elements.
All operational status codes with their description are in Table 8.
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Table 18 — Write operation result codes

Result code

Good
Good_PostActionFailed

Bad
Bad_UserAccessDenied
Bad_Nodelnvalid
Bad_IndexRangelnvalid
Bad_TypeMismatch
Bad_OutOfRange
Bad_NotWritable

5.1.6.7 CancelWrite

5.1.6.7.1 Description

Calling CancelWrite indicates that the UIP has no further interes is service.

Execution will be stopped when possible.

Cancel is a suggestion to the system. Due to a
already be fully or partially completed.

ion, the service may

5.1.6.7.2 Parameters

Table 19 defines the parameters for the

Table 19 — Cancel\Write Serv parameters

/AN
Name Type N Deéschiption |\

Request | (]
serviceld | <teghnoldgy dependent- The identiier of the service to cancel.
(N2 (¢

Response

< A

N

ts

No spe codes are defined for CancelWrite. Successfully cancelled Write
requests wjth Bad_RequestCancelled. Common StatusCodes are defined in
Table 7.

5.1.6.8 Subscriptions
5.1.6.8.1 Subscription mechanism

Subscriptions allow the UIP to receive unsolicited callbacks from the FDI Client when the
subscribed Node Attributes change. Subscriptions are a more efficient way to get periodic
updates of data than by issuing repeated calls to the Read service, i.e., polling. The UIP
creates a subscription by calling the CreateSubscription service (see 5.1.6.8.2). When the
CreateSubscription service is called the UIP shall supply a callback parameter with the UIP-
specific DataChangeCallback service (see 5.1.6.8.6). After receiving the subscription identifier
in the CreateSubscription response the UIP shall add Node Attributes of interest to the
Subscription by calling the Subscribe service.

Once the initial values have been reported, the DataChangeCallback service is only called
when Node Attributes change and only the Node Attributes that have changed are reported to
the callback. The UIP controls the maximum frequency at which the callback should be

invoked by specifying a rate in milliseconds. Documents
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After Node Attributes have been subscribed, their values may not be immediately available
and may become available at different times. As such, the initial callback may not include all
of the subscribed Node Attributes. Furthermore, it is possible that the initial update for a
subscribed Node Attribute will return a Bad or Uncertain StatusCode.

Furthermore, the time span between when a change happens and when the callback is
invoked depends on where the information to be changed is maintained. Some values are
maintained by the system, which allows immediate notification; others are located in the
physical device so that communication is required to access it.

5.1.6.8.2 CreateSubscription Service
5.1.6.8.2.1 Description

This service is used to create a subscription.

5.1.6.8.2.2 Parameters

Table 20 defines the parameters for the service.

Table 20 - CreateSubscriptionfé\N ameters
~

Name Type Description, \ /
Request EANVATAN
requestedUpdateRate UiInt32

TheTastest(Tate, i millisedonds; at which the UIP requests to be called
ith data chahges, spe; ified by the minimum milliseconds to

upda egardless of the requested rate, a callback

RN isedUpdat .
dataChangeCallback Data angé(iallback Callback ending data change updates to the UIP. See 5.1.6.8.6.
/\/\ \fh@ UData hangeCallback is a service implemented and provided by
N D >
Response N Q N
revisedUpdateRate w The actual rate that the FDI Server will use, expressed as the minimum
milliseconds to elapse between updates (if data has changed since the
/\ previous update).
subscriptionld %bsﬂpw The callee-assigned identifier for the subscription. The Subscriptionld
/\ type is technology dependent.
5.1.6.8.2. ults

Table 21 defines

Table 21 — CreateSubscription Service result codes

Result code Description
Bad_TooManySubscriptions The FDI Server has reached its maximum number of subscriptions.

5.1.6.8.3 Subscribe Service
5.1.6.8.3.1 Description

This service is used to add one or more Node Attributes to an existing subscription.

Subscribing is permitted for all Node Attributes.
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5.1.6.8.3.2 Parameters

Table 22 defines the parameters for the service.

Table 22 — Subscribe Service parameters

Name Type Description
Request
subscriptionld Subscriptionld The identifier for an existing subscription that was returned by the
CreateSubscription service.
returninnerErrorinfo Boolean A value of “true” requests error information from calls to an underlying

system to be passed in DataChangeCallbacks, when available.
“false”defines that this information shall not be returned.

monitoredltemsToAdd[] structure The Attributes to add to the subscription.

node NodeSpecifier The identifier of the Node that contains the Aftribute tosubscribe. See
5.1.9.3.2 for the definition of the NodeSpgCifier type,

attributeld Attributeld Numeric identifier of the Attribute to subSchibe. Sée 5:4.9.3.3\

indexRange NumericRange This parameter is used to identify a siagle \a%r:?r asingle
range of indexes for arrays. If a i cifted;, the values
are returned as a composite. i is identified by index 0
(zero).

This parameter is ignored if th i i is not an array or a

structure. However, if the Specifie! i is an array or a structure, and
this parameter is pdll, themall included in the range.
See 5.1.9.3.6 foy'a detailed definiti

samplinglInterval Int32
ulPHandle Uint3
i e is likely an index into a table somewhere. It does not have
ique (there could be multiple subscribed items pointing to the
/\ ame téble entry).
Response < NAL
subscribeResult [] tructure List of results for the subscribed Attributes. The size and order of the list
matches the size and order of the attributesToSubscribe request
parameter.
statusCode t32\/ Status code for the respective Attribute to subscribe as defined in
« N Table 23.
monitofedltem Ulnt FDI Server-assigned id for the subscribed Attribute. This id is unique
within the Subscription and shall be used when calling Unsubscribe. This

parameter is present only if the statusCode indicates that the Attribute was
successfully subscribed.

revisedSamplingInterval Int32 The actual sampling interval that will be used.

This value is based on a number of factors, including the capabilities of
the underlying system.

Subscribing will succeed even if the current user is not authorized to access the Node
Attribute. If this is the case, the initial callback will return the operation result
“Bad_UserAccessDenied”. Once this denial is cleared away (for instance, after a more
powerful user identity is provided) the UIP will receive data changes for this Node Attribute.

It is possible to subscribe to any Attribute — not just the Value. While it may not make sense
for all Attributes, monitoring of some Attributes provides additional possibilities. Some
examples include:

e monitoring the LockedStatus to determine when the lock by some other client is removed,;

¢ monitoring the CurrentLabel of Enumerations to receive a displayable name rather than a

numeric value. Documents
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5.1.6.8.3.3 Sampling interval

Each subscribed item is assigned a sampling interval that is either inherited from the
updateRate of the Subscription or that is defined specifically to override that rate. The
sampling interval indicates the fastest rate at which the value should be sampled in the device
for data changes.

The assigned sampling interval defines a “best effort” cyclic rate that is used to sample the
item from its source. “Best effort” in this context means that the system does its best to
sample at this rate. Sampling at rates faster than this rate is acceptable, but not necessary to
meet the needs of the UIP. How the system deals with the sampling rate and how often it
actually polls its data source internally is a system implementation detail. However, the time
between values returned to the UIP shall be greater than or equal to the sampling interval.

The FDI Client may also specify 0 for the sampling interval, which | e system
should use the fastest practical rate. It is expected that systems wi ted set
of sampling intervals to optimize their operation. If the exact in que he UIP is

not supported, then the most appropriate interval as determi m will be
assigned and returned to the UIP.

data item is exception-based rather than being samp period. When it is exception-
based the underlying system does not pequire sampl

e da pdate logic. In this case, even
the data might be updated by the
hanges can only be detected at this

g by the system and the update cycle of the
\ay lead to additional delays.

Table 23 — Subscribe operation result codes

Result code
Good

Bad

Bad_Nodelnvalid
Bad_Attributelnvalid
Bad_NotReadable
Bad_UserAccessDenied

5.1.6.8.4 Unsubscribe Service
5.1.6.8.4.1 Description

This service is used to unsubscribe to one or more Node Attributes.
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5.1.6.8.4.2 Parameters

Table 24 defines the parameters for the service.

Table 24 — Unsubscribe Service Parameters

Name Type Description
Request
subscriptionld Subscriptio | The identifier for an existing subscription that was returned by the
nid CreateSubscription service.
monitoredltemlds][] Uint32 Identifiers for subscribed Attributes that were returned by the Subscribe service.
Response
unsubscribeResult[] UiInt32 Status codes for operation results as defined in Table 257
The order of this list matches the order of the n?a@;d\ltemwequest
parameter. N\

5.1.6.8.4.3 Service results

5.1.6.8.4.4 Operation result codes

Table 25 defines values for the operation statys
operational status codes with their descri i

Resultcode |\ (1 )
[ Sood \ \
( ~ )\/

N

Bad © o~
| Bad, UIPHandtelnvaliq

5.1.6.8.5.1

This service
callback
deleted

5.1.6.8.5.2

Table 26 defines the parameters for the service.

Table 26 — DeleteSubscription Service parameters

Name Type Description
Request
subscriptionld Subscriptionld The identifier for an existing subscription that was returned by the

CreateSubscription service.

Response

5.1.6.8.5.3 Service results

There are no service results other than the common codes specified in 5.1.4.6.
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5.1.6.8.6 DataChangeCallback Service
5.1.6.8.6.1 Description

This service is used for sending data change updates to the UIP. This service is implemented
and provided by the UIP when calling the CreateSubscription service.

Due to the asynchronous nature of the callbacks, the UIP may receive additional callbacks for
a subscription after the subscription is deleted.

5.1.6.8.6.2 Parameters

Table 27 defines the parameters for the service.

Table 27 — DataChangeCallback Service para?e\ rs &

Name Type Description \
Request { \ N
subscriptionld Subscriptionid Identifier that was returned by the-CredteSubscriptiomservice,
dataChangeDatal[] structure Data that has changed. No spe€ific ordekof atray elemants is ensured.
ulPHandle Ulnt32 The handle provided by the WIP ifthe SUscribe Sewvice’
value DataValue The StatusCode, Value dnd timestamps-of the s scribed Node Attribute.
The DataValue is deﬁqé?j/ |q/5\1;t§3\\ b;
innerErrorinfos ] InnerErrorinfo List of error informati r\f}rg& llsto anunderlyihg system. See 5.1.9.3.4.
Matches the si rder thaCha eData parameter. This list is empty
if i@n&;‘ formation was\not reque or if no information was encountered
in the processihg of the request.
Response
4

Table 28 defines valu , ati s code contained in the DataChangeData
structure of eac \ i Read operation status codes apply also (see
5 i eir description are in Table 8.

Resut code
Bad AWVaitingForlnitialData

5.1.7 Lock

5.1.7.1 Overvie

Locking is the means to avoid concurrent modifications to a Device or a Block and its
Parameters. UIPs shall use the locking services before making changes (for example, write
operations and Direct Access Services).

The lock always applies to both the online and the offline version.

When locking a Modular Device, the lock applies to the complete device (including all
modules). Equally, when locking a Block Device, the lock applies to the complete Device
(including all Blocks).

If no lock is applied to the top-level Device (for Modular Device or for Block Device), the Sub-
Devices or Blocks, respectively, can be locked independently.

While locked, requests from other FDI Clients to write to Parameters, or to per i
Access will be rejected. H&&J?ﬁents
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The lock is removed when ExitLock is called.

5.1.7.2 InitLock service
51.7.2.1 Description

InitLock reserves the specified Device or Block. During a lock other FDI Clients will not be
able to write to the Parameters of this element. A lock for an element that is already locked by
another FDI Client will be rejected. A UIP can subscribe to the LockedStatus Attribute in order
to be informed when the lock is removed by the other Client.

FDI Clients shall allow “nested” InitLock calls from the same UIP. The FDI Client expects the
same number of ExitLock calls before it actually removes the lock.

FDI Clients are responsible for preventing simultaneous locks t
independent components that this Client hosts. Such component
independent UIPs or the UID Interpreter.

5.1.7.2.2 Parameters

Table 29 defines the parameters for the service.

Table 29 - InitLock Seryi rametexs
Name Type Déscriptian \ L \ )

Request
node NodeSpecifier The entifier o resentlng a device or block) to be locked. See
3.2 f,or{he initi of e NodeSpecifier type.

context String Use t VI Matlon about the current activity going on in the
/\ /T OIR. w nhance the Audit Trail.

Response N\ e

5.1.7.2.3 Servicg

Table 30 defines valte
in Table 7.

iCe result code. Other common StatusCodes are defined

able 30 — InitLock Service result codes

Result code \ Description

Bad_NotSuppor@d\ / The Node does not support locking.

Bad_AlreadyLocked The Node is already locked by another FDI Client or another independent
component within the FDI Client.

5.1.7.3 ExitLock service
5.1.7.3.1 Description

ExitLock removes the lock.

5.1.7.3.2 Parameters

Table 31 defines the parameters for the service.
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Table 31 — ExitLock Service parameters

Name Type Description
Request
node NodeSpecifi | The identifier of the Node (representing a device or block) to be unlocked.
er See 5.1.9.3.2 for the definition of the NodeSpecifier type.
Response
5.1.7.3.3 Service results
Table 32 defines values for the Service result code. Other common Stat es are defined
in Table 7.
Table 32 — ExitLock Service result code<\ x
Result code Description Vi \
Bad_ InvalidState The Node is not locked. \ N\

5.1.8 Direct Access Services

5.1.8.1 Overview

Access in specific sc

the complete or sgecifis
of Direct Access

InvalidateCache_in‘the EndDirectAccess argument to “true”.

The Direct Access Services include:

e InitDirectAccess
e Transfer

o ExitDirectAccess
Guideline:

These services are not to be used as alternative to Information Model access. Instead,
DirectAccess is used for the transfer of data that are not reflected in the Information Model.

5.1.8.2 InitDirectAccess
5.1.8.2.1 Description

This service initializes the Device for the use of DirectAccess.
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5.1.8.2.2 Parameters

Table 33 defines the parameters for the service.

Table 33 - InitDirectAccess Service parameters

Name Type Description
Request
context String Used to provide context information about the current activity going on in the

UIP. This will be used to enhance the Audit Trail.

Response

5.1.8.2.3 Service results

Table 34 defines values for the Service result code. Other common\Statu es are/defined
in Table 7.

Table 34 — InitDirectAccess Servic

Result code Description /
Bad_NotSupported DirectAccess is (curtently) nbt suppotted.
Bad_LockRequired The Node has fiot keepriogked/\
Bad_lInvalidState DirectAccess id\already inftialized)

5.1.8.3 ExitDirectAccess

5.1.8.3.1 Description

This service ends the

5.1.8.3.2 Pa te

Table 35 defines the¢pa { f ervice.

able 3
AN

Name \ Nype\ Description

Request \ \
N\ /

invaIidateCEsbe\ﬁmean If “true”, any cached values for Device Parameters will be invalidated.

DirectAccess Service parameters

This means that these Parameters will be re-read from the Device the next
time they are used again.

Response

5.1.8.3.3 Service results

Table 36 defines values for the Service result code. Other common StatusCodes are defined

in Table 7.
Table 36 — ExitDirectAccess Service result codes
Result code Description
Bad_InvalidState The device is not in DirectAccess mode.
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5.1.8.4 Transfer
5.1.8.4.1 Description

This service is used to transfer data to and from the Device. The format of send or receive
data is protocol specific.

Direct Access by its nature does not allow automatic generation of Audit Trail information that
complies with the various regulations. Therefore, UIPs shall invoke the LogAuditTrailMessage
Service (see 5.2.2.5) to provide explicit information about what is being transferred.

For other service calls that affect the Device indirectly via the Device Model (Write), the
service parameters provide sufficient information.

5.1.8.4.2 Parameters

Table 37 defines the parameters for the service.

Table 37 — Transfer Service pa@ws
\\\

Name Type Description
Request
sendData String XML document b ew ransfe endM as specified in the
com}punlcﬁon pé‘}q ifi sch
K ) >
Response

receiveData String cum se he )h‘enskeresultDataT as specified in the
uniction profile-specific XML schema.

5.1.8.4.3 Service res;

e. Other common StatusCodes are defined

wsfer Service result codes

Result code \ '\ escription
Bad_lnv;ﬂfaS@té\ \ The device is not in DirectAccess mode.

5.1.9 ta e
5.1.9.1 General

Subclause 5.1.9 specifies the data types used for Service parameters, Variable values, and
the values of other Node Attributes. They may occur either scalar or as an array.
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5.1.9.2 Base data types

Table 39 lists base data types, i.e., types that are typically supported native by programming

languages.
Table 39 — Base data types

DataType Description

Boolean Defines a value that is either “true” or “false”.

String Represents text as a series of Unicode characters. The actual string representation depends on the
technology mapping. See IEC 62769-6.

ByteString A value that is a sequence of Byte values preceded by a 32-Bit Length.

UtcTime A DateTime used to define Coordinated Universal Time (UTC) values. All time values are UTC values.
FDI Clients shall provide any conversions between UTC and local time.
UtcTime is a 64-bit signed integer that represents the number of 100 nanosecond intervals since
January 1, 1601. It corresponds to the Windows FILETIME. N

Int8 A signed integer between -128 and 127 inclusive. /\

Int16 A signed integer between -32 768 and 32 767 inclusive. N\ >

Int32 A signed integer between -2 147 483 648 and 2 147 483 647 ingldsive. \

Int64 A signed integer between -9 223 372 036 854 775 808 and 9 228 372 0‘36:&\54‘275 847 indlusive.

Byte A value in the range of 0 to 255. NN

Uint16 An unsigned integer between 0 and 65 535 inclusive. \ \ >

Uint32 An unsigned integer between 0 and 4 294 967 295 jrClusivVe. N\

Uint64 An unsigned integer between 0 and 18 446 744 (Yf3 709551 M5 irﬁugive. B

Float Defines a value that shall be according to the IEEE 75% single présjsion dat4 type definition.

Double Defines a value that shall be acgording to m(e IEEEV754/oybl®, precision data type definition.

Duration Same representation as Doul(fe f (

5.1.9.3 Special types
5.1.9.3.1 Attributeld

40 ligsts the Attributes and their identifiers.

assigned to Attributes

Attribute<{ N Identifier
Name” \ ) 10
Label N 11
ées\ﬂgt}sp \ 12
<\ko\c\ked§tatus \ 30
Value  \ 100
DataType ) 101
ValueRanK’ 102
ArrayDimensions 103
AccessRights 105
UserAccessRights 106
ScalingFactor 107
EURange 111
EngineeringUnits 112
EnumValues 120
CurrentLabel 121
OptionNames 122

5.1.9.3.2 NodeSpecifier
Each Node in the Device Model (see 5.1.2) is uniquely addressable with its path name

qualified by an online/offline specifier. When online is specified, the service shallﬂ%a(r:ate in
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the online version of the Device Model. When offline is specified, it shall operate in the offline
model.

The path name follows the hierarchy of the device model as illustrated in 5.1.2, It is a
concatenation of the individual names, separated by slash (/') characters. See 5.1.2 for
example path names. All parameters are identified via “/ParameterSet/<ParamName>" , all
images via “/ImageSet/<ImageName>", and so on.

Subclauses 5.1.3.4.3 and 5.1.3.4.5 specify the representation of parameters that hold record
values or arrays of record values. A pathname for record elements is built by extending the
path to the Parameter. See examples in the referenced subclauses. The components of this
parameter are defined in Table 42.

Table 41 — NodeSpecifier (\
N\

Name Type Description NI >
NodeSpecifier structure Specifies a Node in the device model,

nodePath String The path description that enables fin&i@g a Mn fl\e In\f&(mqﬁ)n Model.

useOnline Boolean If “true” the path addresses a N iq the online Modek, with *false” a Node in

the offline model is referenced.
N\

An empty path name identifies the Root,

5.1.9.3.3 DataValue

Name Type Desctiption
DataValue < trugture The valudgpd associated information.
value Variant . The Nodge Attribute value. For the definition of Variant see 5.1.9.4.
statusCode Int eStatusCode that defines the ability to access/provide the value. The
/ StatusCode type is defined in 5.1.4.5.
sourceTimestamp VtcTime [_THe source timestamp for the value.
serverTimestamg’ UtSTime The server timestamp for the value.

The statu
generated, a can be used as an indicator of the usability of the value.

It is required to check the StatusCode (as a minimum the Severity) of all results before
accessing and using the value.

The sourceTimestamp reflects the timestamp that was applied by the data source. The
sourceTimestamp is only returned with the Value Attribute of Variable Nodes. For all other
Attributes the returned sourceTimestamp is set to null.

In the case of a bad or uncertain status sourceTimestamp is used to reflect the time that the
source recognized the non-good status or the time the FDI Server last tried to recover from
the bad or uncertain status.

The serverTimestamp is used to reflect the time that the FDI Server received a Variable value
or knew it to be accurate. In the case of a bad or uncertain status, serverTimestamp is used
to reflect the time that the FDI Server received the status or that the FDI Server last tried to
recover from the bad or uncertain status.
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The serverTimestamp is updated each time a new value is received.

5.1.9.3.4 InnerErrorinfo

The Services described in 5.1 return StatusCodes on the service level and on the operation
level. These StatusCodes are protocol-independent and device-independent. In cases where
a StatusCode results from a call to the underlying system (e.g., communication system,
device) the status of the underlying system can be reported via InnerErrorinfo.

The components of this parameter are defined in Table 43.

Table 43 — InnerErrorinfo

N

Name Type Description 2\
InnerErrorinfo structure Communication- or Device-specific informatigr\\ \

symbolicld String This string shall be used to identify the resu(t of 'sorre intexpal speratign. The
maximum length of this string is 32 charactets. Systems wiskingtq return a
numeric return code should convert t n sode\intoq string and use this

string as symbolicld (e.g., "0xC0040007" or "-2X

errorText LocalizedText A textual representation of the g¥mbaqlic\d. maximym length of this text
string is 256 characters
N\

5.1.9.3.5 LocalizedText

This data type defines a structure confaini pecific translation specified

in the identifier for the locale. Its elemeéents

Table 44 < Lo
Name Type Dgscription, ) S
LocalizedText strycture N \
text Strjngn, The localized texi~___/
locale String \The identifier for the locale (e.g. “en-US”).

hal\_be ihg composed of a language component and a
country/region co according t9 RFC 3066. The <country/region> component is always
preceded by ahyphe orma the Localeld string is shown below:

ISO 3166.

The rules for constructing Localelds shall be according to RFC 3066 and shall be restricted as
follows:

e This specification permits only zero or one <country/region> component to follow the
<language> component.

e This specification also permits the “-CHS” and “-CHT” three-letter <country/region> codes
for “Simplified” and “Traditional” Chinese locales.

e This specification also allows the use of other <country/region> codes as deemed
necessary by the FDI Client or the FDI Server.

Table 45 shows examples of locale ids.
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Table 45 — Localeld Examples

Locale OPC UA Localeld
English en

English (US) en-US

German de

German (Germany) de-DE

German (Austrian) de-AT

An empty or NULL string indicates that the locale is unknown.

5.1.9.3.6 Numeric Range

parameter type definition. The second construct is a rang
separated by the colon (“:”) character. The first integer sha
the second. For example, “5:7” is valid, while “7:5” and

including white-space characters, are permitted.

All indexes start with 0. The maximum index is ope\l&

A numeric range can a

5.1.9.3.7 Ra@

This structure defi ure needed for the EURange Attribute. It is defined in

Table 46.
(\ N 2 46 — Range Data Type Structure
Name “Rype \ /| Description
Range tructure “low” and “high” can contain any data type that is appropriate for the data type of the
Variable Value Attribute.
low Variant” Lowest value in the range.
high Variant Highest value in the range.

5.1.9.3.8 EUlInformation

This structure contains information about the EngineeringUnits. Its elements are defined in
Table 47.
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Table 47 — EUInformation Data Type Structure

Name Type Description
EUInformation structure —
unitld Uint32 Identifier for programmatic evaluation.
0 is used if a unitld is not available.
displayName LocalizedText The displayName of the engineering unit is typically the abbreviation of the
engineering unit, e.g. "h” for hour or "m/s” for meter per second.
description LocalizedText Contains the full name of the engineering unit such as hour or meter per second.
An empty text field indicates that no description is available.

5.1.9.3.9 EnumValueType

This Structured DataType is used to represent a human-readable r tation of an
Enumeration. Its elements are described in Table 48. When this tyge Jis s i an array
representing human-readable representations of an enumerajio 3, of an
IntegerRepresentation will be unique in that array.

Table 48 — EnumValueType Definit

AN
N\ N\

Name Type Description /
EnumValueType structure —
value Int64 The Integer representatioh of gn Enumeration. /
displayName LocalizedText A human-readable rgpras&ntatiofl oftke integer representation of the Enumeration.
description LocalizedText A Ioc?ifek%:s%lﬁn c?he er{;m rat nﬁa)lk. This field can contain an empty
String\f no description is,availakle.
N/

5.1.9.4 Variant

Variants can be empt

a Variant is not ’@a 3

5.2 Hosting
5.2.1
The Hosti

about the environmept. The Hosting Services also include services to launch other UIPs as
well as showing feedback.

5.2.2 Services
5.2.2.1 General

Programmatic access to the services may be synchronous or asynchronous.

5.2.2.2 GetClientTechnology Version
5.2.2.2.1 Description

This service returns the technology version of the FDI Client that hosts the UIP.

5.2.2.2.2 Parameters

Table 49 defines the parameters for the service. Documents
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Table 49 — GetClientTechnologyVersion Service parameters

Name Type Description
Request
Response
version String FDI Technology Version that is supported by the FDI Client. The format of the
value is xx.yy.zz as defined in IEC 62769-4.

5.2.2.2.3 Service results

This service always succeeds.

5.2.2.3 OpenUserinterface Service

5.2.2.3.1 Description

This service is used by a UIP to request the FDI Client to gpem@axotker The UIP is
opened in either a modal or a non-modal window as follows;

e UIPs are always invoked in a modal window, if the i UEN podal window or if
their style is dialog.

e UIPs are invoked non-modal if their style = wi 9 i IP runs in non-modal
mode also.

If the UIP is already opened, this e ing the/respective window into the

foreground.

5.2.2.3.2 Parameters

Table 50 defines the para

<§I’ le 50

Interface Service parameters

Name Tipe. “Rescpiption
Request N
uiplD tri )dentification of the UIP to be opened. This string is a UUID that defines a
Node in the Information Model. The value of this UUID is defined in the FDI
Package corresponding to the UIP to be opened (see IEC 62769-4).
Response { NI \
Errors \ \ /

5.2.2.4 CloseUserinterface Service
5.2.24.1 Description

This service is used by a UIP to close itself. The UIP shall finish all pending or running
functions that are still open.

UIPs call this Service only on user request (Ok, Close or Cancel).

5.2.2.4.2 Parameters

There are no specific parameters for the service.
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