IEC 62769-3:2015-05(en-fr)

Full docu

IEC 62769-3

Edition 1.0 2015-05

INTERNATIONAL
STANDARD

NORME
INTERNATIONALE §®
O

O
&

Field Device Integration (FDI) —
Part 3: FDI Server

Intégration des appar de
Partie 3: Serveur FDI


http://avadocuments2026.com/doc/iec-62769-3-2015
http://avadocuments2026.com/doc/iec-62769-3-2015

THIS PUBLICATION IS COPYRIGHT PROTECTED
Copyright © 2015 IEC, Geneva, Switzerland

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized in any form
or by any means, electronic or mechanical, including photocopying and microfilm, without permission in writing from
either IEC or IEC's member National Committee in the country of the requester. If you have any questions about IEC
copyright or have an enquiry about obtaining additional rights to this publication, please contact the address below or
your local IEC member National Committee for further information.

Droits de reproduction réservés. Sauf indication contraire, aucune partie de cette publication ne peut étre reproduite
ni utilisée sous quelque forme que ce soit et par aucun procédé, électronique ou mécanique, y compris la photocopie
et les microfilms, sans l'accord écrit de I''EC ou du Comité national de I'lEC du pays du demandeur. Si vous avez des
questions sur le copyright de I'lEC ou si vous désirez obtenir des droits supplémentaires sur cette publication, utilisez
les coordonnées ci-aprés ou contactez le Comité national de I'lEC de votre pays de résidence.

IEC Central Office Tel.: +41 22 919 02 11
3, rue de Varembé Fax: +41 22 919 03 00
CH-1211 Geneva 20 info@iec.ch
Switzerland www.iec.ch

About the IEC
The International Electrotechnical Commission (IEC) is the leading global or
International Standards for all electrical, electronic and related technologies

About IEC publications
The technical content of IEC publications is kept under constant revj

IEC Catalogue - webstore.iec.ch/catalogue

The stand-alone application for consulting
bibliographical information on IEC International ‘§
Reports and

Technical Specifications, Technical
documents. Available for PC, Mac OS, Android Tabl
iPad.

IEC publications search - www.iec h/searchpub

committee,...).
and W|thdrawn publications.

IEC Just Published - #ebstore)i
Stay up to date on al )
details all new publication

an 60 000 electrotechnical terminology entries in
and French extracted from the Terms and Definitions

have been collected from earlier publications of IEC TC 37,
77, 86 and CISPR.

IEC Customer Service Centre - webstore.iec.ch/csc

If you wish to give us your feedback on this publication or
need further assistance, please contact the Customer Service
Centre: csc@iec.ch.

Le contenu techniq
plus récente, un corrige

Catalogue IEC - webstore.iec.ch/catalogue

Application autonome pour consulter tous les renseignements
bibliographiques sur les Normes internationales,
Spécifications techniques, Rapports techniques et autres
documents de I'lEC. Disponible pour PC, Mac OS, tablettes
Android et iPad.

Recherche de publications IEC - www.iec.ch/searchpub

La recherche avancée permet de trouver des publications IEC
en utilisant différents criteres (numéro de référence, texte,
comité d’études,...). Elle donne aussi des informations sur les
projets et les publications remplacées ou retirées.

IEC Just Published - webstore.iec.ch/justpublished

Restez informé sur les nouvelles publications IEC. Just
Published détaille les nouvelles publications parues.
Disponible en ligne et aussi une fois par mois par email.

des pyblications IEC est constamment revu. Veuillez vous assurer que vous possédez I'édition la
ou amendement peut avoir été publié.

Electropedia - www.electropedia.org

Le premier dictionnaire en ligne de termes électroniques et
électriques. Il contient plus de 30 000 termes et définitions en
anglais et en francais, ainsi que les termes équivalents dans
15 langues additionnelles. Egalement appelé Vocabulaire
Electrotechnique International (IEV) en ligne.

Glossaire IEC - std.iec.ch/glossary

Plus de 60 000 entrées terminologiques électrotechniques, en
anglais et en frangais, extraites des articles Termes et
Définitions des publications IEC parues depuis 2002. Plus
certaines entrées antérieures extraites des publications des
CE 37,77, 86 et CISPR de I'EC.

Service Clients - webstore.iec.ch/csc

Si vous désirez nous donner des commentaires sur cette
publication ou si vous avez des questions contactez-nous:
csc@iec.ch.

Documents

Document Sharing Hub

Full document details: IEC 62769-3 2015


mailto:info@iec.ch
http://www.iec.ch/
http://webstore.iec.ch/catalogue
http://www.iec.ch/searchpub
http://webstore.iec.ch/justpublished
http://www.electropedia.org/
http://std.iec.ch/glossary
http://webstore.iec.ch/csc
mailto:csc@iec.ch
http://webstore.iec.ch/catalogue
http://webstore.iec.ch/justpublished
http://std.iec.ch/glossary
http://avadocuments2026.com/doc/iec-62769-3-2015
http://avadocuments2026.com/doc/iec-62769-3-2015

IEC 62769-3

Edition 1.0 2015-05

INTERNATIONAL
STANDARD

NORME
INTERNATIONALE

colour
inside

Field Device Integration (FDI) —
Part 3: FDI Server

Intégration des appa
Partie 3: Serveur FDI

9,

INTERNATIONAL
ELECTROTECHNICAL
COMMISSION

COMMISSION
ELECTROTECHNIQUE
INTERNATIONALE

ICS 25.040.40; 35.100 ISBN 978-2-8322-2639-1

Warning! Make sure that you obtained this publication from an authorized distributor.

Attention! Veuillez vous assurer que vous avez obtenu cette publication via un diskibuteur agréé.
poctments

Document Sharing Hub

® Registered trademark of the International Electrotechnical Commission
Marque déposée de la Commission Electrotechnique Internationale

Full document details: IEC 62769-3 2015


http://avadocuments2026.com/doc/iec-62769-3-2015
http://avadocuments2026.com/doc/iec-62769-3-2015

-2- IEC 62769-3:2015 © IEC 2015

CONTENTS

1 1T o 1= S 8

3  Terms, definitions, abbreviated terms and acronyms ...........c.cooiiiiiiiiiiii i 9

3.1
3.2

Terms and definitioNS. ... 9
Abbreviated terms and aCroNYMS . ... 9

(@ V2= YA T= 1

5 Information Model ...

5.1
5.2
5.2.1

5.2.2
5.2.3

5.3
54
5.5

General ..o KD

Online/Offline
Overview
Transfer to device ... K NN e NG e e e e Nt ener et eeaeenas
Transfer from device

ACCESS PriVIIEGES .. e NG e ettt e

Private Parameters ..........................L

Locking ...ovvvveiiiiiii N

EditContext...........ooo 0G0 G

Concept and usage mode

Services ....oovviiiiiii

Nodelds

Reading

Writing

5.8.3 Writing online variables
5.8.4 Writing to an EditContext ... ..o 23
5.9 SUD S I P I ON L e 24
5.9.1 GBNEIAL .. 24
5.9.2 Subscription of offline variables ..o 24
5.9.3 Subscription of online variables ... 25
5.10 DeVICE 10POI0GY vt 27
5.10.1 LY o= = | P 27
5.10.2 CoNNECLION POINES ..iuii e 27
5.10.3 Topology ManagemMeENt ... .o 28
5.10.4 TOPOIOGY SCANNMING .. ittt ees 31
5.10.5  Use 0f SCAN FUNCHON .......v.vveeiveeeeeeseeeeeeeeeeeeeeeeeeeeeeeeeeees ST S Documents

Document Sharing Hub

Full document details: IEC 62769-3 2015


http://avadocuments2026.com/doc/iec-62769-3-2015
http://avadocuments2026.com/doc/iec-62769-3-2015

IEC 62769-3:2015 © IEC 2015 -3 -

5.10.6 Validation of defined topology .......ccuviiiiiiiiii
5.11  User Interface ElemMents. .. ..cccooiiiiiii e
5.11.1 User Interface DesCriptionNS. . ..o
5.11.2 User Interface PlUG-iNS ...
ot 17 o Y o =
5.12.1 FDI Server — FDI Client interaction ...
5.12.2 Action state machine ...
5.12.3 ACTIONS PrOXIiES ..o
5124 Actions, EDD Actions and Actions ProXi€sS.........cououieiiiiiiiiiiiiieiee e
B OP C U A SBIVICE S ittt ettt e e e
6.1 OPC UA ProfileSs ..cueeiiiiiiiiee e e G e e
6.2 Service error information............coociiiiiiiiii e G NG e
6.2.1 OVEIVIEW ..o e N N e e e e
6.2.2 OPC UA services and their response .........ccooeee 8GN o N e NG e N e N anennenn

6.2.3 Mappings of EDDL response codes to OPC UA s

6.3 Parameter value update during write service reqdes
6.4 Localization
6.5 Audit events

7  Communication..........ccoeiiiiiiiiii e,

7.1 Notation ..o 4 0N

7.2 General.....oooiiiiii NG L
7.2.1 Concepts
7.2.2 Terms..ooovviiiiii

7.3 Communicatio
7.3.1
7.3.2
7.3.3

7.3.4
7.3.5
7.3.6
7.4
7.4.1
7.4.2
8 Parallel®
8.1
8.2 Internal structure of the EDD interpreter.......coovieiiiiiii e, 50
8.3 Rules for running an EDD entity .......oouiiniiiiii e 51
Annex A (informative) FDI Server functional structure ... 52
A1 FDI functional elements ... ... 52
A.2 FDI Server @XtENSION ... 53
Annex B (informative) Access privileges and USEr roles ..........cooooviiiiiiiiii e, 55
B.1 USEr roles anNd USAQ0E CaSE ... uuiu it ettt e e e et e e e e et e e et e e e e e e e e aaaenas 55
B.2 Private data USAge .. ... 56
Annex C (informative) Parallel execution within the FDI Server — Examples...............cco..... 57
C.1 Simple example for a synchronous execution ..., 57
C.2 Example for a concurrent @XeCULION ..........iiiiiiiiii i 57
C.3 Deadlock detection in concurrent execution ....... ... 59
=] o111 T =Y ] 1 ORI Docuiients

Document Sharing Hub

Full document details: IEC 62769-3 2015


http://avadocuments2026.com/doc/iec-62769-3-2015
http://avadocuments2026.com/doc/iec-62769-3-2015

-4 - IEC 62769-3:2015 © IEC 2015

Figure 1 — FDI architecture diagram . ... ..o e e e e 8
FIQUIre 2 — LOCKING SEOIVICES ..uuiniiiiiiie et e et e e et e e e eeanenns 13
Figure 3 — EditCoNntext MOAEIS ......ouni e 14
Figure 4 — EditContext for EDD Methods........c.iiiiiiiiiii e 17
Figure 5 — Offline variable read............ccooiiiiiiii e 18
Figure 6 — Online variable read ............oiuiiiiiii e 19
Figure 7 — Offline variable write immediate ... 21
Figure 8 — Online variable write immediate ...

Figure 9 — Write with EditContext...........ccoiiiiiiii e,
Figure 10 — Offline variable subscription ...............ooooiii, <

Table 1 — ACtION STatES ... 37

Table 2 — Action state tranSitioNS ........o. i 38

Table 3 — EDD Action types and the EDD constructs that use them ... 39

Table 4 — OPC UA severity bits and EDDL response codes TYPE ..., 41
Documents

Document Sharing Hub

Full document details: IEC 62769-3 2015


http://avadocuments2026.com/doc/iec-62769-3-2015
http://avadocuments2026.com/doc/iec-62769-3-2015

IEC 62769-3:2015 © IEC 2015 -5-

INTERNATIONAL ELECTROTECHNICAL COMMISSION

FIELD DEVICE INTEGRATION (FDI) -
Part 3: FDI Server

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for stdndardization comprising
aII natlonal electrotechmcal commlttees (IEC Natlonal Commlttees) The objegt| of IE is to promote

this end and in addltlon to other activities, IEC publishes International Stangddrd C|f|cat|ons
Technical Reports, Publicly Available Specifications (PAS) and Guides “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any itteg/interested
in the subject dealt with may participate in this preparatory work i eqtal and non-
governmental organizations liaising with the IEC also part|C|pate in this R gborates closely

with the International Organization for Standardization (ISO) i
agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matte 3
consensus of opinion on the relevant subjects since eac P S representatlon from all
interested IEC National Committees.

3) IEC Publications have the form of recomme

Publications is accurate, IEC cannot be p
misinterpretation by any end user.

.JIndependent certification bodies provide conformity
marks of conformity. IEC is not responsible for any

International Standagd IEC 62769-3 has been prepared by subcommittee 65E: Devices and
integration in enterprise systems, of IEC technical committee 65: Industrial-process
measurement, control and automation.

The text of this standard is based on the following documents:

CDV Report on voting
65E/346/CDV 65E/423/RVC

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

A list of all parts in the IEC 62769 series, published under the general title Fj 1
Integration (FDI), can be found on the IEC website. ﬁ%ﬁﬂ‘ﬁents
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The committee has decided that the contents of this publication will remain unchanged until
the stability date indicated on the IEC website under "http://webstore.iec.ch" in the data
related to the specific publication. At this date, the publication will be

* reconfirmed,

* withdrawn,

+ replaced by a revised edition, or
*+ amended.

IMPORTANT - The 'colour inside’' logo on the cover page of this publication indicates
that it contains colours which are considered to be useful

understanding of its contents. Users should therefore print thj using a

colour printer. /\

O
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INTRODUCTION

The International Electrotechnical Commission (IEC) draws attention to the fact that it is
claimed that compliance with this document may involve the use of patents concerning

a) method for the Supplying and Installation of Device-Specific Functionalities, see Patent
Family DE10357276;

b) method and device for accessing a functional module of automation system, see Patent
Family EP2182418;

c) methods and apparatus to reduce memory requirements for process control system
software applications, see Patent Family US2013232186;

d) extensible device object model, see Patent Family US12/893,680.

IEC takes no position concerning the evidence, validity and scope of

this patent right is registered with IEC. Information may be obktainey from«

a) ABB Research Ltd
Claes Rytoft
Affolterstrasse 4
Zurich, 8050
Switzerland

b) Phoenix Contact GmbH & Co KG
Intellectual Property, Licenses & S

John Dilger, er
301 S. 1A
USA

d) Rockwell Auto

1 Allen-Bradl
Mayfield He
USA

ts other than those identified above. IEC shall not be held responsible for
ch patent rights.

ISO (www.iso.org/patents) and IEC (http://patents.iec.ch) maintain on-line data bases of
patents relevant to their standards. Users are encouraged to consult the data bases for the
most up to date information concerning patents.
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FIELD DEVICE INTEGRATION (FDI) -

Part 3: FDI Server

1 Scope

This part of IEC 62769 specifies the FDI Server. The overall FDI architecture is illustrated in
Figure 1. The architectural components that are within the scope of this document have been
highlighted in this figure.

User Interface [
Description [EDI Package / \

FDI Package

FDI Client Device ~ 3
Definition £oNe i
uiD
Interpreter {\ N
s
\ A
AT D>
uIP
(

User Interface

Plug-in ]
—

2 Business Logic

Procgssor
y

Hosting Services

Business

Logic

Business Logic
Interface

User Interface Servicgs

AN

————— %
( Platform D?\%e/\/ic
(Drawing, Input Dexices N | System Services |
X ] N
OPC UA
Services
C UA Client opcb}
N

System
Communication <— Communication
Hardware - Server
|:| Specified by this part of this International Standard |
Store
|:| Specified by other parts 0fkthig’International Standard

|:| Not specified by this International Standard
IEC

Figure 1 — FDI architecture diagram

2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and
are indispensable for its application. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any
amendments) applies.

IEC 61804 (all parts), Function blocks (FB) for process control and Electronic Device
Description Language (EDDL)

Documents
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IEC 61804-31, Function block (FB) for process control and Electronic Device Description
Language (EDDL) — Part 3: EDDL syntax and semantics

IEC 61804-42, Function blocks (FB) for process control and Electronic Device Description
Language (EDDL) — Part 4: EDD interpretation

IEC 62541 (all parts), OPC unified architecture
IEC 62541-4, OPC unified architecture —Part 4: Services
IEC 62541-7, OPC unified architecture — Part 7: Profiles

IEC 62769-1, Field Device Integration — Part 1: Overview

NOTE IEC 62769-1 is technically identical to FDI-2021.

IEC 62769-2, Field Device Integration — Part 2: FDI Client

NOTE IEC 62769-2 is technically identical to FDI-2022.

IEC 62769-4, Field Device Integration — Part 4: FDI P

NOTE IEC 62769-4 is technically identical to FJa|-2024.

the following qpply.

3.1.1
Actions Prox
internal FDI Serve
definition

entity that encapsulates all the EDD Methods specified in an EDD Action

3.2 Abbreviated terms and acronyms

For the purposes of this document, the abbreviated terms and acronyms given in IEC 62769-1
apply.

4 Overview

The structure for an FDI Server is shown in Figure 1.

1 To be published.
2 To be published. Documents
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FDI Servers that support connectivity with third-party FDI Clients shall support OPC UA. A
vendor can provide both an FDI Server and one or more FDI Clients. In this case, the FDI
Clients can communicate with the FDI Server through proprietary protocols.

An FDI Server communicates with devices via Native Communication (see 7.2.1) and/or
Communication Devices (see IEC 62769-7).

An FDI Server provides information to FDI Clients through an Information Model (see
IEC 62769-5) as follows.

e The Information Model includes information about Device Types and Device Instances.
The information for a Device Instance includes offline data (engineering data), as well as
online data (values from the physical device).

Packages.

protocol specific

e FDI Packages can contain Attachments that contain dg
i als and protocol

information (see IEC 62769-4). Those Attachments,

e FDI Device Packages contain infg
IEC 62769-4). Each device type defiped in g
node in the Information Model.

evice types (see
d to a distinct DeviceType

e Multiple revisions of
Information Model (seg

distinct DeviceType nodes in the

FDI Packages contai igital si at allow an FDI Server to authenticate their
contents (see IEG 6276934 )\ A \ ar shall not use an FDI Package if the digital
signature providgd by : is i

An FDI Server sha ology Version (see IEC 62769-1) of any FDI Package
it uses to ensure compatible with the FDI Server.

5.1 Geners

The FDI Server shaluse the Device Definition of an FDI Package to maintain the Information
Model.

The Device Definition can contain conditional expressions. Conditional expressions are used
when a certain aspect of the Device Definition is not static but rather is dependent on the
state of the device. Whenever the online or offline values of a Device Instance are modified,
the FDI Server shall re-evaluate the relevant conditional expressions and modify the
Information Model accordingly.

The evaluation of conditional expressions can invalidate variables in the Information Model.
The FDI Server shall change the AccessLevel attribute of invalidated variables such that they
are neither readable nor writable and the status of these variables shall be set to bad. Read
and write service requests for invalidated variables shall return a failure.

The Device Definition can specify relationships between variables in a device. These
relationships can impact the value of variables in the Information Model.
Documents
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The FDI Server shall generate DataChange Notifications to any FDI Clients that are
subscribing to Information Model elements that have changed.

FDI Packages provide Business Logic that is used by the FDI Server to maintain the integrity
of the Information Model. The Business Logic specified in an FDI Package can invoke built-in
functions that shall be implemented by the FDI Server. The built-in functions that shall be
implemented by the FDI Server are specified in IEC 61804.

5.2 Online/Offline
5.2.1 Overview

ine values. The
eflect values

The Information Model maintained by the FDI Server contains online and
online values reflect values in a physical component/device. The offling
stored in a configuration database.

the physical devices. The online values in the
result of read service requests or subsefi

FDI Servers can provide a server-specifi ech 9 eating Device Instances without
the presence of physical hardware. Th ates these instances using information

in FDI Packages. All read/write request ins_values for Device Instances with no

alues and the physical device is supported
through the TrangferToDevice “and romDevice methods in the Information Model.
These Methods@ll t the dooad and upload procedures, respectively, as
specified in |IEC 0 3 S

these Methods shg . Supgorted, as per IEC 62541-4.

The Device locked prior to invoking these methods, as specified in
IEC 62769-5

5.2.2

The TransferToD method shall implement the download procedure as specified in

IEC 61804-4. This transfers the offline values to the physical device.

As a general rule, the FDI Server should not change the Online variable node when writing a
value to the device. The Online variable node should be updated only in the process of read
operations or subscriptions. Notwithstanding, as specified in IEC 62769-5, the FDI Server will
reset any cached Value for the target Nodes in the Information Model so that they will be re-
read next time they are requested.

The status information returned for each variable included in the write service request is used
to compose the TransferResult, as specified in IEC 62769-5.

5.2.3 Transfer from device

The TransferFromDevice method shall implement the upload procedure as specified in
IEC 61804-4. This transfers the values from the physical device to the offline values.

Documents
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If any read operations from the device fail during upload, the corresponding offline value shall
not be modified.

The status information returned for each variable included in the read service request is used
to compose the TransferResult, as specified in IEC 62769-5.

5.3 Access privileges

Systems implement security and access policies based on a number of characteristics such
as user role and plant area. FDI Servers use these policies, along with information in FDI
Packages, to determine the access privileges granted to the user.

The elements of an FDI Package can be associated with one or more
FDI Server uses these attributes to set the UserAccesslLevel attribute™s

See also Annex B.

5.4 Private Parameters

The Parameters and Actions specified in an FDI P3
Parameters and Actions shall not be browsable;
references from other elements of an FDI Package

d private. Private
accessible through

More specifically, the FDI Server shall’s ¢ te Paxameteys and Actions as follows.

e The FDI Server shall create nodes j
Actions.

name of a pr
e The FDI Server

same way as i

Clients invoke~Actions to access these private parameters.

5.5 Locking

The FDI Server provides locking services to grant FDI Clients exclusive access to Device and
Network elements in the Information Model. The locking services consist of a set of Methods
and status information. The methods, and their behavior, are specified in IEC 62769-5.

The following behavior shall be implemented by the FDI Server to support locks.

e Locking applies to both online and offline nodes.

e Once locked by one FDI Client, any attempt to write to a Parameter or to execute an
Action by another FDI Client shall be rejected.

e Locking is not required for read services.

e Parameters that are locked by one FDI Client can still be read by other FDI Clients, i.e.,
read requests on a Parameter that is locked are not rejected.
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Internal use of the locking mechanism for maintaining the Information Model integrity is FDI
Server vendor specific.

Figure 2 illustrates a locking sequence with multiple service invocations during the locked

state.
EDIClient EDIServer
| InitLock() !
o o [
| Process Service Requests:vto Device i
| I :
Optional
| ]
| |
——e e ———=
|
|
|
Figure
A service request that requires locking arti or completely if no lock has
been acquired by the FDI Client via Ini (i equesting the service. The FDI Client

has to release the lock via ExitLock aft

completes and {

FDI Servers may |ue e Imthq y ntil a service for which a lock has been created
standard behavio a

An EditContext can be used to make changes to Variable Values visible to the Server without
applying them to the online or offline representation of a Device. The Server will apply
business logic associated to the edited Variable which — in some cases — causes changes to
other Variable Values (e.g. if an engineering unit is changed) or the UID (e.g. a Variable
becomes invisible). Thus the Client can use an EditContext to modify (edit) Parameters like
engineering units, ranges and more, verify any side effects, and re-adjust the settings before
applying the changes.

An FDI Server may implement different EditContext strategies:

¢ A single EditContext instance for all dialogues of an FDI Client.
e Multiple EditContext instances.

e Hierarchical EditContext instances.
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Figure 3 shows@ tegies and how the Client can adapt. In the lower
scenario the Server: S itContext instance for all dialogs. Here, the Client
groups all dialogs/aiRd 3 i set of buttons to Apply and Cancel, because it always
concerns all edits
In the upp efver provides multiple EditContext instances, one of them as
child of \ instance can be addressed separately. If the changes in a child
instance are are transferred to the parent. If the changes in a root instance are

applied, they are transferred to the Device.

Parent-child dependencies:
e A change for a Variable in the parent overwrites an edited Value for the same Variable

in the Client.

e The parent cannot be discarded before the child is discarded but the edited Values in
the parent instance can be applied or reset.

5.6.2 Services

A set of Services is provided to the FDI Client to maintain EditContext instances (see
IEC 62769-5 for a detailed description of these Services):

e GetContext — This Service is used to request an EditContext instance. The Client
specifies certain characteristics for the Server to decide which EditContext instance to
return. Depending on its internal strategy, the Server returns the same instance or new

instances. Documents
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o RegisterNodes — The FDI Client has to register all Nodes of the Information Model that
shall be maintained in an EditContext. It is possible to register Nodes of the online and
of the offline representation of a Device. The result is new Nodelds that the Client shall
use when calling Services to read, write, subscribe to Variables or to invoke Actions.

e Apply — Transfer the modified (edited) Variable Values to the parent (either a parent
EditContext instance or the Device). If the same Variable has been edited in the parent
instance it will be overwritten with a call of the Apply Service for the child.

e Reset — Clears all modifications. A Reset of already applied modifications is not
possible.

e Discard — Deletes an EditContext instance (and its children). Edited Values that have
not been applied are discarded. Once deleted, all registered Nodelds will be invalid. If

how Clients may position the Apply and Cancel b+
which changes s/he applies or discards.

5.6.3 Nodelds

DeviceNodeld a

5.6.4 Reading

The StatusC
defined in IEC
IEC 62769-5).

ateg” whether the Value originates from the Device (StatusCode Good
or from an EditContext instance (StatusCode Good_Edited defined in

Reading or subscribing a Variable with the DeviceNodeld will return the Value from the Device
(online or offline).

5.6.5  Writing

Writing to a Variable with the ContextNodeld modifies the Value in the EditContext instance.

Writing to a Variable with the DeviceNodeld modifies the Value in the Device (online or
offline). Any edited Values for this Variable in the addressed EditContext instance or its
parents will be reset.
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5.6.6 Writing dominant and dependent Variables

Dependencies between dominant and dependent Variables are only evaluated when writing to
the online Device, not in the EditContext. The following rules support FDI Clients when
working with such Variables in the EditContext:
a) Change to the dominant Variable:
1) A change is made in Online EditContext:
e The Client monitoring Variables in the EditContext will get
— Good_Edited for dominant Variable

— Uncertain_DominantValueChanged for dependent Variable.

e If dependent and dominant Variables have been modified in (EditCoatext they all
shall have status Good Edited.

— It is recommended to disallow writes to dependen{ Vari atil after the
dominant Variable is applied to the Device.

2) A change is made in Online EditContext and then to ice’ before the
change in the EditContext is applied.

e The Value in the EditContext will be cleared

e The Client monitoring the dominant valte 2

e The dependent Variables
applied to the Device.

b) Change to a dependent Variable:

e The Client monitoring Variables in the EditContext will get

— Good for the cleared dependent Variable and for the dominant Variable.

3) The dominant Variable is changed in the Online Device before the change of the
dependent Variable in the EditContext is applied

e The Value of the dependent Variable in the EditContext will be cleared.

e The Client monitoring the dominant value and any dependent Variables in the
EditContext will get the StatusCode “Good” with no sub-status.

4) Offline is the same as Online except as follows:

e Dominant and dependent Variables are individually writable
5.6.7 Actions (EDD METHODS)

Before invoking Actions, the Client has to register the ActionSet Node of the Device. The
Nodeld of this Node has to be specified when calling InvokeAction.
P g Documents
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Calling InvokeAction with the ContextNodeld of the ActionSet Node associates it with the
proper EditContext instance. The Server will implicitly create an EditContext instance for the
invoked Action. This is illustrated in Figure 4.

FDI Client

1
(2) Button invokes Action | FDI Server

Business Logic
~ Processor
-~

Business
Logic

[

|| o [55 om |

Parameter 1 | 100.0

E% (#) option 1 I
(&) option 2 ™

— —_——— i — ‘—‘I‘ (5) EditContext for Action ABC is used
(4) Dialog for Action ABC

EditContext or the Device, to synchronize changes
them.

If the Action execution fails, the EditCo

5.6.8 UIDs

A Lock has to be ctg i N alue is written to an EditContext.

Locking is als ~ yriting directly to the Device.

The Read service Specified in IEC 62541-4 can be used to read a single value or multiple
values from a single device or multiple devices. If a Read service request specifies multiple
values are to be read, the values are read in the order they appear in the service request.

All values that are returned to the FDI Client as result of a Read service request shall be
unscaled.

A failure encountered while reading a single value shall not abort the read process; all values
shall be read. Each value returned contains a status indicating success or failure. Standard
OPC UA service status information is returned by the FDI Server as a result of the service
calls as specified in 6.2.

An FDI Package can define read actions that are executed by the FDI Server during read
service requests. These actions shall not require user interaction; they are strictly intended to
be used for Business Logic processing. Any read action that eventually requires user
interaction will not perform the built-in but will return an error if possible. The follgwing read
actions may be defined in an FDI Package: ocuments
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e Pre-read Actions
e Post-read Actions

The FDI Server invokes pre-read and post-read actions during the processing of read service
requests of online values only; they are not invoked when reading offline values.

In addition to read actions, an FDI Package can define refresh actions that are executed by
the FDI Server during read service requests. These actions shall not require user interaction;
they are strictly intended to be used for Business Logic processing. Any refresh action that
eventually requires user interaction will not perform the built-in but will return an error if
possible.

The FDI Server invokes refresh actions during the processing of read seryice requests of both
offline and online values.

NOTE Refresh actions are defined by means of the EDDL REFRESK_ACTIQNS™onstructN\ifiside an EDDL
VARIABLE construct. On the other hand, refresh relations are defined R EFRESH construct.
The handling of refresh relations is included in the generic event “P S aiti ions” that appear in
i the diagrams include

and refresh relations.

5.7.2 Reading offline variables

is read.

EDIClient DevicePkg:BL

|
I L for all nodes i thI_ { -I_ I
oop for all nodes in theyserxceNeques
P (k\ g Select Refresh Action() I
|
|
|
|

|
I I
I Optional | Execute Refresh Action()
>
' |
I 1
N
I T
I ‘ !
I
I
I

IEC

Figure 5 — Offline variable read

If a variable has refresh actions associated with it, the FDI Server always executes those
actions regardless of MaxAge.

If the refresh actions fail, the status returned for that variable shall indicate the read failed.

The FDI Server evaluates conditionals and relations after the refresh actions are executed.
This provides an opportunity for the re-evaluation of conditional expressions in EDDL
Business Logic and the processing of EDDL relations.
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5.7.3 Reading online variables

—19 -

The FDI Server can cache the online values read from a device. The FDI Server maintains a
timestamp for each online value that indicates when the value was read from the device. The
FDI Server uses the MaxAge argument of a Read service request to determine whether the
cached value can be returned. If the difference between the timestamp and the current time
exceeds the MaxAge argument the FDI Server shall read the value from the device.
Otherwise, the cached value can be returned.

Read actions are only executed when the variable is read from the device. Read actions are
not executed when cached values are returned.

The sequence diagram in Figure 6 shows the behavior of the FDI Server

is read.

EDIClient

EDIServer

! Read Parameters

Loop for all nodes in tha‘ service request
|

Actign()

/Se'lic reR

eman online value

Optional

&Exec te PreF?{aad {ctio)ﬂ) . )

xecute Builtin()

P Select Builtin()

N N

@mche: ﬁ
AN

Select PostRead Action()

\ Execute PostRead Action()

I
|
|
|
|
|
|
|
|
|
|
|
|
|
|
1

Execute Builtin()

S

I

I

I

I

I

I

I

I

I

I

| Optional I
|

' I :
I L,
I

I

I

I

I

I

I

I
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Figure 6 — Online variable read

|
|
|
|
|
|
|
|
|
|
|
P Select Builtin() |
|
|
|
|
|
|
|
|
|
|
|
|
|

If a variable has pre-read actions associated with it, these actions are executed prior to
reading the variable from the device. If a variable has post-read actions associated with it,
these actions are executed after reading the variable from the device. If the pre-read or post-

read actions fail, the status returned for that variable shall indicate the read failed.

If a variable has refresh actions associated with it, these actions are handled as in the offline
variable read case (see 5.7.2).
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The FDI Server evaluates conditionals and relations after post-read actions are executed.
This provides an opportunity for the re-evaluation of conditional expressions in EDDL
Business Logic and the processing of EDDL relations.

5.8 Writing
5.8.1 General

The Write service specified in IEC 62541-4 can be used to write a single value or multiple
values to a single device or multiple devices. If a Write service request specifies multiple
values are to be written, the values are written in the order they appear in the service request.

A failure encountered while writing a single value shall not abort the write"progess; all values

a result of the service calls as specified in 6.2.

Unlike the read operation, write failures when multiple varlabl leave the
device in an indeterminate state with some variables modifi€ odified. It is
up to the FDI Client to handle partial failures.

values.

'os%are executed by the FDI Server during write
equire UBEr interaction; they are strictly intended to

write action that eventually requires user
il return an error if possible. The following write

An FDI Package can def;
service requests. Thes
be used for Business

interaction will no
actions may be a@-

e Pre-write Actio

5.8.2 Write-offline variables

The sequence diagram in Figure 7 shows the behavior of the FDI Server when an offline value
is written.
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EDIClient EDIServer

l InitLock l

! Write Parameters

Loop for all nodes in the service request

Optional

FDI Client.
failed.

If it is not los

After writing the variable value, the FDI Server evaluates conditionals and relations. This
provides an opportunity for the re-evaluation of conditional expressions in EDDL Business
Logic and the processing of EDDL relations.

5.8.3 Writing online variables

The sequence diagram in Figure 8 shows the behavior of the FDI Server when an online value
is written.
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EDIClient EDIServer DevicePkg:BL

! InitLock

Write Parameters }
|

|
Loop for all nodes in thé service request > Evaluate Lock State

|
Perform Data Validation (\<;\ w

Select PreWrite Actior()

Execute Prev(lte W{‘\ !
er’cﬁfe\B{il\tinﬂ\ \ Select Builtin()

-

Optional

.

Optional

SelectPostWritel od
Exéc{te POstWrite Action()

<\‘ \\ Exéfute Builtin() J> Select Builtin()

|

|

|

| |
‘ i
Process Conditionals/Relations() }

|

|

|

|

Figure 8 — Online variable write immediate

Optional

1
]

IEC

When writing an online variable, the FDI Server verifies if the device is locked by the FDI
Client and performs data validation as described in 5.8.2.

If the validation process succeeds, the FDI Server writes the variable to the physical device.

If a variable has pre-write actions associated with it, these actions are executed prior to
writing the variable to the device. If the pre-write actions fail, the status returned for the
variable shall indicate the write failed.

If a variable has post-write actions associated with it, these actions are executed after writing
the variable to the device. If the post-write actions fail, the status returned for the variable
shall not indicate the write failed, since the value has already been written to the device. The
status returned shall be Good PostActionFailed.
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The FDI Server evaluates conditionals and relations after post-write actions are executed.
This provides an opportunity for the evaluation of conditional expressions in EDDL Business
Logic and the processing of EDDL relations.

5.8.4  Writing to an EditContext

The EditContext is specified in 5.6.

The sequence diagram in Figure 9 shows the general behavior of an EditContext when Values

are edited and applied.

GetEditContext()

InitLock

T Write Parameters

ExitLock

If EditContext to apply is a child instance

- Transfer Values to parent instance

Else If Value refers to offline representation of Device

- transfer data to database

Else — Value refers to online representation of Device (see 5.8.3)
-> Execute Pre-Write Action

-> Communicate to Device

-> Execute Post-Write Action

Edited Values that have been successfully
transferred are cleared from the
EditContext.

Figure 9 — Write with EditContext

IEC

When writing Variables to an EditContext, the FDI Server performs data validation as in the
normal writes to online or offline data. It also processes Conditionals/Relations. Changes to
other Variables resulting from this process are also written to the EditContext.

When calling Apply, the modified Variables are transferred to the parent. If the parent is the
Device and a variable has pre-write actions associated with it, these actions are executed
prior to writing the variable to the Device. If the pre-write actions fail, the status returned for
Apply shall indicate the error.
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If the parent is the Device and a variable has post-write actions associated with it, these
actions are executed after writing the variable to the Device. If the post-write actions fail, the
status returned for the variable shall not indicate the write failed, since the value has already
been written to the device. The status returned shall be Good_PostActionFailed.

5.9 Subscription
5.9.1 General

The Subscription service specified in IEC 62541-4 can be used to initiate the monitoring of a
single variable or multiple variables from a single device or multiple devices.

A failure related to a single variable while establishing a subscrlpt|on ¢ ultiple variables
shall not abort the subscr|pt|on process; all var|ables shall be mo

monitoring process of a subscription. These actions shall ng i fion; they are
strictly intended to be used for Business Logic processi iop that eventually

e Pre-read Actions

e Post-read Actions

interaction; they,
action that even
error if possible.

The sampling i < he FDI Client and established by the FDI Server defines
a time inter LIS US griodically check for changes in the variables value or status.

5.9.2 Subscription of offline variables

The sequence diagram in Figure 10 shows the behavior of the FDI Server when an offline
value is being monitored.
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FDIClient FDIServer DevicePkg:BL
I Subscribe I I
LB |
| |
] Ti |
________________ S
| | i | !
| Loop for all subscribed|nodes each sampling interval Select Refresh Action() | |
| |
I Optional : Execute Refresh Action() : l
| I ‘ |
| I |
! I
I I
| I |
‘ I
I I
| I |
! I
I I
| I |
| On Change ' DataChanged Notification l
| [
| ‘ |
|
| | I |
______ T _——— e ———————| — e — —— — — — — ]
I
IEC

If a variable has refresh actions associ
time interval.

5.9.3 Subscri

variable is being
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gure 11 — Online variable subscription
The variable is reathkffom the device each time interval.

If a variable has pre-read actions associated with it, these actions are executed prior to
reading the variable from the device.

If a variable has post-read actions associated with it, these actions are executed after reading
the variable from the device.

If a variable has refresh actions associated with it the FDI Server executes those actions after
the post-read actions.

The FDI Server evaluates conditionals and relations after any associated actions are
executed.

If the actions fail or the device read fails, the status of the variable shall indicate the failure.
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5.10 Device topology
5.10.1 General

The FDI Server maintains Device Instances in the Information Model. The Information Model
maintained by the FDI Server reflects the structure of the system; the FDI Server maintains
device information in the context of the Device Topology.

The Device Topology includes devices, connecting communication networks, and the
elements to communicate via these networks. The Device Topology is defined in IEC 62769-5;
Objects, References and the AddressSpace organization required to create the proper
Information Model are defined as part of the Information Model specification.

5.10.2 Connection Points

The following non-normative Figure 12 illustrates the topology withi<}\e\nfo ation Model.

ré
ConnegctionPoint x
/%*&e AN

<some>DeviceType:
Master

DeviceType
FI B101

DeviceType
FI B102

IEC

ogWwith Network objects (non-normative)

The FDI Serve s atienin the FDI Package to create both the type definitions for
the devices¢and 9 ign Devices as well as their respective Connection Point

provided by the FDK&erver. Network types for non-native protocols are provided through FDI
Package definitions provided for the communication server.

Device definitions contain one or more Connection Point definitions for a device. Each
Connection Point maintains a reference to a protocol element that specifies the protocol for
the Connection Point. A device may be capable of providing or using multiple protocols; each
protocol provided or supported will have a unique Connection Point. The network objects
contain a reference to a protocol definition element that defines the protocol utilized by the
network object.

The Device and Connection Point type definitions are used to create Device and Connection
Point instances. The network type definitions are used to create instances of networks in the
system. The network types are specified in the protocol specific annexes in
IEC 62769-4, and are provided by the FDI Server as an integral component. The FDI Server,
or FDI Clients interacting with the FDI Server to create the topology, locates devices,
communication devices, connection points, and networks using standard OPC UA entry points
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e DeviceSet — references Device Instances in the FDI Server.
e CommunicationSet — references instances of communication devices in the FDI Server.

e NetworkSet — references instances of networks in the FDI Server.

The FDI Server, or FDI Clients interacting with the FDI Server to create the topology, creates
references between instances of a device, an associated Connection Point, and a network
element (see Figure 12). The FDI Server validates that the protocol associated with the
Connection Point and the protocol associated with the network are of the same protocol type.
If a device defines multiple Connection Points, the FDI Server will use the Connection Point of
the device that matches the network protocol.

Each network object shall be associated with at least one Communig
association between the communication device and the network eleme
devices can be associated with the network element. Once a Cod ati Device is

ien Device. The

The network element definition specifies the number of Comrgction POk ¢an be added
to the network.

etworks do not affect
remain referenced by
Connection Point or to a

The references established between devices, Conn
the reference established for the standard brow

DeviceSet regardless of whether the d
network.

5.10.3 Topology management
5.10.3.1 General

FDI Server vendors hane t i sted FDI Clients with the ability to manage

If the FDI Serve g s the second option, i.e., implementing the OPC UA
NodeManage i the topology management shall be implemented as specified
in 5.10.3.

topology, the ete
for Modular Device

involved in the topology modification are locked. The scope of the lock
ahd networks is specified in IEC 62769-5.

The FDI Package for the Communication Device includes definitions that are used by the FDI
Server to manage and validate the topology, including the optional action ValidateNetwork
(see IEC 62769-7). Those definitions are used by the FDI Server during topology
management.

5.10.3.2 Add Device to Network

The sequence diagram in Figure 13 shows the behavior of the FDI Server when a device is
added to a network.
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EDIClient EDIServer CommbDevicePkg:BL
| InitLock() | |
| | }
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i |
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IEC

while adding a single reference shall not abort the entire process; all
references shall be processed. A status is returned indicating success or failure for each
reference included in the service request. Standard OPC UA service status information is
returned by the FDI Server as a result of the service calls as specified in 6.2.

When adding a reference, the association of a device’s Connection Point with a network shall
be validated by the FDI Server; this applies to both FDI Server vendor specific topology
management as well as the OPC UA AddNode method.

The FDI Server performs an initial validation of the connectivity, which includes for instance
verifying that the protocol specified by the Connection Point and the network are the same
and the number of connections supported by the network have not been exceeded. That
validation is based on information provided with the FDI Communication Package of the
involved elements. If the initial validation succeeds, the ValidateNetwork Action provided by
the Communication Device is invoked by the FDI Server. See IEC 62769-7 for more details.
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In a first pass, all requested references are added regardless of the validation process
succeeding or failing. After adding all references, a second validation pass is done. If the
validation process fails for any reference, that reference shall not be added and the status
returned for that reference shall indicate the reference failed to be added.

Because of this two-step validation process performed by the FDI Server, the result of adding
multiple references at a time can be different from the result of adding one reference at a
time.

5.10.3.3 Remove Device from Network

The sequence diagram in Figure 14 shows the behavior of the FDI Server when a device is
removed from a network.

N\
\Cor}nDe\»@z%

| InitLock() } ‘
w w NN AN
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Figure 14 — Remove Device from topology

The DeleteReferences service specified in IEC 62541-4 is used to remove devices from the
topology. The DeleteReferences service can be used to remove a single reference or multiple
references. If a DeleteReferences service request specifies multiple references are to be
removed, the references are removed in the order they appear in the service request.

A failure encountered while removing a single reference shall not abort the entire process; all
references shall be processed. A status is returned indicating success or failure for each
reference included in the service request. Standard OPC UA service status information is
returned by the FDI Server as a result of the service calls as specified in 6.2. Documents
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The removal of a device from a network requires the FDI Server to validate the network. The
FDI Server invokes the ValidateNetwork Action provided by the Communication Device after
removal of the device from the network.

In a first pass, all requested references are removed regardless of the validation process
succeeding or failing. After removing all references, a second validation pass is done. If the
validation process fails for any reference, that reference shall not be removed and the status
returned for that reference shall indicate the reference failed to be removed.

Because of this two-step validation process performed by the FDI Server, the result of adding
multiple references at a time can be different from the result of adding one reference at a
time.

5.10.4 Topology scanning

The sequence diagram in Figure 15 shows the behavior of the FDKSekve
is scanned.

EDIClient EDIServer

Invoke Method (scan) |

NS

[ Perfopm Access Calls as ne¢ded

> Select Builtin()

I

i’ (send_command/send_value)

| > Create SCANLIST()

Get SCANLIST variable()

Generate scan list XML()

IEC

Figure 15 — Scan topology

Scanning of a network for connected devices is provided via the Scan Service associated with
Communication Devices. This service is described in IEC 62769-5.

For nodes representing Native Communication devices, the FDI Server provides the service
implementation.

For Communication Devices that are not native to the FDI Server, the FDI Server invokes the
SCAN Action provided by the Communication Device (see IEC 62769-4). The SCAN action
invokes built-ins provided by the FDI Server to send commands to the Communication Device.
The SCAN action processes the responses to the commands to create a scan list. Documents
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The scan list created by the SCAN Action is stored in a DDLIST variable referenced through
the SCAN_LIST variable. The DDLIST contains the definition for the devices detected by the
communication device.

The Information Model specified in IEC 62769-5 provides protocol independent definitions for
devices. The protocol independent device definitions contain references to nodes containing
protocol specific identification for a device.

The DDLIST variable resulting from the scan is composed of variable definitions. The DDLIST
will contain variables whose name matches the properties and attributes defined in
IEC 62769-5 for the protocol independent device definition. These protocol independent
definitions allow the FDI Server to formulate protocol independent information to an FDI Client
about the devices in the network.

ing the network protocol, see

e XML data set returned by the Scan
variable.

odel for the SCAN function to succeed The information provided

way be used by FDI Server vendor specific functionality to create the
FDY Server vendor specific functionality is responsible for matching the
e SCAN function to device types in the Information Model.

Device Topology.
devices identified b

The FDI Server, through vendor specific implementation, uses the SCAN function as part of
commissioning a network. The FDI Server vendor specific implementation allows the FDI
Server to match and validate the offline created topology against the physical network (see
5.10.6).

The use of the SCAN function for topology creation and topology validation is not
standardized and is an FDI Server vendor specific functionality.

5.10.6 Validation of defined topology

The FDI Server shall validate that the defined Device Instance in the Information Model
matches the physical device. FDI Server vendor specific functionality is responsible for
validating the Information Model against the physical devices connected in the system.
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The FDI Server can rely on standard functions such as SCAN to identify the devices
physically connected and determine whether there is a match with the offline defined
topology. The FDI Server may also use protocol specific commands to identify devices.

The FDI Server shall validate that the physical device is of the same type as the Device
Instance in the Information Model. FDI Server vendor specific implementations can allow
connectivity to devices of different revisions or require an exact match. FDI Server vendor
specific functionality provides the device matching.

5.11 User Interface Elements

5.11.1 User Interface Descriptions

Client. They appear in the Information Model as
IEC 62769-5).

form of an XML str.ing (see IEC 62769-2).

Any values that the FDI Server provides to the FDI Cli
including, for instance, current variable values, ramnge

This example assumes th
conditional (i.e., depend
evaluate the condltlo al

Refresh Actig

e Exit Actions

Those actions are executed by the FDI Server, but their execution is driven by the FDI Client.

In order to allow the FDI Client to drive the execution of actions, the FDI Server creates
Actions Proxies (see 5.12.3) and makes the Action Proxies names available to the FDI Client
by means of the ListOfActions element type defined in the XML schema (IEC 62769-2). The
FDI Server thus maintains the Actions Proxies names in the XML string of the UID.

As the FDI Client retrieves UIDs, it retrieves the Actions Proxies names associated to them as
well.

Even though a single EDD Actions definition may specify more than one EDD Method, the FDI
Server does not provide individual references to each EDD Method that is specified, but it
provides a single Actions Proxy name to refer to all EDD Methods specified in the EDD
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Actions clause. As a consequence, the list of actions specified in the XML schema will always
have a single entry.

As the FDI Client processes a UID, it can start the execution of actions by calling the
InvokeAction service and passing the corresponding Actions Proxy name as argument (see
5.12.3).

5.11.2 User Interface Plug-ins

User Interface Plug-ins (UIPs) are programmatic user interfaces that are executed by an FDI
Client. They appear in the Information Model as UIPluginType nodes (see IEC 62769-5).

node in the
Information Model. The Value attribute of a UIPluginType node is a byt sontaining a

the FDI Client upon request.

FDI Device Packages can referen UIP Package (see

\
IEC 62769-4). FDI Servers shall resQ @ N v/references that cannot be
resolved shall result in a Bad_Nodeld 3\ ¢ en the UIP is read by an FDI
Client.
5.12 Actions

5.12.1 FDI Server —
FDI Clients invo@:t galli eNnvokeAction method (see IEC 62769-5).

When an Action is’i
the Action is exeg ¢ ate my
invoked by the Actj asNn_re€sponse to interactions with the FDI Client.

Once the state machine has been created, the exchange variables have been created, and
the Action has started to execute, the InvokeAction method terminates, i.e., it does not remain
active during the execution of the Action.

The FDI Server sends user interface requests to the FDI Client via the exchange variable, and
the FDI Client sends user interface responses to the FDI Server via the exchange variable.
The value of the exchange variable is an XML string (see IEC 62769-2). It contains the
current state of the Action, as well as a user interface request or response.

The subscription service specified in IEC 62541-4 is used to allow the FDI Server to send
user interface requests to the FDI Client via the exchange variable. The FDI Client subscribes
to the exchange variable to receive user interface requests from the FDI Server. If a request
is transitional the FDI Client may miss the request. The request will be held in the exchange
variable until the FDI Client creates a subscription. Once the subscription is established, the
FDI Server will respond with the current state and the pending request.

Documents

Document Sharing Hub

Full document details: IEC 62769-3 2015


http://avadocuments2026.com/doc/iec-62769-3-2015
http://avadocuments2026.com/doc/iec-62769-3-2015

IEC 62769-3:2015 © IEC 2015 - 35 -

NOTE 1 TimeDelay with a short duration is an example of a transitional request.

The FDI Server can implement a server-defined time-out for user interface requests. Failure
of the FDI Client to respond to a user interface request before the time-out expires can cause
the FDI Server to abort the Action.

NOTE 2 The time-out is expected to be on the order of 20 min to 30 min similar to a session time-out of a web
page.

The FDI Server retains the current state and the last request in the exchange variable even
after the Action completes. The exchange variable retains its value until the FDI Client
terminates the subscription.

An Action can be aborted by the FDI Client or by the Action itself.

The sequence diagram shown in Figure 16 shows the client/server i

W
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Figure 16 — Action execution
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5.12.2 Action state machine
5.12.2.1 States

The Action state machine is shown in Figure 17.

Created

TimeDelay

TimeDelayA

N
WaitingForFeedpackA

Completed

gure 17 — Action state machine

The states o Action sfate machine are specified in Table 1.

Table 1 — Action states

State Description

Created The initial state when the state machine instance is created by the FDI Server.

Running The normal execution state.

TimeDelay The state where the normal execution is suspended a certain amount of time.
WaitingForFeedback The state where the normal execution is suspended because a user interaction is needed.
Aborting The state where the normal execution has been aborted and abort processing is carried out.
TimeDelayA The state where the abort processing is suspended a certain amount of time.
WaitingForFeedbackA The state where the abort processing is suspended because a user interaction is needed.
Completed The state where the normal execution is completed.

Aborted The state where the abort processing is completed.
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The state transitions of the Action state machine are defined in Table 2.

Table 2 — Action state transitions

Source state Event Destination state
Start State FDI Server created a state machine for the Action. Created
Created Execution of the Action has started. Running
Running Execution of the Action has completed. Completed
Running Built-in function has been encountered that requires | TimeDelay
a time delay.
Running Built-in function has been encountered that requires | WaitingForFeedback
user feedback. RN
Running Abnormal termination of the Action has been Aboyiq
initiated by either the FDI Server or the FDI Client. N\
TimeDelay FDI Server has decided to send time delay {ﬁielay \ \
remaining to FDI Client.
TimeDelay FDI Server has calculated a new time delay to be(\ T‘D\eD\ﬁy \
sent to FDI Client.
TimeDelay Abnormal termination of the Action has bee Aborting
initiated by the FDI Client. 2/\ N\ \
TimeDelay Delay time has expired. uhaing.
WaitingForFeedback FDI Server has decided to send ar‘y(pdated Waiti?gForFeedback
feedback request to the FDI Clien /)
WaitingForFeedback FDI Server has received feedpack fromFBI Glient.\| Runting
WaitingForFeedback Abnormal term Igz&gn\of tlg%@tio has geem borting
initiated by eitker thexFD er ¢r the RDI Client. N
WaitingForFeedback FDI Server time b«ﬁer ﬁiexbéidwiw Aborting
response from FDIClient.
Aborting Built-in funct|on<'1/as been erWd\&gt requires | TimeDelayA
a time delay
Aborting ilt- |andlon Kbée@oun%ga\tﬁat requires | WaitingForFeedbackA
usenfegiback N
Aborting N Egecu\h&n of the quhas comptéted. Aborted
TimeDelayA ’ tlme ﬁa\qxplr Aborting
WaitingForFeedbackA S 7§§%{ \ailém\c:h }) send an updated WaitingForFeedbackA
/\ feegBac uest to I Client.
WaitingForFeedbackA FDI §e\rver}mqs received feedback from FDI Client. Aborting
Aborted /\& \A Woyed the state machine for the | Finish State
cti
Completed \ \ Ne\/as’destroyed the state machine for the Finish State
Acti

EDD Actions specify \EDD Methods that shall be executed at specific moments during the
processing of variabte values or during user interaction. In many cases, the FDI Server
implicitly executes the EDD Actions, but in some specific cases, as specified in 5.12.4, the
execution of EDD Actions is driven by the FDI Client.

In order to allow the FDI Client to drive the execution of EDD Actions, the FDI Server creates
Actions Proxies. An Actions Proxy is an internal entity created by the FDI Server to
encapsulate the EDD Methods specified in the EDD Action definition. An Actions Proxy thus
corresponds to a single “*_ ACTIONS” clause in EDDL and therefore to the entire set of EDD
Methods specified in it.

The FDI Server assigns a name to the Actions Proxy. The Actions Proxy name is an
unambiguous identifier, i.e., it uniquely identifies the Actions Proxy in the scope of a single
device instance.

The FDI Server makes the Actions Proxy name available to the FDI Client via the XML
descriptions associated to UID nodes (see 5.11.1). The FDI Client can thus drive the
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execution of an Actions Proxy when necessary by calling the InvokeAction method and
passing the Actions Proxy name as argument.

NOTE The second argument of the InvokeAction method (“MethodArguments”) is empty, since EDD Actions have
no arguments.

When processing an InvokeAction call with an Actions Proxy name as argument, the FDI
Server executes the entire set of EDD Methods associated to that Actions Proxy. As specified
in IEC 61804-3, the FDI Server executes those EDD Methods in the order they appear in the
EDD Action definition, and if an EDD Method exits for an unplanned reason, the following
EDD Methods are not executed.

Taking as reference the state transitions defined in Table 2, it means that:

3 “Completed”
ihition completes,

general and EDD Actions in particula
and action methods, are € i

general, with the exception of abort
Model as nodes under the ActionSet
ee |IEC 62769-5). EDD Actions on the

FDI Client by putting . ir o ponding Actions Proxies in the ListOfActions

element in the X@ » nodes (see 5.11.1).

The EDD Action EDD constructs that use them are shown in Table 3
(see IEC 61804-

on types and the EDD constructs that use them

AN
m\ \ EDD construct

EDI%«Qn t V\AQA’QLE MENU EDIT_DISPLAY | WAVEFORM SOURCE uiD
Pre-read Actions N\ |
Post-read Actions |
Pre-write Actions |
Post-write Actions |
Pre-edit Actions E

E

mmmmm{—|—|—|—
m
m

mim|m|m|m

E
Post-edit Actions E
Init Actions
Exit Actions E E
Refresh Actions E E

As Table 3 indicates, in some cases the FDI Server implicitly executes the EDD Actions (l),
while in other cases the execution of EDD Actions is driven by the FDI Client, i.e., the FDI
Client needs to explicitly start the execution of the EDD Actions in the FDI Server (E).

The FDI Server implicitly executes the following types of EDD Actions:

e Pre-read, post-read, pre-write and post-write actions, both for variables and menus.

e Refresh actions for variables. Documents
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Those types of actions shall not require user interaction; they are strictly intended to be used
for Business Logic processing. Any action of one of those types that eventually requires user
interaction will not perform the built-in but will return an error if possible.

The FDI Server implicitly handles pre-read, post-read and refresh actions for variables when
the FDI Client reads online variables (see 5.7.3). Similarly, the FDI Server implicitly handles
pre-write and post-write actions for variables when the FDI Client writes online variables,
either in an immediate fashion (see 5.8.3) or in edit mode (see 5.8.4).

The pre-read, post-read, pre-write and post-write actions for menus are only used by the
upload and download menus (see IEC 61804-4 and IEC 62769-2). The FDI Server implicitly
handles pre-write and post-write actions for menus when the FDI Client transfers data to the
device (5.2.2). Similarly, the FDI Server implicitly handles pre-read and p ead actions for
menus when the FDI Client transfers data from the device (5.2.3).

e Pre-edit and post-edit actions for variables, menus, edit~qispl

e Init, exit and refresh actions for menus, waveforms,

When those actions contain user interactions (see Ik
between the FDI Server and the FDI Client. This is

5.12.1. The FDI Client explicitly starts the exgCWi
Server by calling the InvokeAction met \
Actions Proxy as argument.

6 OPC UA services

6.1 OPC UA profiles

The set of services sp
IEC 62541-7. F

e including OPC
e including OPG

e including OP

e including OPC
e including FDI "FDI Information Model"

6.2 Service error information
6.2.1 Overview

FDI Servers provide service operations that are invoked through OPC UA services. Standard
OPC UA service status information is returned by the FDI Server as a result of the service
calls.

The OPC UA specification defines all services as having a standard response that includes a
response header containing general and service specific response codes according to
IEC 62541-4. The response code structure contains diagnostic information that returns both
an error code as well as localized text for the error. FDI Servers shall fill in the diagnostic
records including localized text for the reported errors.
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