IEC 62769-4:2023-04(en-fr)

Full docu

IEC 62769-4

INTERNATIONAL
STANDARD

NORME
INTERNATIONALE

Edition 3.0 2023-04

colour
inside

Field Device Integration (FDI®) —
Part 4: FDI Packages

Intégration des appareils de terrain (FDI®) —
Partie 4: Paquetages FDI



http://www.avadocuments.com/doc/iec-62769-4-2023
http://www.avadocuments.com/doc/iec-62769-4-2023

THIS PUBLICATION IS COPYRIGHT PROTECTED
Copyright © 2023 IEC, Geneva, Switzerland

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized in any form
or by any means, electronic or mechanical, including photocopying and microfilm, without permission in writing from
either IEC or IEC's member National Committee in the country of the requester. If you have any questions about IEC
copyright or have an enquiry about obtaining additional rights to this publication, please contact the address below or
your local IEC member National Committee for further information.

Droits de reproduction réservés. Sauf indication contraire, aucune partie de cette publication ne peut étre reproduite ni
utilisée sous quelque forme que ce soit et par aucun procédé, électronique ou mécanique, y compris la photocopie et
les microfilms, sans I'accord écrit de I''lEC ou du Comité national de I'lEC du pays du demandeur. Si vous avez des
questions sur le copyright de I'lEC ou si vous désirez obtenir des droits supplémentaires sur cette publication, utilisez

IEC Secretariat

3, rue de Varembé
CH-1211 Geneva 20
Switzerland

www.iec.ch

les coordonnées ci-aprés ou contactez le Comité national de I'lEC de votre pays de résidence.

Tel.: +41 22 919 02 11
info@iec.ch

About the IEC

The International Electrotechnical Commission (IEC) is the leading global organization that prepares and publishes
International Standards for all electrical, electronic and related technologies.

About IEC publications

The technical content of IEC publications is kept under constant review by the IEC. Please make sure that you have the
latest edition, a corrigendum or an amendment might have been published.

IEC publications search - webstore.iec.ch/advsearchform
The advanced search enables to find IEC publications by a
variety of criteria (reference number, text, technical
committee, ...). It also gives information on projects, replaced
and withdrawn publications.

IEC Just Published - webstore.iec.ch/justpublished

Stay up to date on all new IEC publications. Just Published
details all new publications released. Available online and once
a month by email.

IEC Customer Service Centre - webstore.iec.ch/csc

If you wish to give us your feedback on this publication or need
further assistance, please contact the Customer Service
Centre: sales@iec.ch.

IEC Products & Services Portal - products.iec.ch

Discover our powerful search engine and read freely all the
publications previews. With a subscription you will always have
access to up to date content tailored to your needs.

Electropedia - www.electropedia.org

The world's leading online dictionary on electrotechnology,
containing more than 22 300 terminological entries in English
and French, with equivalent terms in 19 additional languages.
Also known as the International Electrotechnical Vocabulary
(IEV) online.

A propos de I'lEC

La Commission Electrotechnique Internationale (IEC) est la premiére organisation mondiale qui élabore et publie des
Normes internationales pour tout ce qui a trait a I'électricité, a I'électronique et aux technologies apparentées.

A propos des publications IEC

Le contenu technique des publications IEC est constamment revu. Veuillez vous assurer que vous possédez I'édition la
plus récente, un corrigendum ou amendement peut avoir été publié.

Recherche de publications IEC -
webstore.iec.ch/advsearchform

La recherche avancée permet de trouver des publications IEC
en utilisant différents critéres (numéro de référence, texte,
comité d’études, ...). Elle donne aussi des informations sur les
projets et les publications remplacées ou retirées.

IEC Just Published - webstore.iec.ch/justpublished
Restez informé sur les nouvelles publications IEC. Just
Published détaille les nouvelles publications parues.
Disponible en ligne et une fois par mois par email.

Service Clients - webstore.iec.ch/csc

Si vous désirez nous donner des commentaires sur cette
publication ou si vous avez des questions contactez-nous:
sales@iec.ch.

IEC Products & Services Portal - products.iec.ch

Découvrez notre puissant moteur de recherche et consultez
gratuitement tous les apercus des publications. Avec un
abonnement, vous aurez toujours accés a un contenu a jour
adapté a vos besoins.

Electropedia - www.electropedia.org

Le premier dictionnaire d'électrotechnologie en ligne au monde,
avec plus de 22 300 articles terminologiques en anglais et en
frangais, ainsi que les termes équivalents dans 19 langues
additionnelles. Egalement appelé Vocabulaire
Electrotechnique International (IEV) en ligne.

Documents

Document Sharing Hub

Full document details: IEC 62769-4-2023


http://www.avadocuments.com/doc/iec-62769-4-2023
http://www.avadocuments.com/doc/iec-62769-4-2023

IEC 62769-4

Edition 3.0 2023-04

INTERNATIONAL
STANDARD

NORME
INTERNATIONALE

colour
inside

Field Device Integration (FDI®) —
Part 4: FDI Packages

Intégration des appareils de terrain (FDI®) —
Partie 4: Paquetages FDI

INTERNATIONAL
ELECTROTECHNICAL
COMMISSION

COMMISSION
ELECTROTECHNIQUE
INTERNATIONALE

ICS 25.040.40; 35.100.05 ISBN 978-2-8322-6794-3

Warning! Make sure that you obtained this publication from an authorized distributor.

Attention! Veuillez vous assurer que vous avez obtenu cette publication via un dismbuteur agréé.
poctments

Document Sharing Hub

® Registered trademark of the International Electrotechnical Commission
Marque déposée de la Commission Electrotechnique Internationale

Full document details: IEC 62769-4-2023


http://www.avadocuments.com/doc/iec-62769-4-2023
http://www.avadocuments.com/doc/iec-62769-4-2023

-2- IEC 62769-4:2023 © |IEC 2023

CONTENTS
FOREWORD ...ttt ettt ettt et e e ettt et et e et et et e et e e e et a e e anns 8
1 S oo o 1= Y PP 10
2 NOrmMative refereNCES ... e e 10
3  Terms, definitions, abbreviated terms and acronyms ..........coccoiiiiiiiiiinin 11
3.1 Terms and definitioNS. ... 11
3.2 Abbreviated terms and aCroNYMS . ... 12
3.3 L0701 01V 2-Y o 1o o 1< PP 13
4 FDI® Package MOAEl.......ooovuiiiiie e 13
4.1 L@ Y= Y= PP 13
4.2 FDI® Package EIEmMENtS ... .o 14
4.2.1 Package Catalog ....couiiuiiiiiie e 14
4.2.2 Package Feature Table.... .o 14
4.2.3 Feature Unit CONVErSiON ... .o 15
4.2.4 Electronic Device DesCription .......ociiiiiii e 15
4.2.5 User Interface PlUG-in ... ... 15
4.2.6 At ACRM Nt L. 17
4.3 T ] = Tod &= Vo T N o =Y SRR 17
4.31 FDI® DeVvice Package .......oooieiiiieie e 17
4.3.2 FDI® Communication Package ...........cooiiiiiiiiiiie e 18
4.3.3 FDI® UIP PACKaAQE ... civeiiiiiee e 18
4.3.4 FDI® Profile Package ..........oiiueiiiieeeee e 19
5 FDI® Package implementation ............ccooouiiiiiiiii e 20
5.1 Packaging teChNOIogY . o.ouni 20
5.2 Use of Open Packaging Conventions .......c.iviuiiiiiiiii e 20
5.2.1 L L0114 1o )Y T o F= s £ P 20
5.2.2 INVaAlId Par S . 21
5.2.3 UNKNOWN relationShips .. ..o 21
5.2.4 I aAVING . . 21
5.2.5 (70T =T o] o] o 1= o {1 21
5.2.6 TRUMDNAIIS . e 21
5.2.7 Digital SIgnatures ... ... 21
5.3 FDI® PacCKage PartS.......ccoeuuiiiiieeiie et 21
5.3.1 Package Catalog ....oouiiuiiiiiie e 21
5.3.2 Package Feature Table. ... ..o 22
5.3.3 Electronic Device DesCription ........c.oiiiiiiiii e 23
5.3.4 User Interface PlUG-in ... ... 23
5.3.5 AACRMENTS .o 26
6 FDI® Package VEISIONING . ....couuuiiiii e 29
6.1 VEISION SCNEIME L. et 29
6.2 Versioned elements ... 29
6.3 A=Y =TT T T Y=Y =Y e o P 30
6.4 UIP compatiDility ... 31
7  Digital Signatures and FDI® Registration Certificates............ccooiiiiiiiiiiiiiii s 32
71 Signed elements and certification documents..............oooiiiiii 32
7.2 SigNING MECNANISM ....iui e e e 33
7.3 FDI® Package Originator, FDI® Registration Authority ............................. Docuniients

Document Sharing Hub

Full document details: IEC 62769-4-2023


http://www.avadocuments.com/doc/iec-62769-4-2023
http://www.avadocuments.com/doc/iec-62769-4-2023

IEC 62769-4:2023 © |IEC 2023 -3-

7.4 FDI® HOSt bEhaVIOUr ... 34
Annex A (normative) File name conventions ... ... 35
A.1 IdENtifiCAtiON ... 35
A.2 FDI® Package filename convention .............coooiiiiiiiiiii i 35
Annex B (informative) FDI® Package creation ............c.cooeiiiiiiiiii i 37
B.1 BN Al e e 37
B.2 TOOIS AN COMPONENES ..uiiii e e e e e e 37
B.2.1 OV BV W .t 37
B.2.2 FDI® Reference Implementation/Common EDD Engine..............cccoccoieiiinn. 37
B.2.3 FDI® Package IDE ...t e e ee e 37
B.2.4 FDI® Device Package Conformance Test TOO! .......cccuiiiiiiiiiiiiiiiiiii e 37
B.3 L=V (o] o 1 1= o | P 37
B.3.1 FDI® Package core development .........coouuiiiiiiiiiiiei e 37
B.3.2 User Interface Plug-in development ..o, 38
B.3.3 FDI® Package Attachment development............ooooiiiiiiiiii s 38
B.3.4 FDI® Package binding and packaging ........cooeveuuiiaaiiiiii e 38
B.3.5 CoNfOrmMAaNCE TSt . iuiiiii e 39
Annex C (informative) FDI® Package deployment............ccoooovniiiiiiiiiiiiiiieece e 40
CA1 BN Al e e 40
C.2 Yo7 o - 1 (o 1= SOOI 40
C.2.1 FDI® Package deployment to PC based client/server systems ....................... 40
C.2.2 FDI® Package deployment to an FDI® standalone system ......................oue..l 41
Annex D (informative) EXamPle. ..o 43
D.1 (=Y o 1-Y = | PPN 43
D.2 Open Packaging CoNVENTIONS ......couiiiiiiiiii e 43
D.2.1 OV BV W et 43
D.2.2 = S 43
D.2.3 RelationNShips ... 44
D.2.4 OPC COre fRATUIES ...iviiiii e e eaa e 44
D.2.5 OPC additional featUres.........cuiiiiiiiie e 45
D.3 Creation and handling of FDI® Packages.........coouieuiiiiaiiiiiieeei e 46
D.4 FDI® Device Package eXample........c...oiiiiiiiiie e 46
D.4.1 OV BV W et 46
D.4.2 User Interface Plug-in ... 51
D.4.3 EDD reference t0 UIP ..o 53
D.4.4 FDI® Registration Certificate .............oiieiiiiiiii e 54
Annex E (normative) FDI® Package Catalog XML Schema ..............ccooooiiiiiiiiiiiiiiiiiieeieeen. 55
E.A JLIR= 1o TS L N =T g =S o F= o= S 55
E.2 L0721 21 Lo 1o [FU PPN 55
E.3 ClassificationldT ... 55
E.4 CommuUNICAtiONPIOfIlET ... e 55
E.5 CommuNICatioNROIET ... 55
E.6 ComMMUNICATION S EIVEIT ..o 56
E.7 [T e IV o1 PPN 56
E.8 FDIReGIStratioNCert ... ..o e 57
E.9 FDIREGIStratioNCertT ... e eeaas 57
E 10 TN erfaceT oo e 58
E.11 ListOfCommunicationProfilesT ........cooiiiiiiii i) Docuﬁﬂl ents

Document Sharing Hub

Full document details: IEC 62769-4-2023


http://www.avadocuments.com/doc/iec-62769-4-2023
http://www.avadocuments.com/doc/iec-62769-4-2023

-4 - IEC 62769-4:2023 © |IEC 2023

E.12  ListOfDeVICEIMAagEST ..o e e e e 59
E. 18  LiStO D VIO T Y PES T ittt 60
E.14  ListOfDOCUMENTS T .o e e e e e 60
E. 15  LiStOfINterfaces T .ouiiiii e e 61
E.16  ListOfLoCaliZedStringST ....cuuiiiiiiii e 61
E.17  ListOfProtocolSUpportFilesT ... 62
E.18 ListOfREgDEVICETYPEST ..ottt 62
E.19 ListOfRegiStrationST ...oou i e e e 62
E.20 ListOfSupportedDeviceReVISIONST .......oiuiiiiiiiiie e 63
=7 B I 1= (@ 4 S TUT o o o 1= To LU 1T o - 1 1 63
E.22  ListOfUIpVariantsST .. ..o e e e e 64
E.23  LoCalized String T .o i 64
e S - 1o €= T = 64
S B - 1o €= Vo 1= 1/ o 1= P 65
E.26  PlatformT .o e 66
E. 27  RegDEVICET Y PO T i e et 66
E.28  RegiStrationT .. 67
E.29 RelationshipldT ..o e 67
e O T a Vo 12451 I PP 68
G B B T o o Yo =Y o | U T P 68
E.32  UiPCatalog . . cuiiiiiiieie e 68
G 1 L U 1101 Y 1 PP 69
L U 1 o N PN 69
G 1 T U T o V= T o = o P 70
G TR U 1 T N S 71
E.37  VersionSUPPOMEAT ..o e 71
G 1 Y=Y = Lo o N P 71
Annex F (normative) Communication protocol specific profiles............ccooviiiiiiiiiiinn, 72
Annex G (informative) FDI® Package life-cycle USe CaseS ..........ccocevvuiiiiieiiiiiiieeiieeeeeeeen. 73
G.A1 NEW DEVICE 1Y P oottt 73
G.2 Replacement Of deVIiCe......c.oieiii e 73
G.3 Firmware enhanCements ... ... 73
G.4 FDI® Package life-Cycle POlICES .. ccouuuiiii e 74
G.5 FDI® Package Update..........cooouuiiiiiii e 74
G.6 FDI® Package Upgrade........coouuui oo 74
G.7 FDI® Package replacement/eXxchange ...........ccooouiiiiiiiiiiiiiiiie e 74
G.8 FDI® Package uninstallation .............oi oo 75
Annex H (normative) Health status Method ..., 76
H.1 BaCKGrOUNG. ..o e 76
H.2 Device health status model ... ... 76
H.3 Standard EDD Method Signature ... ... 76
H.4 Performance CoNSIderationsS ..o 77
Annex | (normative) Modular deVICES ......cuuiiniii i e 78
[.1 L0 o [o7=1 o) S PN 78
1.2 EDDL USAQe Profile ..o 78
1.3 Processing recommendations .........couviniiiiiiiiii e 79
1.3.1 Monolithic device with device variants ..o 79
1.3.2 ReMOte 108 ..o Docuﬁ%ents

Document Sharing Hub

Full document details: IEC 62769-4-2023


http://www.avadocuments.com/doc/iec-62769-4-2023
http://www.avadocuments.com/doc/iec-62769-4-2023

IEC 62769-4:2023 © |IEC 2023 -5-

1.3.3 How to identify the top level topology element ............cooiiiiiiiiiiii, 79
1.3.4 Packaging details example ... ..o 79
Annex J (normative) FDI® Communication Packages for FDI® Communication Server.......... 81
J.1 LT =Y o= - ¥ S 81
J.2 Protocol SUPPOIt File ..o 81
J.3 CommunicationProfile definition ... 81
J.4 Profile DeVICE .. e 81
J.5 Protocol version information...........coooiiiii 81
J.6 Associating a Package with an FDI® Communication Server ..............ccccccoeeeiinnn.o. 81
J.7 Handling of Catalog elements ..o 81
J.8 = 0 110 Y- 82
Annex K (normative) FDI® Profile for EDDS .....ccoeuuiiiiiiiie e 83
K.1 L AT T 1 S 83
K.2 Entry point to online handling........ccooiiiii e 83
K.3 Entry point to offline handling..........oooii 83
K.4 Non-interactive upload and download........ ... 83
K.5 Interactive doWNIOad ..... ... 83
K.6 INteractive UPload ... 83
K.7 Initial data Sel ... 83
K.8 Method GetHealthStatus ... ... e 84
K.9 A NS e 84
K.9.1 Pre- and Post-Read ACHIONS ... 84
K.9.2 Pre- and Post-Write ACtiONS ... 84
K.9.3 Refresh Actions on Variables ..o 84
K.9.4 Actions on BIT_ENUMERATION ....ouiiiii e 84
KiT0  Shared files oouniiiiie e 84
Annex L (normative) FDI® Package Documentation Catalog Schema ................cccoiiiiiieinnn... 85
L.1 JLIR= 1o T L g = T U= o 1= o= T 85
L.2 ListOfDocumentMetadataT .. ..o e 85
L.3 DocumentMetadataT ... ..o 85
Annex M (normative) FDI® Package Feature Table Schema..........cooooiiiiiiiiiii i 87
M.1 JLIR= 1o T L g = T U= o 1= o= T 87
M.2 FeatureT ableT .. e 87
M.3 F A U e 87
M.4 FeatureProvidedbyPackage ..........ooiiiiii e 87
M.5 10 T1 {07 0 1Y =Y =] (o] o 88
71 0] [T Yo = o 2 V78 89
Figure 1 — FDI® architecture diagram ... 10
Figure 2 — FDI® Package MoOdel .........ui i e 13
Figure 3 — Architectural MappPing ..o.oeoii e e e e e 14
Figure 4 — User Interface Plug-in Reference Model...........ccoouiiiiiiiiiiiiiiiiie e, 16
Figure 5 — Multiple FDI® Packages referencing a common UIP ..., 17
Figure 6 — FDI® DeVice PaCKage . .cceuuiiiiiiii et 17
Figure 7 — FDI® Communication Package.............cooiuuiiiiiiiiie e 18
Figure 8 — FDI® UIP PaACKAQe ... .ccuuniiiiieee e e 19
Figure 9 — FDI® Profile Package .........iiiiiiii i e Documents

Document Sharing Hub

Full document details: IEC 62769-4-2023


http://www.avadocuments.com/doc/iec-62769-4-2023
http://www.avadocuments.com/doc/iec-62769-4-2023

-6 - IEC 62769-4:2023 © |IEC 2023

Figure 10 — Device Function and Parameter sets (type and profile specific)............cc.coeeinis 20
Figure 11 — Catalog Element. ... ... e 22
Figure 12 — User Interface PIUG-in ... 24
Figure 13 — UIP Catalog ..uivuiiiieiii et e e e 25
Figure 14 — FDI® Registration Certificate .............cooouiiiiiiiiii e 29
Figure 15 — Version hierarChy ... e 30
Figure 16 — UIP version support CONCEPT ... e 32
Figure 17 — FDI® Package Signing .......coooiniiiiiiiie e 33
Figure B.1 — Tools used for FDI® Package development ...........ccccoiiiiiiiiiiiiiiiieceee e 38
Figure D.1 — Parts and relationships in @ package .........cooooiiiiii 43
Figure D.2 — Creating an FDI® Package with the content files ...........cccooooiiiii i 46
Figure D.3 — FDI® Device Package example ..........co.oooiiiiiiiiii e 47
Figure D.4 — User Interface Plug-in example (fancytrend.uip) .....cccoooviiiiiiiiiii e, 51
Figure 1.1 — Modular device's PACKAGE .......c.uiiiiiiiii e 78
Table 1 — UIP Platform Capabilities .........oooiiiiii e 16
Table 2 — Package Catalog Part.........oouiiiiiiii e e 22
Table 3 — Package Feature Table part ... 23
Table 4 — ED D Part .o e 23
Table 5 — User Interface PlUug-in Part .......ccooiiiiiii e 24
Table 6 — UIP Catalog Part. ..o e e e e 26
Table 7 — UIP Variant part ... e e 26
Table 8 — IMage Part ... 27
Table 9 — Documentation Part ... 27
Table 10 — Documentation Catalog part .........coouiiiiiii e 27
Table 11 — Protocol Support File part. ... e 28
Table 12 — FDI® Registration Certificate part...........ccooooriiii e 28
Table 13 — Versioned elements . ... ..o 30
Table 14 — Influence on FDI® Package VErSiON.........cco.uiiiuiieii e 31
Table A.1 — FDI® Package Naming Convention ...........cooouiiiiiiiiiiiii e 36
Table D.1 — Examples of standard MIME media types that can be used in FDI®

= Lo = Vo =3P 45
Table D.2 — Examples of FDI®-custom MIME media types that can be used in FDI®

= Lo = Vo =3P 45
Table E.1 — Enumerations of CommunicationRoleT...... ..., 56
Table E.2 — Elements of CommunicationServerT ... 56
Table E.3 — Elements of DeVIiCeTYPET ...oviiii e 57
Table E.4 — Elements of FDIRegistrationCertT .........coiiiiiiii e 58
Table E.5 — Elements of InterfaceT ... e 59
Table E.6 — Elements of ListOfCommunicationProfilesT ..., 59
Table E.7 — Elements of ListOfDevicelmagesT .......c.ooviiiiiiiiiii e 60
Table E.8 — Elements of ListOfDeVICETYPEST ..ouiniiiiiiie e 60
Table E.9 — Elements of ListOfDocumentsT .. ... 61
Table E.10 — Elements of ListOfInterfacesT ... DOCUmentS

Document Sharing Hub

Full document details: IEC 62769-4-2023


http://www.avadocuments.com/doc/iec-62769-4-2023
http://www.avadocuments.com/doc/iec-62769-4-2023

IEC 62769-4:2023 © |IEC 2023 -7-

Table E.11 — Elements of ListOfLocalizedStringsST .......c.oiiniiiiiiiee e 61
Table E.12 — Elements of ListOfProtocolSupportFilesT ... ... 62
Table E.13 — Elements of ListOfRegDeVviceTypesT ... 62
Table E.14 — Elements of ListOfRegistrationsT ..........cooiiiiiiiiii e 63
Table E.15 — Elements of ListOfSupportedDeviceRevisionsT ...........ccooviiiiiiiiiiiieeee, 63
Table E.16 — Elements of ListOfSupportedUipsST ... 63
Table E.17 — Elements of ListOfUipVariantsT ... ..o 64
Table E.18 — Attributes of LocalizedStringT ..o 64
Table E.19 — Elements of PackageT ..o e 65
Table E.20 — Enumerations of PackageTypeT .. ..o 66
Table E.21 — Enumerations of PlatformT ... ... e 66
Table E.22 — Elements of RegDeVviCeTYPET ... 67
Table E.23 — Elements of RegistrationT ... 67
Table E.24 — Elements of SupportedUipT ... oo 68
Table E.25 — Enumerations of UipStyleT ... 69
Table E.26 — Elements Of UipT ..o e e e e e e e 70
Table E.27 — Elements of UipVariantT ... 70
Table F.1 — Communication protocol interest groups (alphabetical order) .............c..coeeiienn. 72
Table G.1 — Device replacement gUIdelines ...........iiiiiiiiiiii e 73
Table G.2 — Firmware enhancement guidelines...........coouiiiiiiii i 74
Table H.1 — Health status state ... 76
Table J.1 — Catalog MapPing ...t 81
Table J.2 — Handling of Catalog elements ..o 81
Table L.1 — Elements of ListOfDocumentsMetadataT ...........ccoooiiiiiiiiiiiiii e 85
Table L.2 — Enumerations of DocumentMetadataT ..........ccooiiiiiiiiiii e, 86
Documents

Document Sharing Hub

Full document details: IEC 62769-4-2023


http://www.avadocuments.com/doc/iec-62769-4-2023
http://www.avadocuments.com/doc/iec-62769-4-2023

-8 - IEC 62769-4:2023 © |IEC 2023

INTERNATIONAL ELECTROTECHNICAL COMMISSION

FIELD DEVICE INTEGRATION (FDI®) -
Part 4: FDI® Packages

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote international
co-operation on all questions concerning standardization in the electrical and electronic fields. To this end and
in addition to other activities, IEC publishes International Standards, Technical Specifications, Technical Reports,
Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC Publication(s)”). Their
preparation is entrusted to technical committees; any IEC National Committee interested in the subject dealt with
may participate in this preparatory work. International, governmental and non-governmental organizations liaising
with the IEC also participate in this preparation. IEC collaborates closely with the International Organization for
Standardization (ISO) in accordance with conditions determined by agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
misinterpretation by any end user.

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence between
any IEC Publication and the corresponding national or regional publication shall be clearly indicated in the latter.

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

6) All users should ensure that they have the latest edition of this publication.

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of patent
rights. IEC shall not be held responsible for identifying any or all such patent rights.

IEC 62769-4 has been prepared by subcommittee 65E: Devices and integration in enterprise
systems, of IEC technical committee 65: Industrial-process measurement, control and
automation. It is an International Standard.

This third edition cancels and replaces the second edition published in 2021. This edition
constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:

a) added DocumentClass to Package Schema, Description of Feature Table and
Documentation Catalog, individual schemas for Feature Table and Package Documentation
Catalog, schema for UnitConversion, interactive download to device, and Feature Unit
Conversion;

b) moved DocumentClass to Package Documentation Catalog Schema;
c) updated Description of Feature Table updated XML schema for Feature Table.
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The text of this International Standard is based on the following documents:

Draft Report on voting

65E/857/CDV 65E/914/RVC

Full information on the voting for its approval can be found in the report on voting indicated in
the above table.

The language used for the development of this International Standard is English.

This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in
accordance with ISO/IEC Directives, Part 1 and ISO/IEC Directives, IEC Supplement, available
at www.iec.ch/members_experts/refdocs. The main document types developed by IEC are
described in greater detail at www.iec.ch/standardsdev/publications.

A list of all parts in the IEC 62769 series, published under the general title Field device
integration (FDI®), can be found on the IEC website.

The committee has decided that the contents of this document will remain unchanged until the
stability date indicated on the IEC website under "http://webstore.iec.ch” in the data related to
the specific document. At this date, the document will be

e reconfirmed,

e withdrawn,

e replaced by a revised edition, or

e amended.

IMPORTANT - The "colour inside" logo on the cover page of this document indicates that it
contains colours which are considered to be useful for the correct understanding of its
contents. Users should therefore print this document using a colour printer.
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FIELD DEVICE INTEGRATION (FDI®) —

Part 4: FDI® Packages

1 Scope

This part of IEC 62769 specifies the FDI®! Packages. The overall FDI® architecture is illustrated
in Figure 1. The architectural components that are within the scope of this document have been
highlighted in this figure.

User Interface £
LEDI®Package

Description
FDI®Package
FDI® Client Device Intl;?fearce Business Intl;?‘fearce
Definition o Logic .
Description Plug-in
uiD
Interpreter \ T \ 7
FDI® Server ‘ / X
4 Jlnfor ation Model Managgement )
1]
Q —_—— e —_—
% - 7 Informatief Model N\ Business Logic
] User Interface | Processor
= 3 L~ e v
£ g | Device Object 'g, o
2 o) | | o .
(%] - - o 8 Business
<D( Device Object | ac"ﬁ o] Logic
||| B
- - @
D Object
User Interface Services ° | |
\ )
N ————— -
\_ J
( Platform Ul Services )
(Drawing, Input Devices) | System Services |
A A
OPC UA
Services
OPC UA Client OPC UA
System
Communication [<— Communication
Hardware - Server

|:| Specified by this document Data
|:| Specified by other parts of this series Store
|:| Not specified by this document

IEC

Figure 1 — FDI® architecture diagram

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies.

T FDI®is a registered trademark of the non-profit organization Fieldbus Foundation, Inc. This information is given
for the convenience of users of this document and does not constitute an endorsement by IEC of the trademark

holder or any of its products. Compliance does not require use of the trade name. Use of the trade i
permission of the trade name holder. %Eﬂﬁ’ients
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For undated references, the latest edition of the referenced document (including any
amendments) applies.

IEC 61804-3, Devices and integration in enterprise systems — Function blocks (FB) for process
control and electronic device description language (EDDL) - Part 3: EDDL syntax and
semantics

IEC 61804-5:2020, Devices and intergration in enterprise systems - Function blocks (FB) for
process control and electronic device description language (EDDL) — Part 5: EDDL Builtin
library

IEC 62769-1, Field Device Integration (FDI®) — Part 1: Overview

IEC 62769-2, Field Device Integration (FDI®) — Part 2: Client

IEC 62769-5, Field Device Integration (FDI®) — Part 5: FDI® Information Model
IEC 62769-6, Field Device Integration (FDI®) — Part 6: FDI® Technology Mappings
IEC 62769-7, Field Device Integration (FDI®) — Part 7: Communication Devices
IEC 62769-1xx (all parts), Field Device Integration (FDI®) — Part 1xx-y: Profiles

ISO/IEC 11578, Information technology — Open Systems Interconnection — Remote Procedure
Call (RPC)

ISO/IEC 29500-2:2021, Document description and processing languages — Office Open XML
file formats — Part 2: Open packaging conventions

ISO 639-1, Codes for the representation of names of languages — Part 1: Alpha-2 code
ISO 32000-1, Document management — Portable document format — Part 1: PDF 1.7
Dublin Core Metadata Initiative: DCMI Metadata Terms, 2020

FCG TS10099, Field Device Integration (FDI®) — Technology Management

FIPS 140-3:2019, Security Requirements for Cryptographic Modules

ETSI EN 319 132-1, Electronic Signatures and Infrastructures (ESI); XAdES digital signatures;
Part 1: Building blocks and XAdES baseline signatures

ETSI TS 101 733, Electronic Signatures and Infrastructures (ESI); CMS Advanced Electronic
Signatures (CAdES)

3 Terms, definitions, abbreviated terms and acronyms

3.1 Terms and definitions

For the purposes of this document, the terms and definitions given in IEC 62769-1,
ISO/IEC 29500-2 and the following apply.

ISO and IEC maintain terminology databases for use in standardization at the following
addresses:
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o |EC Electropedia: available at https://www.electropedia.org/

e |SO Online browsing platform: available at https://www.iso.org/obp

3.1.1

attachment

device and protocol specific support files that are not directly used to integrate the Device into
the system

3.1.2

FDI® Communication Package

FDI® Package that provides information to integrate an FDI® Communication Server to an FDI®
Server

3.1.3
FDI® Device Package
FDI® Package that provides one or more device types to an FDI® Server

3.14
FDI® Package Model
description of the structure and elements of an FDI® Package

3.1.5

FDI® Profile Package

FDI® Package that provides information for creating a device type node that can be associated
with a class of devices

3.1.6

FDI® Registration Authority

entity, which has the right and the ability to perform FDI® conformance tests on FDI® Packages
and to issue registration certificate documents

3.1.7
FDI® UIP Package
FDI® Package that provides one or more UIPs to an FDI® Server

3.1.8
Package Catalog
file that describes the contents of an FDI® Package

3.1.9
UIP Catalog
file that describes the properties of a UIP

3.1.10
UIP Variant
platform specific element of a User Interface Plug-in

Note 1 to entry: A UIP is composed of one or more variants. For example, one variant can be optimized for portable
devices while another variant is optimized for large screen devices.

3.2 Abbreviated terms and acronyms

For the purposes of this document, the abbreviated terms and acronyms given in IEC 62769-1
as well as the following apply.

CFF Capabilities File for FOUNDATION Fieldbus
ID Identifier
IDE Integrated Development Environment Documents
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IM Information Model
PNG Portable network graphics
ZIP Zipper (archive file format)

3.3 Conventions

Capitalization of the first letter of words is used in the IEC 62769 series to emphasize an FDI®
defined term.

4 FDI® Package Model

4.1 Overview

The FDI® Package Model (see Figure 2) provides all of the elements necessary to integrate
devices, network components and FDI® Communication Servers into a system. File name
conventions are described in Annex A.

N\
/ N

FDI® Package

Package User
Catalog EDD Interface Attachments
Plug-in

IEC
Figure 2 — FDI® Package Model

Figure 3 shows the mapping of the FDI® Package functional elements, as specified in
IEC 62769-1, to the physical elements in an actual FDI® Package, as specified in this document.
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D \

\
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FDI® Package \ * + +

Package User
Catalog EDD Interface Attachments
Plug-in

Figure 3 — Architectural mapping

IEC

The Electronic Device Description (EDD) corresponds to the Device Definition, the User
Interface Description, and the Business Logic functional elements. A set of physical User
Interface Plug-ins corresponds to the User Interface Plug-in functional element.

The other physical elements in the FDI® Package, the Package Catalog and Attachments,
provide support for basic mechanisms such as identification, versioning and deployment, and
distribution of manufacturer and/or protocol specific information about the device and/or the
User Interface Plug-ins.

Annex B describes the FDI® Package creation process. Annex C describes sequence examples
of how to deploy different FDI® Package types to different system architectures.

4.2 FDI® Package Elements
4.2.1 Package Catalog

The Package Catalog is a required element that provides information about the contents of the
FDI® Package including, but not limited to, identification and version information, device type
information, hardware and input/output device requirements, FDI® Technology Version, and
protocol specific characteristics.

The Package Catalog is used by an FDI® Server to create a catalog of device types and to
create DeviceType Nodes in the Information Model.

4.2.2 Package Feature Table

The Package Feature Table is a required element that provides information about the features
provided by the FDI® Package and the features requested by the FDI® Package from the FDI®
Host. This information is used by the FDI® Server to interpret the contents of the FDI® Package
in the correct way, the features and thus the possible entries of the feature table are specified

in the following subclauses. Documents
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If an FDI® Package provides a specific feature, the respective feature shall be listed in the
feature table. If a feature is not listed in the feature table, it is assumed that the feature is not
provided by the FDI® Package.

4.2.3 Feature Unit Conversion

FDI® Packages, which implement the Unit Conversion feature, shall provide unit conversion for
all units. The unit conversion shall be implemented as specified in IEC 61804-3.

4.2.4 Electronic Device Description

The EDD is an element that provides Device Definition, User Interface Descriptions, and
Business Logic to an FDI® Server.

Subclause 4.3 specifies for which FDI® Package types an EDD is required.

To maximize interoperability, the initial setup of a device shall be achievable solely with the
User Interface Descriptions, Device Definition and Business Logic that are part of the EDD in
the FDI® Device Package. The use of User Interface Plug-ins is optional and targeted in
particular for the complete setup of complex devices.

The device health status model using the GetHealthStatus Method is described in Annex H.
Annex K describes rules that shall be applied to an EDD in order to fulfil the conformance to
the FDI® profile for EDDs.

4.2.5 User Interface Plug-in

A User Interface Plug-in (UIP) is an element that enables an FDI® Client to present a
programmed user interface. The FDI® Server only stores the UIP from a consumed package; it
does not execute or interpret the UIP.

A UIP is referenced from a User Interface Description. Those references are reflected in the
Information Model through functional groups (see IEC 62769-5). References to UIPs in the
Information Model are logical through a unique reference. The physical structure of the UIP is
not at the Information Model level. Physically, a single UIP can consist of one or more UIP
Variants, each targeted at a specific platform and run-time environment.

Figure 4 illustrates the logical reference to a UIP in the EDD and the physical structure of that
UIP. The EDD of the FDI® Package references a globally unique identifier of the UIP. In addition,
the Package Catalog also lists the UIPs required by the device type along with the versions of
the UIP supported by the package.
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Y
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RunTime Y
Workstation

\

Logical UIP Reference

IEC
Figure 4 — User Interface Plug-in Reference Model

A UIP can be designed to meet different platform requirements since not all platforms support
the same screen sizes and input devices.

When an FDI® Client requests a UIP specifying the platform type, the deployment mechanism
in the FDI® Server looks for a UIP Variant that meets the platform type specified and returns it
to the FDI® Client.

The target platform defines specific screen resolutions and input devices that shall be supported
by the UIP Variant. Available target platforms are described in Table 1.

Table 1 — UIP Platform Capabilities

Platform Characteristics
Workstation A client for the Workstation platform is characterized by the following minimum set of
supported /O devices: mouse, keyboard, and color screen resolution of 1024 x
768 pixels.
Mobile A client for the Mobile platform shall feature at minimum a full-graphic screen with a

resolution of 480 x 640 pixels. It shall support some way for the input of numbers,
characters and ASCII symbols (e.g. a touch screen with an emulated keyboard) as well
as some means to scroll, to zoom, to select and to click (single or double click) on text
or other elements displayed on the screen.

WorkstationAndMobile | The UIP has the capability to run on the Workstation platform and the Mobile platform.

Technology dependent platform requirements are specified in IEC 62769-6.

A UIP can be delivered internally (self-contained) or the UIP can be delivered through an FDI®
UIP Package. An EDD of one package shall not reference any UIP delivered self-contained with
another package. Figure 5 illustrates two FDI® Device Packages referencing UIPs from an FDI®
UIP Package. In this example, the EDD from Device Package A and Device Package B
references UIP B delivered by UIP Package C.
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Device Package A

Device Package B

Package Package
EDD EDD
Catalog Attachments Catalog Attachments
Vo N
— N\
UIP Package C v
Package UIP A UIP B
Catalog

IEC
Figure 5 — Multiple FDI® Packages referencing a common UIP

4.2.6 Attachment

Attachments provide device and protocol specific support files, along with other files that are
not directly used to integrate the device into the system, for example, product manuals.

The following types of Attachments are defined and reflected in the Package Catalog:

e protocol specific files (see 5.3.5.3);
e documentation (see 5.3.5.2);

e device pictures (see 5.3.5.1).

Some protocol specific files are mandatory (see Annex F).

4.3 FDI® Package Types

4.31 FDI® Device Package

The FDI® Device Package is intended to provide information about a device to a system. An
FDI® Device Package describes a single device type. Figure 6 shows the physical structure of
an FDI® Device Package describing a single device type. Details about how to create a package
for a modular device are described in Annex |I.

VSN

/ N
FDI® Device Package
Catal EDD oser
atalo:
9 Inten‘a_c e Attachments
Plug-in

Mandatory element

IEC
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The FDI® Device Package shall have a single Package Catalog.

An FDI® Package for simple Devices contains one EDD. For modular Devices, multiple EDDs
can exist (see Annex I).

The FDI® Device Package may include one or more User Interface Plug-ins.
The FDI® Device Package may include Attachments.

4.3.2 FDI® Communication Package

The FDI® Communication Package is intended to provide information about a single FDI®
Communication Device. The group of FDI® Communication Devices splits into two sub-groups.

— FDI® Communication Packages for Gateways — Contain everything required to describe
all device functions and logic required to bridge between different communication
protocol networks, including the bridging algorithms (details are described in
IEC 62769-7).

— FDI® Communication Packages for FDI® Communication Servers — Contain basic
information to describe the communication device and to integrate it into the FDI® Host
but also to create a valid reference to the external FDI® Communication Server
application. This application shall not be delivered as part of the FDI® Communication
Package. The FDI® Communication Server provides access to single field devices or
field device networks (details are described in IEC 62769-7).
Requirements to the FDI® Communication Package content that are specific for FDI®
Communication Servers are defined in Annex J.

However, representatives of both groups are integrated into FDI® Hosts by using FDI®
Communication Packages. Their physical structure is shown in Figure 7. Binary components
necessary to communicate to the communication hardware shall be provided outside the scope
of this FDI® Communication Package.

N
/ N

FDI® Communication Package

Package User
eeiElEg EpD Interface Attachments
Plug-in

Mandatory element

IEC
Figure 7 — FDI® Communication Package

4.3.3  FDI® UIP Package
The FDI® UIP Package delivers User Interface Plug-ins to an FDI® Server. It is used to distribute

one or more UIPs that are intended to be shared by several device types. Its physical structure
is illustrated in Figure 8.
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Figure 8 — FDI® UIP Package
The FDI® UIP Package shall have a Package Catalog and one or more User Interface Plug-ins.

4.3.4 FDI® Profile Package

An FDI® Profile Package provides information for creating a device type node that can be
associated with a class of devices implementing a common set of parameters and functions
(described in profiles or profile like definitions created by, for example, communication
foundations or similar interest groups).

Conceptually, an FDI® Profile Package provides information that is a super class of an FDI®
Device Package. The FDI® Profile Package is represented in Figure 9.

VN
l— N\

FDI® Profile Package

Package EDD User
Catalog Interface Attachments
Plug-in

Mandatory element

IEC
Figure 9 — FDI® Profile Package

These packages enable integration of devices without having a specific FDI® Device Package.
FDI® Profile Packages only support standard functionalities as defined by the corresponding
communication protocol and application profiles (Annex F).

An FDI® Profile Package shall be self-contained. For example, if a Profile B extends the
definition of a Profile A, then the FDI® Profile Package for the Profile B shall include a complete
definition of Profile B, including the elements from Profile A.
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Figure 10 — Device Function and Parameter sets (type and profile specific)

Figure 10 represents the entire functionality of a device. Some of the functionality conforms to
a specific communication profile, which can be accessed by using an FDI® Profile Package. If
there is a need to access Device Type specific functionality, in addition to the common
functionality, then an FDI® Device Package is required.

An automatic FDI® Package selection implementation (launching FDI® Packages matching a
connected physical device) typically would search first for available Device Type specific FDI®
Device Packages. If the specific package is not available, the profile specific FDI® Profile
Package is loaded (if available). This behaviour, however, is system specific.

5 FDI® Package implementation

5.1 Packaging technology

The FDI® Package’s format complies with the Open Packaging Convention as specified by
ISO/IEC 29500-2. The Open Packaging Convention specification is designed to represent a
broad range of applications. The technology was designed to provide a mechanism for
delivering, deploying, and utilizing a set of logically and physically related components in a
flexible, extensible, efficient, and open manner.

Subclause 5.2 clarifies the use of specific elements of the Open Packaging Conventions
specification. See Annex D for an example FDI® Device Package implementation based on
ISO/IEC 29500-2.

NOTE FDI-cooperation.com was used when the FDI Cooperation LLC existed. The URL has not been changed to
not endanger consistency. The URL does not indicate the current technology ownership and cannot point to a valid
address.

5.2 Use of Open Packaging Conventions
5.21 Unknown parts

Unknown parts are all parts not defined in this document or ISO/IEC 29500-2. Unknown parts
can exist as the FDI® specification is updated and legacy FDI® Server cannot have knowledge
of these additional parts. Unknown parts shall be ignored by the FDI® Server to enable forward
compatibility.
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5.2.2 Invalid parts

Invalid parts are those parts that do not conform to the naming guidelines or that do not
associate with content types specified in this document or ISO/IEC 29500-2. Invalid parts shall
not be used in an FDI® Package.

5.2.3 Unknown relationships

Unknown relationships are those relationships that are not defined in this document or
ISO/IEC 29500-2. Unknown relationships shall be ignored by an FDI® Package consumer.

5.2.4 Interleaving

All parts of the FDI® Package shall be laid out using simple ordering. The package producer
shall not interleave parts.

5.2.5 Core properties

The core properties are not used in the FDI® Package Model and shall be ignored by all FDI®
Package consumers.

5.2.6 Thumbnails

The thumbnail is an optional part of an FDI® Package.

5.2.7 Digital Signatures

The use of Digital Signatures as specified in ISO/IEC 29500-2 is a mandatory part of an FDI®
Package. For more details, see Clause 7.

5.3 FDI® Package parts
5.3.1 Package Catalog
5.3.11 Format

The Package Catalog part is an XML file whose schema is defined in Annex E. An FDI® Package
shall have only one Package Catalog. The Package Catalog shall be identified by a single
package relationship. The root element of the file is Catalog. The structure of a Catalog element
is illustrated in Figure 11.
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Figure 11 — Catalog Element
The Package Catalog part is described in Table 2.

Table 2 — Package Catalog part

Part Content
Content Type application/vnd.FDIl.package.catalog+xml
Root Namespace http://FDI-cooperation.com/2010/package-catalog
Source http://FDI-cooperation.com/2010/relationships/package-catalog
Relationship
Filename catalog.xml

5.3.1.2 Content

The schema for the Package Catalog is described in Annex E.

5.3.2 Package Feature Table
5.3.21 Format

The Package Feature Table is an XML file whose schema is defined in Annex M. An FDI®
Package shall have only one Package Feature Table. The Package Feature Table shall be

identified by a single package relationship. Documents
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The Package Feature Table part is described in Table 3.

Table 3 — Package Feature Table part

Part Content
Content Type application/vnd.FDIl.package.feature-table+xml
Root Namespace http://FDI-cooperation.com/2010/package-feature-table
Source http://FDI-cooperation.com/2010/relationships/package-feature-table
Relationship
Filename feature-table.xml

5.3.2.2 Content

The schema for the Feature Table is described in Annex M.

5.3.3 Electronic Device Description
5.3.3.1 Format

The EDD is an encoded file using the Electronic Device Description Language (EDDL)
according to 5.3.3.2.

The format of the EDD part is described in Table 4.

Table 4 — EDD part

Part Content
Content Type application/vnd.FDIl.package.edd
Root Namespace Not applicable
Source http://FDI-cooperation.com/2010/relationships/edd
Relationship
Filename Not specified

5.3.3.2 Content
The EDDL is specified in IEC 61804-3.

5.3.4 User Interface Plug-in
5.3.41 Format

An FDI® Package may contain one or more User Interface Plug-in parts. All User Interface Plug-
in parts shall be identified by a package relationship.

The User Interface Plug-In represents a container element for UIP Variants (see 5.3.4.2.2.2),
which contain the physical representation of a UIP (different variants for different platforms)
that is consumed and executed by an FDI® Client. A User Interface Plug-in shall at least provide
one UIP Variant.

The variants are packaged into a single User Interface Plug-in using Open Packaging
Convention as specified in 5.3.4.2. The User Interface Plug-in is not directly consumed by an
FDI® Server. The User Interface Plug-in is an optional part of different FDI® Package types as
specified in 4.3. The User Interface Plug-in is illustrated in Figure 12.
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The UIP version information as well as the update and upgrade behaviour shall follow the rules
and concepts described in IEC 62769-2.

The default locale for UIPs and all contained variants is English/(US). Optional language
support is allowed according to market needs.

D
— N\

User Interface Plug-in

uIP
Catalog Variant

Mandatory element

IEC
Figure 12 — User Interface Plug-in
The format for the User Interface Plug-in part is described in Table 5.

Table 5 — User Interface Plug-in part

Part Content
Content Type application/vnd.FDIl.package.uip
Root Namespace Not applicable
Source http://FDI-cooperation.com/2010/relationships/uip
Relationship
Filename extension shall be .uip

5.3.4.2 Content
5.3.4.2.1 Use of Open Packaging Convention
5.3.4.21.1 Core

Core Properties are not used and shall be ignored by all FDI® UIP Package consumers.

5.3.4.21.2 Thumbnails

Thumbnails are not used and shall be ignored by all FDI® UIP Package consumers.

5.3.4.2.1.3 Digital Signatures
Digital Signatures might be necessary for UIP Variants (see 5.3.4.2.2.2) depending on the

implementation technology. Implementation technology details and necessary mechanisms to
be implemented are described in IEC 62769-6.

The User Interface Plug-in as such however shall not be signed or applied signatures shall be
ignored by the consuming FDI® component.
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5.3.4.2.2 User Interface Plug-in parts
5.3.4.2.2.1 UIP Catalog
5.3.4.2.211 Format

The UIP Catalog is an XML file describing the properties of a UIP that are necessary to create
the Information Model nodes in the FDI® Server side and for deployment (FDI® Server to FDI®

Client).

The UIP Catalog also hosts information about the physical starting element that has to be
called/executed from a UIP Variant on the FDI® Client. The format and type of this starting

element are technology specific and therefore defined in IEC 62769-6.

The UIP Catalog shall be identified by a single package relationship.

The UIP Catalog part is an XML file whose schema is defined in Annex E. A User Interface
Plug-in shall have only one UIP Catalog. The root element of the file is UipCatalog. The
structure of the UipCatalog element is illustrated in Figure 13.

— Uipld

— Name

— Version

UipCatalog

—FdiVersionSupported

— Additional

Variant

Version

—— ListOfUipVariants

UipVariant

Figure 13 — UIP Catalog

The UIP Catalog part is described in Table 6.
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Table 6 — UIP Catalog part

Part Content
Content Type application/vnd.FDIl.package.uip.catalog+xml
Root Namespace http://FDI-cooperation.com/2010/uip-catalog
Source http://FDI-cooperation.com/2010/relationships/uip-catalog
Relationship
Filename uipcatalog.xml
5.3.4.2.2.1.2 Content

The schema for the UIP Catalog is described in Annex E.

5.3.4.2.2.2 UIP Variant

5.3.4.2.2.21 Format

A UIP Variant can be provided to support different versions of the base technology. It is a
container for all physical files that represent the UIP Variant, independently of their type and

number. The UIP Variant shall use the ZIP file format (compressed archive, application/zip
media type) as bundling technology.

Use of the ZIP specification for bundling variants shall be constrained to the requirements in
ISO/IEC 29500-2:2021, Annex B.

The UIP Variant part is described in Table 7.

Table 7 — UIP Variant part

Part Content
Content Type application/zip
Root Namespace Not applicable
Source http://FDI-cooperation.com/2010/relationships/uip-variant
Relationship
Filename Not specified
5.3.4.2.2.2.2 Content

The content of the UIP Variant is specified in IEC 62769-6.

5.3.5 Attachments
5.3.5.1 Image

An FDI® Package image attachment is a computer icon that represents the device type. Multiple
images and resolutions of the device type are supported. Each image shall be PNG format and
restricted to the following pixel resolutions: 256 x 256, 64 x 64, 32 x 32 or 16 x 16. The image
part is described in Table 8.

If the Device Package is supposed to support handheld devices, the provided image shall be
available in a resolution of 16 pixels x 16 pixels.
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Table 8 — Image part

Part

Content

Content Type

image/png

Root Namespace

Not applicable

Source http://FDI-cooperation.com/2010/relationships/attachment-image
Relationship
Filename Not specified

5.3.5.2 Documentation

Documentation parts include documentation such as product manuals and data sheets and shall
be encoded in PDF or plain text format. The documentation Attachment is described in Table 9.

Table 9 — Documentation part

Part

Content

Content Type

Application/pdf (specified in ISO 32000-1)
Text/plain

Root Namespace

Not applicable

Source http://FDI-cooperation.com/2010/relationships/attachment-documentation
Relationship
Filename Not specified

Metainformation on the documentation parts shall be provided in the Documentation Catalog.
The Documentation Catalog is an XML file, whose schema is defined in Annex L. The metadata
elements, which can be used to describe a documentation attachment, are specified in DCMI.
The Documentation Catalog shall be identified by a single relationship from within
catalog.xml.rels.

The Documentation Catalog part is specified in Table 10.

Table 10 — Documentation Catalog part

Part

Content

Content Type

application/vnd.FDI.package.documentation.catalog+xml

Root Namespace

http://FDI-cooperation.com/2020/package-documentation

Source http://FDI-cooperation.com/2020/relationships/attachment-documentation-catalog
Relationship
Filename documentation-catalog.xml

5.3.5.3 Protocol Support File

The Protocol Support File part is a file not defined by this document but necessary to integrate
the product into a system. Those files usually extend the integration mechanism provided in the
basic part of the FDI® Device Package (EDD, UIPs) by protocol specific means.

Those files shall be neither executables nor binary files of any kind. In addition, those files shall
not replace any mandatory elements of an FDI® Device Package.

A list of Protocol Support Files for the different communication protocols are defined in Annex F.
The protocol specific support file part is described in Table 11. Documents
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Table 11 — Protocol Support File part

Part Content
Content Type Not specified here
Root Namespace Not specified here
Source http://FDI-cooperation.com/2010/relationships/attachment-protocol
Relationship
Filename Not specified here

5.3.5.4 FDI® Registration Certificate
5.3.5.41 Format
The FDI® Registration Certificate is a single XML document per FDI® Package which can be

present (optional FDI® Package Element). In the scope of an FDI® Package, it is a Package
Element of the type Attachment. The FDI® Registration Certificate part is described in Table 12.

Table 12 — FDI® Registration Certificate part

Part Content
Content Type application/vnd.FDIl.package.registrationCert+xml
Root Namespace Not specified here
Source http://FDI-cooperation.com/2010/relationships/attachment-registrationCert
Relationship
Filename RegistrationCert.xml

5.3.5.4.2 Content
The FDI® Registration Certificate is machine readable and is represented in XML format and

has the content and structure according to Figure 14. The FDI® Registration Certificate may be
signed with a detached signature within the same document.
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FdiRegistrationCert

— Packageld

— Version

—— ListOfRegDeviceTypes

L RegDeviceType

— Manufacturer

— DeviceModel

——— ListOfRegistrations

L Registration

— RegistrationDate

— RegAuthorityldent

— RegistrationData

IEC
Figure 14 — FDI® Registration Certificate

The schema for the FDI® Registration Certificate is described in Annex E.

6 FDI® Package versioning

6.1 Version scheme

FDI® elements use a major.minor.revision numeric versioning scheme for package and package
elements. The initial version shall be 01.00.00.

Incompatible changes are indicated by incrementing the major number. Functional changes that
still maintain compatibility to the major version are indicated by incrementing the minor number.
Non-functional changes, such as editorial changes are indicated by incrementing the revision
number. Rules for incrementing the version number are described in 6.3.

6.2 Versioned elements

An FDI® Package contains the version information that is described in Table 13.
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Table 13 — Versioned elements

Scope

Version location

Schema reference

FDI® Package (see 5.3)

Package Catalog (see 5.3.1)

See Annex E, Version element of
the Package complex type

UIP (see 5.3.4)

UIP Catalog (see 5.3.4.2.2.1)

See Annex E, Version element of
the Uip complex type

UIP Variant (See 5.3.4.2.2.2)

UIP Catalog (see 5.3.4.2.2.1)

See Annex E, Version element of
the UipVariant complex type

The following parts of the FDI® Package have version mechanisms that are outside the scope

of the FDI®,

e EDD (see 5.3.2)

— DD_REVISION and DEVICE_REVISION according to IEC 61804-3;

e Attachments (see 5.3.5)
— Image (see 5.3.5.1),

— Documentation (see 5.3.5.2),

— Protocol Support File (see 5.3.5.3 and Annex F).

6.3 Version hierarchy

The version change of FDI® Package elements can influence the version of overlaying elements.
Figure 15 illustrates those influences. The orange boxes show elements that are versioned
using the FDI® specific version mechanisms described in |IEC 62769-1. The green boxes
indicate elements that have version mechanisms that are not described by FDI®. The white

boxes describe elements that are not explicitly versioned.

All elements in the tree structure shown below influence the version of the parent elements
according to Table 14. Their version change causes a version change of the overlaying element.

FDI® Package
A
FDI® Package Catalog EDD Attachment
T A
L - - - - — -
v
Key : UIP Protocol Support File
I:l FDI® versioning A
I:l Non FDI® versioning UIP Variant Image
I:l Non specific versioning T
—————>» Version influence UIP Variant Content Documentation
— — — —» Version support
IEC
Figure 15 — Version hierarchy
Documents
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Table 14 describes a selection of possible changes to the different FDI® Package elements and
their direct influence on the FDI® Package version. At a minimum, successive FDI® Package
versions shall increment the revision number.

Table 14 — Influence on FDI® Package version

Element Version Level FDI® Package Type
Major Minor Revision Device/ uip
Profile/ Package
Comm
Package
Package n/a Modifying existing Editorial X X
Catalog compatibility
references.
Change to

ListOfSupportedUips
(see Annex E). Only
addition of wildcards
is allowed for
modifications to
existing
VersionSupported
(see Annex E)

EDD Increment Device Increment n/a X
Revision DD_REVISION with
same

DEVICE_REVISION

Attachments | Changes to Protocol | Changes to Protocol Changes to X
Support Files Support Files Documentation,
Images,
Protocol Support
Files
ulP Incompatible Functional Bug fix X X
changes enhancement

Technology driven
Technology driven Technology driven

Annex G describes typical FDI® Package life-cycle use cases for a better understanding of the
version hierarchy and the versioning concept.

6.4 UIP compatibility

UIPs are delivered in an FDI® Device Package, FDI® Communication Package, FDI® Profile
Package or an FDI® UIP Package. A UIP delivered in an FDI® UIP Package shall not be
delivered in any other package type. Therefore, an FDI® Package cannot be self-contained.

FDI® Device Packages, FDI® Communication Packages and FDI® Profile Packages do not
directly reference UIPs. Instead, the Package Catalog defines the SupportedUip (see Annex E)
to define compatible UIPs. More than one installed UIP can be compatible with a given FDI®
Package version. This permits the FDI® Package creators to provide bug fixes and functional
enhancements to the FDI® Package without having to provide a major release of an FDI®
Package.

The version support described in the Package Catalog is defined as follows:

e The major release number shall be specified explicitly as a single, two digit number.

e The minor release number and revision number shall be specified explicitly as a single
number or as a wildcard (“*’). If the minor release number is specified as a wildcard, then
the revision number shall also be specified as a wildcard.

NOTE Examples of valid compatible version numbers are 01.03.01, 01.03.*, 01.*.*.
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The use of a wildcard indicates that all minor numbers and/or revision numbers are compatible
with the FDI® Package. If the SupportedUip has been defined by using wildcards and there is
more than one version of the UIP available, the FDI® Server shall transfer the latest version to
the FDI® Client. System specific implementations that allow coexistence of minor release or
revisions releases regardless of version support wildcards are outside the scope of this

document.

Figure 16 illustrates an example of selecting the most recent compatible UIP.

FDI® Device Package

UIPs available

UIPA
Version: 01.02.15

UIPA
Version: 01.02.17

UIPA
Version: 01.02.18

UIP version support

UIP A: 01.%.*

UIP B: 02.03.*

UIPA
Version: 02.03.12

UIP C: 01.04.11

UIPB
Version: 02.03.15

UIPB
Version: 02.04.12

UiPC
Version: 01.04.11

UiPC
Version: 01.04.14

Figure 16 — UIP version support concept

7 Digital Signatures and FDI® Registration Certificates

7.1 Signed elements and certification documents

IEC

The FDI® Package signing policy defines that the entire FDI® Package shall be signed by the
FDI® Package originator (see 7.3). FDI® Packages which have been registered by an FDI®
Registration Authority should contain an FDI® Registration Certificate (special attachment, see
5.3.5.4) which shall be signed by an FDI® Registration Authority (see 7.3). FDI® Packages are

registered if they are successfully conformance tested (see B.2.4).

Figure 17 shows an illustration of a signed FDI® Package.
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Registered FDI® Packages should carry one or more digitally signed FDI® Registration
Certificates to

— indicate that the FDI® Packages have been registered by an official FDI® registration
authority;

— indicate that the files in the package, which had been central for registration of the
package, have not been altered after submission for registration.

FDI® Packages as a whole (the surrounding entity covering all elements) shall be signed to

— identify the originator (the signer) of the FDI® Package;
— verify that the signed FDI® Package hasn’t been altered after the signature was applied.

4 N
@ signature
FDI® A Package originator
Catalog Registration
Certificate
@ signature
Q Registration Authority )
o

Figure 17 — FDI® Package signing

/

IEC

The FDI® Package originator first sends a package to the FDI® Registration Authority. They
perform defined conformance tests and additional tests according to their specific rules and test
descriptions or agreements.

After successful test, those Registration Authorities might issue an FDI® Registration Certificate
which shall be signed by the individual FDI® Registration Authority. The FDI® Registration
Certificate can contain more information about the registration as for example a hash on the
parts of the FDI® Package which had been covered by the conformance tests. The FDI®
Registration Certificate is incorporated into the FDI® Package for release. After adding the FDI®
Registration Certificate to the FDI® Package content, the package is again signed and
afterwards released / published by the originator.

The FDI® Package originator therefore takes over the responsibility that the FDI® Registration
Certificate is trustable by signing the entire FDI® Package he releases.

7.2 Signing mechanism

All signatures within the FDI® Package shall be made according to the mechanism defined in
ISO/IEC 29500-2. In addition to ISO/IEC 29500-2, the signature shall fulfill the following
requirements:

— The information needed to validate the signature shall be part of the Digital Signature, i.e.
the KeyInfo element specified in XML Signature Syntax and Processing is mandatory.

— Certificates used for signing shall be rooted in a Certificate Authority which is included in
the trusted CAs of the Microsoft®2 Windows Certificate Store.

— The algorithms used in creation of the signature (for hashing and encryption/decryption)
shall be from the list of NIST recommended algorithms in FIPS 140-3:2019, Annex A (NIST).

— The signature shall include a trusted timestamp in compliance with XAdES (XML Advanced
Electronic Signatures — ETSI EN 319 132-1).

N

Microsoft® is a registered trademark of Microsoft Corporation. This information is given for the convenience of
users of this document and does not constitute an endorsement by IEC of the product named. Equiv
may be used if they can be shown to lead to the same results. ﬁa%ﬂﬁients
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— Any signature shall include a CommitmentTypelndication according to ETSI TS 101 733.
The used commitment types are specified in Subclause 7.3.

7.3 FDI® Package Originator, FDI® Registration Authority

The FDI® Package Originator and the FDI® Registration Authority have the following
responsibilities:

— An FDI® Package originator officially publishes an FDI® Package and signs it to ensure the
integrity of the FDI® Package. The FDI® Package can be created by a device vendor or a
software solution provider. The publisher of an FDI® Package may be a different person.
The commitment type is ProofOfOrigin.

— An FDI® Registration Authority has the right and the ability to perform FDI® conformance
tests on FDI® Packages and to issue FDI® Registration Certificates, typically interest groups
representing an FDI® supported communication protocol or their authorized partners. The
commitment type is ProofOfApproval.

7.4 FDI® Host behaviour

An FDI® Host system shall display a warning message when the FDI® Package import procedure
recognizes that

— aDigital Signature on the package is not present or does not include all entities (files) inside
the package;

— the Digital Signature as such is not trustable;

— the signature is broken, which indicates that the package has been modified after signing.

Additional security measures to be taken, if the warning message has been displayed, are in
the responsibility of the FDI® Host system.

An FDI® Host system should display an information message showing which parts of the ones
having gone into the registration have been changed when the FDI® Package import procedure
recognizes that

— the unique identifier (PackagelD) and the version (as defined in Annex E) of the FDI®
Package does not match the same information given as a part of the FDI® Registration
Certificate file;

— there is no FDI® Registration Certificate present in the FDI® Package;
— theincluded FDI® Registration Certificate is not signed, the signature is not trustable, or the
signature is broken.

An FDI® Host system can check the signature and certification status by reading the FDI®
Registration Certificate. A host shall provide a configuration, which allows to import a FDI®
Package, which does not include a FDI® Registration Certificate. The functionality of this FDI®
Package shall not be limited.
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Annex A
(normative)

File name conventions

A.1 Identification

Identification naming conventions shall be utilized to provide a unique way of identifying
complete FDI® Packages as well as elements of FDI® Packages. Adherence to the identification
rules will promote interoperability across systems. However, the names themselves shall not
be the only mechanism for deployment.

Traditionally, machine-readable naming conventions have been utilized to uniquely link a file to
a specific device and facilitate the import and use of device interface files, such as an EDD,
making it difficult for users to determine if the required file was available in the file system.
Because an FDI® Package is the visible element to the user, a human readable format is
preferred over that of a machine-readable version.

A.2 FDI® Package filename convention

Individual FDI® Packages shall be identified by unique file names, which shall consist of the
manufacture, the model or type, the revision and the protocol supported. Due to filename
persistence problems, the file name shall not be the only means to identify an FDI® Package.
Secure means of identifying an FDI® Package shall be utilized to prevent inappropriate mixing
of device to FDI® Packages.

The FDI® Package shall use the following naming convention:
<manufacturer>.<description>.<major>.<minor>.<revision>.<protocol>.FDI®x
Each element of the filename is described in Table A.1.

The following rules for naming an FDI® Package shall apply:

e All FDI® Packages shall use the .FDIx extension.
¢ Maximum name length including .FDIx extension: 128 characters.

e The file name shall not include a space.

NOTE The maximum file name length is limited to 128 characters to reduce the probability of a path exceeding the
maximum value.
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Table A.1 — FDI® Package Naming Convention

Filename component Description

Manufacturer String representation of the manufacturer name of the device.

The manufacturer shall not include a period.

Description A brief description of the package. The description shall not include a
period.

For an FDI® Device Package, a string representation of the device type

name.

Major Two-character numerical representation of the major release of the FDI®
Package.

Minor Two-character numerical representation of the minor release of the FDI®
Package.

Revision Two-character numerical representation of the revision of the FDI®
Package.

Protocol The communication profile family names are defined in the

communication profiles (IEC 62769-1xx series).
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Annex B
(informative)

FDI® Package creation

B.1 General

Annex B describes the fundamentals of a possible FDI® Package creation process by using
standardized development tools and components available.

B.2 Tools and components

B.2.1 Overview

FDI® Packages consist of several different components — which also might have relationships
and dependencies to each other — that are developed by using different implementation
technologies and that follow different standards. This complex structure of FDI® Packages
requires a tool support to make an easy and economic development and maintenance possible.

B.2.2 FDI® Reference Implementation/Common EDD Engine

The FDI® Reference Implementation, including a common EDD Engine, ensures that a common
implementation is used for an FDI® Package implementation and test that has a defined
behaviour. The FDI® Reference Implementation is part of both tools mentioned below.

B.2.3 FDI® Package IDE

The FDI® Package IDE provides everything that is necessary to manage development projects
for the different kind of FDI® Packages, the development of the descriptive parts, the linking of
all remaining package parts but also to do the actual packaging of the package.

B.2.4 FDI® Device Package Conformance Test Tool

A developed FDI® Package and especially FDI® Device Packages are tested to prove the
conformance of the implementation to the FDI® Specification. This ensures interoperability. The
conformance test is done by using the FDI® Device Package Conformance Test Tool that
executes defined test cases with the FDI® Reference Implementation and the developed FDI®
Package.

B.3 Development

B.3.1 FDI® Package core development

The FDI® Package IDE allows the creation of a development project for the FDI® Package
including the project type and version information. This development project can be used during
the complete life-cycle of the FDI® Package. A development project wizard might be available
to speed up the project creation process.

An editor component coming with the FDI® Package IDE is available to implement the
descriptive part (EDD) of the FDI® Package. Features such as syntax checks, code folding, auto
complete and wizards for complex constructs are available to support an efficient and safe
development.

The FDI® Package (depending on the FDI® Package type) consists of several FDI® Package
parts. A project management component is also part of the FDI® Package IDE, which allows the
linkage of external FDI® Package parts to a specific FDI® Package developmentgéﬁuments
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soon as the developer has linked all FDI® Package parts to the development project (and has
also implemented EDD relationships if necessary), the FDI® Package can be bound and
packaged.

The FDI® Package IDE generates parts of the Package Catalog depending on linked FDI®
Package parts, development project information and EDD source code. Some parts of the FDI®
Package, however, cannot be developed by using the FDI® Package IDE. Examples are given
below and shown in Figure B.1.

B.3.2 User Interface Plug-in development

User Interface Plug-ins are developed using well known implementation technologies (for
example, Microsoft. NET™3). There are several powerful development tools available to use
those implementation technologies (for example, Microsoft Visual Studio®*). Those tools should
be used to implement the User Interface-Plug-ins needed. The ready implemented Plug-ins can
then be imported into the FDI® Package IDE development project to be referenced in the EDD
and to be packaged into the FDI® Package for release but also to be tested under runtime
conditions in conjunction with the descriptive part of the FDI® Package. See also Figure B.1.

Microsoft Visual Studio

PDF creator

Other tools
FDI® Package IDE ‘/\_/

EDD editing, packaging, runtime, debug, ...

— —

Graphics editor Text editor

IEC
Figure B.1 — Tools used for FDI® Package development

B.3.3 FDI® Package Attachment development

There are different kinds of Attachments that can be incorporated into FDI® Packages. Due to
the variety of possible and necessary Attachments, appropriate development tools depending
on the type of Attachment shall be used to implement/create those. The Attachments can then
be imported into the FDI® Package IDE development project to be packaged into the FDI®
Package for release. See also Figure B.1.

B.3.4 FDI® Package binding and packaging

The last step of the FDI® Package development is the packaging as such. In this development
step, all developed and related parts of the FDI® Package are packed according to this
specification. Checks are performed to ensure consistency. The output can then be used for
conformance testing and in systems.

3 Microsoft.NET™ is the trademark of a product supplied by Microsoft Corporation. This information is given for the
convenience of users of this document and does not constitute an endorsement by IEC of the product named.
Equivalent products may be used if they can be shown to lead to the same results.

Visual Studio® is the registered trademark of a product supplied by Microsoft Corporation. This information is
given for the convenience of users of this document and does not constitute an endorsement by IEC t&edﬂdfﬁ t
named. Equivalent products may be used if they can be shown to lead to the same results. ents
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B.3.5 Conformance Test

The use of the FDI® Package Conformance Test Tool which is also part of the FDI® Package
IDE to ensure the conformance of the FDI® Package with the FDI® specification marks the last
step before releasing the product. The conformance test tool uses specified test cases with an
FDI® runtime engine to check the single features of the FDI® that have or can be implemented
into an FDI® product (an FDI® Package in this case).
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Annex C
(informative)

FDI® Package deployment

C.1 General

Annex C describes sequence examples of how to deploy different FDI® Package types to
different system architectures. The sequence and detailed features are system specific.

For FDI® Servers, no conditional deployment of UIP Variants is defined because package
content can be consumed by different kinds of FDI® Clients.

For standalone FDI® Host systems, FDI® Server and FDI® Client application are a single
integrated entity. A standalone FDI® Host system can perform conditional deployment of the
UIP Variants according to the integrated FDI® Client capabilities.

C.2 Scenarios

C.21 FDI® Package deployment to PC based client/server systems
Cc.211 FDI® Device Packages/FDI® Profile Packages/FDI® Communication Packages

The following steps apply for the deployment of FDI® Device Packages, FDI® Profile Packages

and FDI® Communication Packages to an FDI® Server.

a) The user chooses an FDI® Package from the file system.

b) The system validates the FDI® Package signature and integrity.

c) The system reads the FDI® Package Catalog root element as defined in 4.2.1 and verifies
o that the PackageType shall be “Device”, "Profile", or "Communication";

e that the FDIVersionSupported shall be equal to the Major version (depending on the use
of wildcards instead of actual version numbers, the Minor and the Revision part of the
version information shall also be interpreted) of the FDI® Server;

o the version and Packageld against already installed versions of this device type and
handles the update and upgrade accordingly. The deployment is aborted if there is a
higher version installed since downgrades are not supported by the FDI®.

d) The system adds the FDI® Package information to the system specific device catalog.

e) The system reads all UIPs stored in the FDI® Package and adds all UIPs and all available
variants to the system specific UIP catalog.

f) The system reads the ListOfSupportedUips for each device type and notifies the user if a
required UIP is not installed.

g) The system stores the entire FDI® Device Package content.

h) The system reads the EDD for each device type and creates Information Model (IM) type
nodes.

C.21.2 FDI® UIP Packages

The following steps apply for the deployment of UIP Packages to an FDI® Server.

a) The user chooses an FDI® Package from the file system.
b) The system validates the FDI® Package signature and integrity.
c) The system reads the FDI® Package Catalog root element as defined in 4.2.1 and verifies

o that the PackageType is "Uip"; Documents
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e that the FDIVersionSupported is equal to the Major version (depending on the use of
wildcards instead of actual version numbers, the Minor and the Revision part of the
version information shall also be interpreted) of the FDI® Server; and

o the version and Packageld against already installed versions of this device type and
handles the update and upgrade accordingly. The deployment is aborted if there is a
higher version installed since downgrades are not supported by the FDI®.

d) The system reads the ListOfSupportedUips for each device type and notifies the user if a
required UIP is not installed.

e) The system stores the entire FDI® Device Package content.

f) The system reads all UIPs stored in the FDI® Package and adds all UIPs and all available
variants to the system specific UIP catalog.

C.2.2 FDI® Package deployment to an FDI® standalone system

c.2.21 FDI® Device Packages/FDI® Profile Packages/FDI® Communication Packages

The following steps apply for the deployment of FDI® Device Packages, FDI® Profile Packages

and FDI® Communication Packages to an FDI® standalone system.

a) The user chooses an FDI® Package from the file system.

b) The system validates the FDI® Package signature and integrity.

c) The system reads the FDI® Package Catalog root element as defined in 4.2.1 and verifies
o that the PackageType is "Device", "Profile", or "Communication";

e that the FDIVersionSupported is equal to the Major version (depending on the use of
wildcards instead of actual version numbers, the Minor and the Revision part of the
version information shall also be interpreted) of the FDI® Server; and

o the version and Packageld against already installed versions of this device type and
handles the update and upgrade accordingly. The deployment is aborted if there is a
higher version installed since downgrades are not supported by FDI®.

d) The system reads all UIP Variants for all UIPs in the FDI® Package and verifies
e that the Platformld and Runtimeld is supported by the integrated FDI® Client; and

o the version and Uipld against already imported UIP Variants and handles the update and
upgrade accordingly. If there is already a higher version installed, the import is aborted
since downgrades are not supported by the FDI®.

e) The system adds the UIP information of matching and imported UIPs to the system specific
UIP catalog.

f) The system reads the ListOfSupportedUips for each device type and notifies the user if a
required UIP is not installed.

g) The system stores the relevant FDI® Device Package content.

h) The system reads the EDD for each device type and creates Information Model (IM) type
nodes.

C.2.2.2 FDI® UIP Packages
The following steps apply for the deployment of UIP Packages to an FDI® standalone system.

a) The user chooses an FDI® Package from file system.

b) The system validates the FDI® Package signature and integrity.

c) The system reads the FDI® Package Catalog information as defined in 4.2.1:
o the PackageType attribute is being checked (see Annex E) for "Uip"

e the FDIVersionSupported shall be equal to the Major version (depending on the use of
wildcards instead of actual version numbers, the Minor and the Revision part of the
version information shall also be interpreted) of the FDI® Server; and Documents
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e the system imports UIPs including UIP Variants and checks for already imported
versions of the particular UIP and handles the update and upgrade accordingly. If there
is already a higher version installed, the import is aborted since downgrades are not
supported by the FDI®.

d) The system reads all UIP Variants for all UIPs in the FDI® Package and verifies:
e that the Platformld and Runtimeld is supported by the integrated FDI® Client; and

o the version and Uipld against already imported UIP Variants and handles the update and
upgrade accordingly. If there is already a higher version installed, the import is aborted
since downgrades are not supported by FDI®.

e) The system stores the relevant FDI® Device Package content.

Documents

Document Sharing Hub

Full document details: IEC 62769-4-2023


http://www.avadocuments.com/doc/iec-62769-4-2023
http://www.avadocuments.com/doc/iec-62769-4-2023

IEC 62769-4:2023 © |IEC 2023 - 43 -

Annex D
(informative)

Example

D.1 General

The purpose of Annex D is to provide an overview of ISO/IEC 29500-2 and an example FDI®
Device Package implementation. It is not intended to provide all the details that might be
necessary for the implementation of an FDI® Package.

Unless otherwise stated in Annex D, the acronym OPC refers to Open Packaging Conventions.

D.2 Open Packaging Conventions

D.2.1 Overview

The Open Packaging Conventions (OPC) are a container-file technology specified in
ISO/IEC 29500-2. OPC-based documents are ZIP archives that contain XML, binary and other
types of files. They combine the advantages of maintaining the independence and the integrity
of the files embedded in the document while having a single integrated package.

An OPC package consists of parts and relationships as shown in Figure D.1. Parts refer to the
content being packaged such as binary and text files. Relationships define associations
between the package, parts and external resources.

D
l— N\

Package

Relationship

Relationship

v v
(haz ) enns ) eanae )

Figure D.1 — Parts and relationships in a package

Relationship Relationship

IEC

D.2.2 Parts

OPC packages can store parts that contain any type of data (text, images, XML, binary,
whatever). Parts can be organized as a hierarchy of folders that is similar to a file system. The
OPC specification allows any folder organization that is convenient for the application.

Every part in a package has a unique URI-compliant part name along with a specified content-
type expressed in the form of a MIME media type. The MIME media types for all the parts stored
in the package are defined in an XML file named "/[Content_Types].xml".

In an FDI® Package, the parts include the Package Catalog, EDD, UIPs and Attachments.
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D.2.3 Relationships

In addition to a hierarchy of folders and parts, OPC allows the definition of relationships among
parts. Relationships provide a layer of indirection so dependencies are not hardcoded into the
content.

Relationships allow problem domain and application specific relationships to be defined and
enforced by systems and tools. By navigating through the network of associations one can have
random access to related content.

Relationships are composed of four elements:

e an identifier (ID);

e an optional source (the package or a part within the package);

e arelationship type (a URI-style expression that defines the type of the relationship);
e atarget (a URI to another part within the package or to an external resource).

The relationships are stored in XML files with the extension ".rels" within subfolders named

"/ rels".

In an FDI® Package, the relationships are used to express the association of the Package to
the Package Catalog, the EDD, the UIP and the Attachments.

The following clause, for instance, defines the relationship identified as "rldUip1", which
establishes the association between the Package and the Package Catalog.

<Relationship Id="rIdUipl"
Type="http://FDI-cooperation.com/2010/relationships/package-
catalog"
Target="FDIpackage/catalog.xml"/>

D.2.4 OPC Core features
D.2.4.1 Overview

The content types file /[[Content_Types].xml, the package relationships file /_rels/.rels, and the
part relationships files in the subfolders _rels are the core parts of an OPC package.

The filename [Content Types].xml in any folder, the subfolder name _rels, and the file
extension .rels within such directory are the only three reserved names for files stored in an
OPC package.

D.2.4.2 Content types
The file /[Content_Types].xml defines the MIME media types for all the parts stored in the

package. It defines default mappings based on file extensions, along with overrides for specific
parts with content-types that are different from the file extension defaults.

Table D.1 and Table D.2 show examples of standard MIME media types and examples of FDI®-
custom MIME media types that can be used in FDI® Packages.
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Table D.1 — Examples of standard MIME media types that can be used in FDI® Packages

Type of content Standard MIME media type
XML file application/xml
PNG image image/png
PDF document application/pdf
OPC relationships application/vnd.openxmliformats-package.relationships+xml

Table D.2 — Examples of FDI®-custom MIME media types
that can be used in FDI® Packages

Type of content FDI®-custom MIME media type
Package catalog application/vnd.FDIl.package.catalog+xml
EDD application/vnd.FDIl.package.edd
uipP application/vnd.FDIl.package.uip

The following clause in the /[Content_Types].xml file defines the default MIME media type for
any XML files in the package.

<Default Extension="xml" ContentType="application/xml"/>

The following clause in the same file will override the definition above for the package catalog
part only:

<Override PartName="/FDIpackage/catalog.xml"
ContentType="application/vnd.FDI.package.catalog+xml"/>

D.2.4.3 Package relationships
The root level /_rels folder stores the relationships for the package as a whole. The /_rels folder

normally contains a file named .rels, an XML file where the starting package-level relationships
are stored.

D.2.4.4 Part relationships
Each part may have its own relationships. If the part has relationships, they will be stored in an

XML file within the _rels folder that is a sibling of that part. That file takes the part name with
a .rels appended to it.

Because the Package Catalog part has relationships to other package parts, there is a file
named catalog.xml.rels inside the /_rels folder that defines those relationships.

D.2.5 OPC additional features
D.2.5.1 Core properties

Core properties consist of package metadata. They enable users to get and set well-known and
common sets of property metadata within packages, such as categorization of the content,
status of package (e.g., draft, reviewed, final), date of creation, identification of the creator,
keywords, and language. The core properties are not used in FDI® Packages (see 5.2).

D.2.5.2 Thumbnails
Thumbnails are images that are used as graphical representation of parts of a p lih‘lents

package as a whole. The use of thumbnails in an FDI® Package is optiona! (see 5.2}
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D.2.5.3 Digital Signatures

Digital Signatures can be used to enable consumers to validate the integrity of the contents.
The use of Digital Signatures is mandatory in FDI® Packages (see 5.2).

D.3 Creation and handling of FDI® Packages

As long as the conventions are followed, OPC files can be created, opened and modified just
as any ordinary ZIP file by using standard ZIP file tools. However, there exists higher level
support to handle them so that developers do not have to cope with all the peculiarities of OPC.
OPC is natively supported in Microsoft .NET Framework 3.0. Open source libraries also exist
for other languages. Ultimately, FDI® specific tools are expected to provide automated support
for the creation and handling of FDI® Packages.

Given the catalog information, the EDD, the UIPs and Attachments for a specific device type, a
hypothetical FDI® packaging tool is capable of creating the FDI® Package for that device type,
as depicted in Figure D.2.

Catalog
Information

it

I\
EDD \ FDI° (
. Package
packaging
/ tool
UIP Cat. || EDD Il yip iAtt

« Attachment

Figure D.2 — Creating an FDI® Package with the content files
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D.4 FDI® Device Package example

D.4.1 Overview

Figure D.3 represents an example FDI® Device Package. The root directory of the FDI® Device
Package contains three directories and one file. The directory names FDI®package and uip are
examples and are not defined by this document. The _rels directory is used to store the package
relationships and is defined by ISO/IEC 29500-2.
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Figure

The file [Content_Types].xml is

—47 —

\ fdipackage
- attachments
% 010101 cff

% companylogo.png
= datasheet.pdf
= deviceimage.png

= manual.pdf

% catalog.xml.rels
% catalog.xml
J uip
% fancytrend.uip

) _rels
% .rels

% [content_types].xml
IEC

D.3 — FDI® Device Package example

defined by ISO/IEC 29500-2 and defines the content type of the

parts in the package. It is required for all packages. All parts in the package shall have a content

type identified by this file.

An example for /[Content_Types].xml is listed below.

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<Types xmlns="http://schemas

<Default Extension="rels

.openxmlformats.org/package/2006/content-types">

ContentType="application/vnd.openxmlformats-package.relationships+xml"/>

<Default Extension="xml"
<Default Extension="uip"
<Default Extension="png"
<Default Extension="pdf"
<Default Extension="edd"
<Default Extension="cff"

<Override PartName="/FDI

ContentType="application/xml"/>
ContentType="application/vnd.FDI.package.uip"/>
ContentType="image/png" />
ContentType="application/pdf"/>
ContentType="application/vnd.FDI.package.edd"/>
ContentType="application/vnd.ff.cff"/>

package/catalog.xml"

ContentType="application/vnd.FDI.package.catalog+xml"/>
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</Types>

In this example, the Package Catalog is identified by the part /FDIpackage/catalog.xml with
content type application/vnd.FDI.package.catalog+xml in the /[Content_Types].xml. The device
has a protocol specific CFF file. It is the responsibility of the protocol organization to define the
content type associated with that file type. The content type for the CFF is an example and is
not currently specified by the Fieldbus Foundation.

The /rels/.rels part defines the package relationships per ISO/IEC 29500-2.

An example for /rels/.rels is listed below.
<?xml version="1.0" encoding="UTF-8" 2>
<Relationships
xmlns="http://schemas.openxmlformats.org/package/2006/relationships">
<Relationship Id="rIdl"
Type="http://FDI-cooperation.com/2010/relationships/package-catalog"
Target="FDIpackage/catalog.xml"/>
<Relationship
Id="rIdUipl" Type="http://FDI-cooperation.com/2010/relationships/uip"
Target="uip/fancytrend.uip"/>

</Relationships>

According to this document, the Package Catalog shall be identified by a single package
relationship. The FDI® Server identifies the Package Catalog part by retrieving the part
associated with this standard relationship type. In this example, the catalog relationship is
represented by

<Relationship Id="rIdl"
Type="http://FDI-cooperation.com/2010/relationships/package-catalog"
Target="FDIpackage/catalog.xml"/>

The value for relationship id is not specified by this document. ISO/IEC 29500-2 requires that
each relationship have a unique relationship id.

An FDI® Device Package can also provide one or more UIPs. According to this document, a UIP
shall be identified by a package relationship. The FDI® Server identifies a UIP in a package by
searching for all parts with the associated relationship type. In this example, a single UIP is
identified by

<Relationship Id="rIdUipl" Type="http://FDI-cooperation.com/2010/relationships/uip"

Target="uip/fancytrend.uip"/>

An example for /FDIcatalog/catalog.xml is listed below.

<?xml version="1.0" encoding="UTF-8"?>

<FDI:Catalog
xmlns:FDI®="http://FDI-cooperation.com/2010/package"
xmlns:xsi=http://www.w3.0rg/2001/XMLSchema-instance
xsi:schemalocation="http://FDI-cooperation.com/2010/package

catalog.xsd"> Documents
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