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INTERNATIONAL ELECTROTECHNICAL COMMISSION

OPEN SYSTEMS DEPENDABILITY

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote international
co-operation on all questions concerning standardization in the electrical and electronic fields. To this end and in
addition to other activities, IEC publishes International Standards, Technical Specifications, Technical Reports,
Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC Publication(s)”). Their
preparation is entrusted to technical committees; any IEC National Committee interested in the subject dealt with
may participate in this preparatory work. International, governmental and non-governmental organizations liaising
with the IEC also participate in this preparation. IEC collaborates closely with the International Organization for
Standardization (ISO) in accordance with conditions determined by agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
misinterpretation by any end user.

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence between
any IEC Publication and the corresponding national or regional publication shall be clearly indicated in the latter.

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to |IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

6) All users should ensure that they have the latest edition of this publication.

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and expenses
arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC Publications.

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of patent
rights. IEC shall not be held responsible for identifying any or all such patent rights.

International Standard IEC 62853 has been prepared by IEC technical committee 56:
Dependability.

The text of this International Standard is based on the following documents:

FDIS Report on voting
56/1772/FDIS 56/1776/RVD

Full information on the voting for the approval of this International Standard can be found in the
report on voting indicated in the above table.

This document has been drafted in accordance with the ISO/IEC Directives, Part 2.
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The committee has decided that the contents of this document will remain unchanged until the
stability date indicated on the IEC website under “http://webstore.iec.ch” in the data related to
the specific document. At this date, the document will be

e reconfirmed,

e withdrawn,

e replaced by a revised edition, or

e amended.

IMPORTANT - The ‘colour inside’ logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct understanding
of its contents. Users should therefore print this document using a colour printer.
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INTRODUCTION

Open systems are systems whose boundaries, functions and structure change over time and
which are recognized and described differently from various points of view. The dependability of
open systems is a key attribute for the life cycle of a system that operates for an extended period
of time in a real-world environment. Open systems dependability is the ability of open systems to
accommodate changes in purpose, objectives, environment and actual performance and to
continuously maintain accountability from stakeholders, in order to provide expected services as
and when required. The attributes of dependability, including availability, reliability,
maintainability and supportability, are the same for open systems as conventional systems but
they have to be considered in the context that no single stakeholder has a full understanding of
the system or its risks.

For open systems, security is especially important since the systems are much exposed to
attack by malware. Since an open system changes continuously through its life, the design
process, e.g. modelled by the spiral product development model, will to some extent continue
during the whole lifetime of the system.

This document elaborates on IEC 60300-1 by providing additional guidance for dependability
management of open systems.

This document provides guidance on open systems dependability by using the four process
views, each of which selects and combines system life cycle processes, activities and tasks of
ISO/IEC/IEEE 15288: 2015.

e Change Accommodation process view;

e Accountability Achievement process view;

o Failure Response process view;

e Consensus Building process view.

A dependability case that assures these process views is crucial for stakeholders to understand
and agree on the boundaries of their responsibilities, to assign accountability for implementation
and to duly manage changes in achieving open systems dependability.

The intended audience for this document ranges from users, owners and customers to
organizations involved in and responsible for ensuring that open systems dependability
requirements are being met. Organizations include all types and sizes of corporations, public
and private institutions such as government agencies, business enterprises and non-profit
associations.
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OPEN SYSTEMS DEPENDABILITY

1 Scope

This document provides guidance in relation to a set of requirements placed upon system life
cycles in order for an open system to achieve open systems dependability.

This document elaborates on IEC 60300-1 by providing details of the changes needed to
accommodate the characteristics of open systems. It defines process views based on
ISO/IEC/IEEE 15288:2015, which identifies the set of system life cycle processes.

This document is applicable to life cycles of products, systems, processes or services involving
hardware, software and human aspects or any integrated combinations of these elements.

For open systems, security is especially important since the systems are particularly exposed to
attack.

This document can be used to improve the dependability of open systems and to provide
assurance that the process views specific to open systems achieve their expected outcomes. It
helps an organization define the activities and tasks that need to be undertaken to achieve
dependability objectives in an open system, including dependability related communication,
dependability assessment and evaluation of dependability throughout system life cycles.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies.
For undated references, the latest edition of the referenced document (including any
amendments) applies.

IEC 60050-192, International Electrotechnical Vocabulary — Part 192: Dependability (available
at http://www.electropedia.org/)

IEC 60300-1, Dependability management — Part 1: Guidance for management and application

ISO/IEC/IEEE 15288:2015, Systems and software engineering — System life cycle processes

3 Terms and definitions

For the purposes of this document, the terms and definitions given in IEC 60050-192 and the
following apply.

ISO and IEC maintain terminological databases for use in standardization at the following
addresses:

e |EC Electropedia: available at http://www.electropedia.org/
e |SO Online browsing platform: available at http://www.iso.org/obp

3.1

accountability

state of being answerable for decisions and activities to the organization’s governing bodies,

legal authorities and, more broadly, its stakeholders Documents
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Note 1 to entry: Accountability includes answerability to society in general.

Note 2 to entry: Description in 1ISO 26000:2010 [1]: Accountability involves an obligation on management to be
answerable to the controlling interests of the organization and on the organization to be answerable to legal
authorities with regard to laws and regulations. Accountability for the overall impact of its decisions and activities on
society and the environment also implies that the organization’s answerability to those affected by its decisions and
activities, as well as to society in general, varies according to the nature of the impact and the circumstances.

Note 3 to entry: The definition in ISO 15489-1:2001 [2]: principle that individuals, organizations and the community
are responsible for their actions and may be required to explain them to others.

[SOURCE: ISO 26000:2010, 2.1, modified — Notes to entry have been added.]

3.2

assurance case

reasoned, auditable artefact created that supports the contention that its top-level claim (or set
of claims) is satisfied, including systematic argumentation and its underlying evidence and
explicit assumptions that support the claim(s)

Note 1 to entry: An assurance case contains the following and their relationships:

— one or more claims about properties;

— arguments that logically link the evidence and any assumptions to the claim(s);

— a body of evidence and possibly assumptions supporting these arguments for the claim(s);

— justification of choice of top-level claim and the method of reasoning.

Note 2 to entry: An assurance case can be understood as a reasoned and compelling argument, supported by a body

of evidence, that a system, service or organization will operate as intended for a defined application in a defined
environment and defined lifetime.

[SOURCE: ISO/IEC 15026-1:2013 [3], 3.1.3, modified — Note 2 to entry has been added.]

3.3

change accommodation

set of activities which modify and adapt a system to changes in its purpose, objectives,
environment or actual performance that require re-establishment of stakeholders’ consensus on
the system

3.4

consensus

general agreement, characterized by the absence of sustained opposition to substantial issues
by any important part of the concerned interests and by a process that involves seeking to take
into account the views of all parties concerned and to reconcile any conflicting arguments

Note 1 to entry: Consensus need not imply unanimity.

[SOURCE: ISO/IEC Guide 2:2004 [4], 1.7]

3.5

dependability case

evidence-based, reasoned, traceable argument created to support the contention that a defined
system does and/or will satisfy the dependability requirements

Note 1 to entry: A dependability case is an assurance case whose top-level claim is about dependability.

[SOURCE: IEC 62741:2015, 3.1.1, modified — Note 1 to entry has been added.]

3.6

dependability communication

continual and iterative process that a stakeholder conducts to provide, share or obtain
information, and to engage in dialogue with other stakeholders regarding the management of

dependability Documents
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Note 1 to entry: The role of dependability communication in the management of open systems dependability is not
unlike that of risk communication in risk management.

Note 2 to entry: See the definition of the term “communication and consultation” in ISO Guide 73:2009 [5], 3.2.1.

3.7
environment
<system> context determining the setting and circumstances of all influences upon a system

[SOURCE: ISO/IEC/IEEE 42010:2011 [6], 3.8]

3.8

failure response

set of activities initiated immediately when a failure is predicted or detected in order to prevent
the failure or minimize its effect, to analyse its causes and prevent its recurrence and to fulfil
accountability

3.9

frame of reference

set of conventions for the construction, interpretation and use of documents describing a
common understanding of and explicit agreements on a system, its purpose, objectives,
environment, actual performance, life cycle and changes thereof

3.10

interaction error

error that occurs due to the interactions between items despite each item’s performance
meeting the specification

3.1
monitoring
determining the status of a system, a process or an activity

Note 1 to entry: To determine the status there may be a need to check, supervise or critically observe.

[SOURCE: [S0O 22301:2012 [7], 3.29]

3.12

open system

system whose boundaries, functions and structure change over time and is recognized and
described differently from various points of view

Note 1 to entry: Changes include not only adaptation with specific purpose but also spontaneous evolution. For
example, they include spontaneous and uncoordinated changes within a system that spans multiple domains with
different authorities.

Note 2 to entry: An open system’s boundaries, functions and structure are not only changing with time but can be
vague at any point in time and recognized differently by different stakeholders. This refines the definition of system in
IEC 60050-192 for a given level of abstraction and a given viewpoint. A boundary can have a clear definition at one
level of abstraction, but it could become more vague at a more detailed level. The level of details necessary for a
purpose or for a stakeholder need not be predetermined nor guaranteed to be attainable.

Note 3 to entry: An open system exchanges resources over its boundary with other systems or the environment,
possibly changing the boundary itself.

Note 4 to entry: Every substantial system has aspects of both an open system and of a conventional system. The
term open system is not used for classification of systems. The term applies to a system when its open aspects are
significant for the discussion at hand about the system.

Note 5 to entry: The fact that a software system can be “open source” is irrelevant to being an open system, except
that being open source software necessarily brings in aspects of open systems such as lack of centralized authority.
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3.13

open systems dependability

ability to accommodate changes in purpose, objectives, environment and actual performance
and to achieve accountability continually, so as to provide expected services as and when
required

3.14
process
set of interrelated or interacting activities that use inputs to deliver an intended result

Note 1 to entry: Whether the “intended result” of a process is called output, product or service depends on the
context of the reference.

Note 2 to entry: Inputs to a process are generally the outputs of other processes and outputs of a process are
generally the inputs to other processes.

Note 3 to entry: Two or more interrelated and interacting processes in series can also be referred to as a process.

Note 4 to entry: Processes in an organization are generally planned and carried out under controlled conditions to
add value.

Note 5 to entry: A process where the conformity of the resulting output cannot be readily or economically validated
is frequently referred to as a “special process”.

Note 6 to entry: This constitutes one of the common terms and core definitions for ISO management system
standards given in Annex SL of the Consolidated ISO Supplement to the ISO/IEC Directives, Part 1. The original
definition has been modified to prevent circularity between process and output, and Notes 1 to 5 to entry have been
added.

[SOURCE: [SO 9000:2015 [8], 3.4.1]

3.15

process view

collection of processes, activities and tasks that provides a focus for a stakeholder’s particular
concern about a system in a manner that cuts across all or parts of the life cycle

3.16
resilience
adaptive capacity in a complex and changing environment

Note 1 to entry: The definition of resilience in UNISDR Terminology on Disaster Risk Reduction [9]: the ability of a
system, community or society exposed to hazards to resist, absorb, accommodate to and recover from the effects of
a hazard in a timely and efficient manner, including through the preservation and restoration of its essential basic
structures and functions.

Note 2 to entry: The definition in [10]: the persistence of service delivery that can justifiably be trusted, when facing
changes.

[SOURCE: ISO Guide 73:2009, 3.8.1.7, modified — The definition has been made applicable to
items other than organizations and Notes to entry have been added.]

3.17

stakeholder

individual or organization having a right, share, claim, or interest in a system or in its possession
of characteristics that meet their needs and expectations

EXAMPLE End users, end user organizations, supporters, developers, producers, trainers, maintainers, disposers,
acquirers, supplier organizations and regulatory bodies.

Note 1 to entry: Some stakeholders can have interests that oppose each other or oppose the system.
Note 2 to entry: The term ‘interested party’ constitutes one of the common terms and core definitions for

ISO management system standards given in Annex SL of the Consolidated ISO Supplement to the ISO/IEC Directives,
Part 1. This document uses the admitted term ‘stakeholder’, following ISO/IEC/IEEE 15288:2015.

[SOURCE: ISO/IEC/IEEE 15288:2015, 4.1.44, modified — Note 2 to entry has heeDJaEeu.mentS
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4 Open systems dependability

4.1 Open systems
Open systems have the following characteristics [11].

— They are large, complex and interconnected.
— They can include black box components.

NOTE 1 A black box component is a component whose users do not know its implementation details and cannot
control its functionality and interface.

— Their purpose, objectives, environment and actual performance are not determined and
change through their lives. Unpredictable changes of user requirements, service objectives,
services received via network, black box components, technological basis, etc., are
commonplace.

— Their boundaries, functions and structure are ever-evolving and perceived differently by
different stakeholders. Preventing them from becoming vague requires particular effort.

— Accountability is vital in their system life cycle and for risk control, but it needs particular
effort to establish because of lack of effective central control.

— Understanding of the systems and their risks by their stakeholders is neither complete nor
certain at any given time.

— The possibility of failures due to an incomplete understanding of the systems, unanticipated
events and changes cannot be eliminated or predicted. Systems need to be resilient, need to
have risk controls including error proofing, need to be able to recover from failures and need
to be able to adapt to prevent recurrence.

— Achievement of dependability requires an iterative approach and depends on integration of
the system operation and development. Performing dependability activities throughout the
system life cycle and iterating them as often as needed is particularly important for open
systems.

NOTE 2 Some of these features are shared with so-called “system of systems” [12], [13] and “unbounded or weakly
bounded systems”.

NOTE 3 Depending on a particular point of view, most systems have these features to some, possibly negligible,
degree. A system is an open system when these features of the system are significant for the discussion at hand
regardless of its being a system of systems.

A system necessarily exchanges services with a wide variety of other interconnected,
independently managed systems. These surrounding systems are managed according to their
own principles and stakeholders, and their interfaces are subject to change for various reasons.
The system must serve diverse stakeholders. Each stakeholder has different objectives and
there might be no single authority over the system; moreover, the objectives of the system and
the surrounding systems change with time. The conditions for the system, such as requirements
and constraints, change frequently and unpredictably. Thus, there are uncertainty and
incompleteness about these conditions and they cannot be understood completely at any given
time.

Since an open system changes continuously through its life, the design process, as modelled by
the spiral product development model, will to some extent continue during the whole lifetime of
the system.

Moreover, uncertainty and incompleteness are also present within the system itself, such as
with respect to its functions, internal structure, and the boundary. Its subsystems are often
managed by different parties and those involved in integration and coordination of the system
boundaries might not have complete knowledge and control of them. Services and components
might be added to or removed from the system during its operation by/for various stakeholders.
This dynamic nature makes the system boundary, functions and structure ambiguous in practice,
even if there is no ambiguity in theory at any specific time from a specific point of view.
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For these reasons, as well as the sheer complexity and scale of the system, it is very difficult for
any stakeholder to specify, comprehend or control the system and its management to any
sufficient completeness and certainty. Unanticipated changes and failures of various degrees
are a part of the system’s nature. The use of the term open systems emphasises this aspect of
systems.

The true, implicit expectations for the system are always relative to the context of other
surrounding systems and stakeholders. The objectives of the various levels of systems
surrounding the target system should be taken into account. As the context changes, and as
incompleteness and uncertainty are resolved in one way or the other, the system should adapt
to the corresponding changes in the requirements and assumptions. These changes cannot be
fully anticipated or specified in advance.

4.2 Dependability issues specific to open systems

Open systems dependability aims to achieve service continuity over extended periods of time
notwithstanding changes and failures. Achieving service continuity places requirements on the
entire life cycle of the system and iteration thereof aided by enhancement activities.

Dependability management provided by IEC 60300-1 generally applies to open systems and this
document shall be used together with IEC 60300-1. IEC 60300-1 requires that sustained
improvement be ensured via planning and control of enhancement activities and appropriate
reviews of progress. Open systems dependability elaborates on this for open systems where
dependability directly depends on improvement with respect to frequent unpredictable changes.
An iterative approach to the life cycle can be applied to accommodate such changes; see
Annex A.

The scope of dependability management of an open system is not trivial because of
characteristics explained in 4.1. Merely conforming to explicit agreements is not sufficient
because agreements cannot adequately cover all aspects of the system of interest, as no open
systems can be completely defined. Stakeholders need to be prepared to act beyond the
agreements based on a common understanding of the system and its environment. As a
principle, open systems dependability strives for confidence and trust in the system even under
broken assumptions, requirements invalidated by changes, and eventual system failures.

The argument above highlights the importance of processes that continually review and revise
the scope of dependability management and that provide explicit documentation and an
agreement on the scope. The agreement on the scope by stakeholders needs to be backed by
agreements on accountability.

Unanticipated causes cannot be prevented. What can be done is to identify key functions,
anticipate possible consequences of losing the key functions and protect the key functions so
that they can be recovered quickly or covered by redundancy.

4.3 Objective

The objective of open systems dependability is to sustain a degree of service continuity of a
system in the context of surrounding systems, stakeholders and the environment, so far as
practicable under unanticipated events and changes due to incompleteness and uncertainty of
knowledge by stakeholders.

Systems are no longer taken as definite, but as open systems of which our knowledge cannot be
complete or certain. A system with open systems dependability should have the ability:

— to continuously remove factors which have the potential to cause failures and hence improve
itself;
— to take quick and appropriate action when a failure occurs;

— to prevent, minimize and mitigate damage;
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— to continuously provide the services anticipated by stakeholders as much as possible
(graceful degradation);

— to maintain the activities and tasks to achieve accountability for the system operations and
processes;

— to help understand and communicate the assumptions made when describing the system,
documenting these assumptions explicitly, and determining the system’s dependability
through the documentation and the authority for accepting it.

These abilities are expected for any dependable system even though they have particular
importance for an open system that has increased likelihood of being affected by changes in
other systems connected to it. Specificity of open systems dependability arises from the
incompleteness and uncertainty under which the stated abilities are to be attained. The
characteristic of open systems dependability lies in the process of achieving the stated ability,
and the open systems dependability is not different from conventional dependability.

4.4 Achieving open systems dependability

For an open system to be dependable, its life cycle should enable stakeholders to do the
following.

a) Establish a frame of reference understood by all stakeholders for addressing the system, its
purpose, its operation, its environment and changes thereof, and then establish a common
understanding and explicit agreements on those matters in that frame of reference.

b) Make transparent the relationship between a failure to fulfil an item in the stakeholder
agreement and its implications for stakeholders and society in general, including
accountable stakeholders’ obligations to provide remedies, so as to motivate best efforts to
honour the agreement and to secure availability of remedies for potential damage.

c) Plan and execute immediate actions against failures to provide expected services as much
as possible, with least possible disruption and damage, in the manner most expedient in the
context.

d) Organize activities that arise when adapting the system to changes in its environment,
purpose, agreement, etc., and to gain from experience with failures, so as to improve
dependability continuously.

These four practices work together and each depends on the others. Item a) provides the basis
of b), ¢) and d). Item b) helps to enforce the agreement in a) and promotes public confidence and
trust in the system by communicating the plans and activities executed according to ¢) and d).
Item c) gives necessary information to b), and triggers item d) for prevention of failure
recurrence. Item d) restarts a) to reflect time-dependent changes in the common understanding
and explicit agreements of a), which is always a provisional snapshot in need of continuous
updating.

The ways in which these four practices are combined and collaborate can be represented in life
cycle models. Annex A provides examples. An example of applying open systems dependability
to a concrete open system is given in Annex C.

4.5 Relationship to resilience and fault tolerance

The concept of resilience is very similar for open and conventional systems. Traditional
resilience (3.16 and its Note 1 to entry) emphasizes the ability to get back to normal operation
after disturbances, while open systems dependability embraces the fact that even the definition
of “normal operation” varies from time to time or from one point of view to another. A more recent
concept of resilience (Note 2 to entry in 3.16) considers a broader range of changes and
adaptations and shares the goal with open systems dependability. The difference is that open
systems dependability focuses on cases where changes and a need to adapt stem from
openness of systems, and hence on consensus and accountability in a system life cycle
approach.
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The idea of fault tolerance, on the other hand, differs between conventional and open systems.
In a conventional system, it is assumed possible, at least in principle, to enumerate all
significant potential faults. A fixed, concrete procedure for getting back from deviation to normal
operation is given to achieve fault tolerance, where deviation and normal operation are explicitly
defined. Open systems dependability concerns the situation where those cannot be explicitly
defined.

5 Conformance

For a system life cycle to support open systems dependability, a dependability case [14], [15]
demonstrating the following should be provided:

a) that the system life cycle achieves the requirements of all the process views specified in
Clause 6;

b) that the adequacy of these requirements for achieving open systems dependability for the
target system has been considered.

NOTE 1 The dependability case is required in order to ensure that stakeholders understand and agree on the
boundaries of their responsibilities, assign accountability for implementation and management of changes
appropriately.

NOTE 2 By its nature, open systems dependability is not shown by a fixed set of sufficient conditions. Each
application of this document is assessed for conformance considering the quality of additional consideration in b) with
respect to the specifics of the target at hand.

An informative template of a dependability case that demonstrates the above claims is given in
Annex B.

6 Process views for achieving open systems dependability

6.1 General

Clause 6 describes the four process views that address the four practices of the open systems
dependability 4.4 a) to d). Some of the activities and tasks required for implementing these
processes are selected from ISO/IEC/IEEE 15288:2015.

Each practice of open systems dependability needs a set of activities and tasks that cut across
many life cycle processes. The concept of a process view is introduced in order to gather a
group of related activities in a single place as described in ISO/IEC/IEEE 15288:2015, Annex E.

Clause 6 specifies the four process views conforming to the process viewpoint provided in
ISO/IEC/IEEE 15288. A process view is defined by providing the following information:

a) process view name;

b) process view purpose;

Cc) process view outcomes;

d) identification and description of the processes, activities and tasks that implement the
process view and references to the sources for these processes, activities and tasks in other
standards.

Clause 6 specifies each of the four process views by providing the above items a) to d).

The four process views work together to achieve the objective of open systems dependability.
Together with other system life cycle processes and process views, they form a system life cycle
model as is required for each application of ISO/IEC/IEEE 15288:2015 as indicated in Annex A.

NOTE 1 ISO/IEC/IEEE 15288 details processes and their activities and tasks. Selected sets of these processes can
be applied throughout the life cycle for managing and performing the stages of a system’s life cycle.
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NOTE 2 The penultimate paragraph of 4.4 outlines the relationship among the four process views. Clause A.2
provides the detailed relationship in an example life cycle model.

In the rest of Clause 6, each subclause (i.e. 6.i) provides a process view and is organized as
follows.

The title of 6.i is the name of the process view (a).

6.i.1 “Purpose” provides the process view purpose (b). The first paragraph is the core statement
of the purpose and the following paragraphs add some explanation.

6.i.2 “Outcomes” lists the process outcomes (c). In some cases, outcomes are arranged
hierarchically. Annex B provides a template argument structure for a dependability case using
the outcomes. This provides some rationale for the selection of outcomes.

6.i.3 “Processes, activities and tasks” constitutes the principal part of this document. The list of
ISO/IEC/IEEE 15288 processes, activities and tasks (d) that implement the process view is
provided, together with advice specific to realization of open systems dependability. For each
ISO/IEC/IEEE 15288 process, an optional paragraph that describes its relevance to the process
view is followed by a list of more detailed descriptions of the related activities and tasks, with
indications of the related outcome of the process view. Descriptions in 6.i.3 shall be used
together with those in ISO/IEC/IEEE 15288:2015 that provide definitions and contexts of the
related processes, activities and tasks.

In 6.i.3, clauses of ISO/IEC/IEEE 15288:2015 and clauses of this document are both referred to.
They are distinguished in the following way. Angle brackets (<>) are used to refer to the
subclause number of a process in ISO/IEC/IEEE 15288:2015 and the list item label of an activity
or a task within that process. For example, “<6.4.2> Stakeholder Needs and Requirements
Definition process” refers to 6.4.2 of ISO/IEC/IEEE 15288:2015 and, within the context of
<6.4.2>, “<a)1)>” refers to the task “1) ldentify the stakeholders who have an interest in the
system throughout its life cycle” within the activity “a) Prepare for Stakeholder Needs and
Requirements Definition”. For a two-level list, a reference to a level-1 list item, say “<a)>", refers

to all of the level-2 items <a)1)>, <a)2)>, ..., <a)n)> that make up the level-1 item <a)>. Square
brackets ([]) are used to refer to the list item label of a process view outcome in 6.i.2 of this
document.

6.2 Consensus Building process view
6.2.1 Purpose

The purpose of the Consensus Building process view is to establish and maintain a common
understanding with explicit agreements about the system, its purpose, objectives, environment,
actual performance, life cycle and changes thereof.

NOTE 1 Unlike explicit agreements, the common understanding of the system is not necessarily documented
explicitly and includes the attitude, beliefs, perceptions and values shared among stakeholders.

The Purpose should be achieved with the following understanding.

It should be ensured that the same understanding is shared by all stakeholders so that the
inevitably remaining discrepancy of interpretations is acceptable. Explicit agreements include
those covering stakeholders’ benefits and responsibilities in developing and operating the
system, as well as those on assumptions made.

Establishment of the common understanding and explicit agreements provide a generic
preventive measure against unanticipated events.

NOTE 2 For some stakeholders, it might be sufficient to understand that other stakeholders ensure the desired
outcomes, without the need to understand the technical details involved.
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Achievement of the Purpose consists of the following:

— establishment of a common understanding and explicit agreements among stakeholders
[6.2.2 outcomes a)1) to a)7)];

— maintenance of the understanding and agreements [b)1) to b)5)].

The relationship between the purpose and the outcomes is described in Clause B.2.

6.2.2 Outcomes
a) A common understanding and explicit agreements among stakeholders are established.
1) Stakeholders of the system are identified.

NOTE 1 The list of stakeholders changes with time and points of view.

2) A frame of reference understood by all stakeholders is established. The frame includes
the vocabulary and basic assumptions on the environment of the system.

3) The system’s purpose, objectives, environment, actual performance, life cycle and
changes thereof are understood in the frame of reference by each stakeholder in a same
way. This includes the assumptions concerning the system and stakeholder’s
responsibilities.

4) An arbitration process is pre-agreed for situations when consensus cannot be reached so
that conflicts of interest can be resolved.
NOTE 2 Conflicts of interest can include those related to intellectual property rights.

5) Explicit agreements are developed based on the understanding in 3) and are
documented. The records include accounts of their development and the reasoning why
the various components of the agreements are considered appropriate and feasible.

6) The differences of interpretation of the agreement documents are within an acceptable
range.

7) The outcomes above are achieved in a way that is fair and equitable for all stakeholders.

NOTE 3 Fairness and mindfulness contribute to resilience against unanticipated events. Lack of fairness and
mindfulness eventually leads to problems that affect all stakeholders.

NOTE 4 Extortion of opinions and requirements, for instance, is not fair nor mindful, and has disproportionate
long-term impact on the failure of large open systems to achieve their objectives.

b) The common understanding and explicit agreement among stakeholders is maintained.
1) The policy on change management of agreements is established.

NOTE 5 The policy applies in all phases, including initial identification of service requirements and revision of
them.

2) Stakeholder consensus is maintained when the business objectives, stakeholder needs,
system or environment changes.

NOTE 6 Such changes might be necessitated by post-failure treatment.

NOTE 7 Maintaining stakeholder consensus means revising, validating and renewing it so that it reflects the
new objectives, needs, system and environment after a change.

3) Processes for achieving consensus are reviewed when the business objectives,
stakeholder needs, system or environment changes.

NOTE 8 Consensus can be limited to a part of the activities, or some of the stakeholders, while the rest of the
activities or stakeholders are not influenced. Stakeholders can also by passive acceptance choose not to involve
themselves in matters that are of no or limited importance to them. Often an activity is controlled by a small group
of dedicated stakeholders while the rest of the stakeholders accept this as long as the performance is acceptable
and their vital interests are not affected.

NOTE 9 Actions for stakeholder involvement are described in IEC 60300-1:2015, 5.3 (the third item of the
itemized list).

4) Responsibility for producing and approving the dependability case is defined.
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5) The achievement of consensus, an account of its development and the reasoning why
the consensus is considered appropriate and feasible are recorded in the dependability
case (see IEC 62741 [15]).

6.2.3 Processes, activities and tasks

The Consensus Building process view should be implemented using the activities and tasks of
the following processes provided by ISO/IEC/IEEE 15288.

NOTE 1 In the following, angle brackets (<>) are used to refer to subclause numbers and list item labels in
ISO/IEC/IEEE 15288:2015. Square brackets ([]) are used to refer to the list item label of a process view outcome in
this document. See the last paragraph of 6.1 for details.

<6.1.1> The Acquisition process establishes and maintains an agreement between an acquirer
and a supplier, which is a part of the explicit agreements referred to in [a), b)]. The acquirers
should take into account the concerns of parties other than the acquirers and the suppliers such
as end users, the local community and regulators [a)].

— <a)1)>: The acquisition strategy should clarify tactics to achieve the common understanding
and explicit agreements in [a)].

— <c)1), c)4)>: Development and change negotiation of the agreement between the acquirer
and the supplier should be done in a fair and mindful manner [a)7)].

— <d)>: Monitoring of the agreement is a part of the policy and aims to maintain the explicit
agreement [b)1), b)2), b)3)].

— <d)1)>: Assessment of the execution of the agreement should include assessment of its
fairness and mindfulness [a)7)].

<6.1.2> The Supply process establishes and maintains an agreement between the acquirer and
the supplier, which is a part of the explicit agreements in [a), b)]. The suppliers should take into
account concerns of parties other than the acquirer and the suppliers such as end users, local
community and regulators [a)].

— <a)1)>: ldentification of the acquirers is a part of stakeholder identification [a)1)].

— <a)2)>: The supply strategy should clarify tactics to achieve [a)].

— <c¢)1), ¢)4), d)1)>: Negotiation on an agreement and its execution should be done in a fair
and mindful manner [a)7)].

— <d)2)>: Assessment of the execution of the agreement should include assessment of its
fairness and mindfulness [a)7)].

<6.2.1> The Life cycle model management process should specify the linkages among life cycle
processes that enable achievement of all outcomes of this process view [a), b)].

<6.2.5> The Quality management process formulates aspects of the common understanding
and explicit agreements as managed qualities. It also manages the quality of the common
understanding and explicit agreements [a), b)].

— <a)1)>: The quality management policies, objectives and procedures should address the
extent of the common understanding and the extent of consent to the explicit agreements [a),
b)]. Stakeholders should develop a common understanding and explicit agreements on
quality management taking into account that, in general, there is no central organization that
manages quality of the whole system [a), b)].

— <a)2), a)3)>: The common understanding of quality management should recognize that
definitions of responsibilities and evaluation criteria are not perfect and are subject to
change, and that stakeholders should be prepared to act, when necessary, beyond their
defined responsibility for the sake of total quality [b)].

— <a)3)>: Evaluation criteria should be fair and mindful [a)7)].
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<6.2.6> The Knowledge management process provides a source of the common understanding.

- <a)1), b)1), ¢)1)>: The knowledge management strategy, classification for sharing
knowledge and a taxonomy to organize knowledge should provide a frame of reference
understood by all stakeholders [a)2)].

— <d)>: Maintenance of knowledge should be integrated with maintenance of the common
understanding and explicit agreements [b)].

<6.3.1> The Project planning process embodies the common understanding and explicit
agreements as plans [a), b)].

— <a), b)1) to b)6)>: Definition and planning of the project (objectives, constraints, scope, life
cycle model, work breakdown structure, schedule, achievement criteria for life cycle stages,
costs and budget, roles, responsibilities, accountabilities, etc.) should reflect the common
understanding and explicit agreements and in turn deepen and clarify them, forming the
basis of their maintenance [a)2), a)3), a)5), a)6), b)1), b)2), b)3)].

— <b)4)>: Responsibility for the dependability case should be defined in the project plans
[b)4)].
— <b)7)>: Communicating and reviewing plans should form a part of developing and

maintaining explicit agreements; the review should provide and record the rationale for the
agreements [a)5), b)2), b)5)].

<6.3.2> The Project assessment and control process governs the maintenance of the common
understanding and explicit agreements when changes occur.

— <b), ¢)>: Assessment and control of the project includes assessment and control of (i)
stakeholder consensus with respect to its changing context and (ii) the performance of
relevant processes with respect to the required outcomes of this process view [b)1), b)2),
b)3)].

<6.3.3> The Decision management process resolves conflicts arising in establishing and
maintaining the common understanding and explicit agreements, and also manages decisions to
accept unopposed opinion [a), b)].

— <a)1)>: The decision management strategy should include a pre-agreed arbitration process
[a)4)].

— <a)3)>: Besides stakeholders with conflicting interests, those affected by the decision
should be identified and involved [a)1), a)7)].

— <b)2)>: The desired outcome and selection criteria should be determined in a fair and
mindful manner by recursive application of the Consensus Building process view [a)6), a)7)].

— <c¢)2), ¢)3)>: A record of resolutions, decisions rationale and assumptions, tracking and
evaluation should provide an account of consensus building and evidence for its fairness and
mindfulness [a)7), b)5)].

NOTE 2 |Invocations of the Consensus Building process view and those of Decision Management process are
mutually recursive. Consensus building requires decisions to be made and each decision requires consensus on the
desired outcomes and selection criteria.

<6.3.6> The Information management process generates, obtains, confirms, transforms, retains,
retrieves, disseminates and disposes of information about the common understanding, the
explicit agreements and their management.

— <a)1), a)5)> The strategy for information management and information maintenance actions
should include the policy on the change management of agreements [b)1)], maintenance of
stakeholder consensus [b)2)], review of processes for achieving consensus [b)3)]. They
should reduce differences of interpretations [a)6)] and support the fairness and equitability
for all stakeholders [a)7)].
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— <a)2)>: Information items to be managed should include the list of identified stakeholders
[a)1)], the frame of reference [a)2)], the understanding of the system’s purpose, etc. [a)3)],
the agreed arbitration process [a)4)], the explicit agreements [a)5)], the dependability case
[b)4)] and the account of development of consensus and the reasoning behind it [b)5)].

— <a)3)>: Designation of authorities and responsibilities for information management includes
that for the dependability case [b)4)].

— <a)d)>: The formats and structure of information items are parts of the frame of reference
[a)2)] and their contents should reflect the common understanding [a)3),a)5)].

— <b)1)>: Development of information on explicit agreements should adopt the agreed
arbitration process to resolve conflicts of interest [a)4)]. The frame of reference established
in [a)2)] should be used for transforming information into useable information for
stakeholders.

— <b)5)>: Disposal of information, particularly the account of the development of explicit
agreements and the reasoning behind it [b)5)], should be done only after careful
consideration of the value it has for change accommodation and accountability achievement
at a later time, including when those arise from failure response.

<6.3.8> The Quality assurance process provides confidence that the common understanding
and explicit agreements are established and maintained with sufficient quality and that their
contents represented as quality requirements are fulfilled.

— <b), c)>: Evaluation of product or service and process should form a part of the maintenance
of the common understanding and explicit agreements [b)1), b)2)].

— <d)>: A record of quality assurance activities should provide an account of consensus
building [b)5)].

— <e)>: The treatment of problems should consider whether their causes require update of the
common understanding and explicit agreements and that of the processes [b)1), b)2), b)3)].

<6.4.1> The Business or mission analysis process provides the frame of reference and starts
building the common understanding of environments, etc., in that frame. Application of the
process should take into consideration that the system might lack an organization
encompassing all stakeholders.

— <a)2), b)2)>: The analysis strategy and the problem space definition should clarify the frame
of reference and the common understanding in that frame to be shared; they should also be
fair and mindful [a)2), a)3), a)7)].

— <b)1)>: After the problem analysis, confirmation should be obtained that all stakeholders
share the same understanding of the scope, basis or drivers of the problems or opportunities
addressed in <b)1) NOTE 1> [a)2), a)3), a)6)].

— <c)1)>: Identification of major stakeholder groups should take into account that stakeholders
might change with time and that each stakeholder may perceive differently which entities are
the major stakeholder groups of the system; each stakeholder should be identified together
with his/her roles [a)1)]; preliminary operational concepts should include policies on services
that express the common understanding [a)2)].

— <c)2)>: The solution classes identified should be shared among all stakeholders and each
stakeholder should be able to examine the solutions from his/her own viewpoint for fairness
and mindfulness [a)3), a)7)].

— <d)>: The evaluator and the method of evaluation should be identified and agreed among the
stakeholders [a)7)].

— <e)1)>: The traceability between the analysis results before and after changes should be
maintained, in addition to traceability between the analysis result and other artefacts in one
iteration of a life cycle [b)2), b)5)] (cf. <6.4.1.1 NOTE 2>).
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<6.4.2> The Stakeholder needs and requirements definition process develops the common
understanding and explicit agreements on the system purpose, etc., as stakeholder needs and
requirements definitions [a)3), a)5)].

— <a)1)>: Identification of stakeholders should take into account that stakeholders might
change with time and that each stakeholder may perceive differently which entities are the
stakeholders of the system; each stakeholder should be identified together with his/her roles

[a)1)].

— <a)2)>: The stakeholder needs and requirements definition strategy should provide for fair
and mindful resolution of different opinions and conflicts that help ensure system assurance
and integrity [a)4), a)7)] (cf. <6.4.2.3 a)2) NOTE>); the strategy should address how to
achieve the common understanding of policies on the system’s service [a)3)].

— <b)1)>: The definition of context of use should resolve differences in presuppositions held by
stakeholders in a fair and mindful manner [a)2), a)3), a)7)].

— <b)2), b)3), b)4)>: Elicitation of explicit and implicit needs should pay particular attention to
<b)2) NOTE 1>; stakeholders needs should be elicited together with their presuppositions
about the system and its environment; it should be taken into account that differences in the
presuppositions might become apparent only after some period of operation; differences
hinder dependability communication among stakeholders, can be an obstacle to consensus
building and can lead to inappropriate decisions [a)2), a)3)]; elicitation, identification,
selection and definition of stakeholder needs should be fair and mindful [a)7)].

— <c)>: The operational concept should include policies on the system’s service that reflects
the common understanding [a)2)].

— <f)>: Changes to the stakeholder needs and requirements definition should be managed [b)].

<6.4.3> The System requirements definition process transforms stakeholder consensus to
concrete system requirements. This facilitates maintenance as well as assessment of the
outcomes of this process view [a), b)].

— <b), c)>: Before a particular set of technical requirements is chosen, stakeholders should
reach consensus on the anticipated consequences and risks of the choice in their own terms
[2)5), a)6), a)7)].

<6.4.4> Definition of architecture provides a part of the frame of reference and explicit
agreements [a)2), a)5)].

— <b)1)>: The architecture viewpoint should form the frame of reference in [a)2)].
— <f)2)>: Explicit acceptance of the architecture should form a part of the explicit agreements

[a)5)].
<6.4.9> The Verification process is a part of assessment of the explicit agreement [a)6), b)2)].

— <c¢)3)>: The stakeholder agreement that the system meets requirements is a part of the
explicit agreements referred to in [a)5)].

<6.4.11> The Validation process is a part of assessment of the explicit agreements [a)6), b)2)].

6.3 Accountability Achievement process view
6.3.1 Purpose

The purpose of the Accountability Achievement process view is to establish the relationship
between a breach of an explicit agreement and its implications for stakeholders and society in
general. This includes accountable stakeholders’ obligations to provide remedies, so as to
improve the chance of realizing consensus on the system, to sustain confidence and trust in the
system and to secure the availability of remedies for potential damage.

NOTE 1 A breach of agreement includes the case where a stakeholder is unable to keep the agreement because of

an unforeseeable harmful event.
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NOTE 2 Agreements need to be explicit to the extent necessary to clarify for what each stakeholder is to be held
accountable. The explicit agreement needs to refer to implicit agreements such as industry codes of practice when
necessary.

The Purpose should be achieved taking the following into account.

The Accountability Achievement process view provides accountability to society in general.
Accountability is the overall responsibility for decisions and actions taken in any part of the life
cycle of a system. Accountability includes outward responsibility for providing information to the
users and other stakeholders, and inward responsibility for monitoring and maintaining controls
over identified risks. Since there is no central control for open systems, it is difficult to identify
the party that is accountable for a decision, an action or a particular control.

Accountability has an immediate impact on people’s confidence and trust in the system, and
such subjective properties of the system are essential for dependability. Lack of accountability
prevents some systems from resuming services after technical recovery from a failure, because
of regulatory requirements, public opinion and other social reasons.

Accountability is necessary to achieve dependability of the system and strengthens the overall
dependability of interconnected, independently managed systems. Impacts of failures of a
system can be mitigated by the surrounding interconnected systems that share information on
the failure.

Achievement of the Purpose consists of the following:

— establishment of the relationship between a breach of an agreement and its implications,
which include accountable stakeholders’ obligations to provide remedies, before events for
which accountability is required [6.3.2 outcomes a) to e)];

— the performance of actions that anticipate and respond to events for which accountability is
required [f) to h)];

— provision of adequate information to stakeholders and society in general [i)1) to i)5)].

The relationship between the purpose and the outcomes is described in Clause B.3.

6.3.2 Outcomes
a) Key decisions controlling the system life cycle and risks in the system life cycle are identified,
including those controlling the outcomes of the processes and process views.

NOTE 1 Key decisions include those decisions made at the life cycle stage decision gates and those that have a
large influence on later progress of the system life cycle.

b) A person or an entity accountable for each key decision controlling the system life cycle and
risks in the system life cycle is identified.

c) For each item of each explicit agreement, the key decisions that can cause its failure or
breach are identified.

NOTE 2 For a breach of an agreement caused by factors outside the system, contributing key decisions include
acceptance of the risk and acceptance of risk analysis result that is insufficient.

NOTE 3 The stakeholders accountable for a breach of agreement are those who are accountable for the key
decisions identified as possible causes of the breach.

d) For each breach of each explicit agreement, its impacts on the non-accountable
stakeholders and society in general are assessed.

NOTE 4 Assessment includes analysis of the controllability of impacts by the accountable stakeholders with given
authority and resources.

NOTE 5 Each item of each explicit agreement is formulated so that such examination is possible.

e) For each breach of each explicit agreement, its implications for the accountable
stakeholders and the remedies for the non-accountable stakeholders and society in general

are agreed. Documents
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NOTE 6 The implications for the accountable stakeholders include obligations to provide the agreed remedies for the
non-accountable stakeholders and society in general. The Consensus Building process view is invoked to revise the
original agreement so that accountable stakeholders’ control is sufficient for fulfilling the obligations.

NOTE 7 The agreement on the implications and remedies for a breach of the base agreement includes consideration
of the case where it is caused by disruptive changes not considered in a) to d).

f) Anticipated and unanticipated outcomes from decisions broadly across the system are
monitored and assessed. This includes monitoring of breach of agreements.

g) Feedback loops that inform decision makers and other stakeholders about the outcomes of
decisions and actions are established.

NOTE 8 Feedback loops recognize unintended outcomes and initiate actions to address them.

NOTE 9 Feedback loops improve understanding of system behaviour and interactions among decision makers
responsible for different parts of the system. Good feedback loops are crucial since parties making decisions do not
have a full understanding of the whole system; hence decisions can have unintended consequences in other parts of
the system.

NOTE 10 Decision management is particularly difficult for open systems. It relates to both the Consensus Building

process view and the Accountability Achievement process view. Issues arise when implementing a consensus

decision, feeding back the results of the decision and addressing its unintended outcomes in other parts of the system.

The feedback loops help resolve these issues.

h) When a breach of an agreement occurs, the stakeholders accountable for it provide in a
timely manner the remedies for the non-accountable stakeholders and society in general.

i) Adequate and pertinent information is provided by the accountable stakeholders to
non-accountable stakeholders and society in general in a timely manner.

NOTE 11 There are some cases where information from multiple life cycle processes needs to be integrated.

NOTE 12 Information is adequate and pertinent when (1) it is comprehensive; (2) the recipients understand it with
ease; (3) it enables each recipient’s own mitigation of the harm from failure and (4) the recipients have justified
confidence and trust in its adequateness and validity.
1) Prompt, valid and adequate responses are given to legitimate requests by a stakeholder
for information about the system.

2) The stakeholders have justifiable confidence and trust in the information provided about
the system.

3) Following a failure, adequate and pertinent information is chosen and given to
stakeholders of the system, stakeholders of the interconnected systems and general
public.

NOTE 13 Information is given by the Failure Response process view.

4) Information on changes to requirements of the system, to expectations of the system, to
descriptions of the system and to performance of the system is chosen and given to
stakeholders of the system, stakeholders of the interconnected systems and general
public.

5) Information on gaps between requirements, expectations, descriptions and performance
of the system, when found, is chosen and given to stakeholders of the system,
stakeholders of the interconnected systems and general public.

6.3.3 Processes, activities and tasks

The Accountability Achievement process view should be implemented using the activities and
tasks of the following processes provided by ISO/IEC/IEEE 15288.

<6.1.1> Acquisition process

— <c¢)>: The establishment of the agreement between the acquirer and the supplier (including
acceptance criteria and the acquirer’s obligations) involves key decisions controlling the
system life cycle [a)]; its non-fulfilment is a breach of the agreement and key decisions
leading to it, etc., should be identified [b), c), d), e)].

— <d)>: Monitoring of the agreement is a part of the feedback loops [f), g)].
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<6.1.2> Supply process

— <c)>: The establishment of the agreement between the acquirer and the supplier including
acceptance criteria and the acquirer obligations involves key decisions controlling the
system life cycle [a)]; its non-fulfiiment is a breach of the agreement and key decisions
leading to it, etc., should be identified [b), c), d), e)]. Maintenance of the agreement should
enable outcomes [f), g)], too.

— <e)4)>: Responsibility for the product or service should be transferred in a manner that
ensures continuous achievement of outcomes [f), g), h), i)].

<6.2.1> Life cycle model management process

— <a)3)>: Establishment of the roles, etc., should include the identification of a person or an
entity accountable for each key decision [b)].

— <a)4)>: Definition of the business criteria and how it controls life cycle stages involve key
decisions [a), b)]. Accounts of their development should be documented [i)].

— <a)5)>: The established standard life cycle models should specify the linkages among life
cycle processes that enables all outcomes of the Accountability Achievement process view

[a) to i)].

<6.2.3> The Portfolio management process should identify key decisions controlling the
interface between the system life cycle of a system and that of other systems [a)].

— <a)3)>: Definition of accountabilities and authority is a part of achieving [a), b)] and should
consider [c), d), e)] together.

— <a)5)>: Allocation of resources to a person or an entity accountable for it involves key
decisions [a), b)].

— <¢)1)>: Cancellation and suspension of the project should be accounted in a timely manner
[)].

<6.2.5> Quality management process

— <a)1), a)3)>: Establishment of quality management policies, etc., and the definition of quality
evaluation criteria and methods involve key decisions [a)] and outcomes [b), c¢), d), e), h)]
should be considered together. Each identification or definition should be accompanied by
assignment of its accountability.

— <a)2)>: Defining responsibilities and authority for quality management implementation is a
part of achieving [b)].

— <b)>: Customer satisfaction assessment is a part of achieving [d), f), g)].
— <c¢)>: Planning corrective and preventive actions is a part of the obligations of
accountable-stakeholders [e), h)]; this is a part of the feedback loops [g)].

<6.2.6> The Knowledge management process should be performed in the context where
knowledge is to be shared among multiple organizations [f), g), i)]. Adequate information in [i)]
should include the ‘lessons learned’ from past experiences that accountable stakeholders
utilized in their decisions.

<6.3.1> Project planning process: All definitions and identifications made in this process involve
key decisions [a)] and should be considered together with [b), c), d), e), h)].

— <a)4)>: The work breakdown structure should be accompanied by assignment of
accountability and identification of pertinent information to be disseminated [b), i)].

— <b)4)>: The defined accountability should include identification of information to be
disseminated in the case of system failure [i)].

— <b)6)>: Planning acquisition involves key decisions [a)] and should be considered together
with [b), c), d), e), h)].
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<6.3.2> Project assessment and control process

— <a)1)>: Definition of the project assessment and control strategy involves key decisions [a)]
and should be considered together with [b), c), d), e), h)].

— <b)>: Project assessment should include the assessment in [d)]. The result should be
provided in accountability information [i)].

— <c)>: The controls over the project should include the feedback loops referred to in [g)],
initiation of corrective actions [h)] and provision of accounting information [i)].

<6.3.3> Decision management process: The accountability for making and managing decisions
includes responsibility to show that accountable stakeholders considered all relevant
information and followed the Decision management process properly.

— <a)1), ¢)3)>: The decision management strategy should provide good feedback loops [g)].

— <¢)2), c)3)>: The record of decisions should include evidence that accountability for making
and managing decisions is achieved [i)].

<6.3.4> Risk management process: The accountability for managing identified risks, i.e.
monitoring and maintaining control of them, is particularly important. It needs to be clearly
defined even for risks that are not well understood [b), e), f), h)].

— <a)1), d)>: Definition of the risk management strategy and decisions on risk treatment
involve key decisions [a)] and should be considered together with [b), c), d), e), h)].

<6.3.5> Configuration management process

— <b), c)>: Identification of configuration items and their change management in Configuration
management process involve key decisions [a)] and should be considered together with [b),
c), d), e), h)l.

— <d), e)>: The configuration status, accounting, and configuration evaluation should provide a
part of adequate information in [i)] that helps to gain the trust and confidence of stakeholders
in information given about the system [i)2)].

— <e)4), e)5)>: Assessment of configuration should be performed as a part of monitoring of
breach of agreements [f)] and the feedback loops that inform decision makers [g)].

<6.3.6> The Information management process should manage and provide adequate
information referred to in [i)]. In particular, justifiable confidence and trust by the stakeholders
should be achieved [i)2)]. Cooperation of multiple life cycle processes should be considered in
providing the information.

— <a)1)>: The information management strategy should support provision of feedback loops
about the outcome of decisions to decision makers [g)].

— <a)2)>: All processes should invoke the Information Management process in order to collect
and manage log data and other evidence that would establish and justify the adequateness
and validity of the accountability information; the objective representation of justification
should be provided [i)2)].

— <b)1)>: Information items should be collected and utilized together with evidence of their
authenticity in a form verifiable by receivers of information [i)2)].

— <b)3)>: Publication, distribution or provision of access to information should be done so as to
realize [i)].

— <b)5)>: Disposal of information involves key decisions. It should be done only after careful
consideration of its effect in future on accountability achievement [a) to i)].

<6.3.7> The Measurement process should form a part of the feedback loops [g)].

— <a)3)>: Information needs for monitoring unanticipated outcomes should be considered for
the feedback loops [f), 9)].
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<6.3.8> Quality assurance process

— <a)1)>: Definition of the quality assurance strategy involves key decisions [a)] and should be
considered together with [b), c), d), e), h)].

<6.4.1> Business or mission analysis process

— <c¢)>: Characterization of solution space should include accountability for each identified
major stakeholder [b)].

<6.4.2> Stakeholder needs and requirements definition process

— <a)1), b), c), d)>: Identification of stakeholders, definition of stakeholder needs, definition of
the operational concept and other life cycle concepts and definition of stakeholder
requirements involve key decisions [a)] and should be considered together with [b), ¢), d), e),
h)].

— <b)2), d)3)>: Needs of stakeholders should be identified together with their accountability [b),
c), d), e), h)l.

— <c¢)>: The operational concept and other life cycle concepts should include definition of
accountability of major stakeholder groups identified in <6.4.1>. Analysis of scenarios
should identify key decisions taken by stakeholders within the scenarios and analyse
potential impacts and consequences of those decisions [a), b), c), d), e), h)].

— <e)>: Accepting the result of stakeholder needs analysis as appropriate is a key decision and
the person responsible for the Stakeholder needs and requirements definition process is
accountable for the decision [a), b), ¢), d), e), h)].

— <e)3)>: Feeding back the analysed requirements to applicable stakeholders is a part of the
feedback loops [g)].

— <f)1)>: The explicit agreement on stakeholder requirements should identify the
accountability for each item of the agreement [c), d), e), h)].

— <f)2)>: Assighment of accountability should be traced [b)]. Traceability should be maintained
in a manner suitable to achieve [c), d), e), i)]. Stakeholder requirements should be traced to
requirements for system monitoring [f), g)].

— <f)3)>: An account of the selection of the key information items for baselines should be
recorded for use in achieving [i)].
<6.4.3> System requirements definition process

— <a)1), b)2), b)4), d)3)>: Definition of the functional boundary, implementation constraints,
system requirements and selection of the key information for baselines involve key decisions
[a)] and should be considered together with [b), c), d), e), h)].

— <a)1)>: The functional boundary should be defined together with the boundary of
accountability [a), b), c¢), d), e), h)].

— <b)1)>: Functions should be defined together with accountability for their fulfilment [a), b), ¢),
d), e), h)l.

— <b)3)>: Risk-related and critical system requirements should be identified together with
accountability for them [c), d), e)].

— <b)4)>: Definition of stakeholder requirements and rationale should clarify the key decisions
that influenced the definition and accountability for the requirements [a), b), c), d), e), h)].

— <c)>: Accepting the result of the system requirements analysis as appropriate is a key
decision and the person responsible for the System requirements definition process is
accountable for this decision [a), b), c), d), e), h)].

— <c)3)>: Feeding back the analysed requirements to applicable stakeholders is a part of the
feedback loops [g)].

— <d)2)>: Assignment of accountability should be traced [b)]. Traceability should be
maintained in a manner suitable to achieve [c), d), e), i)].
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<6.4.4> Architecture definition process

— <a)1), a)2), a)4), b), d)1), d)2), e)3), f)2)>: The following involve key decisions [a)] and
should be considered together with [b), c), d), e), h)]: identification of key drivers,
identification of stakeholder concerns, definition of evaluation criteria, definition of
architecture viewpoint, identification of system elements, definitions of the interfaces and
interactions between the system elements and with external entities, selection of the
architecture and acceptance of the architecture.

— <a)4)>: The evaluation criteria for architectures should include that of the accountability
described in candidate architectures.

— <c¢)>: Models and views that clarify how outcomes [a), b), c), d), e), h)] are achieved should
be developed.

— <d)>: The relation between architecture and design should include mapping of
accountability.

— <f)6)>: Assignment of accountability should be traced [b)]. Traceability should be maintained
in @ manner suitable to achieve [c), d), e), i)].

— <f)7)>: An account of the selection of the key information items for baselines should be
recorded for use in achieving [i)].

<6.4.5> Design definition process

— <b)1), b)2), b)5), c), d)4)>: The following involve key decisions [a)] and should be considered
together with [b), c), d), e), h)]:
o allocation of system requirements to system elements;
e transformation of architectural characteristics into design characteristics;
o definition of the interface between the system elements and with external entities;

o identification of Non-Developmental-ltems (assessment of alternatives for obtaining
system elements);

o selection of the key information items for baselines.

— <b)1)>: Allocation of system requirements to system elements should allocate accountability
as well [b), c), d), e), h)].

— <b)2)>: When architectural characteristics are transformed to design characteristics
accountabilities for these should also be assigned. [b), c), d), e), h)].

— <b)5)>: Interfaces of system elements should be defined together with the scope of
accountabilities for them [b), c), d), e), h)].

— <c¢)>: The accountability for Non-Developmental-ltems should be clarified [b), c), d), e), h)].

— <d)3)>: Traceability of accountabilities should also be maintained [b), c), d), e), h), i)].

— <d)4)>: An account of the selection of the key information items for baselines should be
recorded for use in achieving [i)].

<6.4.6> System analysis process: Accounts of the following should be recorded for use as
adequate information in [i)]:

— <a)1)>: identification of the problem that requires system analysis;

A

)
a)2)>: identification of the stakeholders of the system analysis;
— <a)3)>: definition of the scope, objectives, and level of fidelity of the system analysis;
— <b)1)>: identification of assumptions;
— <b)4)>: establishment of analysis conclusion(s);
— <¢)2)>: selection of key information item for baselines.
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<6.4.7> Implementation process

— <a)1), a)2)>: Definition of the implementation strategy, identification of implementation
constraints and implementation technology involve key decisions [a)] and should be
considered together with [b), c), d), e), h)].

— <c)>: Accounts of establishment of the criteria used to discern anomalies and selection of
key information items for baselines should be recorded for use in achieving [i)].

— <c¢)2)>: Traceability of the accountability for implemented system elements should also be
maintained [b), c), d), e), h), i)].

<6.4.8> Integration process

— <a)5)>: The system constraints to accommodate integration should be incorporated into the
system requirements, architecture or design as a part of the feedback [g)].

— <c¢)1), ¢)3)>: Accounts of how the criteria used to discern anomalies were established and
selection of the key information items for baselines should be recorded for use in achieving

[)]-

— <c)2)>: Traceability of the accountability for integrated system elements should also be
maintained [b), c), d), e), h), i)].

— <b)1), b)3)>: Accepting the implemented system elements and judging that results from
checking interfaces, etc., are satisfactory, are key decisions [a)] and should be considered
together with [b), c), d), e), h)].

<6.4.9> Verification process

— Accounts of the following should be recorded for use as adequate information in [i)]:
e <a)1)>: identification of the verification scope and corresponding verification actions;
e <b)>: performance of verification;
e <c)1)>: how the criteria used to discern anomalies were established;

e <c)3)>: obtaining the stakeholder agreement that the system or system element meets
the specified requirement;

e <c)5)>: selection of key information items for baselines.

— <a)5)>: The system constraints to accommodate verification should be incorporated into the
system requirements, architecture or design as a part of the feedback [g)].

— <¢)3)>: Confirming that the system or system element meets the specified requirements is a
key decision [a)] and should be considered together with [b), c), d), e), h)].

— <c¢)4)>: Traceability of the accountability for verified system elements should also be
maintained [b), c), d), e), h), i)].

<6.4.10> Transition process

- 'rll')h]e following involve key decisions [a)] and should be considered together with [b), ¢), d), e),
e <a)1)>: definition of the transition strategy;
e <a)2)>: identification of needed facility or site changes;
e <a)3)>: identification of necessary training of operators, users and other stakeholders;
e <b)10)>: the decision to commission the system for operation.

— Accounts of the following should be recorded for use as adequate information in [i)]:
e <Db)4)>: judgement that the system is properly installed;

e <b)6)>: judgement that the check-out of the installed system validates the fulfilment of
stakeholder requirements in the operational environment;

e <b)7)>:judgement that the capability of the installed system to deliver requir i
is demonstrated; eﬁﬁ@iﬁﬁents
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e <b)8)>: judgement that the sustainability of the installed system by the enabling systems
is demonstrated;

e <b)9)>: judgement that the operational readiness is demonstrated by the review;

e <c)1), c)2)>: establishment of the criteria used to discern anomalies, operational
incidents and problems;

e <c)3)>: selection of key information items for baselines.
— <a)1)>: The transition strategy should include assignment of accountability [b), c), d), e), h)].

— <a)3)>: Identification of necessary training of operators, etc., should include identification of
their accountability [b), c), d), e), h)].

— <a)d)>: The system constraints to accommodate transition should be incorporated into the
system requirements, architecture or design as a part of the feedback [g)].

— <b)5)>: Training of operators, etc., should include communication of their accountability [b),
c), d), e), h)l.

— <b)9)>: Review of the operational readiness should review the prospect of accountability
achievement in the installed environment [b), c), d), e), h)].

— <c)3)>: Traceability of the accountability for transitioned system elements should also be
maintained [b), c), d), e), h), i)].
<6.4.11> Validation process

— Accounts of the following should be recorded for use as adequate information in [i)]:
e <a)1)>: identification of the validation scope and corresponding validation actions;
e <b)>: performance of validation;
e <c)1)>: establishment of the criteria used to discern anomalies;

e <c)3)>: obtaining the stakeholder agreement that the system or system element meets
the stakeholder needs;

e <c)5)>: selection of key information items for baselines.

— <b)3), ¢)3)>: Confirming that the system or system element meets the stakeholder needs is
a key decision [a)] and should be considered together with [b), c¢), d), e), h)];

— <b)3)>: Review of the validation results should review the prospect of accountability
achievement [b), c), d), e), h)].

— <c)4)>: Traceability of the accountability for transitioned system elements should also be
maintained [b), c), d), e), h), i)].
<6.4.12> The Operation process is at the core of the Accountability Achievement [f), g), h), i)].

— The following involve key decisions [a)] and should be considered together with [b), c), d), e),
h)l:
e <a)1)>: definition of the operation strategy;

e <a)2)>: identification of system constraints from operation to be incorporated in the
system requirements, architecture, or design;

e <a)3)>: identification of and planning for the necessary enabling systems or services
needed to support operation;

e <a)6)>: assignment of trained, qualified personnel to be operators;
e <Db)3)>: definition of monitored data-items;
e <b)5)>: decision whether or not to perform contingency operations.
— Accounts of the following should be recorded for use as adequate information in [i)]:
e <b)4)>: definition of the acceptable parameter ranges of service performance;

e <c)1), c)2)>: establishment of the criteria used to discern anomalies, erational
incidents and problems; ocuments
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e <c)4)>: selection of the key information items for baselines;

e <d)3)>: determination of the degree to which delivered system services satisfy the needs
of the customers.

— <a)1)>: The operation strategy should clarify the assignment of accountability for monitoring
and customer support [b), c), d), e), ), g), h), i)].

— <a)3)>: Identification of the enabling systems for operation should include identification of
the boundary of accountability between the system and enabling systems [b), c), d), e), h)].

— <a)6)>: Training and qualification of operators includes their awareness of accountability
[h)].

— <b)3)>: Monitoring of system operation should cover anticipated and unanticipated
outcomes from decisions broadly across the system [f)]. Monitoring should form a part of the
feedback loops [g)]. Monitoring should enable prompt identification of accountable
stakeholders and provision of accountability information upon anomalies and failures [h), i)].
Traceability between monitoring actions and breach of agreement in [6.3.2] should be
established through the chain of accountability maintained in <6.4.5 d)3), 6.4.7 ¢)2), 6.4.8
c)2), 6.4.9 c)4), 6.4.10 c)3), 6.4.13 d)4)>.

— <b)4)>: Operational anomalies in relation to agreements, stakeholder requirements and
organizational constraints should be identified, analysed and recorded using the System
analysis process [h), i)].

— <b)5)>: Contingency operations should include initiation of corrective actions by
accountable stakeholders [h)] and a timely provision of accountability information [i)3)].

— <c)2)>: Resolution of operational incidents and problems should be tracked to accountable
stakeholders and actions they took [h), i)].

— <c¢)3)>: Traceability of accountability for operations elements should also be maintained [b),
c), d), e), h), i)].

— <d)1), d)2)>: Customer support should provide trustworthy information upon request
promptly [i)1), i)2)], upon failures [i)3)], when changes occur [i)4)], and when a performance
gap is found [i)5)].

— <d)3)>: Determination of the degree of customer satisfaction should be performed as a part
of the feedback loops. Satisfaction of stakeholders should be monitored together with the
degree of their accountability achievement [f), g)].

<6.4.13> Maintenance process

— The following involve key decisions [a)] and should be considered together with [b), ¢), d), e),
h)]:
e <a)1)>: definition of the maintenance strategy;
e <a)2)>: identification of the system constraints from maintenance;

e <b)1)>: identification of future corrective, adaptive, perfective and preventive
maintenance needs;

e <b)5)>: decision whether or not to perform preventive maintenance;
e <Db)6)>: identification of failures;
e <b)7)>: identification of needs for adaptive or perfective maintenance;

e <c)5)>: confirmation that logistics actions include supportability requirements that are
planned, resourced, and implemented;

e <d)3)>: identification of trends of incidents, problems, and maintenance and logistics
actions.

— Accounts of the following should be recorded for use as adequate information in [i)]:
e <a)3)>: identification of trades for the system, maintenance and logistics actions;
e <d)1), d)2)>: establishment of the criteria used to discern anomalies, operational

incidents and problems; Documents
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e <d)6)>: determination of the degree of customer satisfaction with system and
maintenance support;

e <d)5)>: selection of key information items for baseline.

— <a)2)>: The system constraints to accommodate maintenance should be incorporated into
the system requirements, architecture or design as a part of the feedback [g)].

— <b)1)>: Review of incidents and problems for identification of future maintenance needs
should examine obtained degree of achievement for [b), c), d), e), h)].

— <b)2), d)2)>: Resolution of maintenance and operational incidents should be tracked to
accountable stakeholders and their actions [h), i)].

— <d)4)>: Traceability of the accountability for maintenance elements should also be
maintained [b), c), d), e), h), i)].

— <d)6)>: Determination of the degree of customer satisfaction should be performed as a part
of the feedback loops; satisfaction of stakeholders should be monitored together with the
degree of their accountability achievement [f), g)].

<6.4.14> Disposal process

— The following involve key decisions [a)] and should be considered together with [b), ¢), d), e),
h)]:
e <a)1)>: definition of the disposal strategy;

e <a)2)>: identification of system constraints from disposal to be incorporated in the
system requirements, architecture, or design;

e <a)5)>: specification of containment facilities, storage locations, inspection criteria and
storage periods (if the system is to be stored);

e <a)6)>: definition of preventive methods to preclude disposed elements and materials
that should not be repurposed, reclaimed or reused from re-entering the supply chain;

e <b)1)>: decision to deactivate the system or system element to prepare it for removal,

e <b)3)>: selection, in order to be recorded, of operating knowledge relevant to safety,
security, privacy and environmental standards, directives and laws;

e <c)1)>: confirmation that no detrimental health, safety, security and environmental
factors will exist following disposal.

— <¢)3)>: An account of the selection of information to be archived should be recorded for use
in adequate information in [i)].

— <c)>: Finalization of disposal should confirm that no accountability issues remain for the
disposed system [i)].
6.4 Failure Response process view

6.4.1 Purpose

The purpose of the Failure Response process view is to continue the provision of the service as
much as possible, with the least possible disruption and damage, in the manner most expedient
in the context.

The Purpose should be achieved taking the following into account.

Failures might be unforeseen, or foreseen but deemed too improbable or costly to prevent, or
foreseen and dealt with but not prevented due to unanticipated events.

No remedies specific to unanticipated events causing failures can be prepared. However,
generic measures can be prepared in advance to enable their expeditious execution. These
include procedures to quickly form countermeasures specific to the failure in the context at hand,
changing the context if necessary. Guarding against conceivable forms of failures, regardless of
their causes, also leads to such generic measures. Documents
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Human intervention plays a key role since not all failures can be prevented or mitigated by
preprogramed means. For quick and appropriate response, human intervention should be
supported by computers for decision-making and implementation of decided actions.

The Failure Response process view prepares ex post facto means to manage damaging
consequences of system operations. These post-failure actions include measures against
identified consequences for which no causes can be imagined at the time of identifying the
consequences. Preparation for such consequences is possible but only through preparing what
to do after such consequences manifest themselves.

The Failure Response process view identifies actions taken against faults, errors, failures and
their precursors. Failure response includes failure prevention following detection of precursors,
contingency operations upon detection of failures and corrective and preventive maintenance.

Achievement of the Purpose consists of the following:

— preparation for failure response [6.4.2 outcomes a)1) to a)8)];

— performance of failure response upon failures [b)1) to b)8)];

— achieving accountability regarding failures and failure response [c)1) to ¢)4)];
— improving the system life cycle with experience from failures [d)1), d)2)].

The relationship between the purpose and the outcomes is described in Clause B.4.

6.4.2 Outcomes
a) Failure response is prepared.
1) Key functions to be protected in order to ensure service continuity are identified.

2) Goals for protection of the key functions necessary for continuous provision of service
are identified.

3) Faults, errors, failures and their precursors that impact the key functions are identified.

NOTE 1 There are unidentified faults, errors, failures and their precursors including those that are not foreseen
and have not been recognized by any of the stakeholders.

NOTE 2 Interaction errors are addressed in the identification and detection of faults, errors, failures and their
precursors.

4) Consequence analysis and likelihood analysis of the identified faults, errors, failures and
their precursors are performed.

NOTE 3 Assumptions made for the analysis at the preparation time are checked before responding to actual
failures, etc. See b)2) below.

5) For the identified faults, errors, failures and their precursors, the goals of treatment
necessary for continuous provision of service are defined and agreed.
NOTE 4 The goals include those of damage prevention.

6) Disposition towards the treatment of each identified fault, error, failure and their
precursors is chosen from the following classes:

i) to be monitored and to be prepared for in design;
ii) to be monitored but not to be prepared for in design;
iii) not to be monitored and not to be prepared for in design.

NOTE 5 “prepared for in design” means that the system is designed to provide a set of specific responses to it
that enables service continuity.

7) Specific responses that protect the key functions from faults, errors, failures and their
precursors in class a)6)i) and default responses to those in class a)6)ii) and a)6)iii) are
developed.

NOTE 6 The specific responses will be based on the result of consequence analysis and Iikeli@muments
These responses are to be performed by the system, as well as by personnel relating to the cystem life cycle.
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NOTE 7 The specific responses include post-failure actions.

NOTE 8 Failures of the post-failure actions are considered. Post-failure actions for such failures can be
provided in several layers and applicable recursively to their own failures.

8) Generic measures to reduce the harm from failures with unidentified causes are
developed.

NOTE 9 Generic measures include identification of faulty parts of the system promptly, isolation of the
malfunctioning parts in order to protect other normally operating parts, sustainment of surviving services at a
level agreed by stakeholder consensus, and recovery from failure.

b) Failure response is performed when necessary.
1) Faults, errors, failures and their precursors are detected.

2) Cause analysis and consequence analysis of the actual fault, error, failure or their
precursor are performed.

NOTE 10 The consequence analysis after detection of failures, etc., examines the assumptions made in the
analysis before detection against the actual situation at hand and confirm or modify the analysis results.

3) The goal of treatment for the detected faults, errors, failures and their precursors is
refined for the situation at hand.

4) The specific responses to the faults, errors, failures and their precursors in the class a)6)i)
and the default responses to those in the class a)6)ii) and a)6)iii) are performed when
detected.

5) Responses to the actual faults, errors, failures and their precursors in the class a)6)ii)
and a)b6)iii) are devised after the event.

NOTE 11 Monitoring in the class a)6)ii) enables more prompt recognition of failures, etc., with more detailed
data for formation of responses compared to the case of no monitoring in the class a)6)iii).

6) The responses to the faults, errors, failures and their precursors do not aggravate the
harm and do not increase the risk of further harm.

NOTE 12 In some cases, mitigating activities cause new harm. It is to be expected that such activities do not
cause more harm than would have occurred in the absence of such intervention.

7) Harm to the system of interest and the systems connected to it is reduced as a whole.

8) The responses to the detected failures are assessed with respect to the goal refined in
b)3).

c) Failure response is accounted by the Accountability Achievement process view.
1) Damage caused by failures is compensated according to the established agreement.
2) Confidence and trust in the system is sustained.

NOTE 13 For example, this is achieved by dissemination, after each failure response, of (1) an assurance case
assuring that the response achieved or will achieve its goals and (2) the revised assurance case for the system
life cycle (Clause 5) assuring that future recurrences are prevented.

3) Stakeholders and society in general are informed of the account of the failure response.
This information includes:

i) justification of the scope of the identified set of faults, errors, failures and their
precursors;

ii) justification of the response plan for the detected faults, errors, failures and their
precursors;

iii) the result of consequence analysis of detected fault, errors, failures or their
precursors;

iv) the result of the failure response and its assessment.
4) Necessary information is provided to the Accountability Achievement process view.

NOTE 14 Disruptive changes can cause failures that have no accountable stakeholders as well as those that are
impossible to respond to. Provision of the necessary information to the Accountability Achievement process view
enables such disruptive changes to be recognized promptly and to be relayed to the Change Accommodation

process view that addresses the disruptive changes.
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d) The system life cycle is improved based on the experience from the actual failures after the
failure response by the Change Accommodation process view.

1) The goal of improvement is defined and agreed.

NOTE 15 The goal includes prevention of recurrence of failure, improvement of the operation strategy,
refinement of the system purposes, improvement of processes for fault identification and risk management.
Defining the goal involves identification of actual failure consequences according to the consequence analysis,
evaluation of harm, and that of value of the system’s services.

2) Necessary information is provided to the Change Accommodation process view.
6.4.3 Processes, activities and tasks

The Failure Response process view should be implemented using the activities and tasks of the
following processes provided by ISO/IEC/IEEE 15288.

<6.1.1> Acquisition process

— <c)1)>: The agreement between the acquirer and the supplier should identify key functions
to be protected from failures and the goals of protection [a)1), a)2), a)5)].

— <d)1)>: Assessment of the agreement execution should confirm that the protection goals in
<c)1)> and outcomes [b), c)] are achieved and assured.

<6.1.2> Supply process

— <c)1)>: The agreement between the acquirer and the supplier should identify key functions
to be protected from failures and the goals of protection [a)1), a)2), a)5)].

— <d)2)>: Assessment of the agreement execution should confirm that the protection goals in
<c)1)> and outcomes [b), c)] are achieved and assured.

<6.2.1> Life cycle model management process

— <a)5)>: The established life cycle models should specify the linkages among life cycle
processes that enables achievement of all outcomes of the Failure Response process view
[a), b), c), d)].

<6.2.4> Human resource management process

— <a)>: Skills to be identified include the skills necessary to understand the system purpose
and skills necessary to apply the understanding of the system’s purpose to devising human
intervention that achieves outcomes [a)7), a)8), b)].

<6.2.5> Quality management process

— <b)>: Assessment of quality management should review whether it detects and treats the
faults, errors, failures and their precursors identified in [a)3)] as anticipated [b), c)].

<6.3.2> Project assessment and control process

— <a)>: The project assessment and control strategy should reflect the common understanding
established in [6.2.2 a)] to support

o development of the generic measures against failures not prepared for in design and
failures with unidentified causes [a)8)],

o refinement of the failure treatment goals [b)3)],
e devising of responses to failures not prepared for in design [b)5)].

— <c)>: The project control should include adoption of the Change accommodation process
view to adapt the system for failure recurrence prevention [d)].
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<6.3.4> Risk management process

- <a)1), a)2), b)2), c), d)1), d)2), d)4), e)>: Processes and procedures for managing and
assessing risk are given in ISO 31000 [16] and IEC 31010 [17]. In addition, the following
should be identified [a), b)8)]:

e means to communicate and consult about risks and their controls and treatments;

e means to reduce the harm from failures with unidentified causes;

e means to reduce harm from the system as well as other systems connected to it;

¢ results of consequence analysis and likelihood analysis in an objective written form;

e a list of harmful events that could happen, a list of harmful events that are judged to be
improbable but decided to be monitored, and a list of harmful events that are judged to be
improbable and decided not to be monitored,;

e objective description of the justification of the adequacy of the set of means to detect
faults, errors, failures and their precursors;

e means to adapt the system to the changes with regard to failures.
<6.4.2> Stakeholder needs and requirements definition process

— <b)2)>: Stakeholder needs should be identified together with the needs for protection from
failures [a)1), a)2)]. Stakeholder needs should include the need not to cause harm to the
system of interest and the systems connected to it as a whole [a)8), b)7)].

— <c)1)>: Analysis of the representative scenarios should help identifying key functions to be
protected [a)1)]. It includes risk analysis of failures in order to define the needs for protection
from failures [a)2)] and to analyse harm that the system of interest might cause to the
systems connected to it [b)7)].

— <d)2)>: Identification of the stakeholder requirements and functions includes designation of
the key functions to be protected from failures [a)1)] and the goal of protection [a)2)]. The
stakeholder requirements should include the requirements that the system of interest does
not cause harm to itself and the systems connected to it as a whole [b)7)].

— <e)1)>: Analysis of the complete set of the stakeholder requirements should include risk
analysis of key function failures in order to define the goals for their protection [a)2)], to
consider generic measures against failures with unidentified causes [a)8)] and to consider
the harm that the system of interest might cause to any system connected to it [b)7)]. The
analysis should identify faults, errors, failures and their precursors that impact the key
functions and their consequences [a)4), a)5)].

— <e)2)>: Critical performance measures should include measures of degrees of protection for
the key functions [a)2)] and of treatment for failures, etc. [a)5)].

— <f)1)>: The agreement on the stakeholder requirements should list the key functions to be
protected [a)1)], the goals of protection of the key functions [a)2)] and the goals of treatment
for failures, etc., that impact the key functions [a)5)].

<6.4.3> System requirements definition process

— <b)1)>: Definition of the key functions should include the following:
e goals of protection from failures [a)2)];

e identification of faults, errors, failures and their precursors that impact the function,
including interaction errors [a)3)];

e goals of treatment for the identified faults, etc. [a)5)];
o classification of treatment for each identified fault, etc. [a)6)].

— <b)3)>: Identification of system requirements that relate to risks, etc., should enable
identification of key functions to be protected from failures [a)1)]. The following should be
identified:

e requirements for protection of the key functions [a)2)];
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e requirements for the treatment of relevant failures, etc. [a)5)];

e requirements that failure responses do not aggravate the harm from failures and do not
increase the risk of further harm [b)6)];

e requirements for monitoring of failures, etc., to be detected [b)1)];

e requirements for any reduction of harm which the system of interest might cause to the
systems connected to it [b)7)].

— <b)4)>: Definition of the system requirements and rationale should clarify the following:

o requirements for the key function protection [a)2)] and those for the treatment of failures,
etc. [a)5)];

e traceability between the above requirements and their source functional requirements
[c)].

— <c¢)1)>: Analysis of the complete set of system requirements should include consequence
analysis of potential failures of the key functions [a)4)] that enables the following:

o definition of the goals for key function protection [a)2)] and the goals for treatment of
identified faults, etc. [a)5)];

o development of generic measures against failures with unidentified causes [a)8)];

e avoiding aggravation of the harm and the increase of risk to further harm by failure
responses [b)6)];

e reduction of harm that the system of interest might cause to any system connected to it
[0)8)].
— <c)2)>: The critical performance measures should include measures of the degree of
protection for the key functions [a)2)] and of treatment for failures, etc. [a)5)].

— <d)1)>: The agreement on system requirements should list the key functions to be protected
[a)1)], the goals of protection of the key functions [a)2)] and the goals of treatment for
failures, etc., that impact the key functions [a)5)].

— <d)2)>: Traceability between the requirements for monitoring and the requirements for the
key functions should be maintained to enable the accountability of failure response [b)1), c)].

<6.4.4> Architecture definition process

— <a)2)>: The identified stakeholder concerns should be reflected in the goals of protection of
the key functions [a)2)] and the goals of treatment for faults, etc. [a)5)] in iterations of the
Architecture Definition process with the Stakeholder Needs and Requirements Definition
process and the System Requirements Definition process. The stakeholders’ concerns
regarding harm to the system connected to the system of interest should be identified [b)7)].

— <c)>: Models and views should be developed that address the treatment of failures, etc. [a)5),
a)6)], their detection [b)1)], and specific and generic failure responses [a)7), a)8)].
Interactions among failure responses and other system functions should be addressed to
avoid aggravation of the harm by failure responses [b)7)].

— <c)2)>: Key architectural entities that relate to the key functions and to their protection
should be identified [a)1), a)7)].

— <d)1)>: Key system elements that relate to key architectural entities for key function
protection should be identified [a)1), a)7)].

— <d)2), d)3)>: Interaction errors, their detection, and specific and generic responses to them
should be taken into consideration when defining interfaces between system elements and
with external entities and when partitioning requirements to system elements [a)3), b)1), a)7),
a)8)]. Interactions between failure responses and other system functions should be
considered to avoid aggravation of the harm by failure responses [b)6)].

— <f)2)>: Acceptance of the architecture by stakeholders should include that of architecture for
the treatment of failures, etc. [a)6)], specific failure responses [a)7)], generic responses [a)8)]
and detection [b)1)].

— <f)6)>: Traceability between the goals of treatment for failures, etc. [a)SQ]d ents
) ’
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responses [a)8)] and detection [b)1)] to the goals of protection [a)2)] should be maintained
for accounting of failure response [c)].

<6.4.5> Design definition process
— <a)2)>: Design characteristics related to the generic measures against failures with

unidentified causes [a)8)] should be determined.

— <a)3)>: The principles for evolution of the design should provide guidance as to the Change
Accommodation process view after failure response [d)].

— <b)1)>: The requirements for protection of the key functions [a)2)] and for treatment of faults,
etc. [a@)5)] should be allocated to system elements.

— <d)3)>: Traceability from design characteristics for the treatment of failures, etc. [a)6)],
specific failure responses [a)7)], generic responses [a)8)] and detection [b)1)] to the
architectural entities for key function protection [a)2)] and the goals of fault treatment [a)5)]
should be maintained for accounting purposes [c)].

<6.4.6> System analysis process

— <c¢)1)>: Traceability of the system analysis results should be maintained in a manner that
enables timely accounting of failure response [c)].

<6.4.7> Implementation process

— <c)2)>: Traceability from the following to design characteristics should be maintained for
accounting of failure response [c)]:

e implemented system elements for the treatment of faults, errors, failures and their
precursors [a)6)];

o specific failure responses [a)7)];
e generic responses [a)8)];

o detection of faults errors, failures and their precursors [b)1)];
<6.4.8> Integration process

— <a)1)>: The check points for the correct operation and integrity of the assembled interfaces
and the selected system functions should include the following:

interfaces of the key functions identified in [a)1)];

¢ interfaces of functions to protect the key functions [a)2), a)5), a)7), b)1), b)5)];
o checking of interaction errors between system elements [a)2), a)8), b)7)];

e checking of system-wide generic measures against failures [a)8), b)6), b)7)];

e checking that failure responses do not aggravate the harm and do not increase the risk of
further harm [b)6)];

e checking of potential harm that the system of interest might cause to any systems
connected to it [b)8)].

— <b)3)>: Checking of the interfaces, selected functions, and critical quality characteristics
includes the following:

e identification of potential interaction errors [a)3), a)7), b)7)];
e checking effectiveness of the generic measures against failures [a)8)];

e checking that failure responses do not aggravate the harm and not increase the risk of
further harm [b)6)];

e checking the potential harm which the system of interest might cause to any systems
connected to it [b)8)].

— <c¢)2)>: Traceability of the integrated system elements should be maintained in a manner
that enables prompt failure responses [b)] and timely accounting of failure respcDﬁ&B)i.nents
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<6.4.9> Verification process
— <a)1)>: The verification scope and actions should include verification of achievement of the
goals of key function protection [a)2)] and treatment for failures, etc. [a)5)].

— <c¢)2)>: Operational incidents should be recorded and tracked to resolutions in a manner that
enables timely accounting of failure response [c)].

— <c¢)3)>: The agreement among stakeholders that the specified requirements are met should
include an agreement that the goals of treatment for failures, etc., are met [a)5)].

— <c)4)>: Traceability of the verification results should be maintained in a manner that enables
prompt failure response [b)] and timely accounting of failure response [c)].

<6.4.10> Transition process

— <b)5)>: Training of operators, etc., should be planned as a part of the generic responses and
measures against failures [a)7), a)8)]. Training should also develop skills of stakeholders to
achieve [b)] through human intervention.

— <b)9)>: Review of the operational readiness should confirm that the achievement of goals in
[a)2), a)5), a)8), b)1) to b)7)] has been demonstrated.

— <¢)2)>: Operational incidents should be recorded and tracked to resolutions in a manner that
enables timely accounting of failure response [c)].

— <c¢)3)>: Traceability of the transitioned system elements should be maintained in a manner
that enables prompt failure response [b)] and timely accounting of failure response [c)].

<6.4.11> Validation process

— <a)1)>: The validation scope and actions should include the following:
o validation of the key function protection with respect to their goals [a)2)];
e validation of the treatment for failures, etc., with respect to their goals [a)5)];

o validation of the generic measures against failures with unidentified causes [a)8), b)1),
b)4) to b)7)].

— <c¢)2)>: Operational incidents should be recorded and tracked to resolutions in a manner that
enables timely accounting of failure response [c)].

— <c¢)4)>: Traceability of the validated system elements should be maintained in a manner that
enables prompt failure response [b)] and timely accounting of failure response [c)].

<6.4.12> Operation process

— <a)1)>: The operation strategy should include the following procedures for [b)]:

e procedures for detection of failures, etc. [b)1)] and for prediction of failures from their
precursors;

e procedures for monitoring failures, etc., in classes i) and ii) of [a)6)];

e procedures for [b)3)] and [b)5)] that ensure readiness for prompt human intervention
upon detection of failures, etc.

— <a)5)>: Training of personnel should be planned as part of the generic measures in [a)8)]
and should develop the ability of stakeholders to achieve [b)] through human intervention
that reflects understanding of the system purpose. The qualification requirements should
include those for the aforementioned ability.

— <b)3)>: Monitoring of system operation should include monitoring of the faults, errors,
failures and their precursors in class i) and ii) of [a)6)] so as to enable their detection [b)1)].
When failures, etc., are detected, procedures in the operation strategies that achieve
outcomes [b)2) to b)7)] should be performed and the result should be assessed [b)8)].

— <b)4)>: Identification of unacceptable performance should include assessment of failure
response [b)8)] and should invoke the Change Accommodation process view for system

improvement [d)]. Documents
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— <b)5)>: Goals of system contingency operations necessary for continuous provision of
services and the condition that triggers the contingency operations should be included in the
goals of key function protections in [a)2)] and the goals of treatment for failures, etc., in

[2)5)].

— <c¢)1)>: Results of operations and anomalies should be recorded in a manner that enables
accounting of failure response [c)] and system improvement [d)].

— <c)2)>: Operational incidents and problems should be recorded and tracked in a manner that
enables accounting of failure response [c)] and system improvement [d)].

— <c¢)3)>: Traceability of the operations elements should be maintained in a manner that
enables prompt failure response [b)] and timely accounting of failure response [c)].

— <d)>: Customer support should actively provide accounts of failure response [c)].
<6.4.13> Maintenance process
— <a)1)>: The maintenance strategy should reflect the goals of key function protection [a)2)]

and the goals of treatment of failures, etc. [a)5), b)].

— <b)1)>: Identification of future maintenance needs should be integrated with identification
and detection of faults, etc. [a)3), b)1)].

— <b)2)>: Maintenance incidents and problems should be recorded and tracked in a manner
that enables accounting of failure response [c)] and system improvement [d)].

— <b)3), b)4)>: Treatment of random faults should be integrated in the Failure Response
process view [a), b), ¢), d)].

— <b)5)>: Preventive maintenance may be chosen as a means to achieve the goal of treatment
for identified faults, etc. [a)5), a)7)].

— <b)6)>: Failure identification actions are a part of achieving [b)1), b)2)].

— <c)>: Logistics support should be included in specific responses to failure precursors in [a)7),
b)4)].

— <d)1)>: Maintenance results, logistics results and anomalies should be recorded in a manner
that enables accounting of failure response and system improvement [c), d)].

— <d)2)>: Operational incidents and problems should be recorded and tracked in a manner that
enables accounting of failure response and system improvement [c), d)].

— <d)3)>: Identification of trends of incidents and problems should be performed to promote
improvement of the system life cycle [d)].

— <d)4)>: Traceability of the maintenance elements should be maintained in a manner that
enables prompt failure response [b)] and timely accounting of failure response [c)].

— <d)6)>: Monitoring of customer satisfaction should be integrated with assessment of failure
response [b)8)] and improvement of the system life cycle [d)].

<6.4.14> Disposal process

— <a)1)>: The disposal strategy should be defined so as to enable [b)7)].
6.5 Change Accommodation process view

6.5.1 Purpose

The purpose of the Change Accommodation process view is to maintain the fit for purpose’
status of the system despite changes in requirements, environments, objectives and/or purpose.

The Purpose should be achieved with the following understanding.

The process view sustains the ability to continue services by genuine solutions to problems
caused by changes and focuses on ensuring that failures of the same kind will not recur.
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There are many kinds of changes that require adaptations. Changes occur in other systems
connected to the system. Changes in technological, business, and social environments are
more frequent now with the rapid pace of innovation. Any detection of unanticipated events
signals a change in the assumptions, which are always incomplete and uncertain. Changes
might not be explicitly evident; often they must be actively sought out by, for example, periodic
reviews. Required adaptations need not necessarily be about the system itself. The whole set of
life cycle processes needs to be reviewed and adapted when necessary. Even influencing and
changing the environment could be an adaptation.

The Change Accommodation process view organizes activities that arise when adapting the
system to changes including: detecting changes; analysing them; forming and performing
actions so as to continue possibly changed services and, where changes cause failures, to
prevent manifestation or recurrence of failures.

Care should be taken that plans are not so rigid that an organization loses the ability to be
flexible in the event of an unplanned situation.

Achievement of the Purpose consists of the following:

— performance and assessment of adaptation when changes occur [6.5.2 outcomes a) to d)];

— continual improvement of the system life cycle and achievement of accountability with
respect to adaptation to changes [e), f)].

The relationship between the purpose and the outcomes are described in Clause B.5.

6.5.2 Outcomes
a) Changes are recognized and identified.

1) Changes in context, assumptions, risks, etc., that might require adaptation of the system
are identified.

NOTE 1 Items subject to such changes include: stakeholder requirements; connected systems; the
technological, business and social environment; stakeholders’ perception of services; stakeholders’
understanding of the consensus.

NOTE 2 Changes might not be evident; often they are actively sought out by, for example, periodical reviews.

2) Upon detection of unanticipated events including failures, the change in the system
and/or environment that caused them is identified. This identification may be triggered by
the Failure Response process view.

NOTE 3 Any detection of unanticipated events including failures is a detection of a change. The change might
be factual or that of understanding of assumed facts.

3) Disruptive changes are recognized and managed.

NOTE 4 Disruptive changes are those for which meaningful adaptation of the system by existing stakeholders is
impossible or impracticable. This includes the case where the cost of necessary adaptation exceeds the
sustainable business parameters of stakeholders held accountable in the agreement currently in effect. Orderly
management of such cases can be pre-planned as much as possible in advance in terms of, for example,
introduction of new stakeholders, ejection of non-performing stakeholders, rebuilding consensus anew or early
disposal of the system.

b) Adaptation of the system is prepared.
1) The changes’ impacts on the ‘fit for purpose’ status of the system are assessed and the
relationship between the changes and their impacts is documented.
NOTE 5 Assessment includes causal analysis.

2) The goal of adaptation to maintain the ‘fit for purpose’ status of the system is defined.
This includes the following.

i) Stakeholders are informed of the needs for adaptation, the choices for adaptation and
their consequences.

ii) Stakeholders obtain necessary support in the negotiation of agreementw%?ﬁents

changed circumstances.
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iii) Adaptation triggered by the Failure Response process view prevents recurrence of
the failures.

iv) The goal of adaptation is defined.

3) The goal of adaptation is agreed and is reflected in the updated stakeholder agreement
by invoking the Consensus Building process view.

NOTE 6 This includes making the decision to adapt the system.

NOTE 7 Particular care is taken in case of adaptation to disruptive changes.

c) Adaptation of the system is performed.

NOTE 8 Adaptation can be technical or non-technical. The whole set of life cycle processes is reviewed and adapted
when necessary. Adaptation is not necessarily about the system itself. Even influencing and changing the
environment could be an adaptation.

NOTE 9 Consideration of adaptations includes prevention of interaction errors between the parts of system that
would change after adaptations and the parts that would be left unchanged.

1) Technical support for needed adaptation is available.

The knowledge obtained from the past experience is used effectively.
An adaptation that realizes the goal is defined.

The adaptation is developed.

The adaptation is deployed so that disruptions to the system’s existing service in
operation and to other connected systems are kept to a minimum.

d) The adapted system is assessed with respect to the goal of adaptation.
e) The system life cycle is improved continually.

NOTE 10 Continual improvement is expected on the system life cycle’s ability to maintain the fit for purpose’ status
of the system. This is distinct from pursuit of ever higher system performance, etc.

f) Adaptation is accounted by adopting the Accountability Achievement process view.
1) Traceability from changes in context, etc., to the adaptation is maintained.
2) Stakeholders and society in general are informed of the account of the development and
the result of the adaptation.
6.5.3 Processes, activities and tasks

The Change Accommodation process view should be implemented using the activities and tasks
of the following processes provided by ISO/IEC/IEEE 15288.

<6.1.1> Acquisition process
— <c¢)1), ¢)4)>: Necessary support should be provided to stakeholders in the negotiation of
agreement between the acquirer and the supplier under the changed context [b)2)ii)].

— <c)2), ¢)5)>: Necessary changes to the agreement should be identified from the goal of
adaptation. The goal of adaptation should be represented as an updated agreement [b)3)].

— <c)3)>: Evaluation results of impact of changes to the agreement should be fed back to the
definition of adaptation goal [b)].

— <d)1)>: Alarge deviation of the actual progress of the agreement execution from the planned
should be identified as a change that might require adaptation [a)1)].

<6.1.2> Supply process

— <c¢)1), c)4)>: Necessary support should be provided to stakeholders in the negotiation of the
agreement between the acquirer and the supplier under the changed context [b)2)ii)].

— <c)2), c)5)>: The necessary changes to the agreement should be identified from the goal of
adaptation. The goal of adaptation should be represented as an update to the agreement

[b)3)].
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— <c¢)3)>: Evaluation results of impact of changes to the agreement should be fed back to the
definition of adaptation goal [b)].

— <d)2)>: A large deviation of the actual progress of agreement execution from the planned
should be identified as a change that might require adaptation [a)1)].

<6.2.1> Life cycle model management process

— <a)5)>: The established life cycle models should specify the linkages among life cycle
processes that enables achievement of all outcomes of the Change Accommodation process
view [a) to f)].

— <c)2)>: ‘Lessons learned’ in one iteration of change accommodation should be incorporated
in the process improvement to enable application to future changes [e)].

<6.2.2> Infrastructure management process: Changes in the project infrastructure and
infrastructure requirements should be identified as changes that might require adaptation of the
system [a)].

<6.2.3> Portfolio management process

— <a)1)>: Identification of potential new or modified capabilities or missions should be
performed as part of change identification and assessment of its impact [a)1), b)1)].

— <a)2)>: Prioritizing, selecting and establishing new business opportunities, etc., should
inform assessment of the ‘fit for purpose’ status of the system and definition of adaptation
goals in relation to other projects in the organization’s portfolio [b)1), b)2)].

— <a)3)>: Definition of the project concerning the system, accountabilities and authorities
should be consistent with the goal of adaptation of the system [b)2), b)3)].

— <a)4)>: The anticipated goals, objectives and outcomes of the project should provide a basis
for assessment of the *fit for purpose’ status of the system and the definition of the goal of
adaptation in relation to other projects in the portfolio [b)1), b)2)].

— <a)8)>: Authorization to commence adaptation of the system with the defined goal should be
given taking into account its impacts on other projects within the organization’s portfolio [b)3),

c)].
— <b)1)>: Evaluation of viability of the project should be performed as a part of change
identification and assessment of the ‘fit for purpose’ status of the system [a)1), b)1)].

— <b)2)>: Actions to continue or redirect the project concerning the system include making
decisions as to whether to adapt the system or not and defining the goal of adaptation [b)3),
b)2)].

<6.2.5> Quality management process

— <a)>: Quality management should be planned taking into account that quality management
objectives change when the purpose of the system, etc., changes [a) to d)].

— <b)1)>: Gathering and analysing quality assurance evaluation results should be performed
as a part of recognition and identification of relevant changes [a)].

— <b)2)>: Assessment of customer satisfaction should be used in assessment of the fit for
purpose’ status of the system [b)1)].

— <b)4)>: Monitoring the status of quality improvements should be performed as part of
recognition and identification of relevant changes [a)] and assessment of the adapted
system [d)].

— <c)1), ¢)2)>: Planning of corrective and preventive actions on quality management should be
integrated with the definition of the goal of adaptation [b)2)].

— <c)3)>: Monitoring of corrective and preventive actions should be used in the assessment of
the adapted system with respect to the goal of adaptation [d)].

<6.2.6> The Knowledge management process should maintain ‘lessons learned’ information
from one iteration of change accommodation in order to enable application to futunﬁreﬂﬁﬁents

[c)2), e)].
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<6.3.1> Project planning process

— <a)1)>: The project objectives should be identified together with their rationale that provides
a basis for assessment of the ‘fit for purpose’ status upon changes [b)1)] and definition of the
goal of adaptation [b)2)].

— <a)2)>: The project scope should include activities to achieve all outcomes of this process
view [a) to f)]. Planning of actions for controlling the project (see <a)2) NOTE>) should
address the case where the project objectives change [a)]. Changes in activities within the
scope should be recognized and identified [a)].

— <a)3)>: The life cycle model defined for the project should specify the linkages among life
cycle processes that enables achievement of all outcomes of Change Accommodation
process view [a) to f)].

— <b)2)>: The achievement criteria for the life cycle stage decision gates should include
criteria for an exit decision gate from the utilization stage that initiates Change
Accommodation process view [a)].

— <b)4)>: The roles, responsibilities, accountabilities and authority for the Change
Accommodation process view should be defined in a manner that enables accounting of
change accommodation [f)].

— <b)5)>: Changes in the infrastructure and services required for the project should be
recognized and identified [a)].

— <b)7)>: Communication of the plan for adaptation should enable the agreement on the goal
of adaptation [b)3)] and should be used in accounting of adaptation [f)].

<6.3.2> The Project assessment and control process should govern and enable all outcomes of
Change Accommodation process view [a) to f)]. In particular, the process should address
changes in the technical objectives, the requirements and overall business objectives. This
includes support to developers to devise possible adaptations, identification of changes in
context, assumptions, risks and others that require adaptation of the system, identification of
technical or non-technical means for adaptation required for each change.

— <b)>: Assessment of the project should include recognition and identification of changes [a)].
The project should be assessed with respect to the possibly changed project context,
objectives and plans in order to assess the ‘fit for purpose’ status of the system [b)1)] and to
define the goal of adaptation [b)2)].

— <b)7)>: The project management, technical review, audits and inspection should determine
the necessity and readiness to proceed to adaptation of the system [a), b)].

— <b)8)>: Monitoring of the critical processes and new technologies should be performed as a
part of recognition and identification of changes [a)].

— <b)9)>: Analysis of measurement results should identify changes and make
recommendations for the goal of adaptation [a), b)2)].

— <b)11)>: A large deviation of the actual progress from the plan should be identified as a
change that might require adaptation [a)1)].

— <c)>: The project controls include initiation of system adaptation as needed [b), c)].

— <c)1)>: The actions to be initiated for the project control include definition of the adaptation
goal [b)2)].

— <c¢)2)>: The project should be re-planned reflecting the agreed adaptation goals and the
updated agreement [b)3)].

— <c)4)>: The project should be authorized to proceed to adaptation of the system with the
defined goals [b)3), c)].

<6.3.3> Decision management process

— <a)1), c)>: The decision management strategy should address changes in decision criteria
due to changes in context, assumptions, risks, etc. Management of decisions should review
past decisions when changes are recognized and identified [b)1), b)2)].
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<6.3.4> Risk management process: Procedures and processes for managing and assessing risk
in general are given in ISO 31000 [16] and IEC 31010 [17]. In addition, the following should be
considered.

— <a)1)>: The risk management strategy should address changes in the risk management
context and include procedures to review current risk controls when changes are recognized
and identified [a), b)1), b)2)].

— <a)2)>: The risk management context and risk identification process should consider the
risks associated with changes in the following [a)]:

o stakeholder requirements;

e connected systems;

e technological, business and social environment;
o stakeholders’ perception of services;

o stakeholders’ understanding of the consensus.

— <b)1)>: The risk thresholds and acceptance criteria for the risk associated with changes
should reflect the impact of the changes on the fit for purpose’ status of the system [b)1)].

— <b)3)>: Provision of the risk profile to stakeholders should be performed as a part of
negotiation on the goal of adaptation and accounting of adaptation [b)2), f)2)].

— <c¢)1)>: ldentification of the risk associated with changes should be performed as a part of
recognition and identification of changes [a)1)].

— <c)2), ¢)3)>: Estimation of the consequences of the risk associated with changes and
evaluation against the risk thresholds should be performed as a part of assessment of the fit
for purpose’ status of the system [b)1)].

— <c)4)>: Defining recommended treatment strategies and measures for the risks associated
with changes that do not meet their risk threshold is a part of defining the goal of adaptation
[b)2)] and defining the adaptation to be performed [c)3)].

— <d)1)>: Identification of recommended alternatives for treatment of the risk associated with
changes is a part of defining the goal of adaptation [b)2)].

— <d)2)>: Determination by stakeholders that actions on the risk associated with changes
should be taken should be recorded in the updated stakeholder agreement [b)3)].
Implementing the treatment of the risk associated with changes is a part of the adaptation to
be performed [c)3)] and its performance [c)4)].

— <e)1)>: Continual monitoring of all risks and the risk management context for change and
re-evaluation of risks when changes occur should be performed as a part of recognizing and
identifying changes [a)1)] and assessment of the fit for purpose’ status of the system [b)1)].

— <e)2)>: The measures to evaluate the effectiveness of risk treatments should enable
assessment of the adapted system [d)]. Monitoring the measures is a part of recognition and
identification of changes [a)].

<6.3.5> Configuration management process

— <b)1)>: Identification of configuration items is crucial for recognition and identification of
changes within the system [a)]. System elements whose change might require system
adaptation should be identified as configuration items. Configuration items might be black
box components.

— <b)2)>: Identification of the structure of system information should take into account the
likelihood that the system structure itself might change unintentionally due to uncertainty and
incompleteness within the system or deliberately by adaptation [a), f)].

— <b)3)>: Establishment of configuration item identifiers should enable the traceability
between the configuration items introduced or modified for adaptation and the change that
required the adaptation [f)].

— <b)4)>: Baselining should enable recognition and identification of changes within the system

throughout the system life cycle [a)]. Documents
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— <b)5)>: The agreement between the acquirer and the supplier that establishes a baseline
should be used to define the goal of adaptation for future changes as an update to the
baseline [b)3)].

— <c)>: Configuration change management should include the following:
e analysis of the changes’ impact to ‘fit for purpose’ status of the system [b)1)];
e informing relevant stakeholders of possible adaptations [b)2)i)];

e supporting stakeholders in negotiating and agreeing on the goal of adaptation [b)2)ii),
b)3)].

— <c)4)>: Tracking and managing approved changes should support accounting of adaptation
[()]. The rationale for adaptation should be recorded as ‘lessons learned’ to be used in future
adaptations [c)2)].

— <d)>: Configuration status accounting should include maintenance of traceability of
configuration items together with rationales for items’ changes [f)].

— <e)2)>: Verification of the product configuration should support recognition and identification
of unintentional changes within the system due to uncertainty and incompleteness of the
system [a)].

— <f)1)>: Approval of a system release should confirm that the release will be done in a manner
that minimizes disruptions to the system’s existing service and other connected systems

[c)5)].

<6.3.6> The Information management process should enable the following:

— recognition and identification of changes by making available past and present information
on items subject to changes [a)];

— provision of information on possible adaptations of the system to the stakeholders [b)2)i)];

— provision of information on past experience in developing adaptations [c)2)];

— provision of accounting of adaptation to stakeholders [f)].

<6.3.7> Measurement process

— <a)3)>: Information needs should be identified for recognition and identification of changes
[a)] and assessment of the ‘fit for purpose’ status of the system [b)1)].

— <b)4)>: Measurement results should inform stakeholders of the significance of changes [a),
b)].

<6.3.8> Quality assurance process

— <b)>: Evaluation of products and services should be performed as part of assessment of the
adapted system with respect to the goal of adaptation [d)].

— <c)1)>: Evaluation of project life cycle processes should enable continuous improvement of
the system life cycle [e)].

— <e)>: For each treated incident and problem, consideration should be given to whether or not
there is a change that might require system adaptation [a)2)].
<6.4.1> Business or mission analysis process

— <a) to e)>: The Business or mission analysis process should be adopted whenever
necessary to achieve [a), b)] (cf. <6.4.1.1 NOTE 2>). The conditions for adoption include the
following:

e when changes are detected in Operation process and Maintenance process;

o when the Failure Response process view defines the goal of life cycle improvement after
failure response;

e when changes in inputs to this process are identified.
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