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____________ 
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FOREWORD 

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising 
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote 
international co-operation on all questions concerning standardization in the electrical and electronic fields. To 
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications, 
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC 
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interested 
in the subject dealt with may participate in this preparatory work. International, governmental and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely 
with the International Organization for Standardization (ISO) in accordance with conditions determined by 
agreement between the two organizations. 

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international 
consensus of opinion on the relevant subjects since each technical committee has representation from all 
interested IEC National Committees. 

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National 
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC 
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any 
misinterpretation by any end user. 

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications 
transparently to the maximum extent possible in their national and regional publications. Any divergence 
between any IEC Publication and the corresponding national or regional publication shall be clearly indicated in 
the latter. 

5) IEC provides no marking procedure to indicate its approval and cannot be rendered responsible for any 
equipment declared to be in conformity with an IEC Publication. 

6) All users should ensure that they have the latest edition of this publication. 

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and 
members of its technical committees and IEC National Committees for any personal injury, property damage or 
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and 
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC 
Publications. 

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is 
indispensable for the correct application of this publication. 

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of 
patent rights. IEC shall not be held responsible for identifying any or all such patent rights. 

A PAS is a technical specification not fulfilling the requirements for a standard, but made 
available to the public. 

IEC-PAS 62601 has been processed by subcommittee 65C: Industrial networks, of IEC 
technical committee 65: Industrial-process measurement, control and automation. 

The text of this PAS is based on the 
following document: 

This PAS was approved for 
publication by the P-members of the 
committee concerned as indicated in 

the following document 

Draft PAS Report on voting 

65C/511/NP 65C/518/RVN 

Following publication of this PAS, which is a pre-standard publication, the technical committee 
or subcommittee concerned may transform it into an International Standard. 

This PAS shall remain valid for an initial maximum period of 3 years starting from the 
publication date. The validity may be extended for a single 3-year period, following which it 
shall be revised to become another type of normative document, or shall be withdrawn. 
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INDUSTRIAL COMMUNICATION NETWORKS –  
FIELDBUS SPECIFICATIONS –  

WIA-PA COMMUNICATION NETWORK AND COMMUNICATION PROFILE 
 

1 Scope 

This PAS specifies WIA-PA system architecture and communication protocol for process 
automation based on IEEE 802.15.4. 

WIA-PA network is used for industrial monitoring, measurement and control applications. 

2 Normative references 

The following referenced documents are indispensable for the application of this document. 
For dated references, only the edition cited applies. For undated references, the latest edition 
of the referenced document (including any amendments) applies. 

IEC 61499 (all parts), Function blocks 

IEC 61804 (all parts), Function blocks (FB) for process control 

IEEE 802.15.4:2006, IEEE Standard for Information technology – Telecommunications and 
information exchange between systems – Local and metropolitan area networks – Specific 
requirements – Part 15.4: Wireless Medium Access Control (MAC) and Physical Layer (PHY) 
Specifications for Low Rate Wireless Personal Area Networks (LR-WPANs) 

3 Terms, definitions, abbreviated terms, acronyms, and conventions 

3.1 Terms and definitions 

For the purposes of this document the following terms and definitions apply. 

3.1.1  
active leaving 
process by which an online field device is allowed to leave network through applying to its 
routing device, or by which an online routing device is allowed to leave network through 
applying to the gateway 

3.1.2  
adaptive frequency diversity 
irregular change of transmit/receive frequency according to actual condition of channels for 
combating interference and fading 

3.1.3  
Aggregation 
merging several packets into one 

3.1.4  
Application Sub-layer 
a protocol sub layer which provides communication and management services for application 
layer 
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3.1.5  
Beacon 
a special frame broadcast by the routing device and gateway in the WIA-PA network. New 
routing device or end device join the WIA-PA network by listening to beacons first 

3.1.6  
Cluster 
a logical group of devices which comprises a manager and many data sources 

3.1.7  
Cluster Head 
a manager in a cluster 

3.1.8  
Cluster Member 
a data source in a cluster 

3.1.9  
communication resource 
channels and timeslots used to transport frame 

3.1.10  
Configuration software 
software tools for configuring the network 

3.1.11  
data link sub-layer 
upper layer of IEEE 802.15.4 MAC layer used to handle the aspects of network topology, link 
and communication resource in WIA-PA 

3.1.12  
Disaggregation 
split-up the merged packet into original ones 

3.1.13  
Field device 
the device which is connected to or controls the process and installed in the industrial field 
with sensor, actuators, etc 

3.1.14  
frequency hopping 
change of transmit/receive frequency to combat interference and fading 

3.1.15  
Gateway Device 
device connecting a WIA-PA network and other plant networks 

3.1.16  
Handheld device 
a portable device with host application 

3.1.17  
Host Computer 
users, maintenance/management person interact with a WIA-PA network through a host 
computer 
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3.1.18  
lifecycle 
maximum surviving time of each packet that specifies how long a packet can exist in a WIA-
PA network before being discarded 

3.1.19  
link 
communication parameters necessary to transport a frame between adjacent devices in the 
network. It includes source/destination address pairing, timeslot, channel, direction, and link 
type 

3.1.20  
mesh 
a topology formed by routing devices in WIA-PA. One routing device has more than one 
connected routing device 

3.1.21  
Network Manager 
responsible for configuration of the network, scheduling communication between routing 
devices, management of the routing tables and monitoring and reporting the health of the 
network. There must be one and only one network manager per WIA-PA network 

3.1.22  
packet lifecycle 
maximal packet surviving time from generated to dropped 

3.1.23  
passive leaving 
process by which an online field device is instructed to leave network by its routing device or 
an online routing device is instructed to leave network by the gateway 

3.1.24  
Routing device 
Routing device forwards packets from one network device to another in a WIA-PA network 

3.1.25  
Security Manager 
configure the security strategies of the whole network, manage keys ， and authenticate 
devices 

3.1.26  
superframe 
Collection of time slots repeating at a constant rate. It specifies the transmitting or receiving 
time of periodic communication 

3.1.27  
timeslot 
basic time unit of data exchange. Its duration is configurable in WIA-PA 

3.1.28  
timeslot hopping 
regular change of transmit/receive frequency per timeslot to combat interference and fading 

3.1.29  
traffic control 
ensure that the data rate of transmitter is lower than that of receiver. Therefore, ensure the 
data integrity 
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3.1.30  
user application process 
the program that realizes some function specified by users 

3.1.31  
VCR 
virtual communication relation identifying the communication resource between two user 
application objects 

3.1.32  
WIA-PA device 
WIA-PA device includes gateway device, routing device, and field device in a WIA-PA network 

3.2 Abbreviated terms and acronyms 

ACK Acknowledge 

AFD Adaptive Frequency Diversity 

AGO Aggregation object 

AI Analog Input 

AIO Analog Input Object 

AL Application Layer 

AMIB Application Layer Management Information Base 

AO Analog Output 

AOO Analog Output Object 

ASL Application Sub-layer 

ASLDE Application Sub-layer Data Entity 

ASLME Application Sub-layer Management Entity 

ASLPDU Application Sub-Layer Protocol Data Unit 

CAP Contention Access Period 

CCA Clear Channel Assessment 

CFP Contention-Free Period 

C\S Client-Server 

CSMA Carrier Sense Multiple Access 

DAGO Disaggregation Object 

DLDE Data Link Layer Data Entity 

DLDE-SAP Data Link Layer Data Entity Service Access Point 

DLL Data Link Layer 

DLL-MIB Data Link Layer Management Information Base 

DLME Data Link Layer Management Entity 

DLME-SAP Data Link Layer Management Entity Service Access Point 

DLPDU Data Link Layer Protocol Data Unit 

DMAP Device Management Application Process 
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DSMO Device Security Management Object 

EPR Effective Radiated Power 

EUI-64 Extended Unique Identifier (64 bits long) 

FCS Frame Check Sequence 

FDMA Frequency Division Multiple Access 

GW Gateway 

IAT International Atomic Time 

ID Identifier 

IDS Intrusion Detection Systems 

KED Data Encryption Key 

KEK Key Encryption Key 

KJ Join Key 

KP Provision Key 

KS Session Key 

LIFS Long InterFrame Spacing 

LME-SAP Layer Management Entity Service Access Point 

LSB Least Significant Bit 

MAC Medium Access Control 

MHR Medium Access Control Header 

MIB Management Information Base 

MIC Message integrity code 

MSB Most Significant Bit 

NACK Non-Acknowledge 

NL Network Layer 

NLDE Network Layer Data Entity 

NLME Network Layer Management Entity 

NM Network Manager 

NMA Network Management Agent 

NL-MIB Network Management Information Base 

NPDU Network Protocol Data Unit 

NSDU Network Service Data Unit 

OUI Organizationally Unique Identifier 

P\S Publisher-Subscriber 

SAP Service Access Point 

SIFS Short InterFrame Spacing 

SM Security Manager 

SMA Security Management Agent 
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S-MIB Security Management Information Base 

SMK Symmetric Master Key 

TDMA Time Division Multiple Access 

TH Timeslot Hopping 

UAO User Application Object 

UAO_ID User Application Object Identifier 

UAP User Application Process 

UTC Coordinated Universal Time 

VCR Virtual Communication Relationship 

VCR_ID Virtual Communication Relationship Identifier 

WIA-PA Wireless Network for Industrial Automation – Process Automation 

 

4 Definition of data types 

4.1 Representation of Boolean type 

Boolean ::= BOOLEAN    --non-zero means TRUE 

       --o means FALSE 

4.2 Representation of integer type 

Int8 ::= INTEGER  （ -128..+127）    -- integer range: -27<= i <= 27-1 

Int16 ::= INTEGER（ -32768..+32767）   -- integer range: -215<= i <= 215-1 

Int32 ::= INTEGER       -- interger range: -231<= i <= 231-1 

Int64 ::= INTEGER       -- integer range: -263<= i <= 263-1 

4.3 Representation of unsigned integer type 

Unsigned8 ::= INTEGER（ ）0..255    -- integer range: 0 <= i <= 28-1 

Unsigned16 ::= INTEGER（ 0..65535）   -- integer range: 0 <= i <= 216-1 

Unsigned32 ::= INTEGER    -- integer range: 0 <= i <= 232-1 

Unsigned64 ::= INTEGER    -- integer range: 0 <= i <= 264-1 

4.4 Representation of floating point number type 

Real ::= BIT STRING  SIZE （ ）4        -- single precision 

4.5 Representation of visible string type 

VisibleString ::= VISIBLE STRING   -- generally using 
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4.6 Representation of 8-bit byte type 

Octetstring ::= OCTET  STRING    -- generally using 

4.7 Representation of bit string type 

BitString ::= BIT STRING    -- generally using 

4.8 Representation of time-of-day type 

TimeOfDay ::= Octet6 

4.9 Representation of binary date type 

BinaryDate ::= Octet8 

4.10 Representation of time difference type 

TimeDifference ::= Octet6 

5 WIA-PA overview 

5.1 Device Type 

There are five device types defined in WIA-PA. 

• Host Computer 
Users, maintenance/management person interact with a WIA-PA network through a host 
computer. 

• Gateway Device 
Gateway device connects a Host computer and a WIA-PA network. It provides interface 
between the WIA-PA network and other plant networks. 

• Routing Device 
Routing device forwards packets from one network device to another. 

• Field device 

Field Device is connected to or controls the process and installed in the industrial field with 
sensor, actuators, etc. 

• Handheld Device 
Handheld device is used in configuration and maintenance of a WIA-PA device. It can access 
the WIA-PA network temporarily. 

5.2 Network Topology 

A hierarchical network topology, hybrid star and mesh, is supported by WIA-PA. It is 
illustrated in Figure 1. 

The first level network is mesh topology in which routing devices and gateway devices are deployed. 

The second level network is star topology in which routing devices and field/handheld devices 
are deployed. 
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Figure 1 – Architecture of WIA-PA 

Five logical roles are defined in WIA-PA: 

• Network manager 
Network manager is responsible for constructing the mesh network of routing devices and 
monitoring the performance of the whole network. 

• Security manager 
Security manager is responsible for security key management and security authentication of 
routing devices and field devices. 

• Cluster head 
Cluster head act as the agent of network manager, in charge of constructing the star network 
of field devices and monitoring the performance of the star network. Act as the agent of 
security manager, in charge of merging and forward packets of local cluster members and 
forward packets from other cluster heads. 

• Redundant cluster head 
Redundant cluster head is hot backup of the cluster head. 

• Cluster member 
Cluster member is responsible for collecting field data and sending the data to its cluster head. 

A gateway device should act as the logical roles of network manager and security manager. A 
routing device should act as cluster head and redundant cluster head, but should not be both 
at the same time. A field device should act as cluster member only. 

5.3 Stack 

WIA-PA protocol stack is based on ISO/OSI 7-layer reference model. WIA-PA defines data 
link layer, network layer and application layer only. See Figure 2. 
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Figure 2 – OSI 7-Layer Communication Model mapped to WIA-PA 

The protocol stack architecture of a WIA-PA network is illustrated in Figure 3. The purple 
block is the protocol layer entity. The yellow block is the functional component. The green 
block is the data and management interface between protocol layer entities. 
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Figure 3 – WIA-PA protocol stack 
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5.4 Interconnection 

WIA-PA realizes the network interconnection through a WIA-PA gateway. Besides the 
communication to the WIA-PA Network Manager and Security Manager, the WIA-PA gateway 
can communicate with other WIA-PA devices in order to exchange information between the 
devices. Meanwhile, a WIA-PA gateway can connect other networks, such as a wired fieldbus. 
The framework of a WIA-PA gateway is shown as Figure 4. 

WIA-PA gateway includes the following components: 

• WIA-PA access point 

The WIA-PA access point physically connects the WIA-PA networks and transmits the state 
information and data of the WIA-PA routers and devices. 

• Virtual devices 

Virtual device defines a communication interfaces for other networks. This interface is used to 
map a data source from other networks into a WIA-PA device. 

• Data disaggregation 
This function of the WIA-PA gateway is used to disaggregate the packet which is aggregated 
in routing device. 

• Data images 
Data images store the data of device in the WIA-PA network, and provide an interface for 
access from other networks. 
 

 
Figure 4 – The framework of a WIA-PA gateway 
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6 System Management 

6.1 Overview 

System management in WIA-PA includes network management and security management. 
The functions of system management are implemented by DMAP in each device. 

Network management specifies the management of physical attributes of devices and 
attributes related to communicating and networking. 

Network management functions include: 

• Allocating network address 

Each device in a WIA-PA network has a EUI 64-bits address called long address and 
a 16-bits network address called short address. Long address of every device is 
assigned by vendor according to IEEE EUI－64 standard. The network address of the 
routing device is assigned by network manager. The network address of field devices 
is assigned by the routing device. 

• Routing configuration 

Routing is implemented by the routing device. The routing table in each routing 
device is configured by network manager. 

• Joining and leaving the network 

A routing device should join or leave the network through the gateway or an online 
routing device. A field device should join or leave the network through an online 
routing device. The new joining device should be authenticated by the security 
manager. 

• Communication resources configuration 

Communication resources of a WIA-PA network are divided into resource blocks. 
When a routing device successfully joins the network, it should be allocated a block 
of communication resources by network manager. After the routing device has 
established a star network, the communication resources of each field device are 
allocated from the communication resources of routing device. 

• Configuration of clock source and system time services 

The WIA-PA network shall set one time source, which is usually acted by gateway. 
Devices in the network are usually relatively time synchronized with the gateway time 
in order to differentiate the orders of the events happening. As regards to the 
synchronization between the gateway time and the IAT, it is an optional function. 

• Performance monitoring 

Performance monitoring is responsible for monitoring the performance of WIA-PA 
network. 

• Firmware updating 

Firmware updating is responsible for updating protocol stack and user application. 

• Layer management 

Layer management is responsible for maintaining the MIB in every layer. 

The function of network management is achieved by DMAPs in network manager，cluster 
head and cluster members. 
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Security management specifies the management of attributes associated with network 
security. The function of security management is achieved by DMAPs in security 
manager，cluster head and cluster members. 

For security management functions, see Clause 11. 

DMAP is the entity that realizes the functions of system management in each device, its 
components include: network management, security management, network management 
agent, security management agent, device management and management information base. 
See Figure 5. 
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Figure 5 – DMAP in system management 

6.2 Framework of system management 

WIA-PA uses centralized management as well as distributed management scheme. See 
Figure 6. 
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Figure 6 – System management with centralized and distributed approach 

The centralized management is implemented by the network management component and 
security management component of DMAPs in network manager and security manager. The 
distributed management is implemented by the management agent component of DMAP in 
cluster head. See Figure 7. 

 

 

Figure 7 – System management flow 

6.3 Virtual Communication Relationship 

6.3.1 General 

Virtual Communication Relationship (VCR) identifies the communication resource between 
two UAOs. The UAOs connected by VCR are called VCR endpoints. Each VCR is identified by 
VCR-ID. 

To differentiate the communication resource of mesh network and star network, VCRs are 
classified into intra-cluster VCR and inter-cluster VCR. 

To differentiate the usage, VCRs are also classified into management VCR and data VCR. 
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The Intra-cluster management services are accomplished by DMAPs in cluster head and 
cluster member through intra-cluster management VCR. 

The Intra-cluster data services are accomplished by AGO in cluster head and UAO in cluster 
member through intra-cluster data VCR. 

The Inter-cluster management services are accomplished by DMAPs in network manager and 
cluster head through inter-cluster management VCR. 

The Inter-cluster data services are accomplished by DAGO in gateway and AGO in cluster 
head through inter-cluster data VCR. 

The VCR_ID of management VCR is the default 0. 

6.3.2 VCR structure 

Table 1 – VCR structure 

Name Data type Valid range Description 

VCR_ID Unsigned16 0~0xFFFF Identifier 

VCR_TYPE Unsigned8 0~1 Identifies Intra-cluster VCR and inter-
cluster VCR 

VCR_SRC_OBJ_ID Unsigned16 0~0xFFFF VCR Source node application object 
identifier 

VCR_DES_OBJ_ID Unsigned16 0~0xFFFF VCR Destination Node application object 
identifier 

VCR_STATUS Unsigned8 0x00~0xFF status 

VCR_ACTIVATION_TIME Unsigned64 0~0xFFFFFFFF
FFFFFFFF 

The activation time of VCR 

SERVICE_TIME Unsigned64 0~0xFFFFFFFF
FFFFFFFF 

The valid service times of VCR 

SOURCE_CH_ADDRESS Unsigned16 0~0xFFFF VCR address at the cluster head 

DESTINATION_ADDRESS Unsigned16 0~0xFFFF Destination address 

VCR_PRIORITY Unsigned8 0x00~0xFF The priority of VCR 

SECURITY_POLICY Unsigned8 0x00~0xFF Safe strategy 

MAX_PDU_SIZE Unsigned8 0x00~0xFF The maximum size of PDU 

AG_FLAG Unsigned8 0~1 Indicates if the packet aggregation function 
is used or not 

NOTE The time unit used in this table is the time slot used by superframe. 

 

6.3.3 VCR Establishment 

Management VCR identifies the communication resource for the management services, and is 
established in the join process. If network manager has enough communication resource to 
accept a routing device to join, an inter-cluster management VCR is established between the 
joining routing device and network manager. If a routing device has enough communication 
resource to accept a field device, an intra-cluster management VCR is established between 
the joining field device and the routing device. 

Data VCR identifies the communication resource for the data services, and is established 
after the applications of the network is configured. If the data update rate of a UAO in a field 
device is configured, the field device will send out an intra-cluster data VCR request to cluster 
head to ask for communication resource for this UAO. If cluster head does not have enough 
communication resource for this request, it sends out a negative response, else it will 
suspend this request, and ask for communication resource for relaying. The cluster head 
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starts up an inter-cluster data VCR request to network manager. If network manager has 
enough communication resource for this request, it will send out a positive response, and the 
inter-cluster data VCR is established. After the corresponding inter-cluster VCR is 
successfully established, the suspending intra-cluster VCR request is processed, and a 
positive response is sent to the requesting field device, and the intra-cluster data VCR is 
established. 

6.3.4 VCR release 

VCR is released when routing device or field device leaves the network. This process is the 
inverse process of the establishment. 

6.4 Network management 

6.4.1 General 

Network management component only exists in DMAP of network manager. Its responsibility 
is to establish and manage the mesh network. The management services are accomplished 
through the inter-cluster management VCRs between network manager and routing devices. 

6.4.2 Address assignment for the cluster head 

In WIA-PA network, cluster head is acted by routing device. Each routing device in the 
network has a global unique 64bits “long address” and a 16 bits “short address”. The long 
address is set by manufacturers according to IEEE EUI-64 standard. 

. 
Figure 8 – Long address structure of routing device 

The short address is two bytes long. MSB is cluster address which identifies the different 
clusters, and LSB is 0. The “short address” of cluster head is assigned by network manager. 

 
Figure 9 – Short address structure of routing device 

6.4.3 Routing configuration 

6.4.4 General 

In WIA-PA network, routing is implemented by the routing device. The field device does not 
have routing function. The routing table in each routing device is configured by network 
manager. 

6.4.5 Join process of routing device 

When a routing device starts to join the network, it shall be provided with a cryptographic key. 

The general progression that shall be followed for the routing device includes: 

a) The routing device keeps scanning the available channels until it successfully receives a 
beacon from an online routing device or gateway. 
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b) The routing device chooses the online routing device or gateway as the temporal parent, 
and synchronizes with the network according to the received beacon. 

c) The routing device sends a join request to its temporal parent which will forward the 
request to Network Manager. 

d) When receiving a join request, network manager should communicate with security 
managers to complete authentication process. Network Manager returns a confirmed 
message. 

e) The routing device receives the confirmed message relayed by its temporal parent. If it is 
a negative confirmation, the routing device will restart this join process, else, the routing 
device will request to establish an inter-cluster management VCR. 

f) After an inter-cluster management VCR is established, Network manager configures the 
superframe and the routing table of the routing device, and the join process is finished. 

g) The routing device begins to send out beacon. 

These above steps are described Figure 10. 

 

Figure 10 – Join process of routing device 

6.4.6 Leaving process of the routing device 

WIA-PA defines two leaving process for routing device, i.e., active leaving and passive 
leaving. In active leaving process, routing device notifies the gateway of its intent to leave the 
network. In passive leaving process, routing device is notified to leave the network. 

The active leaving process of the routing device is as follow: 

a) The routing device sends leaving request to network manager through the inter-cluster 
management VCR. 

b) Network manager gives a response to the routing device. 
c) After receiving the response, the routing device leaves the network. 
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d) Network manager releases network address and communication resources of the leaved 
routing device, and updates the network topology. 

e) Network manager notifies routing devices which have allocated communication resource 
for leaved routing device to release the related communication resource. 
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Leave request
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Figure 11 – Active leaving process of routing device 

The passive leaving process of the routing device is as follow: 

a) Network manager requests a routing device to leave through the inter-cluster 
management VCR. 

b) The routing device gives a response to the network manager. 
c) The routing device leaves the network. 
d) After receiving the response from the routing device, Network manager releases network 

address and communication resources of the leaved routing device, and updates the 
network topology information. 

e) Network manager notifies routing devices which have allocated communication resource 
for leaved routing device to release the related communication resource. 
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Figure 12 – Passive leaving process of routing device 

6.4.7 Allocation of communication resources for routing device 

WIA-PA applies a hybrid of centralized and distributed management scheme. Each routing 
device is assigned a block of communication resource by network manager in the join process. 
This block of communication resource is organized in the form of superframe. After joining the 
network, each routing device broadcasts its superframe architecture through a beacon. 

6.4.8 Time source and time synchronization 

A time source shall be configured in WIA-PA network. Usually gateway device may act as 
time source. Devices in the network should synchronize with the gateway. Whether gateway 
device synchronizes with the IAT or not is optional in WIA-PA. 

To guarantee the time accuracy, the maximal synchronization interval should be set. 

6.4.9 Network performance monitoring 

The cluster head should report the network’s health information to network manager 
periodically. 

Network manager should optimize the performance of the network and react to the changing 
of the network. In addition, network manager should set the alarm limit, such as energy 
insufficiency, link broken and so on. 

6.4.10 Firmware update 
The firmware is updated by network manager through the following steps. 

• Reading the attributes in device MIB to determine if a previous updating process is in 
progress. If yes, the present updating process should be cancelled. Otherwise, the next. 

• Initializing the firmware downloading process. 

• Monitoring the status of the device, until the device status changes into updating enable 
state. 

• Downloading firmware. 

• Activating the new firmware by writing an update request command to the device. Wait for 
the device to activate the new firmware by monitoring the state attribute until it transitions 
into an idle state for as long as the download activation time of the device. 
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• If switch time is written in device DMAP, then device will activate the new firmware at 
switch time. 

6.5 Network Management Agent 

6.5.1 General 

Network management agent only exists in DMAP of cluster head. Its responsibility is to 
establish and manage the star network. 

6.5.2 Cluster member address assignment 

In WIA-PA network, cluster member is acted by field device. Each field device in the network 
has a global unique 64 bits “long address” and a 16 bits “short address”. The “long address” is 
set by manufacturers according to IEEE EUI-64 standard. 

. 
Figure 13 – Long address structure 

The short address is two bytes long. MSB is cluster address, and LSB is the cluster member 
address. Cluster member address is assigned by cluster head. 

 
Figure 14 – Short address structure 

6.5.3 Joining process of cluster member 

When a field device starts to join the network, it shall be provided with a cryptographic key. 

The joining process that shall be followed for the field device includes: 

a) The field device keeps scanning the available channels until successfully receive a 
beacon from an online routing device. 

b) The field device chooses the online routing device as cluster head, and synchronizes with 
the network according to the received beacon. 

c) The field device sends a join request to cluster head. 
d) When receiving a join request, cluster head returns a confirmed message according its 

available communication resource. 
e) The field device receives the confirmed message from cluster head. If it is a negative 

confirmation, the field device will restart this join process, else, the field device will 
request to establish an intra-cluster management VCR. 

f) After an intra-cluster management VCR is established, the field device reports its UAO list 
to cluster head. 

g) Cluster head updates its cluster member list and UAO list. The new cluster member list 
and UAO list is reported to network manager by cluster head. 
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Figure 15 – Joining process of field device 

6.5.4 Leaving process of cluster member 

WIA-PA defines two leaving process for field device, i.e., active leaving and passive leaving. 
In active leaving process, field device notifies the gateway of its intent to leave the network. In 
passive leaving process, field device is notified to leave the network. 

The active leaving process of field device includes: 

a) The field device sends leaving request to cluster head through the intra-cluster 
management VCR. 

b) Cluster head gives a response to the field device. 
c) After receiving the response, the field device leaves the network. 
d) Cluster head releases network address and communication resources of the leaved field 

device, and updates cluster member list and UAO list. 
e) Cluster head report the updated cluster member list and UAO list to network manager. 
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Figure 16 – Active leaving process of field device 

The passive leaving process of field device includes: 

a) Network manager sends leaving request to cluster head through inter-cluster management 
VCR. This request is forward by cluster head to the field device through the intra-cluster 
management VCR. 

b) Field device gives a response to the gateway through cluster head. 
c) The field device leaves the network. 
d) Cluster head releases network address and communication resources of the leaved field 

device, and updates cluster member list and UAO list. 

 

Figure 17 – Passive leaving process of field device 
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6.5.5 Cluster message aggregation 

WIA-PA provides a packet aggregation option. If this option is chosen, cluster head will 
aggregate the packets from its cluster members to one packet before relaying. The combined 
packet will be de-aggregated in gateway. 

The aggregation function is implemented by the aggregation object (AGO) in cluster head, 
and the de-aggregation function is implemented by the de-aggregation object (DAGO) in 
gateway. The operation parameters of AGO is configured by the aggregation management 
object in network manager. The attributes of aggregation object is shown in Table 2. 

Table 2 – Aggregation Object Attribute 

Name Data type Valid range Default value Description 

MAX_PDU_SIZE Unsigned16 0~0xFFFF 40 The largest length of aggregation 
message 

AGG_PERIOD Usigned8 0~0xFF 1 Aggregation period 

NOTE The unit of message length is byte, the unit of aggregation period is second, the message aggregation 
object configuration uses GET and SET primitive. 

 

The aggregation configuration process is listed as follows. 

• After the network is established, the configurator in host device first sends the 
configuration information to all UAOs in field device, and the aggregation management 
object in the network manager. 

• After receiving the configuration information, UAOs in field device begin to establish intra-
cluster data VCR with AGO. 

• In the process of intra-cluster data VCR establishment, AGO establishes the 
corresponding inter-cluster data VCR with DAGO. 

• After all data VCRs are established, the aggregation management object in the network 
manager configures the aggregation period of AGO to the minimal update rate of 
aggregating UAOs. 

• AGO and DAGO begin to run. 
 

6.5.6 An example for aggregation configuration process 

The example below illustrates the aggregation configuration process. The example is based 
on a network which comprises two field devices and one routing device. As shown in 
Figure 18, there are two UAOs called a1 and a2 reside in device A, and two UAOs called b1 
and b2 reside in device B. 

A configurator that resides in the host device is responsible to configure the data update rate 
of each UAO. In this example, the data update rate of a1 and a2 are configured to 1 second, 
and the data update rate of b1 and b2 are configured to 4 seconds. To illustrate the process 
of packet aggregation, the packets from a1, b1 are configured to be aggregated and the 
packets from a2, b2 are configured to be aggregated. 

There are two aggregation objects, AGO1 and AGO2, reside in the routing device, which are 
responsible to aggregate packets from a1, b1 and a2, b2. There are two de-aggregation 
objects, DAGO1 and DAGO2, reside in gateway, which are responsible to de-aggregate data 
from AGO1 and AGO2 in routing device. Network manager is responsible to configure the 
aggregation period according to the update rate of a1, a2, b1, b2 through an aggregation 
management object. 
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Figure 18 – An example of packet aggregation 

The packet aggregation process is listed below. 

• After the network is established, the configurator in host device first sends the 
configuration information to a1, a2, b1, b2, and the aggregation management object in the 
network manager. The data update rate of a1, a2 are set to 1 second, and the data update 
rate of b1, b2 are set to 4 seconds. 

• After receiving the configuration information, a1, a2, b1, b2 start up to establish intra-
cluster data VCR. In this process, four intra-cluster data VCRs, A_vcr1, B_vcr1, A_vcr2, 
B_vcr2 are established. The endpoints of A_vcr1 are a1 and AGO1. The endpoints of 
B_vcr1 are b1 and AGO1. The endpoints of A_vcr2 are a2 and AGO2. The endpoints of 
B_vcr2 are b2 and AGO2. 
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• In the process of intra-cluster data VCR establishment, two inter-cluster data VCRs, VCR1 
and VCR2, are established between AGO1, DAGO1 and AGO2, DAGO2. The endpoints of 
VCR1 are AGO1 and DAGO1. The endpoints of VCR2 are AGO2 and DAGO2. 

• After all data VCRs are established, the aggregation management object in the network 
manager starts up to configure the aggregation frequency. For the minimal update rate of 
a1 and b1 is 1 second, the aggregation frequency of AGO1 is configured to 1 second. For 
the minimal update rate of a2 and b2 is 1 second, the aggregation frequency of AGO2 is 
configured to 1 second. 

6.5.7 Allocation of communication resource for field device 

Routing devices allocate time slots and channels to field device from its avaliable 
communication resource, when the field device requests to establish a intra-cluster data VCR. 

6.5.8 Cluster performance monitoring 

The field device should report its health information to routing device periodically. 

6.6 Device management 

6.6.1 General 

Device management component exists in DMAP of all devices. It acts as a server and is 
responsible to response all operation request initiated by network management component in 
network manager and network management agent component of cluster head. 

6.6.2 Device attributes management 

Device attributes are listed in Table 3. The attributes can be expanded later easily. 

Table 3 – Device Attribute 

Name Data type Valid 
range 

Classification Access
ibility 

Description 

Long address Unsigned64 N/A Constant R 64 bits global unique address 

As for the Device_type field as 
defined in 6.4.2 and 6.5.2: 

0： gateway 

1： routing device 

2： field device 

 

Short address Unsigned16 0~0xfffe static R/W Shore address of WIA-PA 
device, high 8bits as cluster 
address, low 8bits intra-cluster 
address 

Manufacturer_ID VisibleString N/A Static R Identifier of manufacturer ,set 
by manufacturer 

Device_Serial_Number Unsigned64 N/A Constant R Device serial number, set by 
manufacturer 

Power_Supply_Status Unsigned8 0-10 Dynamic R/W 0:on-line supply 

1-10: indicates the power level 

Device_state Unsigned8 0-2 Static R/W Device state: 

0=Inactive 

1=Active 

2=Failed 
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Name Data type Valid 
range 

Classification Access
ibility 

Description 

Join_Status Unsigned8 0-2 Dynamic R 0=not joined/connected 

1=attempting to join/connect 

2=unsecure connection 

3=full connection 

Restart_Count Unsigned16 0-0xffff Dynamic R The number of device restart, 
restart cause maybe battery 
instead，software 
restart， ，update connect 
error，hardware failure 

Uptime Unsigned32 0-
0xffffffffff
ffffff 

Dynamic R Time from the last restart, 
count by second 

Device_Memory_total Unsigned32 N/A Constant R Total memory in a device 

Device_Used_Memory Unsigned32 N/A Dynamic R Memory used by device in 
bytes 

UTC_time Unsigned32 N/A Dynamic R Present time 

Clock_Master_role Boolean 0-1 Dynamic R/W The device is clock master or 
not: 

0=no 

1=yes 

Clock_update Unsigned32 0-
0xffffffff 

Dynamic R The last adjustment of clock in 
second 

Firm_ware_version 

 

Unsigned32 0-
0xffffffff 

Dynamic R/W The version of firmware loaded 
in the device 

VCR_Table 

 

Array of VCR 
structure 

N/A Dynamic R/W All the VCR used 

6.6.3 Layer management 

Every layer management is visited through nLME-SAP. See management services in each 
layer. 

6.6.4 Security management 

See the security management in Clause 11. 

6.6.5 VCR mapping management 

A UAO in application layer are binded with a data VCR. This mapping relation is stored in a 
VCR mapping table. The VCR mapping table is maintained by VCR mapping object. A UAO 
should first get its corresponding VCR_ID before startup a data transmission. 

6.7 Management Information Base (MIB) 

6.7.1 Attribute and Method 

Items stored in MIB are called attributes. These attributes can be accessed by DMAP and 
network manager. 

Attributes are classified to provide guidance regarding their change frequency and their 
behaviour when a reset command is issued. Attributes are classified as 

• Constant, 

• Static, 
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• Dynamic. 

A constant attribute is unchangeable throughout time. An example of a constant attribute is 
the serial number of a wireless device. Constant attributes are set when the device leaves the 
factory. The values of these attributes shall be preserved when the device undergoes a warm 
restart / power-fail. 

A static attribute changes its value infrequently. An example of a static attribute is an alarm 
limit. The values of these attributes shall be preserved when the device undergoes a warm 
restart / power-fail. 

A dynamic attribute may be changed spontaneously by the object and without external 
stimulation from the wireless network. A dynamic attribute is not required to survive when the 
device goes through a warm restart / power-fail or when the device resets to factory defaults. 

6.7.2 MIB services 

The operations of reading and writing the attributes use nLME-GET and nLME-SET service. 

6.8 Interaction with plant operations or maintenance personnel 

Network manager should provide an interface that allows plant operations and maintenance 
personnel to observe and control the functioning of the network and devices. However, the 
definition of this interface is out of the scope of the current WIA-PA PAS. 

7 Physical Layer 

WIA-PA PHY is based on IEEE 802.15.4 physical layer. 

8 Data link layer 

8.1 General 

The WIA-PA Data Link Layer (DLL) functionality is designed to guarantee communication 
between network devices in a reliable, safe and real-time way. The WIA-PA DLL is fully 
compliant to the IEEE 802.15.4 superframe structure and extends it. WIA-PA network allows 
devices according with the IEEE 802.15.4 specification to join WIA-PA network. The WIA-PA 
DLL supports certain key functions, including frequency hopping mechanism, retries, TDMA 
and CSMA hybrid channel access mechanism. These mechanisms are used to guarantee the 
reliability and real-time transmission in communication. The WIA-PA DLL is designed to use 
Message Integrity Code (MIC) mechanism and encryption technology to guarantee the 
integrity and confidentiality in the communication. 

8.2 Stack structure 

The WIA-PA Data Link Layer function is designed to leverage the IEEE 802.15.4 to meet the 
requirements of process automation. The WIA-PA DLL is based on IEEE 802.15.4 MAC layer 
and extends it. DLL stack structure is shown in Figure 19. 
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Figure 19 – WIA-PA data link layer stack structure 

The WIA-PA DLL includes the following parts. 

� The IEEE 802.15.4 MAC. This handles the mechanisms of sending and receiving individual 
data frames. 

� The Data Link Sub-layer. This handles the aspects of mesh network topology, link and 
communication resource. 

NOTE The content of IEEE 802.15.4 MAC is not stated in this PAS. Unless specifically noted, DLL means the 
Data Link Sub-layer in this PAS. 

The DLL provides an interface between the NL and the MAC. The DLL conceptually includes 
a management entity called the DLME. This entity provides the service interfaces through 
which layer management functions may be invoked. The DLME is also responsible for 
maintaining a database of pertaining to the DLL. This database is referred to as the DLL-MIB. 

Figure 20 depicts the components and interfaces of the DLL. 
D
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Figure 20 – WIA-PA DLL reference model 

The DLL provides two services, accessed through two SAPs: 

� the DLL data service, accessed through the DLL data entity SAP (DLDE-SAP), and 
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– the DLL management service, accessed through the DLL management entity SAP 
(DLME-SAP). 

8.3 Functional description 

8.3.1 General 

In WIA-PA, the main function of DLL is allocating communication resource between 
competitive users in order to avoid collision, improve throughput and bandwidth utilization. 
The main concepts of DLL are timeslot, superframe and link. 

� Timeslot is the basic time unit in packet exchange. WIA-PA timeslot duration is configurable. 

� Superframe is a collection of timeslots repeating on a cyclic schedule. The number of 
timeslots in a given superframe determines communication cycle for devices that use the 
timeslots. 

� Link includes time and frequency. A link assignment specifies how the device uses a set of 
superframe timeslots. The link types include transmitting, receiving and transmit-shared. 
The sharing link allows more than one device to contend this link for packet exchange at the 
same time. The transmitting link and the receiving link shall only allow designated device to 
exchange packets. 

8.3.2 Compatibility and coexistence 

WIA-PA network must consider the following compatibility and coexistence strategies. 

�WIA-PA network is fully compliant to the IEEE 802.15.4 superframe structure and extends it. 
WIA-PA network allows devices according with the IEEE 802.15.4 specification to join WIA-
PA network. 

� The WIA-PA DLL together with the network manager realizes coexistence with other users 
of frequency band. The WIA-PA DLL incorporates several strategies that are used 
simultaneously to optimize coexistence: 

� timeslot communication; 

� low duty-cycle; 

� multi-channel 

� self-adaptive frequency hopping; 

� collision avoidance. 

8.3.3 Time synchronization 

In order to guarantee the reliability of the TDMA communication mode, devices in a network 
must synchronize with the time source. Devices in WIA-PA network only synchronize with the 
Gateway in order to distinguish the event occurrence sequence. 

Time synchronization is divided into two parts: 

• In the mesh network, Gateway is the time source. All routing devices synchronize with 
Gateway. 

• In the star network, every routing device is the time source. All field devices synchronize 
with their routing devices. 
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NOTE 1 For details of time synchronization, see IEEE 802.15.4. 

NOTE 2 In this PAS, the maximum synchronization error should be less than 10 % of the basic timeslot length in 
the maximum superframe duration. 

8.3.4 Timeslot communication 

The key requirement of timeslot communication is to guarantee that all transactions occur in a 
timeslot according to specific timing requirements. That is to say, all packets should be 
exchanged in a prescriptive timeslot and not delayed. The timeslot length of WIA-PA DLL is 
fully compliant to the timeslot length of IEEE 802.15.4. 

The timeslot duration is configured by the network manager after devices join a network. 

8.3.5 WIA-PA superframe 

In order to guarantee real-time and reliable communication, this PAS only takes account of 
the beacon-enabled IEEE 802.15.4 superframe structure. 

NOTE See IEEE 802.15.4 for more information of the IEEE 802.15.4 superframe structure. 

The WIA-PA superframe structure based on IEEE 802.15.4 superframe structure is shown in 
Figure 21. 

 

Figure 21 – WIA-PA superframe 

� The CAP period defined in the IEEE 802.15.4 superframe is used for device joining, intra-
cluster management and retry in the WIA-PA superframe. 

� The CFP period defined in the IEEE 802.15.4 superframe is used for mobile devices and 
intra-cluster communication in the WIA-PA superframe. 

� The inactive period defined in the IEEE 802.15.4 superframe is used for intra-cluster 
communication, inter-cluster communication and sleeping in the WIA-PA superframe. 

The network manager is responsible for generating a WIA-PA superframe. 

Because the inactive period defined in the IEEE 802.15.4 superframe is used for intra-cluster 
communication, inter-cluster communication and sleeping in the WIA-PA superframe, the 
WIA-PA basic superframe duration is defined as 32 timeslots. The duration of WIA-PA 
superframe is as 2N (N is a natural integer) times as the WIA-PA basic superframe duration. 

Supposing that there have three routing devices, R1, R2 and R3 are in WIA-PA network. The 
superframe lengths of R1, R2 and R3 are respectively one, two and four WIA-PA basic 
superframe duration(s), shown in Figure 22. 

Full document details: IEC PAS 62601 2009

http://www.avadocuments.com/doc/iec-pas-62601-2009
http://www.avadocuments.com/doc/iec-pas-62601-2009


PAS 62601 © IEC:2009(E) – 41 – 
 

 

Figure 22 – R1, R2 and R3 superframe structures 

8.3.6 Frequency hopping 

Frequency hopping in WIA-PA includes two mechanisms: AFD and TH. 

Adaptive Frequency Diversity (AFD): irregularly change communication channel according to 
actual channel condition. That is to say, bad channel condition, which can be measured with 
packet drop rate or resend time, triggers the operation of changing channel. 

Timeslot Hopping (TH): regularly change of transmit/receive frequency per timeslot to combat 
interference and fading. 

In the WIA-PA superframe, Beacon, CAP and CFP use the same channel in same superframe 
cycle, and use AFD mechanism in different superframe cycle; timeslot hopping is performed 
during inter- and intra-cluster communication in the inactive period. 

WIA-PA network supports timeslot hopping. The hopping sequence is configured by the 
network manager. The structure is: <timeslot 1, channel 1> <timeslot 2, channel 2>… 
<timeslot i, channel i>. 

The specific hopping mechanisms in WIA-PA are shown in Table 4. 

Table 4 – Hopping mechanisms 

IEEE 802.15.4 WIA-PA Basic MAC mechanism Hopping mechanism 

Beacon Beacon TDMA 

CAP CAP CSMA + FDMA 

CFP CFP TDMA + FDMA 

Intra-cluster period TDMA + FDMA 

 

 

AFD 

Inter-cluster period TDMA TH 

 

Inactive 

 
Sleeping ------ ------ 

 

8.3.7 Communication resource allocation 

The communication resources include timeslots and channels. The communication resource 
allocation should consider both. 

The process of communication resource allocation includes: 

� In the mesh network, the network manager allocates a block of communication resources to 
the routing devices. These resources include: 
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� resources used for communication between routing devices in the mesh network; 

� resources used for field devices. 

� In the star network, the routing device distributes part of communication resources allocated 
by network manager to its field devices. 

An example of the resource allocation is shown in Figure 23. 

 

 

Figure 23 – An example of resource allocation 

8.3.8 DLPDU priority and scheduling rules 

There are four priority levels of DLPDUs defined: 

� Command (highest priority) 

Any packet containing a payload with network-related diagnostics, configuration, or control 
information shall be classified with a priority of “Command”. 

� Process data 
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Any packet containing process data shall be classified as secondary priority level “Process 
Data”. 

� Normal 

DLPDUs not meeting the criteria for “Command”, “Process Data”, or “Alarm” shall be 
classified as “Normal” priority. 

� Alarm (lowest priority) 

Packets containing only alarm and event payload shall assume a priority of “Alarm”. Devices 
shall buffer no more than one DLPDU having “Alarm” priority. 

Where there are multiple packets that can be transmitted in one timeslot, the scheduling 
rules shall be used to select the packet. These scheduling rules are: 

� allocating channels to the beacon and inactive period in priority; 

� allocating timeslots to the devices with fastest update rate in priority; 

� allocating resources to the packet with earliest generating time in multi-hop situation in 
priority; 

� allocating resources to the highest priority packet prior to other packets. 

8.3.9 Retry strategy 

The network manager in the mesh network and the routing devices in the star network should 
allocate some timeslots for retries. 

This PAS supports the following retry strategies. 

• If first transmission fails and resources are enough, retry is executed over the same 
channel. 

• If first retry fails and resources are enough, retry is executed over another channel. 

• If second retry fails and resources allocated to redundant path exist, retry is executed 
over this redundant path. 

• If third retry fails, retries are executed in the CAP period of next superframe cycle until the 
retry times reach the retry threshold. Then the frame is discarded. 

Retry supports the AFD mechanism. 

NOTE The number of retry timeslots is bounded by the constant “aMaxFrameRetries” in the IEEE STD 802.15.4: 
2006 MAC PIB. 

8.3.10 Subnet discovery 

DLL provides specific services for subnet discovery. For details see 8.6. 

8.3.11 Management service 

WIA-PA DLL provides management services to the upper layer and DMAP with DLME-SA. 
The services include network joining and leaving, resource allocation and operations of 
management database attributes. 
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